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The information contained in this document is subject to change without notice
and may not be suitable for all applications. While every precaution has been
taken to ensure the accuracy and completeness of this document, Vertiv
assumes no responsibility and disclaims all liability for damages result from use
of this information or for any errors or omissions.

Refer to local regulations and building codes relating to the application,
installation, and operation of this product. The consulting engineer, installer,
and/or end user is responsible for compliance with all applicable laws and
regulations relation to the application, installation, and operation of this product.

The products covered by this instruction manual are manufactured and/or sold
by Vertiv. This document is the property of Vertiv and contains confidential and
proprietary information owned by Vertiv. Any copying, use, or disclosure of it
without the written permission of Vertiv is strictly prohibited.

Names of companies and products are trademarks or registered trademarks of
the respective companies. Any questions regarding usage of trademark names
should be directed to the original manufacturer.

Technical Support Site

If you encounter any installation or operational issues with your product, check the pertinent section of this
manual to see if the issue can be resolved by following outlined procedures.

Visit https://www.vertiv.com/en-us/support/ for additional assistance.
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1 Important Safety Instructions

Regulatory Compliance

Vertiv products are regulated for safety, emissions and environment impact per the following agencies and policies.

Underwriters Laboratories (UL)

UL standards are used to assess products; test components, materials, systems and performance; and evaluate
environmentally sustainable products, renewable energies, food and water products, recycling systems and other innovative
technologies.

The UL standards specific to this equipment are as noted on the device nameplate.

CE

The placement of the CE mark on a product signifies that the product complies with the applicable European (EU) health,
safety and environmental protection requirements, including EU legislation and product directives. The CE mark is required
for products offered for sale within the European Economic Area (EEA).

The specific regulations, directives and standards applicable to each product are specified on the Declaration of Conformity.

Federal Communications Commission (FCC)

The Federal Communications Commission (FCC) regulates interstate and international communications by radio, television,
wire, satellite and cable in all 50 states, the District of Columbia and U S. territories. An independent U.S. government agency
overseen by Congress, the FCC is the United States primary authority for communications laws, regulation and technological
innovation.

The FCC standards specific to this equipment are:

e This Class A device complies with part 15 of the FCC Rules.
e Operation is subject to the following two conditions:
e This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause undesired
operation.

e This Class A digital apparatus complies with Canadian ICES-003.

e Cetappareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

A WARNING! Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

NOTE: Visit http://www.Vertiv.com/ComplianceRegulatoryinfo for important safety information prior to installation.

TImportant Safety Instructions Proprietary and Confidential ©2024 Vertiv Group Corp. 1
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2 Overview

The Vertiv™ Geist™ Rack Power Distribution Unit (rPDU) gives data center managers the flexibility to install the intelligence
required today. From basic power to power monitoring to outlet switching, the Geist™ rPDU product line adapts to a business
needs now and in the future.

To establish this upgrade path, Vertiv engineers took the robust Geist™ rPDU design and incorporated an Interchangeable
Monitoring Device (IMD). PDUs last for many years and with the IMD design, businesses are able to upgrade their PDUs to
newer monitoring technologies in the future without having to replace the entire Geist™ rPDU. The hot swappable IMD is
changed out in a few simple steps, without interrupting power to critical servers.

2.1 Environmental

The operational environmental limits pertaining to temperature, humidity, and elevation are as defined in the following tables.

Table 2.1 Temperature Limits

Description Minimum Maximum
Operating 10°C (50 °F) 60 °C (140 °F)
Storage -40°C (-40°F) 70°C (158 °F)

Table 2.2 Humidity Limits

Description Minimum Maximum
Operating 5% 95 % (non-condensing)
Storage 5% 95 % (non-condensing)

Table 2.3 Elevation Limits

Description Minimum Maximum
Operating Om (O ft) 3050 m (10000 ft)
Storage om0 ft) 15240 m (50000 ft)

2 Overview Proprietary and Confidential ©2024 Vertiv Group Corp. 3
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2.2 Electrical

Electrical product characteristics and performance are defined in the Table 24 below . Also, see the product nameplate for
additional rating limits.

Table 2.4 Receptacle Ratings

Type Ratings

250 VAC, 16 A (UL & CSA 16 A, 250 VAC) with C20 cord

Combination C13/C19 250 VAC, 10 A (UL & CSA 12 A, 250 VAC) with C14 cord
NOTE: Each Combination C13/C19 outlet bank is restricted to no more than 32 A per bank.

German Schuko 250 VAC, 16 A

|IEC-60320 C13 250 VAC, 10 A (UL & CSA 12 A, 250 VAC)

|IEC-60320 C19 250 VAC, 16 A (UL & CSA 16 A, 250 VAC)

IEC309 PS6 230 VAC, 16 A

IEC309 PS56 230/400 VAC, 32 A

NEMA 5-15R or L5-15R 125VAC, 12 A

NEMA 6-15R or L6-15R 250 VAC, 12 A

NEMA 5-20R or L5-20R 125 VAC, 16 A

NEMA 6-20R or L6-20R 250 VAC, 16 A

NEMA L5-30R 125 VAC, 24 A

NEMA L6-30R 250 VAC, 24 A

NEMA L7-15R 277VAC, 12 A

NEMA L7-20R 277VAC, 16 A

Saf-D-Grid 277VAC,16 A

U-Lock Locking IEC-60320 C13 250 VAC, 10 A (UL & CSA 12 A, 250 VAC)

U-Lock Locking IEC -60320 C19 250 VAC, 16 A (UL & CSA 16 A, 250 VAC)

United Kingdom BS1363 250 VAC, 13 A

2.3 Networking
The product communications requirements are defined in the next sections.
2.3.1 ETHERNET

The ETHERNET link speed for this product is: 10/100/1000 Mb; full duplex.

2.3.2 Protocols
The communications protocols supported by this product include: ARP, IPv4, IPv6, ICMP, ICMPv6, NDP, TCP, UDP, RSTP, STP,

DNS, HTTP, HTTPS (TLSV1.3), SMTP, SMTPS, Modbus TCP/IP, DHCP, SNMP (V1/V2¢/V3), LDAP, TACACS+, RADIUS, NTP,
SSH, RS232, and Syslog.

4 Proprietary and Confidential ©2024 Vertiv Group Corp. 2 Overview
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2.3.3 User interfaces

This product supports the following user interfaces: SNMP, JSON-based Web GUI, JSON APl and Command line interface
using SSH or serial (RS232).

2 Overview Proprietary and Confidential ©2024 Vertiv Group Corp. 5
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3 Installation

Using the images in the mounting section, install the Geist™ rPDU.

NOTE: Visit http://www.Vertiv.com/ComplianceRegulatorylnfo for important safety information prior to installation

To install unit:

1. Wear all applicable Personal Protection Equipment (PPED.

2. Using appropriate hardware, attach the unit to the rack.

3. Plug the Geist™ rPDU into an appropriately rated and protected branch circuit receptacle.
4. Plugin the devices to be powered by the Geist™ rPDU.
5

Turn on each device connected to the Geist™ rPDU.

NOTE: Sequential power-up is recommended to avoid high inrush current.

3.1 Mounting

Optional brackets are sold separately.

Figure 3.1 Full Length Brackets
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Figure 3.2 Mini L Brackets

Figure 3.3 Vertical Extension Brackets
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Figure 3.4 Toolless Mounting Hardware
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Figure 3.5 Toolless Full Length Brackets
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Description

Toolless shoulder washer
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Figure 3.6 Single Side Mount Two Units Brackets
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Figure 3.7 Offset/Side Mount Brackets
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Description

Item

Right side option

Left side option

3 Installation
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Figure 3.8 7" (inch) Extension Brackets
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Figure 3.9 Flush Mount Bracket
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Figure 3.10 Adjustable Mount Bracket
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Figure 3.11 Panel Mount Bracket
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Figure 3.12 23" (inch) Conversion Mount Brackets

J

i AN
o of® o wlo o

X XX XX XX IX XX XX XX XX XX XX XX XX XX XX IX XX XX ]

&

A~

\e

I T X Tx I Tx IT X XX X IX I IX I IX IT I XX 3

3 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 17



Vertiv™ Geist™ Rack Power Distribution Unit Installer/User Guide

Figure 3.13 19" (inch) Horizontal/Panel-Mount Brackets
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Figure 3.14 Mount Brackets for Vertiv™ Geist™ Universal Power Distribution Unit (UPDU) with Pivoting End
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3.2 Power Connection

Plug the Vertiv™ Geist™ rPDU into an appropriately rated and protected branch circuit receptacle. Ensure the power cable
does not exceed manufacture’s bend radius (10X).

3.2.1 U-Lock operation

Plug in the devices to be powered by the Geist™ rPDU.

e Vertiv patented U-Lock power cord retention.
e Uses standard power cords.
e Cordinsertion activated locking system.

e Easy push-and-hold bezel unlocking feature.

3 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 19
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Figure 3.15 U-Lock Cord Retention Operation
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3.2.2 P-Lock operation

e Pluginthe devices to be powered by the Geist™ rPDU.
e Vertiv?™ Combination C13/C19 Outlet with P-Lock power cord retention.
e Compatible with P-Lock power cords.

e Use press-and-hold tabs on the P-Lock cord to release from outlet.

Figure 3.16 P-Lock Cord Retention Operation

3 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 21
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4 Security Best Practices

The default settings on the card support are defaulted for a secure configuration on deployment. Proper security of critical
infrastructure equipment requires proper configuration of ALL communication services. This section summarizes the
settings.

Through our Vertiv SECURE product life cycle, Vertiv is committed to minimizing cybersecurity risk in our products by
deploying cybersecurity best practices across our engineering design of products and solutions, by making them more
secure, reliable, and competitive for our customers.

Below are some life cycle cybersecurity recommendations. The cybersecurity recommendations are not intended to provide a
comprehensive guide to cybersecurity, but rather to complement a customers existing cybersecurity programs. The following
sites are available for more information on general cybersecurity best practices and guidelines:

https://www.cisa.gov/topics/cybersecurity-best-practices

https://www.vertiv.com/en-us/support/security-support-center/

Table 4.1 below, provides a list of items to review. Each should be reviewed, configured based on the operational needs for
managing the equipment, and verified that the settings support the desired operational functionality without adding
unnecessary or unauthorized access to critical infrastructure equipment. A reference to the proper section in this document
is provided for configuring each item.

Table 4.1 Settings to Review and Verify to Reduce the Risk of Unauthorized Access

Item Description Reference

Change the admin and user account names and passwords immediately to eliminate default

Accounts and Passwords .
credential access.

See Users on page 61.

See Network on page 65
IP Network Access Enable/disable IPV4 and IPV6 network access to the card - disable unused network access. LR

Enable/disable SSHv2 access for diagnostic and configuration support - disable when not in

SSHv2 Access - See SSH on page 82.
use.
) ) ) ) See Web server on
Web Service Protocol Select HTTPS to use SSL encryption when accessing data through the web user interface. page 75
See SSL Certificate:

Allows you to upload
your own signed SSL
Certificate file to replace
the default one. The

) " ) certificate can be either
» When using HTTPS, install your own TLS Certificates from a trusted certificate authority or ) ,
TLS Certificates ) ) » self-signed or signed
generate alternative self-signed certificates. L

from a Certification

Authority. SSL
Certificate must be in
either PEM or PFX
(PKCS12) format. on
page 75 .

To control/write through web interface, you must log in remotely and have either an admin
See Web server on

page 75.

Ramsie Wite Wb Acsess level or control level user account.

To prohibit remote access, disable both HTTP and HTTPS.

4 Security Best Practices Proprietary and Confidential ©2024 Vertiv Group Corp. 23
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Table 4.1 Settings to Review and Verify to Reduce the Risk of Unauthorized Access (continued)

Item Description Reference

A WARNING! Disabling both HTTP and HTTPS will immediately terminate this
connection and remote access will only be available using SSH.

Communication Protocols Enable/disable SNMP - disable unused protocols. See Modbus on page 87 .

_ _ Enable/disable the desired SNMP versions, consider using SNMPv3 with user authentication
SNMP Version Settings ) See SNMP on page 85.
and encryption.

) For each SNMPV1/v2c Access table entry, set the SNMP Access Type to Read-Only to
SNMP Access Table Settings ) L See SNMP on page 85.
prevent changes to the device from the hosts identified in the table entry.

Use suitably strong values for SNMP communication in line with your organizations password
SNMP Community Strings policy V 2 v Y 2 See SNMP on page 85.

) Use suitable hashing and encryption algorithms for SNMPv3 Authentication and Privacy
SNMPv3 Settings . o See SNMP on page 85.
settings to make SNMPv3 communications more secure.

This account should remain disabled, unless required. As it provides read-only access to
Guest user account ) ) ., A ) ) See Users on page 61.
device and may give additional context to device settings if enabled.

For added security, the local network firewall and gateway may be restricted to allow only the necessary traffic on the required
network ports. The ports used by the MRIC-RP card are listed in the following table. Some port settings may be changed by
the administrator.

Table 4.2 Ports Used by the MRIC-RP Card (v6.1 or higher)

Network Service Port used Default Modification Required ‘
HTTP TCP80 N Y
HTTPS TCP443 Y Y
DNS TCP&UDP 53 Y N
NTP TCP&UDP 123 Y N
SMTP TCP25 Y Y
SSH TCP UDP 22 Y N
SNMP UDP 161,162 N Only trap port 162 may be changed.
Modbus TCP 502 N Y
VID/VIP GDP/HTTP N N
DHCP Client UDP 68 Y N
GDP (Geist Discovery Protocol) UDP 6687 Y N
LDAP TCP 389 N Y
RADIUS UDP1812/1813/1645/1646 N N
TACACS TCP 49 N N
Remote Syslog TCP 514 N Y

Details for configuration of all options are provided in the remainder of this guide.

Proprietary and Confidential ©2024 Vertiv Group Corp. 4 Security Best Practices
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4.1 Risk Assessment

Vertiv recommends conducting a risk assessment to identify and assess reasonably foreseeable internal and external risks to
the security, availability and integrity of the system and its environment. This exercise should be conducted in accordance
with applicable technical and regulatory frameworks such as IEC 62443 and NERC-CIP. The risk assessment should be
repeated periodically.

4.2 Physical Security

The IMD5 is designed and intended to be deployed and operated in a physically secure location. Vertiv recommends a review
of the physical security and operating environment of the unit. Since an attacker or insider threat can cause serious
disruption, below are some recommended best practices that include, but are not limited to:

e Restrict access to areas, racks, and units with encrypted card RFID/badges, unique multi-factor passcode
authentication for access, man traps, and biometric scanners for physical access to the equipment.

e Trusted and background checked security guards with 24x7x365 physical presence and written logs to help
document and note physical access to a data center, building and rack.

e Restricted physical access to telecommunications equipment and network cabling. Physical access to the
telecommunication lines and network cabling should be restricted to protect against attempts to intercept or
sabotage communications. Best practices include uses of metal conduits for the network cabling running
between equipment cabinets.

e AllUSB, RJ45, and/or any other physical ports should be restricted on the units.

e Do not connect removable media (Such as USB devices and SD cards) for any operation (Such as firmware
upgrade, configuration change, or boot application change) unless the origin of the media is known and trusted.
Before connecting any portable device through a USB port or SD card slot, scan the device for malware and
Viruses.

4.3 Account Access

The IMD5 account access privileges should be administered to provide the least account functions that still enables the end-
user to perform their job functions. Login to the IMD5 should be restricted to legitimate users. Some of the following best
practices should be adopted by an organization’s written procedures for network and equipment access:

e First login to the IMD5 requires credentials to be created.

e No account/logon sharing. Each user should have their own specific account and password. Logging functions of
the IMD5 expect each account to be a unique non-shared user.

e Admins should restrict access and privileges to only the required functions of the user’s job function.

e Restrict all admin-level privileges (Such as firmware updates, protocol enablement/disablement.) to only
approved administrators.

e Ensure password strength, complexity, and length requirements are enforced at the highest level per company
IT policy.

e Ensure terminated employees instantly are removed from accessing the unit. Some examples include the user of
a AAA, TACACS+ user authentication process.

e Enforce session time-out after a period of inactivity.

e Use the remote syslog facility to alert you to system and network events, security threats, and visibility into the
device to troubleshoot problems. (This may also be required in your environment for PCI-DSS/SOX/HIPAA
compliance).
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5 Setup

5.1 Interchangeable Monitoring Device

The Interchangeable Monitoring Device (IMD) is the core behind the Upgradable Geist™ rPDU line of power products. The
IMD can be replaced and upgraded to allow data centers to future proof their locations. Installing the wrong IMD for
replacement in an rPDU can lead to damage to the IMD.

5.1.1 Basic

The Basic upgradeable Geist™ rPDU is the baseline for the GU line of products. It is built with the IMD-01X module, and
provides low cost power distribution with the option to upgrade to add local metering and/or remote monitoring and other
features in the future.

5.1.2 Metered

The Metered upgradable Geist™ rPDU is a locally metered option for the GU line of products. It is built with the IMD-01D
module, and provides a local display for viewing current draw (Amps) with the option to upgrade to add monitoring and other
features in the future.

Figure 5.1 IMD-01D Module

UPGRADE READY VLC ENABLED

o
b d
VERTIV.

s L e Ml DU

Table 5.1 IMD-01D Module Descriptions

Item Name Description

1 Local Display The local display shows the phase, line, and circuit current values (in Amperes).

There are three buttons near the IMD display; a back button, a forward button, and a center button.

2 Display Buttons
[P The functions of these buttons are described in the Table 5.2 on the next page .

Proprietary and Confidential ©2024 Vertiv Group Corp. 27
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Table 5.2 Display Button Functions

Button Symbol Description

Back Button Decrement to the previous channel.

Center Button gg‘ between scrolli ga d static dl‘sp‘a\/ odes. Holdi gtnis button for 10 seconds will perrto
n (0}
a network reset, restori gine default IP address and resetti g user acco informatiol

Pressing this button three times within two seconds enables VLC mode. Pressing the button while

Center Button x3
VLC mode is active returns the unit to the standard current display.

Forward Button @ Increment to the next channel.

Back and Forward ) . ) .
Pressing both buttons at the same time flips the display 180 degrees.
Buttons and

NOTE: Display button functionality may vary based on unit configuration.

5.1.3 Unit monitored

Previous versions of the Vertiv™ Unit Level Monitoring Vertiv™ Geist™ rPDUs were shipped with the IMD-03E-G module.

Figure 5.2 IMD-03E-G Module

IMD-03E-G UPGRADE READ
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Table 5.3 IMD-03E-G Module Descriptions

Number Name Description
Dual The dual ETHERNET ports act as a two-port ETHERNET switch, allowing for multiple devices to be daisy- chained. The
1 ETHERNET dual ETHERNET ports can be independently configured dual ETHERNET network interfaces, allowing the rPDU to
Ports connect to two different networks.
5 Hard-Reboot | Pressing the hard-reboot button reboots the IMD. This acts as a power-cycle for the IMD; it does not change or remove
Button any user information.
3 Network Holding the network reset button for 5 seconds during normal operation will restore the default IP address and reset the
Reset Button user accounts.
4 Local Display | The local display shows the phase, line and circuit current values (in amperes).
5 Display There are three buttons near the IMD display: a back button, a forward button and a center button. The functions of
Buttons these buttons are described in the Table 5.4 below .
RJ-12 port for connecting a Vertiv™ plug-and-play remote digital sensors (sold separately). Each digital sensor has a
5 Remote unique serial number and is automatically discovered. GU2 PDUs support up to 16 sensors. The optional Vertiv* A2D
Sensor Port Converter can be added to support analog sensing.The optional SN-ADAPTER can be added to support Liebert
Integrated and Modular Sensors. For more information, see Available Sensors on page 115 .
7 Serial Port RS-232 via RJ-45 port.
USB port used to upload firmware, backup/restore device configuration, expand logging capacity via a USB storage
8 USB Port device or support TP-Link wireless USB adapters. The USB port must be enabled - see USB on page 82 . Provides up to
100 mA power capacity for USB - connected devices.

NOTE: Serial connection does not support flow control.

Table 5.4 Display Button Functions

Button Symbol Description

Press to decrement to previous channel.

Back Button @ Holding the button for 3 seconds initiates a configuration backup. The display will show a bcup message
while the backup is being generated and will then go back to normal operation. The backup is stored on
available USB storage devices and the operation will do nothing if no such drives are available.

Press to increment to next channel.

Holding this button for 3 seconds initiates a configuration restore. The display will show a load message

followed by a conf message and then a 3 second countdown. Once the countdown expires, a 8888
Forward Button @ message is displayed and the backup will be applied. The backup will be read from USB storage devices. If
the button is released at any time during this sequence, the restore is aborted. Once the backup is applied,
or if there are no backup images or no USB storage device attached, the display will then go back to

normal operation.

Toggle between scrolling and static display modes. Holding this button for 3 seconds initiates a parameter
reset sequence. This sequence consists of an rset message, followed by a dfltt message and then a 3

Center Button @ second countdown. Once the countdown expires, an 8888 message is displayed and the network, http

user accounts and LDAP/RADIUS information is reset to default values. If the button is released at any

time during this sequence, the reset will be aborted.
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Table 5.4 Display Button Functions (continued)

Button Symbol Description
Pressing this button 3 times within 2 seconds enables VLC mode. Pressing the button while VLC mode is
Center Button x3 ) ) )
active returns the unit to the standard current display .

Back and Forward ) . . .
Pressing both buttons at the same time flips the display 180 degrees.
Buttons and

Back and Center
@ @ Pressing both buttons at the same time displays the primary IPv4 address for the unit.
and

Buttons

5.1.4 Switched and outlet monitored

Previous versions of the Vertiv™ Geist™ Switched Unit Level Monitoring, Outlet Level Monitoring and Switched Outlet Level
Monitoring rPDUs were shipped with the IMD-03E-G module.

Figure 5.3 IMD-03E-G Module

IMD-03E-G UPGRADE READ

Table 5.5 IMD-03E-G Module Descriptions

Number Name Description
Dual The dual ETHERNET ports act as a two-port ETHERNET switch, allowing for multiple devices to be daisy- chained. The
1 ETHERNET dual ETHERNET ports can be independently configured dual ETHERNET network interfaces, allowing the rPDU to
Ports connect to two different networks.

Hard-Reboot | Pressing the hard-reboot button reboots the IMD. This acts as a power-cycle for the IMD; it does not change or remove
Button any user information.

Network Holding the network reset button for 5 seconds during normal operation will restore the default IP address and reset the
Reset Button user accounts.
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Table 5.5 IMD-03E-G Module Descriptions (continued)

Number Name Description
4 Local Display | The local display shows the phase, line and circuit current values (in amperes).
5 Display There are three buttons near the IMD display: a back button, a forward button and a center button. The functions of
Buttons these buttons are described in the Display Button Functions below .

RJ-12 port for connecting a Vertiv plug-and-play remote digital sensors (sold separately). Each digital sensor has a
Remote unique serial number and is automatically discovered. GU2 PDUs support up to 16 sensors. The optional Vertiv A2D

6
Sensor Port Converter can be added to support analog sensing.The optional SN-ADAPTER can be added to support Liebert
Integrated and Modular Sensors. For more information, see Available Sensors on page 115 .
7 Serial Port RS-232 via RJ-45 port.

USB port used to upload firmware, backup/restore device configuration, expand logging capacity via a USB storage
8 USB Port device or support TP-Link wireless USB adapters. The USB port must be enabled - see USB on page 82. Provides up to
100 mA power capacity for USB - connected devices.

NOTE: USB MSC devices such as thumb drives or external hard drives are supported. USB storage devices must be
formatted as FAT32.

NOTE: Serial connection does not support flow control.

Display Buttons

There are three buttons near the IMD display: a back button, a forward button and a center button. The functions of these
buttons are described in the following table.

Table 5.6 Display Button Functions

Button Symbol Description

Press to decrement to previous channel.

Holding this button for 3 seconds initiates a configuration backup. The display will show a bcup
Back Button

message while the backup is being generated and will then go back to normal operation. The
backup is stored on available USB storage devices and the operation will do nothing if no such
drives are available.

Press to increment to next channel.

Holding this button for 3 seconds initiates a configuration restore. The display will show a load

message followed by a conf message and then a 3 second countdown. Once the countdown
@ expires, a 8888 message is displayed and the backup will be applied. The backup will be read from
USB storage devices. If the button is released at any time during this sequence, the restore is
aborted. Once the backup is applied, or if there are no backup images or no USB storage device
attached, the display will then go back to normal operation.

Forward Button

Toggle between scrolling and static display modes. Holding this button for 3 seconds initiates a

and then a 3 second countdown. Once the countdown expires, an 8888 message is displayed and
the network, http, user accounts and LDAP/RADIUS information are reset to default values. If the
button is released at any time during this sequence, the reset will be aborted.

parameter reset sequence. This sequence consists of an rset message, followed by a dflt message
Center Button @
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Table 5.6 Display Button Functions (continued)

Button

Center Button x3

Symbol

©

Description

Pressing this button three times within 2 seconds enables VLC mode. Pressing the button while
VLC mode is active returns the unit to the standard current display.

Back and Forward
Buttons

Q.0

Pressing both buttons at the same time flips the display 180 degrees.

Back and Center
Buttons

Q.0

Pressing both buttons at the same time displays the primary IPv4 address of the unit.

5.1.5 Monitored and switched (IMD-5M)

All Vertiv™ Geist™ Monitored and Switched rPDUs are shipped with the IMD-5M module.

Figure 5.4 IMD-5M Module

Geist Upgradable rPDU &)

4 W
32.969 KWh

9 VA

Dual ETHERNET

The dual ETHERNET ports act as a two-port ETHERNET switch, allowing for multiple devices to be daisy-
chained. The dual ETHERNET ports can be independently configured dual ETHERNET network interfaces,

orts
> allowing the rPDU to connect to two different networks.
Press and hold the button for 10 seconds restarts the IMD. This acts as a power cycle for the IMD; it does not
Restart/Reset change or remove any user information.
2
button Press and hold the button for 25 seconds during normal operation will restore the default IP address and
reset the user accounts.
Green LED : Unit is up and running.
3 RGB status LED

Yellow LED : Unit is booting up.
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Item Name Description
Touchscreen ) ) - )
4 Use the touchscreen menu to find the phase, line, and circuit current values (in amperes).
menu
5 Redundant power | If optional connection cable is plugged into second unit, the IMD will remain powered when rPDU loses
input power.
RJ-12 port for connecting a Vertiv™ plug-and-play remote digital sensors (sold separately). Each digital
Remote Sensor sensor has a unique serial number and is automatically discovered. GU2 PDUs support up to 16 sensors. The
6 Port optional Vertiv?™ A2D Converter can be added to support analog sensing.The optional SN-ADAPTER can be
added to support Liebert® Integrated and Modular Sensors. For more information, see Available Sensors on
page 115.
7 Serial port RS-232 via RJ-45 port.
USB port used to upload firmware, backup/restore device configuration, expand logging capacity via a USB
8 USB port storage device or support TP-Link wireless USB adapters. The USB port must be enabled - see USB on
B page 82 . Provides up to 0.5 watt for Unit Monitored Level and 5 watt for Monitored Outlet Level/Switched
Unit Level/Switched Outlet Level.

NOTE: Serial connection does not support flow control.

Touchscreen Menu Workflow

The home starting screen will show the wattage load, the voltage, kilowatts/hour, and the PF percentage. Clicking the bottom
right hamburger button will direct to the main menu regardless of location in the flow. From the main menu, there are three
options. Home will return to the first page with the aforementioned statistics. The status page will link to another menu page
where there is navigation to pages with phase, breaker, or line information respectively. The INFO button will show the IP
Address page.
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Figure 5.5 Touchscreen Menu Workflow Diagram
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PHASE A 71A> 5 15A Net}:‘ael 003A
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> &6 OPEN Current 18 mA
PHASE C 70A —
> o7 31A ® IP Address
. <BACK = <BACK = <BACK 1 102168123132/24
2 102168123132/24
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& Phase A = <BACK

99A 2060 VA
2081V 1240 kWH
1936 W 94% PF

= <12>

:

——
[] Phase A

Phase 85%
Balance

= <2/2>

5.1.6 Rapid Spanning Tree Protocol (RSTP)

Upgradeable monitored devices, built with the IMD-5M, include two ETHERNET Ports that work together as an internal
ETHERNET Bridge. One of these ports can be used to connect the IMD to an existing network or both ports can be used at
the same time to connect one IMD to another in a daisy chain configuration.

Daisy-Chaining

e Use daisy chaining to reduce network switch port count.
e Rack PDUs are connected using an ETHERNET daisy chain.
e The head of the chain rack PDU connects to a network switch port.

e Eachrack PDU has its own unique IP address.
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Figure 5.6 Daisy-Chaining

Fault Tolerant Daisy-Chaining

e  Use fault tolerant daisy-chaining to provide resilient network connectivity.
e Rack PDUs are connected using an ETHERNET daisy chain.

e Both head and tail of the chain rack PDUs connect to network switch ports.
e Eachrack PDU has its own unique IP address.

e Rapid Spanning Tree protocol (RSTP) must be configured to manage fault tolerance and maintain connectivity
in the event of a cable fault or rack PDU power loss.
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Figure 5.7 Fault Tolerant Daisy Chaining

When both network interfaces are connected, the IMD implements a network bridging protocol called the Rapid Spanning
Tree Protocol (RSTP). RSTP is an IEEE standard that is implemented by all managed bridges. Using RSTP, bridges in the
network exchange information to find redundant paths or loops. IPv6 should be disabled when using redundant network
connectivity.

When a loop is detected, the bridges in the network work together to temporarily disable the redundant paths. This allows the
network to avoid broadcast storms caused by the loops. In addition, RSTP regularly checks for changes in the network
topology. When a connection is lost, RSTP allows the bridges to quickly switch to a redundant path.

NOTE: RSTP protocol imposes a limit of 40 links between bridges, including IMDs.

NOTE: The Vertiv Intelligence Director cannot be used in conjunction with RSTP and redundant network connectivity.

5.2 Network Setup

The Upgradeable IMD has a default IP address for initial setup and access.
To restore the default IP address and reset all user-account information:

1. Ifthe user-assigned address or passwords are lost or forgotten, press and hold the network reset button located
below the ETHERNET Port for 15 seconds.

2. Holding the center button of the LED display for 10 seconds also resets the network and user account
information.

The Network Page, located under the System tab, allows you to assign the network properties manually or use DHCP to
connect to your network. Access to the unit requires the IP address to be known. Use of a static IP or a reserved DHCP is
recommended. The default address is displayed on the front of the unit.

» |P Address: 192168123123
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e  Subnet Mask: 255.255.255.0
e Gateway: 1921681231
To access the unit for the first time, you must temporarily change your computer's network settings to match the 192.168.123.

xxx subnet. To setup the unit, connect it to your computer's ETHERNET Port, then follow the appropriate instructions for your
computer's operating system.

To set up the network for a Windows operating system:

1. Access the network settings for your operating system.
e Windows Server 2022 and 2019.
e Using Microsoft Windows 10, click Start>Network and Internet>Change Adapter Settings.
e Windows Microsoft Windows 11, click Start>Network and Internet>Change Adapter Settings.
2. Locate the entry under LAN, High Speed Internet or Local Area Connection that corresponds to the Network

Card (NIC). Double click on the network adapter's entry in the Network Connections list.

NOTE: Most computers will have a single ETHERNET NIC installed, but a WiFi or cellular data adapter also shows as a
NIC in this list. Be sure to choose the correct entry.

3. Click Properties to open the Local Properties window.
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Figure 5.8 Local Area Connection Properties

| MNetworking

Connect using:
' f Intel(R} 82575LM Gigabt Network Connection ‘

| Configure... |

This connection uses the following items:

] o™ Client for Microsoft Networks

M S8 GQoS Packet Scheduler

M J8File and Printer Sharing for Microsoft Networks

wia Intemet Protocol Version &6 (TCP/1PvE)

Y et Protocol Version 4 (TCP/1Pv4)

~& Link-Layer Topology Discovery Mapper 10 Driver
2. Link-Layer Topology Discovery Responder

CURCYRRY

[ mstal. || Uninstal | [ Propeties |
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

4. Select Internet Protocol Version 4 (TCP/IPv4) from the list, and click Properties.

NOTE: If you see more than one TCP/IP entry, as in the example above, the computer may be configured for IPv6
support as well as IPv4, make sure to select the entry for the IPv4 protocol. Write down the current NIC card settings
so you can restore them to normal after you have completed the setup procedure.

Proprietary and Confidential ©2024 Vertiv Group Corp.

5 Setup



Vertiv™™ Geist™ Rack Power Distribution Unit Installer/User Guide

Figure 5.9 Internet Protocol Version 4

— - -
Internet Protocol Version 4 (TCP/IPv4) Properties ‘ @y

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

@ Lse the following 1P address:!

1P address: 192,168 .123. 1
Subnet mask: 255,255 .255. @
Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server: ; i ;

Alternate DNS server:

[ validate settings upon exit [ P |

| ok || cancel

E@

5. Choose Use the following IP address, set IP address to 192.168.123.1 and Subnet Mask to 255.255.255.0 . For initial
setup, Default Gateway and the DNS Server entries can be left blank. Select OK - OK to close both the Internet
Protocol Properties and Local Properties windows.

6. Inaweb browser, enter http://192168.123.123 to access the unit. If you are setting up the unit for the first time, the
unit requires you to create an Admin account and password before you can proceed.

7. After the Admin account is created, login to the unit.

8. By default, the default sensors page is displayed. Navigate to the System tab, then the Network Page to configure
the device's network properties. The unit's IP address, Subnet Mask, Gateway and DNS settings can either be
assigned manually or acquired via DHCP.

9. Click Save.
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NOTE: After the changes are saved, the browser will no longer be able to reload the web page from the 192.168.123.123
address and displays Page not Found or Host Unavailable message, this is normal. After you are finished configuring
the unit's IP address, repeat the steps above, changing the computer's ETHERNET NIC card settings to the ones you
wrote down prior to changing them.

To set up the network for a MAC:
1. Click the System Preferences icon on the Dock and choose Network.

Figure 5.10 MAC System Preferences

®e0o0 Network
| « | > || ShowAll Q -

4

Location: | Automatic

23 onnected g"f“? Status: Connected
[ T ] Ethernet is currently active and has the IP
@ Wi-Fi — address 192.168.123.100.
Connected )
& 5"’:2}":'”2 _— Configure IPv4: | Manually s
o Bluetooth PAN 6 IP Address: | 192.168.123.1
Mot Connected

Subnet Mask: 255.255.255.0
Thund tBrldge ol ,

e Not Connected < > Router:

DNS Server:

Search Domains:

Advanced... | I7 )

[ Assistme... | | Revert Apply

2. Ensure ETHERNET is highlighted on the left side of the NIC window. In most cases, there will be one ETHERNET
entry on a Mac. Write down the current settings so you can restore them to normal after you have completed the
setup procedure.

3. Select Manually from the Configure IPv4 drop-down list, set IP address to 192.168.123.1 and Subnet Mask to
255.255.255.0 and click Apply.
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NOTE: The Router and DNS Server settings can be left blank for this initial setup. In a web browser, enter
http://192.168.123.123 to access the unit. If you are setting up the unit for the first time, the unit requires you to create
an Admin account and password before you can proceed.

4. After the Admin account is created, login to the unit.

By default, the default sensors page is displayed. Navigate to the System tab, then the Network page to configure
the device's network properties. The unit's IP Address, Subnet Mask, Gateway and DNS settings can either be
assigned manually or acquired via DHCP.

6. Click Save.

NOTE: After the changes are saved, the browser will no longer be able to reload the web page from the 192.168.123.123
address and displays Page not Found or Host Unavailable message; this is normal. After you are finished configuring
the unit's IP address, repeat the steps above, changing the computer's ETHERNET NIC card settings to the ones you
wrote down prior to changing them.

5.3 Web User Interface

The unit is accessible via a standard, unencrypted HT TP connection as well as an encrypted HTTPS (TLS) connection. Units
will default to HT TP redirected to HTTPS unless the admin explicitly enables HTTP.

NOTE: An administrator account (username and password) must be created when logging in to the device the first
time.

NOTE: If Clock not set. appears at the bottom right of the page, follow procedures in Time on page 81.

5.3.1 Main menu

The Main Menu is located vertically on the far left side. See Figure 511 on the next page for Main Menu.

WARNING! Do not connect electric heaters, electric heating appliances or other electric appliances which may
cause fire, electric shock, injuries when operated unattended.
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Figure 5.11 Main Menu
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Table 5.7 Main Menu Descriptions

1 Aggregation

2 Device

3 Provisioner

4 System

5 Utilities

6 Help

7 Alarms & Warnings
8 Log In/Log Out

5.4 Device Sub Menu

Click the Device Sub Menu to access Overview, Alarms & Warnings, Logging and CO2 Data menus.
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You must login before making any changes. Only users with control-level or higher authorizations have access to these

settings.

Figure 5.12 Device Overview Sub Menu Descriptions
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Table 5.8 Device Overview Sub Menu Descriptions

Number Name Description
1 Device ID Unique product identification and cannot be changed. May be required for technical support.
Total and ) L R
5 Individual Phase Displays AC current, voltage, and power statistics for each individual phase and for the total of all phases
. combined. Current Crest Factor and Phase Balance (%) are also indicated.
Monitor
3 Li Displays the current (in Amps RMS) on 3-phase Wye units. This is not shown on single phase and 3-
ine
phase Delta units.
) Only for rPDUs with RCM-B Feature. Displays Residual Current Aggregate (mA) and Residual Current DC
4 Residual Current ) ) _
(mA). Where applicable, display Residual Current for each Phase.
5) Current Monitor Displays AC current draw statistics for each individual circuit on the rPDU.
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Table 5.8 Device Overview Sub Menu Descriptions (continued)

Number Name Description
Applies to Outlet Monitored/Outlet Switched rPDUs ONLY - Displays AC current, voltage, and power
6 Outlet Monitor statistics for each circuit and outlet. Current Crest Factor also indicated. (Outlet Level Power Monitoring
and Switched Outlet Level Monitoring Only). Displays outlet status. (Switched and Switched Outlet Level
Monitoring Only).
7 Operation Icon Applies to Outlet Monitored/Outlet Switched rPDUs ONLY - Modify settings.
8 Configuration Icon | Applies to Outlet Monitored/Outlet Switched rPDUs ONLY - Modify label name.

To change a device label:

1. Click the Configuration |§| icon to change label for the Vertiv™ Geist™ rPDU and change the label. The Name is
the rPDU's factory name or model and cannot be changed.

2. Click SAVE.

Figure 5.13 Changing Device Label
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To change device operation:

1. Click the Operation@ icon.
2. Select the operation to perform:
e On/Off: Turns all outlets On or Off.

e Reboot: For outlets currently On, reboot cycles the outlets Off, then back On after the reboot hold delay.
For outlets currently Off, reboot turns the outlets On.

e Cancel: Cancels the current operation if it has not been completed.
e Reset Energy: Resets the total energy measured in kWH.
¢ Restore Defaults: Restores device settings to their factory default. This includes Labels, Delays and Power-
on Actions for the device.
NOTE: These actions affect the entire device.
NOTE: On/Off and Reboot operations apply to Outlet Switched Geist™ rPDUs only.
3. For operations involving the state of the outlets, setting Delay to True uses the current Delay configuration for
each outlet when performing the selected operation.
4. Click SAVE to issue the action.

NOTE: Power-on action delays refer to the time since the unit was plugged in, not the time since it fully booted. They
may execute before the unit fully boots.

Figure 5.14 Device Change Operation
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To change a phase or circuit label:

1.

2.

Click the Configuration |§| icon for the phase or circuit and change the label. The Name is the physical phase or

circuit name and cannot be changed.
Click SAVE.

Figure 5.15 Changing Phase or Circuit Label
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° &0 ciaite 000

To change phase operation:

1.
2.
3.

Click the Operation @ icon.

Select Reset Energy to reset the total energy measured in kWH for the selected phase.

Click SAVE to issue the action.
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Figure 5.16 Changing Phase Operation
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To change circuit operation:

1. Click the Operation @ icon.
2. Select Reset Loss of Load to reset the Loss of Load alarm.

3. Click SAVE toissue the action.
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Figure 5.17 Changing Circuit Operation
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NOTE: This step is required when state shows a loss of load alarm and the issue has been resolved. Loss of load alarm
is triggered by a sudden drop of current detected by the circuit breaker's current measuring transducer when
operating close to the circuit load limit. For the Switched Upgradeable horizontal units, the loss of load alarm is
additionally triggered by circuit breaker loss of voltage (regardless of circuit load).

To configure an outlet:

NOTE: Applies to Outlet Monitored/Outlet Switched Vertiv™ Geist™ rPDUs only.

1. Click the Outlet Configuration |§| icon.
2. Change the configurations, as needed.
a. Label of the outlet.

NOTE: Steps 2b through 2k apply only to switched outlets.

b. State: The outlet's current state (On or Off).
c. Mode: How the outlet will be controlled:

e Manual Control: The outlet state is controlled using the web user interface, SNMP or the API.

e Alarm Control (normally off, on when any associated alarm trips): The outlet state is set normally Off
and will be switched On when any outlet alarm event is tripped.

e Alarm Control (normally on, off when any associated alarm trips): The outlet state is set normally On
and will be switched Off when any outlet alarm event is tripped.

e Alarm Control (normally Off, on when all associated alarm trips): The outlet state is set normally Off
and will be switched On when all outlet alarm events are tripped.

Proprietary and Confidential ©2024 Vertiv Group Corp.

5 Setup



Vertiv™™ Geist™ Rack Power Distribution Unit Installer/User Guide

e Alarm Control (normally on, off when all associated alarm trips): The outlet state is set normally On
and will be switched Off when all outlet alarm events are tripped.

d. Pending State: The state the outlet is currently transitioning to.

e. Time To Action: The time left before the pending action takes place. This is adjusted using Delays.

f. On Delay: The time, in seconds, the unit waits before switching an outlet On.
g. Off Delay: The time, in seconds, the unit waits before switching an outlet Off.
h. Reboot Delay: The time, in seconds, the unit waits before rebooting an outlet.

i.  Reboot Hold Delay: The time, in seconds, the unit waits after switching the outlet Off, before switching an
outlet back On during a reboot.

j. Power-On Action: Describes the state the outlet will start when powered On (On, Off or Last).

k. Power-On Delay: The time, in seconds, the unit waits after being powered On before powering On the
outlet.

3. Click SAVE.

Figure 5.18 Outlet Configuration
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To change outlet operation:

NOTE: Applies to Outlet Monitored / Outlet Switched Vertiv™ Geist™ rPDUs only.

1. Click the desired Outlet Operation @ icon.
2. Select the operation to perform:
e On/Off: Turns the selected outlet On or Off.

e Reboot: For outlets currently On, reboot cycles the outlets off, then back On after the reboot hold delay.
For outlets currently Off, reboot turns the outlets On.

e Cancel: Cancels the current operation if it has not been completed.

5 Setup Proprietary and Confidential ©2024 Vertiv Group Corp. 49



Vertiv™ Geist™ Rack Power Distribution Unit Installer/User Guide

50

3. For operations involving the state of the outlets, setting Delay to True uses the current Delay configuration for
each outlet when performing the selected operation.

Reset Energy: Resets the total energy measured in kWH for the selected outlet.

4. Select SAVE toissue the action.

Figure 5.19 Changing Outlet Operation
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5.4.2 Alarms & Warnings

The Alarms & Warnings page allows you to establish alarm or warning conditions (events) for each power and circuit reading.
Events are triggered when a measurement exceeds a user-defined threshold, either going above the threshold (high-trip) or
below it (low-trip). Events are displayed in different sections, based on the device or measurement the event is associated

with. Each event can have one or more actions to be taken when the event occurs.
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Figure 5.20 Alarms & Warnings Page
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Overview evice .
= ALARMS & WARNINGS v
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Lol
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Table 5.9 Alarms & Warnings Descriptions

Number Description Symbol Description ‘

Warning symbol. Event is displayed in orange.

& [-]

1 Status of each event. Alarm symbol. Alarm is displayed in red.
Acknowledged event symbol. Symbol remains until the condition measured returns to
normal.
@ Add new alarms and warnings.
Add/Delete/Modify =
2 alarms and warnings. ” Modify existing alarms and warnings.

Delete existing alarms and warnings.

N/A Empty, if there is no alert condition.
Notify user of tripped When a warning or alarm event occurs, you can click on this symbol to acknowledge the
3 Events and request event and stop the unit from sending any more notifications about it.
acknowledgment. .

NOTE: Clicking this symbol does not clear the warning or alarm event; it just stops the
notifications from repeating.

4 Displays the conditions for the alarms and warnings settings.

5 Setup Proprietary and Confidential ©2024 Vertiv Group Corp. 51



Vertiv™ Geist™ Rack Power Distribution Unit Installer/User Guide

52

To add a new Alarm or Warning Event:

1. Click the Add/Modify Alarms and Warnings button.
2. Set the desired conditions for this event as follows:

a. From the drop-down lists, select the name of the phase or circuit, the trigger measurement, the severity
and the type.

NOTE: High trips if the measurement goes above the threshold and low trips if the measurement goes below the
threshold.

b. Enter the desired Threshold Value (any number between -999.0 through 999.0).

c. Enterthe desired Clear Delay time in seconds. Any value other than O means once this event is tripped,
the measurement must return to normal for this many seconds before the event will clear and reset. Clear
Delay can be up to 14,400 seconds (4 hours).

d. Enter the desired Trip Delay time in seconds. Any value other than O means that the measurement must
exceed the threshold for this many seconds before the Event will be tripped. Trip Delay can be up to
14,400 seconds (4 hours).

e. Latching Mode, if enabled, this event and its associated actions remain active until the event is
acknowledged, even if the measurement subsequently returns to normal.

f.  To specify where the alert notifications are sent when this alarm or warning event occurs, click the Add
icon to create a new action.

g. Select the desired options from the drop-down menu:

e Targetis the email address or SNMP manager where the notifications are sent when the event is
tripped. For more information on configuring a target email address, see Email on page 83.

e Or,when an outlet number is selected as the target, the outlet state switches when an event is
tripped and remains in the switched state until the event resets or is acknowledged. For this option,
the outlet mode must be configured for Alarm Control, see Alarms & Warnings on page 50 .

NOTE: Target Delays and Repeats are shared across all alarms. If multiple delay or repeat values are needed for
specific targets, each one must be added to the target list and then the appropriate Enabled box must be checked on
each alarm.

NOTE: Applies to Outlet Monitored / Outlet Switched Vertiv™ Geist™ rPDUs only.

e Delay determines how long this Event must remain tripped before this Action's first notification is
sent. This is different from the Trip Delay above. Trip Delay determines how long the threshold value
has to be exceeded before the Event itself is tripped. This delay determines how long the Event
must remain tripped before this Action occurs. Delay can be up to 14,400 seconds (4 hours). A
Delay of O will send the notification immediately.

e Repeat determines whether multiple notifications will be sent for this Event Action. Repeat
notifications are sent at the specified intervals until the Event is acknowledged or until the Event is
cleared and reset. The Repeat interval can be up to 14,400 seconds (4 hours). A Repeat of O
disables this feature and only one notification will be sent.

3. Click SAVE to save this notification action.

NOTE: More than one action can be set for an alarm or warning. To add multiple actions, just click the Add icon again
and set each one as desired. Each alert can have up to 32 Actions associated with it.
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Figure 5.21 Adding Alarms & Warnings Window

5 Setup Proprietary and Confidential ©2024 Vertiv Group Corp. 53



Vertiv™ Geist™ Rack Power Distribution Unit Installer/User Guide

To change an existing alarm or warning event:

Figure 5.22 Changing Alarms & Warning Window

Click the Modify icon next to the alarm or warning event you wish to change.

Modify the settings as needed and click SAVE.

After an action is added, it has a checkbox in the enabled column at the far left. By default, when an action is
added it is unchecked (disabled). Click the checkbox to enable it. This allows you to selectively turn different

actions On and Off for testing.
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To delete an existing alarm or warning event:

1.

2.

Click the Delete icon next to the alarm or warning event you wish to remove.

Click DELETE and SAVE to confirm.

Figure 5.23 Deleting Alarms & Warning Event
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5.4.3 Logging

The Logging page allows you to access the historical data recorded by the Vertiv™™ Geist™ rPDU by selecting the desired
sensors and time range to be logged. The Logging page permits selecting all or selecting none.

To select or deselect the measurement value:

1. Click the Device icon and click on the Logging sub menu.

2. From Logging page, click Select All to select the measurement value and click Select None to deselect the
measurement value.

Figure 5.24 Logging Page
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Table 5.10 Logging Page Descriptions

Item Name Description
Click the drop down menu and select one of the options :
1 Download the data log JSON for the JSON format. CSV for the .csv format in spreadsheet software.
Click SUBMIT button to download the data log.
The frequency at which data is written to the log file. The logging interval can be 1to 600 minutes;
the default setting is 15 minutes.
2 Log interval
A WARNING! Log data will be permanently deleted.
Delete the log file.
3 Clear the log
WARNING! Log data will be permanently deleted.
Click Select All to select the measurement value and click Select None to deselect the
4 Select All/Select None
measurement value.
5 Loagin Click the measurement value to select or deselect desired logging parameters. By default, all
|
Sl measurements are selected. Click SAVE to save changes.

NOTE: The maximum loggable time frame is determined by number of measurements being logged and the interval at

which data is written to the log file.
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5.4.4 CO2 Data

Figure 5.25 CO2 Home Page
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Figure 5.26 System Tab of CO2
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NOTE: There are three pages associated with CO2 page. The first page is the CO2 data page under Device (Figure
5.25 on the previous page ), which shows accumulated and instantaneous calculations for the phases and outlets. The
second page is CO2 page under System where you set the Emission Factor to calculate CO2 per kWH. The default CO2
Emission Factor will be set to 0.3172. The third page is on the help-info page; The Lifetime CO2 is based on the
Lifetime Energy. If a user does a reset on the energy usage on a PDU or a specific outlet, the value will return to 0.
However, the Lifetime Energy of that component will not get reset to O.

5.5 Provisioner Sub Menu

The Provisioner sub menu allows the user to discover locally connected Vertiv™ Geist™ rPDUs. The user can update their
firmware and configure them by uploading a configuration settings file.

The Provisioner sub menu provides the ability to configure device settings (example, alarms) and system settings. This
functionality can provision:

e IMD-5M running 6.x.x Firmware.
e rPDUs running 5.x.x firmware (IMD models 3E, O3E, 3E-S and O3E-S).
e Factory fresh or previously configured Geist™ rPDUs with 6.1.0.

e Rack PDUs connected directly to the local network or connected as part of a Vertiv Intelligence Director
(aggregation) network.

e Allorselected discovered Geist™ rPDUs.
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NOTE: You must be logged in as Administrator-level user to utilize the Provisioner. IPV6 must be enabled on the
Geist™ rPDUs being discovered It is possible to configure most items in the System user interface menu. Other
settings such as sensor settings and alarms cannot be configured with this version of the provisioning tool.

Figure 5.27 Provisioner Sub Menu Page
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5.5.1 Discovery

1. Click on DISCOVER to identify locally connected Vertiv™ Geist™ rPDUSs.

2. Click all the Geist™ rPDUs in the listing that you would like to update firmware and/or configuration. Those units
selected will be highlighted in green. You may also click the Select All to update all Geist™ rPDUs in listed.

3. Click on UPDATE to update all selected Geist™ rPDUs with firmware file and/or configuration file.
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Figure 5.28 Discovery
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HOST DEVICES I_e
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Number Description
1 Discover Identifies local and network connected rack PDUs
2 Update Updates firmware and/or configuration of selected rPDUs
3 Select None Select none to unselect all selections
4 Add MAC address Allows manually entered rPDUs by MAC address
5 Select All Selects all connected rPDUs

Firmware Files:

NOTE: You must load the firmware and configuration files before performing this step in the File Management TAB.

5.5.2 File management

1. Click SELECT UPLOAD FILE and select the .firmware file from the Open window.
2. Click SUBMIT. Firmware file will be listed.

Configuration Files:

1. Click SELECT UPLOAD FILE and select the .config file from the Open window.
2. Click SUBMIT. Configuration file will be listed.
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Figure 5.29 File Management Page
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See Provisioner - Format of the configuration settings file on page 121 for examples of configuration setting files used by the
Provisioner and the necessary format for the file.

5.6 System Sub Menu

NOTE: You must be logged in as Administrator to modify settings in the System tab.

5.6.1 Users

The Users page in the System menu allows you to manage or restrict access to the unit's features by creating accounts for
different users.

NOTE: Web/SSH/CLI account lockout policy: An account is locked for 30 minutes when 10 sequential unsuccessful
login attempts are made within 60 minutes. This can be edited with the latest firmware version.

Scope allows an Administrator-level account to restrict Users to the visibility of specified Outlet information.
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Figure 5.30 User Page
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Table 5.11 User Page Descriptions

Number Descriptions

1 Add new user account

2 Modify user account

3 Delete user account

4 Add user scope : Only visible when logged in as an Administrator®

5 Allow Repeat Characters: restrict the use of more than 2 repeat characters (default false)*

6 Allow Username Inclusion: restrict the inclusion of the user name in the password (default false)*
7 Minimum Digits: enter the minimum numerical digit characters (default 0)*

8 Minimum Length: enter the minimum number of password characters (default 8 minimum 6)*

9 Minimum Symbols: enter the minimum symbol characters (default 0)*

10 Minimum Uppercase: enter the minimum uppercase characters (default 0)*

NOTE: *Only visible when logged in as an Administrator.

NOTE: Only an Administrator-level account can add, modify or delete users as well as add, modify or delete scopes.
Control-level and View-Only accounts can change their own passwords using the Modify User icon, but cannot add,
delete or modify other accounts. The Guest account cannot add, delete or modify any account, not even itself.
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To add or modify a user account:

1.
2

Click the Add or Modify User icon.
Create or modify the account information as needed.

a. Username: The name of the account. User names may be up to 24 characters long, are case-sensitive and
may not contain spaces or any of these prohibited characters: $& " :<>[ 1{ }'+%@/ ; =\"|~",

NOTE: A username cannot be changed after the account is created.

3.

b. Administrator: If set to True, this account has Administrator level access to the unit and can change any
setting.

c. Control: If set to True, this account has Control-level access. Setting Administrator to True will
automatically set Control to True as well. Setting this to False makes the account an Enabled account,
which is view-only.

d. Scope: If a user scope has been created, select applicable scope for the account. See step To add or
modify a user scope: on the next page .

e. New Password: Account password may be up to 24 characters long, are case-sensitive and may not
contain spaces.

f. Account Status: Set the account to Enabled or Disabled. Disabling an account prevents it from being used
to log in, but does not delete it from the account list.

Click SAVE.

User Account Types

Administrator: Administrator accounts (accounts with both administrator and control authority set to True, as
above) have full control over all available functions and settings on the device, including the ability to modify
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