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1 Getting to know your wireless
router

1.1 Welcome!

Thank you for purchasing an ASUS RT-AX3000P Wireless Router!

The ultra-thin and stylish RT-AX3000P features a 2.4GHz and 5GHz
dual bands for an unmatched concurrent wireless HD streaming
and the ASUS Green Network Technology, which provides up to
70% power-saving solution.

1.2 Package contents

M RT-AX3000P Wireless Router M Network cable (RJ-45)
M Power adapter M Quick Start Guide

NOTES:

If any of the items are damaged or missing, contact ASUS for
technical inquiries and support.

Keep the original packaging material in case you would need future
warranty services such as repair or replacement.



1.3 Your wireless router

® E!?» o ;eﬂm

0 5GHz LED

Off: No 5GHz signal.
On: Wireless system is ready.
Flashing: Transmitting or receiving data via wireless connection.

9 2.4GHz LED

Off: No 2.4GHz signal.
On: Wireless system is ready.
Flashing: Transmitting or receiving data via wireless connection.

LAN LED
Off: No power or no physical connection.
On: Has physical connection to a local area network (LAN).

WAN (Internet) LED
Red: No IP or no physical connection.
On: Has physical connection to a wide area network (WAN).

Power LED
Off: No power.
On: Device is ready.
Flashing slow: Rescue mode

e Reset button
This button resets or restores the system to its factory default settings.

WPS button
This button launches the WPS Wizard.

Power switch
Press this switch to power on or off the system.




e Power (DCIN) port
Insert the bundled AC adapter into this port and connect your router to a power source.

@ WAN (Internet) port
Connect a network cable into this port to establish WAN connection.

LAN 1 ~ 4 ports
Connect network cables into these ports to establish LAN connection.

NOTES:

« Use only the adapter that came with your package. Using other
adapters may damage the device.

« Specifications:

DC Power adapter DC Output: +12V with max 1A/1.5A current

Operating Temperature 0~40°C Storage 0~70°C

Operating Humidity 50~90% Storage 20~90%




1.4 Positioning your router

For the best wireless signal transmission between the wireless
router and the network devices connected to it, ensure that you:

« Place the wireless router in a centralized area for a maximum
wireless coverage for the network devices.

+ Keep the device away from metal obstructions and away from
direct sunlight.

+ Keep the device away from 802.11g or 20MHz only Wi-Fi
devices, 2.4GHz computer peripherals, Bluetooth devices,
cordless phones, transformers, heavy-duty motors, fluorescent
lights, microwave ovens, refrigerators, and other industrial
equipment to prevent signal interference or loss.

« Always update to the latest firmware. Visit the ASUS website at
http://www.asus.com to get the latest firmware updates.




1.5 Setup Requirements

To set up your wireless network, you need a computer that meets
the following system requirements:

Ethernet RJ-45 (LAN) port (10Base-T/100Base-TX/1000BaseTX)
|EEE 802.11a/b/g/n/ac/ax wireless capability
An installed TCP/IP service

Web browser such as Internet Explorer, Firefox, Safari, or
Google Chrome

NOTES:

If your computer does not have built-in wireless capabilities, you may
install an IEEE 802.11a/b/g/n/ac/ax WLAN adapter to your computer
to connect to the network.

With its dual band technology, your wireless router supports 2.4GHz
and 5GHz wireless signals simultaneously. This allows you to do
Internet-related activities such as Internet surfing or reading/writing
e-mail messages using the 2.4GHz band while simultaneously
streaming high-definition audio/video files such as movies or music
using the 5GHz band.

Some IEEE 802.11n devices that you want to connect to your network
may or may not support 5GHz band. Refer to the device's manual for
specifications.

The Ethernet RJ-45 cables that will be used to connect the network
devices should not exceed 100 meters.



1.6 Router Setup

IMPORTANT!

Use a wired connection when setting up your wireless router to
avoid possible setup problems.

Before setting up your ASUS wireless router, do the followings:

« Ifyou are replacing an existing router, disconnect it from your
network.

Disconnect the cables/wires from your existing modem setup. If
your modem has a backup battery, remove it as well.

+  Reboot your cable modem and computer (recommended).

1



1.6.1 Wired connection

NOTE: You can use either a straight-through cable or a crossover cable
for wired connection.

[~ ]RT-AX3000P |~

Modem Laptop

(]

To set up your wireless router via wired connection:

1. Insert your wireless router’s AC adapter to the DCIN port and
plug it to a power outlet.

2. Using the bundled network cable, connect your computer to
your wireless router’s LAN port.

IMPORTANT! Ensure that the LAN LED is blinking.

3 Using another network cable, connect your modem to your
wireless router’s WAN port.

4. Insert your modem’s AC adapter to the DCIN port and plug it to
a power outlet.



1.6.2 Wireless connection

Smart phone

Tablet

To set up your wireless router via wireless connection:

1.

Insert your wireless router’s AC adapter to the DCIN port and
plug it to a power outlet.

2 Using the bundled network cable, connect your modem to
your wireless router’s WAN port.

3. Insert your modem’s AC adapter to the DCIN port and plug it to
a power outlet.

4. Install an IEEE 802.11a/b/g/n/ac/ax WLAN adapter on your
computer.

NOTES:

For details on connecting to a wireless network, refer to the WLAN
adapter’s user manual.

To set up the security settings for your network, refer to the section
3.1.1 Setting up the wireless security settings.

13



2 Getting started
2.1 Logging into the Web GUI

Your ASUS Wireless Router comes with an intuitive web graphical
user interface (GUI) that allows you to easily configure its various
features through a web browser such as Internet Explorer, Firefox,
Safari, or Google Chrome.

NOTE: The features may vary with different firmware versions.

To log into the web GUI:
1. On your web browser, enter http://www.asusrouter.com.

2. On the login page, key in the default user name (admin) and
password (admin).

3. You can now use the Web GUI to configure various settings of
your ASUS Wireless Router.

Information banner Top command buttons

Qis

Navigation
panel

Right column

Middle
column

NOTE: |If you are logging into the Web GUI for the first time, you will be
directed to the Quick Internet Setup (QIS) page automatically.




2.2 Quick Internet Setup (QIS) with Auto-
detection

The Quick Internet Setup (QIS) function guides you in quickly
setting up your Internet connection.

NOTE: When setting the Internet connection for the first time, press
the Reset button on your wireless router to reset it to its factory default
settings.

To use QIS with auto-detection:
1. Log into the Web GUI. The QIS page launches automatically.

¥« Sign In
ASUS Router

Sign in with your ASUS router accoun t

NOTES:

By default, the login username and password for your wireless
router's Web GUI is admin. For details on changing your wireless
router's login username and password, refer to section 4.6.2 System.

+ The wireless router's login username and password is different from
the 2.4GHz/5GHz network name (SSID) and security key. The wireless
router's login username and password allows you to log into your
wireless router's Web GUI to configure your wireless router's settings.
The 2.4GHz/5GHz network name (SSID) and security key allows Wi-Fi
devices to log in and connect to your 2.4GHz/5GHz network.
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2. The wireless router automatically detects if your ISP connection
type is Dynamic IP, PPPoE, PPTP, L2TP, and Static IP. Key in
the necessary information for your ISP connection type.

IMPORTANT!  Obtain the necessary information from your ISP about
the Internet connection type.

for Automatic IP (DHCP)

I ntemet Please select the Internet connection type from the
Settings ~ OPtions below. If you do not know the Internet
connection type, contact your ISP.

DHCP >
PPPoE >
Static IP >
PPTP >
L2TP >

Special Requirement from ISP

Previous

for PPPoE, PPTP, and L2TP

Inte rnet Please enter the required information below.
ISP Account Setting

Username

Password




for Static IP

Vi—%—}
INSEARCH OF INCREDIBLE.

I nte n et Static IP allows your PC to use a fixed IP address
Static I provided by your ISP.

IP Address

192.168.1.215

Subnet Mask

255.255.255.0

Default Gateway

192.168.1.1

DNS Server1

192.168.1.1

DNS Server2

NOTES:

« The auto-detection of your ISP connection type takes place when
you configure the wireless router for the first time or when your
wireless router is reset to its default settings.

« If QIS failed to detect your Internet connection type, click Skip to
manual setting and manually configure your connection settings.

17



3. Assign the wireless network name (SSID) and security key for
your 2.4GHz and 5GHz wireless connection. Click Apply when
done.

ereless Assign a unique name or SSID (Service Set Identifier) to
Settings  help identify your wireless network.

Advanced Settings
Network Name (SSID)

ASUS

Wireless Security @

4. Your Internet and wireless settings are displayed. Click Next to
continue.

Completed Network Configuration Summary

Quick Internet Setup
(@ Gheck
> Connection
Network Name(SSID)

@ Internet Setup Wireless Security

System Time: Sat, Jan 01 00:02:51 2011 Chan

Network Name(SSID}
Wireless Security

'WAN Connection Type Automatic IP.
192.168.123.23

192.168.1.1
20:CF:30-86:C0:C0

Next

5. Read the wireless network connection tutorial. When done,
click Finish.



2.3 Connecting to your wireless network

After setting up your wireless router via QIS, you can connect your
computer or other smart devices to your wireless network.

To connect to your network:

1. On your computer, click the network icon ﬂ in the notification
area to display the available wireless networks.

2. Select the wireless network that you want to connect to, then
click Connect.

3. You may need to key in the network security key for a secured
wireless network, then click OK.

4. Wait while your computer establishes connection to the
wireless network successfully. The connection status is
displayed and the network icon displays the connected El
status.

NOTES:

«  Refer to the next chapters for more details on configuring your
wireless network's settings.

Refer to your device's user manual for more details on connecting it
to your wireless network.

19
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3 Configuring the General
settings
3.1 Using the Network Map

Network Map allows you to configure your network’s security
settings and manage your network clients.

System Status
Wireless Status
2.4 GHz

Network Name (SSID)
ASUS_40

Authentication Method
WPA2-Personal v

Security level:
WPA2-Personal WPA Encryption
a AES v

WPA-PSK key
banking 2345

5 GHz
Network Name (SSID)
ASUS_40
Authentication Method
WPAZ-Personal v
WPA Encryption
AES v

WPA-PSK key
banking 2345

AiMesh Node:




3.1.1 Setting up the wireless security settings

To protect your wireless network from unauthorized access, you
need to configure its security settings.

To set up the wireless security settings:

1. From the navigation panel, go to General > Network Map.

2. On the Network Map screen and under System Status, you can
configure the wireless security settings such as SSID, security
level, and encryption settings.

NOTE: You can set up different wireless security settings for 2.4GHz
and 5GHz bands.

2.4GHz / 5GHz security settings

System Status

Wireless Status

2.4 GHz
Network Name (SSID)
ASUS_40
Authentication Method

WPAZ-Personal v

WPA Encryption
AES v
WPA-PSK key
banking_2345

5 GHz
Network Name (SSID)
ASUS 40

Authentication Method
WPAZ2-Personal -
WPA Encryption

AES v

WPA-PSK key
banking_2345

3. On the Network Name (SSID) field, key in a unique name for
your wireless network.

21



4. From the WEP Encryption dropdown list, select the encryption
method for your wireless network.

IMPORTANT! The IEEE 802.11n/ac/ax standard prohibits using High
Throughput with WEP or WPA-TKIP as the unicast cipher. If you use these
encryption methods, your data rate will drop to IEEE 802.11g 54Mbps
connection.

5. Key in your security passkey.
6. Click Apply when done.

3.1.2 Managing your network clients

Client status

Online  Wired (1)

Security level:

WPA2-Personal 8

AiMesh Node:

To manage your network clients:
1. From the navigation panel, go to General > Network Map tab.

2. On the Network Map screen, select the Client Status icon to
display your network client’s information.

3. To block a client’s access to your network, select the client and
click block.

22



3.2 Creating a Guest Network

The Guest Network provides temporary visitors with Internet
connectivity via access to separate SSIDs or networks without
providing access to your private network.

NOTE: RT-AX3000P supports up to six SSIDs (three 2.4GHz and three
5GHz SSIDs).

To create a guest network:
1. From the navigation panel, go to General > Guest Network.

2. On the Guest Network screen, select 2.4GHz or 5GHz frequency
band for the guest network that you want to create.

3. Click Enable.

Guest Network

The Guest Network provides Intemet connection for guests but restricts access to
your local nefwork

Network Name (SSID)

Authentication
Method

Network Key
Enable

Time Remaining Default setting by Alexai

Access Intranet

Network Name (SSID)

Authentication
Method

Network Key
Time Remaining Default setting by AlexalFTTT

Access Intranet

23
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4. To configure additional options, click Modify.

Guest Network

The Guest Network provides Internet connection for guests bui restricts aceess to
your focal network.

Network Name (SSID)

Autnentication
Method

Open System

Network Key. Bone
Enable Enable

Unlimited access
Time Remaining Default setting by Alexa/lFTTT

Access Intranet oft

Remove

Network Name (SSID)

Authentication
Method

Network Key. o
Enable Enable

Unlimited access
Time Remaining Default setting by Alexa/lFTTT

Access Intranet

5. Click Yes on the Enable Guest Network screen.

6. Assign a wireless name for your temporary network on the
Network Name (SSID) field.

7. Select an Authentication Method.

8. Select an Encryption method.

9. Specify the Access time or choose Limitless.

10.Select Disable or Enable on the Access Intranet item.
11.When done, click Apply.



3.3 AiProtection

AiProtection provides real-time monitoring that detects malware,
spyware, and unwanted access. It also filters unwanted websites
and apps and allows you to schedule a time that a connected
device is able to access the Internet.

AiProtection

Metwork Protection with Trend Micro protects against network

exploits to secure your network from unwanted access.
E [l AiProtection FAQ

Enabled AiProtection

Router Security Assessment

R

25
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3.3.1 Network Protection

Network Protection prevents network exploits and secures your
network from unwanted access.

AiProtection

TREND wacro~

Network Protection with Trend Micro protects against nefwork
exploifs to secure your network from unwanted access. =
z & M

N AiProfection FAQ
G -

Enabied AiProtection

Router Security Assessment

Infected Device Prevention and Blocking

Alert Preference

TREND
MIGRO

Configuring Network Protection
To configure Network Protection:
1. From the navigation panel, go to General > AiProtection.

2. From the AiProtection main page, click on Network
Protection.

3. From the Network Protection tab, click Scan.

When done scanning, the utility displays the results on the
Router Security Assessment page.



Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

Wireless encryption enabled -

WPS Disabled -

UPnP service disabled -

Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protection enabled -

Infected Device Prevention and Blocking -

IMPORTANT! Items marked as Yes on the Router Security
Assessment page is considered to be at a safe status. [tems marked
as No, Weak, or Very Weak is highly recommended to be configured
accordingly.

4. (Optional) From the Router Security Assessment page,
manually configure the items marked as No, Weak, or Very
Weak. To do this:

a. Clickan item.

NOTE: When you click an item, the utility forwards you to the item'’s
setting page.

b. From the item’s security settings page, configure and make
the necessary changes and click Apply when done.

¢. Go back to the Router Security Assessment page and click
Close to exit the page.

5. To automatically configure the security settings, click Secure
Your Router.

6. When a message prompt appears, click OK.

27
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Malicious Sites Blocking

This feature restricts access to known malicious websites in the
cloud database for an always-up-to-date protection.

NOTE: This function is automatically enabled if you run the Router
Weakness Scan.

To enable Malicious Sites Blocking:
1. From the navigation panel, go to General > AiProtection.

2. From the AiProtection main page, click on Network
Protection.

3. From the Malicious Sites Blocking pane, click ON.

Infected Device Prevention and Blocking

This feature prevents infected devices from communicating
personal information or infected status to external parties.

NOTE: This function is automatically enabled if you run the Router
Weakness Scan.

To enable Infected Device Prevention and Blocking:
1. From the navigation panel, go to General > AiProtection.

2. From the AiProtection main page, click on Network
Protection.

3. From the Infected Device Prevention and Blocking pane,
click ON.
To configure Alert Preference:

1. From the Infected Device Prevention and Blocking pane,
click Alert Preference.

2. Select or key in the e-mail provider, e-mail account, and
password then click Apply.



3.3.2 Setting up Parental Controls

Parental Controls allows you to control the Internet access time or
set the time limit for a client’s network usage.

To go to the Parental Controls main page:
1. From the navigation panel, go to General > AiProtection.

2. From the AiProtection main page, click on the Parental
Controls tab.

AiProtection

Network Protection with Trend Micro protects against network
o e
exploits to secure your network from unwanted access. SHART
D) ] K

A AiProtection FAQ
\ 3

2

Enabled AiProtection

Router Security Assessment 1

Danger

Malicious Sites Blocking 0

trict access to known malic
Protection

King, and rans

Infected Device Preven and Blocking 0

Protection

Alert Preference




Time Scheduling

Time Scheduling allows you to set the time limit for a client’s
network usage.

NOTE: Ensure that your system time is synchronized with the NTP
server.

AiProtection - Time Scheduling

Time Scheduling allows you to set up time limits for a specific client's network usage:

1. In the [Clients Name] column, select the client whose network usage you want to
control. You may also key in the clients MAC address in the [Clients MAC
Address] column.

2. In the [Add / Delete] column, click the plus(+) icon to add the client.

3. In the [Time Management] column, click the edit icon to edit the Active Schedule.

4. Select your time slot with a click. You can hold and drag to extend the duration.

5. Click [OK] to save the seftings made.

that are added to Parental Controls will have their internet access restricted

Client List (Max Limit : 64)
select allv Client Name (MAC Address)
Time

No data in table.

Apply

To configure Time Scheduling:

1. From the navigation panel, go to General >AiProtection >
Parental Controls > Time Scheduling.

2. From the Enable Time Scheduling pane, click ON.

3. From the Clients Name column, select or key in the client’s
name from the drop down list box.

NOTE: You may also key in the client’s MAC address in the Client
MAC Address column. Ensure that the client name does not contain
special characters or spaces as these may cause the router to function
abnormally.

4. Click € to add the client’s profile.
5. Click Apply to save the settings.

30



3.4 Using the Traffic Manager

3.4.1 Managing QoS (Quality of Service) Bandwidth

Quality of Service (QoS) allows you to set the bandwidth priority
and manage network traffic.

QoS - QoS to configuration

To enable QoS function, click the QoS slide switch and fill in the upload and download.

QoS FAQ

To set up bandwidth priority:

1. From the navigation panel, go to General > Traffic Manager >
QoS tab.

2. Click ON to enable QoS. Fill in the upload and download
bandwidth fields.

NOTE: Get the bandwidth information from your ISP.

3. Click Save.

NOTE: The User Specify Rule List is for advanced settings. If you want
to prioritize specific network applications and network services, select
User-defined QoS rules or User-defined Priority from the drop-down
list on the upper-right corner.

31
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4. On the user-defined QoS rules page, there are four default

online service types — web surf, HTTPS and file transfers.

Select your preferred service, fill in the Source IP or MAC,
Destination Port, Protocol, Transferred and Priority, then
click Apply. The information will be configured in the QoS rules
screen.

NOTES:

To fillin the source IP or MAC, you can:
a) Enter a specific IP address, such as "192.168.122.1".

b) Enter IP addresses within one subnet or within the same IP
pool, such as“192.168.123.*, or“192.168.* *"

c) Enterall IP addresses as“*.*.**" or leave the field blank.

d) The format for the MAC address is six groups of two
hexadecimal digits, separated by colons (:), in transmission
order (e.g. 12:34:56:aa:bc:ef)

For source or destination port range, you can either:
a) Entera specific port, such as“95".

b) Enter ports within a range, such as“103:315" “>100’, or
"<65535".

The Transferred column contains information about the upstream
and downstream traffic (outgoing and incoming network traffic) for
one section. In this column, you can set the network traffic limit (in
KB) for a specific service to generate specific priorities for the service
assigned to a specific port. For example, if two network clients, PC
1and PC 2, are both accessing the Internet (set at port 80), but PC 1
exceeds the network traffic limit due to some downloading tasks, PC
1 will have a lower priority. If you do not want to set the traffic limit,
leave it blank.



5. On the User-defined Priority page, you can prioritize the
network applications or devices into five levels from the user-

defined QoS rules’ dropdown list. Based on priority level, you
can use the following methods to send data packets:

+ Change the order of upstream network packets that are sent
to the Internet.

+ Under Upload Bandwidth table, set Minimum Reserved
Bandwidth and Maximum Bandwidth Limit for multiple
network applications with different priority levels. The
percentages indicate the upload bandwidth rates that are
available for specified network applications.

NOTES:

Low-priority packets are disregarded to ensure the transmission of
high-priority packets.

+ Under Download Bandwidth table, set Maximum Bandwidth
Limit for multiple network applications in corresponding order.
The higher priority upstream packet will cause the higher priority
downstream packet.

« Ifthere are no packets being sent from high-priority applications, the
full transmission rate of the Internet connection is available for low-
priority packets.

6. Set the highest priority packet. To ensure a smooth online
gaming experience, you can set ACK, SYN, and ICMP as the
highest priority packet.

NOTE: Ensure to enable QoS first and set up the upload and download
rate limits.

33



3.5 Traffic Analyzer

The traffic monitor feature allows you to access the bandwidth
usage and speed of your Internet, wired, or wireless networks. It
allows you to monitor network traffic in real-time or on a daily

basis. It also offers an option to display the network traffic within
the last 24 hours.

Traffic Monitor Real-time

Traffic Monitor aliows you to monitor the incoming or outgoing packets of the following:
Internet Wired Wireless

Reception
Transmission

NOTE: Packets from the Internet are evenly fransmitied to the wired and wireless devices.
Traffic Monitor FAQ

Internet Connection (WAN]

1025.39 K8/s Thu 02:29 pm [ 454.10 KB/s

256,35 K8/s

Average Total

17.66 KBS 32 10.35 M8

0.44 KBfs 18.24 KBIS 263.35 KB

NOTE: Packets from the Internet are evenly transmitted to the wired
and wireless devices.




4 Configuring the Advanced
Settings

4.1 Wireless

4.1.1 General

The General tab allows you to configure the basic wireless
settings.

Wireless - General

Set up the wireless related information below.
Enable Smart Connect OFF
Band 2.4GHz ¥
Network Name (SSID) ASUS_26

Hide SSID ®ves Ono

Wireless Mode auto v B opim; x B big Protection

Channel bandwidth 20/40 MHz

Control Channel Auto v| Cument Control Channel

Extension Channel Auto v

Authentication Method wPAZ-Personal

WPA Encryption AES ¥

WPA Pre-Shared Key 12345678

Protected Management Frames pisable v

Group Key Rotation Interval 3600

To configure the basic wireless settings:

1. From the navigation panel, go to Advanced Settings >
Wireless > General tab.

2. Select 2.4GHz or 5GHz as the frequency band for your wireless
network.

3. Assign a unique name containing up to 32 characters for your
SSID (Service Set Identifier) or network name to identify your
wireless network. Wi-Fi devices can identify and connect to
the wireless network via your assigned SSID. The SSIDs on the
information banner are updated once new SSIDs are saved to
the settings.
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NOTE: You can assign unique SSIDs for the 2.4GHz and 5GHz
frequency bands.

4. In the Hide SSID field, select Yes to prevent wireless devices
from detecting your SSID. When this function is enabled, you
would need to enter the SSID manually on the wireless device
to access the wireless network.

5. Select any of these wireless mode options to determine the
types of wireless devices that can connect to your wireless
router:

« Auto: Select Auto to allow 802.11AX, 802.11AC, 802.11n,
802.11g, and 802.11b devices to connect to the wireless
router.

« Legacy: Select Legacy to allow 802.11b/g/n devices to
connect to the wireless router. Hardware that supports
802.11n natively, however, will only run at a maximum speed
of 54Mbyps.

+ Nonly: Select N only to maximize wireless N performance.
This setting prevents 802.11g and 802.11b devices from
connecting to the wireless router.

6. Select any of these channel bandwidth to accommodate higher
transmission speeds:

40MHz: Select this bandwidth to maximize the wireless
throughput.

20MHz (default): Select this bandwidth if you encounter some
issues with your wireless connection.

7. Select the operating channel for your wireless router. Select
Auto to allow the wireless router to automatically select the
channel that has the least amount of interference.

8. Select any of these authentication methods:
« Open System: This option provides no security.



- WPA/WPA2/WPA3 Personal/WPA Auto-Personal: This
option provides strong security. You can use either WPA (with
TKIP), WPA2 (with AES) or WPA3. If you select this option,
you must use TKIP + AES encryption and enter the WPA
passphrase (network key).

« WPA/WPA2/WPA3 Enterprise/WPA Auto-Enterprise: This
option provides very strong security. It is with integrated EAP
server or an external RADIUS back-end authentication server.

NOTE: Your wireless router supports the maximum transmission rate
of 54Mbps when the Wireless Mode is set to Auto and encryption
method is WEP or TKIP.

9. Select any of these WEP (Wired Equivalent Privacy) Encryption
options for the data transmitted over your wireless network:

- Off: Disables WEP encryption

+ 64-bit: Enables weak WEP encryption

+ 128-bit: Enables improved WEP encryption
10.When done, click Apply.
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4.1.2 WPS

WPS (Wi-Fi Protected Setup) is a wireless security standard that
allows you to easily connect devices to a wireless network. You
can configure the WPS function via the PIN code or WPS button.

NOTE: Ensure that the devices support WPS.

Wireless - WPS

WPS (Wi-Fi Protected Setup) provides easy and secure establishment of a wireless network. You ean configure WPS here via
the PIN code or the WPS buttton.

Enable WPS ON
Current Frequeney

Connection Status

Configured Yes

AP PIN Code 12345670

You can easily connecta WPS client 1o the network in either of these two ways:

+ Method1: Click the WPS button on this interface (or press the physical WPS button on the router), then press the WPS
buiton on the client's WLAN adapter and wait for about three minutes to make the connection.
+ Method2: Start the client WPS process and getthe client PIN code. Enter the client's PIN code on the Client PIN code

field and click Start. Please check the user manual of your wireless client to see ifit supports the WPS function. If your
wireless client does not support the WPS function, you have to configure the wireless client manually and set the same.
network Name (SSID), and security seffings as this router.

® Push button © Client PIN Code
WPS Method:
Start

To enable WPS on your wireless network:

1. From the navigation panel, go to Advanced Settings >
Wireless > WPS tab.

2. In the Enable WPS field, move the slider to ON.

3. WPS uses 2.4GHz by default. If you want to change the
frequency to 5GHz, turn OFF the WPS function, click Switch

Frequency in the Current Frequency field, and turn WPS ON
again.

NOTE: WPS supports authentication using Open System, WPA-
Personal, WPA2-Personal and WPA3-Personal. WPS does not support
a wireless network that uses a Shared Key, WPA-Enterprise, WPA2-
Enterprise, WPA3-Enterprise and RADIUS encryption method.




4. In the WPS Method field, select Push Button or Client PIN
code. If you select Push Button, go to step 5. If you select
Client PIN code, go to step 6.

5. To set up WPS using the router’s WPS button, follow these
steps:

a.Click Start or press the WPS button found at the rear of the
wireless router.

b.Press the WPS button on your wireless device. This is
normally identified by the WPS logo.

NOTE: Check your wireless device or its user manual for the location of
the WPS button.

c. The wireless router will scan for any available WPS devices.
If the wireless router does not find any WPS devices, it will
switch to standby mode.

6. To set up WPS using the Client’s PIN code, follow these steps:

a.Locate the WPS PIN code on your wireless device’s user
manual or on the device itself.

b.Key in the Client PIN code on the text box.

c. Click Start to put your wireless router into WPS survey mode.
The router’s LED indicators quickly flash three times until the
WPS setup is completed.
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4.1.3 WDS

Bridge or WDS (Wireless Distribution System) allows your ASUS
wireless router to connect to another wireless access point
exclusively, preventing other wireless devices or stations to access
your ASUS wireless router. It can also be considered as a wireless
repeater where your ASUS wireless router communicates with
another access point and other wireless devices.

Wireless - Bridge

Bridge (or named WDS - Wireless Distribution System) function allows your ASUS Router to connect to an access point
wirelessly. WDS may also be considered a repeater mode.

To enable WDS to extend the wireless signal, please follow these steps

1. Select [WDS Only] or [Hybrid] mode and add MAC address of APs in Remote AP List.

2. Ensure that this wireless router and the AP you want to connect to use the same channel

3. Key in the remote AP mac in the remote AP list and open the remote AP's WDS management interface, key in the this
router’s MAC address.

4.To get the best performance, please go to Advanced Settings > Wireless > General and assign the same channel
bandwidth, control channel, and extension channel to every router in the network.

2.4 GHz MAC CB:7F:54:12:69:C8
5GHz MAC CB:7F:54:12:69:CC
Band 2.4 GHz v
AP Mode AP Only v
Connect to APs in list ®ves Ono

Remote AP List (Max Limit : 4)

Add / Delete

(C)

To set up the wireless bridge:

1. From the navigation panel, go to Advanced Settings >
Wireless > WDS tab.

2. Select the frequency band for the wireless bridge.
3. Inthe AP Mode field, select any of these options:



« AP Only: Disables the Wireless Bridge function.

« WDS Only: Enables the Wireless Bridge feature but prevents
other wireless devices/stations from connecting to the
router.

« HYBRID: Enables the Wireless Bridge feature and allows
other wireless devices/stations to connect to the router.

NOTE: In Hybrid mode, wireless devices connected to the ASUS
wireless router will only receive half the connection speed of the Access
Point.

4. In the Connect to APs in list field, click Yes if you want to
connect to an Access Point listed in the Remote AP List.

5. In the Control Channel field, select the operating channel
for the wireless bridge. Select Auto to allow the router to
automatically select the channel with the least amount of
interference.

NOTE: Channel availability varies per country or region.

6. On the Remote AP List, key in a MAC address and click the Add
button [&] to enter the MAC address of other available Access
Points.

NOTE: Any Access Point added to the list should be on the same
Control Channel as the ASUS wireless router.

7. Click Apply.
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4.1.4 Wireless MAC Filter

Wireless MAC filter provides control over packets transmitted to
a specified MAC (Media Access Control) address on your wireless
network.

Wireless - Wireless MAC Filter

Wirsless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Basic Config

Band 2.4GHz v
Enable MAG Fifter Oves ® No
MAC Filter Mode Accept v

MAC filter list (Max Limit : 64)

Client Name (MAC Address) Add / Delete

®

To set up the Wireless MAC filter:

1.

From the navigation panel, go to Advanced Settings >
Wireless > Wireless MAC Filter tab.

2. Tick Yes in the Enable Mac Filter field.
3. In the MAC Filter Mode dropdown list, select either Accept or

Reject.

« Select Accept to allow devices in the MAC filter list to access
to the wireless network.

« Select Reject to prevent devices in the MAC filter list to
access to the wireless network.

On the MAC filter list, click the Add button and key in the
MAC address of the wireless device.

. Click Apply.



4.1.5 RADIUS Setting

RADIUS (Remote Authentication Dial In User Service) Setting
provides an extra layer of security when you choose WPA-
Enterprise, WPA2-Enterprise, WPA3-Enterprise or Radius with
802.1x as your Authentication Mode.

Wireless - RADIUS Setting

This section allows you to set up additional parameters for authorizing wireless clients through RADIUS server. It is required while:
you select "Authentication Method™ in "Wireless - General” as "WPA-Enterprise / WPA2-Enterprise”.

Band 2.4GHz v

Server IP Address.

To set up wireless RADIUS settings:

1. Ensure that the wireless router’s authentication mode is set to
WPA-Enterprise, WPA2-Enterprise, or WPA3-Enterprise.

NOTE: Please refer to section 4.1.1 General section for configuring
your wireless router’s Authentication Mode.

2. From the navigation panel, go to Advanced Settings >
Wireless > RADIUS Setting.

3. Select the frequency band.

4. Inthe Server IP Address field, key in your RADIUS server’s IP
Address.

5. In the Connection Secret field, assign the password to access
your RADIUS server.

6. Click Apply.
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4.1.6 Professional

The Professional screen provides advanced configuration options.

NOTE: We recommend that you use the default values on this page.

Wireless - Professional

Wireless Professional Setting allows you to set up additional parameters for wireless. But default values are recommended

* Reminder: The Syst

Band

Enable Radio

Enable wireless scheduler

Set AP Isolated

Roaming assistant

Biuetooth Coexistence

Enable IGMP Snooping

Multicast Rate(Mbps)

Preamble Type

AMPDURTS

RTS Threshold

DTIM Interval

Beacon Interval

Enable TX Bursting

Enable WMM

Enable WMM No-Acknowiedgement

Enable WMM APSD

Modulation Scheme

Airtime Faimess

Multi-User MIMO

Explicit Beamforming

Universal Beamforming

Oves ®No

®ves ONo

®ves Ono

Enable v Disconnect clients with RSSI lower than | -55 | dBm

pisable

Dpisable v

Auto

Long v

Enable v

2347

100

Enable v

Enable v

pisable v

Enable v

up to MCS 11 (NiTroQam/1024-qam) ¥

Enable v

Enable v

Enable v

Enable v

In the Professional Settings screen, you can configure the
followings:

« Band: Select the frequency band that the professional
settings will be applied to.

- Enable Radio: Select Yes to enable wireless networking.
Select No to disable wireless networking.
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Enable wireless scheduler: You can choose clock format as
24-hour or 12-hour. The color in the table indicates Allow or
Deny. Click each frame to change the settings of the hour of
the weekdays and click OK when done.

Wireless - Professional

Thu, Oct 19 14:38:52 2023

00:00 04:00

I ofmime Scnedule Disabled Offtime Schedule

Clear all

Set AP isolated: The Set AP isolated item prevents wireless
devices on your network from communicating with each
other. This feature is useful if many guests frequently join or
leave your network. Select Yes to enable this feature or select
No to disable.

Multicast rate (Mbps): Select the multicast transmission
rate or click Disable to switch off simultaneous single
transmission.

Preamble Type: Preamble Type defines the length of time
that the router spent for CRC (Cyclic Redundancy Check). CRC
is a method of detecting errors during data transmission.
Select Short for a busy wireless network with high network
traffic. Select Long if your wireless network is composed of
older or legacy wireless devices.

RTS Threshold: Select a lower value for RTS (Request to
Send) Threshold to improve wireless communicationin a
busy or noisy wireless network with high network traffic and
numerous wireless devices.

DTIM Interval: DTIM (Delivery Traffic Indication Message)
Interval or Data Beacon Rate is the time interval before a
signal is sent to a wireless device in sleep mode indicating
that a data packet is awaiting delivery. The default value is
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three milliseconds.

« Beacon Interval: Beacon Interval is the time between one

DTIM and the next. The default value is 100 milliseconds.
Lower the Beacon Interval value for an unstable wireless
connection or for roaming devices.

« Enable TX Bursting: Enable TX Bursting improves

transmission speed between the wireless router and 802.11g
devices.

Enable WMM APSD: Enable WMM APSD (Wi-Fi Multimedia
Automatic Power Save Delivery) to improve power
management between wireless devices. Select Disable to
switch off WMM APSD.



4.2 LAN
4.2.1 LANIP

The LAN IP screen allows you to modify the LAN IP settings of your
wireless router.

NOTE: Any changes to the LAN IP address will be reflected on your
DHCP settings.

LAN - LAN IP

Configure the LAN setting of ASUS Router.

Host Name ASUS Router

ASUS Router’s Domain Name

IP Address 192.168.50.1

‘Subnet Mask 255.255.255.0

Apply

To modify the LAN IP settings:

1. From the navigation panel, go to Advanced Settings > LAN >
LANIP tab.

2. Modify the IP address and Subnet Mask.
3. When done, click Apply.
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4.2.2 DHCP Server

Your wireless router uses DHCP to assign IP addresses
automatically on your network. You can specify the IP address
range and lease time for the clients on your network.

LAN - DHCP Server

DHCP (Dynamic Host Configuration Protocol) is a protocol for the automatic configuration used on IP networks. The DHCP'
server can assign each client an IP address and informs the client of the of DNS server IP and default gateway IP. supports up to

253 IP addresses for your local network
Manually Assigned Ip around the DHCP Tist FaQ

Basic Config

Enable the DHCP Server Oves ® No
Domain Name

IP Pool Starting Address 192.168.50.2
1P Pool Ending Address 192.168.50.254
Lease time 86400

Default Gateway

DNS and WINS Server Setting

DNS Server

WINS Server

Manual Assignment

Enable Manual Assignment ®yes O No

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add/
Client Name (MAC Address) IP Address

Delete

®

To configure the DHCP server:

1. From the navigation panel, go to Advanced Settings > LAN >
DHCP Server tab.

2. Inthe Enable the DHCP Server field, tick Yes.

3. In the Domain Name text box, enter a domain name for the
wireless router.

4. In the IP Pool Starting Address field, key in the starting IP
address.

5. Inthe IP Pool Ending Address field, key in the ending IP
address.



6. In the Lease Time field, specify in seconds when an assigned
IP address will expire. Once it reaches this time limit, the DHCP
server will then assign a new IP address.

NOTES:

»  We recommend that you use an IP address format of 192.168.50.xxx
(where xxx can be any number between 2 and 254) when specifying
an IP address range.

An IP Pool Starting Address should not be greater than the IP Pool
Ending Address.

7. Inthe DNS and Server Settings section, key in your DNS
Server and WINS Server IP address if needed.

8. Your wireless router can also manually assign IP addresses to
devices on the network. On the Enable Manual Assignment
field, choose Yes to assign an IP address to specific MAC
addresses on the network. Up to 32 MAC Addresses can be
added to the DHCP list for manual assignment.
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4.2.3 Route

If your network makes use of more than one wireless router, you
can configure a routing table to share the same Internet service.

NOTE: We recommend that you do not change the default route
settings unless you have advanced knowledge of routing tables.

LAN - Route

llows you 1o add routing rules into. It is useful if you cor ral routers behind to share the sa

Enable stafic routes.

Static Route List (Max Limit : 32)

Network/Host IP Netmask a Metric Interface  Add/ Delete

To configure the LAN Routing table:

1.

From the navigation panel, go to Advanced Settings > LAN >
Route tab.

On the Enable static routes field, choose Yes.

3. On the Static Route List, enter the network information of

other access points or nodes. Click the Add [&] or Delete [&]
button to add or remove a device on the list.

Click Apply.



4.2.4 IPTV

The wireless router supports connection to IPTV services through
an ISP or a LAN. The IPTV tab provides the configuration settings
needed to set up IPTV, VoIP, multicasting, and UDP for your

service. Contact your ISP for specific information regarding your
service.

LAN - IPTV

To walch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to confirm that WAN portis
assigned to primary WAN
LAN Port

Select ISP Profile

Choose IPTV STB Port

Special Applications

Use DHCP routes wicrosoft

Enable mutticast routing (IGMP Proxy) Disable v

UDP Proxy (Udpxy) o
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43 WAN

4.3.1 Internet Connection

The Internet Connection screen allows you to configure the
settings of various WAN connection types.

WAN - Internet Connection

supports several connection types to WAN (wide area network). These types are selected from the dropdown menu beside WAN
Connection Type. The setting fields differ depending on the connection type you selected.

Configure the: Ethemet WAN settings.

Basic Config

WAN Connection Type Automatic 1P v
Enable WAN Oves ® No
Enable NAT Oves ® No
Enable UPIP  UPnP_FAQ Oves ® o

WAN DNS Setting

Connect to DNS Server automatically

Account Settings

Authentication

Special Requirement from ISP

Host Name

MAC Address MAC Clone
DHCP query frequency Aggressive mode v

Extend the TTL value ®ves O No

Spoof LAN TTL value ®Yes O No

Apply

To configure the WAN connection settings:

1. From the navigation panel, go to Advanced Settings > WAN >
Internet Connection tab.

2. Configure the following settings below. When done, click
Apply.

+  WAN Connection Type: Choose your Internet Service
Provider type. The choices are Automatic IP, PPPoE, PPTP,
L2TP or fixed IP. Consult your ISP if the router is unable
to obtain a valid IP address or if you are unsure the WAN
connection type.

- Enable WAN: Select Yes to allow the router Internet access.
Select No to disable Internet access.



Enable NAT: NAT (Network Address Translation) is a system
where one public IP (WAN IP) is used to provide Internet
access to network clients with a private IP address in a LAN.
The private IP address of each network client is saved in a NAT
table and is used to route incoming data packets.

Enable UPnP: UPnP (Universal Plug and Play) allows several
devices (such as routers, televisions, stereo systems, game
consoles, and cellular phone), to be controlled via an IP-based
network with or without a central control through a gateway.
UPnP connects PCs of all form factors, providing a seamless
network for remote configuration and data transfer. Using
UPnP, a new network device is discovered automatically.
Once connected to the network, devices can be remotely
configured to support P2P applications, interactive gaming,

video conferencing, and web or proxy servers. Unlike Port
forwarding, which involves manually configuring port
settings, UPnP automatically configures the router to accept
incoming connections and direct requests to a specific PC on
the local network.

Connect to DNS Server: Allows this router to get the DNS
IP address from the ISP automatically. A DNS is a host on

the Internet that translates Internet names to numeric IP
addresses.

Authentication: This item may be specified by some ISPs.
Check with your ISP and fill them in if required.

Host Name: This field allows you to provide a host name for
your router. It is usually a special requirement from your ISP.

If your ISP assigned a host name to your computer, enter the
host name here.
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MAC Address: MAC (Media Access Control) address is a
unique identifier for your networking device. Some ISPs
monitor the MAC address of networking devices that connect
to their service and reject any unrecognized device that
attempt to connect. To avoid connection issues due to an
unregistered MAC address, you can:

» Contact your ISP and update the MAC address associated

with your ISP service.

« Clone or change the MAC address of the ASUS wireless router

to match the MAC address of the previous networking device
recognized by the ISP.



4.3.2 Port Trigger

Port range triggering opens a predetermined incoming port for a
limited period of time whenever a client on the local area network
makes an outgoing connection to a specified port. Port triggering
is used in the following scenarios:

More than one local client needs port forwarding for the
same application at a different time.

An application requires specific incoming ports that are
different from the outgoing ports.

WAN - Port Trigger

Port Trigger allows you to temporarily open data ports when LAN devices require unrestricted access to the Intemet. There are
two methods for opening incoming data ports: port forwarding and port rigger. Port forwarding opens the specified data ports all
the time and devices must use static IP addresses. Port rigger only opens the incoming port when a LAN device requests access
1o the trigger port. Uniike port forwarding, port rigger does not require static IP addresses for LAN devices. Port forwarding allows.
muliiple devices to share a single open port and port rigger only allows one client at a fime to access the open port

Port Trigger FAQ

Basic Config
Enable Port Trigger ®ves O no

Well-Known Appiications Please select

Trigger Port List ( Max Limit : 32) @

Description Trigger Port Protocol Incoming Port Protocol Delete

No data in table.

Apply

To set up Port Trigger:

1.

2.

From the navigation panel, go to Advanced Settings > WAN >
Port Trigger tab.

Configure the following settings below. When done, click
Apply.
Enable Port Trigger: Choose Yes to enable Port Trigger.

Well-Known Applications: Select popular games and web
services to add to the Port Trigger List.

Description: Enter a short name or description for the service.

Trigger Port: Specify a trigger port to open the incoming
port.
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Protocol: Select the protocol, TCP, or UDP.

Incoming Port: Specify an incoming port to receive inbound
data from the Internet.

Protocol: Select the protocol, TCP, or UDP.

NOTES:

When connecting to an IRC server, a client PC makes an outgoing
connection using the trigger port range 66660-7000. The IRC server
responds by verifying the username and creating a new connection
to the client PC using an incoming port.

If Port Trigger is disabled, the router drops the connection because
it is unable to determine which PCis requesting for IRC access.
When Port Trigger is enabled, the router assigns an incoming port to
receive the inbound data. This incoming port closes once a specific
time period has elapsed because the router is unsure when the
application has been terminated.

Port triggering only allows one client in the network to use a
particular service and a specific incoming port at the same time.

You cannot use the same application to trigger a port in more than
one PC at the same time. The router will only forward the port back
to the last computer to send the router a request/trigger.



4.3.3 Virtual Server/Port Forwarding

Port forwarding is a method to direct network traffic from the
Internet to a specific port or a specific range of ports to a device
or number of devices on your local network. Setting up Port
Forwarding on your router allows PCs outside the network to
access specific services provided by a PCin your network.

NOTE: When port forwarding is enabled, the ASUS router blocks
unsolicited inbound traffic from the Internet and only allows replies
from outbound requests from the LAN. The network client does not
have access to the Internet directly, and vice versa.

WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect to a specific computer o service within a private local area

network (LAN). For a faster connection, some P2P appiications (such s BifToment), may also require that you set the port

forwarding setting. Please refer to the P2P application's user manual for details. You can open the multiple port or a range of

ports in router and redirect data through those ports to a single client on your network

If you want to specify a Port Range for clients on the same network, enter the Service Name, the Port Range (.g. 10200:10300),

the LAN IP address, and leave the Local Port biank

+ When your network's firewall is disabled and you set 80 s the HTTP server's port range for your WAN setup, then your http
serveriweb server would be in conflict with ASUS Router’s web user interface.

+ When you set 20:21 as your FTP server's port range for your WAN setup, then your FTP server would be in conflict with
ASUS Server's native FTP server.
Virtual Server / Port Forwarding FAQ

Basic Config
Enable Port Forwarding

Port Forwarding List (Max Limit : 64)

Service Name External Port Intenal Port Internal IP Adds ocol Source IP Edit Delete

Add profile

To set up Port Forwarding:

1. From the navigation panel, go to Advanced Settings > WAN >
Virtual Server / Port Forwarding.

2. Configure the following settings below. When done, click
Apply.
+ Enable Port Forwarding: Choose Yes to enable Port
Forwarding.

« Famous Server List: Determine which type of service you
want to access.



- Famous Game List: This item lists ports required for popular
online games to work correctly.

« FTP Server Port: Avoid assigning the port range 20:21 for
your FTP server as this would conflict with the router’s native
FTP server assignment.

« Service Name: Enter a service name.

« Port Range: If you want to specify a Port Range for clients
on the same network, enter the Service Name, the Port
Range (e.g. 10200:10300), the LAN IP address, and leave the
Local Port empty. Port range accepts various formats such
as Port Range (300:350), individual ports (566,789) or Mix
(1015:1024,3021).

NOTES:

« When your network’s firewall is disabled and you set 80 as the HTTP
server's port range for your WAN setup, then your http server/web
server would be in conflict with the router’s web user interface.

A network makes use of ports in order to exchange data, with each
port assigned a port number and a specific task. For example, port 80
is used for HTTP. A specific port can only be used by one application
or service at a time. Hence, two PCs attempting to access data
through the same port at the same time would fail. For example, you
cannot set up Port Forwarding for port 100 for two PCs at the same
time.

+ Local IP: Key in the client’s LAN IP address.

NOTE: Use a static IP address for the local client to make port
forwarding work properly. Refer to section 4.2 LAN for information.

+ Local Port: Enter a specific port to receive forwarded packets.
Leave this field blank if you want the incoming packets to be
redirected to the specified port range.

« Protocol: Select the protocol. If you are unsure, select BOTH.



To check if Port Forwarding has been configured successfully:

Ensure that your server or application is set up and running.

You will need a client outside your LAN but has Internet
access (referred to as“Internet client”). This client should not
be connected to the ASUS router.

On the Internet client, use the router’s WAN IP to access the
server. If port forwarding has been successful, you should be
able to access the files or applications.

Differences between port trigger and port forwarding:

Port triggering will work even without setting up a specific
LAN IP address. Unlike port forwarding, which requires a
static LAN IP address, port triggering allows dynamic port
forwarding using the router. Predetermined port ranges are
configured to accept incoming connections for a limited
period of time. Port triggering allows multiple computers
to run applications that would normally require manually
forwarding the same ports to each PC on the network.

Port triggering is more secure than port forwarding since the
incoming ports are not open all the time. They are opened
only when an application is making an outgoing connection
through the trigger port.
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4.3.4 DMZ

Virtual DMZ exposes one client to the Internet, allowing this
client to receive all inbound packets directed to your Local Area
Network.

Inbound traffic from the Internet is usually discarded and routed
to a specific client only if port forwarding or a port trigger has
been configured on the network. In a DMZ configuration, one
network client receives all inbound packets.

Setting up DMZ on a network is useful when you need incoming
ports open or you want to host a domain, web, or e-mail server.

CAUTION! Opening all the ports on a client to the Internet makes the
network vulnerable to outside attacks. Please be aware of the security
risks involved in using DMZ.

To set up DMZ:

1. From the navigation panel, go to Advanced Settings > WAN >
DMZ tab.

2. Configure the setting below. When done, click Apply.

« IP address of Exposed Station: Key in the client’s LAN IP
address that will provide the DMZ service and be exposed
on the Internet. Ensure that the server client has a static IP
address.

To remove DMZ:

1. Delete the client’s LAN IP address from the IP Address of
Exposed Station text box.

2. When done, click Apply.



4.3.5 DDNS

Setting up DDNS (Dynamic DNS) allows you to access the router
from outside your network through the provided ASUS DDNS
Service or another DDNS service.

WAN - DDNS

DDNS (Dynamic Domain Name System) is a service that allows network clients to connect to the wireless router, even with a
ugh its reg is embedded with the ASUS DDNS service

om/nsTookup. php to reach your intemet

To set up DDNS:

1. From the navigation panel, go to Advanced Settings > WAN >
DDNS tab.

2. Configure the following settings below. When done, click
Apply.
« Enable the DDNS Client: Enable DDNS to access the ASUS
router via the DNS name rather than WAN IP address.

« Server and Host Name: Choose ASUS DDNS or other DDNS.
If you want to use ASUS DDNS, fill in the Host Name in the
format of xxx.asuscomm.com (xxx is your host name).

« If youwant to use a different DDNS service, click FREE TRIAL
and register online first. Fill in the User Name or E-mail
Address and Password or DDNS Key fields.

+ Enable wildcard: Enable wildcard if your DDNS service
requires one.

NOTE:
DDNS service will not work under these conditions:

« When the wireless router is using a private WAN IP address
(192.168.x.x, 10.x.x.x, or 172.16.x.x), as indicated by a yellow text.

+ The router may be on a network that uses multiple NAT tables.
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4.3.6 NAT Passthrough

NAT Passthrough allows a Virtual Private Network (VPN)
connection to pass through the router to the network clients.
PPTP Passthrough, L2TP Passthrough, IPsec Passthrough and RTSP
Passthrough are enabled by default.

To enable / disable the NAT Passthrough settings, go to the
Advanced Settings > WAN > NAT Passthrough tab. When done,
click Apply.

WAN - NAT Passthrough

Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network clients.

PPTP Passthrough

SIP Pasthrough

Enable PPPOE Relay




4.4 IPv6

This wireless router supports IPv6 addressing, a system that
supports more IP addresses. This standard is not yet widely
available. Contact your ISP if your Internet service supports IPv6.

IPV6.

Configure the IPv6 Inemet sefting
IPV6 FAQ

Basic Config

Connection type

To set up IPvé6:
1. From the navigation panel, go to Advanced Settings > IPvé.

2. Select your Connection Type. The configuration options vary
depending on your selected connection type.

3. Enter your IPv6 LAN and DNS settings.
4, Click Apply.

NOTE: Please refer to your ISP regarding specific IPv6 information for
your Internet service.
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4.5 Firewall

The wireless router can serve as a hardware firewall for your
network.

NOTE: The Firewall feature is enabled by default.

4.5.1 General

To set up basic Firewall settings:

1. From the navigation panel, go to Advanced Settings >
Firewall > General tab.

2. On the Enable Firewall field, select Yes.

3. On the Enable DoS protection, select Yes to protect your
network from DoS (Denial of Service) attacks though this may
affect your router’s performance.

4. You can also monitor packets exchanged between the LAN
and WAN connection. On the Logged packets type, select
Dropped, Accepted, or Both.

5. Click Apply.

4.5.2 URL Filter

You can specify keywords or web addresses to prevent access to
specific URLs.

NOTE: The URL Filter is based on a DNS query. If a network client has
already accessed a website such as http://www.abcxxx.com, then the
website will not be blocked (a DNS cache in the system stores previously
visited websites). To resolve this issue, clear the DNS cache before
setting up the URL Filter.

To set up a URL filter:

1. From the navigation panel, go to Advanced Settings >
Firewall > URL Filter tab.



2. On the Enable URL Filter field, select Enabled.
3. Enter a URL and click the button.
4, Click Apply.

4.5.3 Keyword filter

Keyword filter blocks access to webpages containing specified
keywords.

Firewall - Keyword Filter

Keyword Filler allows you to block the clients' access to webpages containing the specified keywords.

Limitations of the filtering function -

use HTTP compression technology cannot be filtered. See_hes more details.
ebpages cannot be fillered.
Enable Keyward Filter ® Enabled O Disabled

Keyword Filter List (Max Limit : 64)

Keyword Filter List Add [ Delete

()

To set up a keyword filter:

1. From the navigation panel, go to Advanced Settings >
Firewall > Keyword Filter tab.

2. On the Enable Keyword Filter field, select Enabled.
3. Enter a word or phrase and click the Add button.
4. Click Apply.
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NOTES:

+ The Keyword Filter is based on a DNS query. If a network client has
already accessed a website such as http://www.abcxxx.com, then
the website will not be blocked (a DNS cache in the system stores
previously visited websites). To resolve this issue, clear the DNS cache
before setting up the Keyword Filter.

» Web pages compressed using HTTP compression cannot be filtered.
HTTPS pages also cannot be blocked using a keyword filter.

4.5.4 Network Services Filter

The Network Services Filter blocks LAN to WAN packet exchanges
and restricts network clients from accessing specific web services
such as Telnet or FTP.

Firewall - Network Services Filter

The Network Services filter blocks the LAN to WAN packet exchanges and restricts devices from using specific network services.
For example, if you do not want the device to use the Intemet service, key in 80 in the desfination port. The traffic that uses port
80will be blocked (but hitps can not be blocked).

Leave the source IP field blank to apply this rule to all LAN devices.

Black List Duration : During the scheduled duration, clients in the Black List cannot use the specified network services. After the

specified duration, all the clients in LAN can access the specified network services.
White List Duration : During the scheduled duration, clients in the White List can ONLY use the specified network services. After
the specified duration, clients in the White List and other network clients will not be able to access the Internet or any Intemet

ot the subnet for the White List, IP addresses outside the subnet will

Enable Netwark Services Filter

Filter table type

Wel-Known Applications

Date fo Enable LAN to WAN Filter

Time of Day to Enable LAN to WAN Filter

Date fo Enable LAN to WAN Filter

Time of Day to Enable LAN to WAN Filter

Filtered ICMP packet types

®yves ONo

Black List v

user Defined v

B mon @ Tue @ wWed @ Thu B Fn
00 00 - 23 59

% sat @ sun

00 | 00 |- 23 |:|59

Network Services Filter Table (Max Limit : 32)

Source IP Port Range

Destination IP Port Range Protocol

No data in table.

Apply

e able to access the Intemet or any

Add / Delete



To set up a Network Service filter:

1. From the navigation panel, go to Advanced Settings >
Firewall > Network Service Filter tab.

2. On the Enable Network Services Filter field, select Yes.

3. Select the Filter table type. Black List blocks the specified
network services. White List limits access to only the specified
network services.

4. Specify the day and time when the filters will be active.

5. To specify a Network Service to filter, enter the Source IP,
Destination IP, Port Range, and Protocol. Click the button.

6. Click Apply.
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4,6 Administration

4.6.1 Operation Mode

The Operation Mode page allows you to select the appropriate
mode for your network.

Administration - Operation Mode

RT-AX57 supports several operation modes to meet different requirements. Please select the mode that match your situation

© Wireless router mode / AiMesh Router mode (Default)
® Access Point(AP) mode / AiMesh Router in AP mode
® Repeater mode

® Media Bridge

® AiMesh Node

AiMesh Router mode is a traditional mode with AiMesh functionali connecs o the Infemet via PPPOE, DHCP, PPTP, L2TF, or
Stafic IP and shares the wireless network fo LAN clients or der 1ode, NAT, firewall, and DHCP server are enabled by defa
ult. UPRP and Dynamic DNS are supported for SOHO and hy ject this mode if you are a first-lime user of you are not cur
fently using any wirediwireless routers.

‘You can add AiMesh nodes to form an AiMesh WiFi system to provide exira WiFi coverage.

To set up the operating mode:

1. From the navigation panel, go to Advanced Settings >
Administration > Operation Mode tab.

2. Select any of these operation modes:

« Wireless router mode (default): In wireless router mode,
the wireless router connects to the Internet and provides
Internet access to available devices on its own local network.

+ Repeater mode: This mode turns the router into a wireless
repeater to extend the range of your signal.

+ Access Point mode: In this mode, the router creates a new
wireless network on an existing network.

3. Click Save.

NOTE: The router will reboot when you change the modes.




4.6.2 System

The System page allows you to configure your wireless router
settings.

To set up the System settings:

1.

From the navigation panel, go to Advanced Settings >
Administration > System tab.

. You can configure the following settings:

Change router login password: You can change the
password and login name for the wireless router by entering
a new name and password.

WPS button behavior: The physical WPS button on the
wireless router can be used to activate WPS.

Time Zone: Select the time zone for your network.

NTP Server: The wireless router can access a NTP (Network
time Protocol) server in order to synchronize the time.

Enable Telnet: Click Yes to enable Telnet services on the
network. Click No to disable Telnet.

Authentication Method: You can select HTTP, HTTPS, or
both protocols to secure router access.

Enable Web Access from WAN: Select Yes to allow devices
outside the network to access the wireless router GUI
settings. Select No to prevent access.

Only allow specific IP: Click Yes if you want to specify the IP
addresses of devices that are allowed access to the wireless
router GUI settings from WAN.

Client List: Enter the WAN IP addresses of networking
devices allowed to access the wireless router settings. This
list will be used if you clicked Yes in the Only allow specific
IP item.

3. Click Apply.
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4.6.3 Firmware Upgrade

NOTE: Download the latest firmware from the ASUS website at
http://www.asus.com.

To upgrade the firmware:

1. From the navigation panel, go to Advanced Settings >
Administration > Firmware Upgrade tab.

2. In the New Firmware File field, click Browse to locate the
downloaded file.

3. Click Upload.

NOTES:

When the upgrade process is complete, wait for some time for the
system to reboot.

« Ifthe upgrade process fails, the wireless router automatically enters
rescue mode and the power LED indicator on the front panel starts
flashing slowly. To recover or restore the system, refer to section 5.2
Firmware Restoration.

4.6.4 Restore/Save/Upload Setting

To restore/save/upload wireless router settings:

1. From the navigation panel, go to Advanced Settings >
Administration > Restore/Save/Upload Setting tab.
2. Select the tasks that you want to do:

- To restore to the default factory settings, click Restore, and
click OK in the confirmation message.

« To save the current system settings, click Save, navigate to
the folder where you intend to save the file and click Save.

« To restore from a saved system settings file, click Browse to
locate your file, then click Upload.

IMPORTANT! If issues occur, upload the latest firmware version and
configure new settings. Do not restore the router to its default settings.




4,7 System Log

System Log contains your recorded network activities.

NOTE: System log resets when the router is rebooted or powered off.

To view your system log:

1. From the navigation panel, go to Advanced Settings > System
Log.

2. You can view your network activities in any of these tabs:
+ General Log

DHCP Leases

« Wireless Log
+ Port Forwarding

Routing Table

System Log - General Log

This page shows the detailed system's activities.

System Time Thu, Aug 23 07:15:34 2018
Uptime 0 days 1 hours 18 minute(s) 11 seconds
Remote Log Server Apply

04 miniupnpd[7139] =
04 miniupnpd[7
miniupnpd[7

(enroute_path)

14 miniupnpd
14 nat: apply nat rule
14 miniupnpd[7688

88]: Listening for NAT-PMB/ECP traffic on port 5351
14 wan: finish adding multi routes

14 ntp: start NIP update

15 miniupnpd[7688]: shutting down MiniUPnPd
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5 Utilities

NOTES:
Download and install the wireless router's utilities from the ASUS
website:

Device Discovery v1.4.7.1 at http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Discovery.zip

Firmware Restoration v1.9.0.4 at http://dlcdnet.asus.com/pub/
ASUS/LiveUpdate/Release/Wireless/Rescue.zip

« The utilities are not supported on MAC OS.

5.1 Device Discovery

Device Discovery is an ASUS WLAN utility that detects an ASUS
wireless router device, and allows you to configure the wireless
networking settings.

To launch the Device Discovery utility:

«  From your computer’s desktop, click
Start > All Programs > ASUS Utility > Wireless Router >
Device Discovery.

Device SSID IP Address Subnet Mask Printer

RT-AX3000P ASUS_2G 192.168.50.1 255.255.255.0

Configure

Number of devices found: 1

NOTE: When you set the router to Access Point mode, you need to use
Device Discovery to get the router’s IP address.




5.2 Firmware Restoration

Firmware Restoration is used on an ASUS Wireless Router that
failed during its firmware upgrading process. It uploads the
firmware that you specify. The process takes about three to four

minutes.

Firmware Rest: [

Before you get started, please check the model name and hardware
version from the label.

1. Please confimm the label at the bottom of your router

model shows /W Version, different hardware version nesds
ferent firmware version to process restoration.

2. Download firnware from ASUS support site:

https://wmww.asus.com/support

For example, if your label shows “RT-AC66U_B1" ,
fimware of “RT-AC66U"  is not available for restoration.

IMPORTANT! Launch the rescue mode on the router before using the

Firmware Restoration utility.

NOTE: This feature is not supported on MAC OS.

73



74

To launch the rescue mode and use the Firmware Restoration
utility:

1. Unplug the wireless router from the power source.

2. Hold the Reset button at the rear panel and simultaneously
replug the wireless router into the power source. Release the
Reset button when the Power LED at the front panel flashes
slowly, which indicates that the wireless router is in the rescue
mode.

3. Set a static IP on your computer and use the following to set up
your TCP/IP settings:

IP address: 192.168.1.x
Subnet mask: 255.255.255.0

4. From your computer’s desktop, click
Start > All Programs > ASUS Utility > Wireless Router >
Firmware Restoration.

5. Specify a firmware file, then click Upload.

NOTE: Thisis not a firmware upgrade utility and cannot be used on
a working ASUS Wireless Router. Normal firmware upgrades must be
done through the web interface. Refer to Chapter 4: Configuring the
Advanced Settings for more details.




6 Troubleshooting

This chapter provides solutions for issues you may encounter with
your router. If you encounter problems that are not mentioned in
this chapter, visit the ASUS support site at:
https://www.asus.com/support/ for more product information
and contact details of ASUS Technical Support.

6.1 Basic Troubleshooting

If you are having problems with your router, try these basic steps
in this section before looking for further solutions.

Upgrade Firmware to the latest version.

1. Launch the Web GUI. Go to Advanced Settings >
Administration > Firmware Upgrade tab. Click Check to
verify if the latest firmware is available.

Administration - Firmware Upgrade

Note:

1. The latest firmware versic le updates on the previous version.

2. For a configuration ting both in the old and irmware, its setting will be kept during the upgrade
process.

3. In case the upgrade process fails, enters the The LED signals at the front wil indicate
such a situation. Use the Firmware Restorati

4. Get the latest firmware version from ASUS Support site at http:/fwww.asus.comisupport/

Firmware Version

Check Update

‘AiMesh router

Current Version : 3.0.0.4.3:
Manual firmware update -

2. If the latest firmware is available, visit the ASUS global website
at https://www.asus.com/Networking/RT-AX3000P/HelpDesk/
to download the latest firmware.

3. From the Firmware Upgrade page, click Browse to locate the
firmware file.

4, Click Upload to upgrade the firmware.
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Restart your network in the following sequence:
Turn off the modem.

Unplug the modem.

Turn off the router and computers.

Plug in the modem.

Turn on the modem and then wait for 2 minutes.
Turn on the router and then wait for 2 minutes.

N o s N =

Turn on computers.

Check if your Ethernet cables are plugged properly.

«  When the Ethernet cable connecting the router with the
modem is plugged in properly, the WAN LED will be on.

+  When the Ethernet cable connecting your powered-
on computer with the router is plugged in properly, the
corresponding LAN LED will be on.

Check if the wireless setting on your computer matches that
of your router.

+ When you connect your computer to the router wirelessly,
ensure that the SSID (wireless network name), encryption
method, and password are correct.

Check if your network settings are correct.

« Each client on the network should have a valid IP address. ASUS
recommends that you use the wireless router’s DHCP server to
assign IP addresses to computers on your network.



« Some cable modem service providers require you to use
the MAC address of the computer initially registered on
the account. You can view the MAC address in the web GUI,
Network Map > Clients page, and hover the mouse pointer
over your device in Client status.

Client status

Internet status:
Connected Online  Wired (1)

WAN IP: 192.168.66.8
DDNS: GO

Refresh

Security level:

WPA2-Personal 8

AiMesh Node: No Device:
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6.2 Frequently Asked Questions (FAQs)

I cannot access the router GUI using a web browser

If your computer is wired, check the Ethernet cable connection
and LED status as described in the previous section.

Ensure that you are using the correct login information. The
default factory login name and password is “admin/admin’.
Ensure that the Caps Lock key is disabled when you enter the
login information.

Delete the cookies and files in
your web browser. For Internet

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Explorer, follow these steps: f'? R —
1. Launch Internet Explorer, v
then click Tools > Internet | [it | [
Options. [
2. In the General tab, under =

Change how webpages are displayed in tabs. Tabs

Browsing history, click
Delete..., select Temporary
Internet files and website
files and Cookies and
website data then click coes | [(tongges | [ rers | [ ety
Delete.

NOTES:

The commands for deleting cookies and files vary with web
browsers.

Disable proxy server settings, cancel the dial-up connection, and set
the TCP/IP settings to obtain IP addresses automatically. For more
details, refer to Chapter 1 of this user manual.

Ensure that you use CAT5e or CAT6 ethernet cables.



The client cannot establish a wireless connection with the
router.

NOTE: If you are having issues connecting to 5GHz network, make
sure that your wireless device supports 5GHz or features dual band
capabilities.

+ Out of Range:
« Move the router closer to the wireless client.

« Try to adjust antennas of the router to the best direction as
described in section 1.4 Positioning your router.

o DHCP server has been disabled:

1. Launch the web GUI. Go to General > Network Map>
Clients and search for the device that you want to connect
to the router.

2. If you cannot find the device in the Network Map, go to
Advanced Settings > LAN > DHCP Server, Basic Config
list, select Yes on the Enable the DHCP Server.

LAN - DHCP Server

DHCP (Dynamic Host Configuration Protocol) is @ protocal for the automatic configuration used on IP networks. The DHCP

server can assign each client an IP address and informs the client of the of DNS server IP and defauit gateway IP. supports up to
253 IP addresses for your local network
Manually Assigned TP around the DHCP list FAQ

Basic Config

Enable the DHCP Server O Yes ®No
Domain Name:

IP Pool Starting Address 192.168.50.2

1P Pool Ending Address 192.168.50.254
Lease time 86400

Default Gateway

DNS and WINS Server Setting

DNS Server

WINS Server

Manual Assignment

Enable Manual Assignment ®vyes Ono

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add f
Client Name (MAC Address) IP Address

Delete

| ®

No data in table.

Apply
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« SSID has been hidden. If your device can find SSIDs from other

routers but cannot find your router’s SSID, go to Advanced
Settings > Wireless > General, select No on Hide SSID, and
select Auto on Control Channel.

Wireless - General

Set up the wireless related information below.

Enable Smart Connect

Band

Network Name (SSID)

Hide SSID

Wireless Mode

Channel bandwidth

Control Channel

Extension Channel

Authentication Method

WPA Encryption

WPA Pre-Shared Key

Protected Management Frames

Group Key Rotation Interval

OFF
2.4GHz v
AsUS_2G

®ves Ono

auto v | @ optimized

20/40 MHz

Auto v | Curent Co

Auto v

WPA2-Personal

AES v

12345678

Disable v

3600

+ Ifyou are using a wireless LAN adapter, check if the wireless

channel in use conforms to the channels available in your
country/area. If not, adjust the channel, channel bandwidth,
and wireless mode.

If you still cannot connect to the router wirelessly, you can reset

your router to factory default settings. In the router GUI,click
Administration > Restore/Save/Upload Setting and click

Restore.

Administration - Restore/Save/Upload Setting
This function allows you to save current settings to a file, or load settings from a file.
Factory default Restore

Initialize

Save setting Save

Restore setting upload ez ES-Siiabl =




Internet is not accessible.

« Check if your router can connect to your ISP’s WAN IP address.
To do this, launch the web GUI and go to General> Network
Map, and check the Internet status.

« If your router cannot connect to your ISP’s WAN IP address,
try restarting your network as described in the section
Restart your network in following sequence under Basic
Troubleshooting.

Internet status:
Connected

WaAN IP: 192.168.0.146
DDNS: GO

« The device has been blocked via the Parental Control function.
Go to General > AiProtection >Parental Control and see
if the device is in the list. If the device is listed under Client
Name, remove the device using the Delete button or adjust
the Time Management Settings.

AiProtection

Network Protection with Trend Micro protects against network
SaART

D[R

N AiProtection FAQ
3

Enabled AiProtection

exploits 10 Secure your network from unwanted access.

Router Security Assessment 1
R s vuin ailable
0 Danger

Malicious Sites Blocking 0

Protection
hacking, and rz

Infected Device Prevention and Blocking O

Protection

Alert Preference
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« Ifthereis still no Internet access, try to reboot your computer
and verify the network’s IP address and gateway address.

Check the status indicators on the ADSL modem and the
wireless router. If the WAN LED on the wireless router is not ON,
check if all cables are plugged properly.

You forgot the SSID (network name) or network password

+ Setup a new SSID and encryption key via a wired connection
(Ethernet cable). Launch the web GUI, go to Network Map,
click the router icon, enter a new SSID and encryption key, and
then click Apply.

« Reset your router to the default settings. Launch the web GUI,
go to Administration > Restore/Save/Upload Setting, and
click Restore. The default login account and password are both
“admin”.

How to restore the system to its default settings?
Go to Administration > Restore/Save/Upload Setting, and
click Restore.

The following are the factory default settings:
User Name: admin
Password: admin
Enable DHCP:  Yes (if WAN cable is plugged in)
IP address: 192.168.50.1
Domain Name: (Blank)
Subnet Mask: 255.255.255.0
DNS Server 1:  router.asus.com
DNS Server 2: (Blank)
SSID (2.4GHz): ASUS
SSID (5GHz):  ASUS_5G



Firmware upgrade failed.

Launch the rescue mode and run the Firmware Restoration utility.
Refer to section 5.2 Firmware Restoration on how to use the
Firmware Restoration utility.

Cannot access Web GUI

Before configuring your wireless router, do the steps described in
this section for your host computer and network clients.

A. Disable the proxy server, if enabled.

Windows®

1. Click Start > Internet Explorer s ——

General | seaurity | Privacy | Content| Connections |programs | Advanced |
to launch the browser.
gg To set up an Internet connection, dick
Setup

2. Click Tools > Internet options | "~ =
> Connections tab > LAN Py e
settings. ——

Add...

Tl F—— ’

Remove..
Chooss Settngaf younsed to confiurea prasy

server for a connection.

@ Never dial  connection
() Dial whenever a network connection is not present
(2 Anays dial my default connection

Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings

Choase Settings above for dial-up settngs.

Apply
Local Area Network (LAN) Settings = X

x
i

Automatic configuration
Automatic configuration may override manual settings. To ensure the

3 . F rom t h e LO ca | A rea N etWO r k use of manual settings, disable automatic configuration.

[7] Automatically detect settings

(LAN) Settings screen, untick e e cmpeaimsa
Use a proxy server for your ‘

L A N Proxy server
. s 2 proxy server for your LAN (These settngs wilnot apply to
dial-up or VPN connections),

4, Click OK when done.

Bypass proxy server for local addresses

| ==
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MAC 0S Y B

=
show All . Displays Sound | Nework Startup Disk

1. From your Safari
browser, click Safari
> Preferences >
Advanced >Change == e
Settings... T v

1 Web Proxy (HTTP)
T1 Secure Web Proxy

2. From the NetWOfk (3 streaming Proxy (RTSP) E Set Password

(] SOCKS Proxy

screen, deselect FTP 0 opher sy
Bypass proxy settings for

Proxy and Web Proxy
(HTTP).

3. Click Apply Now when

Location: | Automatic

Show: | Built-in Ethernet

{TCP/IP | PPPOE _ AppleTalk _ Proxies | Ethernet }

¥ Use Passive FTP Mode (PASV)

n =
done. B i e (assistme... )| Apply Now

Proxy server requires password

NOTE: Refer to your browser’s help feature for details on disabling the

Proxy server.

B. Setthe TCP/IP settings to automatically obtain an IP
address.

Windows®

1. Click Start > Control Panel > Network and Sharing Center,
then click the network connection to display its status window.

¥ Network and Sharing Center

« v 4 % > Control Panel > All Control Panel ltems > Network and Sharing Center
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing corpnetasus Accesstype: __Intemet

settings Demain netwark Connections: | § Ethernet

Change your networking settings

G4 Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access paint.

[ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting infarmation.



2. Click Properties to display the =~ # aneretses
Ethernet Properties window. o

Connection
1Pv4 Connectivity: Internet
1Pv6 Cannectivity: No network access
Media State: Enabled
Duration: 03:28:31
Speed: 1.0 Gbps
Details...
Activity
Sent Received
Bytes: 71,424,646 70,727,241

& properties Wisable Diagnose

3. Select Internet Protocol ¥ Ehamet Properics
Version 4 (TCP/IPv4) or Mavorna [ M
o Connect using:
Internet Protocol Version P ———"
6 (TCP/IPv6), then click
Properties.

This connetion uses the following tems

Q05 Packet Scheduler

~

Intemet Protocol Version 4 (TCP.
[T 2. Micmsoft Network Adapter Mutiplexor Protocol
Microsoft LLDP Protocal Driver
Intemet Protacal Version 6 (TCF./IPvE) |
Link-Layer Topology Discovery Responder

2. Lirk-Layer Topology Discovery Mapper 1/0 Diiver
<

v

>

Instal.. Uningtal Properties
Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
aeross diverse inercannected networks.

4' To obtaln the IPv4 IP Settlngs Internet Protocol Version 4 (TCP/IPvd) Properties

automatically, tick Obtain an [P = e corfassten
. You can get IP settings assigned automatically if your network supports
address automatically.

this capabilty. Gtherwise, you need to ask your network administrator
for the appropriate IP settings.

i i
To obtain the IPv6 IP settings (O e o
automatically, tick Obtain an —
IPv6 address automatically. EEE—

[——
5. Click OK when done.

(@) Obtain DNS server address automatically
(O Use the following DNS server addresses:

1
[

Validate settings upon exit Advanced...

Cancel



MACOS

1. Click the Apple icon & « @ ae g
located on the top left  swu oo s et suimos

of your screen.

2. Click System —
Preferences > Network  ————— 5|

> conflgure... IP Address: 192.168.182.103

Subnet Mask: 255.255.255.0 DHCP Client ID:

3 . From the TCP/I P ta bl Rnu[er; 192.168.182.250 S oned
select Using DHCP in L T
the conﬁgure IPV4 Search Domains: (Optional)
d ro deWn | iSt. IPv6 Address: fe80:0000:0000:0000:0211:24ff.fe32:b18e

Configure IPV6. @

- TCPyip | PPPOE | AppleTalk  Proxies  Ethernet

4. Click Apply Now when
done. d“ Click the lock to prevent further changes. (CAssistme... ) W)

NOTE: Refer to your operating system’s help and support feature for
details on configuring your computer’s TCP/IP settings.

C. Disable the dial-up connection, if enabled.

o ® e
Windows et Ot =
-
[ General | seaurity | Privacy. | contend]| Comnections. |programs | Advanced|

H I
1. Click Start > Internet Explorer to P
| aunc h th e b rowser. Dial-up and Virtual Private Network settings —

{5 Access RD Network Resources - Go to vpn.as| | Add...

2. Click Tools > Internet options >
Connections tab P e

. . . Choose Settings if you need to configure a proxy
3. Tick Never dial a connection. s 3 ot

. *) Dial whenever a network connection is not present
4. Click OK when done. e

Local Area Netwark (LAN) settings

LAN Settings do ot apply to dial-up connections, LAN settings

Cheose Settings above for dial-up settings.

NOTE: Refer to your browser’s help feature for details on disabling the
dial-up connection.




Appendices

Notices

This device is an Energy Related Product (ErP) with High Network
Availability (HiNA), the power consumption will be less than
12watts when the system is in network standby mode (idle mode).

ASUS Recycling/Takeback Services

ASUS recycling and takeback programs come from our
commitment to the highest standards for protecting our
environment. We believe in providing solutions for you to be able
to responsibly recycle our products, batteries, other components,
as well as the packaging materials. Please go to http://csr.asus.
com/english/Takeback.htm for the detailed recycling information
in different regions.

REACH

Complying with the REACH (Registration, Evaluation,
Authorisation, and Restriction of Chemicals) regulatory
framework, we published the chemical substances in our products
at ASUS REACH website at

http://csr.asus.com/english/index.aspx

Federal Communications Commission Statement

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:
« This device may not cause harmful interference.

« This device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the
limits for a class B digital device, pursuant to part 15 of the FCC
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Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of
the following measures:

+ Reorient or relocate the receiving antenna.
+ Increase the separation between the equipment and receiver.

+ Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.

+ Consult the dealer or an experienced radio/TV technician for
help.

IMPORTANT! This device within the 5.15 ~ 5.25 GHz is restricted to
indoor operations to reduce any potential for harmful interference to
co-channel MSS operations.

CAUTION! Any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to
operate the equipment.

Prohibition of Co-location

This device and its antenna(s) must not be co-located or operating
in conjunction with any other antenna or transmitter except in
accordance with FCC multi-transmitter product procedures. For
product available in the USA/Canada market, only channel 1~11
can be operated. Selection of other channels in not possible.



Safety Information

To maintain compliance with FCC's RF exposure guidelines, this
equipment should be installed and operated with minimum
distance 20cm between the radiator and your body. Use on the
supplied antenna.

Declaration of Conformity for Ecodesign directive
2009/125/EC

Testing for eco-design requirements according to (EC) No
1275/2008 and (EU) No 801/2013 has been conducted. When
the device is in Networked Standby Mode, its I/0 and network
interface are in sleep mode and may not work properly. To wake
up the device, press the Wi-Fi on/off, LED on/off, reset, or WPS
button.

Simplified EU Declaration of Conformity

ASUSTek Computer Inc. hereby declares that this device is in
compliance with the essential requirements and other relevant
provisions of Directive 2014/53/EU. Full text of EU declaration of
conformity is available at https://www.asus.com/support/.

This equipment complies with EU radiation exposure limits set

forth for an uncontrolled environment. This equipment should be

installed and operated with minimum distance 24 cm between

the radiator & your body.

All operational modes:

2.4GHz: 802.11b, 802.11g, 802.11n (HT20), 802.11n (HT40),
802.11ac (VHT20), 802.11ac (VHT40), 802.11ax(HE20),
802.11ax(HE40)

5GHz: 802.11a, 802.11n (HT20), 802.11n (HT40), 802.11ac (VHT20),

802.11ac (VHT40), 802.11ac (VHT80), 802.11ax(HE20),
802.11ax(HE40), 802.11ax(HE80)
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The frequency, mode and the maximum transmitted power in EU
are listed below:

2412-2472MHz (802.11g 6Mbps): 19.96 dBm

5180-5240MHz (802.11ac VHT20 MCS0): 22.97 dBm
5260-5320MHz (802.11ac VHT40 MCSO0): 22.97 dBm
5500-5700MHz (802.11ac VHT80 MCS0): 29.98 dBm

The device is restricted to indoor use only when operating in the
5150 to 5350 MHz frequency range.

AT BE BG cz DK EE FR
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Canada, Industry Canada (IC) Notices

This device complies with Industry Canada’s license-exempt RSSs.
Operation is subject to the following two conditions: (1) this
device may not cause interference, and (2) this device must accept
any interference, including interference that may cause undesired
operation of the device.

The device for operation in the band 5150-5250 MHz is only for
indoor use to reduce the potential for harmful interference to co-
channel mobile satellite systems.

Radio Frequency (RF) Exposure Information

The radiated output power of the ASUS Wireless Device is below
the Industry Canada (IC) radio frequency exposure limits. The
ASUS Wireless Device should be used in such a manner such

that the potential for human contact during normal operation is
minimized.

This equipment should be installed and operated with a minimum
distance of 20 cm between the radiator and any part of your body.



This device has been certified for use in Canada. Status of the
listing in the Industry Canada’s REL (Radio Equipment List) can be
found at the following web address:
http://www.ic.gc.ca/app/sitt/reltel/srch/nwRdSrch.do?lang=eng
Additional Canadian information on RF exposure also can be
found at the following web:
http://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf08792.html

Canada, avis d'Industry Canada (IC)

Le présent appareil est conforme aux CNR d’Industrie Canada
applicables aux appareils radio exempts de licence.

Son utilisation est sujette aux deux conditions suivantes : (1) cet
appareil ne doit pas créer d'interférences et (2) cet appareil doit
tolérer tout type d'interférences, y compris celles susceptibles de
provoquer un fonctionnement non souhaité de l'appareil.

Les dispositifs fonctionnant dans la bande de 5 150 a 5 250 MHz
sont réservés uniqguement pour une utilisation a l'intérieur afin de
réduire les risques de brouillage préjudiciable aux systemes de
satellites mobiles utilisant les mémes canaux.

Informations concernant I'exposition aux fréquences
radio (RF)

La puissance de sortie émise par I'appareil de sans | ASUS est
inférieure a la limite d'exposition aux fréquences radio d'Industry
Canada (IC). Utilisez I'appareil de sans | ASUS de fagcon a minimiser
les contacts humains lors du fonctionnement normal.

Cet équipement doit étre installé et utilisé avec une distance

minimale de 20cm entre le radiateur et toute partie de votre corps.

Ce périphérique est homologué pour I'utilisation au Canada.
Pour consulter I'entrée correspondant a I'appareil dans la liste
d’équipement radio (REL - Radio Equipment List) d'Industry
Canada rendez-vous sur:
http.//www.ic.gc.ca/app/sitt/reltel/srch/nwRdSrch.do?lang=eng
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Pour des informations supplémentaires concernant l'exposition
aux RF au Canada rendezvous sur :
http://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf08792.html

Precautions for the use of the device

Do not use the ASUS product in this situation (Driving, in
airports, hospitals, gas stations and professional garages).

« Medical device interference: Maintain a minimum distance of
at least 15 cm (6 inches) between implanted medical devices
and ASUS products in order to reduce the risk of interference,
especially, during the phone call.

+ Kindly use ASUS products in good reception conditions in
order to minimize the radiation’s level.

Use the hand-free device, especially, during the
communication situation, in order to keep the device away
from pregnant women and the lower abdomen of the
teenager (Especially, using cell phone).
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GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. Please visit our web site for
updated information. Note that we do not offer direct support for
the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of
this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share
and change free software--to make sure the software is free for all
its users. This General Public License applies to most of the Free
Software Foundation’s software and to any other program whose
authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Library General Public License
instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or



can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make
certain that everyone understands that there is no warranty for
this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will
not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone’s free use or not
licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.
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Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’; below, refers to any such program or work, and
a“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”) Each licensee is addressed as “you".

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act
of running the Program is not restricted, and the output from
the Program is covered only if its contents constitute a work
based on the Program (independent of having been made by
running the Program). Whether that is true depends on what
the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy
an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the
absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.



2. You may modify your copy or copies of the Program or any
portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of
these conditions:

a) You must cause the modified files to carry prominent
notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that
in whole or in part contains or is derived from the Program or
any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

¢) If the modified program normally reads commands
interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to
print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling
the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such
an announcement, your work based on the Program is not
required to print an announcement.)

These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who
wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or
collective works based on the Program.
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In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium
does not bring the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on

it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one
of the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used
for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the
offer to distribute corresponding source code. (This alternative
is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with
such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of

the work for making modifications to it. For an executable
work, complete source code means all the source code for all
modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception,
the source code distributed need not include anything that
is normally distributed (in either source or binary form) with
the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that
component itself accompanies the executable.



If distribution of executable or object code is made by

offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place
counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the
object code.

. You may not copy, modify, sublicense, or distribute the
Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your
rights under this License. However, parties who have received
copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full
compliance.

. You are not required to accept this License, since you have

not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance

of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based
onit.

. Each time you redistribute the Program (or any work based

on the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise of
the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.
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7. If, as a consequence of a court judgment or allegation of patent

infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this
License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent license would not
permit royalty-free redistribution of the Program by all those
who receive copies directly or indirectly through you, then the
only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

It is not the purpose of this section to induce you to infringe
any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose
of protecting the integrity of the free software distribution
system, which is implemented by public license practices.
Many people have made generous contributions to the wide
range of software distributed through that system in reliance
on consistent application of that system; it is up to the author/
donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that
choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

. If the distribution and/or use of the Program is restricted in

certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under
this License may add an explicit geographical distribution
limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written
in the body of this License.



9. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such
new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which
applies to it and “any later version’, you have the option of
following the terms and conditions either of that version or of
any later version published by the Free Software Foundation. If
the Program does not specify a version number of this License,
you may choose any version ever published by the Free
Software Foundation.

10.  If you wish to incorporate parts of the Program into other
free programs whose distribution conditions are different, write
to the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing
and reuse of software generally.
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NO WARRANTY
11.  BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE,

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS"WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF
THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR

'AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR

ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE

OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS



Service and Support

Visit our multi-language website at https://www.asus.com/support.
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