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Cautions and Warnings

Definitions

Cautions indicate that there is the possibility of poor equipment performance or potential damage to
the equipment. Warnings indicate that there is the possibility of injury to person. Cautions and Warnings
appear here and may appear throughout this manual where appropriate. Failure to read and understand
the information identified by this symbol could result in poor equipment performance, damage to the
equipment, or injury to persons.

A Cautions

Do not ship or store devices near strong electrostatic, electromagnetic, magnetic, or radioactive fields.
Caution: When handling chassis Network Interface Devices (NIDs) observe electrostatic discharge
precautions. This requires proper grounding (i.e., wear a wrist strap).

Caution: Copper based media ports, e.g., Twisted Pair (TP) Ethernet, USB, RS232, RS422, RS485, DS1,
DS3, Video Coax, etc., are intended to be connected to intra-building (inside plant) link segments that
are not subject to lightening transients or power faults. They are not to be connected to inter-building
(outside plant) link segments that are subject to lightening.

Caution: Do not install the NIDs in areas where strong electromagnetic fields (EMF) exist. Failure to
observe this caution could result in poor NID performance.

Caution: Read the installation instructions before connecting the chassis to a power source. Failure to
observe this caution could result in poor performance or damage to the equipment.

Caution: Only trained and qualified personnel should install or perform maintenance on the ION chassis.
Failure to observe this caution could result in poor performance or damage to the equipment.

Caution: Do not let optical fibers come into physical contact with any bare part of the body since they
are fragile, and difficult to detect and remove from the body.

Caution: Do not bend any part of an optical fiber/cable to a diameter that is smaller than the minimum
permitted according to the manufacturer’s specification (usually about 65 mm or 2.5 in)!

TN

Warnings

Warning: Use of controls, adjustments or the performance of procedures other than those specified
herein may result in hazardous radiation exposure.

Warning: Visible and invisible laser radiation when open. Do not stare into the beam or view the beam
directly with optical instruments. Failure to observe this warning could result in an eye injury or
blindness.

Warning: DO NOT connect the power supply module to external power before installing it into the
chassis. Failure to observe this warning could result in an electrical shock or death.

Warning: Select mounting bracket locations on the chassis that will keep the chassis balanced when
mounted in the rack. Failure to observe this warning could allow the chassis to fall, resulting in
equipment damage and/or possible injury to persons.

Warning: Do not work on the chassis, connect, or disconnect cables during a storm with lightning. Failure to
observe this warning could result in an electrical shock or death.

See Appendix A on page 526 for Electrical Safety Warnings translated into multiple languages.
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1. Introduction

Document Overview
The purpose of this manual is to provide the user with an understanding of the Lantronix x222x / x32xx
network interface devices (NIDs). This manual documents the following models:

e (2220 LOAM/IP-Based Remotely-Managed NID
e (3220 LOAM/IP-Based Remotely-Managed NID
e (3221 LOAM/IP-Based Remotely-Managed NID (2 open SFP slots)
e S$2220 LOAM/IP-Based Remotely-Managed NID
e S$3220 LOAM/IP-Based Remotely-Managed NID
e S$3221 LOAM/IP-Based Remotely-Managed NID (2 open SFP slots)
e S$3221-1040-T LOAM/IP-Based Remotely-Managed Hardened NID

Product Overview

The x222x / x32xx are a group of Ethernet Network Interface Devices (NIDs) that are designed as either a
standalone module (5222x / S32xx) or a slide-in module (C222x / S32xx) that installs in an ION system
chassis. In either configuration, these devices are designed to manage devices remotely through the
copper and fiber ports.

The ION x222x / x32xx Network Interface Devices (NIDs) are 2- or 3-port Ethernet Demarcation Devices
capable of media conversion—one port connects to the network of the provider and the other port
connects to the subscriber. These NIDs are chassis/IP-based managed devices that are designed as slide-
in cards (SICs) for installation in an ION system chassis or as stand-alone modules.

These devices can be managed via Command Line Interface (CLI), Web Interface, or Telnet. See the
x222x & x32xx Installation Guide #33433 on our website.

The x222x / x32xx NIDs support Link layer OAM (LOAM, per IEEE 802.3—-2005 Clause 57). LOAM is a
group of network management functions that provide network fault indications, performance
information, data, and diagnosis. These devices implement remote management via LOAM per the IEEE
802.3ah standard.
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Features
The x222x / x32xx NIDs support the following features.

* 10K Jumbo Frame Support

* Auto-Negotiation

* Pause

¢ AutoCross™

* Bandwidth profiling

* Cable diagnostic function for TP ports

* Multiple IP addressing modes (IPv4 / IPv6, DHCP, Static, Bootp)
* DHCP client

* DMI Optical Management

* Backwards Compatibility / Point System Support

* Far-End-Fault (FEF)

* MAC filtering for network access control (authentication and authorization)
* |pv4 IP TOS, DiffDerv and IPv6 traffic class QoS classification
* Multiple management methods

* Remote Firmware Upgrade

* Remote Loopback

* RMON Counters for each port

* SNTP

* TFTP

* Selective Link Pass Through (SLPT)

* Transparent Link Pass Through (TLPT) and Auto Link Restoration
* |P-Based Remote Management

* Link layer OAM (LOAM) per IEEE 802.3ah

* |EEE 802.1p QoS packet classification

* |EEE 802.1q VLAN and double VLAN tagging with 4096 VIDs
* VLAN Tunneling and Management VLAN

* Fiber Port Redundancy

* L2CP (Layer 2 Control Protocols)

e Circuit ID and Device Description

e TNDP (TN Topology Discovery Protocol) Disable

e System Logging (Syslog)

e MAC Learning Disable

e SNMP v1, v2c, and v3 support

e DHCP, Static, and BootP Address Modes

e WRR or Strict Priority Queuing

o Serial File Transfer (X/Y/Zmodem) commands

¢ RMPS (Remote Manage Power Supply) feature

e Local Management of Cards in a Remote Un-managed Chassis
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10K Jumbo Frame Support

The x222x / x32xx NID devices support jumbo frames. The MTU (Maximum Transmission Unit) frames
size can be 1522, 2048 or 10240 bytes (not configurable).

Auto-Negotiation (802.3u)

This feature allows the two NIDs to configure to achieve the best possible mode of operation over a link,
automatically. The NID broadcasts its speed and duplex (full or half) capabilities to the other NID and
negotiates the best mode of operation. Auto-Negotiation allows quick connections because the optimal
link between the NIDs is established automatically.

In a scenario where the NID links to a non-negotiating NID, disable Auto-Negotiation. In this instance,
the mode of operation will drop to the lowest common denominator between the two NIDs (e.g., 10
Mbps at half-duplex).

Disabling this feature allows forcing the connection to the desired speed and duplex mode of operation.

Pause

Pause is used to suspend data transmission temporarily to relieve buffer congestion. If an Ethernet
device needs some time to clear network congestion, it will send a pause signal to the Ethernet device at
the other end, then that NID will wait a predetermined amount of time before re-transmitting its data.

This feature reduces data bottlenecks and allows efficient use of network NIDs, preventing data losses.

The pause feature is set using the SNMP interface to one of four settings:
* Disable (no pause)
* Symmetrical pause
* Asymmetric Tx (transmit) pause
* Asymmetric Rx (receive) pause

Enable the Pause feature, if available, on ALL Ethernet network devices attached to the NID(s),
otherwise disable this feature. Note that all Ethernet devices support this in full duplex mode.

AutoCross (10/100/1000Base-T)

When active, the AutoCross™ feature allows the use of a straight-through (MDI) or crossover (MDIX)
copper cable when connecting to 10/100Base-T or 10/100/1000Base-T NIDs. AutoCross determines the
characteristics of the connection and configures the NIDs to link up automatically. This occurs regardless
of the cable configuration (MDI or MDI-X).

Note: Lantronix recommends leaving AutoCross in default mode (Auto).

Bandwidth Profiling

A Bandwidth Profile is a method of characterizing Service Frames for the purpose of rate enforcement or
policing. The x222x / x32xx NID devices support bandwidth profiling at the per-port level. Each port has
an ingress bandwidth profile used to control the ingress traffic and an egress bandwidth profile for
regulating traffic leaving the port. This feature provides TX and RX rate limiting from a pre-defined list of
values in order to accommodate bursty traffic.
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Configuration Backup and Restore

The firmware uses Trivial File Transfer Protocol (TFTP) to upload its present configuration onto a TFTP
server, and can also download the configuration from the TFTP server and update its settings. This is
useful when you want to program more than one unit to the same configuration. One unit can be
programmed and that configuration can be used to populate the other units. Care should be taken on
some settings such as IP address and virtual LAN (VLAN) settings.

Note: Lantronix recommends as a “best practice” to backup SIC card configuration after it is fully
configured so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.

For more information see “Backup and Restore Operations” on page 267.

DMI Optical Management
NID models with Diagnostic Monitoring Interface (DMI) support allow diagnosing problems within the
network. DMI devices have four functions:
e Transmit power
e Receive power
e Transmit bias current
e Temperature
Within each function, the DMI device will send a trap whenever a high or low warning event or high or

low alarm event occurs (for a total of 16 traps). If both the local and remote NIDs are DMI models, the
DMI device will indicate whether the trap event is from a local or remote device.

Optical SFP transceivers support digital diagnostics monitoring (DDM) functions per industry-standard
SFF-8472.

Backwards Compatibility / Point System Support

The ION Platform offers backwards compatibility with Lantronix’ Point System family of media
converters and NIDs. Not only can an ION module be linked to a Point System Module over fiber, but
Point System modules can be installed in the ION chassis through the use of a Point System adapter
card.

The backplane in the ION chassis will power the Point System modules, allowing the module to perform
its copper-to-fiber media converter functions. Full read/write management of Point System modules is
also available in the ION chassis. This requires the use of a Point System Management Module along
with the Point System adapter card.

By supporting management modules from both the ION Platform and the Point System, users are able
to re-deploy and fully manage their Point System devices, easing their migration to the ION Platform.
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DHCP Client

Dynamic Host Configuration Protocol (DHCP) automates the assigning of IP addresses to devices within
an IP network. DHCP is useful because it can make it easy to add new machines to the network.

When a DHCP-configured client (X222X/X32XX) connects to a network, it sends a broadcast query
requesting necessary information from a DHCP server. The DHCP server manages a pool of IP addresses
and information about client configuration parameters such as default gateway, domain name, the DNS
servers, other servers such as time servers, etc. On receiving a valid request, the server assigns the
computer an IP address, a lease (length of time the allocation is valid), and other IP configuration
parameters (e.g., subnet mask, default gateway). The query is typically initiated right after a re-boot,
and must complete before the client can initiate IP-based communication with other hosts.

The x222x/x32xx provides DHCP client support (no DHCP server features). DHCP provides for dynamic IP
address assignment to the x222x/x32xx. An x222x/x32xx CLI command is available to find out the DHCP
assigned IP address.

DNS Client

The Sx222x/x32xx provides DNS client support (no DNS server features). DNS will allow use of a name
instead of an IP address when using features like TFTP server, Trap Manager, SNTP server, etc. DHCP
client and DNS server usage are independent; however, depending on the network setup, DHCP could
automatically configure a DNS server as part of DHCP IP address assignment.

Far End Fault (FEF)

This troubleshooting feature is used with Link Pass Through to notify both end devices of a link loss. If
the fiber RX signal is lost on the far end device, the 100FX device will automatically generate a far-end
fault signal and send it on its TX fiber port to notify the near end device of the fiber link loss. Link Pass
Through will then disable the copper links on both ends, alerting both end devices of network trouble.

(1) (2)
X[ s » | RX
RX [ 1 TX
Media : Media
Converter A ||t= @ (3 [ converters
b X
3
Near End Device Far End Device

1) Device B loses fiber RX link.
2) Device B disables copper TX via Link Pass Through (LPT) to alert far end device of link loss.
3) Device B sends FEF signal back on fiber TX to alert Device A of link loss.

4) Device A disables copper TX via LPT to alert near end device of link loss.

Figure 1: Far End Fault (FEF)
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On 100BaseFx Ports, optical link integrity can be identified by FEF. This is very useful to detect network
faults since fiber links can be long. FEF occurs when the device detects that it cannot sense any more
IDLE symbols on the link. This indicates a fault on the receiving end, and the device sends FEF signals on
its transmit circuit, notifying its link partner of the fault. Advantages include:

* Both end devices are notified automatically of the link loss.
* Prevents loss of valuable data transmitted unknowingly over an invalid link.
* Allows quick diagnosis and resolution of network problem.

Lantronix media converters that include the FEF feature will work with other network devices that
support Far End Fault per IEEE standards.

Management Access Methods

Management of the x222x / x32xx, and subsequently the other slide-in modules, is accomplished
through one of the following methods.

* Universal Serial Bus (USB) — uses a command line interface (CLI) to access and control the x222x /
x32xx through a locally connected workstation.

* Telnet session — uses the CLI to access and control the x222x / x32xx through the network.

* Secure Shell (SSH) — uses the CLI to access and control the x222x / x32xx through the network.
Web browser — access and control the x222x / x32xx using a standard web browser and a
graphical user interface (GUI).

* Simple Network Management Protocol (SNMP) — both public and private Management
Information Bases (MIBs) allowing for a user to easily integrate and manage the ION platform
with an SNMP based network management system (NMS).

TFTP (Trivial File Transfer Protocol)

The TFTP client provides uploading and downloading of files out of the device’s file system. Typical
applications for this protocol on this device include backup of configuration, restore known
configuration from a file, firmware image upgrade/downgrade, log files backup, certificate download for
SSH, SSL applications etc.

SLPT (Selective Link Pass Through)

This feature monitors the fiber Rx port for signal loss. If the fiber Rx goes down, the copper port stops
transmitting. SLPT monitors the link status of one port on Device A, and any change in its operational
state is passed on to the device's other port to bring down its link, and vice-versa. SLPT is similar to LPT,
except SLPT only works in one direction - from Port 1 to Port 2, or from Port 2 to Port 1, but not in both
directions. Selective LPT is typically supported by devices which support ‘Transparent LPT'.
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) (3)
T e e B RX
RX [ —TX
Device A :I [ Device B
(" @
Near End Device Far End Device

1) Device A loses copper RX link with end device.
2) Device A sends a link loss signal over the fiber.
3) Device B receives link loss signal and disables the copper TX port.

4) End device is notified of link failure,

Figure 2: Selective Link Pass Through (SLPT)

TLPT (Transparent Link Pass Through)

Transparent LPT requires a back-to-back setup of the same type of device. TLPT monitors the link status
of one port on device A, and any change in its operational state is passed on to the peer device B port to
bring down its far end port, and vice-versa.

For example, if the devices are connected by Port 2 on each, and if Device A - Port 1 becomes

operationally down, then Device B - Port 1 is brought down. The devices can communicate with each
other, but the link condition is passed on so a network administrator can know of the fault condition.
Port 2 is the port that is monitored.

(2) (3)
e —— b RX
RX [ | TX
Device A ] [ Device B
(M @
1
Near End Device Far End Device

1) Device A loses copper RX link with end device.

2) Device A sends a link loss signal over the fiber.

3) Device B receives link loss signal and disables the copper TX port.
4) End device is notified of link failure.

Figure 3: Transparent Link Pass Through (TLPT)
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TLPT and Auto Link Restoration

With LOAM enabled, Transparent Link Pass Through (TLPT) with automatic link restoration is available
for the copper ports on the local and remote peer NIDs. When a copper port goes down, the
information is passed to the other NID and the copper port on that NID will go down. When the link is
restored, the link on the other port is also restored - the fiber ports remain UP. When TLPT is disabled, if
the copper port link drops it does not affect its peer’s copper port links.

Auto Link Restoration will restore the broken link automatically upon correcting the fault condition.

™ | RX
RX [ ]
Device A — [ Device B

(2) (1)

=1

Near End Device Far End Device

1) Original Link Restored.
2) Links Automatically Restored without any user intervention.

Figure 4: TLPT and Auto Link Restoration

Fiber Port Redundancy

The redundancy feature is designed to allow customer traffic and CPU-centric protocols to survive a
fault on an uplink fiber port by placing the traffic on a secondary backup port.

Fiber redundancy is supported in 3-port models that have two fiber ports. One of the fiber ports is set as
the Active port for the services and the other port is the Secondary port which will take over if the Active
primary port loses its link. The Active primary port is monitored in software and when a failure is
detected, switches over the data services to the secondary port.

The Redundancy feature adds a form of automatic protection switching using a LOS mechanism that
triggers the switch to the surviving line. The ION system uses 1:1 protection, with a modified form of bi-
directional switching.

The fault discovery method is LOS at the receiving interface for a continuous period of 10ms. Traffic
rerouting occurs after the Primary Port is declared in the fault state and traffic flow is restored.

The Redundancy (aka, automatic protection switching) mode ports are defined as follows: Customer
Port is Port 1, Primary Port is Port 2, Secondary Port is Port 3, and the ‘Active Port’ is the Port that on
which the Redundancy function is active.

IP-Based Remote Management Mode

The x222x / x32xx NIDs can be managed through SNMP. Select stand-alone products can also be
managed through SNMP. Some remotely managed converters are IP addressable, while others must be
used in conjunction with a managed chassis-based device. While chassis based products are generally
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placed in the telecommunications room, stand-alone converters are generally placed in remote
locations away from network administrators. Remote in-band management over fiber allows
administrators access to the remote device to check status and enable/disable features or the device
itself.

Security Features

The security features allow you to control access to the ION Chassis via the x222x / x32xx NID to ensure
that only authorized personnel are able to view and change the settings of the slide-in modules.

* Access Control Lists (ACLs) — ACLs can be configured in the x222x / x32xx NID to allow access to
authorized users and to deny access to all others. See “Configuring an ACL” on page 181.

* Hypertext Transfer Protocol Secure (HTTPS) — the x222x / x32xx NID supports the use of HTTPS,
which utilizes the secure socket layer (SSL) protocol for transmitting private documents via the
Internet. See “Configuring HTTPS” on page 194.

* Management VLAN — In a VLAN enabled network, the administrator can assign a VLAN as a
‘Management’ VLAN. This VLAN ID will be used in all management frames. This separates the
management traffic from the data. See “Configuring Management VLAN” on page 271.

* RADIUS authentication — The x222x / x32xx NID supports authentication using the Remote
Authentication Dial In User Service (RADIUS) protocol. When enabled, RADIUS is used to
authenticate and authorize users trying to access the x222x / x32xx NID through either the Web
login, serial port (USB), or Telnet session. The RADIUS server must be configured before RADIUS
authentication is enabled. See “Configuring RADIUS” on page 210.

* Secure Shell (SSH) authentication — the x222x / x32xx NID supports both the Rivest-Shamir-
Adleman (RSA) and Digital Signature Algorithm (DSA) for public key cryptography for both
connection and authentication. For more information see “Configuring SSH” on page 221.

* Simple Network Management Protocol (SNMP) access — If desired the administrator can stop all
SNMP access to the x222x / x32xx NID. This will prevent unauthorized access to the system
configuration through SNMP, but the desired/configured SNMP traps will still be sent. For more
information see “Configuring SNMP” on page 228.

e USB access — The USB port can be turned off to prevent unauthorized access to the system
through the serial interface. See “Disabling USB Access to the IONMM” on page 233.

IP Access

Any management of the system via IP can be locked at the system level, or only on certain ports. For
example, management can occur via web/SNMP only on Port 1, so that access via other ports can be
blocked.
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IP Address Modes (IPv4 / IPv6, DHCP, Static, BootP)

The ION software supports IPv4/IPv6 dual protocol stacks, which allows IPv4 and IPv6 to co-exist in the
same devices, in the same physical interface, and in the same networks. IPv4 is a basic feature that is
always enabled, but the IPv6 is an enhanced feature that you can disable and enable. When IPv6 is disa-
bled, the configurations related to IPv6 will exist, but will not function. These configurations can be
changed or removed by the user. The ION software supports multiple DHCP or DHCPv6 or Stateless
(Router) servers.

The IONMM supports DHCP, Static IP, and BootP addressing modes.

BOOTP (Bootstrap Protocol) is a network protocol used by a network client to obtain an IP address from
a configuration server. BOOTP is usually used during the bootstrap process when a computer is starting
up. A BOOTP configuration server assigns an IP address to each client from a pool of addresses. BOOTP
uses the User Datagram Protocol (UDP) as a transport on IPv4 networks only.

The Bootp protocol lets a network user be automatically configured (receive an IP address) and have an
OS booted without user involvement. The BOOTP server automatically assigns the IP address from a
pool of addresses for a certain duration of time.

BOOTP uses two well-known port numbers: UDP port number 67 for the server and UDP port number 68
for the BOOTP client. BOOTP and its extensions became the basis for the Dynamic Host Configuration
Protocol (DHCP). If configured for BOOTP mode, the IP address will be assigned by RFC951.

MAC Filtering

When enabled on a port, stops learning all MAC addresses. To allow any frame with a MAC address not
in the Static MAC database access, the user needs to add the new address or it will be discarded. This
allows filtering any unauthorized access to the network by unknown MAC addresses.

MAC Addresses Blocking

The MAC address can be added to the static MAC address database with the ‘connected port’ as zero.
This will cause any frames from that MAC address database to cause an ATU-member violation on that
port, resulting in sending a trap. This could cause excessive traps (overload the Central Processing Unit
(CPU) with interrupts) depending on the traffic generated by that MAC. You can disable MAC violations
by setting the Ignore SA Violation on the port that is receiving the MAC address under Port > Advanced
> MAC Security > SA Lock in the web interface.

The SA Lock enabled feature will detect if the device connected to this port has been changed, and when
an unknown MAC address ingresses this port.

Appllcable Standards
IEEE 802.1p QoS packet classification
* |EEE 802.3ah Clause 57 Link OAM (LOAM)
* |EEE 802.1g VLAN and double VLAN tagging
* |EEE 802.1 Port-based Network Access Control
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IEEE 802.1p QoS Packet Classification

Quality of Service (QoS) is a mechanism that lets service providers offer different levels of services to
customers. The QoS varies between customers based on the Service Level Agreement (SLA) they chose
for the kind of service they want. The priorities of the customer traffic are assigned based on their SLAs.

The C2x2x/C3x2x NIDs provide QoS at the Layer 2 level using CoS bits as per IEEE 802.1p. The priority
bits in the 802.3ac tag can be remapped as frames ingress the device based on Ingress port, Source MAC
address, Destination MAC address, or VLAN ID in the 802.1q tag, or on the basis of remapping to a user-
defined priority on a per port basis.

The C2x2x/C3x2x NIDs also provide QoS based on DSCP/ToS bits in the IP header.

The devices support four output queues. Based on a frame’s priority bits (layer 2 or layer 3), frames are
assigned the egress output queues. The device offers weighted round robin (WRR) 8-4-2-1 scheduling on
the output queues to minimize frame latencies and starvation of lower priority queues.

IEEE 802.3ah Clause 57 LOAM Recommendation
Model x3x3x and x2x2x NIDs implement the IEEE LOAM 802.3ah standard for Link Monitoring on both
the fiber and twisted pair interfaces with the following LOAM features:

* Critical Event

* Discovery

* Event notification with logs
* Last gasp/Dying gasp

* Remote Loop Back

Model x3x3x and x2x2x NIDs implement IETF RFC 4878 for LOAM functionality that includes discovery,
error signaling, loopback, and link monitoring.

Critical Event
When the link on the other port fails, the NID sends a LOAM critical event signal to its peer, indicating
the fault condition.

Discovery

An active-state NID initiates LOAM communications by sending PDUs across the link connected to an
OAM enabled port. The NID at the other end (if LOAM capable) responds to the request from the active
NID by establishing a LOAM communications channel.

Event Notification with Logs
A LOAM link event notifies its LOAM peer of any symbol or frame errors that occurred on its link.
The window used for error monitoring, along with the threshold value, are configurable.

At the end of the window, if the errors are greater than or equal to the threshold value, a LOAM event
notification is sent to its peer. If the threshold is set to zero, then at the end of each window an event
notification is sent. This acts much like an asynchronous update of the link statistics.
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Last Gasp/Dying Gasp

All NIDs come equipped with a Last Gasp/LOAM Dying Gasp feature. This feature enables the NID to
store a small amount of power to enable sending an SNMP trap to alert the management console of a
power failure. Feature benefits include:

* Notification of an impending power loss before it happens
* Allows for quicker resolution of the power loss

Remote Loop Back

LOAM remote loop back can be used to test link health by sending a loop back request from the active
peer NID to the remote passive peer NID. Once the remote passive peer enters loop back mode, all
frames coming into that port are looped back, but not forwarded to other ports.

The LOAM frames are still exchanged between the local and remote peer NIDs, but only LOAM frames
get through. The active peer NID discards the frames coming out of its remote peer NID to prevent
flooding the network. The remote loop back function requires a test head to generate traffic.

VLAN Tunneling (802.1q Tunneling)

Sending multiple VLANs across the service provider's Metro Ethernet network can be accomplished with
VLAN Tunneling, also known as 802.1q Tunneling. The original 802.1Q specification allows a single VLAN
header to be inserted into an Ethernet frame. Q-in-Q allows multiple VLAN headers to be inserted into a
single frame. Appendix F of this manual provides VLAN tunnel configuration examples.

VLAN Tunneling is a mechanism that service providers can use to provide secure Ethernet VPN services
to their customers. Ethernet VPNs using VLAN Tunneling are possible because of the two-level VLAN tag
scheme used. The outer VLAN tag is referred to as the service provider VLAN tag (s-Tag) and uniquely
identifies a given customer within the network of the service provider. The inner VLAN tag is referred to
as the customer VLAN tag (C-Tag) because the customer assigns it. It is possible for multiple customer
VLANSs to be tagged using the same outer or service provider VLAN tag, thereby trunking multiple VLANs
among customer sites.

VLAN Tunneling lets service providers use a single VLAN to support multiple VLANs of customers, while
preserving customer VLAN IDs and keeping traffic in different customer VLANs segregated. At the same
time, it significantly reduces the number of VLANs required to support the VPNs. VLAN Tunneling encap-
sulates enterprise customers’ VLANs into a VLAN of the service provider.

VLAN Tunneling accomplishes the following:

e Enterprise customers receive transparent Layer 2 links between sites within a metro area, such
as a link from a branch office to a main campus.

e Service providers can separate or group traffic on a per-customer basis using outer VLAN tags as
it traverses the common infrastructure so that the same infrastructure can provide service to
multiple customers.

e The VLAN ID of the enterprise and the VLAN ID of the service provider do not have to match.

e Customers can treat the switching infrastructure in a remote site as if it were part of the local
site. They can use the same VLAN space and run protocols such as STP across the provider infra-
structure through 802.1q.

The VLAN Tunneling model allows the customer edge switch on each side of the tunnel to view the ser-
vice provider infrastructure as nothing more than a transparent bridge.
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How VLAN Tunneling Works

A tunnel port is a port that is configured to support 802.1q (VLAN) tunneling. Each customer comes in on
a dedicated customer-facing port on the service provider switch where a VLAN that is dedicated to tun-
neling is assigned. The service provider assigns each customer an outer VLAN tag or a service provider
VLAN tag that uniquely identifies him within the network. The service provider VLAN also keeps the cus-
tomer traffic isolated from other customer traffic that is traversing the same service provider network.
That service provider VLAN supports all the VLANs of the customer.

VLAN Tunneling refers to multiple tagging of dot1Q frames as they enter a service provider switch from
a client switch. VLAN Tunneling can tag or untag any frames that it receives from the customer tag.
VLAN Tunneling also has native VLAN frames that are untagged. The service provider switch adds the
outer VLAN tag.

Tagged and untagged customer traffic comes from a port on a customer device and enters the service-
provider edge switch through a tunnel port. Each customer edge port that is connected to a VLAN tunnel
port is typically configured as a trunk port. The customer trunk port is unaware of the provider VLAN
tunnel and can communicate with all of its other trunk ports that are connected to the metro network
of the provider as if they were directly connected. This makes the process transparent to the enter-
prise’s switching network.

A hub customer edge might have connectivity to two remote spoke sites and have only half of the
VLANs from the hub site go to one site, and the remaining VLANs go to the second remote site. This is
possible using two service provider VLANSs for this enterprise customer when certain sites need to see
only some and not all of the VLAN traffic from the hub site.

Customer A

VLANs 1-100

Custorner A
VLANs 1-100

Service

unnel Port

s, VLAN 30 Provider Tunnel Port

Tunna! Port - /J;mnk VLAN 30 -
VLAN 30 ' =Lk E}r:ﬁ;\
Py “'--.____‘ orts .
s Tunnel Port Tunnel Port S
VLAN 40 VLAN 40

Trunk
Asymmetric Link

Customer B

1-
Customer B VLANSs 1 -200

VLANS 1-200

Figure 5: VLAN Tunneling Example
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The link between the 802.1q trunk port on a customer device and the tunnel port is an “asymmetrica
link. One end is designated an 802.1q trunk port, and the other end is configured as a tunnel port. The
tunnel port is configured with an access VLAN ID that is unique to a customer.

Using the VLAN tunneling feature, a service provider uses a single VLAN to support customers who have
multiple VLANs. Customer VLAN IDs are preserved, and traffic from various customers is segregated
within the service-provider infrastructure even when they appear to be on the same VLAN.

Thus VLAN tunneling expands VLAN space by using a ‘VLAN-in a-VLAN’ hierarchy, and by tagging the al-
ready-tagged packets. The port configured to support VLAN tunneling is called a tunnel port. When con-
figuring tunneling, a tunnel port is assigned to a VLAN that is dedicated to tunneling. Each customer re-
quires a separate VLAN, but that VLAN supports all of the customer's VLANSs.

Summary
The original 802.1Q specification allows a single VLAN header to be inserted into an Ethernet frame. Q-

in-Q allows multiple VLAN headers to be inserted into a single frame, an essential capability for imple-
menting Metro Ethernet network topologies.

IEEE 802.1Q-in-Q is an Ethernet networking standard for Ethernet frame formats. 802.1Q-in-Q is an
amendment to IEEE 802.1Q, and not an independent specification of its own; but the amendment, a
non-trivial extension, acquired this alias. It is also known simply as "QinQ" or "Q-in-Q".

In a multiple VLAN header context, the term "VLAN tag" or just "tag" for short is often used in place of
"802.1Q VLAN header". Q-in-Q allows multiple VLAN tags in an Ethernet frame.

When used in the context of an Ethernet frame, a Q-in-Q frame is a frame that has two VLAN 802.1Q
headers (double-tagged).

Prerequisites for VLAN Tunneling Functions

1. Network topology and network administration have been reviewed.
2. Business and service policies have been established.

Restrictions for Configuring VLAN Tunneling Functions
The ION system supports static VLAN configuration. While VLAN Tunneling works well for Layer 2 packet
switching, there are incompatibilities with some Layer 2 features and with Layer 3 switching.
e Atunnel port cannot be a routed port.
e |P routing is not supported on a VLAN that includes 802.1Q ports.
e Fallback bridging is not supported on tunnel ports.
e Tunnel ports do not support IP access control lists (ACLs).
e Layer 3 quality of service (QoS) ACLs and other QoS features related to Layer 3 information are
not supported on tunnel ports.
e Cisco’s Dynamic Trunking Protocol (DTP) is not compatible with 802.1Q tunneling.
e Loopback detection is supported on 802.1Q tunnel ports.
e If management is required over a provider port, it must use Management VLAN.
e You can set up a VLAN without Management VLAN enabled. You can not set up a VLAN without
setting up VLAN Forwarding Rules, because then it would not validate any frames with no filter-
ing rules in the VLAN filtering database.

See Appendix F of this manual for VLAN tunnel configuration examples.
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L2CP (Layer 2 Control Protocol)
The x222x / x32xx NIDs support the Layer 2 Control Protocol (L2CP), a network control protocol
standardized by the IETF, IEEE and MEF.

MEF 6 provides requirements for the processing of a Subscriber’s Layer 2 Control Protocol (L2CP) frames
on a given UNI for the services defined. The MEF 6 documents a Layer 2 Control Protocol identified by
one of the following ranges of MAC Destination Addresses:

MAC DAs Layer 2 Control Protocol
01-80-C2-00-00-00 through 01-80-C2-00-00-0F Bridge Block of protocols
01-80-C2-00-00-20 through 01-80-C2-00-00-2F GARP Block of protocols

Per MEF 6, for each service, protocols are configured to ‘tunnel’, ‘peer’, or ‘discard’ at the UNI.
MEF allows for three L2CP processing options for each L2CP:

e Peer - the MEN will participate in the protocol.

e Tunnel - an ingress L2CP frame at a given UNI gets delivered unchanged to each of the
destination UNIs. This requires all UNIs in the EVC to tunnel the same protocols. (Using 802.1
terms, the L2CP is ‘forwarded’ through the bridge relay.

e Discard - the MEN will ignore the L2CP frame (it will not participate in the protocol and it will
not forward the frame).

Device Description / Circuit ID

The x222x / x32xx NIDs supports the Circuit ID, a company-specific identifier assigned by a provider to a
data or voice network between two locations. This circuit is then leased to a customer by that ID. If a
subscriber has a problem with the circuit, the subscriber contacts the telecom provider with this Circuit
ID to initiate service action on the specified circuit.

The ION Circuit ID port identifier is based on the agent-local identifier of the circuit (defined in RFC
3046), detected by the agent and associated with a particular port. The x222x / x32xx supports the
Circuit ID, a company-specific identifier assigned by the user to identify the converter and individual
ports in any manner desired. At the device level, the x222x / x32xx supports a ‘Device Description’
character string entry of up to 64 bytes.

MAC Address Learning

This feature lets you disable MAC address learning on one or more ports for security purposes. If MAC
address learning is disabled, only certain traffic (broadcast traffic, EDP traffic, and packets destined to a
permanent MAC address matching that port number) are forwarded to the port. If you set MAC address
learning to Enabled (Learning) on one or more ports, the other port states (Flooding, Filtering and For-
warding) are disabled.
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System Logging (Syslog)

The x222x / x32xx supports system logging via the Syslog function. Syslog can be used for system man-
agement and security auditing, as well as generalized information, analysis, and message debugging.
Since Syslog is supported by a wide variety of devices and receivers across multiple platforms, it is used
to integrate log data from many different types of devices into a central repository. The syslog protocol
conveys event notification messages using a layered architecture, allowing a variety of transport proto-
cols, and providing a message format of vendor-specific extensions to be provided in a structured way.

The x222x / x32xx System Log lets you configure the Syslog Server Address, Server Port, Level (one of
eight levels of reporting), and logging Mode (local, remote, local and remote, or no logging). A recom-
mended practice is to use the Notice or Informational level for normal messages.

TN Topology Discovery Protocol TX

On the x222x and x322x converters, the TNDP feature can be Enabled, or Disabled, on a per-port basis.
By default, it’s Enabled on all ports.

When Enabled on a given port of an x22x or x322x converter, that converter may continually send LLDP
frames in attempt to be discovered by an IONMM, through the given port. An LLDP frame is sent once
every 1-2 seconds, while both of the following conditions exist:

1. The converter’s “switch mode” is set to “remote” (this is Remote Management, the default setting).
2. The converter is not installed in a managed chassis.

When Disabled on a given port of an x222x or x322x converter, that converter cannot be discovered by
an IONMM through the given port. Disabling TNTDP TX on a port does not prevent remote converters
connected by that port from communicating with an IONMM through that port; it only prevents the
configured converter from generating/sending its own LLDP Discovery frames through the given port.

Best Practices — The traffic related to remote management on these converters is transmitted in-band
and is unnecessary on customer facing ports, therefore the TN Topology Discovery Protocol TX should
be disabled on these ports. The TN Topology Discovery Protocol TX should only be enabled on the port
that is the uplink port, back to another x222x or x322x card in an ION chassis that is utilizing the IONMM
management module.

RFC 2544 Benchmarking

The x222x / x32xx supports IETF RFC 2544 (Benchmarking Methodology for Network Interconnect De-
vices). RFC 2544 defines several tests that can be used to describe the performance characteristics of a
network interconnecting device, as well as specific formats for reporting the results of the tests (e.g.,
throughput, latency, frame loss rate, system recovery).

SNMP Support

Simple Network Management Protocol (SNMP) is a network management protocol that provides a means
to monitor and control network devices, and to manage configurations, statistics collection, performance,
and security.

The IONMM supports three security models: SNMPv1, SNMPv2c, and SBNMv3.

SNMPv1 (SNMP version 1) is the original Internet-standard Network Management Framework, as de-
scribed in IETF RFCs 1155, 1157, and 1212.

SNMPv2c (Community-based SNMP version 2) is a SNMP Framework which supplements the SNMPv2
Framework, as described in RFC 1901. It adds the SNMPv2c message format, which is similar to the
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SNMPv1 message format. The second version of SNMP, it supports centralized and distributed network
management strategies, and includes improvements in the Structure of Management Information (SMl),
protocol operations, management architecture, and security.

Both versions (SNMPv1 and SNMPv2) of the Internet Standard Management SNMP Framework share
the same basic structure and components, and all versions follow the same architecture. The SNMP
framework consists of 1) a data definition language, 2) definitions of management information (the
Management Information Base, or MIB), 3) a protocol definition, and 4) security and administration.

SNMPv3 (Simple Network Management Protocol Version 3) is an interoperable standards-based proto-
col for network management. SNMPv3 provides secure access to devices by a combination of authenti-
cating and encrypting packets over the network. Although SNMPv3 makes no changes to the protocol
aside from the addition of cryptographic security, its developers have managed to make things look
much different by introducing new textual conventions, concepts, and terminology.

SNMPv3 provides important security features: 1) Confidentiality - Encryption of packets to prevent
snooping by an unauthorized source. 2) Integrity - Message integrity to ensure that a packet has not
been tampered with in transit including an optional packet replay protection mechanism. 3) Authentica-
tion - to verify that the message is from a valid source.

WRR or Strict Priority Queuing
The x222x / x32xx supports WRR (Weighted Round Robin) or “Strict Priority” Egress Queue modes.

WRR scheduling allows each packet flow or connection to have its own packet queue. It is a simple ap-
proximation of GPS (generalized processor sharing). While GPS serves a near infinite amounts of data
from each nonempty queue, WRR serves a number of packets for each nonempty queue (number = nor-
malized (weight / meanpacketsize).

With the Strict Priority Queuing function enabled, only high priority packages will be passed and all low
priority packages will be dropped during a network jam condition. SP queuing assumes that types of
traffic can be differentiated and treated preferentially. Separate FIFO queues are created for each de-
fined priority level and the arriving traffic is sorted into its proper queue as it arrives. So the first task of
configuring strict priority queuing is to determine traffic classifications. Usually 2-5 priority levels are de-
fined (e.g., high, medium, normal, low), although more levels can be defined. Having more queues
means more complexity in running the algorithm. At the service side of the queue, the processing rule is
simple: higher priority FIFO queues always get completely processed before lower priority queues get
processed.

Serial File Transfer (X/Y/Zmodem)

The x222x / x32xx supports serial get, put, and upgrade commands using the Xmodem, Xmodem-1k,
Ymodem, and Zmodem protocols. These commands function similar to the TFTP download function;
technical support can download configuration files and firmware files through the x222x/x32xx USB port
by entering the corresponding CLI commands.

33472 Rev. K https://www.lantronix.com/ Page 27 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Supported MIBs

The x222x / x32xx NIDs support public (standard) and private Management Information Bases (MIBs).

Public MIBs
The x222x / x32xx NID provides complete management through the SNMP interface. It supports the
following standard MIBs for management using SNMPv1/v2c.

Private MIBs

The Lantronix private MIBs for SNMP IP-based management feature extensive management options,
including:

Table 1: Supported MIBs
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RFC #
# MIB or Description
Private
) Bridge MIB module for managing devices that
1 | BRIDGE-MIB RFC4188 support IEEE 802.1D
MIB module for managing the new Ethernet
2 | DOT3-LOAM-MIB RFC4878 LOAM features introduced by the Ethernet in the
First Mile taskforce (IEEE 802.3ah)
: MIB module for representing multiple logical enti-
3 | ENTITY-MIB RFC 4133 ties supported by a single SNMP agent
4 | ENTITY-SENSOR-MIB REC 3433 SDoerfénes Entity MIB extensions for physical sen-
5 | EtherLike-MIB RFC3635 Describe generic objects for Ethernet-like net-
work interfaces
Defines dot3MauType OBJECT-IDENTITIES and
6 | IANA-MAU-MIB RFC 4836 IANAifMaulListBits, IANAifMauMediaAvailable,
IANAifMauAutoNegCapBits, and IANAifJackType
7 | IEEE8021-CFM-MIB RFC annectmty Fault Management module for man-
— aging IEEE 802.1ag
Textual conventions used throughout the various
8 | IFEE8021-TC-MIB RFC | IEEE 802.1 MIB modules
9 | IF-MIB RFC 2863 Describes generic objects for network interface
sub-layers
10 | MAU-MIB RFC 4836 Management information for 802.3 MAUs
11 | P-BRIDGE-MIB RFC 4363 iI\élgdule for managing Priority and Multicast Filter-
12 | Q-BRIDGE-MIB RFC 4363 Module for managing Virtual Bridged LANs
Defines the second version of the Management
Information Base (MIB-II) for use with network
13 | RFC1213-MIB (MIB-11) RFC 1213 management protocols in TCP/IP-based inter-
nets
14 | RMON-MIB RFC 1757 Defirjes_objectg for managing_ remote network
monitoring devices (i.e., monitors or probes)
Lantronix Enterprise Structure of Management
15 | TRANSITION-SMI Private Information; assigns ION platform module identi-
ties
Lantronix Inc MIB Textual Conventions module;
16 | TRANSITION-TC Private defines textual conventions used in the Lantronix
enterprise MIBs
17 | TN-ION-BPC-MIB Private Lantronix, Inc. Enterprise MIB for Chassis Man-
agement).
18 | TN-ION-CHASSIS-MIB Private Lantronix, Inc. Enterprise MIB for Chassis Man-
agement
. Lantronix, Inc. Enterprise MIB for basic manage-
19 | TN-ION-MGMT-MIB Private ment of the ION Platform
. Lantronix, Inc. Enterprise MIB for IEEE Bridge
20 | TN-PROV-BRIDGE-MIB Private provisioning, i.e., IEEE MAC/VLAN bridges
. Lantronix, Inc. Enterprise module for managing
21 | TN-ION-VLAN-MGMT-MIB Private VLAN and QoS in ION platform products
Lantronix, Inc. module for managing Link OAM
22 | TN-ION-LOAM-EXT-MIB Private (IEEE 802.3ah Clause 57) enterprise extensions
in ION platform products
TN-ION-ENTITY-SENSOR- . Lantronix, Inc. module for managing all ION
23 Private
MIB power supply and fan modules)
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24 | ION-DEV-SYS-ACL-MIB Private ]Ic_eaarltur;)emx Enterprise MIB for ION device ACL
25 | ION-DEV-SYS-HTTPS-MIB Private ]Ic_eaarltur;)emx Enterprise MIB for ION device HTTPS
. Lantronix Enterprise MIB for ION device IP man-
26 | ION-DEV-SYS-IPMGMT-MIB | Private agement feature
27 | ION-DEV-SYS-PROV-MIB Private Lgntromx Enterprise MIB for ION device Provi-
sion feature
28 | ION-DEV-SYS-RADIUS-MIB | Private Lantronix Enterprise MIB for ION device RADIUS
management feature
ION-DEV-SYS-SNMPMGMT- . Lantronix Enterprise MIB for ION device SNMP
29 Private
MIB management feature
30 | ION-DEV-SYS-SNTP-MIB Private Lantronix Enterprise MIB for ION device SNTP
management feature
31 | ION-DEV-SYS-SSH-MIB Private ]Ic_eaarlﬂ'?emx Enterprise MIB for ION device SSH
32 | ION-DEV-SYS-STATE-MIB Private Lantronix Enterprise MIB for ION device state
33 | ION-DEV-SYS-TFTP-MIB Private ]Ic_eaarlﬂ'?emx Enterprise MIB for ION device TFTP
ION-DEV-SYS-UPGRADER- . Lantronix Enterprise MIB for ION device up-
34 Private
MIB grader feature
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The remote NID can be managed completely through LOAM. An example of a private MIB objects tree is
shown in the figure below.
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Figure 6: Private MIB Objects
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Downloading, Compiling and Integrating MIBs

You can download industry standard MIBs from http://www.ietf.org.

To download ION system private MIBs:

1.

2.

Go to the product resources page and locate the MIB section.

Click the link in the far right column (e.g., Download mcc16.zip).
At the File Download window, click Save.

At the Save As dialog box, verify the filename and Save in location (e.g., C:\TFTP-Root) and click
Save.

At the Download complete dialog click Close. The downloaded file is saved to the specified
folder location.

If you plan to integrate the ION system with an SNMP-based management application, then you
must also compile the MIBs for that platform. For example, if you are running HP OpenView, you
must compile the ION system MIBs with the HP OpenView NMS (Network Management
System). See the NMS documentation for compiler instructions.

While working with MIBs, be aware that:

a. Mismatches on datatype definitions can cause compiler errors or warning messages.

b. The MIB datatype definitions are not mismatched; however, some standard RFC MIBs do
mismatch.

c. If your MIB compiler treats a mismatch as an error, or if you want to delete the warning
message, refer to the “Technical Support” section on page 405.

Set up your ION system SNMP configuration via the command line interface (CLI). Refer to “Configuring
SNMP” on page 228. For a complete list of the available commands, see the ION System CLI Reference
Manual, 33473.

For Additional MIB Information
For information on traps that the IONMM supports, see “Appendix G: SNMP Traps Supported” on page

543.
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NID Models
The various models of the x222x / x32xx NIDs (Standard / Single Fiber Models and Chassis / Standalone
Models) are described below.

Standard Models and Single Fiber Models

ION products are available in chassis and standalone models. The models can include both standard and
single-fiber models, as well as specific models that support the DMI option. Note: the -D after the
model number indicates DMI option support. The -T after the model number indicates extended
temperature support.

Single fiber technology offers a 50% savings in fiber utilization. It is an attractive solution to maximize
the usage of a limited number of fiber runs. In a traditional optical link, a fiber pair consists of two uni-
directional strands. The single fiber technology multiplexes two optical wavelengths into a single strand
fiber, so these devices are usually used in pairs. *It is recommended these Single Fiber Models be used
in pairs.

Chassis Models (Cxxxx) and Standalone Models (Sxxxx)

The ION Chassis models (also called slide-in-cards or SICs, or slide-in-modules) and managed NIDs
(Network Interface Devices) have specific features and functions that are controlled via the ION
Management Module. A network administrator can configure, monitor and troubleshoot ION slide-in-
modules remotely via the ION Management Module.

ION Standalone models include remotely-managed NIDs (Network Interface Devices). An end-to-end
fiber integration solution can be achieve by pairing the modules in a high density ION chassis with the
modules in another ION chassis, an ION stand-alone, or a Lantronix’ Point System™ stand-alone device.
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ION System Model Number Key

Sample Model Number: C2220-1011-D
Model Character #: 12345 — 6789 - xx

Character # Meaning
1 C (Chassis) or S (Standalone)
2and 3 21 (100Base Ethernet); 22 (10/100 Ethernet); 31 (1000BASE Ethernet);

32 (10/100/1000 Ethernet); 41 (10GBASE Ethernet);
42 (10/100/100/1000/10G Ethernet); 60 (T1/E1); 61 (4xT1); 62 (DS3 — T3/ E3).

4and 5 10 (Standard Conversion); 20 (Advanced Management); xx (Unique Identifier)

6,7,89 10 (RJ-45); 11 (Multimode ST); 13 (Multimode SC); 14 (Single Mode SC);

15 (Single Mode SC Long Haul); 16 (Single Mode SC Extra Long Haul);

17 (Single Mode SC Long Wave 1550); 19 (Single Mode LC);

24 (Extended Multimode SC); 29 (Single Fiber SC); 30 (Dual BNC); 33 (RJ-11);

35 (Single Mode SC Long Wave 1550 Extended); 39 (Multimode LC); 40 (SFP
Slot).

XX New features or capabilities: -D (DMI support); -T (extended temperature support)

Thus the sample model number C2220-1011-D above is a Chassis-based 10/100 Ethernet device with
Advanced Management, Standard Conversion, RJ-45 / Multimode ST and optional DMI support.

Similarly, model number $3220-1035 is a Standalone, 10/100/1000 Ethernet device with Advanced Man-
agement, RJ-45 / Single Mode SC Long Wave 1550 Extended connection.
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Physical Specifications

The physical specifications for the chassis slide-in modules are described below.

All Model x222x |/ x32xx

Dimensions SIC: 3.4” x 0.86” x 6.5” (86 mm x 22 mm x 165 mm)
Standalone: 3.25” x 1.0” x 6.5” (82 mm x 25 mm x 165 mm)
MAC Filtering 8K MAC addresses
Power Input Standalone: 12VDC @ 375mA
SIC: Powered by the Chassis
Environment 0 to 50°C (32 to 122°F) operating;

5% - 95% humidity (non-condensing)
0 to 10,000 ft. altitude
Storage Temp -40 to 85°C (-40 to 185°F)

C2220 Series

Standards IEEE Std. 802.3, IEE std. 802.3ah, IEE Std. 802.1P, IEEE std. 802.1Q
Data Rate Copper: 10/100/1000Mbps
Fiber: 100Mbps
Filtering Address 8K MAC Addresses
Power Consumption 4.5 Watts
Shipping Weight 1 lb. [.45 kg]

Regulatory Compliance EN55022 Class A, EN55024, CE Mark

C322x Series

Standards IEEE Std. 802.3, IEEE Std. 802.3ah, IEEE Std 802.1P,
IEEE Std 802.1Q

Data Rate Copper: 10/100/1000Mbps
Fiber: 1000Mbps

Max Frame Size 10,240 bytes

Power Consumption 4.5 Watts

Shipping Weight 1 lb. [.45 kg]

Regulatory Compliance EN55022 class A, EN55024, CE Mark

S$322x Series

Standards IEEE Std. 802.3, IEEE Std. 802.3ah, IEEE Std 802.1P,
IEEE Std. 802.1Q

Data Rate Copper: 10/100/1000Mbps
Fiber: 1000Mbps

Max Frame Size 10,240 bytes

Dimensions Width: 3.25” [82 mm)]
Depth: 6.5” [165 mm]
Height:1.0” [25 mm]

Power Input: 100-240VAC,1A

Output: 12VDC, 1.25A

Shipping Weight 2.0 lbs. [0.90 kg]

Regulatory Compliance EN55022 Class A, EN55024, UL60950, CE Mark
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MEF Certification

The Lantronix ION system $S3220, $S2220, $3230, $3240, C2220, C3220, and C3230 have MEF 9, MEF 14,
and MEF 21Certification. MEF Certificates are available at the Lantronix product resources page.

Documentation Conventions
The conventions used within this manual for commands/input entries are described in the table below.

Table 7: Documentation Conventions

Convention Meaning

Indicates the entry must be made as shown. For example:

ipaddr=<addr>
In the above, only ipaddr= must be entered exactly as you see it, including the
equal sign (=).

Boldface text

Arrow brackets indicate a value that must be supplied by you. Do not enter the
symbols < >. For example:

ipaddr=<addr>
In place of <addr> you must enter a valid IP address.

<>

Indicates an optional keyword or parameter. For example:
[] go [s=<xx>]
In the above, go must be entered, but s= does not have to be.

Indicates that a choice must be made between the items shown in the braces. The
choices are separated by the | symbol. For example:

{+1 state={enable | disable}

Enter state=enable or state=disable.

Indicates that the parameter must be entered in quotes. For example:
“n time=<"value”>
Enter time="20100115 13:15:00”.

Indicates a selection string. For example:
> Select File > Save.
This means to first select/click File then select/click Save.
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Related Manuals and Online Helps

A printed documentation card is shipped with each x222x / x32xx device. Context-sensitive Help screens,
as well as cursor-over-help (COH) facilities are built into the Web interface.

A substantial set of technical documents, white papers, case studies, etc. are available on the Lantronix
Support web page. Note: Some Documentation may have Transition Networks named or pictured.
Transition Networks was acquired by Lantronix in August 2021.

The ION system and related device manuals are listed below.

=

ION Management Module (IONMM) User Guide, 33457
ION Systems CLI Reference Manual, 33473

ION219-A 19-Slot Chassis Installation Guide, 33412
ION106-x Six Slot Chassis User Guide, 33658
IONPS-A-R1 Power Supply User Guide, 33614

IONPS-A AC Power Supply Install Guide, 33423
IONPS-D DC Power Supply Install Guide, 33424

SFP manuals (product specific)

W e N U bk WN

Release Notes (software version specific)
10. Product Documentation Postcard, 33504

This manual may provide links to third part web sites for which Lantronix is not responsible. Information
in this document is subject to change without notice. All information was deemed accurate and
complete at the time of publication. This manual documents the latest software/firmware version.
While all screen examples may not display the latest version number, all of the descriptions and
procedures reflect the latest software/firmware version, noted in the Revision History on page 2.
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2. Installation and System Setup

General

This section describes how to install the x222x / x32xx NID and the procedures to access and initially set
up the NID through either a local serial interface (USB) or a remote Ethernet connection (Telnet session
or Web interface).

Installing the Chassis Model (C222x / C32xx)

The Cx2xx NID is a slide-in module that can only be installed in a Lantronix ION chassis (ION001-x and
ION219-x). For a complete list of ION platform products, go to the Lantronix webpage.

The following describes how to install the Cx2xx in the ION chassis.

A

Caution: Failure to wear a grounding device and observe electrostatic discharge precautions
when installing the C222x / C32xx could result in damage or failure of the module.

—_|ON Chassis

ﬁ]

i _f

S~

o

L~

"t

Figure 7: Chassis Installation
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IMPORTANT

The Cx2xx slide-in cards are “hot swappable” devices, and can be installed with chassis power on.

1. Locate an empty slot in the ION System chassis.
2. Grasp the edges of the card by its front panel.

3. Align the card with the upper and lower slot guides, and carefully insert the card into the
installation slot.

4. Firmly seat the card against the chassis back panel.

5. Push in and rotate clockwise the panel fastener screw to secure the card to the chassis (see
“Figure 9: Chassis Installation” on the previous page).

6. Note that the card’s Power LED lights. See “Accessing the NIDs” on page 65.

Installing the Standalone Model (S222x / S32xx)

The standalone model can be installed in any of these ways:
* Rack mounted
* Table top

*  Wall mounted

Rack Mount Installation

The S222x / S32xx standalone module can be mounted into a Lantronix E-MCR-05 media converter rack,
which can be installed on a tabletop or in a standard site rack. For installation details, see the E-MCR-05
Media Converter Rack product page.
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Tabletop Installation

The S222x / S32xx ships with four rubber feet for optional installation on a table or other flat, stable
surface in a well-ventilated area.

1. Remove the rubber feet from the card.

2. Onthe bottom of the NID, place one foot in each corner of the device.

Standalone module

Figure 8: Tabletop Installation

3. Setthe NID in place and connect the AC power adapter (see “Connecting to AC Power” on page 45).
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Wall Mount Installation

1. Remove the four #4 Philips head screws securing the cover to the device and orient the device as
shown in the figure below.

| Device mounting
screws (#4)

Standalone
/ module

Wall mounting______ «&¢v
screws (#8) >

Figure 9: Wall Mount Installation

2. Mount one of the bracket assemblies to the device using two of the #4 Philips head screws.

3. Mount the other bracket assembly to the other side of the device using the other two #4 Philips
head screws.

4. Position the device on the mounting surface.
5. Use the four #8 screws to mount the bracket to the mounting surface.

6. Connect the AC power adapter (see Connecting to AC Power on page 49).
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Connecting to AC Power

After the standalone NID has been installed, connect it to the AC-DC power adapter. Use the AC power
adapter shipped with the NID (TNPN 25025).

Warning: Risk of electrical shock.

1. Insert the barrel connector of the AC power adapter to the power inlet on the back of the standalone
NID.

Rear view
NID AC power
adapter connector
Side view
o
/ \
AC power adapter \— NID AC power
barrel connector adapter connector

Figure 10: AC Power Connection

2. Plug the Power adapter plug into AC power at an appropriate AC outlet. Note that the standalone
NID’s front Power (PWR) LED lights.
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Installing SFPs

Some models allow you to install a Small Form-Factor Pluggable (SFP) device of your choice in order to
make a fiber connection. The C32x1-1040 and S32x0-1040 have a single SFP port. The C32x1-1040 and
$32x1-1040 have two SFP ports. See the related SFP User Guide for cautions and warnings.

Eal S

Connectors and LEDs

C3230-1040
slide-in module

SFP device

§3230-1040
standalone module

Figure 11: SFP Installation

Position the SFP device at either installation slot, with the label facing up.
Carefully slide the SFP device into the slot, aligning it with the internal installation guides.
Ensure that the SFP device is firmly seated against the internal mating connector.

Connect the fiber cable to the fiber port connector of the SFP device.

The connections and LEDs resident on the various models are described on the following pages.
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Model x2220-1040

The x2220-1040 connectors and LEDs are shown in the two figures below and described in Table 8.

0004/004/0} WD

c2220

asn

Figure 12: Model C2220-1040 Connectors and LEDs

Figure 13: Model S2220-1040 Connectors and LEDs

The x2220-1040 connectors and LEDs are described in the table below.
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Table 8: Model x2220-1040 Connectors and LED Descriptions

Connector/LED Description

100/1000 Lets you install a Small Form-Factor Pluggable (SFP) device of your choice in
SFP port connector | order to make a fiber connection.

Used to connect the NID to a PC for a direct serial interface. Through this

USB connector connection, a system administrator can access and control the NID using CLI
commands.

10/100/1000 One connector for Ethernet 10/100/1000 Base-T. The RJ-45 connectors allow

(Copper port) the network administrator to manage the chassis through a remote computer

connector using either remote Telnet session or the Web interface.

PWR (Power) LED When lit, indicates that there is power to the NID.

LACT (Link active) | Yellow —operation is 10 MBps (10Base-T).
LED Green — operation is 100 MBps, 100Base-T.

When lit, indicates duplex mode:

* Yellow — half-duplex
DUP (Duplex) LED
* Green — full duplex

Blinking indicates link activity.
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Model x3221-1040

The x3221-1040 connectors and LEDs are shown in the two figures below, and described in Table 7.

Port 2
Copper

— l/

USB/CLI g 1 5

Port — %5 <
Ciz21

Figure 14: Model C3221-1040 Connectors and LEDs

1o
OHDQU ?Dﬁmmmu“

—
Dyp Lagy |

Figure 15: Model S3221-1040 Connectors and LEDs
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The x3221-1040 connectors and LEDs are described in the table below.

Table 9: Model x3221-1040 Connectors and LED Descriptions

Connector/LED

Description

100/1000
SFP port connector

Lets you install a Small Form-Factor Pluggable (SFP) device of your
choice in order to make a fiber connection.

USB connector

Used to connect the NID to a PC for a direct serial interface. Through
this connection a system administrator can access and control the NID
using CLI commands.

10/100/1000
(Copper port)
Network connectors

One connector for Ethernet 10/100Base-T. The RJ-45 connectors allow
the network administrator to manage the chassis through a remote
computer using either remote Telnet session or the Web interface.

PWR (Power) LED

When lit, indicates that there is power to the NID.

LACT (Link active)
LED

Yellow — operation is 10 MBps, 10Base-T.
Green — operation is 100 MBps, 100Base-T.

DUP (Duplex) LED

When lit, indicates duplex mode:

* Yellow — half-duplex

* Green — full duplex

Blinking indicates link activity.
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Model x32x0-10xx

The x32x0-1040 connectors and LEDs are shown in the two figures below and described in Table 8.
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Figure 17: Model S32x0-10xx Connectors and LEDs

The x32x0-10xx connectors and LEDs are described in the table below.

33472 Rev. K https://www.lantronix.com/

Page 48 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Table 10: Model x32x0-10xx Connectors and LED Descriptions

Connector/LED Description
100/1000 Lets you install a Small Form-Factor Pluggable (SFP) device of your
100Base-X choice in order to make a fiber connection.

SFP port connector | ysed to connect the NID via fiber to a device (switch, router, NID, etc.).

Used to connect the NID to a PC for a direct serial interface. Through
USB connector this connection a system administrator can access and control the NID
using CLI commands.

10/100/1000 One connector for Ethernet 10/100Base-T. The RJ-45 connectors allow
the network administrator to manage the chassis through a remote
computer using either a remote Telnet session or the Web interface.

(Copper port)
Network connectors

PWR (Power) LED When lit, indicates that there is power to the NID.

LACT (Link active) | Yellow —operation is 10 MBps, 10Base-T.
LED Green — operation is 100 MBps, 100Base-T.

When lit, indicates duplex mode:

* Yellow — half-duplex
DUP (Duplex) LED
* Green — full duplex

Blinking indicates link activity.

Operating Systems Supported

The ION USB drivers are available at on the Product Support webpage (no logon required).

Virtual COM port (VCP) drivers make the USB device appear as another COM port available to the PC.
Application software can access the USB device in the same way as it would access a standard COM
port.

The x222x/x32xx provides a USB Type B connector that can be used as a virtual COM port for accessing
the x222x/x32xx command line interface (CLI).
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Installing the USB Driver (Windows XP)

IMPORTANT

The following driver installation instructions are for the Windows XP operating system only. Installing
the USB driver using another operating system is similar, but not necessarily identical to the following
procedure.

To install the USB driver on a computer running Windows XP, do the following.

1. Extract the driver-{from-the-Lantronix-website} from the ION Platform product page and place it in
an accessible folder on the local drive of the PC.

2. Connect the NID to the USB port on the PC.

Note: for slide-in modules installed in an ION Chassis, the USB connection will be made to the ION
Management Module if one is installed in the chassis.

The Welcome to the Found New Hardware Wizard window displays.
Select No, not this time.

Click Next. The installation options window displays.

Select Install from a list or specific location (Advanced).

Click Next. The driver search installation options window displays.
Click Browse.

Locate and select the USB driver downloaded in step 1 above.

© 0 N o v W

Click Next. Driver installation begins.
10. When the finished installing screen displays, click Finish.

The USB driver installation is complete. You must now configure the COM port to be used by the
terminal emulator.
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Installing the USB Driver (Windows 8)

IMPORTANT

The following driver installation instructions are for the Windows 8 operating system only. Installing the
USB driver using another operating system is similar, but not necessarily identical to this procedure.

To install the USB driver on a computer with the Windows 8 operating system, do the following.

Press the Windows key and type “startup”. Choose “Change advanced startup options”.
On the right side click on the “Restart now” button under Advanced startup.
Your PC will reboot and display the “Choose an Option” screen; choose “Troubleshoot”.

At the Troubleshoot screen choose “Advanced options”.

A list of Windows Startup Settings displays; click the “Restart” button. Your PC will reboot.

Your PC will boot into a Startup Settings screen. Select “7) Disable driver signature enforcement”.
Your PC will reboot one more time and will not load normally.

Plug the USB into the PC and IONMM card and have the USB driver saved locally to the PC.

10. The install will fail again; right click on “My computer” and click “Manage” to get to “Device
Manager”.

1.
2.
3.
4
5. Inthe Advanced options screen choose “Startup Settings”.
6
7
8
9

11. In Device Manager, expand “Ports (COM& LPT)” to view your connection with an error on the
driver.

12. Right click on the driver and choose “Update driver software”.

13.  You will get a pop up with two options; choose “Browse my PC for driver”.

14. Point to the folder location where you have the driver installed and click “install”.

15. You will receive another Windows Security pop up; choose “Install this driver software anyway”.

16. The driver will install correctly and you will no longer see the error on the connection in Device
Manager.

17. You will now be able to connect via USB to the device and log in. On a stand-alone device, be sure
to set it to “Remote” so you can remotely manage the device.
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Configuring HyperTerminal

After the USB driver has been installed, you must set up the terminal emulator software (e.g.,
HyperTerminal) to use the USB COM port.

1.
2.
3.

v L N e

10.

11.
12.

13.
14.
15.
16.
17.
18.

On the desktop, right-click on My Computer.
Select Manage. The Computer Management window displays.

Click on Device Manager to open the Device Manager panel. (If a Device Manager message
displays, click OK and continue.)

In the right panel, expand the list for Ports (COM & LPT).

Write down the USB COM port number for the “TN/ CDC USB to UART” listing (COM 5 in the
example above). You will need to provide this COM port number in step 8 below.

Launch the HyperTerminal software.
a) Click Start.
b) Select: All Programs > Accessories > Communications
c¢) Click HyperTerminal.
The Connection Description window displays.

Type in a name and select an icon that will be used for this connection.

Click OK. The Connect To window displays.

From the drop-down list in the Connect using field, select the COM port noted in step 4.

Click OK. The Port Settings window displays.

Set the COM port properties as follows:
* Bits per second: 115200
* Data bits: 8
* Parity: None
* Stop bits: 1
* Flow control: None

Click OK. A blank HyperTerm window displays.

In the HyperTerm window, select File > Properties. The Properties window displays the Connect
To tab.

Click the Settings tab.

In the Emulation field, select VT100.

Click the ASCII Setup... button.

Verify that Wrap lines that exceed terminal width is selected.
Click OK twice.

Login (see Starting a USB Session below).
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Starting a USB Session in HyperTerminal

The procedure below describes how to access the x222x/x32xx via a USB connection. The x222x/x32xx
can be controlled from a remote management station via a HyperTerminal session over an Ethernet
connection. The x222x/x32xx is controlled and configured through CLI commands. Use the following
procedure to connect to and access the x222x/x32xx via a HyperTerminal (HT) session.

1. Click Windows Start.

2. Select All Programs > Accessories > Communications > HyperTerminal.

3. Create a new HT connection (select File > New) or select an existing connection (File > Open).
4. Press the Enter key. The Password prompt displays. If “Login incorrect” displays, ignore it.

“& IONMM - HyperTerminal
File Edit Yiew Call Transfer Help

0= & & =B &

Password:

Login incorrect
login: TON
Password:

If the login prompt does not display, try unplugging and re-plugging the USB cable at the
IONMM.

If your system uses a security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and
password required by that protocol.

5. Type ION (all upper case) and press the Enter key. The login prompt displays.

6. Type private (all lower case) and press the Enter key. The ION system command prompt
displays. For example:

“& IONMM - Hyper Terminal
File Edit “iew Call Transfer Help

Password:

Login incorrect
login: TON
Password:

Hello, this is I0N command line {version 1.80).
Copyright 2009 Transition Networks.

AgentIIT C1{S1{L1D>

Hello, this is ION command line (version 1.00).
Copyright 2009 Lantronix.

Agent III C1|S1|L1D>

7. Continue by entering ION CLI commands to the right of the > symbol. Press the Enter key after
each command.

8. If the NID controlled by the IONMM, go to step 9. Otherwise continue with step 10.
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9. Enter a go command to change the location for the command prompt. The go command format
is:
20 [=<1-16>] [s=<1-32>] [l1ap=<I1-15>] [Rap=<1-15>] (1 p=<1-5>{2p=<1-15>Bp=<1-15>]1dRd[B3d)
(for a slide in card), or
20 [=<0-16>] [s=<0-32>] [l1ap=<I1-15>] [Rap=<1-15>] (1 p=<1-5>{2p=<1-15>Bp=<1-15>]1d[Rd[B3d)
(for a standalone card).

10. Enter commands to set up the various configurations for the NID. For configuration information,
see “Section 4: Configuration” on page 87. For a description of all available CLI commands see
the ION Systems CLI Reference Manual, 33461.

Note: If required by your organization’s security policies and procedures, use the CLI command set
community write=<xx> to change the default password. See the /ON Systems CLI Reference Manual,
33461.

Terminating a USB Connection from HyperTerminal
To terminate the USB connection, do the following.

At the command prompt, type q(uit).

Press Enter.

Click Call > Disconnect.

PowonNp e

Click File > Exit.
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Access via an Ethernet Network

The NID can be managed remotely through the Ethernet network via either a Telnet session or the Web
interface. Before this is possible, you must set up the IP configuration for the NID.

IMPORTANT

It is recommended that you initially set up the IP configuration through the serial interface (USB
connection). See “Performing Initial System Setup” on page 56.

Otherwise, in order to communicate with the NID across the network for the first time, you must change
the network settings (IP address, subnet mask and default gateway address) of your PC to coincide with
the defaults of the NID (see “Appendix B: Factory Defaults” on page 534). Make note of the original
settings for the PC as you will need to reset them after setting the IP configuration for the NID.

Starting a Telnet Session

The NID can be controlled from a remote management station via a Telnet session over an Ethernet
connection. The NID is controlled and configured through CLI commands. Use the following procedure
to connect to and access the NID via a Telnet session.

1. Click Start.
2. Select All Programs > Accessories.

3. Click Command Prompt. The command prompt window displays.

e+ Command Prompt

Microsoft Windows HP [Version 5.1.266001]
¢G> Copyright 1985-2801 Microsoft Corp.

C:xDocuments and Settingshjeffsl_

4. Atthe command line type: telnet <xx> where:
xx = IP address of the NID
5. Press Enter. The login prompt displays.
Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), enter the login and password
required by that protocol.
Type your login (the default is ION). Note: the login is case sensitive.
Press Enter. The password prompt displays.

Type your password (the default is private). Note: the password is case sensitive.

w o N o

Press Enter. The command line prompt displays.
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& Telnet 192.168.1.29

Hello,., this iz ION command line <version 1.88>.
Copyright 200? Tranzition Metworks.

G1i531L1D>

10. If the NID is controlled by the ION Management Module, go to step 11.
If the NID is not controlled by the ION Management Module, go to step 12.

11. Enter a go command to change the location for the command prompt. The go command format
is:
g0 [c=<1-16>] [s=<1-32>] [l1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|I2p=<1-15>|I3p=<1-15>]|11d|I2d|I3d)

for a Slide in card, or
g0 [c=<0-16>] [s=<0-32>] [l1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|I3p=<1-15>]|l11d|I2d|I3d)
for Standalone card

12. Enter commands to set up the various configurations for the NID. For configuration information,
see Section 4: “Configuration” on page 89. For a description of all available CLI commands see
the ION Systems CLI Reference Manual, 33473.

Note: If required by your organization’s security policies and procedures, use the CLI command set
community write=<xx> to change the default password. See the ION Systems CLI Reference Manual,
33473.
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Terminating a Telnet Session
To terminate the Telnet session:

1. Type quit.

2. Pressthe Enter key.

Initial Setup with a Static IP Address via the CLI

The x222x/x32xx supports IPv4-based application protocols. The x222x/x32xx can be assigned IP address
statically or dynamically using DHCP. The x222x/x32xx supports DNS, which lets you assign it a hostname
instead of an IP address. The static IP address assignment is part of the initial x222x/x32xx setup, and at
first the CLI (command line interface) is used to configure the IP address settings. Thereafter, remote
management and/or DHCP addressing can be configured.

The default values are IP Address = 192.168.0.10, Subnet Mask = 255.255.255.0, Default Gateway =
192.168.0.1, with no DNS address assigned, and no DHCP client enabled. When manually setting the
x222x / x32xx NID’s IP address, it can only be given a Class A, Class B or Class C address; it cannot be
given a multicast or reserved IP address. The multicast addresses, loopback addresses, and link local
addresses that can be used in a local network include 10.0.0.0~10.255.255.255,
172.16.0.0~172.31.255.255, and 192.168.0.0~192.168.255.255).

The following procedure is for setting a static IP address for the x222x/x32xx NID. When this procedure
is completed, you can communicate with the x222x/x32xx across the network via either a Telnet session
or the Web interface.

1. Start a USB session (see “Starting a USB Session” on page 67).
2. At the command prompt type set ip type=ipv4 addr=<xx> subnet—-mask =<yy> where:

xX = |IP address of the NID

yy = subnet mask
3. Press Enter.
4. Set the IP address mode. Type set ip address mode=<xx> where:
xx = the IP addressing mode (bootp, dhcp, or static).
5. Type set gateway type=ipv4 addr=<xx> where:
xx = default gateway address (note that only one default gateway can be set)
6. Press Enter.

7. Verify the setup. Type show ip-mgmt config and press Enter. The current configuration displays.

For example:

Agent III C1|S9|L1D>set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0
Agent III C1|S9|L1D>set ip address mode=static

Agent III C1|S9|L1D>set gateway type=ipv4 addr=192.168.0.1

Agent III C1|S9|L1D>show ip-mgmt config

IPv4 management configuration:
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IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: disable

Link Local Address: fe80::2c0:f2ff:fe21:177
Global Address Mode: static
Global Address: 88
Management Prefix: 0

Duplicate Address Detect: false
Gateway Mode: static
Gateway Address: oS

server index addr_type address

DNS serveril ipv4 192.168.1.30
DNS server2 ipv4 0.0.0.0

DNS server3 ipv4 0.0.0.0

DNS server4 ipv6 i

DNS server5 ipv6

DNS server6 ipv6

Agent III C1|S9|L1D>

For more information about IP configurations see “Setting the IP Addressing” on page 92.

Accessing the NIDs

The x222x / x32xx NIDs can be accessed through either a local serial interface via a USB connection or
through an Ethernet network connection. The network connection can be done via a Telnet session or a

Web graphical user interface (GUI).
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Access via Local Serial Interface (USB)

The x222x / x32xx NIDs can be connected to a local management station (PC) through a serial interface
using a USB connection. The NID is controlled by entering command line interface (CLI) commands at
the local management station. To use the serial interface (USB) the following is required:

Personal computer (PC)

USB cable (type A male connector on one end and type B male connector on the other)
Terminal emulator program (e.g., HyperTerminal) on the PC

USB driver installed on the PC

Configured COM port

IMPORTANT

In order to control the chassis slide-in module through a USB serial interface, the command line prompt
must be showing the location of the module to be managed.

Web Browsers Supported

The ION system supports the latest version of most popular web browsers.
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Starting the Web Interface

The NID can be controlled and configured from a remote management station via a Web graphical user
interface (GUI) over an Ethernet connection. Information is entered into fields on the various screens of
the interface. Note: fields that have a grey background cannot be modified.

A Web session can be used to connect to and set up the NID.

IMPORTANT
* Do not use the back button to navigate the screens. This will cause the connection to drop.
* Do not use the back space key in grayed out fields. This will cause the connection to drop.

* For DHCP operations, a DHCP server must be on the network and available.

To sign in to the NID via the Web, do the following.

1. Open a web browser.

) ION System Web Interface - Mozilla Firefox {= I0N System Web Interface - Windows Internet Explorer

File Edit Wew History Bookmarks Tools  Help — TR T —————
@.\- y * | @] http:/[192.168.1,10{web.htmi

@ - c i {ai |_] http:ff192. 168, 1. 10login. html

[] Mast Visited |:] Getting Started (5. | Latest Headlines |:] 10N System Web Inte...

File Edit Wiew Fawvorites Toaols Help

¢ Favorites (&8 10N Syskem Web Inkerface
Ij ION System Web Interface Mi ’é Yy

2. Inthe address (URL) block, type the IP address of the NID (the default address is 192.168.1.1).

3. Click Go or press Enter.
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The ION System sign in screen displays.

Sign in to ION System Web Interface

User Name: |IDN |
Password: [sesessd )

Note: If your systems uses a security protocol (e.g., RADIUS, SSH, etc.), you must enter the login and
password required by that protocol.
4. Type the System name (the default is ION). Note: the System name is case sensitive.
5. Type the password (the default is private). Note: the password is case sensitive.
@ : Click to display the Password text as you type it.
E] : Click to hide the Password text as you type it.

6. Click Sign in or press Enter. The opening screen displays.

'r_,é IOM System Web Interface

=
TRNSITION

System * | View~ | Help~

10N System
+110N Stack

7. Click the plus sign [+] next to ION Stack. This unfolds "ION Stack" node in the left tree view and will
refresh device status.

8. Click the plus sign [+] next to Chassis to unfold the chassis devices.

IOH System
—-10N Stack
- Chassis

+-[01]IONMM
+1[02]C6210-3040
+1[03]C3230-1040
+[04]C6010-3040
+1[05]C3230-1040
+ [06]C3220-1040

9. Select the appropriate model NID. The MAIN screen displays for the selected NID.
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A Model C2220 MAIN screen is shown below:

+-[02]C2110-1013
+-[03]1C2210-1013
+-[04]C2220-1014
+-[05]C3110-1013
+-[06]C3210-1013
+-[07]C3220-1040
+-[08]C3221-1040
+[09]C3230-1040
+ [10]C3231-1040
+ [12]C6010-3040
+ [13]86120-1013
+ [15]C6210-3040
+ [22]I0NPS-A

+-[23]|0NPS-D

10N System I [N e | aovanceo || sire || rrres || ssH || Repws || TAcacs- || Act || FDB | VLAl |
10N Stack Model Information

=i Chassis | Serial Mumber 1(Model 1| Software Revision 1(Hardware Revision 1

+-[01)IONMIM |[11673588 |||[c2220-1014 (] |00 I

Bootloader Revision

System Configuration
‘S stem Name———— 1/ System Up Time— | System Contact————7|System Location
C2220-1014 ‘

|||2:6:24:00 22 i lTransilium Metworksftechs]|| 10900 Red Circle Drive ||
Configuration Mode— Console Access— | Number of Ports 1MAC Addres: 1
‘Suﬂware |[[Enabled ~| |z H‘Wcurz—zw—ozraa I

[Upt\me Reset][System Rebnnl][All Counters Reset][Reset To Factory Cnnﬁg]

‘Device Description

1(Login Type 1
= 5

Management VLAN Cenfiguration

VLAN ID 11 Statu: Member Port:

2 Hhﬁab\gd v|HDPm 1 OPort 2 ‘
System Log Configuration

L L ——

fo.000 |

Server Port 1(Level |Mode 1
5 I Fiotics & [15g 2 3

TFTP Settings

TFTP Server Address—————— Firmware File Name Status
(0000 I ‘ND Action
Save Server Address|[Upgrade Firmware]

Refresh mm

A Model C2220 MAIN screen is shown below (for a device in Local switch mode).

Syt c | view | n e |
10N System <] | apvancen || swte || vries | ss | rapws | acL || FoB | viaw | stup | users | BackuPRESTORE | <]
- 10N Stack
Mods! Information
= Ge2etits Serial Number | (Model | Software Revision— | Hardware Revision———
i~Port 1 |[11673589 ||/[c2220-1014 || Jll[1oa 1l
i der Revision
System Configuration
| System Name——— System Up Time 1|System Contact 1| System Location 1
|[c22201014 |[/[0:0-02:26 58 |[|[Transition Networks(techs]| 10900 Red Circle Drive ||
Configuration Mode |Consale Acces: 1 (Number of Port 1 IMAC Addres: 1
hsmmare |[Enabled ~| 2 || [oo-Co-F2-21-02-83 I|
[Uptime Reset] Reboot][All Counters Reset|[Reset Te Factory Config]
\Device Des 1
L |
IP Configuration
IP Address Mode
Static e
IP Addres: | Subnet Mask | |Default Gateway————
|[122.168.1.10 |[|/255 255 255.0 J[|[122 16810 I
|DNS 1 1 [DNS 1 [DNS |
[o000 o000 J|[b000 |
DS 4 |DNS 1 DNS 6 |
[0:0.0.0 J|[o0.0.0 J|[b000 |
Management VLAN Configuration
|VLAN ID | |Statu: | IMember Port
2 |||/ Disabled VH‘DPum OPort 2
System Log Configuration
Server Address Server Port Level Mode
[ il | [Emergency v| [Log local v
TFTP Settings
|TFTP Server Address—— Firmware File Mame T —
lo.0.0.0 il | {[1o Action I
[save Sewer Address|[Upgrade Fimware]
Getting values finished Version 121

10. You can use the various tabs to configure the system, devices and ports. For configuration
information, see “Section 4: Configuration” on page 165.

Note: If required, use the set community CLI command to change the default password according to
your organization’s security policies and procedures.
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Terminating the Web Interface
To sign out from the Web interface, in the upper left corner of the ION System Web Interface:

"_',é TON System wWeb Interface

—
TRANSITION

System > | View¥  Helpr

ION System E3ls
+ 10N Stack

1. Click the System dropdown.
2. Click Sign out.

=
TNSITION

System > | View™ | Help =

m; ADVANCED |
_HI[DN ek Madel Infarmatian

The sign in screen displays.

Note: At IONMM FW v 1.3.14 and before, the ION System does not automatically log out on exit or after
a timeout period, which could leave it vulnerable if left unattended. Follow your organizational policy on

when to sign out.

At IONMM FW v 1.3.15 and above, a 15 minute inactivity timeout was added. Also note that at login, a
timestamp displays while the page loads.
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Changing Switch Mode (Local / Remote)

Management and configuration control can be switched between local management control (via CLI,
Telnet or Web) or remote management control (via the IONMM).

The switch mode can be changed for the NID using only the CLI method.

The CLI command set switch mode={local | remote} changes the operating mode of a standalone
device.

Remote Mode: the device can only be managed and configured via the IONMM. Setting the switch
mode to remote indicates that the device is managed through the IONMM. The device cannot perform
any IP management when in ‘remote’ mode. Remote mode is the C222x/C32xx default mode for all
firmware versions. This is the $222x/S32xx (standalone) default mode at version 1.2 and below.

Local Mode: the device can only be configured and managed directly via CLI, Telnet or Web. Setting the
mode to local indicates that the device is managed through either a direct USB connection or a direct
network connection via Telnet or the Web interface (i.e., the device is no longer managed by the
IONMM). This is the $S222x/S32xx (standalone) default mode at version 1.3.10 and above. If deployed as
a standalone, this must be set to Local.

To change the device switch mode to local, do the following:

1. Starta USB session (see “Starting a USB Session” on page 67).

2. At the command prompt type set switch mode=local.
3. Pressthe Enter key.
4. Reboot the card for the changes to take effect. At the command prompt type reboot.
& Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset

to factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

5. Press the Enter key to reboot the module.
6. At the command prompt type show switch mode.

7. Press the Enter key. This displays the device’s management mode - local or remote - indicating
where the device is managed:

e |ocal — device is managed through direct connection to the device.
e remote — device is managed through the IONMM.

Note: The system can not show the switch mode on all card types.
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3. Management Methods

General
The x222x / x32xx NIDs are managed either directly or through the IONMM. Whether the NID is
managed directly or indirectly, management is accomplished through one of the following methods.

* Simple Network Management Protocol (SNMP) — both public and private Management
Information Bases (MIBs) allowing for a user to easily integrate and manage the ION platform
with an SNMP based network management system (NMS).

* Telnet session — uses a command line interface (CLI) to access and control the IONMM through
the network.

* Universal Serial Bus (USB) — uses a CLI to access and control the IONMM through a locally
connected workstation.

*  Web-browser — access and control the IONMM using a standard web browser and a graphical
user interface (GUI).

IONMM Managed NIDs

NIDS that are managed through the IONMM are either chassis resident (C32xx) or standalone modules
(S32xx) that are connected as remotes to chassis resident modules. Communications between the
IONMM and the NIDs is through the ION Chassis backplane. See the IONMM User Guide for details.

Managing Slide-In and Remote Modules Using CLI Commands

Management of modules other than the IONMM can be accomplished by entering CLI commands
through either the local USB serial interface or a remote Telnet session. CLI commands can operate on
the device level or port level. This is indicated by the status of the command prompt’s preamble.

For example:
C1|s1|L1D>

This prompt indicates that any subsequent commands entered are for the module located in chassis
1/slotl. In order to enter a command for a different device or port in the ION system, you must change
the location of the command prompt. The go command lets you change the hierarchical location of the
command prompt. Before using the command, a familiarity with the hierarchy structure in the ION
system is essential. A representation of the hierarchy is shown in the figure below.
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Figure 18: CLI Location Hierarchy

In the above figure, there are three levels of devices:

* L1D, or level one device, refers to devices (IONMM and other NIDs) that are installed in the
chassis.

* L2D, or level two device, refers to a device that is directly connected to a port ina NID in the
chassis and has other devices connected to it.

* L3D, or level three device, refers to a device that is directly connected to a port in a level one

device.
The ports on a device are divided into two categories: Device ports and Attachment ports.

* Device ports — These are ports on a specified device that are used as service ports for either
customer or network connections, and are typically attached to routers or switches. These ports
are labeled L1P=, L2P=and L3P=. The L1, L2, and L3 indicate the level of the device that the port
is on. Devices attached to a port with this designation cannot be managed by the IONMM.

* Attachment port — These are also ports on a specified device; they are labeled LIAP= and L2AP=
and indicate an attachment point for another ION family device that can be managed by the
IONMM.

Physically these are the same port. That is, L1P1 and L1AP1 are both port one on a level one device.
However, it is how they are used that determines their syntax. For example, L1P1 indicates that the port
is used to connect to a service device that is not managed by the IONMM. L1AP1 indicates that the port
is used to connect to a level two device that can be managed by the IONMM.
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Example 1

In the CLI location hierarchy, to go to the first port (L3P1) on device L3D in the network topology shown
in Figure 19, you would enter the following command from the base prompt.

C1|S1|L1D>go s=5 llap=2 l2ap=1 13p=1
The resulting command line prompt would be:

C1|S5|L1AP2|L2AP1|L3P1>
Any CLI command appropriate for the port can now be entered.

Example 2

In the CLI location hierarchy, to go to device L2D in the network topology shown in Figure 19, you would
enter the following command from the base prompt.

C1|S1|L1D>go s=5 llap=2 l2d=1

The resulting command line prompt would be:
C1|S5|L1AP1|L2D>

Any CLI command appropriate for the device can now be entered.

The following describes the procedure for using CLI commands to manage the NIDs.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Use the go command to change the operational location to the device/port to be managed. The go
command format is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>[12p=<1-15>[13p=<1-15>[11d|12d|13d)

for a Slide in card, or
g0 [¢=<0-16>] [s=<0-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>[12p=<1-15>[13p=<1-15>[11d|12d|13d)
for Standalone card

3. Configure the NID using the appropriate commands. For a complete list of the available commands,
see the ION System CLI Reference Manual, 33473.

4. To return the location to the IONMM, type home and press Enter.
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Example 3:

The CLI prompt (>) displays an editable name prefix based on the “System Name” field. You can add or
modify the System Name via the CLI. For example if the name was “lab”, the IONMM “System Name” is
carried through to every prompt/card that you are logged into (e.g., lab C1|S3|L1D>, lab C1|S5|L1D>,
lab C1|S8|L1D>, etc.).

If you don’t enter a name in the “System Name” field, the CLI prompt default remains (e.g., C1|S3|L1D>,
C1|S5|L1D>, C1|S8|L1D>, etc.).

So if you enter “Agent” in the System Name field, the CLI prompt would display as Agent C1|S3|L1D>,
Agent C1|S5|L1D>, Agent C1|S8|L1D>, etc., but the module name in the Stack and other places in the
ION Web interface would still show IONMM.

Managing Slide-In and Remote Modules via the Web Interface

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

IOH System [<]
~+ION Stack
—:Chassis
- [03)IOMNAN
= -[08]C3220-1040 Chassis mounted
- Part 1 dewice (L1009
=iPort 2 Attachment port (L1AP=2)
—-REM:C3221-1040 - Remote stand-alone
.Port 1 dewice (L2100
i--Pnn 2 Attachment port (L2ZAP=2)
— REM-C3221-1040 — Remote stand-alone
Bt dewice (L3100
- Port 2

~Port 3

2. Click on the slide-in module or port to be managed.

3. The operations that can be performed depend on the type of slide-in module. Refer to the product
documentation for the information. See the “Related Manuals” section on page 38.
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Direct Managed NIDs

Direct management is for standalone NIDs (S32xx) that are not connected to a module that is managed
through the ION Management Module. In direct management the network and/or USB cable is
connected directly to the module to be managed.

Managing Standalone Modules Using CLI Commands

Management of standalone modules can be accomplished by entering CLI commands through either the
local USB serial interface or a remote Telnet session. CLI commands can operate on the device level or
port level. This is indicated by the status of the command prompt’s preamble.

For example:
C1|S3]|L1D>
or
AgentIII C1|S1|L1D>

This prompt indicates that any subsequent commands entered are for the device instead of a port. In
order to enter a command for a port, you must change the location of the command prompt. The go
command allows you to change the hierarchical location of the command prompt.

The go command format is:

go [c=<1-16>] [s=<1-32>] [llap=<1-15>] [12ap=<1-15>] (l1p=<1-55>|12p=<1-15>|13p=<1-
155|11d|12d|13d)

for a Slide in card, or

go [c=<0-16>] [s=<@-32>] [llap=<1-15>] [1l2ap=<1-15>] (l1p=<1-5>|12p=<1-15>|13p=<1-
15>|11d|12d]|13d)

for Standalone card
For example:

In the CLI location hierarchy, to go to port 1 on a device, you would enter the following command from
the base prompt:

Co|se|L1D>go 11p=1
The resulting command line prompt would be:
co|se|LiP1>
Any CLI command appropriate for the port can now be entered.

Subsequently, to return to the device level, you would enter the following:

co|se|L1P1>go 11d
The resulting command line prompt would be:

Co|soe|L1D>
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Managing a Standalone Module via the IONMM Web Interface

You can manage standalone modules from the ION web interface via the IONMM.
1.
2.

Access the NID via the Web interface (see “Starting the Web Interface” on page 45).

Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view if not

already done.

Click the plus sign [+] next to Chassis and click the plus sign [+] next to a module.

Click on the module or port to be managed (e.g., C3220-1040 in slot 03 shown below).

v NETWORKS«

TRANSITION

System~ View~ Help~

Copper Port 1
.~ FiberPort 2

+/[D4]CB110-1013
+1[05]C3231-1040
+[071C3230-1040
+/[16]C2110-1013
+ [23]IONPS-A-R1

ION System IP | ADVANCED || sNTP || HTTPS || S5H | RADIUS || TACACS+ | ACL | FDB || vian |
= ‘_ON Stack Model Information
=" Chassis (Serial Number————— Medel——————————— [Software Revision———— [Hardware Revision———
+ [0TIIONMM 5219475 || [c3220-1040 | 131758 || .00 |
+ [02]C3220-1040 ootloader Revision:
- p3CI201000

System Configuration
System Name—— System Up Time——— System Contact———— System Location———

|lc3220-1040 || |[7:422:22.18 || |[Transition Networks(techs|| (10900 Red Circle Drive |
[Cenfiguration Mode——— Console Access———— Number of Ports————— (MAC Address ——————
[Uptime Resef{System RebooffAll Counters ResefReset To Factory Config]

|| Device Description  [Login Type 1
[ | |[Local |

Management VLAN Configuration

[VLAN ID | [Status | [Member Ports
2 || | Disabled V|| [EPort 1 [lPort 2

System Log Configuration

[Server Address 1

loooo ]

[Server Port  [Level 1 (Mod 1
HSM ” ”lece v|| ”Log local V||
TFTP Settings

(TFTP Server Address———— \Firmware File Name Staus——

0.0.00 [ | |No Action I
[Save Server Address|Upgrade Firmware]Refresh

[RefreshiSavelHelp

Getting values finished

Version: 1.3.20.11

5. Select the various tabs to perform the applicable operations.
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Managing a Standalone Module via the Web Interface

You can also manage standalone modules from the ION web interface without an IONMM.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view if not

already done.

3. Click the plus sign [+] next to Chassis and click the plus sign [+] next to the module.

agmm T visw T mE |
ION System 0l | Aovancep || swtp | Hrtes || ssH || Rapws | Act || FoB || vian | suwp || USERS | BACKUP-RESTORE |
o o NeStech Made! Information
= EEEE0 Serial Number 1| Model 1| Software Revision Hardware Revision ]
Port 1 (11673589 ||/[c2220-1014 H‘h.z 1 | |i1.0.0 ]
P Eostoader Reision
121
System Configuration
|System Name————— System Up Time—— System Contact——1, System Location————
|[c2220-1014 |||0:0:02:26.98 H“Traﬂsmw Networks(techs|||[ 10900 Red Circle Drive ||
Configuration Mode 11Console Acces: 1\Mumber of Ports 1|MAC Addres 1
Software || [Enabled vi||E ||\\uu-cn-Fz-zw-u2-Bz |
[Upt\me R }{ R }{ Counters R ‘”"‘ t To Factory Cunﬁg]
|Device Description 1
[ |
IP Configuration
| 1P Address Mode 7
| Static
|IP_ Addres: 1/ Subnat Mask ‘HDelauh Gateway—
|[192.168.1.10 |||[255.255.255.0 | [192.188.1.0 I
\DNS 1 1\DNS 2 |\ DNS 3 |
|b000 ||[0000 o000 |
\DNS 4 /DNS & | DNS ¢ !
loooo |[|lo00.0 ||o:000 I
Management VLAN Cenfiguration
[VLAN ID 1| Status 1/Member Ports
I H‘}D\Sah\ed v”|DPnn 1 OPort 2
System Log Configuration
Server Address Server Part Level Made
\ il | [Emergency v| [Log local v
TFTP Settings
TFTP Senver Address— Firmware File Name | Status——————————
hu.u 00 [ | hNu Action |
[Save Server Address|[Upgrade Firmware][Refresh]
e
Getting values finished Version: 1.2.1

4. Click on the module or port to be managed (e.g., C2220-1040 on the screen above).

5. Select the various tabs to perform the applicable operations.

You can perform the same functions as with the IONMM management, as well as the SNMP, Login

USERS, and BACKUP/RESTORE functions.
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Menu System Descriptions
The table below describes the ION Web interface in terms of its system-level pane, dropdowns, tabs
and sub-tabs. Note that menus and tabs vary slightly by model.

Table 11: System-Level Menu Description
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Dropdown / Tab Description

ION Stack - consists of one standalone chassis.

The Stack Members table lists the Stack's chassis and its type (e.g.,
ION219).

Chassis - The Chassis View shows a summary view of one ION chassis.
Model Information includes:

* Serial Number - The serial number of the chassis itself. Individual NIDs
also have their own serial numbers.

ION System pane * Model Name - The exact model name of this device. When contacting
Technical Support, please be sure to give this name rather than the less
specific Catalog number.

* Software Revision, Hardware Revision, and Bootloader Revision.

* Chassis Members table - lists local physical components in slots 1 to 19.
Device — provides tabs and sub-tabs for the IONMM and NIDs in the ION
system.

Port - provides tabs and sub-tabs for a selected NID port.

System dropdown Sign out.
View dropdown Refresh.
Help dropdown Online Help, ION Product Home Page, About ION System Web Interface.

Model Information, System Configuration, Device Description,
MAIN tab IP Configuration, Management VLAN Configuration, SNMP Configuration,
System Log Configuration, and TFTP Server Settings sections.

Sections: IPv4, IPv6, and DNS Configuration.

IP Tab

Buttons: Refresh, Save Help.

FDB Aging Time, MAC Address Learning, Link Pass Through (LPT),
ADVANCED tab IEEE Priority Class, and IP Traffic Class sections.

SNTP Configuration, Daylight Saving Time Configuration, and SNTP
SNTP tab .

Servers sections.
HTTPS tab HTTPS Status, HTTPS Port, Certificate Type, and Copy HTTPS

Certification functions.
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SSH Server Status, Version, SSH Auth Timeout, SSH Auth Retries, Host

SSH tab Public-Key Settings, and User Public-Key Settings.

RADIUS tab RADIUS Client enable/disable and RADIUS Server(s) configuration.

Sections: TACACS+ Client and TACACS Server 1 - TACACS Server 6
TACACS+ Tab sections.

Buttons: Refresh, Save, Help.

Set ACL Status and Chain Policy, Add/View/Modify Rules, and
Add/View/Modify Conditions for Rules. Set Priority, Policy and Trap Rate

ACL tab for Rules. Define Type, Source or Destination, Operation, and value for
Conditions for Rule(s).
Add, Edit or Delete MACs (MAC Address / Port / Priority and Entry Type).
FDB tab .
Flush FDBs operations.
VLAN tab Add, Edit or Delete VLANs and related parameters. Flush VLANs

operations (Flush All / Flush All Dynamic).

Sub-tabs: General, Users, Groups, Views, Trap Hosts, Remote Users.
SNMP tab Fields: Community String, Access Mode, SNMP V3 Engine ID.
Buttons: Add, Delete, Refresh, Save, Help buttons.

Fields: User Name, Password, Confirm Password, Level fields.

USERS tab Buttons: Refresh, Add, Edit, Delete, Help buttons.
Sub-tabs: Backup and Restore. TFTP Server Address and Status fields.
Backup - lets you select modules from a list to Back Up (you must
BACKUP / download config files after backing up is done).
RESTORE Buttons: Download, Refresh, Back Up, Help.
tab* Restore - lets you select modules to Restore (you must upload config files

before restoring is started).
Buttons: Upload, Refresh, Restore, Help.

* Note that not all tabs are viewable by all user levels. For example, the BACKUP-RESTORE tab and
the USERS tab are only available to admin users.
The table below describes the ION Web interface in terms of its port-level tabs and sub-tabs.
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Table 12: Port-Level Menu Description

Tab

Description

MAIN tab

Sections: Circuit ID, Port Configuration, Auto Negotiation Settings,
Control Frames Management / Capabilities Advertised, Port Forward
Management, L2CP Disposition, TN Topology Discovery Protocol TX,
and Virtual Cable Test (VCT).

Buttons: Virtual Cable Test, Refresh, Save, and Help.

ADVANCED tab

Sections: Bandwidth Allocation, MAC Security, VLAN Forwarding
Rules, Priority Forwarding Rules, VLAN Tag Management, User
Priority, and Egress Queue Mode.

COUNTERS tab

Sections: RMON Counters, RX Counter, TX Counter, Dot3 Statistics,
and MAC Control Frames.

LOAM tab

Sections: LOAM Configuration, LOAM Peer Information, Loopback
Management (Start / Stop).

Sub-tabs: Main, Counters (Reset LOAM Counters), Event Configuration
(Dying Gasp / Critical Events), and Event Log.

DMI tab
(Port 2 only)

Sections: Interface Characteristics, Diagnostic Monitoring, Supported
Media Length.

The DMI (Diagnostic Maintenance Interface) function displays NID
diagnostic and maintenance information such as interface
characteristics, diagnostic monitoring parameters, supported media
lengths, and Vendor Specific Information. See “DMI (Diagnostic
Maintenance Interface) Parameters” on page 248 for more information.

Note: not all NID models / SFPs support DMI. Lantronix NIDs that
support DMI have a “D” at the end of the model number. If you click the
DMI tab on a NID that does not support DMI, the message “The DMI
feature is not supported on current port.”
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Reboot, Reset, and Power Off Function Notes

Certain functions such as a System Reboot, Reset to Factory Configuration, Reset Power to a Slot, and
Power Off a Slot) cause the system to delete certain stored files. Caution: In some circumstances, these
stored files are lost unless you first perform a System Backup. See the “Backup and Restore Operations”
section starting on page 199 for information on how to save the stored files from deletion.

For more information on how the Reboot, Reset, and Power Off functions impact stored files, see:

e Table 15: Back Up and Restore File Content and Location on page 209
e Table 16: File Status after a Reset to Factory Defaults on page 214
e Table 17: File Content and Location after a System Reboot on page 218

e Table 18: File Content and Location after a Firmware Upgrade on page 233

Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset
to factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

System Reboot
Clicking the System Reboot button resets all system states and reinitializes the system; all configuration
data is saved during a restart.

ION System AW apvanceD | swte || RS || ssH || RaDws || acL || Foa || vian || snwP || UsERs || BACKUP-RESTORE

=IONSta Model Information
Serial Number 7 Model Software Revision |Hardware Revision————
2HEL [11615637 [caz0-1040 [ 100 .
Port 2
Bootloader Revision i
[1.2.1 |

System Cenfiguration
System MName
|C3220-1040 |

Configuration Mode
Softwara

System Location———

System Up Time System Contact——
10:1:25:12.20 | “Transltmn Matworks(tachs|
- L
ecof D IAC Add

110900 Red Circle Drive |

Console Acces

|Enablad Message from webpage

Uptime Re 2
\.JJ System wil be rebooted, are you sure to proceed?

|.Dg‘c'l_C.e_D§§.C.ﬂ_EJ ion

IP Confiouration

Press the Cancel button if you are not sure you want a system reboot to occur.
Press the OK button to clear the webpage message and begin the reboot process.

The message “Loading, please wait... displays.

Note that a System Reboot can take several minutes.
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Reset To Factory Config

Clicking the Reset To Factory Config button resets the entire system configuration to the state it was in
when it shipped from the factory. This permanently removes all current configuration details and loads
the factory default settings. The message “A factory reset will wipe out all current configuration and load
the factory defaults along with a system reboot; are you sure to proceed?” displays.

ION System S ma DVANCED | SNTP | HTTPS || sSH || Rapws || AcL || FDB | viAn || SNMP | USERS | BACKUP-RESTORE
e s I e

Model Information
i .;3220-1040 Serial Number Model || Software Revision Hardwa_[e_ Revision
i~ Port 1 11615637 || [c322011040 [|[120 J||[100 |

“-Port 2

Bootloader Revision

System Configuration

S stem Name System Up Time System Contact System Location
|03220 1040 ‘ 1012512 20 |[|[Transition Netwaorks(techs| ‘ |10900 Red Circle Drive |
Configuration Mode |Console Access |Mumber of Ports MAC Address

L | |00-CO-F2-20-E2-40 |

|Software | ‘\ Enabled

Uptime Reset||System Reboot

set To Factory Config

| Message from webpage

o ?’/ A Fackory reset will wipe out all current configuration and load the Factory defaults along with 5 system reboot, are you sure o proceed?
Il pal S
| Sta = =
IP A

You should only click OK if you wish to reboot. Otherwise, click Cancel if you are not sure you want a
factory reset / reboot to occur.

Reset Power to a Slot

At the Chassis > MAIN tab, you can click the Reset button to reset power for the selected slot in the
chassis. The message “Are you sure to power reset this slot?” displays.

10N System MAIN

=" 10N Stack Model Information
| Serial Humber 1/ Model Name Sottware Revision || Hardware Revision 1
+-[01]IONMM 3245 |||lonz19 I\‘ 104 [[|[t00 I|

+[03]C3230-1040
+1[05]C3230-1040
+1[08]C3221-1040

L H0IC3231-1040 Chassis Members
£ [2c2110.4013 Shot Slot Status | Description Power Status
H[141C2210-1013 1 Oceupied 10N BPC Media Conversion Card IONKIM On
+H[16]C2220-1014 2 Eine on &R
+H[18]C3220-1040
e 3 Oceupied 10N BPC Media Conversion Card C3230-1040 On [0f) [Rese
+[22]I0NPSA
+[23]I0NPS-D 4 Empty On @ [Rese]
5 Occupied 10N BEC Media Conversion Card C3230-1040 On [0 [Resed
5 Message from webpage
7 Bre you sure to power reset this slot?
- / { After power resst, it will take & while to ses Card Change in this slot, please Foldfunfold the Chassis node in left tres panel to check the progress. If the card information changss on the Tree,
5 then ciick the refresh button in this page }
5
10 Occupied 10N BPG Media Conversion Card C3231-1040 on [off
1 Empty on [of
12 Occupied 10N BPG Media Comersion Card C2110-1013 on [0f]
13 Empty
14 Occupied 10N BPC Media Comersion Card C2210-1013 on [of]
15 Empty on [of
16 Oceupied 10N BPC Media Conversion Card C2220-1014 On @

After power reset it will take a while to see card change in this slot; fold/unfold the Chassis node in the
tree panel to check the progress. If the card information changes on the Tree, then click the Refresh
button on this page.

If you are not sure that you want to reset this chassis, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

33472 Rev. K https://www.lantronix.com/ Page 77 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

Power Off a Slot

At the Chassis > MAIN tab, you can click the Off button to remove power to a selected slot in the
chassis. The message “Are you sure to power off this slot?” displays.

10N System

="1QM Stack

O1IONMM

22]0NPS-A
[23]IONPS-D

02]C6010-1040
03]C6210-3040
04]C6120-1013
07]C3210-1013
08]C3221-1040

12]C2110-1013
14]C2210-1013
16]C2220-1014

WModel Information

Serial Number
3245

1
2o

Software Revision—|Hardware Revision———

| [f-o0

@y fAre you surs to power off this siot?
\-‘) { After power off, it will take a while to see Card Disappear in this siot, please fold/unfold the Chassis node in left tree panel ta check the progress. If the card disappears on the Tree, then click
the refresh button in this page )

Bootloader Revision

Message from webpage

18]C3230-1040

Ea
£
=2l
£
1
+ [l
I+-[10]C3231-1040
Ead
[
[
[
L
+

44

10N BPC Media Canversion Card C6120-1013

10N BPC Media Conversion Card C3210-1013

10N BPC Media Canversion Card C3221-1040

ION BPC Media Conversion Card C3231-1040

On (0] [Reset
on [of] [Reset
on o8 Rasel
on G ea)
on 68 esel
on 0 ea)
Ol@l

1o (O8] [Bacad

v

Getting values finished

Version- 121 |

If you are not sure that you want to power off this slot, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

After power off, it will take a while for the card to disappear from this slot; fold/unfold the Chassis node
in the left tree panel to check the progress. If the card information changes on the Tree, then click the

Refresh button on this page.
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4. Configuration

General

After the NID has been installed and access has been established, the device and its ports must be
configured to operate within your network. The configuration establishes operating characteristics of
the device and the ports associated with the NID.

Configurations can be done either by entering CLI commands (USB / Telnet) or through a Web interface.
For complete descriptions of all CLI commands, see the ION System CLI Reference Manual, 33473.

The operating characteristics that can be defined for the NID are:

* |P addressing / Device Description / Circuit ID / System setup

* Features

Ethernet Interface (AutoCross, Auto negotiation, Bandwidth allocation, Speed, Duplex mode)
Ethernet LOAM (Link level OAM)

Fault detection

Flow control (pause frames/back pressure)
Forwarding

IP/IEEE priority remapping

Selective and transparent link pass through
Simple network management protocol (SNMP)
Simple network time protocol (SNTP)

Layer 2 Control Protocol (L2CP)

MAC Learning

System Logging (Syslog)

TNDP (Lantronix Discovery Protocol)

* Security

Access control list (ACL)

Hypertext transfer protocol secure (HTTPS)

Media access control (MAC) filtering

Remote authentication dial in user service (RADIUS)
TACACS+

Secure shell (SSH)

Management VLAN

Login User administration

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.
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Setting the IPv4 Addressing

The IP configuration allows the NID to communicate across the network with other devices in the
network, most notably, a management station. It is this configuration that defines the IP address,
default gateway address and subnet mask of the NID. Additionally, Domain Name System (DNS) servers
can be set up as part of the IP configuration.

The IP address assigned to the NID can either be a static (permanent) address that you enter, or a
dynamic (temporary) address assigned by a DHCP server, or the IP address can be assigned by a BootP
server.

e The BootP (Bootstrap Protocol) network protocol used by a network client to obtain an IP
address from a configuration server. A BootP configuration server assigns an IP address to each
client from a pool of addresses. BOOTP uses the User Datagram Protocol (UDP) as a transport on
IPv4 networks only. The Bootp protocol lets a network user be automatically configured (receive
an IP address) and have an OS booted without user involvement. The BootP server automatically
assigns the IP address from a pool of addresses for a certain duration of time. BootP uses UDP
port number 67 for the server and UDP port number 68 for the BootP client.

e A DHCP server can assign a dynamic (temporary) IP address. The DHCP server contains a list of IP
address that can be used, and assigns one when a requesting device wants to communicate. The
address is assigned to the device for that session only.

e Astatic IP address is one that is permanently assigned to the NID. The static IP address, subnet
mask and default gateway address can be configured in the NID using either the CLI or Web
method.

Note: When changing the IP address, you must reenter the subnet mask and gateway even if those
values have not changed; otherwise, you will get the error message: “% Unknown command.”

IMPORTANT

For standalone NIDs that will not be controlled by the ION Management Module, it is recommended that
you initially set up the IP configuration through the serial interface (USB connection). See IP Static Config
— CLI Method below.

Otherwise, in order to communicate with the NID across the network for the first time, you must change
the network settings (IP address, subnet mask and default gateway address) of your PC to coincide with
the defaults of the NID (see “Appendix B: Factory Defaults” on page 534). Make note of the original
settings for the PC as you will need to reset them after setting the IP configuration for the NID.
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The factory default settings are:

IP Address = 192.168.0.10

Subnet Mask =255.255.255.0
Default Gateway addr = 192.168.1.0
IP Type = |Pv4

IP Addr = 192.168.0.10
Subnet-mask = 255.255.255.0

IP Address mode = Static

IPv4 Static Config — CLI Method

Note: Once the IP address is changed in stand-alone mode, communication will be lost.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Define the IP address and subnet mask for the NID. Type:
set ip type=ipv4 addr=<xx> subnet-mask=<yy>

where:

XX IP address of the NID (e.g., 192.168.1.29 in the example)

vy subnet mask (e.g., 255.255.255.1 in the example)

3. Press Enter.
4. Set the IP addressing mode. Type set ip address mode=<bootp|dhcp|static> and press Enter.
5. Define the default gateway address. Type:
set gateway type=ipv4 addr=<xx>
where:
xx = default gateway address (e.g., 192.168.1.2 in the example)
6. Press Enter.

7. Verify the configuration has been set. Type: show ip config and press Enter. The current
configuration displays. For example:

Agent III C1|S9|L1D>set ip type=ipv4 addr=192.168.0.10
Agent III C1|S9|L1D>set ip address mode=static

Agent III C1|S9|L1D>set gateway type=ipv4 addr=192.168.1.0
Agent III C1|S9|L1D>show ip- config

IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:
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Management State:
Link Local Address:

Global Address Mode:
Global Address:

Management Prefix:

Duplicate Address Detect:
Gateway Mode:

Gateway Address:

server index

addr_type

disable

fe80::2c0:f2ff:fe21:177

static
0
false
static

address

DNS

Agent III C1|S9|L1D>

serverl
server2
server3
server4
servers
server6

ipv4d
ipv4
ipv4
ipv6
ipv6
ipv6
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IPv4 Address Config — Web Method

Note: Once the IP address is changed in Remote mode, communication will be lost.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the IP tab.

3. Locate the IPv4 section.

ION System

—-I0ON Stack

="Chassis

+-[03]C2210-1013
+1-[04]C2220-1014
+-[05]C3110-1013

+[061C3210-1013
b

+1[08]C3221-1040
+1[09]C3230-1040
+/[10]C3231-1040
+/[12]C6010-3040
+[13]96120-1013
+1[15]06210-3040
+1[22]0NPS-A

+/[23]ONPS-D

T 1Pt

»ovANCED | aure | wmips [ ssit | maniis | Tacacst || AcL | FpB || vian |

|IP Address Mode——|IP Address—————— Subnet Mask—————— | Default Gateway————
| Static ~ | [192.168.0.10 |||[255.255.255.0 [/|[192.168.0.1 |

Status—————|Address Duplicated——

‘3D|sab\ed V;‘ iFaIse !l

IP Address Mode——|Link Local Address————————————————
| Static v feB0. 200 26 fe21.2d97 |
(IP Address 1| Prefix Length——————
i |[o |
| Gateway Mode 1| Gateway 1
| Statec olE |

DNS Configration

DNS 1 /|DNS 2 |
o000 H‘qunu |
PI’_J_S 3 1|DNS 4 1
0000 HE |
|DNS & 1|DNS 6 1

Mote: Only the first 3 DNS servers except for 0.0.0.0 and :: might be available.
Please refer to the user manual if necessary.

Refresh Help|

4. Atthe IP Address Mode dropdown, select DHCP, Static, or BootP. The default is Static addressing

for versions through 1.2. The default is DHCP addressing for versions 1.3 and above.

5. Enter the IP Address, Subnet Mask and Default Gateway address into the appropriate fields.

6. Scroll down and click Save when done.
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BootP Addressing Configuration

1. Configure IPv4 address mode to "bootp".
2. Connect ION to the BootP server.

3. The BootP options display:

Option: (t=55,1=9) Parameter Request List
1=Subnet Mask

3=Router

6=Domain Name server

12=Host Name

15=Domain Name

28=Broadcast Address

40=Network Information Service Domain

41=Network Information Service Servers

42=Network Time Protocol Servers

4. For more definition, refer to IETF RFC 951, RFC 2132, etc.

Note that ION does not support some of the displayed BootP options, such as Network Information
Service Domain (40), Network Information Service Servers (41), Network Time Protocol Servers (42)
or others.

The BootP function is restricted from supporting dynamic getting DNS. Unlike DHCP, the BOOTP pro-
tocol does not provide a protocol for recovering dynamically-assigned addresses once they are no
longer needed. It is still possible to dynamically assign addresses to BOOTP clients, but some admin-
istrative process for reclaiming addresses is required.
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Defining Domain Name System (DNS) Servers

A Domain Name System (DNS) is a database that correlates names of devices and domains on the
network to IP addresses. Every device and domain in a network is assigned an IP address. It is the
responsibility of the DNS server to translate the name assigned to a device to the actual IP address of
the device. Every domain has a DNS server that handles its requests for translating names to IP
addresses.

Up to six DNS servers can be defined using either the CLI or Web method.

DNS Lookups over IPv6 Transport

ION supports two approaches of recursive DNS server address configuration for an IPv6 host: 1) DHCPv6,
and 2) static configuration.

The total max number of DNS Server addresses is six; when IPv6 is enabled, the max number is three for
each IP style (IPv4 or IPv6). All of the network applications will try only three server addresses (e.g., if
IPv4 has two or more valid DNS server address (not 0.0.0.0) and IPv6 has one or more DNS server valid
address (not ::), the network application will try the first IPv4 DNS server, then the first IPv6 DNS server,
and then the second IPv4 DNS server. If IPv4 has only one or less, then the application will try more IPv6.

DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)
Up to six DNS IPv6 services are supported. The ION DNS ‘3 vs. 3’ rule (or “up to 3” rule) is based on two
concepts:

1. If the DNS serveris 0.0.0.0 or ::, ION considers it an invalid DNS address; others are considered
valid DNS addresses.

2. If the DNS server actually works, ION consider it an available DNS address, and others are consid-
ered ‘unavailable’ addresses even if they are actually ‘valid’ addresses.

ION supports six DNS servers; however, because of some system constraints (e.g., timeout issues) ION
utilizes up to three valid DNS addresses to determine if they are available. So there may be at most
three valid DNS addresses which can not be used, though one of them might be valid and available. ION
DNS Servers 1, 2, and 3 are reserved for IPv4 only, and DNS Servers 4, 5, and 6 are just for IPv6.

To balance the IPv4 and IPv6, the sequence of DNS Server validity checking is 1, 4, 2, 5, 3, 6 with sup-
porting logic that determines:

1. If the DNS address is invalid, it will be skipped.
2. ION will check up to three valid DNS addresses in the sequence above to find the first available DNS
address. When an available DNS address is found, the validity checking process will stop.

DHCPv6 DNS Server Configuration

DHCPv6 includes the "DNS Recursive Name Server" option, through which a host can obtain a list of IP
addresses of recursive DNS servers. The DNS Recursive Name Server option carries a list of IPv6 ad-
dresses of RDNSSes to which the host may send DNS queries. The DNS servers are listed in the order of
preference for use by the DNS resolver on the host. The DNS Recursive Name Server option can be car-
ried in any DHCPv6 Reply message, in response to either a Request or an Information request message.

If the IPv6 IP address mode is changed to DHCPv6, the old three IPv6 DNS server addresses will be
cleared to the unspecified address (::). When the DHCPv6 reply message comes, the ION system will get
the first three DNS server addresses to be the candidates for up layer application to use. The Save be-
havior occurs for IPv4 DHCP and Bootp.
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Static DNS Server Configuration

You can enter a DNS Server address manually. For IPv4, if IP address mode is static, you must enter the
DNS server addresses manually. For IPv6, if IP address mode is static or stateless, you must enter the
DNS server address manually.

Assigning a Dynamic IP Address via DHCP

A dynamic or temporary IP address can be assigned through the use of a DHCP server. The DHCP server
contains a list of IP address that can be used, and assigns one when a requesting device wants to
communicate. The address is assigned to the device for that session only.

Note:

e A Configuration backup does not back up the leased IP address; only the DHCP state is backed up.

e A DHCP server must be on the network, configured, and accessible for dynamic IP address assign-
ment via DHCP.

e |f the DHCP server can’t be reached, the DHCP client will try to reach the DHCP server every 30
seconds until it gets a correct response from the DHCP server. Before getting the IP address, an
ION device is not manageable via the Web interface. You must log in through the CLI and set the
DHCP function to ‘disable’, set an IP address, and then login via the Web interface again.

e If any port changes from link down to link up, the DHCP client will try to renew the IP settings by
resending the DHCP request to the DHCP server.

A dynamic IP address can be configured in the x222x / x32xx via either the CLI or Web method.

IP Dynamic Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable DHCP. Type:
set dhcp state=enable

3. Press Enter.
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Defining DNS Servers

A Domain Name System (DNS) is a database that correlates names of devices and domains on the

network to IP addresses. Every device and domain in a network is assigned an IP address. They may also
have names assigned. It is the responsibility of the DNS server to translate the name assigned to a device

to the actual IP address of the device. Every domain has a DNS server that handles its requests,
translating names to IP addresses.

One or more DNS servers can be defined using either the CLI or Web method.

DNS Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt type: set dns svr=<xx> type=<yy> addr=<zz> where:

xx = the number (1-6) of the DNS server being defined. Up to six DNS servers can be defined.
yy = the type of addressing; select dns (domain name address format).
zz = the IP address of the DNS server.

3. Press Enter.
4. Repeat steps 2 and 3 for each DNS server to be defined.

5. Verify the DNS server(s) defined. Type show ip config and press Enter. For example:
Agent III C1|S7|L1D>set dns svr 1 type ipv4 addr 192.168.1.20

Note: only the first three valid DNS server can be available, please refer to user menu

for the details
Agent III C1|S7|L1D>set dns svr 2 type ipv4 addr 192.168.1.30

Note: only the first three valid DNS server can be available, please refer to user menu

for the details
Agent III C1|S7|L1D>show ip-mgmt config
IPv4 management configuration:

IP management state: enable

IP address: 192.168.0.10
IP subnet mask: 255.255.255.0
Gateway IP address: 192.168.0.1
IP address mode : Static

IPv6 management configuration:

Management State: disable

Link Local Address:
Global Address Mode:
Global Address:
Management Prefix:

Duplicate Address Detect:

Gateway Mode:

fe80::2c0:f2ff:fe21:2d97
static

(]

false

static

Gateway Address:

server index addr_type address

DNS serverl ipva 192.168.1.20
DNS server2 ipva 192.168.1.30

DNS server3 ipva 0.0.0.0
DNS server4 ipv6 HE
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DNS server5 ipv6
DNS serveré6 ipv6
Agent III C1|S7|L1D>

Messages:
warning: serverl to server3 is just used for ipv4!
warning: server4 to serveré6 is just used for ipv6!
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DNS Config — Web Method

The DNS 1 through DNS 6 entries can be in IPv4 or IPv6 format, or both (a combination of up to 3 of
each). DNS servers 1-3 are for IPv4; DNS servers 4-6 are for IPv6. See “DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)’
on page 85.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the IP tab.

3. Locate the DNS Configuration section.

ION System I'u‘lAII@ADVANCED | SNTP VI HTTPS | SSH | RADIUS | TACACS+ | ACL || FDB || VLAN |
= -\QN Stack Pt
— Chassis

% IIF' Address Mode—— .H: Address
(010NN [Static <152 168 0.10 |
+[02]C2110-1013

| Subnet Mask 1| Default Gateway
255 255 255 0 H||192 16801 |

+[03]C2210-1013 G
: Status————— 7 |Address Duplicated
+:[04]C2220-1014 = SRR
; o4 ||Disab|ed V||||Fa|se |
+1[05]C3110-1013
3 06 10 IP Address Mode 7 |Link Local Address
T [pTicaz0iidg | Static | ([feB0::2c0-f2f Fe21:2d07 |
e [08]C3221-1040 |IP Address 1\Prefix Length—————
+[09]C3230-1040 e [0 |
+-[10]C3231-1040 Gateway Mode Gatey
+[12]C6010-3040 [Static
+ [13]86120-1013 L= DS Configration
+ [15]C6210-3040 DNS 1 1| DNS
+-[22)I0NPS-A 0000 H‘io 0.0.0 ||
+[23]10NPS DNS 3 | DNS 4
||0.0 0.0 JI{E ||

|DNS & DMS &
3 I ]

MNote: Only the first 3 DNS servers except for 0.0.0.0 and - might be available
Fiaase refer to the user manual if necessary.

!

Note: Only the first 3 DNS servers except for 0.0.0.0 and :: might be available.

4. Inthe DNS 1- DNS 3 fields, enter a valid IPv4 IP address (not applicable if DHCP is selected for
IPv4 Address Mode).

5. Inthe DNS 4- DNS 6 fields, enter a valid IPv6 IP address (not applicable if DHCP v6 is selected for
IPv6 Address Mode).

6. Scroll down and click Save when done.

The DNS Configuration with Static or Stateless selected as the IPv6 Address Mode has DNS 1 - DNS 6
enabled is shown above.
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The DNS Configuration with DHCPv6 selected as the IPv6 Address Mode has DNS 4, DNS 5, and DNS 6
disabled (grayed out) is shown below.

[08]C2110-1013
[09]C2210-1013
[11]C3210-1013
[14]C3230-1040
[16]C3231-1040
[22]I0NPS-A

[23]l0NPS-D

+
+
o
[+
+
3
e

q

Enabled ~|||||False ]|

|IP Address Mude—‘|\r\imk Local Address——————————————

| DHCPve wfies0: 2c0-f2f fe20 dede I
|IP Addres: 1|Prefix Length 1
B o u
|Gateway Mode: 1|Gatewa 1
| static ~I: I

DNS Configration

|DNS 1 1 DNS |
oo Jlsosc ]
DNS |vIlN$A_ |
000 | ]
DS 5= | [DNS &

= | E——

Mote: Only the first 3 DNS servers except for 0.0.0.0 and = might be available.

Please refer to the user manual if necessary.

The figure below shows an invalid configuration:

¢ | [ cupes |

£ 0aes210308 || Enabled o [Fates |

+:[08]C2110-1013

L i IP Address Mode—\Link Local Address——————————————————

+[09]C2210-1013

o %11}(:32104“13 | Static | ([f2B0:-2c0-2fFfe20: deSe I

+ [141C3230-1040 [P Addres || Prefix Length |

+ [8]C3231-1040 I |[fe80-2¢0.f2f fe20.dege [ i

+ [22]IONPS-4 Gateway Mode 1|Gatewa: |

+[23]0NPS-D ||§uc v \||faan: 2c02f 221789 i
DNS Configration
|DNS 1 11DNS
|[192 168 130 || 192 168 1 40 ”
|DNS 3 1/DNS 4 |
|[192.168.1.50 || [fe80-.2c0.12 fe21:b243 I
|DNS 1|DNS 6 |
|[f=80--2c0f2f f21-234¢ || [fz80- 2c0 f2ff fe21-d567 i

Mote: Only the first 3 DMS servers except for 0.0.0.0 and = might be available.

Please refer to the user manual if necessary.
e

itting values failed (snmp oparation arrnﬂ_)

Version: 0.5 1

See the “DNS ‘3 vs. 3’ Rule (‘Up to 3’ Rule)” above for more information.
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IPv6 Description

IP version 6 (IPv6) is a new version of the Internet Protocol, designed as the successor to IP version 4
(IPv4). The changes from IPv4 to IPv6 include:

¢ Expanded Addressing Capabilities: IPv6 increases the IP address size from 32 bits to 128 bits, to
support more levels of addressing hierarchy, a much greater number of addressable nodes, and
simpler auto-configuration of addresses. The scalability of multicast routing is improved by add-
ing a "scope" field to multicast addresses. A new type of address called an "anycast address" is
defined, which is used to send a packet to any one of a group of nodes.

e Header Format Simplification: Some IPv4 header fields have been dropped or made optional, to
reduce the common-case processing cost of packet handling and to limit the bandwidth cost of
the IPv6 header.

e Improved Support for Extensions and Options: Changes in the way IP header options are en-
coded allows for more efficient forwarding, less stringent limits on the length of options, and
greater flexibility for introducing new options in the future.

e Flow Labeling Capability: A new capability is added to enable the labeling of packets belonging
to particular traffic "flows" for which the sender requests special handling, such as non-default
quality of service or "real-time" service.

¢ Authentication and Privacy Capabilities: Extensions to support authentication, data integrity,
and (optional) data confidentiality are specified for IPv6.

Note: The IPv6 version of ICMP is required by all IPv6 implementations.

¢ Maximum Packet Lifetime: Unlike IPv4, IPv6 nodes are not required to enforce maximum
packet lifetime. That is the reason the IPv4 "Time to Live" field was renamed "Hop Limit" in
IPv6.

e Fragmenting: The Fragment header is used by an IPv6 source to send a packet larger than would
fit in the path MTU to its destination. Unlike IPv4, fragmentation in IPv6 is performed only by
source nodes, not by routers along a packet's delivery path. In order to send a packet that is too
large to fit in the MTU of the path to its destination, a source node may divide the packet into
fragments and send each fragment as a separate packet, to be reassembled at the receiver. For
every packet that is to be fragmented, the source node generates an Identification value. The
identification must be different than that of any other fragmented packet sent recently* with
the same Source Address and Destination Address. If a Routing header is present, the Destina-
tion Address of concern is that of the final destination.
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Differences between IPv4 and IPv6

One major difference between IPv4 and IPv6 is the number of available IP addresses. Other differences

are shown below.

IPv4

IPv6

Address size

32-bit number

128-bit number

Address format

Dotted Decimal Notation
(e.g., 192.149.252.76)

Hexadecimal Notation (e.g.,
2001:0DB8:0004:0015:BE30:
5BFF:FEA2:0B59

192.149.0.0/24 2001:0DB8:0004::/32)

Prefix notation

192.149.0.0/24

2001:0DB8:0004::/32

No. of avail. addresses

232 = ~4,294,967,296

2128 = ~340,282,366,
920,938,463,463,374,
607,431,768,211,456

IPv4 limits packets to 64 KB of

optional support for “jumbogram” pack-

Payload payload ets-upto4 GB

TTL / Hop limit Time-to-Live field Hop-Limit field

Multicast Optional, but usually imple- Part of the base specification in IPv6
mented

QoS support No standard support IPv6 has standardized support for QoS

IPv6 Features

The ION system provides the following IPv6 features.

e |IPv4/IPv6 Dual Protocol Stack

e |IPv6 Routing Protocols

e |Pv6 Management

IPv6 Address Types, Unicast/Multicast
ICMPv6

IPv6 Neighbor Discovery protocol
IPv6 DAD

IPv6 Stateful Auto-configuration with support of DHCPv6
IPv6 MTU Path Discovery

SNMP over IPv6 Transport

DNS Lookups over IPv6 Transport
IPv6 ACL

o 0 O O O O O O O o©O

IPv6 Mode Applications

— Telnet, HTTP, Https,
— TFTP, SNMP, SNTP
— RADIUS, TACACS+

These features are described in the following sections.
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ION IPv6 Function Descriptions

IPv6 Dual Protocol Stacks and Multiple Server Support

The ION software supports IPv4/IPv6 dual protocol stacks, which allows IPv4 and IPv6 to co-exist in the
same devices, in the same physical interface, and in the same networks. IPv4 is a basic feature that is
always enabled, but the IPv6 is an enhanced feature that you can disable and enable. When IPv6 is disa-
bled, the configurations related to IPv6 will exist, but will not function. These configurations can be
changed or removed by the user.

The ION software supports multiple DHCP or DHCPv6 or Stateless (Router) servers. In the scenarios be-
low, ION will get one IP addresses (the first one to arrive to ION) and all router information

M

Router

DHCPvE Protocols Router Discovery Protocols

DHCPv6 Protocols

DHCPvE Protocols

DHCP v6

Figure x. Multiple DHCPv6 servers and One Router
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o

Router 1 Router 2 Router 3

Router Discovery Protocols
Router Discovery Protocols

DHCP v6

DHCPvE Protocols

DHCP vé

Router 3
Figure x. Multiple DHCPv6 Servers and Routers

IPv6 Management Functions

IPv6 Address Formats

IPv6 addresses are represented as a series of 16-bit hexadecimal fields separated by colons (:) in the for-
mat: x:x:x:x:x:x:x:x. It is common for IPv6 addresses to contain successive hexadecimal fields of zeros. To
make IPv6 addresses less cumbersome, two colons (::) may be used to compress successive hexadecimal
fields of zeros at the beginning, middle, or end of an IPv6 address (the colons represent successive hexa-
decimal fields of zeros). The compressed IPv6 address formats (Unicast and Multicast) are explained be-
low.

IPv6 Unicast Addresses

ION IPv6 Unicast Address support includes:
e Link-local IPv6 address (FE80::/10 + Intf(64))
e Global address (2000::/3 + prefix(45) + Subnet(16) + Intf(64))
e Unique Local IPv6 Unicast Addresses (FC00::/7 + Global ID(40) + Subnet(16) + Intf(64))
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Note: ION supports one Link-local IPv6 address which is read-only and one Global Address or Unique Lo-
cal address. The Link-local address is configured on ION device using the link-local prefix FE80:: /10
(1111 1110 10) and the interface identifier in the modified EUI-64 format. The Global Address or Unique
Local address can be configured via the static method, DHCPv6, and stateless auto-configuration.

Other IP v6 addresses can be set in ION system by Web/CLI/FP, but only to test in certain situations.

ION does not allow Loopback [::1/128] in any address field user can input. Unspecified address [::/128] is
used for user to clear current address.)

IPv6 Multicast Addresses

ION IPv6 multicast support includes:

e Solicited-node multicast group (FF02:0:0:0:0:1:FF00::/104)
e All nodes link-local multicast group (FF02::1)
e Allrouters link-local multicast group (FF02::2)

ION does not support any Multicast Address in any user-editable address field.

ICMP v6 (Internet Control Message Protocol for IPv6)

ICMPv6 provides the same functionality as ICMP in IPv4. ICMP generates error messages, such as ICMP
destination unreachable messages, and informational messages, such as ICMP echo request and reply
messages. Additionally, ICMP packets in IPv6 are used in the IPv6 neighbor discovery process, path MTU
discovery, and the Multicast Listener Discovery (MLD) protocol for IPv6.

IPv6 Neighbor Discovery Protocol
The Neighbor Discovery protocol is used by nodes on the same link to handle following functions:

¢ To determine each other’s link-local addresses

e To maintain reach-ability information of the paths to active neighbors
e Host Discovery

e Router Discovery

e Prefix Discovery

o Parameter Discovery

e Address Auto-configuration

e Address Resolution

e Duplicate Address Detection

The Neighbor Discovery protocol uses the following messages:

¢ Neighbor solicitation and advertisement messages
e Router advertisement and solicitation messages

IPv6 DAD (Duplicate Address Detection)

IPv6 DAD is an IPv6 component to check the duplicated address. The function is always enabled on ION.
When a new IPv6 address is configured on ION, this device will first check duplicated address on the link.
If the ION NID finds the new address has existed on the link, this new address can not been used. If the
IP address is duplicated with another node, the ION Web/CLI will show the DAD attribute if the dupli-
cated address is detected.
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IPv6 Auto Configuration per IETF RFC 2462

One important goal for IPv6 is to support node Plug and Play. That is, it should be possible to plug a
node into an IPv6 network and have it automatically configured without any human intervention. IETF
RFC 2462 defines both a stateful and stateless address autoconfiguration mechanism for IPv6.

IPv6 supports the following types of auto-configuration:

e Stateless auto-configuration
e Stateful auto-configuration

Stateless and stateful autoconfiguration complement each other. For example, a host can use stateless
autoconfiguration to configure its own addresses, but use stateful autoconfiguration to obtain other in-
formation. The site administrator specifies which type of autoconfiguration to use through the setting of
appropriate fields in Router Advertisement messages (Discovery). Stateful autoconfiguration for IPv6 is
the subject of DHCPv6.

IPv6 addresses are leased to an interface for a fixed (possibly infinite) length of time. Each address has
an associated lifetime that indicates how long the address is bound to an interface. When a lifetime ex-
pires, the binding (and address) become invalid and the address may be reassigned to another interface
elsewhere in the Internet. To handle the expiration of address bindings gracefully, an address goes
through two distinct phases while assigned to an interface. Initially, an address is "preferred", meaning
that its use in arbitrary communication is unrestricted. Later, an address becomes "deprecated" in antic-
ipation that its current interface binding will become invalid. While in a deprecated state, the use of an
address is discouraged, but not strictly forbidden. New communication (e.g., the opening of a new TCP
connection) should use a preferred address when possible. A deprecated address should be used only
by applications that have been using it and would have difficulty switching to another address without a
service disruption.

To ensure that all configured addresses are likely to be unique on a given link, nodes run a "duplicate
address detection" algorithm on addresses before assigning them to an interface. The Duplicate Address
Detection algorithm is performed on all addresses, independent of whether they are obtained via state-
less or stateful autoconfiguration.

In IPv6, a valid address can be a preferred or deprecated address. A valid address may appear as the
source or destination address of a packet, and the internet routing system is expected to deliver packets
sent to a valid address to their intended recipients.

The symbol "::' is a special syntax that can be used as a shorthand way of representing multiple 16-bit
groups of contiguous zeros; but it can only appear once. The "::' symbol can also represent a valid IPv4
address (e.g., '::192.1.2.34").

In IPv6, routers advertise prefixes that identify the subnet(s) associated with a link, while hosts generate
an "interface identifier" that uniquely identifies an interface on a subnet. An address is formed by com-
bining the two. In the absence of routers, a host can only generate link-local addresses. However, link-
local addresses are sufficient for allowing communication among nodes attached to the same link.

Routers generate periodic Router Advertisements that include options listing the set of active prefixes
on a link. A ‘Lease lifetime’ provides the mechanism through which a site phases out old prefixes. The
system administrator must set appropriate prefix lifetimes in order to minimize the impact of failed
communication when renumbering takes place. The deprecation period should be long enough that
most, if not all, communications are using the new address at the time an address becomes invalid.
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IPv6 Stateless Auto-configuration

The ION software implements the stateless auto-configuration feature of IPv6 which is used to automat-
ically configure ION device. The new and globally assigned unique IPv6 addresses are associated with the
ION device. A router on a local link periodically sends router advertisement messages with 64-bit prefix
of the link and the default route to all hosts on the link. When an ION device on the link receives the
message, it takes the link prefix from the message and appends a 64-bit interface ID (link-layer address
from MAC address in EUI-64 format) to automatically compose its IPv6 local-link address. The Duplicate
Address Detection (DAD) logic of IPv6 stateless auto-configuration verifies the uniqueness of the as-
signed unicast address. It uses neighbor solicitation messages to verify the uniqueness of a unicast IPv6
address. A station might fail the IPv6 stateless auto-configuration process when the router is not pre-
sented on the same link or its DAD cycle is failed. The Stateless Auto-configuration feature is enabled by
default. DNS server address list is not supported in Stateless Auto-configuration.

Stateless autoconfiguration requires no manual configuration of hosts, minimal (if any) configuration of
routers, and no additional servers. The stateless mechanism allows a host to generate its own addresses
using a combination of locally available information and information advertised by routers. Routers ad-
vertise prefixes that identify the subnet(s) associated with a link, while hosts generate an "interface
identifier" that uniquely identifies an interface on a subnet. An address is formed by combining the two.
In the absence of routers, a host can only generate link-local addresses. However, link-local addresses
are sufficient for allowing communication among nodes attached to the same link.

Stateless auto-configuration is suitable for small organizations and individuals. It allows each host to de-
termine its address from the contents of received user advertisements. It makes use of the IEEE EUI-64
standard to define the network ID portion of the address.

The stateless approach is used when a site is not particularly concerned with the exact addresses hosts
use, so long as they are unique and properly routable. Stateless auto-configuration is suitable for small
organizations and individuals. In this case, each host determines its addresses from the contents of re-
ceived router advertisements. Using the IEEE EUI-64 standard to define the network ID portion of the
address, it is reasonable to assume the uniqueness of the host address on the link.

IPv6 Stateful Auto-configuration with DHCPv6 Support

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) enables DHCP servers to pass configuration parame-
ters such as IPv6 network addresses to IPv6 nodes. It offers the capability of automatic allocation of reusable net-
work addresses and additional configuration flexibility. ION only supports IPv6 address, prefix, and DNS address
allocation in DHCPv6.

Stateful autoconfiguration has hosts obtain interface addresses and/or configuration information and parameters
from a server. Servers maintain a database that keeps track of which addresses have been assigned to which
hosts. The stateful autoconfiguration protocol allows hosts to obtain addresses, other configuration information or
both from a server. Stateful auto-configuration requires a certain level of human intervention because it needs a
Dynamic Host Configuration Protocol for IPv6 (DHCPv6) server for the installation and administration of the nodes.
The DHCPvV6 server keeps a list of nodes to which it supplies configuration information. It also maintains state in-
formation so the server knows how long each address is in use, and when it might be available for reassignment.
The stateful approach is used when a site requires tighter control over exact address assignments. Both stateful
and stateless address autoconfiguration may be used simultaneously.

Stateful auto-configuration requires some human intervention as it makes use of the Dynamic Host Configuration
Protocol for IPv6 (DHCPv6) for installation and administration of nodes over a network. The DHCPv6 server main-
tains a list of nodes and the information about their state to know the availability of each IP address from the
range specified by the network administrator.
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IPv6 Static Configuration

As in IPv4, the host address can be statically defined in the case where the IPv6 address, mask, and the
gateway address are all manually defined on the host. Using static configuration causes all of the Auto-
configuration features provided by IPv6 to be lost.

When IPv6 mode is switched from DHCPv6 and Stateless to static, all IPv6 address and prefix and IPv6
DNS values will be set back to the default value of all zero. When IPv4 mode is switched from
DHCP/BootP to static, IP address and Mask and Gateway and DNS values will be set back to default val-
ues (192.168.0.10 and 255.255.255.0 and 192.168.0.1 and all zeros).

When IPv6 mode is switched from DHCP to Static, the IPv6 address and DNS will be set to "::" by the
web interface, and IPv4 will be set to the default of 192.168.0.10 and DNS will be set to 0.0.0.0.

The ION system behavior when switching IP modes is summarized below:

1. When you switch IPv6 address mode from DHCPv6 to Static, this configuration will be set to de-
fault:
a. IPv6 address (::)
b. IPv6 prefix (0)
c. IPv6DNS (:)
2. When you switch IPv6 address mode from Stateless to static, this configuration will be set to de-
fault:
a. [IPv6 address (::)
b. IPv6 prefix (0)
3. When you switch IP address mode from DHCP to static or from static to DHCP, this configuration
will be set to default:
a. |IP address (192.168.0.10)
b. Network Mask (255.255.255.0)
c. Gateway (192.168.0.1)
d. DNS(0.0.0.0)

IPv6 MTU (Maximum Transmission Unit) Path Discovery

Per RFC 1981 - Path MTU Discovery for IPv6, Path MTU discovery in IPv6 allows a host to dynamically
discover and adjust to differences in the MTU size of every link along a given data path. In IPv6, how-
ever, fragmentation is handled by the source of a packet when the path MTU of one link along a given
data path is not large enough to accommodate the size of the packets. Having IPv6 hosts handle packet
fragmentation saves IPv6 router processing resources and helps IPv6 networks run more efficiently. ION
does not allow changes to the default MTU value of 1500.

IPv6 Route

ION forwards packets using route information that is either manually configured or dynamically learned
using a routing protocol. But the manual configuration and dynamical protocol can’t work together. The
IPv6 route options are:

e Default gateway (manually configured), or

e Asimple routing protocol (Stateless auto-configuration).
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ION IPv6 Configuration Considerations

This section provides IPv6 configuration prerequisites and restrictions. For the latest feature information
and caveats, see the release notes for your particular device and software release. The prerequisites and
restrictions below apply to all ION models unless otherwise noted.

1. AnION NID is a L2 device, which is deployed at access edge. The IP stack only provides Management
for the NID cards. As such, the following features are not implemented in ION: IPv6 Anycast, MLD
vl/v2, MLD v1/v2 snooping.

2. ION supports one Link-local IPv6 address which is read-only, and one global address. The Link-local
address is configured on an ION device using the link-local prefix FE80:: /10 (1111 1110 10) and the
interface identifier in the modified EUI-64 format. The aggregatable global address can be config-
ured using the static method, DHCPv6, and stateless auto-configuration.

3. DNS address cannot be saved when you change mode from DHCPv6 to Static (i.e., when changing
from DHCPv6 to Static, only the IPv6 address can be saved).

4. Windows XP has very limited IPv6 support which has been found to be unstable when interoperat-
ing with an ION IPv6 system. Windows Vista or above and the latest Linux are recommend for cus-
tomer use with ION IPv6 systems.

5. The ION Web/CLI/FP interfaces use common MIB operation to get/set configurations, while the
IONMM uses the AgentX protocol to communication with the SIC cards. This mechanism can cause
the specific failure reason of set operation in device can’t get back to the Ul. The TDM card port
loopback setting displays as failed, because either the other port is already in loopback mode or an
internal error occurred.

6. InION products, only these input string fields can support internal space character entry:

a. System Contact

b. System Location

c. CircuitID

d. the filename used for backup-restore.

7. The ION Web/CLI/ supports these characters:

a. Web/FP/CLI only supports ASCII printable characters. Specifically, characters combination
which can pass the test of this Regex is supported: /A [a-zA-Z\d ~!1@#5%*&* (){}[\];:"",.<>\-
_=+\\|\/? 1*$/. This Regex allows “space”. (Where “Regex” is a regular expression - a
sequence of characters with specific meanings, e.g., in Perl, other flavors vary).

b. Some MIBs do not support the “space” character as a valid entry.

8. When you try to run CLI commands by executing a script or pasting strings, some commands need a
‘sleep’ period between them; otherwise these commands can not be executed successfully:

a. Add vlan-db.

b. Add fwddb

After adding a VLAN or FWDDB by script, add a 3 second sleep in the script before adding another
VLAN or FWDDB.

9. The SOAM MD name can not be modified once created.

10. The maximum number of ION System Users is 64.
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IPv4 and IPv6 Initialization Defaults

The IPv4/IPv6 factory default configuration settings are:

e |IPv4: Enable
e |P address: 192.168.0.10
e Default Gateway: 192.168.0.1

The IPv6 default configuration includes:

e Link-Local IP address: FE80::/10 (1111 1110 10)
e |Pv6: Disabled

IPv6 can be configured in the ION system using either the CLI or Web method.

IP Address Mode Notes

1. When you switch IPv6 address mode from DHCPv6 to Static, the defaults become:
a. |IPv6 address (::)
b. IPv6 prefix (0)
c. IPv6DNS (:)
2. When you switch IPv6 address mode from Stateless to static, the defaults become:
a. IPv6 address (::)
b. [IPv6 prefix (0)
3. When you switch IP address mode from DHCP to static or from static to DHCP, the defaults become:
a. IP address (192.168.0.10)
b. Network Mask (255.255.255.0)
c. Gateway (192.168.0.1)
d. DNS(0.0.0.0)
4. 10N will check link up / link down every 3 seconds, so a link down and then a very quick link up (less
than three seconds) will not trigger a DHCPv6 confirm message.

The changes incurred by IPv6 are explained in the following sub-sections.

Telnet IPv4 and IPv6 Connections

The ION Telnet server supports both IPv4 connections and IPv6 connections at the same time. A user
can establish a Telnet session directly to the ION device using an IPv6 Telnet client. A VTY (Virtual Type
Terminal) interface and password must be created in order to enable Telnet access to an IPv6 device.
The ION system supports up to 16 Telnet sessions.

TFTP IPv4 and IPv6 Connections

TFTP is a simple protocol used to transfer files. A TFTP client needs the IP address entered in one action.
The TFTP server can be an IPv4 address, an IPv6 address or a DNS name, but only the latest TFTP IP ad-
dress or DNS name can be saved. If IPv6 is disabled and the TFTP server address is an IPv6 address, the
server can not be used. In this case you must change the TFTP server either to an IPv4 address or a DNS
name.

33472 Rev. K https://www.lantronix.com/ Page 100 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

IPv6 Address Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

Check the current IP addressing configuration. Type show ipv6 interface and press Enter.

Define the IPv6 Gateway Mode. Type set ipv6 gateway mode=<routerDisc|static> and press Enter.

Define the IPv6 Address. Type set ip type=TYPE addr=ipaddr-type (subnet-mask|prefix)=A and press
Enter.

5. Verify the IP configuration. Type show ip-mgmt config and press Enter. For example:

Agent III C1|S1|L1D>set ipvé address mode ?
dhcpv6
stateless
static

Agent III C1|S1|L1D>set ipvé address mode=static

Agent III C1|S1|L1D>set ipvé gateway mode=<routerDisc|static>

Agent III C1|S1|L1D>set ip type=TYPE addr=ipaddr-type (subnet-mask|prefix)=A
Agent III C1|S1|L1D>show ip-mgmt config
IPv4 management configuration:

IP management state:
IP address:

IP subnet mask:

Gateway IP address:
IP address mode :

enable
192.168.0.10
255.255.255.0
192.168.1.0
Static

IPv6 management configuration:
Management State:

Link Local Address:
Global Address Mode:

Global Address:

Management Prefix:

Duplicate Address Detect:
Gateway Mode:

Dynamic Router Table:

server index

addr_type

disable
fe80::2c0:f2ff:fe20:de9e
dhcpvé

0

false

routerDisc

address

DNS

serverl
server2
server3
server4
server5
servere6

ipv4
ipva
ipva
ipv6
ipv6
ipv6

Agent III C1|S1|L1D>

Note: the command "set dhcp state" is replaced by "set ip address mode" after ION v 1.2.0.

Example:

C1|s13|LeD/>set ip type=ipv4 addr=192.168.0.3 subnet-mask=255.255.255.0
C1|s13|LeD/>set ip type=ipv6 addr=2001:1234::1 prefix=64
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IPv6 Address Config — Web Method

1. Access the NID via the Web interface (see “Starting the Web Interface” on page 45).
2. Select the IP tab.

3. Locate the IPv6 section.

ION System ] m SNTP | HTTPS | ssH | RaDUS | TAcACS+ || ACL | SNMP | USERS | BACKUP-RESTORE | UPGRADE
= ION Stack -

e IP Address Mode ||IP Address |Subnet Mask Default Gateway
-+ [01]1aNMM Static v || 192.168.1.10 255 255 255 0 H
+ BUTO-1040 p

192.168.1.0
: IPvG

+ [03]CE120-1013
- Status———— | Address Duplicated

+1[05]C6210-3040 s

H (0l Disabled b |Fa|53 ‘

+[08]C2110-1013

+ [09]C2210-1013 P Address Mode Link Local Address——————————————————

' DHCPY6 | [ieg0-2c0 2 fe20:de0=

+ [11C3210-1013

+1[14]C3230-1040 IP Address ~1|Prefix Length g
+1[16]C3231-1040 | ijlic ‘
+ [22]I0MNPS-A Gateway Made -
+ [23)0NPS-D Route Discovery 3
IP Route Table
Destination Prefix Length Next Hop Age(seconds)
Mo records found
DMS Configration

|DNS 1- J|DNS 2 1

4. Atthe IPv6 Status dropdown, select Enabled. The default is Disabled. When enabled, the IP Route
Table populates after a Save.

5. Inthe Address Duplicated field, verify False or True is displayed. The default is False (read-only
field). Note that it will take up to three seconds for the Address Duplicated field to display TRUE
when a new address is being verified. This field displays the status of IPv6 address for the device,
where:

True: duplicate address detected.
False: no duplicate address detected.
6. Atthe IP Address Mode dropdown, select Static, DHCPv6, or Stateless, where:

Static: selects static IPv6 addressing.
DHCPv6: selects DHCP v6 addressing and disables (grays out) the DNS 4 -DNS 6 fields.
Stateless: selects IPv6 stateless addressing.

7. Inthe Link Local Address field, verify the displayed address (e.g., fe80::2c0:f2ff:fe20:de9e).
8. Inthe IP Address field, enter a valid IPv6 address to be used (e.g., fe80::2c0:f2ff:fe21:b243).
9. Inthe Prefix Length field enter a value of 0-127 as the IPv6 prefix length.

10. At the Gateway Mode dropdown, select Static or Route Discovery, where:

Static: selects Static gateway operation, displays the Gateway entry field, and hides the IP Route
Table. In the Gateway field, enter a valid IPv6 address.

Route Discovery: selects route discovery operation, displays the IP Route Table entry field, and
hides the Gateway field. Verify the IP Route Table in terms of Destination, Prefix Length, Next
Hop, and Age time. The IPv6 Address and Gateway should be on the same sub-net.

11. Verify the IP Route Table settings. For example:
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10N System Cl| e ntp | kTiPs | ssH || RaDIUS | TACACS+ | ACL | SnMP || USERS | BACKUP-RESTORE | UPGRADE
=/ 10N Stack "
o IP Address Made — (1P Address | |Default Gateway
|!.§T?.‘Ii.5 3 .Y.J| 3216810 |||:19_2. 16840 |
FOICETETo40
Py

+ [03]C6120-1013
+/[05]C6210-3040
+1{08]C2110-1013
+1[09]C2210-1013
+ 111032101013
+ [14]C3230-1040
+[16]C3231-1040
+ [22]I0MPS-A

+[23]I0NPSD

|_I_Fl Address

T 1
——
Prefix Length—__‘
0 |

sateway Made

[Rnut_g [_)!scnvel'}'_ ____&

T Houte Table
Destination Prefix Length Next Hop Age(seconds)
fed0 64 2266
ff00 g 1038 e

The screen above shows an IONMM > IP tab with IP Addr Mode = Stateless and Gateway Mode =
Route Discovery. The IP Route table holds a maximum of 16 entries.

IP Route Table Parameters
The table contains an entity's IPv6 dynamic routing information. Each entry is a particular route to a
particular destination. This table is specifically for the result of route discovery which is needed for
stateless auto-configuration feature. The Destination column is for the routing target network, and
the Next Hop column is for the router (gateway). The Static gateway address is one specific default
entry of the routing table. The Static gateway address must be in the same sub-network of current
IPv6 address, otherwise, an error will return when this static gateway address is assigned.

For “Route Discovery”, ION will ignore the routing information from a different sub-network. If the
current IPv6 address was changed by the static assignment or DHCPv6, etc. to a different sub-net-
work of current routing/gateway address, the current routing/gateway becomes invalid.

ION System

]

="10N Stack
=-Chassis
= [C2IONMM
LPort 1
Port 2
+-[05]C2110-1040
+-[0B]C2210-1040
+ [O7]C3110-1040
+ [08]C3210-1040
++[09]CE010-3040
+-[10]CE210-3040
+ [11]C2220-1014
+ 12132201014
+ [13]C3220-1040
+-[14]C3221-1040
+ [19]C3231-1040
++[22]IONPS-A

IP Route Tahle

Destination

Prefix Length

Next Hop

Age(seconds)

2001:db8:0:A101::1
2001:db8:0:f01
2001:dbf:1:f01
2001:db8:2:0101::
fe00:1111:2222:d,
e00:1111:2222:8;
fe00:1111:2222:f:
feB0

02::1

f02::16

fi02::1:2
02::1:3
02::1:f09:c 109
02::1:f21:2001
i02::1:f79:4Beb
02::1:ffa1:4207
f02::1:ffa7 - 144
02::1 ficf-8a3
102::1:fle5:cd63
100

00!

128

128
128
128
128
128
128
128
128
128

2001:db8:0:f101::1

f02::1

f02::16
f02::1:2
fi2::1:3
fi02::1:/09:c109
f02::1:-f21:2001
f02::1:79:4Beb
02::1:ffa1:4207
i02::1:ffa7 144
fi02::1:ffcf Aa3
fi0i2::1:fe5:cdB3

5348
673
673
673
673
673
673
673
673
01
24
24
24
24
24
24
2
2
24
24
1
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The IP Route Table displays each IP route’s Destination, Prefix Length, Next Hop, and Age time,
where:

Destination: The destination IP address of this route (i.e., a valid IPv6 address).

Prefix Length: The number of leading one bits that form the mask to be logical-ANDed with the des-
tination address before being compared to the value in the ipvéDynRouteDest field (e.g., 8, or 64,
etc.) The valid range is 0 - 127.

Next Hop: On remote routes, the address of the next system enroute. For non-remote routes, a zero
length string.

Age: The number of seconds since this route was last updated or otherwise determined to be cor-
rect.

Note that no semantics of 'too old' can be implied, except through knowledge of the routing proto-
col by which the route was learned.

33472 Rev. K https://www.lantronix.com/ Page 104 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

System Configuration
The system configuration defines:

* aname for the NID and contact and location information, and
* whether the serial interface (USB connection) is enabled

The entry for the system contact, system location, and system name must be a text string with no
spaces between characters. Note that numbers, upper/lower case characters, and special characters
(M1 @#S%"&*()_+") are allowed.

The system configuration can be defined via the CLI or the Web interface.

System Configuration — CLI Method

The system information can be alphabetic, numeric or a combination.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt type set system contact=CONTACT, where CONTACT is the new contact,
and press Enter.

3. Type set system location=LOC, where LOC is the new location description, and press Enter.
4. Type set system name=NAME, where NAME is the new system name, and press Enter.
For example:

C1|S5|L1D>set system contact=support
C1|S5|L1D>set system location=headquarters
C1|S5|L1D>set system name=C2220-1014

5. Verify the new system definition. Type show system information and press Enter. For example:

C1|S5|L1D>show system information

system descr: The C2220-1014 of the Transition networks
ION (Chassis Generation III) platform products

system objectID: 1.3.6.1.4.1.868.2.5.1802661751

system uptime: 10 days, 21:03:31

system contact: support

system name: C2220-1014

system location: headquarters

Cl|si6|L1D>

Note: the show system info command does not work on a Power Supply module.
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System Configuration — Web Method
1. Access the x222x/x32xx via the Web interface (see “Starting the Web Interface” on page 45).

2. At the MAIN tab, locate the System Configuration section.

ION System < B> P || ADvanceD || swte || HTTRs || ssH || rapius || Tacacs: [ acL || FoB | vian
= 0n = | |
1on Stacl.n || Model Infarmation
= (:lhassus Serial Mumber Model 11 Software Revision Hardware Revision-
oo 11673539 \ c2z20-1014 | X | 100 ]

+ [02]C2110-1013
+1[03]C2210-1013
+ [05]C3110-1013 System Configuration

H = ||1|12:7: it Metw (t |
+[07]C3220-1040 e ke JlEee e
Configuration Mode —|Consale Access —||Mumber of Ports i
Software |Enabled (12 |

+ [08]C3221-1040
+ [09]C3230-1040
+1[10]C3231-1040 [Uptime Reset][System Rehout][AH Counters Reset][Reset To Factory Conﬁg]
+ [12]C6010-3040

+1[13]86120-1013
+1[15]06210-3040 v

Bootloader Revision
121

System Contact System Location

[10900 Red Circle Drve
.__f“fC.._...!.if?.BS.—‘. - )
‘:UU-CU-F2-21-02-EI3

Login Type- -
|Local V_f‘

Device Description

3. Inthe System Name field, enter the name and for the x222x/x32xx. The name can be
alphabetic, numeric or a combination. Do not enter spaces between System Name characters.

4. Inthe System Contact field, enter the name and information of the person to contact if there is
a problem with the system. The name and information can be alphabetic, numeric or a
combination.

5. Inthe System Location field, enter the information describing the physical location of where the
system is located (e.g., room 110, IT lab, etc.). The information can be alphabetic, numeric or a
combination.

6. Inthe Console Access field, select:

* Enabled — allows communications through the USB serial interface (usually to a PC for
entering CLI commands).

* Disabled — communications through the USB serial interface is not allowed (CLI commands
can only be entered through a Telnet session).

7. Verify the value displayed in the Configuration Mode field. The NID has a jumper that disables
software management of the x222x/x32xx. When the Configuration Mode field displays
Hardware, the NID takes some of its configuration from DIP switches or jumpers on the
x222x/x32xx. In Software mode, all configuration parameters are controlled by management.
Refer to the “Jumper Settings” section on page 450 for details on Hardware mode configuration.

8. Scroll to the bottom and click Save.
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Device Description Configuration
The x222x/x32xx supports a Device Description at the device level and a Circuit ID at the port level.

The Device Description provides the option to configure an ASCII text string up to 63 bytes and override
the default information, which is vlan-module-port in binary format.

The Device Description can be configured in the x222x/x32xx using either the CLI or Web method.

Device Description— CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the device’s command prompt type: set device description=<xx> where:
xx = the Device Description to be used for this device or port.
3. Press Enter.

4. Verify the Device Description setting. Type show device description and press Enter. Note that the
dash (“-“) is required, and the letters “ID” must be upper-case. The Device Description information
displays. For example:

Agent III C1|S9|L1P1>set device description zzzzzzz
Error: this command should be executed on a device!

Agent III C1|S9|L1P1>go 1id

Agent III C1|S9|L1D>set device description zzzzzzz

Agent III C1|S9|L1D>show device description

Device description: zzzzzzz

Agent III C1|S9|L1D>
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Device Description Config — Web Method
1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. At the x222x/x32xx MAIN tab, locate the Device Description section.

10N System @ P || ApvanceD | sntp | HrtPs | ssH | Rapus || Tacacs: || acL | FoB | vian | soam |
- ~
‘PN i ~ || Model Information
=i Chassis ! . .

r | Serial Mumber Model 1/ Software Revision Hardware Revision————
-+ [01]IONMM 5219475 ||||c3230-1040 |In:3:2 ||1 0.0 |
et g
H [ejcdRtz0is Bootloader Revision
+-[03]C2210-1013 21
+1[04]C2220-1014
i [05]¢3110-1013 System Configuration
+ [06]C3210-1013 = |System Name———System Up Time———,System Contact————8ystem Location———
£ [07]03220 1040 |c3230-1040 [|/[1-9:52-01 70 || Transition Hetwarksitechs|||[10300 Red Circle Drive ||
3 [08]C3221-1040 |Configuration Mode— | Consale Access— 1 \Number of Pots——— | MAC Address
; T I
£ [091C3230 1070 [sofuars |||[Enabled v 2 | [oo-co-Fz-21-01-77 I
+ [10]C3237-1040 lUptlme Reset”System Rebuut][AII Counters ReseI”Reset To Factory Cunﬁg]
E . | e —————
+ H12]C6010-3041) |Device Description —ﬂLogm Type—— ]
++[13]56120-1013 Local ~
+4[15]C6210-3040 I — ——
: | | Manaoement VI AN Confiquration

3. Enter the Device Description of up to 64 bytes for the device.

ION System ADVANCED || sitp | HTes || ssH || Repis || acL | FoB || vian | soam |
=i [ON Stack Madel Information
=i Chassis Serial Number |Model HSuﬂware Revision Hardware Revision——
+[01]IONMIM ||333 |‘|§c323071040 |12 “001 |
-?---[02]05010-1040 Bootloader Revision
+-[03]C6210-3040 @:I
+-[04]C6120-1013
+--[0?]03210-1013 System Configuration
+--[[]B]03221—1040 System Name 1System Up Time————|S stenT Cnmact—HS rstem anatinn.—‘
£ [10]C32311040 ||c3230-1040 |||l0:3:51:58.09 | [Transition Hetworks(techs| | 10900 Red Circle Drive |
;..[12](321 10-1013 |Configuration Mode——|Console Accessﬁ”‘iumher of Pots— 1 |MAC Address——————
+ 41622101013 f ||Snﬁware ””Enah\ed "|||i2 ||||D[]—C[]—F24270[]—DE ||
+ [16]C2220-1014 | L
Device Description 1
+-[22]ONPS-A JOUYYYY/000000/111/CC/SEG] I
Lirinnoe n

4, Scroll to the bottom and click the Save button.

If you enter more than 64 characters for the Circuit ID and then click Save, the characters entered dis-
play in red, and the message “Invalid input found!” displays in the lower left corner of the Web inter-
face.

To recover:

a) Click Refresh, and re-enter a Circuit ID of 64 or fewer characters and click Save.
b) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Circuit ID Configuration
The x222x/x32xx supports a Device Description at the device level and a Circuit ID at the port level.

The Circuit ID provides the option to configure an ASCII text string up to 63 bytes and override the de-
fault information, which is vlan-module-port in binary format.

The Circuit ID can be configured in the x222x/x32xx using either the CLI or Web method.

Circuit ID Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Atthe device’s command prompt type: set circuit-ID=<xx> where:
xx = the Circuit ID to be used for this device or port.
3. Press Enter.

4. Verify the Circuit ID setting. Type show circuit-ID and press Enter. Note that the dash (“-“) is
required, and the letters “ID” must be upper-case. The Circuit ID information displays. For example:

C1l|S16|L1D>set circuit XX/YYYY/000000/111/CC/SEG
C1|S16|L1D>show circuit-ID

Circuit-ID: XX/YYYY/000000/111/CC/SEG
C1|s16|L1D>

5. At the each of the device port’s command prompts, enter the Circuit ID as in step 2 and 3.

6. At the each of the device port’s command prompts, verify the Circuit ID setting as in step 4.
For example:

C1|S16|L1D>go 11p=1

C1|S16|L1P1>set circuit-ID=xx/yyyy/000000/111/cc/seg
C1|S16|L1P1>show circuit-ID

Circuit-ID: xx/yyyy/000000/111/cc/seg
Cl|si6|L1P1>

C1|s16|L1P1>go 11p=2

Cl|S16|L1P2>set circuit XX/YYYY/000000/111/CC/SEG
C1|S16|L1P2>show circuit-ID

Circuit-ID: XX/YYYY/000000/111/CC/SEG
Ccl|sie|L1P2>
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Circuit ID Config — Web Method
1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port and locate the Circuit ID field.

S : ADVANCED | COUNTERS | LOAM |
~}I0N Stack i — o
. Chassis < Circuit D ﬁ
+ [O1]IDr 1AM N _—————-—'——-’_H_
+ [02]C6010-1040 Port Configuration
& [03]C6210-3040 Link Status |Admin Status Speed Duplex
; Down —l‘”UP v || [Negotiating | [Megatiating |

Port Made

AutoCross Mode (MAC Address— | Connector Type
[10/100/1000BaseT | ||Aum | |o0-co-F2-42-00-DF ||||R,J45 |

3. Enter the Circuit ID of up to 64 bytes for the port. The default is blank.

+-[02]C6010-1040
+-[03]C6210-3040
+-[04]C6120-1013

ION System <
=-10M Stack
—+Chassis <
+-[01]IONMIM |

'__‘_‘—_u—.__
Port Configuration

A | MDVANCED | COUNTERS | LOANM 7_

|Sircuit 1D
”xm'n'yy.-"ﬂ 00000/111/cciseg

Duplex

Link Status—— 7 |Admin Status—— | Speed
Down H||Up || [Negotiating

| ENegutiating

|Pott Mode———————— |AL|tuCr059 Mode——|MAC Address— 1 |Connector Type———— ]

|10/100/1000BaseT | [Auta + | |lo0-co-F2-42-00-DF | [RJ45

Ak Manntintinn @attinon

Click Refresh to update screen information.

5. Repeat steps 2 -4 for each port as required.

Click Save when done.

If you enter more than 64 characters for the Circuit ID and then click Save, the characters entered dis-
play in red, and the message “Invalid input found!” displays in the lower left corner of the Web inter-

face.
To recover:

c) Click Refresh, and re-enter a Circuit ID of 64 or fewer characters and click Save.
d) The message “Setting values succeeded” displays in the lower left corner of the Web interface.
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Login Type Configuration (Local / RADIUS / TACACS+)

The MAIN tab and/or CLI commands let you define the ION user login method in terms of local, RADIUS,

and/or TACACS+ capability.

You can configure the ION user login method via either the CLI or Web method. See the “ION IPv6 Con-

figuration Considerations” section on page 99.

Login Type Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a

Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the current Login Type configuration. Type show tacplus config and press Enter.

3. Set the desired login method. If more than just “local” login is required, sets the login sequence (or-

der of login validation). Type set login method=type, where:

type = (local|radiuslocal | tacpluslocal | radiustacpluslocal | tacplusradiuslocal), and:

local = the ION software will validate the local login only.

radiuslocal = the ION software will validate the RADIUS login and then the local login.

radiustacpluslocal = the ION software will validate the RADIUS login, then the TACACS+ login,

and then the local login.

tacpluslocal = the ION software will validate the TACACS+ login and then the local login.

tacplusradiuslocal = the ION software will validate the TACACS+ login, then the RADIUS login,

and then the local login.

4. Verify the TACACS+ and/or RADIUS configuration. For example:

Agent III C1|S1|L1D>set login method ?

local

radiuslocal

radiustacpluslocal

tacpluslocal

tacplusradiuslocal
Agent III C1|S1|L1D>show tacplus config
TACPLUS client state: enable

TACPLUS authentication server:
index type addr

retry timeout

1 ipv4 192.168.1.30 2 25
2 ipv6 fe80::2c0:f2ff:fe21:b24c 3 10
3 dns 0.0.0.0 3 30
4 dns 0.0.0.0 3 30
5 dns 0.0.0.0 3 30
6 dns 0.0.0.0 3 30
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Agent III C1|S1|L1P1>set tacplus ?

client
svr

Agent III C1|S1|L1P1>set tacplus client state ?

disable
enable

Agent III C1|S1|L1P1>set tacplus svr 1 ?

retry
secret
timeout

type

Agent III C1|S1|L1D>set tacplus svr
Agent III C1|S1|L1D>set tacplus svr
Agent III C1|S1|L1D>set tacplus svr
Agent III C1|S1|L1D>set tacplus svr

ipv4d
ipv6
dns

1 retry 3

1 secret Buffreyl
1 timeout 20

1 type ?

Agent III C1|S1|L1D>set tacplus svr 1 type ipv6 addr fe80::2c0:f2ff:fe20:de9e
Agent III C1|S1|L1D>show tacplus config

TACPLUS client state:

TACPLUS authentication server:

index type

dns

addr

fe80::2c0:f2ff:fe220:
fe80::2c0:f2ff:fe2l:

(%)
Q.
0
L

Agent III C1|S1|L1D>

enable

de9e
b24c

retry timeout

20
10
30
30
30
30
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Login Type Config — Web Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

ION System E@ IP || ADVANCED | SNTP || HTTPS || SSH || RADIUS || TACACS+ || ACL | FDB | VLAN || SOAM |
p“ R — || Model Information
= E:Ihassm | Serial Number 1(Model |Software Revision— Hardware Revision
+-[01]IONMIM (5219475 ||||03230-1040 |‘|i1.3.1 100 |

+[02]C2110-1013
+1[03]C2210-1013
+1[04]C2220-1014

Bootloader Revision
121 |

+-[05]C3110-1013 System Configuration

-;---[06103210—1013 I System Name System Up Time System Contact System Location

07132201040 ‘;_(:__3_230-1040 |||[1:9:40:32.65 | hTransition Networksitechs|| 10900 Red Circle Drive |

.;...[03](:3221_1040 |Configuration Mode— Console Access— | |Mumber of Pots — 7 MAC Address—————
([Software || |[Enabled v |2 || [oo-co-F2-21-01-77 I

.;...[101(:3231_1040 [Uptime Reset][System Rehoot][AII Counters Reset][Reset To Factary Conﬁg]

T"[12]C5010'3040 Device Description #1 Login Type—————————

+[13]56120-1013 ‘ N [Local v

+1[15]C6210-3040 =

-:I---[22]IOI\JF'S-A Management VLAN Configuration

o AR BRIy FaT Oy na (! Dot

2. Atthe Login Type dropdown, select the required level of login; the selections are:

Local: only local logins supported (the default - no RADIUS or TACACS+ configured).
Radius, Local: the ION software will validate the RADIUS login and then the lo-

Login Type .
oA L cal login.

|Local

= Tacacs+, Local: the ION software will validate the TACACS+ login and then the
iRadius Local | local login.

[Tacacs+, Local . . . .

e N e Radius, Tacacs+, Local: the ION software will validate the RADIUS login, then
[Tacacs+ Radius Local | the TACACS+ login, and then the local login.

Tacacs+, Radius, Local: the ION software will validate the TACACS+ login, then the RADIUS login, and
then the local login.

If more than just “local” login is required, select the login sequence (order of login validation).

3. Verify your selection and continue configuration.
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Ports Configuration

The 10/100Base-T/TX Ethernet ports can be configured for AutoCross Mode, Auto Negotiation, and
Capabilities Advertised. The read-only information displayed at the port-level MAIN tab includes Link
Status, Speed, Duplex, Port Admin Mode, Port Mode, and Connector Type.

Configuring AutoCross

Normally, twisted pair (copper) ports must be connected so that the Transmit pair on one end is
connected to the Receive pair on the other end, and vice versa. If the cabling is done so that Transmit on
one end is wired to Transmit on the other, and Receive is wired to Receive, the link will not come up.

Hubs and switches are deliberately wired opposite of the way end stations are wired, so that when a
hub or switch is connected to an end station, a straight through Ethernet cable can be used and the
pairs will match up properly. When two hubs/switches are connected to each other, or two end stations
are connected to each other, a crossover cable is used to make sure that the correct pairs are
connected.

The standard wiring for end stations is known as Media Dependent Interface (MDI), and the standard
wiring for hubs and switches is known as Media Dependent Interface with Crossover (MDIX).

On x222x / x32xx devices the AutoCross feature makes it possible for hardware to automatically correct
errors in cable selection, making the distinction between a straight through cable and a crossover cable
unimportant.

Note: This feature is defined at the port level; depending on the physical connector, it is not applicable
for all ports. Lantronix recommends leaving AutoCross in default mode, Auto.

AutoCross Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the device port’s command line, type: set ether autocross=xx where:

XX = cable type. Valid choices are:

* Auto — hardware will automatically correct errors in cable selection.

* MDI - transmit pair on one end of the cable is connected to the receive pair on the
other end.

* MDIX — cross over cable is used.

3. Press Enter.
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AutoCross Config — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port’s MAIN tab.

3. Locate the Port Configuration section.

1ON System @ ADVANGED || COUNTERS || LOAM |
—" 0N Stack
s | Circuit 1D
+[01]IONMM
.;..[03](:3230.104[] Port Configuration

@.-[05]@3230.1040 |Li|'||< Status—————7)Admin Status—————— Speed
-?--[10](33231—1040

|Down || |Up V=| [Negotiating

+4[12]C2110-1013
*+[14]C2210-1013

T16)C2220-101

-Paort 2 |Enabled v|

4. Inthe AutoCross Mode field, select the mode to be used.

* Auto — ION System hardware will automatically correct errors in cable selection (default mode -

recommended).

* MDI - the transmit pair on one end of the cable is connected to the receive pair on the other

end.
* MDIX - a cross over cable is used.

5. Click Save when done.
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Configuring Auto Negotiation

The auto negotiate feature is defined on a port basis, letting you set the capabilities that will be
advertised for a device over a specific port.

Auto negotiation is a feature that can be used by devices that are capable of different transmission rates
(such as 10 Mbit/sec and 100 Mbit/sec), different duplex modes (half-duplex and full duplex), and/or
different standards at the same speed. Every device declares its possible modes of operation when
attempting to connect to another device. The two devices then choose the best possible modes of
operation that are shared by the two devices. These modes of operation include:

* Speed

* Duplex

* Pause capability (whether Pause frames are supported)

When one device supports auto negotiation and the other does not, the device that has auto
negotiation abilities can determine the speed of the other device, and then select the same speed for
itself. However, this procedure can not determine the duplex setting of the other device, so half-duplex
is always assumed. If one device is using full duplex while the other one is using half-duplex, a duplex
mismatch occurs. The usual effect of this mismatch is that the connection works but at a very low speed.

Disabling the auto negotiate feature allows you to force the connection to the desired speed and duplex
mode of operation as long as both devices can support the operation.

Note: The auto negotiate feature is always enabled for gigabit devices/ports. The pause default value for
a copper port is “disabled”.

10/100/1000BaseT Port — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Atthe command line, type: set ether autoneg state=xx where:
xx = enable or disable

3. Press Enter.
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4. If auto negotiation is enabled go to step 5.
If auto negotiation is disabled go to step 6.

5. Set the advertised speed/duplex capabilities; type: set ether adv-cap where:
XX = advertised speed capability; valid choices are:

* 10TFD (TP port 10 Mbps full duplex)

* 10THD (TP port 10 Mbps half-duplex)

* 100TFD (TP port 100 Mbps full duplex)

* 100THD (TP port 100 Mbps half-duplex)

* 1000TFD (TP port 1000 Mbps full duplex)

* 1000THD (TP port 1000 Mbps half-duplex)

* 1000XFD (fiber port 1000 Mbps full duplex)
* 1000XHD (fiber port 1000 Mbps half-duplex)

To specify more than one capability use a plus sign (+) between entries (e.g., adv-
cap=10TFD+100TFDI+1000THD).

6. Press Enter.
7. Set the advertised pause frame capability; type: set ether pause=xx where:
XX = advertised pause capability; valid choices are:

* nopause (the port will advertise that is has no pause capabilities)
* apause (asymmetric; the port will advertise that it can only transmit pause frames)

* bpause (asym/sym; the port will advertise that it supports both asymmetric and
symmetric capabilities (not supported on all models)

* pause (the port will advertise it has pause capability)

* spause (symmetric; the port will advertise that it can transmit and receive pause frames)
(not supported on all models)

8. Press Enter.
9. Set the speed of this port; type set ether speed=xx where:
xx = speed setting; valid choices are:

e 10M
e 100M
* 1000M

10. Press Enter.
11. Set the duplex of this port; type set ether duplex=xx where:
xx = duplex setting; valid choices are:

e full
* half
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12. Press Enter.

13. Verify the configuration has been set. Type show ether config and press Enter. The current Ethernet
configuration displays. For example:

Agent III C1|S7|L1P1>show ether config

Port-11040

TP port:

Link operation status: down

Admin status: up

Port mode: RJ-45

PHY operation mode: phy10-100-1000BaseT
Speed: Negotiating

Duplex: Negotiating
Autocross: auto

PHY mode change cap: false

AutoNeg admin state: enable
Advertisement:

Capability: 10THD+10TFD+100THD+100TFD+1000TFD
Pause: nopause

Agent III C1|S7|L1P1>
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10/100/1000BaseT Port — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port. Select the port’s MAIN tab if not already displayed.

3. Locate the Auto Negotiation Settings section.

10N System

—"ION Stack
—' Chassis
+4[01]IONMIM
+1[03]C3230-1040
+/[05]C3230-1040
+:10]C3231-1040
+[12]C2110-1013
+1[14]C2210-1013
=T T16]C2220-T 07
Port 1
Port 2
£ [18]C3220-1040
+[22]I0NPS-A
+1[23]0NPS-D

Ei:m ADVANCED | COUNTERS || LoAM |

Circuit ID

Port Configuration
Link Status

Duplex

‘Down

|Admin Status Speed
|| [Up ~ || [Negotiating

IMegotiating

|Connector Type——————

v| [Riss

Auto N ttings

Port Mode AutoCross Mode
‘WUHUUHUUUEIaseT | ‘|Aut0

Capabhilities
110M - Half Duplex
[11000M - Half Duplex

[110M - Full Duplex
1000M - Full Duplex

[Pause

[1100M - Half Duplex

[#1100M - Full Duplex
[Jasymmetric Pause

4. Inthe Auto Negotiation field, select whether this feature is enabled or disabled.

5. If Auto Negotiation is set to Enabled, in the Capabilities Advertised field, select:

* the speed and duplex settings to be advertised to other devices

* the type of pause frames supported on this port (Pause and/or Asymmetric Pause)

6. If you want to manually force speed and duplex settings, set Auto Negotiation to Disabled, click
Save, and then select:

* the port’s operating speed,

* the port’s duplex mode of operation.

IOM System

<k

—“ION Stack
=-Chagsis
+H[01]IONMI
+1[03]C3230-1040
++[05]C3230-1040
++[10]C3231-1040
+-[12]C2110-1013
+4[14]C2210-1013
T 16]C2220- 10
Port 1

+ [18]03220-1040

7. Click Save.

:mADVANCED | counters | Loam |

|Circuit 1D

Port Configuration
Link Status————————

Admin Status———— ] Speed

Duplex

iDuwn H

[Up v || [10Mbps

| }Full Duplex

(Port Mode———————

AutoCross Mode—— 7 Connector Type—————

[10100/1000BaseT I

[ Auto ~| [Ri4s

Auto MNegotiation Settings

'Force Speed—— 1| Force Duplex

V”“Ful\ Duplex
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Set Ethernet Port Speed / Duplex Mode (Force Speed / Duplex Mode)

Disabling the auto negotiate feature lets you force the connection to the desired speed and duplex
mode of operation as long as both devices can support the operation.

Note: The Auto Negotiate feature is always enabled for gigabit devices/ports.
A port’s Ethernet port speed and Duplex mode can be configured in the x222x / x32xx using either the

CLI or Web method. Note that 1000M / Half duplex is not a valid selection.

Set Ethernet Port Speed / Duplex Mode — CLI Method

Use this procedure to define the port’s Ethernet transmission speed and Duplex mode to be used on the
Ethernet port. The defaults are 10 Mbps and Full Duplex.

Note: This command is only applicable on a copper port.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Atthe command line, type set ether autoneg state=disable and press Enter.
3. Set the speed of this port; type set ether speed=xx where:
XX = speed setting; valid choices are:
* 10M
* 100M
* 1000M
4. Press Enter.
5. Set the Duplex mode for this port; type set ether duplex=xx where:
xx = duplex setting; valid choices are:
e full
¢ half
6. Press Enter.

7. Verify the configuration has been set. Type show ether config and press Enter. The Ethernet
configuration displays. The first example below show a TP port, the second example shows a Fiber
Port:

Agent III C1|S7|L1P1>show ether config

Port-11040

TP port:

Link operation status: down

Admin status: up

Port mode: RJ-45

PHY operation mode: phy10-100-1000BaseT
Speed: Negotiating

Duplex: Negotiating
Autocross: auto

PHY mode change cap: false
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AutoNeg admin state: enable

Advertisement:

Capability: 10THD+10TFD+100THD+100TFD+1000TFD
Pause: nopause

Agent III C1|S7|L1P1>go lip=2
Agent III C1|S7|L1P2>show ether config

Port-21040

FIBER port:

Link operation status: down

Admin status: up

Port mode: SFP Slot
PHY operation mode: phyl1000BaseX
Speed: Negotiating
Duplex: Negotiating
PHY mode change cap: true
AutoNeg admin state: enable
Advertisement:

Capability: 1000XFD
Pause: nopause

Agent III C1|S7|L1P2>

33472 Rev. K https://www.lantronix.com/

Page 121 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Set Ethernet Port Speed / Duplex Mode — Web Method

Use this procedure to define the transmission speed and Duplex mode to be used on the Ethernet port.
The defaults are 10 Mbps and Full Duplex. Note that 1000M / Half duplex is not a valid selection.

Note: This command is only applicable on a copper port.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the appropriate port.

3. Locate the Auto Negotiation Settings section on the port’s MAIN tab.

ION System m) ADVANGED || COUNTERS || LoaM
Z ION Stack : = = '

B |.QJ.E9.LJ!1.J.D.. ‘
+-[01]IONIIM !
+..[g3lc3230.1040 Port Canfiguration
.;...{05]03230,1040 Link Status————— | Admin Status — | Speed Duplex
+--[1[]]C3231-1[]4l] |iDown [[{[up ~ || [10Mbps | [Full Duplex
+[12]C2110-1013 \Port Mode

[10100/1000B3s=T |

AutoCross Mode—— | Connector Type
+[14]C2210-1013 | Auto ~| |Ri4s |
: Auto Megotiation Settings

— <] Torce Speed |Force Duplex
) fovbes v |[Ful Duplex.
—

Auto MNegotiation

+-[18]C3220-1040

il il

8. Set Auto Negotiation to Disabled.

9. Inthe Force Speed field, select the copper port’s Ethernet operating speed (10M | 100M). The
default is 10 Mbps.

10. In the Force Duplex field, select the port’s Duplex mode of operation (Half Duplex | Full Duplex). The
default is Full Duplex.

11. Click Save.
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Set Port Admin Mode (Ethernet PHY Mode)

Use this procedure to define the port’s admin mode as 1000BaseX, 1000BaseFX, or SGMII. This is used to
set the Ethernet PHY mode of this interface. The default is 1000BaseX.

The C3220-1040 and C3221-1040 NIDs support SGMII with 10/100/1000BASE-T copper SFPs.

The C3221-1040 NID provides 10/100/1000BASE-T (RJ-45) [100 m] to two 100/1000Base-X open SFP
slots. The SGMII (Serial Gigabit Media Independent Interface) provides network data and port speed
information between a 10/100/1000 PHY and a MAC, operating in both half duplex and full duplex at all
port speeds. If SGMII is configured, the auto negotiation feature is disabled.

A port’s Ethernet PHY mode can be configured in the x222x/x32xx using either the CLI or Web method.

Set Port Admin Mode (Ethernet PHY Mode) — CLI Method

Use this procedure to set the Ethernet PHY mode for a port which is capable of changing PHY mode.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).
2. At the command line, type set ether phymode=xx and press Enter.

where:
xx = port admin mode setting (phySGMII| phy100BaseFX | phy1000BaseX); valid choices are:

e SGMII
e 100BaseFX
e 1000BaseX

Example: C1|S13|LOAP1|L1P2/>set ether phymode=SGMII

3. Verify the configuration has been set. Type show ether config and press Enter. The Ethernet
configuration displays.

C1|s16|L1P1>set ether phymode ?
phy1000BaseX
phyl00BaseFX
phySGMII
C1|S16|L1P1>set ether phymode phySGMII
Cannot set PHY mode on this port!
C1|S16|L1P1>go 11p=2
C1|S16|L1P2>set ether phymode phySGMII
C1|S16|L1P2>show ether config

Port-21014

FIBER port:

Link operation status: down

Admin status: up

Port mode: SC Singlemode Fiber
Speed: 100M

Duplex: full

PHY mode change cap: false

PHY operation mode: phyl@@BaseFX
Far End Fault mode: enable
AutoNeg admin state: disable

Cc1|sie|L1P2>
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Port Admin Mode Config — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Locate the Port Admin Mode field on the x3220 Port 2 MAIN tab.

ION System

L) QAR NaovanceD | counters | Loam | pwi |

—+0N Stack
—:Chassis
+[D1]IONMM
+1[03]C3230-1040
+/[05]C3230-1040
+[10]C3231-1040
+1[12]C2110-1013
+ [14]02210-1013
—-[16]C2220-1014

_..[.15

|Circuit 1D 1

Port Configuration

\Link Status————— ) Admin Status— ] Speed Duplex

[Down ||||Up | [Negotiating | INegotiating

S el
|\Port Admin Mode ot Mode————————|Connector Type———————
[[1000Basex v |, /1000Basex |||[5FP slat I

Auto Megotiation Settings

Auto Negntiatimn:|

Capabilities Advertised
1000M - Full Duplex

Oasymmetric Pause  ClSymmetric Pause ClasymmiSymm Pause

L Y Y

3. Select 100BaseX, 100BaseFX, or SGMII as the Port Admin Mode.

4. Click Save. The displayed function set changes based on the Port Admin Mode selected in step 3.

ION System

—1OM Stack
—}Chassis
+-[01]I0NMM
+[03]C3230-1040
+1[05]C3230-1040
+ [10]C3231-1040

+! [ZZ[ONPS-A
+:[23]IONPSD

+ [12]C2110-1013 i
+ [14]C2210-1013

EWADVANCED | counters | Loam | omi |

|Circuit ID 1

Port Configuration

\Link Status—————7/Admin Status— 7 Speed Duplex

|Down Wi || [10Mbps | [Half Duplex

I
|Port Admin Mode—|Port Mode—————Connector Type—————
|[sGmiI v|||sGmi || [sFP S0t I

m TETTTeTt
SourcePort
2 |

L2CP Disposition

Forward Settings
MPort 2 to Port 1

¥IManagement via Port 2 |

|Spanning Tree Protocols—Slow Protocols ——|ELMI protocol—————|LLDP protocol—————

|[Pass | |[Pass v |[Pass

v |[Pass ~

|Port Authentication Protocols)Bridge Management Protocols) GARP/MRP Block of protocols

|[Pass v| ||[Pass Rl |Pass ha
Bridge Block Other Multicast protocaols
| FPass T‘
LTH Topology Discovery Protocol TX)
” Enabled ol ‘

With SGMII selected (see above), the Port Forward Management, L2CP Disposition, and TN
Topology Discovery Protocol TX sections display (the Far End Fault and Control Frames
Management sections do not display with SGMII selected.)
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ION System EMADVANCED [ counters | Loam [ omi |
~' 10N Stack -
—-Chassis

F-[01]IONMM

+[031C3230-1040
+4[05]C3230-1040
+[10]C3231-1040

+H[16]C2220-1014

+ [22]|0NPS-A
+-[23]0NPS-D

+[12]C2110-1013 I
+4[14]c2210-1013

|C|rcu|t v} 1

Port Configuration

Lmlf Status |Admm Status Speed Duplex
[Down [|[up v || [100Mbps | [Full Duplex
Port Admin Mode 1|Port Mode |Far End Fault Mode |Connector Type
[100BaseFX /| [100BaseFx ||||Enab\ed HSFF’ Slat

e e —

Auta Megotiation Settings
Auto Megotiation |

Force Duple
HH Duplex B ||
Control Frarmes Management

Pause Admin Mode—|Pause Oper Mode Control Functions Supported
|Disabled || |[Disabled ||{[ane |

Port Forward Management

Source Port Forward Settings
2 j|mm2m Port 1
| L2CP Disposition

Spannmg Tree Protocols— Slow F’rotoco\s—| ELMI protocol———|LLDP pratocol——————
Pass | ‘Pass ‘Pass V”“Pass V”

[“IManagement via Port 2 |

Puort Authentication Protocols) Bridge Management Protocols) GARP/MRP Block of protocols

‘F‘ass Vl ” Pass "l ||F'ass b
Bridge Block Other Multicast protocals
Pass b
LIM Topology Discovery Protocol TX)
H Enabled v|
Help

With 100BaseFX selected (see above), the Far End Fault, Auto Negotiation Settings, Control Frames
Management, Port Forward Management, L2CP Disposition, and TN Topology Discovery Protocol TX

sections display.

ION System [x]
= ION Stack
=i Chassis
+- [01IONMM
+ [03]C3230-1040
+-[05]C3230-1040
+ [10]C3231-1040

+ [22]I0NPS-A
+ [23]I0NPS D

+[12)52110-1013 T
+ [14]C2210-1013

m"}ibv:WCEb | counters | Loam | owi |

|Circuit 1D 1

Port Configuration
\Link Status— 7 Admin Status———— Speed

Duplex

||D0wn H”Up V|| |Neg0hating | |Neg0hatmg

|Port Admin Mode 1|Port Mode
|[1000Basex v [1000Basex

Auto Negollatior T

Auto Negotiation:l

|Cagahwlihes Advertised

1|Connector Type
|||[sFP Slat

1000M - Full Duplex  [JAsymmetric Pause  [1Symmetric Pause Clasymm/Symm Pause

Port Forward Management

Source Port Forward Settings
2 || Port 2 ta Port 1
L2CP Dispasition

I 1Spanning Tree Protocols—Slow Protocols——— 7 ELMI protocol—————LLDP protocol———————
||F'ass V”HF’ass V||||F’ass VH“Pass V”

[“Ianagement via Port 2 ‘

|Port Authentication Protocols||Bridge Management Protocols) GARP/MRP Block of protocols

||F'ass V| HF‘ass V| ||F‘ass s
Bridge Block Other Multicast protecels

|| Pass b

T Topelogy Discovery Protocol TX

| Enabled bl

With 1000BaseX selected (see above), the Auto Negotiation Settings, Capabilities Advertised,
Port Forward Management, L2CP Disposition, and TN Topology Discovery Protocol TX sections display.
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Far End Fault Mode Configuration

With Far End Fault (FEF) mode enabled, the x222x / x32xx can track and report FEF capabilities and set-
ting information.

The x222x / x32xx Far End Fault (FEF) mode can be configured using the CLI method

Far End Fault Mode Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Atthe device’s command prompt type set ether fef=xx where:

xx=enable or disable

3. Press Enter.

4. Use the show ether config command to verify the FEF mode capability and mode settings (e.g., Far
End Fault cap: true, Far End Fault mode: enable). For example:

C1|S16|L1P1>set ether fef=disable

Only 1@00M fiber port can set far end fault!
C1|S16|L1P1>go 11p=2

C1|S16|L1P2>set ether fef=disable
C1|Ss16|L1P2>show ether config

Port-21014

FIBER port:

Link operation status: down

Admin status: up

Port mode: SC Singlemode Fiber
Speed: 100M

Duplex: full

PHY mode change cap: false

PHY operation mode: phyl@0BaseFX
Far End Fault mode: disable
AutoNeg admin state: disable

ci|s16|L1P2>
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Set Bandwidth Allocation / Rate Limiting

The x222x/x32xx Bandwidth Allocation (Rate Limiting) can be configured to limit both Ingress bandwidth
and Egress bandwidth. If so configured, traffic at rates over this CIR (Committed Information Rate) is
discarded. Note that these limits cannot be set faster than the port speed.

Bandwidth Allocation / Rate Limiting can be configured in the x222x / x32xx NID using either the CLI or
Web method.

Set Bandwidth Allocation / Rate Limiting — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command line, define which transmission layer is to be counted when determining the rate
limit. Type set bw alloc-type={countAlilLayerl | countAllLayer2 | countAllLayer3}. The default is
Count all Layer 1 bytes.

e Counts All Layer 1: (the default): in determining the rate limit, this selection counts the
following bytes in a frame: Preamble (8 Bytes) + DA to CRC + Inter Frame Gap (12 bytes).

e Counts All Layer 2: in determining the rate limit, this selection counts the bytes in a frame
from the DA to the CRC in determining the rate limit.

e Counts All Layer 3: in determining the rate limit, this selection counts the following bytes in a
frame:
o from the DA (Destination MAC Address) to the CRC (18 bytes if untagged)
o from the DA (Destination MAC Address) to the CRC (22 bytes if tagged)

Note: The Counts All Layer 3 selection will skip the Ethernet header, the CRC, and Tags (if
any tags exist).

o EffarType CRCT 8021 Ethernet
| Preamble |Dest|nat|onMACl Source MAC I o I Payload | iR }—m, s

S BUZT0 | ElerlType CRCT 802.1Q Tagged
| Preamble | Destination MAC l Source MAC Tag il I Payload | oS l—m‘n 7 TETTRE Frame (VLANs)

S e le) U TCE [ElRerType CRCT ] | 802.1ad Double
| Preamble | Destination MAC l SowcaMAC | gt | oS | g | Payload | el S | M Fra..ume

(Q-in-C1)
3. Press Enter.

4. Define the ingress and egress rate limits of the port. Type set irate=<xx> erate=<yy>.
where:

xx= In-rate: Ingress rate in kbps

yy = Egress-rate: Egress rate in kbps

33472 Rev. K https://www.lantronix.com/ Page 127 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

See below for valid selections for in-rate (ingress) and egress-rates.

5. Press Enter.

6. Verify the bandwidth allocation for the port. Type show bandwidth allocation and press Enter.
For example:

C1|s16|L1P2>set irate=ratelM erate=ratelM
C1|S16|L1P2>show bandwidth allocation

Bandwidth allocation type: countAllLayerl
Ingress rate: ratelM
Egress rate: ratelM

Cl|si6|L1P2>

Note: The rate parameters are case-sensitive.

Rate Limits Summary

Set ingress rate and egress rate of a port - increase granularity of Ingress/Egress Rate Limiting per MEF
11: 1 Mbps steps up to 10 Mbps, 5 Mbps steps beyond 10 Mbps and up to 100 Mbps, and 50 Mbps steps
beyond 100 Mbps and up to 1 Gbps.

X222x, x322x, x323x ingress and egress rate limiting:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 5M, 6M, 7M, 8M, 9M, 10M, 15M, 20M, 25M, 30M, 35M,
40M, 45M, 50M, 55M, 60M, 65M, 70M, 75M, 80M, 85M, 90M, 95M, 100M, 150M, 200M, 250M, 300M,
350M, 400M, 450M, 500M, 550M, 600M, 650M, 700M, 750M, 800M, 850M, 900M, and 950M bps.

On 100M port: 1M, 2M, 3M, 4M, 5M, 6M, 7M, 8M, 9M, 10M, 15M, 20M, 25M, 30M, 35M, 40M, 45M,
50M, 55M, 60M, 65M, 70M, 75M, 80M, 85M, 90M, and 95M bps.

x3210 ingress and egress rate limiting:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, 80M,
100M, 200M, 300M, 400M, 500M, 600M, 700M, 800M, and 900M bps.

On 100M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, and 80M
bps.
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Set Bandwidth Allocation / Rate Limiting — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port’'s ADVANCED tab.

3. Locate the Bandwidth Allocation section.

ION System MaN (A== 0) COUNTERS || LoAM |
—-ON Stack 5 ; ) ]

: ] [T Bandwidth Allocation

—"(?hassns Rate Limiting Mode —1|Earess Rate Limit —|Ingress Rate Limit
- [0IOHMM |Counts All Layer 1 ||U|1I|m|ted v|||[Uniimited
+--[U3]C323U-1U4U B

+ [05]C3230-1040 MALC Sectmy

Fllter Unknown Multicast

EAR R b B U | R, —

; SA Lock —1|SA Lock Action Filter Unknown Unicast
+:-[10]C3231-1040 || |
: (ol |D|sah|e ||D|scard and Notify ‘lDlsah\ed

v

+--[14 £2210-1013 WLAM Forwarding Rules

|VLAN Status———|Discard Tagged—|Discard Untagged—| Force Default VLAN—

||D|sab\ed ‘|||D|sah|ed e |||Dlaahled

3

|Default WLARN ID—_|

4. In the Rate Limiting Mode field, select which bytes in a frame are to be counted in determining the

rate limit:

e Counts All Layer 1: (the default): in determining the rate limit, this selection counts the
following bytes in a frame: Preamble (8 Bytes) + DA to CRC + Inter Frame Gap (12 bytes).

e Counts All Layer 2: in determining the rate limit, this selection counts the bytes in a frame

from the DA to the CRC in determining the rate limit.

e Counts All Layer 3: in determining the rate limit, this selection counts the following bytes in a

frame:

o from the DA (Destination MAC Address) to the CRC (18 bytes if untagged)

o from the DA (Destination MAC Address) to the CRC (22 bytes if tagged)

Note: The Counts All Layer 3 selection will skip the Ethernet header, the CRC, and Tags (if

any tags exist).

| Preamble IDestinaiionMﬁCl Source MAC |Eﬂmﬁilm| Payload | ) }—m,
| Preamble [DestinationMACl Source MAC SUTZE;Q Eﬁ! | Payload | o i—m,

| Preamble [DestinationMAC l Source MAC Osu”;'.'r‘: |:r?§r.}2 |Eﬂm§'!5’°’| Payload

802.1 Ethernet

802.1Q Tagged
Frame (VLANs)

| rerrmm— 02120 Double
LRI 2R Tagged Frame

(Q-in-C1)
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5. Inthe Egress Rate Limit field, select the Egress bandwidth limit in bits per second. Traffic which goes
over this rate is discarded. The default is Unlimited.

ION System El| maneRASWANEERD counTERS | LOAM | DMI |

= 'EW atAck Bandwidth Allocation
—-Chassis

: |Rate Limiting Mode \Egress Rate Limit Ingress Rate Limit
'!'"[m“ONW"q Counts All Layer 1 | || Unlimited || [ Unlimited V)

+4[02]C6210-3040

4___[03103230_10‘10 MAC Security 1
: SA Lock 214 |Filter Unknown Unicast—Filter Unknown Multicast
+-[04]C6E010-3040 e
104} Disabled v {W ]HDisahIed v—||||DiaahIed v—\l
1---[05]03230-1040 41
+[06]C3220-1040 VLAN Forwarding Rules | 214
-?---[0? C3210-1013 V\I_AN Status ™ |Di.scard Untagged— ‘Fn.rce Default WVLAN—
= ToRICa221 100 Disabled 3Fﬂ ||| [isabled ~ | [ Digabled ~
. ~Port1 Default VLAN ID 100

- Port 2 ! 201

30M

Port 3
+ [10]C3231-1040

i Default Priority 50M IP Traffic Class Priority Precedence
+[12]C2110-1013 0 v Egm ]“Enah\ed v ||u99 IEEE v

*:'"[1‘”02210'1013 SA Priority Override 30M VID Priority Override

+[22]0NPS-A |ﬁ;ﬁ| 90 Hﬁisabled }—|_V‘

6. Inthe Ingress Rate Limit field, select the Ingress bandwidth limit in bits per second. This is the
Committed Information rate (CIR) on this interface for Ingress. Traffic which goes over this rate is
discarded. The default is Unlimited.

Priority Forwarding Rules {4010

ION System L | mand NSl counters | Loam | om |
= DN Slacl».( Bandwidth Allocation
_"(_:haSSIS |Rate Limiting Mode—|Egress Rate Limit— Loy Rate Limi
+[01]IONMM [[Counts AllLayer 1 ||[Unlimited ~||| Unlimited =
+[02]C6210-3040
+103]C3230-1040 MEE: Shcaiity b
i SA Lock——————75A Lock Action————— Filter Unknown Multicast
++[04]C6010-3040 | Inknown Multics
E: {04} [Disabled ~ || Discard and Notify ||{3M ] Disabled ~
+1[05]C3230-1040 4
+1[06]G3220-1040 VLAN Forwarding Rules o
+4[07]C3210-1013 |WLAN Status— | Discard Tagged——— 719 Force Default VLAN
s s |Disabled |||[Disabled RIEY ||| [Disabled v
e
Default VLAN ID 101
E 200
301

Priority Forwarding Rules A0
+ [10]C3231-1040 \Default Priority—IEEE Priority Class—(|50M Priority Precedence
+[12]C2110-1013 [ ~||[Enabled v||{l;gm ] [Use IEEE -
-?---{14]02210—1013 |SA Priority Override— DA Priority Override——(|80M
+ [22]ONPE-A | Disabled ||| Disabled vll‘ 90 }

7. Click Save when done. The Rate Limits vary depending on the device and port selected.
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Rate Limits Summary

Set ingress rate and egress rate of a port - increase granularity of Ingress/Egress Rate Limiting per MEF
11: 1 Mbps steps up to 10 Mbps, 5 Mbps steps beyond 10 Mbps and up to 100 Mbps, and 50 Mbps steps
beyond 100 Mbps and up to 1 Gbps.

x222x, x322x, x323x ingress and egress rate limiting:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 5M, 6M, 7M, 8M, 9M, 10M, 15M, 20M, 25M, 30M, 35M,
40M, 45M, 50M, 55M, 60M, 65M, 70M, 75M, 80M, 85M, 90M, 95M, 100M, 150M, 200M, 250M, 300M,
350M, 400M, 450M, 500M, 550M, 600M, 650M, 700M, 750M, 800M, 850M, 900M, and 950M bps.

On 100M port: 1M, 2M, 3M, 4M, 5M, 6M, 7M, 8M, and 9M bps.

x3210 ingress and egress rate limiting:

On 1000M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, 80M,
100M, 200M, 300M, 400M, 500M, 600M, 700M, 800M, and 900M bps.

On 100M port: Unlimited, 1M, 2M, 3M, 4M, 6M, 8M, 10M, 20M, 30M, 40M, 50M, 60M, 70M, and 80M
bps.

Problem: Bandwidth Ingress rate limiting on the C3221 failed on 150M.
Solution: Make sure that ingress rate limiting settings are at or above the advertised speeds.
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Configuring Priority Queuing
The x322x/x32xx lets you configure the Egress Queue mode to either “Weighted Round Robin (WRR)” or
“Strict” via either the CLI or the Web interface.

WRR (Weighted Round Robin) is a scheduling discipline wherein each packet flow or connection has its
own packet queue. It is a simple approximation of GPS (generalized processor sharing). While GPS serves
a near infinite amounts of data from each nonempty queue, WRR serves a number of packets for each
nonempty queue (number = normalized (weight / meanpacketsize).

(SP) Strict priority queuing

(SP) Strict priority queuing is a response to the disadvantages of FIFO in a congested environment.
Strict priority queuing assumes that types of traffic can be differentiated and treated preferentially.
With the Strict Priority Queuing function enabled, only high priority packages will be passed and all low
priority packages will be dropped during a network jam condition (the queuing is based ‘strictly’ on the
assigned priority).

Priority Queuing Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command line, use the go command to switch to port 1.

3. Define the port queuing method. Type set port queuingmethod=<wrr|sp>
where:
wrr = sets the Egress Queue Mode to the "Weighted Round Robin" queuing method.
sp = sets the Egress Queue Mode to the "Strict" queuing method.

4. Press the Enter key.

For example:
C1|S3|L1P1>set port egress queuingmethod ?
sp
wrr
C1|S3|L1P1>set port egress queuingmethod=sp
C1|S3|L1P1>set port egress queuingmethod=wrr
C1|S3|L1P1>show qos config

Default priority: 7

Use IEEE tag for priority: enable
Use IP tag for priority: enable
Tag type for priority if both tag available: uselIP
Use source MAC address for priority: disable
Use destination MAC address for priority: disable
Use VLAN id for priority: disable
Port Egress Queuing mehod: wrr

C1|s3|L1P1>

5. Repeat steps 2-4 above for other device ports as required.
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Priority Queuing Config — Web Method

1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the Port 1 ADVANCED tab.

3. Locate the Egress Queue Mode field.

ION System ] IETIR( ADVANCED COUNTERS ; LOAM | |

—--IF)N =Lack Bandwidth Allocation
—Chassis

+-[01]IONMM

|Counts All Layer 1 b H || Unlimited V|| |U|1I\mited

‘Rate Limiting Mode— Egress Rate Limit—||lngress Rate Limit——

3

+]02]C6210-3040

_;___[0310323071040 MAC Security

+ [04]C6010-3040

HDisahIed VH”D\scard and Motify V” |D|sabled

18A Lock—————8A Lock Action—||F\Iter Unknown U|1|cast—| Fllter Unknown Multicast—

Dlsahled VH

+-[05]C3230-1040

{0?103210 1013 VLAM Forwarding Rules

|VLAM Status——|Discard Tagged—|Discard Untagged— Force Default VLAN——

HD\sabIed | Disabled V|| || Disabled

V||HD|sabIed V||

Pricrity Forwarding Rules
+-[12]C2110-1013

|Default Priority—————— |IEEE Priority Class—|IP Traffic Class———— ‘Priority Precedence—

VLAN Tag Management
‘Frame Tag Made

Customer

User Priority

+-[23]I0MPS-D

F’rmlder Etherﬁ.pe“

+:[14]C2210-1013 [o | |[Enabled +|||[Enabled ¥ | [Use EEE |
T--{15]C2220-1014 |SA Priority Override— DA Priority Override—7VID Priority Override——

+-[17]C3220-1040 | Disablad | [Disahled ~|||[Disabled ~|

+[22]I0NPS-A

lo | ¥ |[2

(Remap Oto:———— 1 |Remap 1too———— | /Remap2too———— Remap jtoo————

B 3|

(Remapdto:———————|Remap 5to-—————(|Remap 6to:—————|Remap T to:

4 = s % e

3|7 i)

|Egress Queue Mode—————
HWeighted Round Rabin V||

Refresh

4. At the dropdown select either “Weighted Round Robin” (the default setting) or “Strict”.

5. Click the Save button when done.
6. Repeat steps 3-5 above for other device ports as required.
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Configuring Ethernet LOAM (Link OAM)

Ethernet Operations, Administration and Maintenance (OAM) protocol is used for monitoring and
troubleshooting Ethernet networks.

The x222x / x32xx NIDs support Link layer OAM (LOAM, per IEEE 802.3—2005 Clause 57).

LOAM Configuration

The x222x / x32xx NID supports the LOAM standard IEEE 802.3—-2005 Clause 57 which defines
mechanisms for monitoring and troubleshooting Ethernet access links. Specifically it defines tools for
discovery, remote failure indication, remote and local loopback, and status and performance
monitoring.

LOAM Configuration Prerequisites and Restrictions

For the latest feature information and caveats, see the release notes for your particular device/system
and soft-ware release. The prerequisites and restrictions below apply to all x222x / x32xx models unless
otherwise noted.

The x222x / x32xx products implement LOAM on both the fiber and twisted pair interfaces. The LOAM-
enabled port is user selectable. By default, the fiber port is the default LOAM enabled port. With dual
fiber ports, Port 2 is the default.

LOAM Configuration Prerequisites

1. Network topology and network administration have been reviewed.

2. Business and service policies have been established.

3. Inatypical application, you connect a cable from the Active local device (chassis) to the Passive re-
mote device. The Active local device manages its Passive remote peer. The relationship between the
Active local device and its Passive remote peer is established via LOAM functionality.

4. To change any of the IP parameters through the CLI interface, the management state must be
enabled (see “Performing Initial System Setup” on page 71).

5. To remotely manage specific LOAM critical events, set up SNMP trap host managers in the IONMM
(see “Configuring SNMP” on page 227 for set-up instructions).

6. The x222x / x32xx NIDs support both private and public MIBs for SNMP management including RFC
4878 (Definitions and Managed Objects for Operations, Administration, and Maintenance (LOAM).
See “Supported MIBs” on page 29 for more information.

7. Provisioning a standalone x222x / x32xx NID for remote operation without IONMM management
requires a change to the switch mode. By default, the x222x / x32xx is managed by the ION MM.
Setting the switch mode to local indicates that the device is not managed by the IONMM, but by ei-
ther a direct USB connection or a direct network connection via Telnet or the Web interface. Setting
the mode to remote indicates that the device is managed through the IONMM. Use the set switch
mode= command to change management mode between local and remote. To change any of the IP
parameters through the CLI interface, the management state must be enabled.
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LOAM Configuration Restrictions

1. The x222x/ x32xx NIDs do not support variable retrieval nor unidirectional link. They support
loopback and event notifications only.

2. LOAM on Ethernet interfaces may be in 'Active' mode or 'Passive’ mode. These two modes differ in
that Active mode provides additional capabilities to initiate monitoring activities with the remote
LOAM peer entity, while Passive mode generally waits for the peer to initiate LOAM actions with it.
For example, an active LOAM entity can put the remote LOAM entity in a loopback state, where a
passive LOAM entity cannot.

At initialization and at failure conditions, two LOAM entities on the same full-duplex Ethernet link begin
a discovery phase to determine which LOAM capabilities may be used on that link.

LOAM can be configured in the x222x / x32xx NID using either the CLI or Web method.

LOAM Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Go to the port where LOAM is to operate (use the go command). The go command format is:
g0 [c=<1-16>] [s=<1-32>] [l1ap=<1-15>] [I2ap=<1-15>] (I1p=<1-5>|I2p=<1-15>|13p=<1-15>|11d|I2d|I3d)

for a Slide in card, or
g0 [c=<0-16>] [s=<0-32>] [l1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|I3p=<1-15>]|11d|I2d|I3d)
for Standalone card
3. Enable LOAM for the port. Type: set loam admin state=enable and press Enter.
4. Set the LOAM operating mode. Type:
set loam mode=<xx>
where:
XX = operating mode:

* active —the NID sends out discovery frames (OAM Information PDUs). It can initiate
OAM Loopback to its remote peer.

* passive —the NID can receive and respond to discovery messages (OAM Information
PDUs). It can not initiate OAM Loopback but can process loopback requests from an
OAM Peer in active mode.

5. Press Enter.

33472 Rev. K https://www.lantronix.com/ Page 135 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

6. Enable or disable Event notifications and define the values associated with the events.
The table below describes the various events and the commands associated with them.

Table 13: LOAM Events

Event/Value Description/Command

Critical Event Notification Whether LOAM natification is done for critical events.
Factory default is enable.
set loam critical-evt-notif ={enable | disable}

Dying Gasp Event Whether LOAM notification is done for a loss of power
Notification condition. Factory default is enable.
set loam dg—evt—notif={enable | disable}

Errored Frame Events

Notification Whether LOAM notification is done when the number of
frame errors exceeds the threshold value defined for
this event. Factory default is enable.

set loam ef-evt—notif={enable | disable}

Threshold Value The number of frame errors that must occur within the
defined window before notification of this event is made.
set loam ef threshold=<xx>

Window Value The amount of time (in 100ms increments) in which the
threshold value must occur before an event notification
is sent.

set loam ef window=<xx>
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Errored Frame Period Events

Notification Whether LOAM notification is done for errored frame
period events. Factory default is enable.
set loam efp—evt-notif={enable | disable}

Threshold Value The number of frame period errors that must occur
within the defined window before notification of this
event is made.

set loam efp threshold=<xx>

Window Value The number of frames in which the threshold value
must occur before an event notification is sent.
set loam efp window=<xx>

Errored Frame Seconds Summary Events

Notification Whether LOAM noctification is done for errored frame
seconds summary events. Factory default is enable.
set loam efss—evt—notif={enable | disable}

Threshold Value The number of errored frame that must occur within in
the defined window before notification of this event is
made.

set loam efss threshold=<xx>

Window Value The amount of time (in 100ms increments) in which the
threshold value must occur before an event notification
is sent.

set loam efss window=<100-9000>
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Errored Frame Seconds Summary Events

Notification Whether LOAM noatification is done for errored frame
seconds summary events. Factory default is enable.
set loam efss—evt—notif={enable | disable}

Threshold Value The number of errored frame that must occur within in
the defined window before notification of this event is
made.

set loam efss threshold=<xx>

Window Value The amount of time (in 100ms increments) in which the
threshold value must occur before an event notification
is sent.

set loam efss window=<100-9000>

Errored Symbol Period Events

Notification Whether LOAM notification is done for errored symbol
period events.
set loam esp-evt—-notif={enable | disable}

Threshold Value The number of error symbols that must occur within in

the defined window before notification of this event is

made.

set loam esp threshold high=<xx> low=<yy>

xx = the high errored symbol threshold as a number of
error symbols. If the number of error symbols in
the window period is equal to or greater than xx,
then a user defined action will be triggered.

yy = the low errored symbol threshold as a number of
symbol errors. If the number of error symbols in
the window period is equal to or greater than yy,
then the Errored Symbol Period Link Event will
be generated.
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Window Value The threshold window in which the threshold value
must occur before an event notification is sent.
set loam esp window high=<xx> low=<yy>

xx = the high errored symbol window threshold as a
number of error symbols. If the number of error
symbols in the window period is equal to or
greater than xx, then a user defined action will
be triggered.

yy = the low errored symbol window threshold as a
number of symbol errors. If the number of error
symbols in the window period is equal to or
greater than yy, then the Errored Symbol Period
Link Event will be generated.

For example:

AgentIII C1|S16|L1P1>set loam mode ?

active

passive
AgentIII C1|S16|L1P1>set loam admin state=enable
AgentIII C1|S16|L1P1>set loam mode=active
AgentIII C1|S16|L1P1>set loam ?

admin

critical-evt-notif

dg-evt-notif

ef

ef-evt-notif

efp

efp-evt-notif

efss

efss-evt-notif

esp

esp-evt-notif

ignore-loopback-request

mode
AgentIII C1|S16|L1P1>
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LOAM Config — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the port where LOAM is to operate.

3. Select the LOAM tab. Select the Main sub-tab if not already selected.

ION System MAIN || ADVANCED | COUNTERS |[EeZN
_"DN Staclﬁ m Counters | Event Configuration || Event Log
=i Chassis ; ; .
* [03]C3230-1040 LOAM Configuration
+: [05]C3230-1040 Admin Status. -

]?.?S.EQQ._S_!Z_E_i—‘.

—|Operational Status ————|LOAM | =—
|| [Disabled |

..... [O7]IONMI |Disabled i

+ [10]C3231-1040 Configuration Revision—— Functions Supported 7

.?..[12](:2110_1013 0 || [None |

'?‘"[13](32210'1013 LOAM Peer Information
[161C2220-1014 MAC Address —————— Vendor OUI 1 Vendor Info - |LOAM Peer Mode :
~Port 1 (00-00-00-00-00-00 | |100.00.00 ‘ o ‘ Unknawn |

Port 2 Max PDU Size —|Configuration Revision - |Functions Supported

+:[18]C3220-1040 0 ||l || {|Unidirectional Link |

+-[22]0NPS-A
Loophack Management

Loopback Type
|Na Loopback [

Ignare Loopback Request-
;_Disahled V;‘

Loopback Status
[No Loophack

Refresh Help|

4. In the Admin Status field, select Enabled.
5. Inthe LOAM Mode field, select the operating mode:

* Active — the NID can initiate LOAM communications and can issue queries and commands to a
peer device. When in Active mode, the NID sends out discovery frames (OAM Information PDU).
In the Active mode, the NID can initiate LOAM Loopback to its remote peer.

* Passive —the NID waits for the peer device to initiate LOAM communications and responds to,
but does not initiate, commands and queries. When in Passive mode, the NID can receive and
respond to discovery messages (OAM Information PDU). It cannot initiate LOAM Loopback, but
can process loopback requests from a LOAM peer if that LOAM peer is in Active mode.

Note: To perform Link Fault management, either the local client or the remote peer (or both) must
have LOAM Mode set to Active (configured for Active mode operation).

6. Locate the Loopback Management section.
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7. Inthe Loopback Type field, select the operating mode:
¢ No Loopback — disables LOAM loopback testing.

e Remote Peer- prevents that port from forwarding data frames to other ports when it goes into
“loopback” mode. (AKA “intrusive loopback”).

e Alternate — allows the data frames to be forwarded to other ports, while doing the loopback
with its peer.

8. The Loopback Status field displays the loopback status for this interface when enabled. The only two
possible values for a SET operation are intiateLoopback(2) and terminateLoopback(3). All other
values are read-only to show the status of the loopback operation (No Loopback, Local in Loopback,
Remote in Loopback).

9. Inthe Ignore Loopback Request field, select:

e Enabled — causes the LOAM enabled x222x/x32xx NID to ignore all Loopback requests (i.e., not
respond to remote loopback requests from peers).

o Disabled — causes the LOAM enabled x222x/x32xx NID to respond to all remote loopback
requests from peers.

10. Click Save to perform the loopback action. Click Start to begin the loopback request; click Stop to
end the loopback request.

11. Select the Event Configuration sub-tab.

MAIN || ADVANCED | COUNTERS

Main || Counters | Event Configuration [SE=UEIIS Log.

Event Configuration

Error Symbal Period Threshold High Bits ——
o .

Emar Symbol Period Windaw High Bits

0

125

Error Symbal Period Threshold Low Bits "
1K |
L= | - | .

Error Frame Period VWindow —1|Errer Frame Period Threshold —||Error Frame Period Event Notification ———
1747626 1[I ||| Enabled ]
Error Frame Window | |Error Frame Threshold - |Error Frame Event Motification _
10 _IHI1 | ‘;_Enahled ]

Errar Symbal Period Window Low Bits ——— ‘

Error Symbal Period Event Matification——
| Enabled |

<

Errar Frame Seconds Summary VWindow—— Errar Frame Seconds Summary Threshold — Error Frame Seconds Event Motification——
100 " ‘J —‘ |Enabled [ ‘
Dying Gasp _(_Z_ritiggll Event——————————————
|Enabled v_J\ |Enabled v\

Refresh m

12. Enable or disable Event Notifications as required (Error Symbol Period Event Notification, Error
Frame Period Event Notification, Error Frame Event Notification, and/or Error Frame Seconds Event
Notification).
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13. For the Event Notifications enabled in step 13, enter the appropriate values for the related window
and threshold fields (defaults are shown in parenthesis):

14,

15.

16.
17.

Error Symbol Period Event Notification — if enabled, set these window and threshold fields:

o Error Symbol Period Window High Bits (0) and Error Symbol Period Window Low Bits
(125000000). The valid ranges are Error Symbol Period Window High (0 - 4294967295) and
Error Symbol Period Window Low (125000000 - 268435455).

o Error Symbol Period Threshold High Bits (0) and Error Symbol Period Threshold Low Bits (1).
The valid range for each is (0 - 4294967295).

Error Frame Period Event Notification — if enabled, set the Error Frame Period Window
(1747626) and Error Frame Period Threshold (1). The Error frame period window valid range is
174762 — 104857560.

Error Frame Event Notification — if enabled, set the Error Frame Window (10) and Error Frame
Threshold (1). The Error frame window valid range is 10 — 600. The valid Error frame threshold
range is 0 — 268435455,

Error Frame Seconds Event Notification — if enabled, set the Error Frame Seconds Summary
Window (100) and Error Frame Seconds Summary Window Threshold (1). The Error frame
seconds summary window valid range is 100 — 9000. The Error frame seconds summary window
threshold valid range is 0 — 268435455.

Threshold Value: The number of frame errors that must occur within the defined window before
notification of this event is made.

Window Value: The amount of time (in 100ms increments) in which the threshold value must occur
before an event notification is sent.

Enable or disable the Dying Gasp function as needed. The default is Enabled (LOAM notification is
done for a loss of power condition).

Enable or Disable the Critical Event function as needed. The default is Enabled (LOAM notification is
performed for critical events).

Click the Save button.

Select the Counters sub-tab.
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ION System I [ main || ADvaNcED || counTERs
_..lfl_wci:?; Wain | Event Configuration H Event Log !

+1[03]C3230-1040
+-[05]C3230-1040
- [O7JIONMM

+ [10]C3231-1040
+1[12]C2110-1013
+-[13]02210-1013
—H[16]C2220-1014
Port 1

-Port 2
+[18]C3220-1040
+-[22]I0NPS-A

hlnfurmation PDU Sent—ihlnformalion POU Received—ﬁ
0 I[|lo

|Unique Ewvent Notification Sent—— Unique Event Notification Receivedq
6 Jlo

|Duplicate Event Notification Sent —Duplicate Event MNotification Revd —
o |l

i.LDpraCk Control Sent—|HILoupback Control Received—ﬁ
0 0

|Variable Request Sent——— | Variable Request Received ———
(o ||l |

Variable Response Sent——— | Variable Response Received ——
o |0 |

‘Org Specific PDU Sent————/Org Specific POU Received——
b i

|Unsupported Codes Sent——— Unsupported Codes Received ——
o | o

|Frames Lost Due To Oam———

o |

[Reset LOAM CDunters][Refresh]@]

18. To update the displayed Counters information, click the Refresh button.
To reset the Counters to zero, click the Reset LOAM Counters button.

19. Select the Event Log sub-tab.

10N System <]

=/10M Stack
= Chassis
+[03]C3230-1040
+ [05]C3230-1040
- [07JONMM
[10]C3231-1040
[12]C2110-1013
[13]C2210-1013
[16]C2220-1014
| Lpewd
| P2
+[16]C3220-1040
+ [22]I0NPS-A

+
*
+

MAIN || ADVANCED || COUNTERS

Iain H Counters H Event Configuration ]

Logs

Time stamp oul Type Location Window Hi ~ Window Lo Threshold Hi Threshaold Lo Value

Running Total

Event Total

No records found.

Refrash| M

20. Click the Refresh button. Updated Event Log information displays.

MAIN || ADVANCED | COUNTERS | DMl |

‘ Main ” Counters ” Event Configuration |

Logs
Time stamp Qul Type Location Window Hi ~ Window Lo | Threshold Hi Threshold Lo Value Running Total = Event Total
0:0:00:07 22 0180cC2 Link Fault Local 1 1
0:0:00:07.22 01.80.C2 Critical Link Local 1 1

21. Note the Event Log Type column for troubleshooting purposes. It lists the type of event that

generated this entry in the event log.
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The Event log Type column types are shown and described below.

Logs
Tirne stamp aul Type Location Window Hi  Window Lo Thresk
0:0:35:45.18 01.80.C2 Link Fault Local
0:0:00:03.31 01.80.C2 Link Fault Local
0:0:00:03.31 01.80.c2 Critical Link Local
0:0:00:06.62 01.80.C2 Critical Link Remote
0:0:02:53.94 01.80.c2 Errar Syrmbol Local 0 125000000 O
0:0:03:22 62 01.80.C2 Errar Syrmbol Remote 0 125000000 | O
0:0:15:39.80 01.80.C2 Link Fault Local
0:0:15:41.28 01.80.C2 Critical Link Remote
0:0:15:43.34 01.80.c2 Errar Frame Period Remote 0 1747626 0
0:0:15:46.65 01.80.C2 Errar Frarme Remote 0 10 0
0:0:16:40.04 01.80.c2 Error Frame Seconds | Remote i} 100 [d]

Link Fault - generated when a local or remote link fault is detected (a non-threshold crossing
event).

Dying Gasp - generated when a loss of power condition is detected (a non-threshold
crossing event).

Critical Link - generated when LOAM notification is done for critical events (a non-threshold
crossing event).

22. The Location column identifies whether the event report was for a local or remote device.

23. When the OUI (Organizationally Unique Identifier) column displays something other than 01.80.C2,
then an organization other than IEEE 802.3 has defined the event space. When the OUI column
displays 01.80.C2 (the IEEE 802.3 OUI), the following event types are defined:

Errored Symbol Event — a threshold crossing event, generated when a metric exceeds a
given value within a specified window. Generated when the number of symbol errors
exceeds a threshold within a given window by a number of symbols (e.g., 1,000 symbols out
of 1,000,000 had errors).

Errored Frame Period Event - a threshold crossing event, generated when a metric exceeds
a given value within a specified window. Generated when the number of frame errors
exceeds a threshold within a given window defined by a number of frames (e.g., 10 frames
out of 1000 had errors).

Errored Frame Event - a threshold crossing event, generated when a metric exceeds a given
value within a specified window. Generated when the number of frame errors exceeds a
threshold within a given window defined by a period of time (e.g., 10 frames in 1 second
had errors).

Errored Frame Seconds Event - a threshold crossing event, generated when a metric
exceeds a given value within a specified window. Generated when the number of errored
frame seconds exceeds a threshold within a given time period (e.g., 10 errored frame
seconds within the last 100 seconds). An errored frame second is defined as a 1 second
interval which had more than 0 frame errors.

The other LOAM Event Log table parameters (besides Type) are Time stamp, OUI, Type, Location,
Window Hi, Window Lo, Threshold Hi, Threshold Lo, Value, Running Total, and Event Total. These
parameters are described below.
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Time stamp - the value of Up Time at the time of the logged event. For locally generated events, the
time of the event can be accurately retrieved from Up Time. For remotely generated events, the
time of the event is indicated by the reception of the Event Notification OAMPDU indicating that the
event occurred on the peer.

OUI - the Organizationally Unique Event (OUI) of the entity defining the object type. All IEEE 802.3
defined events use the IEEE 802.3 OUI of 01 80 C2.

Location - whether this event occurred locally (local), or was received from the LOAM peer via
Ethernet LOAM (remote).

Window - if the event represents a threshold crossing event, two objects (Loam Event Window Hi
and Loam Event Window Lo) form an integer yielding the window over which the value was
measured for the threshold crossing event (e.g., 5, when 11 occurrences happened in 5 seconds
while the threshold was 10).

Threshold - if the event represents a threshold crossing event, two objects (Loam Event Threshold Hi
and Loam Event Threshold Lo) form an integer yielding the value that was crossed for the threshold
crossing event (e.g., 10, when 11 occurrences happened in 5 seconds while the threshold was 10).

Value - if the event represents a threshold crossing event, this value indicates the value of the
parameter within the given window that generated this event (e.g., 11, when 11 occurrences
happened in 5 seconds while the threshold was 10).

Running Total - each Event Notification TLV contains a running total of the number of times an
event has occurred, as well as the number of times an Event Notification for the event has been
transmitted. For non-threshold crossing events, the number of events (Loam Log Running Total) and
the number of resultant Event Notifications (Loam Log Event Total) should be identical.

For threshold crossing events, since multiple occurrences may be required to cross the threshold,
these values are likely different. This value represents the total number of times this event has
happened since the last reset (for example, 3253, when 3253 symbol errors have occurred since the
last reset, which has resulted in 51 symbol error threshold crossing events since the last reset).

Event Total - each Event Notification TLV contains a running total of the number of times an event
has occurred, as well as the number of times an Event Notification for the event has been
transmitted. For non-threshold crossing events, the number of events (Log Running Total) and the
number of resultant Event Notifications (Log Event Total) should be identical. For threshold crossing
events, since multiple occurrences may be required to cross the threshold, these values are likely
different. This value represents the total number of times one or more of these occurrences have
resulted in an Event Notification (for example, 51 when 3253 symbol errors have occurred since the
last reset, which has resulted in 51 symbol error threshold crossing events since the last reset).

LOAM Operational Status
Each of the nine possible Device > Port > LOAM > MAIN tab Operational Status field parameters are dis-
cussed below.

At initialization and failure conditions, two LOAM entities on the same full-duplex Ethernet link begin a
discovery phase to determine what LOAM capabilities may be used on that link. The progress of this ini-
tialization is controlled by the OA sublayer.

33472 Rev. K https://www.lantronix.com/ Page 145 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Disabled - This value is always Disabled(1) if LOAM is disabled on this interface via the 'Admin

Status'.

LinkFault - If the link has detected a fault and is transmitting OAMPDUs with a link fault indication,

the value is LinkFault(2). Also, if the interface is not operational ('Link Status' is not Up(1)), LinkFault(2)

is returned. Note that the object 'Link Status' may not be Up(1) as a result of link failure or
administrative

action (ifAdminState being Down(2) or Testing(3)).

PassiveWait - The PassiveWait(3) state is returned only by LOAM entities in passive mode ('LOAM

Mode') and reflects the state in which the LOAM entity is waiting to see if the peer device is OA capable.

Active Send Local - The Active Send Local(4) value is used by active mode devices ('LOAM Mode')

and reflects the LOAM entity actively trying to discover whether the peer has LOAM capability but has

not yet made that determination.

SendLocalAndRemote - The state SendLocalAndRemote(5) reflects that the local OA entity has

discovered the peer but has not yet accepted or rejected the configuration of the peer. The local device

can, for whatever reason, decide that the peer device is unacceptable and decline LOAM peering.

SendLocalAndRemoteOk - If the LOAM peering is allowed by the local device, the state moves to

SendLocalAndRemoteOk(6).

LoamPeeringLocallyRejected - If the local LOAM entity rejects the peer LOAM entity, the state

becomes OamPeeringlLocallyRejected(7). Note that both the SendLocalAndRemote(5) and

OamPeeringlocallyRejected(7) states fall within the state SEND_LOCAL_REMOTE of the Discovery

state diagram [see 802.3ah, Figure 57-5], with the difference being whether the local LOAM client has

actively rejected the peering or has just not indicated any decision yet. Whether a peering decision has

been made is indicated via the local flags field in the OAMPDU (reflected in the aOAMLocalFlagsField

of 30.3.6.1.10).

LamPeeringRemotelyRejected - If the remote LOAM entity rejects the peering, the state becomes

LoamPeeringRemotelyRejected(8). Note that both the SendLocalAndRemoteQOk(6) and

LoamPeeringRemotelyRejected(8) states fall within the state SEND_LOCAL_REMOTE_OK of the

Discovery state diagram [802.3ah, Figure 57-5], with the difference being whether the remote LOAM

client has rejected the peering or has just not yet decided. This is indicated via the remote flags field in
the

OAMPDU (reflected in the aLOAMRemoteFlagsField of 30.3.6.1.11).

Operational - When the local LOAM entity learns that both it and the remote LOAM entity have

accepted the peering, the state moves to Operational(9) corresponding to the SEND_ANY state of the

Discovery state diagram [802.3ah, Figure 57-5].

NonOperHalfDuplex - Since Ethernet LOAM functions are not designed to work completely over

half-duplex interfaces, the value NonOperHalfDuplex(10) is returned whenever Ethernet LOAM is

enabled ("Admin Status' is Enabled(1)), but the interface is in half-duplex operation.

LOAM Peer Information Fields
Each port’s LOAM > Main tab > LOAM Peer Information section field is described below.

MAC Address - in the format 00-00-00-00-00-00.

Vendor OUI - in the format 00.00.00. The OUI of the entity defining the object type. All IEEE 802.3
defined events (as appearing in [802.3ah] except for the Organizationally Unique Event TLVs) use the
IEEE 802.3 OUI of 0x0180C2. Organizations defining their own Event Notification TLVs include their OUI
in the Event Notification TLV that gets reflected here.
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Vendor Info—e.g., 0 or 1.

LOAM Peer Mode —e.g., Active, Passive, or Unknown. This object configures the mode of LOAM
operation for this Ethernet-like interface. LOAM on Ethernet interfaces may be in 'Active' mode or
'Passive' mode. These two modes differ in that active mode provides additional capabilities to initiate
monitoring activities with the remote LOAM peer entity, while passive mode generally waits for the peer
to initiate OA actions with it. As an example, an active LOAM entity can put the remote LOAM entity in a
loopback state, where a passive OA entity cannot. The default value of dot30amMode is dependent on
the type of system on which this Ethernet-like interface resides. The default value should be 'Active(2)'
unless it is known that this system should take on a subservient role to the other device connected over
this interface. Changing this value results in incrementing the configuration revision field of locally
generated OAMPDUs and potentially re-doing the LOAM discovery process if the 'Operational Status'
was already Operational.

Max PDU Size - e.g., 0 or xxxx. The largest OAMPDU that the LOAM entity supports. OA entities
exchange maximum OAMPDU sizes and negotiate to use the smaller of the two maximum OAMPDU
sizes between the peers. This value is determined by the local implementation.

Configuration Revision - e.g., 0 or 1. The configuration revision of the LOAM entity as reflected in the
latest OAMPDU sent by the LOAM entity. The config revision is used by LOAM entities to indicate that
configuration changes have occurred, which might require the peer LOAM entity to re-evaluate whether
OAM peering is allowed.

Functions Supported —The LOAM functions supported on this Ethernet-like interface. LOAM consists of
separate functional sets beyond the basic discovery process that is always required. These functional
groups can be supported independently by any implementation. These values are communicated to the
peer via the local configuration field of Information OAMPDUs.

e 'Unidirectional(0)' indicates that the LOAM entity supports the transmission of OAMPDUs on
links that are operating in unidirectional mode (traffic flowing in one direction only).
e 'Loopback(1)' indicates that the LOAM entity can initiate and respond to loopback commands.

e 'Event Notification(2)' indicates that the LOAM entity can send and receive Event Notification
OAMPDUs.

e 'Variable Request and Response(3)' indicates that the LOAM entity can send and receive Variable
Request and Response OAMPDUs.

The default value of "LOAM Configuration > Functions Supported" is "Loopback, Event Notification".
Note that the x222x/x32xx NIDs do not support variable retrieval nor unidirectional link.

LOAM Event Configuration Default Values and Valid Ranges

The LOAM Event Config (dot3oam) commands have the following default values and valid ranges.

802.3 LOAM Event Default Value Low Limit High Limit
ErrSymPeriodWindowHi 0 0 OXOFFFFFFF
ErrSymPeriodWindowlLo 0x07735940 1 OxOFFFFFFF
ErrSymPeriodThreshold Hi 0 0 OXOFFFFFFF
ErrSymPeriodThresholdLo 1 0 OXOFFFFFFF
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ErrFramePeriodWindow 0x1AAAAA 1 0x63FFFFD8
ErrFramePeriodThreshold 1 0 OxOFFFFFFF
ErrFrameWindow 10 10 600
ErrFrameThreshold 1 0 OxOFFFFFFF
ErrFrameSecsSummaryWindow 100 100 9000
ErrFrameSecsSummaryThreshold | 1 0 9000

Dying Gasp Management

When a device detects the power is going to be lost, a system dying gasp procedure is triggered
internally, and the dying gasp trap is sent out. If the ionSysDyingGaspTrap is set to enabled, a
ionDyingGaspEvt is sent out. Other events may also be sent out in this procedure (e.g., LOAM events).
The LOAM event enabled by dot30amDyingGaspEnable and this Trap event are processed at the same
time if both are enabled.

If LOAM is enabled in multiple ports, the LOAM event will be sent out one port at a time, beginning with
the smaller port number (i.e., smallest one is copper port, port 1). If multiple trap servers are enabled,
the trap will be sent out one server at a time, beginning with server 1.

Dying Gasp can be enabled via the CLI using the set loam dg—evt—notif command, or via the Web
method from the device port's LOAM > Event Configuration tab.

Note: Dying gasp reserve power may be not enough for sending out all the LOAM events and Traps, so
keep as few targets as possible.
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Copper Port Loopback Procedure

The procedure below is for performing a copper Port Loopback via direct link between a C32330 and an
$3220. In this procedure, the $S3220 Port1 is connected to a switch, and a Management PC is also con-
nected this switch so the Management PC can reach the $3220 or C3220. There are no other devices be-
tween C3220 and S3220; if you connect a device between $3220 and C3220, make sure this device can
forward LOAM messages.

In this example, the LOAM settings of port 1 of the C3220 and port 1 of S3220:

C3220 Port 1 LOAM Mode = Active, Admin Status = Enabled
S$3220 Port 1 LOAM Mode = Passive, Admin Status = Enabled

You can inter-change LOAM Active/Passive modes between the C3220 and $3220 (be sure one is Active
the other is Passive).

This procedure has an ION chassis with a C3220 and a stand-alone S3220 when using the web interface
method:

1. Make sure the copper ports on both sides show Links Status = Up when you run the loopback test
from one of the copper sides (local or remote side). See Figure 1 for this sample Loopback Configu-
ration.

2. Forall $3220 and C3220 copper and fiber ports, set LOAM Admin Mode to Enabled (at x323x > Port
1 > LOAM > Main > Admin Status = Enabled).

3. One side of copper port can be LOAM Admin Status = Active and other can be Passive; or both can
be Active.

4. One of the Fiber ports LOAM Admin Status must be Active for the MAC address to display.

5. At both the C3220 and the S3220, at the Loopback Type dropdown, select Remote Peer.

6. From the Active side, click the Start button to begin the loopback test; you may have to wait a mi-
nute or more for the loopback test to start.

7. Verify the Operational Status on both sides (Operational or Passive Wait). Click Refresh if neces-
sary.

8. Verify the Loopback Status (Remote in Loopback on the local side, Local in Loopback on the remote
side).

9. At both the C3220 and the S3220 Port 1 > LOAM > Main > Counters tab, compare the counters data
(e.g., Information PDU Sent, Information PDU Received, Unique Event Notification Sent, Unique
Event Notification Received, Loopback Control Sent, Loopback Control Received, etc.). See Figure 2
for sample Loopback Counters information.

10. Click the Refresh button to update the Counters data as desired.

11. When done click the Stop button on the Active side. The Loopback Status changes to No Loopback.

12. When the test results are completed as required, click the Reset LOAM Counters on both sides. (You
may have to click the Reset LOAM Counters button twice, or click Reset LOAM Counters and then
click Refresh to clear the counters.) The counters will begin incrementing again immediately.

Each time you change the loopback configuration and run a loopback test, the Configuration Revision
field increments by one on both sides.

Note that there is a field in the GUI for the MAC address, but you cannot add a MAC peer address to the
GUI or via the CLI.
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If the cable between the C3220 and the $3220 is disconnected, the remote $S3220 fields display in red
boxes (at both the device level and at the port level). To recover, plug the cable back in and on the re-
mote S3220 at Port 1 > LOAM > Main, click both of the Refresh buttons.

Local C3220 > Port 1 > LOAM > Main > Active > Remote In Loopback Status:

ION System LT[ mam || apvancep || COUNTERS@
~-I0N Stack 5 |
: 4 i Counters || Event Configuration || Ewvent Log |
=rChassis ' :
+[01]IOMMI LOAM Configuration
5 [02]C6010-1040 L~ 7Admin Status— == Operational Status%;’-\m Wade |I‘."Iax POU Size—————
+ [03]CE120-1013 h-._._”lfnahled _”,..Af'ﬂHOperatlonal ‘ACUVE 1500 ||
+ [05]C6210-3040 |Configuration Rewsmn—HIFmetmna Supported—— \\
+ [08]C2110-1013 ||3 H“Loopback. Event Notlﬁcatl” \-.\\
s H9ICZ204013 1 LOAM Peer Information 5
+[10]C2220-1014 - \MAC Address ——— |Vendor OUl——— Vendar |nfo—;£|||_0AM Peer Mode
+[11]C3210-1013 [o0-co-F2-21-08-6¢C | [oo.corz |||[2123 S| [Passive }
+ [12]C3220-1040 \Max PDU Size — | Configuration Revision |Functions Supported ——
3221- (1500 |2 |||[Coopback. Event Notificati|
- [14]C3230-1040
! Loophack Management
Loophack T Loophack Status Ignore Loophack Request
= REM S0 Remote F’eer ¥ || |[Remote In Loopback | Enabled V—|-|
- Port 1
e g
i..Pa
-Port 2 RefreshliSave||Help
+1[161C3231-1040 Bt

Remote S3220 > Port 1 > LOAM > Main > Passive > Local In Loopback Status:

+[03]C6120-1013
++[05]C6210-3040
+[08]C2110-1013
+[09]C2210-1013
+1[10]C2220-1014
[11]C3210-1013
+1[12]C3220-1040
+1[131C3221-1040

[14]C3230-1040

+:[16103231-1040

rd
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ION System LIl mam || apvancep || counTersCEEIVED
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: ac. T Counters H Event Configuration || Event Log |
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;;...[02][:5010_1040 (’ |Admin Status perational Status |LOAM Mode |Max PDU Size ———

Enabled perational | ||F'asswe

x| 1500 I

|Configuration Revision —Functions Supported ——
”2 || ||Loupback. Event Notiﬁcati“

LOANM Peer Information

MAC Address ———Vendor OUl——————WVendor Info
| 00-C0-F2-21-01-77 |||loo.coF2

s

Loopback Management

|LOAM Peer Mode ———
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\Max PDU Size
(1500
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Remote Peer +|/||Local In Loophack | ||Disab|ed v H
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Refresh]|Save|[Help

Figure 20: Sample Loopback Configuration
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C3220 - Port 1 - LOAM - Counters tab:

ION System L<]l| main || ADVANCED | COUNTERS(]MD
—-10M Stack
; EC_ Wai vent Configuration || Event Log |
—-Chassis .
4-_--{01]IONMM Infarmation PDU Sent———— Information PDU Received ————
+102]C6010-1040 g | [a15ss1 |
+'..[03]cs12[]_1[]13 |Unigue Event Motification Sent——Unigue Event Notification Received
+[05]C6210-3040 5229 o
-??_--[08]0211[]-1[]13 |Duplicate Event Notification Sent— Duplicate Event Notification Revd —
+09]C2210-1013 [0 || [lo
+ [10]C2220-1014 |Loopback Control Sent————|Loopback Control Received———
+:(11]C3210-1013 | [ J|lo |
T."'“2]C3220'1040 |Variahle Request Sent——— | Variable Request Received ———
| llo | lo |

i|\iariable Response Sent—ﬁi'\a’ariable Response Received—ﬁ
0 0

10rg Specific PDU Sent———/Org Specific PDU Received————
o [0 |

|Unsupported Codes Sent——— | Unsupported Codes Received——
llo [0 |

@_--{15]03231-1040
+1[22]|0NPS-A e I

|Frames Lost Due To Oam——

[+ [23)I0NPSD

Reset LOAM Counters @efresk'g Help|

S3220 - Port 1 - LOAM - Counters tab:

ION System | man || ADVANCED | COUNTERS m

_HDN Ak Ilai vent Configuration || Event Log |

=rChassis :
[+ (010NN (Infarmation POU Sent—— jon PO Received—‘
+ (02]C8010-1040 (116192 || [[118742
%-..[03]05120_1[]13 |Unigue Event Motification Sent—— | Uni y i i I -‘
[++{05]C6210-3040 o | 5246
'+--[08JCZ110-1013 |Duplicate Event Notification Sent—|Duplicate Event Notification Revd —
+[09]C2210-1013 (o |||lo |
%"'[10}02220-1014 |Loopback Control Sent————— | Laopback Control Received
FH[11]C3210-1013 | o I\l
'?'"[12JC3220'1040 |Variable Request Sent———— | Variable Request Received ———
+1[13]C3221-1040 o [|{[o ||

:1_4JC3230'1040 |Variable Response Sent——— | Variable Response Received —

o [0 |

j i|Org Specific PDU Sent—|H|Org Specific POU Received—”
0 0

|Unsupported Codes Sent———|Unsupported Codes Received——
o [l |

|Frames Lost Due To Qam———

+[22]I0NPS-A

+[23]0NPS-D o |
[Reset LOAM Counters][Refresh]M)]
Figure 21: Sample Loopback Counters Information
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Configuring Selective and Transparent Link Pass Through

Selective and Transparent Link Pass Through are troubleshooting features that allow the NID to monitor
both the fiber and copper RX ports for loss of signal. In the event of a loss of RX signal on one media
port, the NID will automatically disable the TX signal of the other media port, thus passing through the
link loss. Note that both TLPT and SLPT can be enabled at the same time, and both can be operational
together.

In Selective Link Pass Through, the fiber port (port 2) is monitored for signal loss. If a loss is detected, the
NID sends a signal and stops transmitting to the device on the copper port (port 1).

Scenario 1: No Selective Link Pass Through
NIDA NID B

(" Provider __Copper Port1]  [Port2 Fiber I’II Port2] [Port1 Copper Customer )
! Network Network !

Scenatio 2: Selective Link Pass Through in NID A only
NIDA NID B

(" Provider Copper IIII Pori1] [Por2 Fiber IIII Potd [Pord Copper (" Gustomer)
.\ Network Network /'

Scenario 3: Selective Link Pass Through in both NIDs

1 G NID A i NID B c ;
‘ ; opper iber opper Customer ) ,
‘ E?t“zgrekr Port1] [Port2 #f Port2] [Port1 ‘

Figure 19: Selective Link Pass Through (SLPT)

The three scenarios shown in the figure above are explained as follows:

* Scenario 1 — If Selective Link Pass Through is not in either of the NIDs and the fiber link goes
down, neither network is notified of the problem.

* Scenario 2 — If the fiber link goes down, NID A stops transmitting over its copper port (port 1).
The provider network is thus notified that a problem exists. Once the fiber link is restored, the
NID will resume transmitting over the copper link.

* Scenario 3 — If the fiber link goes down, each NID stops transmitting over its copper port, thus
notifying their respective networks that a problem exists. Once the fiber link is restored, the NIDs
will resume transmitting over the copper links.

Transparent Link Pass Through monitors the remote copper port (Port 1) of a NID. It the fiber link is lost,
a link-loss signal is sent instructing the remote NID to shut down the copper port thus notifying the end
device, while maintaining the fiber link between the two NIDs.
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Note: Transparent Link Pass Through is active only when LOAM is active between the peers.

Scenario 1: No Transparent Link Pass Through
NIDA NID B

! Provider Copper Port1]  [Port 2 Fiber Port2] [Port 1} Copper Customer :
| Network Network /|

Scenatio 2: Transparent Link Pass Through in NID A only

| NID A NID B 1
. ( Provider _Copper I porq]  [Porz—2 _lporz  [pord Copper_(* Customer:
| Network " Network ./,

Scenario 3: Transparent Link Pass Through in both NIDs

‘ c NID A Fib NID B c
' (" Provider opper iber opper_ (" Customer
, Port 1| |POI‘t ] S ——— ~|Port 2| |POI1 1 Network

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 20: Transparent Link Pass Through (TLPT)

The three scenarios shown in the figure above are explained as follows:

* Scenario 1 — If Transparent Link Pass Through is not in either of the NIDs and the copper link on
NID A goes down, the customer network connected to NID B is not notified of the problem.

* Scenario 2 — If the copper link (port 1) of NID A goes down, then NIB B is notified and it brings
down its copper port. Once the copper link on NID A is restored, NID B will resume transmitting
over its copper port.

* Scenario 3 — If the copper port (port 1) on either NID is lost, the other NID is notified and it brings
down its copper port. Once the original link is restored, the other NID will resume transmitting
over its copper port.

Note: Link Pass Through —SLPT or TLPT, or both - can be configured via the CLI method or via the Web
interface.
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Link Pass Through Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable the Link Pass Through capability.
e For Selective Link Pass Through, type set selective Ipt state=enable and press Enter.
e For Transparent Link Pass Through, type set transparent Ipt state=enable and press Enter.
3. Define the port to be monitored. Type:
set Ipt monitor-port=<xx>
where:

xx = the port to be monitored. Note: this should always be the port that the fiber cable is
connected to.

4. Was Transparent Link Pass Through enabled?

Yes No

Continue with step 5 below. Go to step 9 below.

5. Go to the port where the fiber cable is connected. Type:

go Ix>p=<y>

where:
x = the hierarchical level of the device:1,2 or 3
y = the port number. Note: it is recommended that this be the port that the fiber cable is

connected to.

6. Check whether LOAM is enabled and active. Type: show loam config and press Enter.
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7. Isthe LOAM admin state enabled?

Yes

No

Continue with step 8.

a) Type: set loam admin state=enable
b) Press Enter.
¢) Continue with step 8.

8. Isthe LOAM mode active?

Yes

No

Continue with step 9.

a) Type: set loam mode=active
c) Press Enter.
¢) Continue with step 9.

9. Verify the configuration has been set.

a) Type: show loam config
b) Press Enter.

c) Go to the device level.
d) Type: show Ipt config.

d) Press Enter. Examples of LOAM and LPT commands and displays are shown below:

C1|S3|L1P1>set loam mode active
C1|S3|L1P1>set loam admin state enable
C1|S3|L1P1>show loam config

Link OAM configuration:

Link OAM admin state:

enable

Link 1link OAM operation status:linkFault

Link OAM mode:

active

Link OAM maxium PDU size: 1500
Link OAM configuration revision:1
Link OAM function supported: loopbackSupport+eventSupport

C1|s3|L1P1>go 11d

C1|S3|L1D>show 1lpt config
Link pass through configuration:

Link pass through state: enable
Transparent link pass through state: notSupported
Selective link pass through state: notSupported
Link pass through monitor port: (4]
Remote fault detect state: notSupported
C1|s3|L1D>
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Link Pass Through Config — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the ADVANCED tab and locate the Link Pass Through (LPT) section.

ION System

[<]]] manN QA= SNTF | HTTPS |

ssH |

—H 0N Stack
:—--Chassis
+ [0 1]I0NIMM
+03]C3230-1040
+1[05]C3230-1040
+-[10]C3231-1040
+[12]C2110-1013
+1[14]C2210-1013

-;---[18]03220-1040
+: [22]ONPS-A

<‘ ink Pass Through(LPT)

|FDB Aging Time (Enter in 15sec increments)
|[300

MAC Address Learning
‘F'urt 1 MPort 2 ‘

RADIUS |

AcL | FDB ||

VLAN |

Transparent LPT | Selective LPT Monitaring Port
|Disabled ~|||[Disabled v| |[Port 2 ~|

IEEE Priorfy Trars

|Remap 0 to:{PID} |Remap 1 to:(PID} |Remap 2 to:(PID} |Remap 3 to:(PID}
[lo ¥ [[o o) |[1 | |

3. Inthe Transparent LPT field, select Enabled.

4. In the Selective LPT field, select Enabled.

5. In the Monitoring Port field, select the port to be monitored. Note: it is recommended that this be
the port to which the fiber cable is connected.

6. Click Save.

7. Inthe ION Stack tree, select the port that was set as the monitoring port (Port 2 in this example).

8. Select the LOAM tab, select the Main sub-tab, and locate the LOAM Configuration section.

ION System ]

—ION Stack
:—--Chassws
+ [01]I0MMM
+[02]C6210-3090
+ [o31c3230\040
+ [04]C6010-30

+[08]C3221-1040
+[10]C3231-1040
+[12]C2110-1013
+[14]02210-1013
+ [22]I0NPS-A
+: [23)I0MPS-D

mai || apvancep | countErs (KU ou |

! |

TatTa | Event Log T

Counters 1l

OAM Cunfguratlon

|Admin Status —— | Operational Status ——|LOAM Mode ———— Max PDU Size———

LOAM Peer Information

|[Enabled || [Link Fault |[/[Active ~ || [1500 I
| Configuration Revision—— Functions Supported ——
"-a....JI_Q ||||Lclupback. Event NUtiﬁcati”

//'

|MAC Address——|Vendor OUl————Wendor Info ———— |LOAM Peer Iu’lode—|

|[00-00-00-00-00-00 |||/o0.00-00 [|{[o

HHUnIfnown

|Max PDU Size — | Configuration Revision —|Functions Supported ——

|l /o | [Mane

Loophack IManagement

|Loopback Type— | Loopback Status —lgnore Loopback Request

[Na Loophack ~|||[No Loophack ||| Disabled

o

Refresh Help|

Getting values finished

Version: 0.7.1 |
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9. Is Admin Status set to Enabled?

Yes No

Go to step 10 below. | a) Set the Admin Status field to Enabled.
b) Click Save.
¢) Go to step 10 below.

10. Is OAM Mode set to Active?

Yes No

Procedure complete. | a) Set the LOAM Mode field to Active.
b) Click Save.

¢) Procedure complete.

11. Scroll to the bottom and click the Save button.

33472 Rev. K https://www.lantronix.com/ Page 157 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Configure Forwarding Learning (FDB) Aging Time

This function allows setting and viewing the aging time (in seconds) for entries in the forwarding data-
base (FDB) of the switch. The Aging Time must be entered in 15 second increments (e.g., 15, 45, 300
seconds, etc.). The aging time is the number of seconds an entry will be kept in the forwarding database.

The aging time is the number of seconds a MAC address will be kept in the forwarding database after
having received a packet from this MAC address. The entries in the forwarding database are periodically
timed out to ensure they do not stay around forever.

Setting too short an aging time can cause addresses to be prematurely removed from the table. Then
when the switch receives a packet for an unknown destination, it floods the packet to all ports in the
same VLAN as the receiving port. This unnecessary flooding can impact performance.

Setting too long an aging time can cause the address table to be filled with unused addresses, which pre-
vents new addresses from being learned.

While the x222x / x32xx can learn up to 8192 entries, there is a limit of 1000 entries that it can manage
via the Web/CLI/FP interfaces. So even if the NID learns more than 1000 entries, only 1000 entries (in-
cluding static entries) can be displayed/managed though the x222x / x32xx interface (as limited by x222x
/ x32xx memory space and CPU capability).

Forwarding Learning (FDB) Aging Time Config — CLI Method
1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Set the aging time of a bridge on a device. Type set dotlbridge aging-time=ag-time
where:

ag-time= the Aging Time for how long (from 0-3825 seconds) entries are to remain in the forwarding
database (FDB) of the switch, in 15 second increments (e.g., 15, 45, 300 seconds, etc.). The default
is 300 seconds. The valid range is 0— 3825 seconds (63.75 minutes).

3. Press Enter. The dot1 bridge aging time is set.

4. Verify the dotl bridge aging time setting. Type show dotlbridge aging-time and press Enter.
The dotl bridge aging time is displayed. For example:

AgentIII C1|S16|L1P1>set dotlbridge aging-time=60
Error: this command should be executed on a device!
AgentIII C1|S16|L1P1>go 1id

AgentIII C1|S16|L1D>set dotlbridge aging-time=60
AgentIII C1|S16|L1D>show dotlbridge aging-time
Dotlbridge aging time: 60
AgentIII C1|S16|L1D>

33472 Rev. K https://www.lantronix.com/ Page 158 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

FDB Aging Time Config — Web Method

The Forwarding Learning - Aging Time is the number of seconds an entry will be kept in the forwarding

database (FDB).

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the ADVANCED tab and locate the FDB Aging Time field.

—-10N Stack

e . T |FDB Aging Time (Enter in 15sec increments]
—.Chassis < e ____|
+-[01]IONMM -
+-[03]C3230-1040 IMAC Address Learning
+-[05]C3230-1040 ‘PDI‘[ 1 MPort 2 ‘

+-[10]C3231-1040

i Link Pass Through(LPT)
+H[12]C2110-1013
-?---[14]02210-1013

Selective LPT =
| Disabled |

ION System mand ezl sie || HTTes || ssH || raowus || acL || Fos | vian |

Wanitoring Port
[Port 2

Transparent .EFLT_“__.
| || Disabled “|
+: 0-1014
L. 181032201040 IEEE Priority Class

3. Enter the Aging Time (in seconds) for how long you want entries to remain in the forwarding
database (FDB) of the switch, in 15 second increments (e.g., 15, 30, 45, 300 seconds, etc.). The

default is 300. The valid range is 0 seconds — 3825 seconds (63.75 minutes).

4. Click the Save button near the bottom of the screen. When the” Setting values succeeded” message

displays, the entry is accepted and the procedure is complete.
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Configuring SNTP

IMPORTANT

If the NID is managed by the ION Management Module (IONMM), configuring SNTP should be done at
the IONMM and not at the NID.

Simple Network Time Protocol (SNTP) is derived directly from the Network Time Protocol (NTP). SNTP
synchronizes the system time on a network element with that of a server that has been synchronized by
a reference source such as a radio, satellite receiver, or modem. SNTP is used in scenarios that do not
require or justify the high performance and accuracy of NTP.

SNTP can operate in unicast, multicast, and anycast modes. A unicast client sends a request to a
designated server at the server unicast address and expects a reply from which it can determine the
time and, optionally, the round trip delay, and the local clock offset relative to the server. A multicast
server periodically sends an unsolicited message to a designated local broadcast address, or to a
multicast group address. A multicast client listens on this address and sets its time accordingly. The
client generally sends no requests on to a multicast service, because a request could get disrupted by
untrusted SNTP or NTP multicast servers. You can prevent disruption by an untrusted server by using an
access control mechanism to choose only the designated server known to, and trusted by, the client.

The x222x / x32xx NID supports only client implementations of SNTP. You can use the client
implementation of SNTP to synchronize the clock on the x222x / x32xx NID with up to six SNTP servers.

SNTP is a simplified, client-only version of NTP used on ION. SNTP can only receive the time from an NTP
server; it cannot be used to provide time services to other systems. SNTP typically provides time within
100 milliseconds of the accurate time, but it does not provide the complex filtering and statistical mech-
anisms of NTP.

The SNTP server can be an IPv4 address, an IPv6 address, or a DNS name. The SNTP server has strict pri-
orities. If IPv6 is enabled, the device will try to sync time from the servers one by one, based on their pri-
orities, until it gets a response, whether it is an IPv4 address, an IPv6 address, or a DNS name. The ION
SNTP client will try once for each SNTP server address and wait 10 seconds for response. If the SNTP
server is a DNS name and this name can be mapped to multiple IPv4 or IPv6 addresses, the ION SNTP
client will try each address for 10 seconds. If no response is received, the ION SNTP client will try an-
other server address. If IPv6 is disabled, the IPv6 address SNTP servers will be ignored. Up to six SNTP
servers are supported on one device.

SNTP servers can be IPv6 type and IPv4 type. The two types can co-exist at one time. The priority is or-
dered by the service index.

SNTP can be configured in the NID using either the CLI or Web method.
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SNTP Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable SNTP. Type: set sntp state=enable
3. Press Enter.
4. Setthe current time. Type: set curr—time=<“xx"> where:

xx = the current date and time in the format “yyyymmdd hh:mm:ss”. Note: the entire string
must be enclosed in quotes.

5. Press Enter.

6. Setyour timezone. Type: set sntp timezone=<xx> where:

XX = anumber indicating the time zone. See the table below.

Table 14: Timezones

Zone Description

(GMT -12:00) Eniwetok, Kwajalein

(GMT -11:00) Midway, Island, Samoa

(GMT -10:00) Hawaii

(GMT —-09:00) Alaska

(GMT —08:00) Pacific Time, US and Canada, Tijuana
(GMT —07:00) Arizona

(GMT —-07:00) Mountain Time, US and Canada
(GMT —06:00) Central Time, US and, Canada
(GMT -06:00) Mexico City, Tegucigalpa

10 (GMT —06:00) Saskatchewan

OO\ N AW~

Nl

11 (GMT -05:00) Bogota, Lima, Quito

12 (GMT —05:00) Eastern Time, US and Canada
13 (GMT —05:00) Indiana, East

14 (GMT -04:00) Atlantic Time, Canada

15 (GMT —04:00) Caracas, La, Paz

16 (GMT —04:00) Santiago

17 (GMT -03:30) Newfoundland

18 (GMT -03:00) Brasilia

19 (GMT -03:00) Buenos, Aires, Georgetown
20 (GMT -02:00) Mid-Atlantic

21 (GMT -01:00) Azores, Cape, Verde, Is

22 (GMT) Casablanca, Monrovia

23 (GMT) Greenwich Mean Time, Dublin, Edinburgh, Lisbon, London
24 (GMT +01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
25 (GMT +01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague

26 (GMT +01:00) Brussels, Copenhagen, Madrid, Paris, Vilnius
27 (GMT +01:00) Sarajevo, Skopje, Sofija, Warsaw, Zagreb

28 (GMT +02:00) Athens, Istanbul, Minsk

29 (GMT +02:00) Bucharest

30 (GMT +02:00) Cairo

31 (GMT +02:00) Harare, Pretoria

32 (GMT +02:00) Helsinki, Riga, Tallinn

33 (GMT +02:00) Jerusalem

34 (GMT +03:00) Baghdad, Kuwait, Riyadh

35 (GMT +03:00) Moscow, St, Petersburg, Volgograd
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36 (GMT +03:00) Nairobi

37 (GMT +03:30) Tehran

38 (GMT +04:00) Abu Dhabi, Muscat

39 (GMT +04:00) Baku, Tbilisi

40 (GMT +04:30) Kabul

41 (GMT +05:00) Ekaterinburg

42 (GMT +05:00) Islamabad, Karachi, Tashkent

43 (GMT +05:30) Bombay, Calcutta, Madras, New, Delhi
44 (GMT +06:00) Astana, Almaty, Dhaka

45 (GMT +06:00) Colombo

46 (GMT +07:00) Bangkok, Hanoi, Jakarta

47 (GMT +08:00) Beijing, Chongqing, Hong, Kong, Urumgqi
48 (GMT +08:00) Perth

49 (GMT +08:00) Singapore

50 (GMT +08:00) Taipei

51 (GMT +09:00) Osaka, Sapporo, Tokyo

52 (GMT +09:00) Seoul

53 (GMT +09:00) Yakutsk

54 (GMT +09:30) Adelaide

55 (GMT +09:30) Darwin

56 (GMT +10:00) Brisbane

57 (GMT +10:00) Canberra, Melbourne, Sydney

58 (GMT +10:00) Guam, Port, Moresby

59 (GMT +10:00) Hobart

60 (GMT +10:00) Vladivostok

61 (GMT +11:00) Magadan, Solomon, Is, New, Caledonia
62 (GMT +12:00) Auckland, Wellington

63 (GMT +12:00) Fiji, Kamchatka, Marshall, Islands

7. Do you want to set daylight savings time (DST)?

Yes No

Continue with step 8 below. Go to step 16 of this procedure.

8. Enable DST. Type: set sntp dst—state=enable

9. Press Enter.

10. Set the date and time that DST is to start. Type: set sntp dst-start=<“xx">

where:

xx = the date and time DST is to begin in the format “yyyymmdd hh:mm”. Note: the entire

string must be enclosed in quotes.
11. Press Enter.
12. Set the date and time that DST is to end. Type: set sntp dst-end=<“xx">

where:

xx = the date and time DST is to end in the format “yyyymmdd hh:mm”. Note: the entire

string must be enclosed in quotes.
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13. Press Enter.

14. Set the amount of time that clocks are to shift because of daylight savings. Type
set sntp dst—offset=<xx>
where:

xx = number of minutes (1-720) indicating the time shift. Note: the usual time shift is one
hour (60 minutes).

15. Press Enter.

16. Define the IP address of the SNTP server. Type: set sntp—svr svr=<xx> type=<yy> addr=<zz>

where:
XX = number (1-6) of the server being defined
yy = IP address format; valid choices are:

* ipv4 (32-bit address format)

* dns (domain name address format)
zz = |P address of the server

17. Press Enter.
18. Verify the configuration has been set. Type: show sntp config

19. Press Enter. The SNTP Configuration displays. For example:

C1|S3|L1D>set sntp state=enable

C1|S3|L1D>set curr-time="20100106 13:15:30”
C1|S3|L1D>set sntp timezone=8

C1|S3|L1D>set sntp dst-state=enable

C1|S3|L1D>set sntp dst-start=-20100307 02:00:00”
C1|S3|L1D>set sntp dst-end=20101107 02:00:00”
C1|S3|L1D>set sntp dst-offset=60

C1|S3|L1D>set sntp-svr svr=1 type=ipv4 addr=192.168.1.20
C1|S3|L1D>show sntp config

SNTP configuration:

SNTP state: enable

SNTP daylight saving time state: disable

Sntp timezone: (GMT-6:00) Central Time US and Canada
Current time: 1970 0103 11:42:26
Sntp daylight saving start time: 1969 1231 18:00:00
Sntp daylight saving end time: 1969 1231 18:00:00
sntp daylight saving offset: 60

Sntp server:

index addr-type address

1 ipva 192.168.1.30

2 dns 0.0.0.0

3 dns 0.0.0.0

4 dns 0.0.0.0
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5 dns 0.0.0.0
6 dns 0.0.0.0
C1|s3|LiD>
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SNTP Config — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the SNTP tab.

ION System MAIN || ADVANCED HTTPS || 88H | RADIUS | ACL | FDB | WLAN
= Stacl.’\ SNTP Configuration
i SNTP Client Davice Time
=+[03]1C3230-1040 Disabled v_| 1970 0106 18:09:02
UTC Timezone g
: (GMT-06 00)Central Time (US & Canada) g
+ [05]C3230-1040
[07]IONMI Daylight Saving Time Configuration
+[10]C3231-1040 Daylight Saving Time——
i Disabled v|
+ [16]C2220-1014 SIEEREE -

+-[18]C3220-1040 Daylight Saving Period Start) Daylight Saving Period End

+:[22]ONPS-A

Daylight Saving Offset (mins})

SMTP Servers

SNTP Server 1 SNTP Server 2 1| SNTE Server 3
|000.0 _‘-u.uuu |_uuuu |

SHTE Server 4 SNTP Server § | BT Server 6
0000 H'_G[](]G |0000 ‘

Refresh Help

In the SNTP Client field select Enabled.

In the UTC Timezone field, select your timezone.

o v ok w

Do you want to set daylight savings time (DST)?

Yes No

Continue with step 7. Go to step 11 below.

7. Inthe Daylight Saving Time field select Enabled.

In the Device Time field, enter the current time in the format yyyymmdd hh:mm:ss.

8. In the Daylight Saving Period Start field, enter the DST start date and time in the format yyyy

mmdd hh:mm:ss.

9. Inthe Daylight Saving Period End field, enter the DST end date and time in the format yyyy

mmdd hh:mm:ss.

10. In the Daylight Saving Offset (mins) field, enter the DST offset in minutes (1-720). This is usually
set to 60 minutes. When SNTP Client and DST are Enabled and current time at Daylight Saving

Period, the current time of the switch will be offset by the entry here

11. Enter the IP address of each SNTP Server - the IPv4 or IPv6 address of DNS server(s).

12. Click the Save button when done.

Configuring System Login Users

This section explains how to add, define, configure and delete ION system users via the Web interface
and the CLI. This function works on an IONMM or a standalone SIC. The three levels of ION system login

user rights are described in the table below.
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Table 15: User Level Rights via Web / CLI

Change own Write configs Upgrade / Create new users,
Level 9 Read configs? | though Web/CLI Backup / Delete users (not itself
password? "
(1) Restore ? and ION)?
Admin Yes Yes Yes Yes Yes
Read-
Write Yes Yes Yes No No
Read-only Yes Yes No No No

Note (1): (except for upgrade and backup/restore)

* There is one default Admin user named “ION”. Its default password is “private”. This user can not be
deleted.

* An Admin user has full rights to read/write all configurations through Web/CLI. An admin user can
create new users and delete any users other than itself and ION.

* A Read-Write user can read/write all configurations except for Upgrade and Backup/Restore though
Web/CLI. A read-write user can also change its own login password. When a read-write user logs in
via the Web, the “UPGRADE” tab and the “BACKUP/RESTORE” tab are disabled. When a read-write
user logs in via the CLI, all set commands except for upgrade and backup/restore can be executed.

* A Read-Only user can read all configurations except for Upgrade and Backup/Restore via the
Web/CLI. When a read-only user logs into the Web interface, the Web will be disabled (like hardware
mode) and only its own login password can be changed. When a read-only user logs in CLI, all set
commands will be invisible and only its own password can be changed.

* This user management does not apply to Focal Point.

* Doing an SNMP get operation on the password object will return “********" (ajght ‘asterisks).

Note Regarding SNMPv3 Users vs. Web/CLI Login Users

Note: do not confuse SNMPv3 users with the Web/CLI login users. SNMPv3 user configuration has noth-
ing to do with the WEB/CLI login users. These two type users are different and have different functional-
ities. The SNMPv3 users are used for SNMPv3 access (for example MGSoft). The Web/CLI login users are
used for Web/CLI login when users try to use the ION Web interface or CLI to access the ION system.
SNMPv3 users can not use their SNMP login credentials to log in to the ION Web/CLI (and vice-versa).
See “Configuring SNMP Users” on page 104 for information on configuring Web/CLI login users.

You can add, edit and delete ION system users via the CLI method or via the Web interface.
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Configuring System Login Users - CLI Method

The User Level assignment defines the set of CLI commands that are accessible to a user. An Admin
level user can access 251 commands; a Read-write user can access 248 commands; a Read-only user can
access 52 commands (show commands only).

1. Access the x222x/x32xx via either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the existing set of system users. At the device’s command prompt type show sysuser and
press the Enter key. All of the existing ION system users and related information displays. This command
only works on an IONMM or a standalone SIC.

3. Create a new system user. Type: add sysuser name=NAMESTR level=<admin|read-write | read-only>
pass=PASSSTR confirmpass=PASSSTR

where:

name = NAMESTR = the new user’s login username (1-63 characters, beginning with an
alphanumeric character; no spaces).

level = <administrator, read-write, or read-only>

pass = PASSSTR = the new user’s password string. The user password cannot contain any space
characters.

confirmpass = PASSSTR = reentry of the new user password; must match the “pass” entry exactly.
4. Press the Enter key.

5. To edit an existing user’s access level, type set sysuser name=NAMESTR level=(admin|read-
write |read-only) and press Enter.

where:

name = NAMESTR = the existing user’s current username.

level = the user’s new access level; either administrator, read-write, or read-only.

6. To set a new password for an existing ION system user, type set sysuser name=NAMESTR
pass=PASSSTR confirmpass=PASSSTR and press Enter.

where:

name = NAMESTR = the new user’s login username (1-63 characters; no spaces).

pass = PASSSTR = the new user’s password string. The user password must begin with an
alphanumeric character and cannot contain any space characters.

confirmpass = PASSSTR = the new user’s password string; type the same as for pass above.

7. To remove an existing system user, type remove sysuser name=NAMESTR and press Enter.
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For example:

S$3220-1040
name

ION
S$3220-1040
S$3220-1040
$3220-1040
S$3220-1040
S$3220-1040

S3220-1040
name

ION

ion
AndersonT
Benson]
CarlsonAnn
CarlsonAndy
Fitz
S3220-1040

Co|So|L1D>show sysuser
level password
admin 3k 3k ok 5k k >k kook

CO|SO|L1D>add sysuser name AndersonT level read-only pass **¥¥+¥* confirmpass **¥ikkix
CO|SO|L1D>add sysuser name Benson] level read-only pass ***<*+k** confirmpass *trtkick
CO|SO|L1D>add sysuser name CarlsonAnn level read-only pass *****tkx confirmpass *tirtiix
CO|SO|L1D>add sysuser name CarlsonAndy level read-only pass *¥**+¥+* confimmpass ¥tk

Co|Se|L1D>add sysuser name Fitz level read-only pass ***wtkixt confirmpass *tiwrtkit
Co|So|L1D>show sysuser

level password

admin 3k 3k ok 5k k >k kook

admin 3k 3k ok 5k k >k kook

Pead'only 3k 3k 3k 5k 3k ok ok k

Pead'only 3k 3k 3k 5k 3k ok ok k

Pead'only 3k 3k 3k 5k ok ok ok k

Pead‘only 3k 3k ok 3k %k >k kok

Pead‘only 3k ok ok 3k %k >k kok

Cce|so|L1D>

8. Backup the configuration. See “Backup and Restore Operations (Provisioning)” on page 324.
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Configuring System / Login Users - Web Method
1. Access the 222x/32xx through the Web interface (see “Starting the Web Interface” on page 45).
2. At the USERS tab, locate the Users table.

10N System main || Apvancep || snTp | HTTPs || ssH || Radws || acL || FoB || vian SrW@BACKUP-RESTORE |
—=r|ON Stack
User Mame Password Level
TPon IoN | e admin
L Port 2 If | User Name | Password _ | Confirm Password | Level g
| | |/ |admin N |
Reteok paEarperalpieid

3. Inthe User Name field, enter this user’s name (1-64 alphanumeric characters with no spaces
between characters).

4. Inthe Password field, enter this user’s password.

5. Inthe Confirm Password field, re-enter the password as entered in step 4. If the two password
entries do not match, the message “ERROR: The two passwords are not the same, please check!”
displays and you must enter matching passwords.

6. Atthe Level dropdown, select this user’s access level (admin, read write, or read only).

7. Click the Add button. The new user is added to the User s table.

|_ON System MAIN || ADVANCED | SNTP || HTTPS | SSH || RADIUS || ACL | FDB || VLAN || SOAM || SHMP @EACKUF‘-RESTORE
- _532301040 User Name Password Level
o jeN 0| s admin
--Port 2 LisesRls 0 || read write
UseraM e read write
UselPM e read write
Useds | e read only
Useds,. 00| e read only
bisetF 0| e read only
User Name Password Confirm Password Level
?U;erLE | _i 1:-_. ..... | :_--.--;- ' é:readroﬁ!r;_: _\_'
[Refres]{&dafea] Delets|elp)

Adding Local User succesded Wersion: 1.2.0

8. Perform steps 3-7 above for each new user to be added.
9. Click the Refresh button to update the screen information.

10. To edit an existing user, select (highlight) the entry in the table, edit the User Name, Password,
and/or Level fields, and click the Edit button. The message “Modifying Local User succeeded”
displays.

11. To delete an existing user, select (highlight) the entry in the table and click the Delete button. The
selected user is deleted from the table and the message “Deleting Local User succeeded” displays.
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Changes to Existing ION Applications with IPv4 / IPv6

The existing ION management applications below support both IPv4 and IPv6 environments at the same
time. These applications support IPv6 and follow the new socket interface extension described in IETF

RFC 2553, 3493, and 3542.

e Telnet, Telnets
e HTTP, HTTPs

e SSHv2

o TFTP

e SNMP

e SNTP

e DNS

e RADIUS
e TACACS+

Dynamic Table Entry Limits

Theses IPv6 changes bring the entry limitations for several dynamic tables shown below.

No. Module Name Table Name Maximum Entries

1 ACL iptableRulesTable 64

2 iptableConditionsTable 128

3 ACL for IPv6 tables ip6tablesRulesTable 64

4 ip6tablesConditionsTable 128

5 FDB ionFIDDbTable 255 static and 255 dynamic
6 VLAN ionVLANDbTable 255

7 SNMPvV3 local / remote users |usmUserTable 64

8 SNMP Groups vacmAccessTable 64

9 SNMP views vacmViewTreeFamilyTable 64

10 | SNMP communities snmpCommunityTable 16

11 SNMP trap host 6

12 | System user lonDevSysUserTable 64
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Configuring Security Features
One or more of the following can be defined for the x222x / x32xx NID:

* Access Control List (ACL)
* Hypertext Transfer Protocol Secure (HTTPS)
* Media Access Control (MAC) addressing

* Remote Authentication Dial In User Service (RADIUS)

* Terminal Access Controller Access Control System (TACACS+) authentication, authorization and
accounting services from the TACACS+ tab.

* Simple Network Management Protocol (SNMP)
* Secure Shell (SSH)

* Virtual LANs (VLANS)

ION System (VM| 1P || apvanceD || swtP | Hies | ssH || Rabius || Tacacss || AcL [ Foe | vian || soam |
—--IQN Stacl.( Madel Information
G Chasss 1Serial Number 1(Madel 11Software Revision——|Hardware Revision————
+H[01]IONMM |[11719062 ||lc3231-1040 Il[31 |00 |

+-[02]C2110-1013

Bootloader Revision
+-[03]C2210-1013 191 |

+[04]C2220-1014

+-[05]C3110-1013 System Coenfiguration
o System MName System Up Time System Contact System Location
+1[06]C3210-1013 |2¥ |2¥ £ |2 [
E———— Il |c3231-1040 ||l2:0:23:4155 |||[Transition Networksitechs|| 10900 Red Circle Drive |
+[08]C3221-1040 |Canfiguration Made—|Cansale Access— | MNumber of Pors———MAC Address
|Software || |[Enabled ~|3 ||/[o0-co-F2-21-20-85 |

+-[09]C3230-1040
+[10]23231-1040 [Uptime Reset][System Rebuot“AH Counters Reset][Reset To Factary Conﬁg]

+_"[12]CGO10'3040 |Device Description ||Login Type I
+ [13]86120-1013 [ |||[Local ||

+-[18]C6210-3040

+-[22]I0NPS-A Ilanagement VLAN Configuration
L o |VLAN ID | Status IMember Ports
* e |2 ||||D‘Sab|ed v|| Oport 1 OPort 2 OPort 3
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Configuring an ACL

IMPORTANT

* If the NID is managed by the ION Management Module (IONMM), configuring ACL should be done
at the IONMM and not at the NID.

* An ACL does not control access to the NID through a serial interface (USB connection).

* The ION system supports the configuration of the INPUT chain of the filter table of Linux iptables;
all rules being added belong to the INPUT chain of the filter table.

* At least one condition is needed for a rule before the rule can work. After you create a rule, you
also need to create at least one condition for it.

* Multiple conditions can be assigned to one rule; only when all conditions of the rule are matched
for an input packet, the policy of the rule can be applied to it.

* If multiple rules are matched to an input packet, the rule with the highest priority will be applied.

* You can add/modify/delete a rule or a condition whether the ACL is enabled or disabled.

* Since only the configuration for INPUT chain of the filter table is supported, there is no option to
select the table-type and chain-type. They are fixed values: table is filter and chain is INPUT. This
table and chain meets most, if not all, ACL functionality requirements.

* Configure both a rule and a condition; even if a rule is configured without a condition, the top ACL
condition applies to all packets.

* The x222x / x32xx NIDs do not support two ACL conditions with the same condition type.

An Access Control List (ACL) is a collection of permit and deny rules and conditions that provide security
across an Ethernet connection (Internet or intranet) by blocking unauthorized users and allowing
authorized users to access specific resources.

In a very basic sense, ACLs consist of chains, rules, and conditions.

A chain is a table that contains a set of rules, usually for a particular function, such as input or output.
The chain also defines a default policy that will be used if a policy is not determined by the end of
processing for all rules. The only chain that can be specified for the x222x / x32xx NID is INPUT. This
chain contains the rules and conditions for accessing the NID through an Ethernet connection (via Telnet
session or Web interface).

The rules of an ACL define the policy to be followed for certain defined conditions. There are three
different policies (rules) that can be defined for the x222x / x32xx NID:

* Accept —allow communication from the device
* Drop — disallow communication from the device
* Trap — initiate an SNMP trap message

The conditions of an ACL define the objects the policies apply to (e.g., MAC or IP addresses, ports, etc.).

ACLs are read from top to bottom. When a packet comes to the NID, it is matched against the first line in
the ACL; if it does not meet the criteria, then it drops to the next line and so on until it reaches a permit
or deny that fits it. For all ACLs there is an implied deny beneath the last line of the ACL. When applying
an ACL to an interface, it is recommended that there be at least one permit statement.

The Access Control List (ACL) can be configured for IPv6 traffic flows in the IP stack. An ACL ensures that
only permitted traffic flows working in the IP stack for security reasons.
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The ION system supports a maximum of 64 ACL rules and 128 ACL conditions. If the maximum is ex-
ceeded, the message "Setting values failed (snmp operation error, possible reasons: invalid data, error
data sequence, dynamic table capability limit, etc)" displays. Note that when displaying ACL rules, the
CLI must check multiple dynamic tables and find the relationship between ACL rules and ACL conditions.
It will take much more time than other simple commands. The more ACL rules and conditions added, the
slower the display command will be.

ION uses an ‘index’ to identify an ACL instead of using a name. For ION ACLs, IPv4 and IPv6 are totally
separate functions.

When IPv6 is enabled, you can have up to three of an IP style (IPv4 or IPv6).

For IPv6:

1. Oneip6tables ACL rule can only have one layer 2 ACL condition (macaddr).

2. Oneip6tables ACL rule can only have one layer 3 ACL condition (ipv6addr or ipv6network).

3. One ip6tables ACL rule can only have one layer 4 ACL condition (tcpport or tcpportrange or udpport
or udpportrange or icmp).

For IPv4:

1. One ACL rule can only have one layer 2 ACL condition (macaddr).

2. One ACL rule can only have one layer 3 ACL condition (ipv4addr or ipv4addrrange or ipv4dnetwork).

3. One ACL rule can only have one layer 4 ACL condition (tcpport or tcpportrange or udpport or ud-
pportrange or icmp).

An ACL can be configured in the NID using either the CLI or Web method.
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ACL Config — CLI Method
For a complete list of all CLI commands for ACL operations see the ION System CLI Reference Manual,
33473.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable ACL. Type: set acl state=enable and press Enter.

3. Define the default chain policy. Note: the factory defaults are set to table=filter and
chain=input and cannot be changed. Type:

set acl table=filter chain=input policy=<xx>
where:
XX = default policy if a policy is not determined by the end of the table; valid choices are:

* accept (allows communication)

* drop (disallows communication)
4. Press Enter.
5. Define a condition that will be associated with a rule. Type:
add acl condition type=<ww> srcdst=<xx> oper=<yy> value=<zz>
where:

ww = what the condition applies to; valid choices are:

* macaddr * ipv4network ¢ udpport
* jpv4addr * ipv4addrrange ¢ udpportrange
* tcpport * tcpportrange * icmp

XX = restriction stream; valid choices are:

* src (the condition applies to the source address)

* dst (the condition applies to the destination address)

yy = operation type; valid choices are:

* equal (the condition applies if the packet equals the condition type)

* notequal (the condition applies if the packet does not equal the condition type)
zz = address, port number or type associated with the value specified for type=

Note: if a range is specified for type=, then the two values for num must be separated by a
hyphen (i.e., 1-4).

6. Press Enter.

7. Repeat steps 6 and 7 for each condition to be defined.
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8. Define a rule to be associated with the chain. Type:
add acl rule position=<ww> table=filter chain=input policy=<xx> traprate=<yy> condition=<zz>
where:

ww = whether the new rule is put to the top (head) or end (tail) of rule list; valid choices
are:
* head
* tail
ACL policy type; valid choices are:
* accept (if the rule is met, packets are to be accepted)
* drop (if the rule is met, packets are to be dropped)
* trap (if the rule is met, a trap is to be sent)
number of times (1-65535) the trap can be sent in a minute. This value is only valid

XX

Yy

* policy=trap is specified.
* Atrap server is defined on the Main tab.
* Atrap serveris in the network and available.
zz=  index numbers of the conditions that will be assigned to the rule.

If more than one condition is specified, each must be separated by a comma with no spaces
(e.g., 2,3,6).

9. Press Enter. The Condition List index information displays (e.g. cond_list=1).
10. Repeat steps 9 and 10 to define a rule for each condition to be associated with the chain.

11. Verify that ACL has been enabled. Type: show acl state and press Enter. The current ACL
management state information displays:

C1|S7|L1D>show acl state
ACL management state: disable
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12. Verify the ACL rules have been defined and associated. Type: show acl rule and press Enter. The
current ACL Rule information table displays. For example:

C1|s13|LeD/>set acl state=enable

C1|s13|LeD/>set acl table=filter chain=input policy=accept

C1|S13|LeD/>add acl condition type=ipv4addr srcdst=src oper=equal value=192.168.1.30
C1|S13|LeD/>add acl condition type=ipvdaddr srcdst=src oper=notequal value=192.168.1.30
C1|S13|LeD/>add acl rule position=head table=filter chain=input policy=accept condition=1 condlist=1
C1|S13|LeD/>add acl rule position=tail table=filter chain=input policy=trap condition=2 condlist=2
C1|s13|LeD/>show acl rule

index table-type chain-type policy traprate conditions
1 filter input drop no 2
2 filter input accept no 1
3 filter input trap 100 4

If no ACL rules are yet defined, the message “No ACL rule now!” displays.

13. To verify the ACL condition configuration, type show acl condition and press Enter. The current
ACL conditions display. For example:

C1|S7|L1D>show acl condition

index type src/dst  operation value rule idx
1 ipv4addrsrc equal 172.11.1.1 o
2 ipv4addrsrc equal 192.168.1.30 1

14. To verify the ACL chain configuration, type show acl chain and press Enter. The current ACL
chain displays. For example:

C1|S7|L1D>show acl chain
table-type contain-type chain-name default-policy

filter input INPUT accept
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ACL Config (IPv4) - Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the ACL tab.

10N System C|| mam |[ P |[ aDvancep | swte |[ HTTPs |[ sst || rabius || Tacacs+ ' FoB || vLAN
— 10N Stack i
i IPv6
= Chassis ; :
+1[01]IONMM ACL Status —||Chain Name 1|Chain Policy
+[02]C2110-1013 [hsaticd | [INEUT | Pogepd ,‘"‘
+[03]C2240-1013
+1-[04]C2220-1014 Rules {Select a Rule to View/Modify its Coenditions)
+1[05]C3110-1013 Index Priority Paolicy Trap Rate (packets/min)
+-[06]C3210-1013 MNo records found
o+ 0 Priority ~ Policy | Trap Rate (packets/min)
+(08]C3221-1040 ‘ | |Accept &
+1091C3230-1040
+-[10]C3231-1040 . . |
T Conditions for Rule (Mo Rule is Selected)
(106010 Type Source or Destination = Operation Value
++[13]56120-1013
+1[15]06210-3040 MNo records found
+-[22)I0NPS-A Type ___ Sourcs or Destination | Operation  Valus
+ [23]I0NPS-D |Source MAC Address ¥ | |Equal ™) |

3. Inthe ACL Status field, select Enabled.
4. In the Chain Name field, INPUT is the default and the only valid entry.

5. Inthe Chain Policy field, select the default policy if a policy is not determined by the end of the
table:

* Accept (allows communication; default value)
* Drop (disallows communication)
6. Define arule:

a) In the Priority field, enter a number indicating the relative position of the rule to other rules in
the table. (This is the index of the corresponding iptables rule within the chain within the
table.) The valid range is 1 — 65,535.

b) In the Policy field, select the policy to be associated with this rule (Accept, Drop, or Trap).

¢) In the Trap Rate field, enter a value indicating the number of traps that will be sent in one
minute. This is the trap rate of rule if this rule is a used for trap. The valid range is from 1 -
65,535 packets/minute. The default is 1 packet/minute.
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The Trap Rate field is only valid if:

* The policy selected is Trap.
* Atrap server (Trap Manager) is defined on the device’s MAIN tab.

* Atrap server is on the network and available.

d) Click Add.

7. Define additional rules as needed.

8. Define a condition for the Rule:

a)

Select a rule by clicking its index number.

b) In the Type field, select the condition type. The options are Source MAC Address (1),

¢)

IPv4 Address (2), IPv4 Address Range (3), IPv4 Network (4), TCP Port (5), TCP Port Range (6),
UDP Port (7), UDP Port Range (8), or ICMP Type (9).

In the Source or Destination field, select whether the type is a source or a destination. This is
the restriction stream for source or destination.

d) In the Operation field, select whether the match for this condition is equal to type or not

f)

equal to type. Select Equal or Not Equal. This is the operation between the Condition Type
and Value.

In the Value field, specify the MAC address, IP Address, Port number, or type associated with
the selection in the Type field. There are 36 ICMP Type values selectable:

1. ICMP-ECHO-REPLY, 2. ICMP-DESTINATION-UNREACHABLE, 3. ICMP-NETWORK-UNREACHABLE, 4.
ICMP-HOST-UNREACHABLE, 5. ICMP-PROTOCOL-UNREACHABLE,

6. ICMP-PORT-UNREACHABLE, 7. ICMP-FRAGMENTATION-NEEDED, 8. ICMP-SOURCE-ROUTE-FAILED, 9.
ICMP-NETWORK-UNKNOWN, 10. ICMP-HOST-UNKNOWN,

11. ICMP-NETWORK-PROHIBITED, 12. ICMP-HOST-PROHIBITED, 13. ICMP-TOS-NETWORK-
UNREACHABLE, 14.ICMP-TOS-HOST-UNREACHABLE, 15. ICMP-COMMUNICATION-PROHIBITED, 16.
ICMP-HOST-PRECEDENCE-VIOLATION, 17. ICMP-PRECEDENCE-CUTOFF,

18. ICMP-SOURCE-QUENCH, 19. ICMP-REDIRECT, 20. ICMP-NETWORK-REDIRECT,

21. ICMP-HOST-REDIRECT, 22. ICMP-TOS-NETWORK-REDIRECT, 23. ICMP-TOS-HOST-REDIRECT, 24.
ICMP-ECHO-REQUEST, 25. ICMP-ROUTER-ADVERTISEMENT,

26.ICMP-ROUTER-SOLICITATION, 27. ICMP-TIME-EXCEEDED, 28. ICMP-TTL-ZERO-DURING-TRANSIT, 29.
ICMP-TTL-ZERO-DURING-REASSEMBLY, 30. ICMP-PARAMETER-PROBLEM, 31. ICMP-IP-HEADER-BAD, 32.
ICMP-REQUIRED-OPTION-MISSING,

33. ICMP-TIMESTAMP-REQUEST, 34. ICMP-TIMESTAMP-REPLY, 35. ICMP-ADDRESS-MASK-REQUEST, and
36. ICMP-ADDRESS-MASK-REPLY.

Click Add.

9. Define additional conditions as needed.

10. To change an existing Rule, select the Rule in the table, click the Edit button, and make changes
per steps 5-6 above.

11. Verify the newly-defined Rules and Conditions.
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MAIN || ADVANCED || SNTP | HTTPS || SSH || RADIUS | FDB | vian |

JACL Status—|‘Chain Name———— Chain Policy ———

[Enabled v |||[mPUT || /[Accept ~|
[@J Help)
Rules (Select a Rule to View/Modify its Conditions)
Index Priarity Palicy Trap Rate (packets/min)
1 4 Trap 44
2 3 Trap 44
| 4 | Drop | 0
Priority Palicy Trap Rate {packets/min}
4 | [Drop 8 o |

Caonditions for Rule 3

Type Source or Destination . Operation Value
TCP Port Source Mot Equal 15
UDP Fort Destination Mot Equal 24
IPvd Metwork Destination Mot Equal 192.168.1.30:255.255.255.0
|| | Type Source or Destination  Operation Value
[ IPv4 Network | [Destination | Mot Equal | [192168.1.30 | - |25 255 2550

12. When all rules and conditions have been defined, click the Save button near the top of the
screen.
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ACL under IPv6

You can set up to 255 ACL Rules and up to 255 ACL Conditions. Note that since ACL rules and conditions
must process dynamic tables and check the relationship between multiple tables, the ACL show com-
mands need more time to display the content compare to other tables. These commands can only be
executed on IONMM or a standalone SIC.

For a complete list of all CLI commands for ACL operations see the ION System CLI Reference Manual,
33461.

ACL Config (IPv6) — CLI Method

For a complete list of all CLI commands for ACL operations see the ION System CLI Reference Manual,
33461.

1. Access the IONMM through either a USB connection (see “Starting a USB Session” on page 23) or a
Telnet session (see “Starting a Telnet Session” on page 24).

2. Enable ACL. Type: set ip6tables acl state and press Enter.

3. Define the default chain policy. Type: set ip6tables acl table=filter chain=input policy=accept and
press Enter.

4. Define a condition that will be associated with a rule. Type: set ip6tables acl condition=1 rule_in-
dex=1 and press Enter.

5. Repeat step 4 for each condition to be defined.

6. Define a rule to be associated with the chain. Type: add ip6tables acl rule position=head table=filter
chain=input policy=1 trap=444 and press Enter.

7. Repeat step 6 to define a rule for each condition to be associated with the chain.

8. Verify that ACL has been enabled. Type: show ip6tables acl state and press Enter. The current ACL
management state information displays:

Agent III C1|S9|L1D>show ip6tables acl state
ACL of IPv6 tables management state: enable
Agent III C1|S9|L1D>

9. Verify the ACL rules have been defined and associated. Type: show ip6tables acl rule and press En-
ter.
The current ACL Rule information table displays. For example:

Agent III C1|S9|L1D>set ip6tables acl state=enable

Agent III C1|S9|L1D>set ipétables acl table=filter chain=input policy=accept
Agent III C1|S1|L1D>add ipétables acl rule position=head table=filter chain=input
policy=1 trap=444

Agent III C1|S1|L1D>add ipétables acl rule index=2 table=filter chain=input
prio=2 policy=trap traprate=100

Agent III C1|S1|L1D>set ipétables acl condition=1 rule_index=1

Agent III C1|S1|L1D>add ip6tables acl condition type= ipv6addr srcdst=src
oper=equal value=VAL

Agent III C1|S1|L1D>show ip6tables acl rule

index table-type chain-type priority policy traprate(pkts/min) condi-
tion
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2 filter input 1 trap (%] no
1 filter input 2 trap (%] no

Agent III C1|S1|L1D>

If no ACL rules are yet defined, the message “No ACL rule now!” displays.

10. To verify the ACL condition configuration, type show ip6tables acl condition and press Enter. The
current ACL conditions display. For example:

Agent III C1|S1|L1D>show ip6tables acl condition

index type src/dst  operation value rule idx
o ipveaddr sec equal
2 ’ ipv6addr src equal
3 ° ipv6addr src equal
4 ’ ipv6addr src equal fe80::2c0:f2ff:fe20:de9%e 0

Agent III C1|S1|L1D>

11. To verify the ACL chain configuration, type show ip6tables acl chain and press Enter. The current
ACL chain displays. For example:

Agent III C1|S1|L1D>show ip6tables acl chain

table-type contain-type chain-name default-policy
filter input INPUT accept
C1|s3]|L1D>

If no ACL rules are yet defined, the message “No ACL rule now!” displays.
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ACL Config (IPv6) - Web Method
1. Navigate to the ACL tab. The IPv4 sub-tab displays by default.

2. Select the IPv6 sub-tab.

=IO Stack

i Pyt

=i-Chassis
+ [01]IONMM ACL Status | Chain l‘lﬁme—‘ Chain E‘th—"
+[02]C6010-1040 | Disabled | |[INPUT ||| Accept bl
+[03]C6120-1013
+-[05]CE210-3040 Rules (Select a Rule to View/Modify its Conditicns)
+[08]C2110-1013 Index Priarity Pulicy Trap Rate (packets/min)
+-[09]C2210-1013 Mo records found
+[1]C3210-1013 Priarity Palicy Trap Rate (packets/min}
+ [14]C3230-1040 1R | | Accept 2
e =
+-[22]I0NPS-A ; ;

Conditions for Rule {No Rule is Selected)

+-[23]I0NPS-D

Type Source or Destination | Operation Value

No records found

Type ~Source or Destination  Operation
;SDVLVITCE MAC Address (% Equal ¥

Value

[pdd

At the ACL Status dropdown, select Enabled.
At the Chain Policy dropdown, select Accept or Drop.
In the Rules - Priority field, enter a priority of 1-65,535.

At the Policy dropdown, select Accept or Drop or Trap.

N o v &~ w

In the Trap Rate (packets/min) field, enter the desired rat for trapping (if selected). The valid range
is 1-65,535. The trap sent rate is 2 packet/sec (two packets/second (2 pps). The matched packets
number in one minute. If over this rate matched, a trap will be sent.

8. Click the Add button to add this Rule.

9. At the Conditions - Type dropdown, select the basis for conditions for this rule. The IPv6options are:
Source MAC Address (default)
IPv6 Address
IPv6 Network
TCP Port
TCP Port Range
UDP Port
UDP Port Range
ICMP Type

4. Enter a “Value” (a valid IPv6 address / a number from 0-128 or an IP address such as
ffff:00:00:00:00:00:00:00).

One rule can at most have three conditions and each condition must belong to a different protocol
layer.

1. Layer 2 condition type: Source-MAC-address.

2. Llayer 3 condition type: IPv6-address, IPv6-network.

3. Layer 4 condition type: TCP-port, TCP-port-range, UDP-port, UDP-port-range, ICMP-type.
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IPv6 Condition Type Values
Source MAC address: first 6 bytes for mac address.
IPv6 address: the first 16 bytes for IPv6 address.
)IPv6 network: address[/mask], the first 16 bytes for IPv6 address, the followed bytes can be either of two cases.
Case 1: the 17" byte is a plain number, specifying the number of 1's at the left side of the network mask.
Case 2: bytes 17-32 are the value for network mask.
TCP port: the first two bytes for TCP port number.
TCP port range: the first 4 bytes(0-1 byte for the start TCP port number, 2-3 byte for the end TCP port number).
UDP port: the first two bytes for UDP port number.
UDP port range: the first 4 bytes(0-1 byte for the start UDP port number, 2-3 byte for the end UDP port number).
ICMP type: the first two bytes for ICMP type. For ICMP type, the following values are supported:

ICMP_DESTINATION-UNREACHABLE = 0x3ff,
ICMP_NO-ROUTE = 0x0301,
ICMP_COMMUNICATION-PROHIBITED = 0x0302,
ICMP_ADDRESS-UNREACHABLE = 0x0303,
ICMP_PORT-UNREACHABLE = 0x0304,
ICMP_PACKET-TOO-BIG = 0x04ff,
ICMP_TIME-EXCEEDED = Ox05ff,
ICMP_TTL-ZERO-DURING-TRANSIT = 0x0501,
ICMP_TTL-ZERO-DURING-REASSEMBLY = 0x0502,
ICMP_PARAMETER-PROBLEM = 0x06ff,
ICMP_BAD-HEADER = 0x0601,
ICMP_UNKNOWN-HEADER-TYPE = 0x0602,
ICMP_UNKNOWN-OPTION = 0x0603,
ICMP_ECHO-REQUEST = 0x07ff,
ICMP_ECHO-REPLY = 0x08ff,
ICMP_ROUTER-SOLICITATION = 0x09ff,
ICMP_ROUTER-ADVERTISEMENT = 0x0aff,
ICMP_NEIGHBOUR-SOLICITATION = Ox0bff,
ICMP_NEIGHBOUR-ADVERTISEMENT = 0xOcff,
ICMP_REDIRECT = 0x0dff, Use this OID to set the value of the corresponding condition type.

Notifications: ionDevSysIPv6AclldsEvt (entPhysicallndex, ip6tablesGRulelndex)
AionDevSysIPv6AclldsEvt event is sent if an ip6tables IDS (Intrusion Detection Systems) is detected.
entPhysicallndex indicates in which SIC the IDS is detected.

entPhysicallndex/ip6tablesGRulelndex indicates which ip6tables ACL rule is matched for this IDS.

For example, shown below is a C3230 NID with IPv6 ACL configured with one Rule and one Condition.

33472 Rev. K https://www.lantronix.com/ Page 183 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

ION System L[ mam || 1P | apvancep || swtp || HTPs | ssH || Rapus || Tacacs+

FoB | vian | soawm |

—-ION Stack

A e [E
—-Chassis

4---[01]IONMIV| |ACL Status |Chain Mame |Chain Palicy
+[02/C5010.1040 |[Enabled | [InPUT || [[Accept ~|

+[03]C6120-1013
.;...[05](:5210.3040 Rules {Select a Rule to View/Modify its Conditions)
.i...[gg]cgﬂg_mg Index Priority Policy Trap Rate (packets/min)
+--[09102210-1U13
+-[11]C3210-1013 Priority Policy Trap Rate (packets/min}
+ [14]C3230-1040 | [ | |Trap | [330 |
+{15103231-1040
+-[22]I0NPS-A =
+ HONED Conditions for Rule 1
(23] : Type Source or Destination | Operation Walue
IPv6 Network Source fe80::2c0:f2fffe20:de%e/32
Type Source or Destination | Operation
|\F'v5 Network V| |Source V| \Equal V\
Value
feB0--2c0-f2ff f220 dege | /[32
[Add][Edit

In the example above, the Rule index 1 has a Priority of 1, a Policy of Trap, and a Trap Rate of 330.
The Conditions for Rule 1 has Type set to IPv6 Network, Source or Destination set to Source, Operation

set to Equal, and Value set to fe80::2c0:f2ff:fe20:de9e / 32.

Messages: Error: when condition type is srcmaddr, srcdst can only be src.
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Configuring HTTPS

IMPORTANT

* If the NID is managed by the ION Management Module (IONMM), configuring HTTPS should be
done at the IONMM and not at the NID.

* HTTPS has no affect when accessing the IONMM through either the USB or a Telnet session.

* After configuring the NID for HTTPS, a re-login occurs immediately; you must enter the https://
prefix in order to re-connect to the ION system.

HTTPS is a secure version of the Hyper Text Transfer Protocol (HTTP), and is used as a security option
when accessing the IONMM through the Web interface.

There are two primary differences between an HTTPS and an HTTP connection:

* HTTPS connects on port 443, while HTTP is on port 80
* HTTPS encrypts the data sent and received with SSL, while HTTP sends it all as plain text

HTTPS utilizes the secure socket layer (SSL) protocol for transmitting private documents via the Internet.
SSL utilizes a cryptographic system that uses two keys to encrypt data; a public key known to everyone
and a private or secret key known only to the recipient of the message. Anything encrypted with either
key can only be decrypted with its corresponding key. Thus if a message or data stream were encrypted
with the server's private key, it can be decrypted only using its corresponding public key, ensuring that
the data only could have come from the server.

For the NID, HTTPS can be used for client authentication in order to limit access to the NID to authorized
users. To do this, the site administrator typically creates a certificate for each user, a certificate that is
loaded into their browser. Normally, that contains the name and e-mail address of the authorized user
and is automatically checked by the server on each reconnect to verify the user's identity, potentially
without even entering a password.

The trust inherent in HTTPS is based on major certificate authorities. Organizations may also run their
own certificate authority, particularly if they are responsible for setting up browsers to access their own
sites (for example, sites on a company intranet, etc.). They can easily add copies of their own signing
certificate to the trusted certificates distributed with their browser.

Because SSL utilizes public key cryptography to encrypt the data stream traveling over the Internet, a
certificate is not really necessary as the data is secure and cannot easily be decrypted by a third party.
However, certificates do serve a crucial role in the communication process. The certificate, signed by a
trusted Certificate Authority, ensures that the certificate holder is really who they claim to be. Without a
trusted signed certificate, your data may be encrypted; however, the party you are communicating with
may not be whom you think. Without certificates, impersonation attacks would be much more common.
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The ION HTTP server provides authentication for client connections, but not encryption. The data that
the client and server transmit to each other is not encrypted. This leaves communication between
clients and servers vulnerable to interception and attack. The Secure HTTP (HTTPS) feature lets you
connect to the ION HTTPS server securely. It uses Secure Sockets Layer (SSL) to provide device
authentication and data encryption. The HTTP server can support both IPv4 and IPv6 at the same time.
The ION system supports up to 16 HTTP/HTTPS clients.

HTTPS can be configured in the NID using either the CLI or Web method.

HTTPS Config — CLI Method

1.

10.

11.
12.
13.

Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

Enable HTTPS. Type set https state=enable and press Enter.

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access
through the Web interface must go through HTTPS authentication.

Set the port number to be used. The default is 443. Type set https port=<xx> and press Enter.
Define whether the certificate is from a certificate authority or is self-generated. Type:
set https certificate-type=<xx> where:
xx = certificate authority; valid choices are:
¢ authorized
¢ self—certificated
Press Enter.

Specify the name of the certificate file. Type: set https certificate—file=<xx> where:

XX = name of the file

Press Enter.

. Specify the name of the private key file. Type: set https private—key file=<xx> where:

xx=  name of the file
Press Enter.

Define the password to be used for the private key file. Type set https private—key password
and press Enter. The message “Please input password:” displays.

Type the password then press Enter. The message “Please input password again:” displays.
Type the password again then press Enter.

Verify the configuration has been set. Type show https config and press Enter.

The current HTTPS configuration table displays. For example:

C1|S8|L1D>set https state=enable
C1|s8|LiD>set https port=443
C1|S8|L1D>set https certificate-type=authorized
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C1|S8|L1D>set https certificate-file-name=name.cer
C1|S8|L1D>set https private-key file-name=name.key
C1|s8|L1D>set https private-key password

Please input password:

XXXXXXX

Please input password again:

XXXXXXX

C1|s8|L1D>show https config

HTTPS configuration:

HTTPS state: disable

HTTPS port: 443

HTTPS certificate file:

HTTPS private key file:
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HTTPS Config — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the HTTPS tab.

ION System L | mam || apvancep || swp - SSH | RADIUS || ACL || FDB || VLAN
G ION Stack HTTPS Status || HTTPS Part {1-55535) |_c_:_en_iﬁcate_j\ﬂ;.aﬁ
—+Chassis |Disabled = ‘5443 f||_SelfCertiﬂcatecl Vil
+/ [01JIONIM

Copy HTTPS Certification
+-[03]C3230-1040

+-[05]C3230-1040
++[10]C3231-1040
++[12]C2110-1013
+-[14]C2210-1013
+-[16]C2220-1014
+-[18]C3220-1040

IFTP Server Address '_C?_F.l_i_f! cate File Name
0000 Il

Copy Certificate

‘ ‘ Private File Name |Private Password

Refresh Help

3. Inthe HTTPS Status field, select Enabled. The default is Disabled.

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access
through the Web interface must go through HTTPS authentication.

4. Inthe HTTPS Port field, enter the port number for HTTPS operations. The valid range is from 1-
65535. The default is port 443.

5. At the Certificate Type dropdown, select either Self Certificated or Authorized.

6. Inthe TFTP Server IP Address field, enter the IP address of your remote TFTP server (or client).
This entry must be an IP address or a domain name.

7. In the Certificate File Name field, enter the name of the file with the authentication certificate.
& Note: the authentication certificate and private key file must be resident in the default
directory on the TFTP Server (e.g., C:/TFTP-Root).

8. In the Private File Name field, enter the name of the private key file.

9. Inthe Private Password field, enter the private key password. This is the password to access the
private key file.

10. Click the Copy Certificate button. The message “The certificate file(s) is being copied, please
wait...” displays momentarily.

11. Click the Save button. A re-login occurs immediately; and the ION login prompt displays.

12. The ION System Web Interface is now an HTTPS (secure) address. In your web browser, click
Tools, click Internet Options, click Advanced, and make sure the SSL and TLS protocols are
enabled under the security section.

13. For subsequent logins, use https instead of http as the URL prefix (e.g.,
https://192.168.0.10/web.html).

14. Enter the ION system User Name and Password. The default entries are case sensitive (ION and
private).
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15. Click the Sign In button. The MAIN screen displays.
If the message Invalid user name or password! displays, see the Troubleshooting section of this
document.

Note: enabling HTTPS has no effect on either the USB or Telnet interface. However, access through the
Web interface must go through HTTPS authentication.
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Configuring MAC Address Filtering

When enabled on a port, MAC filtering stops learning all MAC addresses. To allow access to any frame
with a MAC address not in the Static MAC address database, you must add the new address, or it will be
discarded. This keeps any unknown MAC addresses from unauthorized access to the network.

MAC Filtering can be configured in the NID using either the CLI or Web method.

MAC Address Filtering — CLI Method

MAC Address Filtering is provided using MAC filtering via the SA Lock. The ‘SA lock’ is used to detect if
the device connected to this port is changed. After the ‘SA lock’ is enabled, any new MAC received will
trigger the ‘SA lock action’. If the MAC address is already learned by the device, ‘SA lock action’ won’t be
triggered. Note that this feature only blocks data traffic, not management traffic.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable HTTPS. Type set https state=enable and press Enter.

3. Set the filter for unknown multicasts. Enter set ether filter-unknown-multicast=(true | false) and
press Enter.

4. Set the filter for unknown unicasts. Enter set ether filter-unknown-unicast=(true | false) and press
Enter.

5. Set the Fwd DB port, priority and type of entry / MAC address database. Type add fwddb mac=MAC
[conn-port=PORT] [priority=PRIO] [type=(static|staticNRL|staticPA)] and press Enter. The priority
can be 0-7, where 0 is the lowest priority.

6. Setthe Fwd DB index and type. Type the following command:
set fwddb mac=MAC index=INDEX type=(static|staticNRL|staticPA) and press Enter.

Note: A Static Non Rate Limit (staticNRL) entry must have a multicast MAC address.

FDB Entry Type Notes: The Entry state of this unicast or multicast entry, {static, staticNRL, staticPA,
dynamic}:

static - a Valid entry that does not age.

staticNRL - a static entry that has no ingress rate limiting (multicast entry only).

staticPA - a static entry that has priority override enabled.

dynamic -a valid entry with no special attributes which ages and is ultimately removed from the

forwarding database.

A unicast entry can be static or staticPA, but not staticNRL. For MAC addresses that are learned, a read-
only value of dynamic entry is returned.
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MAC Address Filtering — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the FDB tab.

ION System [ | wam |1 || aovancen | swte | H7Ps || ssH || raows | Tacacss || acL m VLAN
i B
IO Stack s
s Chassia FDB ID MAC Address Port Plai: =T
+[01]IONIM
No records found

+-[02)C2110-1013
+-[03]C2210-1013

+-[04]C2220-1014 FDB ID - MAC Address Port __ Priority
+-[06]C3110-1013 [o | [Port 1 ¥ |0 a
+-[06]C3210-1013 Eriy T

P b
+-[07]C3220-1040 static v
+[05IC3221-1040

+-[09]C3230-1040

+-[10]C3231-1040 EluSHEDBS _
+-[12]C6010-3040 Flush Operation® Flush Status "] |Failure Reason
Flush All b
+-[13]56120-1013 = >
Flush

+-[15]C6210-3040
3. Inthe MAC Address field, enter the MAC address to be filtered. This is the unicast or multicast
MAC address associated with this entry.

4. Inthe Port field, select the port to be filtered (Port 1 or Port 2 on the x3230 or x3220, or Port 1,
2 or 3 on the x3221 NID). This is the logical port that this Address is connected.

5. Inthe Priority field, select the priority to be assigned (0-7, where 0 is the lowest priority). The
priority specified here is used when Priority Override is enabled.

6. Inthe Entry Type field, select the type of entry / MAC address database. This is used to define
the entry state, depending on whether it is a unicast or a multicast address in the entry. The
selections are “static”, “staticNRL” or “staticPA” (“dynamic” is not selectable).

Note: A Static Non Rate Limit (staticNRL) entry must have a multicast MAC address.

For Unicast frames:

static: a static entry, not aged out of the Address database. A valid entry that does not age.

staticPA (static with priority override): this is a static entry not aged, and the priority
(sC3231100FwdPriority) indicates the priority to use for this frame's source/destination address.
A static entry that has priority override enabled.

For Multicast frames:

staticNRL (static with no ingress rate limiting): this entry is a static entry, not aged out of the
Address database and not subject to ingress rate limiting. A static entry that has no ingress rate
limiting (multicast entry only).

staticPA (static with priority override): this is a static entry not aged and the priority
(sC3231100FwdPriority) indicates the priority to use for this frame's source/destination address.

dynamic - A valid entry with no special attributes which ages and is ultimately removed from the
forwarding database (not selectable; read-only value only).

7. Select the Add button. The message “Adding MAC succeeded” displays and the entry is added to
the MACs table.
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ION System MAIN || ADVANCED | snTP | HTTPS | 8SH || RADIUS | ACL _ VLAN || SOAM
=/ 10N Stack —
= 'thassws FDE ID MAC Address Port Priority Entry Type
+L[01]IOMMM ;
0 09-18-27-36-44-C5 1 0 static
+1[03]C3230-1040 :
+ (061032301040 0 27-36-44-FD-B0-19 1 5 static
+[08]C3221-1040
il (103032311040 FDB ID MAC Address Port  Priority ;
+[12]C2110-1013 o | [B0-19-27-36-44-FD | [Part 2 v [3 v
+[14102210-1013 i
+[18]C2220-1014 [staticPa %
+1[13]C3220-1040 -
7 -Refresh \Add||E
+1[22]0NPS-A il
+[23]0MPSD
Flush FDBs
Flush Operation Flush Status Failure Reason
[Flush Al ~ | I
Flush

7. To edit an existing entry, select the entry and click the Edit button.

8. To delete an existing entry, select the entry and click the Delete button. The MACs table displays
“No records found.” in place of the entry.

9. When done, verify your FDB configuration. For example:

ION System main || apvancen || sute | HrTes [ ssH || rapws || act |Gl vian | soam |
=10 Stack — B
—--(?hassm FDB MALZ Address Port Priority Entry TyJ
+ [01]ONMM a -
: LG 09-16-27-36-44-C8 1 0 static
+-[03]C3230-1040 :
+ [05IC3230-1040 0 27-36-44-FD-80-19 1 5 statfc
+ (081032211040 NGO 80-19-27-36-44-FD 2 3 staticPA
+4[10]C3231-1040 >
-:'- MAC2101015 FDBID MAC Address m Port —__ | Priority —
*+-[14]C2210-1013 o | [27-36-44-rd-50-12 | [Pont 1 v| [a v|
++[16]C2220-1014 —
% ntry lype
+4[18]C3220-1040 |;g:ﬁm'7;|
+-[22]I0NPS-A —
L
Flush FDBs
Flush Operation | Flush Status —— Failure Reason
[Flush Al “ [
Flush

Note:

The FDB Entry Type is the state of this unicast or multicast entry (static, staticNRL, staticPA, or dynamic).
The dynamic parameter is a valid entry with no special attributes which ages and is ultimately removed
from the forwarding database. The dynamic parameter is read-only and cannot be selected.

A unicast entry can be static or staticPA, but not staticNRL. For MAC addresses that are learned, a read-
only value of dynamic entry is returned.
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Configuring MAC Address Blocking

The MAC address can be added to the static MAC address database with the ‘connected port’ as port
zero. This will cause any frames from that MAC address database to cause an ATU-member violation on
that port, resulting in sending a trap. This could cause excessive traps (overload the Central Processing
Unit (CPU) with interrupts) depending on the traffic generated by that MAC.

This feature remembers the Ethernet MAC address connected to the switch port and allows only that
MAC address to communicate on the port. If any other MAC address tries to communicate through the
port, port security will take the action specified by the Set Ethernet Port Source MAC Address Lock
Action command.

The ‘SA lock’ (Source Address Lock) function is used to detect if the device connected to this port is
changed. After the ‘SA lock’ is enabled, any new MAC is received will trigger the ‘SA lock action’. If the
MAC address is already learned by the device, ‘SA lock action” won'’t be triggered. Note that this feature
only blocks data traffic, not management traffic.

MAC Address Blocking can be configured for the NID port using either the CLI or Web method.

MAC Address Blocking — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Use the go command to access the desired port.
3. Enable the Ethernet Source Address Lock. Type: set ether src-addr-lock=enable and press Enter.
4. Select the Ethernet Source Address Lock Action. Type: set ether src-addr-lock action=x
where:
x = the SA lock action to perform = {all | discard | discardandnotify | shutdown }
The SA Lock Actions performed when encountering an unknown MAC address are:
discard: frames with unknown MAC addresses are discarded. This is the default value.
discard and notify: A trap is sent to notify the intrusion/SA change and the frame is discarded.
shutdown: This will shut down the interface on receiving the frame.

all: All of the above actions take place. The frame is discarded, a trap is sent and the port is
shutdown to prevent intrusion attack.

5. Press Enter.
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6. Verify the security configuration. Type show ether security config and press Enter.

The Ethernet Port Security configuration table displays. For example:

C1|S13|L1P1>set ether src-addr-lock=enable

C1|S13|L1P1>set ether src-addr-lock action=discardandnotify
C1|S13|L1P1>show ether security config

Ethernet port security configuration:

Source MAC address lock: enable
Source MAC address lock action: discardandnotify
Filter unknown dest unicast: enable
Filter unknown dest multicast: disable
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MAC Address Blocking — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the desired port.
3. Select the ADVANCED tab.

ION System ANl ADVANCED COUNTERS LOAM

=N StacFI: Bandwidth Allacation
i Rate Limiting Mode— Eqress Rate Limit—— Ingress Rate Limit
+-[01]IHMM Counts All Layer 1 V_‘ Unlimited V_| Unlimited

v

+1[03]C3230-1040
+/ [05]C3230-1040
+[10]C32311040

SA Lock———— ) SA Lock Action——
V_‘ Discard and Motify V_|

Disabled

Disabled

—||Fifter Unknown Unicast—
V_‘ Disabled V_|

Filter Unknown Wulticast—

[ MAC Security

+[121C2110-1013

+[14]C2210-1013 VLAN Forwarding Rules

VLAN Status - Discard Tagged
‘ Disabled |_D\aah|et|

|||[Disabled

Discard Untagged—

T |Farce Default VLAN- ¥
||D\aah|etl v

‘Default VLAN ID—‘
1

+[22]I0NPS-A
+:[23]I0NPS-D

Priority Forwarding Rules

Default Priority IEEE Priority Class IP Traffic Class
| Enabled ‘ Enabled

Priority Precedence
| Use IEEE el

,S{‘E' Prigrity Override——
Disabled ~

Disabled

VID Prionty Override

5

DA Priorty Override
Disabled >
VLAMN Tag Management

F,I'.a.lllilan? I'v'ludei‘ |Pruwder Ether Type‘|
4. Locate the MAC Security section.

5. Inthe SA Lock field, select Enabled. The SA Lock (Source Address Lock) when set to Enabled
monitors for any source MAC address change on this port. This feature is used to detect if the
device connected to this port has been changed, and is also useful for detecting intrusion when

an unknown MAC address ingress this port.

6. Inthe SA Lock Action (Source Address Lock Action) field, select Enabled. When SA Lock is set to
Enabled to monitor for any source MAC address change on this port, 'SA Lock Action' sets the
action to be taken when such an event is detected. This feature is useful to detect if the device
connected to this port has been changed and also for intrusion when unknown MAC address

ingress this port.

The SA Lock Actions performed on encountering an unknown MAC address are:

Discard: frames with unknown MAC addresses are discarded. This is the default value.

Discard and Notify: A trap is sent to notify the intrusion/SA change and the frame is

discarded.

Shutdown: This will shut down the interface on receiving the frame.

All: All the above actions take place. The frame is discarded, a trap is sent and the port is

shutdown to prevent intrusion attack.

7. Inthe Filter Unknown Unicast field, select Enabled to filter all unicast frames with an unknown

destination address from egressing this Port.

8. Inthe Filter Unknown Multicast field, select Enabled to filter all multicast frames with unknown

destination address from egressing this Port.
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9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Locate the VLAN Forwarding Rules section.

At the Discard Tagged field, select Enabled or Disabled. At Discard Untagged select Enabled or
Disabled. At Force Default VLAN select Enabled or Disabled.

Enter a Default VLAN ID in the range of 2-4093.
Locate the Priority Forwarding Rules section.

In the Default Priority field, select the default priority (0-7, where 0 is the lowest priority) for
frames ingressing this port, if it doesn’t have any IEEE 802.3ac tag or any IP TOS/Diffserv traffic
class fields.

In the IEEE Priority Class field, select Enabled so that if the frame is IEEE tagged, and this mib
variable is set to 'true’, the 802.1p bits are used as the frame’s priority.

In the IP Traffic Class field, select Enabled so that if the frame has IP TOS/Diffserv traffic class
fields, and this mib variable is set to 'true’, the traffic class fields will be used as the frame's
priority.

In the Priority Precedence field, select Enabled so that if the frame has IP TOS/Diffserv traffic
class fields, and IEEE 802.3ac tagged, then 'Priority Precedence' decides which one is to be
considered as the frame's priority.

In the SA Priority Override field, select Enabled to let a frame's Source MAC address decide the
priority of the frame. The new priority value is assigned based on the priority assigned to that
MAC address in the MAC forwarding database.

In the DA Priority Override field, select Enabled to let a frame's Destination MAC address decide
the priority of the frame. The new priority value is assigned based on the priority assigned to
that MAC address in the MAC forwarding database.

In the VID Priority Override field, select Enabled to let a frame's VLAN ID (VID) decide the
priority of the frame. The new priority value is assigned based on the priority assigned to that
VLAN ID in the VLAN database.

Click the Save button at the bottom of the screen.
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Configure VLAN Mode (Secure/Disable/Fallback/Check) via Web GUI
Set x3221 to a transparent LAN service (tagged and untagged traffic) from the C322xx > Port x > VLAN

Forwarding Rules > VLAN Mode menu path.
10N System IMAIN COUNTERS | LOAM || DMI &

~ 10N Stack

=" Chassis

X Rate Limiting Mode Egress Rate Limit Ingress Rate Limit
+[01]IONMM |VCuums All Layer 1 % IVUIHII‘HHE[\ & |7Uﬂ\|mm9[| v

Bandwidth Allocation

— [02]C3221-1040
. Port 1 MAC Security
Bort 2 SA Lock SA Lock Action Filter Unknown Unicast Filter Unknown Multicast
|7Disab\ed A (Discarcl and Motify v |7Disab\ed v—| (Disahlecl v —‘
-:l- [03]C3220-1040 VLAM Forwarding Rules

+:[22]0MNPS-A VLAN Mode Discard Tagged Discard Untagged Force Default WVLAN
|VSecure b (Disahlecl 4 |7Disah\ed b (Disahlecl M
Default VLAN 1D
1

Priority Forwarding Rules

Default Priority |IEEE Priarity Class IP Traffic Class Priority Precedence
|70 e (Enahlecl M |7Enab\ed v (Use IEEE N

SA Priority Override DA Priority Override WID Priority Override
|7D|sah\e[\ b (Dlsahled A |7D|sah\ed v

VLAM Tag Management

Frame Tag Mode Provider Ether Type
MNetwark b ’7

User Priority L/

The VLAN table specifies certain forwarding rules for packets that have a specific 802.1q tag. Those rules
are of higher priority than switch groups configured using 'master-port' property. The table contains en-
tries that map specific VLAN tag IDs to a group of one or more ports. Packets with VLAN tags leave the
switch chip through one or more ports that are set in the corresponding table entry. The specific logic
controlling how packets with VLAN tags are treated is controlled by a VLAN Mode parameter that is con-
figurable per switch. This forwarding based on VLAN tag IDs also takes into account the MAC addresses
learned or manually added in the host table.

The VLAN Mode parameters are described below.

¢ Secure: drop packets with VLAN tag that is not present in VLAN table. Packets with VLAN tags that are
present in the VLAN table, but if an incoming port does not match any port in the VLAN table, then that
entry gets dropped.

» Disable: ignore VLAN table, treat packet with VLAN tags just as if they did not contain a VLAN tag.
Note: VLAN Mode = Disable and Frame Tag Mode - Customer must be set at the same time.

¢ Fallback: the default mode - handle packets with VLAN tag that is not present in vlan table just like
packets without VLAN tag. Packets with VLAN tags that are present in VLAN table, but incoming port
does not match any port in VLAN table entry does not get dropped.

¢ Check: drop packets with VLAN tag that is not present in VLAN table. Packets with VLAN tags that are
present in VLAN table, but incoming port does not match any port in VLAN table entry does not get
dropped. Packets without a VLAN tag are treated just as if they had a VLAN tag with a default port VLAN
ID. This means that if VLAN Mode = Check or Secure is to be able to forward packets without VLAN tags,
then you must add a special entry to the VLAN table with the same VLAN ID set according to the default
VLAN ID.

Message: Vlan Mode Disable and Frame Tag Mode Customer should be set at same time.
Meaning: The setting at C322xx > Port x > VLAN Tag Management > Frame Tag Mode must be first set to
“Customer”. For Frame Tag Mode, Customer VLAN Should Be In Disable Mode.
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Configure VLAN Mode (Secure/Disable/Fallback/Check) via Web CLI

Command.: set port dotl-state
Description: Configure a copper or fiber port’s IEEE 802.1q state.

Example: Change the IEEE 802.1q state and show the resulting configuration.

Agent III C1|S2|L1P2>set port dotl-state ?

check
fallback
secure
vlanDisabled
vlanEnabled

Agent III C1|S2|L1P2>set port dotl-state check
Agent III C1|S2|L1P2>show port vlan config

Dotlqg state:
Discard-tagged:
Discard-untagged:
Default VLAN id:

Force use default VLAN id:

check
false
false
1

false

Agent III C1|S2|L1P2>set port dotl-state fallback
Agent III C1|S2|L1P2>show port vlan config

Dotlqg state:
Discard-tagged:
Discard-untagged:
Default VLAN id:

Force use default VLAN id:

fallback
false
false

1

false

Agent III C1|S2|L1P2>set port dotl-state secure
Agent III C1|S2|L1P2>show port vlan config

Dotlqg state:
Discard-tagged:
Discard-untagged:
Default VLAN id:

Force use default VLAN id:

secure
false
false
1
false

Agent III C1|S2|L1P2>set port dotl-state vlanEnabled
Agent III C1|S2|L1P2>show port vlan config

Dotlqg state:
Discard-tagged:
Discard-untagged:
Default VLAN id:

Force use default VLAN id:

secure
false
false
1
false

Agent III C1|S2|L1P2>set port dotl-state vlanDisabled
Agent III C1|S2|L1P2>show port vlan config

Dotlqg state:
Discard-tagged:
Discard-untagged:
Default VLAN id:

Force use default VLAN id:

Agent III C1|S2|L1P2>

vlanDisabled
false

false

1

false
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Configuring Port Forward Management / IP Access Blocking

Any management of the system via IP can be locked at the system level, or only on certain ports. For
example, management can occur via web/SNMP only on Port 1, so that access via other ports can be
blocked. For each port, define the set of ports that frames ingressing this Source port can be forwarded
to, and define the port that will perform its management functions.

Port Forward Management / IP Access Blocking can be configured in the NID using either the CLI or Web
method.

Port Forward Management / IP Access Blocking — CLI Method

1.

Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

Access the desired port.

Set the forwarding port list. Type: set fwd portlist=y

where: y = the port number{1, 2, 3}

Press Enter.

Enable port management access. Type set port mgmtaccess=z
where: z = enable or disable port management access.

Press Enter.

View the port list. Type show fwd portlist and press Enter. The FWD Portlist table displays.
For example:

C1|s1|L1D>go s=13 1lip=1

C1|S13|L1P1>set fwd portlist 2

C1|S13|L1P1>show fwd portlist

port-id fwd portlist mgmt access

1 2 disable

C1|S13|L1P1>set port mgmtaccess enable
C1|S13|L1P1>show fwd portlist
port-id fwd portlist mgmt access

C1|S13|L1P1>set fwd portlist 2,3
C1|S13|L1P1>show fwd portlist
port-id fwd portlist mgmt access

33472 Rev. K https://www.lantronix.com/ Page 199 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

Port Forward Management / IP Access Blocking — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the appropriate port.

3. Onthe port’s MAIN tab, locate the Port Forward Management section.

ION System

£

) ADVANCED | counteRs | LoAM |

—-I0N Stack
;--Chassis
+L[01]IONMIM
+1[03]C3230-1040
@---[05]03230-1040
+4[10]C3231-1040
%--[12](:21104013
»}--[14]02210-1013
@---[15](:22204014

+ [22]\oups A
+4[23]IONPS-D

|Circuit 1D 1

Port Configuration

LmP Status |Admm Status Speed Duplex
Down \Up V| !Negot\ating | |Negotiating
F’un Made AutoCross Mode Connector Type
|1U#1UU#1UUUEIaseT h.&uto |.RJ-45 I

Auto MNegotiation Settings

Auto Negotiation

Capabilities Advertised
[Z110M - Half Duplex: ~ [Z110M - Full Dup\ex [F1100M - Half Duplex  [Z1100M - Full Duplex
[C11000M - Half Dyples . e L5 DAS}'mmetnc Pause

||

]

Paort Farward Management

Source Port
[1
-‘-‘_-‘-_‘__'——.____;

L2CP Disposition

Spanning Tree Protocals—
|Pass V”

Forward Settings
¥lPort 1 to Port 2 I'-f‘lanagemem via Port 1

LLDP protocol————

Slow Protocols— 7 |ELMI protocol—————
|Pass ¥ H

‘F'ass V” |Pass V”

4. Inthe Forward Settings fields, check the checkbox for the set of ports that frames ingressing this
Source port can be forwarded to.

5. Check the checkbox for the Management via Port x as required for this port.

6. Click Save.
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Configuring RADIUS

IMPORTANT

If the NID is managed by the ION Management Module (IONMM), configuring RADIUS should be done at
the IONMM and not at the NID.

Remote Authentication Dial In User Service (RADIUS) is a client/server protocol that runs in the
application layer. Using the User Datagram Protocol (UDP) as transport, RADIUS enables remote access
servers (called ‘clients’) to communicate with a central server to authenticate users and authorize their
access to the requested system or service.

Transactions between the client (NID) and RADIUS server are authenticated through the use of a shared
secret, which is never sent over the network. In addition, any user passwords are sent encrypted
between the NID and RADIUS server.

From the user's perspective, the entire authentication process takes place seamlessly and transparently.
When the user seeks access, the NID, acting as the RADIUS client, notifies the RADIUS server. The
RADIUS server then:

* Looks up the user's security information.

* Passes authentication and authorization information between the appropriate authentication
server(s) and the NID.

* Logs, by means of the RADIUS accounting feature, such information as when, how often, and for
how long the user logged on.

The NID submits an access-request to the RADIUS server via the network. If no response is returned
within a specified length of time (timeout value), the request is re-sent a specified number of times
(retry limit).

The NID can also forward requests to an alternate server or servers in the event that the primary server
is down or unreachable. Up to six RADIUS servers can be configured. The additional servers are only
contacted if communication with the first server is lost, then the request is routed to the second server,
and so on.

The RADIUS server is often a background process running on a UNIX or Windows NT machine.

RADIUS can be configured in the NID using either the CLI or Web method.

IMPORTANT

After configuring the NID for RADIUS, a re-login occurs immediately; you must then enter the RADIUS
defined username and password in order to re-connect to the ION system. This procedure will end your
current session, and you must then log in using your RADIUS log in and password.

RADIUS is a distributed client/server system that secures networks against unauthorized access. RADIUS
clients run on ION and send authentication requests to a central RADIUS server that contains all user au-
thentication and network service access information. RADIUS is a fully open protocol, distributed in
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source code format that can be modified to work with any security system currently available on the
market. RADIUS can be configured with or without TACACS+ configuration.

The RADIUS server can be an IPv4 address, an IPv6 address, or a DNS name. The RADIUS server has strict
priorities. If IPv6 is enabled, the device will try to authenticate to the RADIUS servers one by one, based
on their priorities, until it gets a response, whether it is an IPv4 address, an IPv6 address or a DNS name.
But if IPv6 is disabled, the IPv6 address RADIUS servers will be ignored. Up to six RADIUS servers are sup-
ported on one device.

The provided RADIUS Client works on both IPv4 and IPv6. The selected RADIUS Server Address entry
can be IPv4, IPv6, or a combination of both.

RADIUS Config — CLI Method

A Note before performing this configuration: After configuring the x222x / x32xx for RADIUS, you
will be required to enter the RADIUS defined username and password when connecting to the IONMM.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable RADIUS. Type set radius client state=enable and press Enter.

3. Define a single RADIUS server. Type:

set radius svr=<vv> type=<ww> addr=<xx> [retry=<yy>] [timeout=<zz>]

where:
vv = RADIUS server number (1-6)
ww = |P address format; the valid choices are:

* ipv4 (32-bit address format)
* dns (domain name address format)
xx = RADIUS server IP address

yy = optional; number of times the access request will be re-sent to the RADIUS server before
being discarded or re-directed to another server. The default is 3.

zz = optional; number of seconds to wait for a response from the RADIUS server before re-
sending the request. The default is 30.

4. Define a secret. Type: set radius svr=<xx> secret=<yy>

where:
XX = server number (enter the same as entered in Step 4).
yy = analphanumeric text string used to validate communications. Maximum length of the

secret is 128 characters.
5. Press Enter.

6. Repeat Steps 4 and 5 for each server to be defined. Up to six RADIUS servers can be defined in the
system.
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7. Verify that the configuration has been set. Type show radius config and press Enter.
The RADIUS Configuration table information displays. For example:

C1|S3|L1D>set radius svr=1 type=ipv4 addr=192.168.1.30 retry=2 timeout=15
C1|S3|L1D>set radius svr=1 secret=private

C1|S3|L1D>set radius client state=disable

C1|s3|L1D>show radius config

RADIUS client state: disable

RADIUS authentication server:

index addr-type addr retry timeout
1 ipv4d 192.168.1.30 2 15
2 dns 0.0.0.0 3 30
3 dns 0.0.0.0 3 30
4 dns 0.0.0.0 3 30
5 dns 0.0.0.0 3 30
6 dns 0.0.0.0 3 30
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RADIUS Config — Web Method

Note before performing this configuration: After configuring the x222x / x32xx for RADIUS, you will be
required to enter the RADIUS defined username and password when connecting to the IONMM.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the RADIUS tab.

ION System

~ 10N Stack
—-Chassis
+-[01IONMM
+1[02]C2110-1013
+-[03]C2210-1013
+1[04]C2220-1014
+1[05]C3110-1013
+-[06]C3210-1013
++[07]C3220-1040
+[08]C3221-1040
+1[09]03230-1040
+4[10]C3231-1040
+[12]C6010-3040
+4[13]56120-1013
+4[15]C6210-3040
+[22]I0NPS-A
+[23]0NPS-D

3. In the Radius Client field, select Enabled. The default is Disabled.

MAIN || IP || ADVANCED || SNTP || HTTPS || SSH (siiisllVicllll TACACS+ | ACL | FDB || VLAN

RADIUS Client
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RADIUS Server 1
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Server Address
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Server Secret ~||Retries (1-5)
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Timeout (1-60s) -
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RADIUS Server 3
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Timeout (1-60s)° ]
| 20 |

RADIUS Server 4

Server Address-
0000 |

|Server Secret 7||_Remes;;1r-5..
' ]

Timeout (1-60s} =
s |

RADIUS Server 5

|Server Address
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Server Secret 1| Retries (1-8)
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130 |

RADIUS Server 6

Server Address
0.0.0.0 |

Server Sacret- 1 |Retries (1-5)

|12

Timeaut (1-60s)° =
| o ]

4. Configure the RADIUS Server.

* |nthe Server Address x field, enter the IP address of the RADIUS server. This is the IPv4 or
IPv6 address of a RADIUS server.

* Inthe Server Secret x field, enter the secret. It can be written but displays only a series of
dots (e.g., eseeee).

* In the Retries x field, enter the number of times the access request will be re-sent to the
RADIUS server before being discarded or re-directed to another server. This is the maximum
number of RADIUS Access-Request packets sent to this server before it times out or receives
aresponse. The factory default is 3. The valid range of entries is from 1-5 retries.

* In the Timeouts x field enter the number of seconds to wait for a response from the RADIUS
server before re-sending the request. This is the second number of authentication timeouts
to this server. After a timeout, the client may retry to the same server, send to a different
server, or give up. The default is 30 seconds. The valid range of entries is from 1-60 seconds.
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5. Repeat Step 4 for each RADIUS Server to be defined.

6. When all of the RADIUS Servers have been defined, click Save.
The message “The RADIUS settings have been changed and a re-login will be performed right now.”
displays.

4

7. Click the OK button.
8. The new sign in message displays: “Sign in to ION System Web Interface (RADIUS)" .
9. Enter the new User Name and Password and then click the Sign in button.

10. If your web browser displays a Certificate Error, follow the on-screen instructions. See the
Troubleshooting section for specific error messages.
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Configuring TACACS+

TACACS+ (Terminal Access Controller Access Control System) provides routers and access servers with
authentication, authorization and accounting services. TACACS+ is used along with or as a replacement
for RADIUS. TACACS+ uses the Transmission Control Protocol (TCP) and RADIUS uses the User Datagram
Protocol (UDP). Some administrators recommend using TACACS+ because TCP is seen as a more reliable
protocol. While RADIUS combines authentication and authorization in a user profile, TACACS+ separates
the authentication and authorization operations.

By default, TACACS+ (also referred to as “Tacplus”) listens on TCP port 49 and provides network devices
with authentication, authorization and accounting services (AAA). TACACS+ can be configured with or
without RADIUS configuration.

Note that when refreshing the TACACS+ page, all shared secrets display as "********" This is by design
for all types of passwords. This is typically caused by adding letters after the "*" and then refreshing the
page. After a refresh, just "********! displays instead of the password which was previously set. Thus
after refresh, if you add some letters following the previous password (actually is "********' now),
the'********' and added letters will be saved. This is the standard mechanism for all passwords in the
ION web interface.

TACACS+ (Terminal Access Controller Access Control System) provides routers and access servers with
authentication, authorization and accounting services. TACACS+ is used along with or as a replacement
for RADIUS. TACACS+ uses the Transmission Control Protocol (TCP) and RADIUS uses the User Datagram
Protocol (UDP). Some administrators recommend using TACACS+ because TCP is seen as a more reliable
protocol. While RADIUS combines authentication and authorization in a user profile, TACACS+ separates
the authentication and authorization operations.

By default, Tacplus listens on TCP port 49 and provides network devices with authentication, authoriza-
tion and accounting services (AAA).

RADIUS TACACS+
" AUTHENTICATION REQUEST @ " AUTHENTICATION REQUEST @
- - G
AUTHENTIGATION REPLY AUTHENTICATION REPLY
AUTHORIZATION LEVEL NAS AUTHORIZATION LEVEL NAS
h AGCOUNTING T " AUTHORIZATION REQUEST T
RADIUS TACACS+
& AUTHORIZATION REPLY &
USER b ACCOUNTING USER

A TACACS+ session is a single authentication sequence, a single authorization exchange, or a single ac-
counting exchange.
Authentication is the action of determining who a user (or entity) is.
Authorization is the action of determining what a user is allowed to do. Authentication typically pre-
cedes authorization, but is not required to.
Accounting involves recording what a user is doing, and/or has done. Accounting in TACACS+ can be
used to account for services used, such as in a billing environment, and as an auditing tool for security
services.
A TACACS+ session is maintained between the TACACS+ client and ‘daemon’; however, it does not nec-
essarily correspond to a given user or user action.
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The privilege level (priv_Ivl) indicates what the user is authenticating as. Privilege levels are values from
0 to 15 with each level representing a privilege level that is a superset of the next lower value.

The type of authentication (authen_type) indicates what is being performed. Values can include ASCII,
PAP, CHAP, ARAP, and MSCHAP.

The current authentication status values can include PASS, FAIL, GETDATA, GETUSER, GETPASS, RE-
START, ERROR, and FOLLOW.

The authen_method indicates the authentication method used by the client to acquire the user infor-
mation. These methods can include NOT_SET, NONE, KRB5, LINE, ENABLE, LOCAL, TACACSPLUS, GUEST,
RADIUS, KRB4, and RCMD.

¢ KRB5 and KRB4 are Kerberos version 5 and 4.

e LINE refers to a fixed password associated with the line used to gain access.

o LOCAL is a NAS local user database.

e ENABLE is a command that authenticates in order to grant new privileges.

e TACACSPLUS is TACACS+.

e GUEST is an unqualified guest authentication, such as an ARAP guest login.

e RADIUS is the Radius authentication protocol.

e RCMD refers to authentication provided by R-command protocols from Berkeley Unix. (Note the
security limitations with R-command authentication.)

TACACS+ can be configured via the CLI or Web interface.
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TACACS+ Config - Web Method
1. From the x222x/x3x3x card, navigate to the TACACS+ tab.

TACACS Server 1

|Server Address ]
[0o00 |
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| e a0 n

TACACS Server 6
Server Address
0000 |‘
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2. At the TACACS+ Client dropdown, select Enabled. The default is Disabled.
3. At the TACACS Server 1 Server Address, enter a valid IPv4 or IPv6 address. For this TACACS+ server,

enter:

Server Secret: enter a server secret (password); the entry displays as a series of eeee characters.
This is a string well known to both client and server and is used to validate and/or encrypt data,

transmitted between them.

Retries (1-5): enter the number of connection attempts before quitting further attempts.
Timeout (1-60s): The number of seconds to wait for a response from the TACACS+ server before
re-sending the request. After a timeout, the TACACS+ client may retry to the same

TACACS+ server, send to a different server, or give up. The default is 30 seconds. The valid range

of entries is from 1-60 seconds.

4. At the TACACS Server 2-6 Server Address, enter valid IPv4 or IPv6 address(es). For each
TACACS+ server, enter Server Secret, Retries (1-5), and Timeout (1-60s) values. Configure up to six

TACACS Servers per steps 1-2 above.
5. Click the Save button when done.
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TACACS+ Config - CLI Method
These commands are used by the IONMM or a standalone SIC for TACACS+ configuration.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 23) or a
Telnet session (see “Starting a Telnet Session” on page 24).

2. Enable TACACS+. Type set tacplus client state=enable and press Enter.
3. Set the TACACS+ server type. Type set tacplus svr 1 type= ipv4|ipv6|dns and press Enter.

4. Set the number of retry attempts to be made before quitting. Type: set tacplus svr 1 retry=<1-5>
and press Enter.

5. Define the TACACS+ secret (password) to be used. Type set tacplus svr 1 secret= SECRET and press
Enter.

6. Setthe number of timeouts to be included. Type: set tacplus svr 1 timeout=<1-60> and press Enter.
7. Verify the TACACS+ settings. Type show tacplus config and press Enter.

8. Set the user login levels. Type:
set login method=(local|radiuslocal | tacpluslocal | radiustacpluslocal | tacplusradiuslocal) and press
Enter. This is the order in which the user attempts logins.

9. Verify the settings. Type show tacplus config and press Enter. For example:

Agent III C1|S1|L1D>set tacplus svr 1 ?

retry

secret

timeout

type
Agent III C1|S1|L1D>set tacplus svr 1 retry 2
Agent III C1|S1|L1D>set tacplus svr 1 secret **¥*¥**x*
Agent III C1|S1|L1D>set tacplus svr 1 timeout 25
Agent III C1|S1|L1D>set tacplus svr 1 type ?

ipv4d

ipv6

dns
Agent III C1|S1|L1D>set tacplus svr 1 type ipv6é addr fe80@::2c0:f2ff:fe21:b100
Agent III C1|S1|L1D>show tacplus config
TACPLUS client state: enable

TACPLUS authentication server:

index type addr retry timeout
1 ipv6 fe80::2c0:f2ff:fe21:b100 2 25

2 dns 0.0.0.0 3 30

3 dns 0.0.0.0 3 30

4 dns 0.0.0.0 3 30

5 dns 0.0.0.0 3 30

6 dns 0.0.0.0 3 30
Agent III C1|S1|L1D>
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TACACS+ Messages

Message:

Error: The parameter is wrong!

Error: this command should be executed on a device!

Error: this command should be executed on IONMM or a standalone SIC!"
Fail to get system user name!

Fail to set TACPLUS client state!

Fail to set Tacplus server address type!

Fail to set TACPLUS server address!

Fail to set TACPLUS server retry

Fail to set TACPLUS server time out!

Fail to set TACPLUS server row status!

Fail to set TACPLUS server time out!

Getting TACPLUS server fail

Invalid TACPLUS server address!

Please input a digital number to specify radius server index!
Please input a digital number to specify RADIUS server retry!
Please input a digital number to specify tacplus server time out!
Please input a digital number to specify TACPLUS server retry!
Please input a digital number to specify TACPLUS server time out!
Please input a digital number to specify tacplus server index!
Please input a digital number to specify TACPLUS server index!
Please input a number to specify the TACPLUS server index!

Set TACPLUS server secret

TACPLUS authentication server index is out of range!

TACPLUS server retry is out of range!

TACPLUS server time out is out of range!

The ipv6 address is multicast address

The TACPLUS authentication server specified does not exist!
Wrong parameter number!

Meaning: You entered a TACACS+ (Tacplus) command, but the command was unsuccessful.

Recovery:

1. Make sure you enter the TACACS+ command on an IONMM or a standalone SIC at the device level.

2. Make sure the TACACS+ client is enabled and that the TACACS+ server is correctly configured and run-
ning.

3. Make sure you enter the command parameters within the valid ranges and in the proper syntax. See
“TACACS+ Commands” on page 111.

4. Check the RADIUS configuration.

5. Retry the command. See the related manual or section.

6. Check your third party TACACS+ server documentation and helps (e.g., ClearBox Server, etc.).

7. If the problem persists, contact Lantronix Technical Support.
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Message: The TACACS+ settings have been changed and a re-login will be performed right now.
Meaning: When you hit Save after any TACACS+ re-config a re-login is required.

Recovery:

1. Log back in to the system. See “TACACS+ Commands” on page 111.

2. Enter the show tacplus config command and verify the TACACS+ configuration settings.

TACACS+ Syslog Messages

Tacplus logs error messages to syslog, and informational messages to facility LOG_LOCAL6. Debug mes-
sages are not sent to syslog. Note that that syslogd provides little in the way of diagnostics when it en-
counters errors in the syslog.conf file.

syslog (LOG_ERR, "error sending auth req to TACACS+ server")

syslog(LOG_ERR, "error sending continue req to TACACS+ server")

syslog (LOG_ERR, "auth failed: %d", msg)

syslog (LOG_ERR, "auth failed: %d", msg)

syslog (LOG_INFO, "Tacplus daemon fail to get message from messageQ.")

"STATUS_INVALID, should be session reset, Reregister from begining\n"

"Fail for sending ionDevSysUserLoginMethodObjects,ignored...\n"

"Number of subid is not correct when ionDevSysUserLoginMethodObjects_com, expect %d, get %d \n"
"agentx_mapset Error"

"agentx_ot_add Error"
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Configuring SSH

IMPORTANT

* If the NID is managed by the ION Management Module (IONMM), configuring SNTP should be
done at the IONMM and not at the NID.

* SSH has no affect when accessing the IONMM through either the USB or the Web interface.

Secure Shell (SSH), sometimes known as Secure Socket Shell or Secure Telnet, is a Unix-based command
interface and protocol used for securely getting access to a remote device. SSH can be used as a security
option when accessing the IONMM through a Telnet session.

SSH is widely used by network administrators to control servers remotely (i.e., a Web server). SSH is
actually a suite of three utilities - slogin, ssh, and scp - that are secure versions of the earlier UNIX
utilities, rlogin, rsh, and rcp. SSH commands are encrypted and secured in several ways. Both ends of the
client/server connection are authenticated using a digital certificate provided by the administrator and
passwords are encrypted to prevent interception. Once a password is given and verified, a session will
be created and SSH will issue a unique digital signature (or private key) associated with that session. To
make a secure connection, SSH must be installed, activated, and certificates must be given to both the
source machine and the NID.

For the SSH implementation, the NID can support and will generate both the Rivest-Shamir-Adleman
(RSA) and Digital Signature Algorithm (DSA) for public key cryptography for both connection and
authentication.

Notes:

e The ION system provides a temporary certificate and key, but they must be updated with a
permanent version for production use (e.g., from Verisign, DigiCert, Thawte, etc.).

e You must install an SSH client on the management station (PC) to access the IONMM for
management via the SSH protocol.

e SSH has no affect when accessing the IONMM through either the USB or the Web interface.

e On ION systems, SSH can be configured for either Login/Password authentication or for
Public/Private key and Certificate authentication.

e For Login/Password, you must establish the SSH login and password in the SSH client. When
logging in to the IONMM, you will be required to first enter the SSH login and password and
then will be prompted for the ION System password.

SSH can be configured in the NID using either the CLI or Web method.
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SSH Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable SSH. Type set ssh server state=enable and press Enter.
3. Set the timeout value. Type: set ssh client timeout=<xx> where:
xx = number (1-120) of seconds to wait for a response before timing out
4. Press Enter.
5. Set the retry limit. Type: set ssh auth—retry=<xx> where:
xx = the number (1-5) of retries that will be attempted before dropping the connection.
6. Generate the host public key. Type: generate ssh host—key=<xx> where:
xx = type of key to be generated; the valid choices are:

* rsa
e dsa
* both

7. Obtain the public key file using the TFTP get command.

8. Associate the public key with a user. Type: set ssh public—key user=<xx> type=<yy> file=<zz>

where:
XX = name of a user to be associated with the key.
yy = type of key to be associated with the user; valid choices are:
® rsa
¢ dsa
zz = name of the file that contains the public key

9. Press Enter.
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10. Verify the configuration has been set. Type show ssh config and press Enter. The Secure Shell (SSH)

configuration table displays. For example:

C1|S3|L1D>set ssh server state=enable

C1|S3|L1D>set ssh client timeout=15

C1|S3|L1D>set ssh auth-retry=3

C1|S3|L1D>generate ssh host-key=both

Processing...

Processing...

Host-key generated!

C1|S3|L1D>set ssh public-key user=agent type=dsa file=id_dsa.pub
C1|S3|L1D>show ssh config

Secure Shell configuration:

Secure shell server state: enable
Secure shell major version: 2
Secure shell minor version: 0
Secure shell time out: 15
Secure shell authentication retries: 3
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SSH Config — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the SSH tab.

ION System L) mam || 1P || apvancen | swte || HTTRS RaDWS || Tacacs+ |[ acL || FoB || vian
=FI0N Stack S8H Server Status- 1| Version S8H Auth Timeout {1-120s)|SSH Auth Retries (1-5)—
=i Chassis |Disabled | |2.0 —.H‘.EU € §|

+ [OTIONMIT

4-[02](}2110—1013 . x
3 Host Public-Key Settings

?"[03102210'1013 Public-Key of Host
+-[04]C2220-1014 RSA
+-[05]C3110-1013 100.00.00.07.73.73.68.20.72.73.61.00.00.00.03.01.00.01.00.00.00.83.00.67.9E 1F 3F .31.3F 7D.0C. &~

190.90.83.69.EC.65 4E.C0.BB A9.87. AE EB.16.7F.FC.F7.27.D0.F7.A9.3E.0A.03.07.71.14 8B.6F 96

+[06 -
B 100ICa2: 0101 |- 4A.47.82.F9.13.C3.62. DE.82.73.B7 67.6D.A6.26.A2. B4 42.3D 9F 4F .89 .5F F2.B2.59.B6.83.08.B0 +~

+[07]C3220-1040

+1[08]C3221-1040 DSA

: 00.00 00.07 7373 68 2D 64 73.73 00.00 00 81 00 85 50 35 BA 78 C8 E7 AE 8D 83 1A 48 333D D6 A~
G {091C3230-1040 | 44 44 95 09 84 3173 F3 27 48 F6 04 FE 04 3F 11 BA 68 74 43 F5 13 A3 44 7C AEE4 C14D 3F —
+[10]C3231-1040 |AE.0C 65.6F 26 DC.FF AD.95.84.60.03.55.AA AB. 1E.00.86 A4.43.91.E6.57.78.35 F9.634F 8CE v
+ [12]C510.3040 | |Host Key Type —1|Save Host-Key to Flash—

+1[13]56120-1013 ([ Gen v

#eica210304

+ [22]I0NPS-A

User Public-Key Settings
Public-Key of User

RSA

+ [23]I0NPS-D

DSA

User Name
\roat

Public-Key Type-

TFTP Server Address
| [ g

[o000

Source File Name-

[Copy Public Key][Refresh]

3. Inthe SSH Server Status field, select Enabled. The default is Disabled.

4. If SSH is being configured for Login/Password authentication, go to step 10.
If SSH is being configured for Public/Private key and Certificate, continue with step 5 below.

5. Inthe SSH Auth Timeout field, enter the number of seconds that the IONMM will wait for a
response before dropping the connection. This is the time period, in seconds, that the router waits
for the SSH client to respond. The valid range is 1-120 seconds. The default is 60 seconds.

6. Inthe SSH AUTH Retries field, enter the number of times that communication will be attempted
before the connection is dropped. This is the number of attempts after which the interface is reset.
The valid range is 1-5. The default is 3 retries.

7. Inthe Host Key Type field, select the type of host key to be generated; valid choices are:

* No Gen —no key will be generated (disables SSH function)

* RSA —generate an RSA key (the generated key will appear in the RSA block)
* DSA —generate a DSA key (the generated key will appear in the DSA block)
* Both —generate both an RSA key and a DSA key

8. Leave the default setting in the Save Host-Key to Flash field (for future use).

9. C(lick the Generate button. The message “The host key is being generated, please wait...” displays
while the host key(s) are generated.
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10. Scroll down to the User Public-Key Settings section.

11.

12.

13.

14.
15.
16.

User Public-Key Settings
Public-Key of User

RSA
DSA_

User Mame
root

_ _F'u.b.li_c_-K_e_:-t_Type.“. 1 (TETR $.er‘c'.er..é-dd.l;e.s_s'—‘_ .Sp.urc_e_F_ile..Nﬂm.?“._
| Mo Copy ¥ ‘U.U.U.U L

[Cupy Public Key][DeIete][Refresh]

In the User Name field, enter the name of the user to be associated with the user public key. The
default user name is root.

In the Public-Key Type field, select one of the following (this is the type of user's public key to be
copied or deleted):

* No Copy - no public key is generated (the default)
* RSA - an RSA public key is generated
* DSA - a DSA public key is generated

In the TFTP Server Address field, enter the IP address of your TFTP server. Note that the TFTP server
must be running and configured for the copy process to work.

In the Source File Name field, enter the name of the file for the public key.
Click Copy Public Key.

At the top of the screen, click Save to set the configuration.

You can click the Delete button to delete the chosen host key.

You can click the Refresh button to refresh the RSA / DSA host key.
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Configuring SSH and RADIUS

Certain requirements exist for using the ION Default Username/Password with SSH and RADIUS.
Below are two typical application examples using RADIUS and/or SSH.

Example 1 Create a user with SSH via the ION CLI (SSH and RADIUS enabled):

1.

2.

Example 2 Create a user with SSH via the ION CLI (SSH enabled but RADIUS disabled):
1.
2.

Launch the SSH client.

Enter ‘ION’ — ‘private’ to log in to SSH (the first time).

Enter the RADIUS user and password to log in to RADIUS.

Add the ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).
Close the SSH client.

Launch the SSH client again

Enter ‘TEST’ — ‘“TEST111’ to log in to SSH.

Enter the RADIUS user and password to log in to RADIUS.

Launch the SSH client.

Enter ‘ION’ — ‘private’ to login to SSH (the first time).

Add ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).
Close the SSH client.

Launch the SSH client again.

Enter ‘TEST’ — ‘TEST111’ to login via SSH.

Note: in the examples above, when adding a new user (step 3 or step 4 - add ‘TEST’ — “TEST111’ user),
you can also modify the password of the user ‘ION’ and then use the user ‘lON’ and the new password
to log in again.
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Configuring SNMP

Simple Network Management Protocol (SNMP) is a request-response protocol that defines network
communication between a managed device and a network management station (NMS).

The following terms will help in understanding SNMP:

* Managed Device or Agent — A hardware device with embedded firmware connected to a network
with SNMP management capabilities. An example of a managed device/agent is the ION
Management Module.

* Network Management Station (NMS) — A high-end workstation or computer used by the network
administrator to work with and manage various agents around the network.

* Management Information Base (MIB) — A set of variables used to monitor and control a managed
device.

* Managed Object or MIB variable — The individual variables that make up the MIB. These variables
are the individual features of the managed device. The administrator can use these variables to
monitor and configure the managed device. For example, a slide-in module can have up to 20 or
more managed objects (MIB variables) associated with it. Some examples are:

— Power ON/OFF the card
— Enable the AutoCross feature
— Display activity on the fiber link, etc.

* Trap — A one-way notification from the IONMM to the NMS. Its purpose is to alert the
administrator about instances of MIB-defined asynchronous events on the managed device. It is
the only operation that is initiated by the Agent rather than the NMS. In order for a management
system to understand a trap sent to it by the IONMM, the NMS must know what the object
identifier (OID) defines. Therefore, it must have the MIB for that trap loaded. This provides the
correct OID information so that the NMS can understand the traps sent to it.

See “Supported MIBs” on page 11 for more information.

For information on the traps that the IONMM supports, see “Appendix G: SNMP Traps Supported” on
page 543.

The NID can act as an agent in an SNMP environment, enabling the IONMM to notify the management
station of significant events within the network. Notification is accomplished through traps, which are
unsolicited messages sent to the management station in response to certain events that have taken
place (e.g., cold start, etc.).

Note Regarding SNMPv3 Users vs. Web/CLI Login Users

Note: do not confuse SNMPv3 users with the Web/CLI login users. SNMPv3 user configuration has noth-
ing to do with the WEB/CLI login users. These two type users are different and have different functional-
ities. The SNMPv3 users are used for SNMPv3 access (for example MGSoft). The Web/CLI login users are
used for Web/CLI login when users try to use the ION Web interface or CLI to access the ION system.
SNMPv3 users can not use their SNMP login credentials to log in to the ION Web/CLI (and vice-versa).
See “Configuring System / Login Users” on page 104 for information on configuring Web/CLI login users.
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SNMP Definition and Description

Simple Network Management Protocol (SNMP) is a request-response protocol that defines network
communication between a managed device and a network management station (NMS).

Simple Network Management Protocol (SNMP) is an "Internet-standard protocol for managing devices
on IP networks. Devices that typically support SNMP include routers, switches, servers, workstations,
printers, modem racks, and more.” It is used mostly in network management systems to monitor
network-attached devices for conditions that warrant administrative attention. SNMP is a component of
the Internet Protocol Suite as defined by the Internet Engineering Task Force (IETF). It consists of a set of
standards for network management, including an application layer protocol, a database schema, and a
set of data objects.

An SNMP-managed network consists of three key components:

1. Managed device(s),
2. Agent - software which runs on the managed devices, and
3. Network management system (NMS) - software which runs on the manager.

The following terms will help in understanding SNMP:

* Managed Device or Agent — A hardware device with embedded firmware connected to a network
with SNMP management capabilities. An example of a managed device/agent is the NID.

* Network Management Station (NMS) — A high-end workstation or computer used by a network
administrator to work with and manage various agents around the network.

* Management Information Base (MIB) — A set of variables used to monitor and control a managed
device.

* Managed Object or MIB variable — The individual variables that make up the MIB. These variables
are the individual features of the managed device. The administrator can use these variables to
monitor and configure the managed device. For example, a slide-in module can have up to 20 or
more managed objects (MIB variables) associated with it. Some examples are:

— Power ON/OFF the card,
— Enable the AutoCross feature,
— Display activity on the fiber link, etc.

* Trap — A one-way notification from the NID to the NMS. Its purpose is to alert the administrator
about instances of MIB-defined asynchronous events on the managed device. It is the only
operation that is initiated by the Agent rather than the NMS. In order for a management system
to understand a trap sent to it by the NID, the NMS must know what the object identifier (OID)
defines. Therefore, it must have the MIB for that trap loaded. This provides the correct OID
information so that the NMS can understand the traps sent to it.

An ION NID can act as an agent in an SNMP environment, enabling the NID to notify the management
station (PC) of significant events within the network. Notification is accomplished through traps, which
are unsolicited messages sent to the management station in response to certain events that have taken
place (e.g., cold start, etc.).
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Management Information Base (MIB)

SNMP itself does not define which information (which variables) a managed system should offer. Rather,
SNMP uses an extensible design, where the available information is defined by management
information bases (MIBs). MIBs describe the structure of the management data of a device subsystem;
they use a hierarchical namespace containing object identifiers (OID). Each OID identifies a variable that
can be read or set via SNMP.

MIBs use the notation defined by ASN.1; for example:

1.3.6.1.4.1.868 Transition Network private MIB root OID
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A MIB Example - ionDevSysCfgTable

A sample MIB tree is shown below.
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Figure 21. MIB Example
SNMP PDUs

SNMP operates in the Application Layer of the Internet Protocol Suite (Layer 7 of the OSI model). The
SNMP agent receives requests on UDP port 161. The manager may send requests from any available
source port to port 161 in the agent. The agent response will be sent back to the source port on the
manager. The manager receives notifications (Traps and InformRequests) on port 162. The SNMP agent

may generate notifications from any available port.

SNMPv1 specifies five core protocol data units (PDUs). Two other PDUs, GetBulkRequest and

InformRequest were added in SNMPv2 and carried over to SNMPv3.

SNMP PDUs are constructed as follows:

IP header UDP header version| community | PDU-type request-id error-status | error-index | variable bindings

Figure 22. SNMP PDU Format

The seven SNMP protocol data units (PDUs) are:
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o GetRequest

e SetRequest

e GetNextRequest

e GetBulkRequest (Only v2 and v3)

e Response

o Trap

o InformRequest (SNMP v2 and v3 only)

Each of the seven SNMP PDUs is described below.

GetRequest: A manager-to-agent request to retrieve the value of a variable or list of variables. Desired
variables are specified in variable bindings (values are not used). Retrieval of the specified variable
values is to be done as an atomic operation by the agent. A Response with current values is returned.

SetRequest: A manager-to-agent request to change the value of a variable or list of variables. Variable
bindings are specified in the body of the request. Changes to all specified variables are to be made as an
atomic operation by the agent. A Response with (current) new values for the variables is returned.

GetNextRequest: A manager-to-agent request to discover available variables and their values. Returns a
Response with variable binding for the lexicographically next variable in the MIB. The entire MIB of an
agent can be walked by iterative application of GetNextRequest starting at OID 0. Rows of a table can be
read by specifying column OIDs in the variable bindings of the request.

GetBulkRequest: Optimized version of GetNextRequest. A manager-to-agent request for multiple
iterations of GetNextRequest. Returns a Response with multiple variable bindings walked from the
variable binding or bindings in the request. PDU specific non-repeaters and max-repetitions fields are
used to control response behavior. GetBulkRequest was introduced in SNMPv2.

Response: Returns variable bindings and acknowledgement from agent to manager for GetRequest,
SetRequest, GetNextRequest, GetBulkRequest and InformRequest. Error reporting is provided by error-
status and error-index fields. Although it was used as a response to both gets and sets, this PDU was
called GetResponse in SNMPv1.

Trap: Asynchronous notification from agent to manager. Includes current sysUpTime value, an OID
identifying the type of trap and optional variable bindings. Destination addressing for traps is
determined in an application-specific manner typically through trap configuration variables in the MIB.
The format of the trap message was changed in SNMPv2 and the PDU was renamed SNMPv2-Trap.

InformRequest: An acknowledged asynchronous notification from manager to manager. This PDU uses
the same format as the SNMPv2 version of Trap. Manager-to-manager notifications were already
possible in SNMPv1 (using a Trap), but as SNMP commonly runs over UDP where delivery is not assured
and dropped packets are not reported, delivery of a Trap was not guaranteed. InformRequest fixes this
by sending back an acknowledgement on receipt. Receiver replies with Response parroting all
information in the InformRequest. This PDU was introduced in SNMPv2.
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SNMP Version v1, v2¢, v3 Considerations
1. SNMPv3 provides secure access to the ION system by a combination of authenticating and encrypt-
ing packets over the network. With the SNMPv3 feature, users can enable SNMPv1/v2c or SNMPv3
access to ION system as follows:

SNMP Access How To Configure Description
SNMPviAv2c |« Add SNMPvAA2c community strings. PO”,\'IV allow S’:'\"P‘g Iv2c access to
only * Remove all SNMPv3 users. . system though community
strings.
¢ Remove all SNMPv1/v2¢c community
strings.
SNMPV3 only * Add SNMPv3 users, assign the users | Only allow SNMPv3 access to ION
to groups, enable the groups system though SNMPv3 users.
to have access to views, add views to
have access to MIBs.
* Add SNMPv1/v2c community
strings Allow SNMPv1/v2 access to ION
* Add SNMPv3 users, assign the users | system though community strings.
SNMPv1/v2c/iv3 to groups, enable the groups to have | Also allow SNMPv3 access to ION
access to views, add views to have system though SNMPv3 users.
access to MIBs.

2. You can configure the SNMPv1/v2c write community string and read only community string.
SNMPv1 and v2c share the same community strings.

3. You can set the local SNMPv3 engine ID in the SNMP > GENERAL tab. An SNMPv3 engine is an
independent SNMP agent that resides on the IONMM. This engine protects against message replay,
delay, and redirection. The engine ID is also used in combination with user passwords to generate
the security keys for authenticating and encrypting SNMPv3 packets.

A local engine ID is automatically generated that is unique to the IONMM. The input engine ID is
referred to as the default engine ID. If the local engine ID is deleted or changed, all SNMP users are
cleared, and you must reconfigure all existing users.

A new engine ID can be specified by entering 9 to 64 hexadecimal characters. An enginelD can not
be empty. At default the SNMPv3 engine ID string of an IONMM is “80 00 03 64 03 00 c0 f2 xx xx xx”
(“03 64” is the enterprise number of Lantronix; “00 cO f2 xx xx xx” is the MAC address of an ION
device). In other words, the default IONMM SNMPv3 engine ID string is: the MAC address of the

IONMM +’Lantronix’.

The engine ID is specified by hexadecimal characters. Each two input characters correspond to one
octet character. For engine ID “80 00 03 64 03 00 c0 f2 00 01 02", the first two characters ‘80’
correspond to the first octet character \128” with ASCII value of 128 (8*16 + 0 = 128).

The second two characters “00” correspond to the second octet character ‘\O’ with ASCII value of 0

(0*16 + 0 =0).
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SNMP v1, v2c, v3 Descriptions

Each SNMP version is described below.

SNMPVv1

SNMP version 1 (SNMPv1) is the initial implementation of the SNMP protocol. SNMPv1 operates over
protocols such as User Datagram Protocol (UDP), Internet Protocol (IP), OSI Connectionless Network
Service (CLNS), AppleTalk Datagram-Delivery Protocol (DDP), and Novell Internet Packet Exchange (IPX).
SNMPv1 is widely used and is the de facto network-management protocol in the Internet community.

The first RFCs for SNMP, now known as SNMPv1, appeared in 1988: RFC 1065, RFC 1066, and RFC 1067.
These protocols were obsoleted by SNMPv1: RFC 1155, RFC 1156 and RFC 1157. After a short time, RFC
1156 (MIB-1) was replaced by more often used

RFC 1213 - Version 2 of management information base (MIB-2) for network management of TCP/IP-
based internets

SNMPv1 was criticized for its poor security. Authentication of clients is performed only by a "community
string", in effect a type of password, which is transmitted in cleartext. The '80s design of SNMP V1 was
done by a group of collaborators who viewed the officially sponsored OSI/IETF/NSF (National Science
Foundation) effort (HEMS/CMIS/CMIP) as both unimplementable in the computing platforms of the time
as well as potentially unworkable. SNMP was approved based on the belief that it was an interim
protocol needed for taking steps towards large scale deployment of the Internet and its
commercialization. In that time period Internet-standard authentication/security was considered a
dream and was discouraged by focused protocol design groups.

SNMPv2

SNMPv2 (RFC 1441-RFC 1452) revises SNMPv1 and includes improvements in the areas of performance,
security, confidentiality, and manager-to-manager communications. It introduced GetBulkRequest, an
alternative to iterative GetNextRequests for retrieving large amounts of management data in a single
request. However, the new party-based security system in SNMPv2, viewed by many as overly complex,
was not widely accepted.

Community-Based Simple Network Management Protocol version 2, or SNMPv2c, is defined in RFC
1901-RFC 1908. In its initial stages, this was also informally known as SNMPv1.5. SNMPv2c comprises
SNMPv2 without the controversial new SNMP v2 security model, using instead the simple community-
based security scheme of SNMPv1. While officially only a "Draft Standard", this is widely considered the
de facto SNMPv2 standard.

User-Based Simple Network Management Protocol version 2, or SNMPv2u, is defined in RFC 1909—RFC
1910. This is a compromise that attempts to offer greater security than SNMPv1, but without incurring
the high complexity of SNMPv2. A variant of this was commercialized as SNMP v2*, and the mechanism
was eventually adopted as one of two security frameworks in SNMP v3.

SNMPv3

Simple Network Management Protocol Version 3 (SNMPv3) is an interoperable standards-based
protocol for network management. SNMPv3 provides secure access to devices by a combination of
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authenticating and encrypting packets over the network. Although SNMPv3 makes no changes to the
protocol aside from the addition of cryptographic security, its developers have managed to make things
look much different by introducing new textual conventions, concepts, and terminology.

SNMPv3 primarily added security and remote configuration enhancements to SNMP. Security has been
the biggest weakness of SNMP since the beginning. Authentication in SNMP Versions 1 and 2 amounts
to nothing more than a password (community string) sent in clear text between a manager and agent.
Each SNMPv3 message contains security parameters which are encoded as an octet string. The meaning
of these security parameters depends on the security model being used.

SNMPv3 provides important security features:
Confidentiality - Encryption of packets to prevent snooping by an unauthorized source.

Integrity - Message integrity to ensure that a packet has not been tampered with in transit including an
optional packet replay protection mechanism.

Authentication - to verify that the message is from a valid source.

SNMPv3 provides for both security models and security levels. A security model is an authentication
strategy that is set up for a user and the group in which the user resides. A security level is the permitted
level of security within a security model. A combined security model / security level determines which
security mechanism is used when handling an SNMP packet. Three security models are available:
SNMPv1, v2c, and v3. The table below shows the combinations of security models / levels.

Table 16. SNMPv3 Private MIB Levels / Auth / Encryption

Model Level Authentication Encryption Results

Uses a community string match for

v noAuthNoPriv Community String None authentication.

Uses a community string match for

v2c noAuthNoPriv Community String None authentication.

Uses a username match for au-

v3 noAuthNoPriv Username None L
thentication.

Provides authentication based on
v3 authNoPriv MD5 or SHA None the HMAC-MD5 or HMAC-SHA al-
gorithms.

Provides authentication based on
the HMAC-MD5 or HMAC-SHA al-
gorithms. Provides DES/AES en-
cryption in addition to authentica-
tion based on the DES/AES stand-
ard.

v3 authPriv MD5 or SHA DES/AES

SNMPv3 Summary and Key Features
SNMPv3 includes the following key features:

e SNMPv3 EnginelD
e SNMPv3 USM
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e SNMP VACM
e SNMP Trap/Inform (v1/v2c/v3 trap, v2¢/v3 inform)

SNMPv3 Services Provided

The SNMPv3 function supports these services:

SNMP v3 user management, authentication and encryption.

SNMP VACM management.
SNMP v1/v2c/v3 selection.

SNMP notification (v1/v2c/v3 trap, v2c¢/v3 inform) functionality.

SNMPv3 features can be configured via the Web interface, CLI, Telnet, or SSH. The SNMPv3 configura-
tion can be backed up and restored. These services are further detailed below.

Table 17: SNMPv3 Services

No. Function Description Reference
1 |SNMP v3 USM SNMP v3 User-based Security Model. RFC 3414
2 |SNMP VACM sglc\illeli View-based Access Control RFC 3415
3 |SNMP v1/v2c/v3 version selection |SNMP v1/v2c/v3 version selection Private MIB
4 |SNMP v1/v2c/v3 Trap SNMP v1/v2c/v3 Trap functionality Private MIB
5 |SNMP v1/v2c/v3 Inform SNMP v1/v2c/v3 Inform functionality Private MIB
6 |Web for SNMP v3 Configure SNMP v3 via Web None
7 |CLI for SNMP v3 Configure SNMP v3 via CLI None
8 |Backup/Restore for SNMP v3 Backup/Restore SNMP v3 configuration. None
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SNMPv3 Public MIBs
Table 18. SNMPv3 Private MIBs
MIB MIB tables or variables Function
F kMIB
Z;?g 3r:\1rr11<§wor snmpEngine local SNMPv3 engine information
, Lock for modifying the snmpTargetAddr
T t Lock
snmpTargetSpinL.oc TagList of snmpTargetAddrTable
SNMP v1/v2c/v3 trap(v2c/v3 inform) host
snmpTargetMIB snmpTargetAddrTable address, udp port number, v2c/v3 inform

timeout and retries

snmpTargetParamsTable

SNMP v1/v2¢c/v3 trap(v2c/v3 inform)
version selection, trap security level, trap
community or security name

snmpNotificationMIB

snmpNotifyTable

SNMP v2c/v3 trap/inform selection

snmpNotifyFilterProfileTable

Relate snmpTargetParamsTable with

(RFC 3413) snmpNotifyFilterTable
snmpNotifyFilterTable Trap/inform view filtering
usmStats USM user access error statistic

snmpUsmMIB _ Lock for altering the secrets of
usmUserSpinLock

(RFC 3414) usmUserTable

usmUserTable

USM user management table

snmpVacmMIB
(RFC 3415)

vacmContextTable

The table of locally available contexts

vacmSecurityToGroupTable

Mapping USM user or v1/v2c community
string to group

vacmAccessTable

Group access rights to view

vacmViewSpinLock

Lock for creating and modifying views

vacmViewTreeFamilyTable

View to OID tree management table

snmpCommunityMIB
(RFC 3584)

snmpCommunityTable

Multiple v1/v2c community string
management table

33472 Rev. K

https://www.lantronix.com/

Page 227 of 619


https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

SNMPv3 Private MIBs

Table 19. SNMPv3 Private MIBs

MIB tables or variables

Function

ionDevSysSnmpmgmt

ionDevSysSnmpLocal

Modify the local enginelD

ionDevSysSnmpTrapManagerTable

IDs.

Maintain the mapping from
SNMPv3 trap hosts to their engine

usmser Table

FusmUserEngmnelD
FusmllserName
-nsmliserseey rir}'\';;mc
FusmUserC loneFrom
-usmUserAuthProtocol
FusmllserAuthKeyChange
FusmUserCwn AuthKeyChange
FlusmUlserPrivProtocol
FusmUserPrivEeyChange
-nsmbUserian Pri\'l(t_'y(_'hxngc
usinUserPublic
-usmUserStorage Tyvpe
FusmblserStatus

snmpCommunity Table

-smpCommunitylndes
-snmpCommumityMame
-snmpCommunitySecurityMame
-snmpCenmuinyContextEngine D
FsnmpConmuniyContextName
-snmpCommuomiey Transport Tag
Fsnmplommunity StorageType
-snmpConmuniryStats

SNMP v3 MIB Relationships

vacmSecurity ToGroup Table

—vacmm Security bodel
-vacmSecurityMName
FvacmiiroupName

=vacm Security ToGroupStorage Type
—vacm Security ToGroupStatus

-vacmiiroupMame

=vacmAccessReadViewName

0.* ~vacmGrouphume

vacmAceess Fable

CvaemAccessContextPrefix

=vacmViewTreeFamilyvViewName

vacmAecessWriteViewName

vaemAccessSecurityMadel
LvacmAccessSecurityLevel
FvacmAccessContextMatch
FvacmAccess Read ViewName
FvacmAccessWriteViewName
EvacmAccessNorifyViewName

vaemViewTreeFamily Table

FraciView TreeF omilySubinee
FrvaomViewTreeFamilyMask
FvacmView TreeFamily Tyvpe

FracmView TreeF umilyStatus

-vacViewTreeFamilyViewName

-vac ViewTreeFamilyStorage Tvpe

0.+

-vaemView TreeFamily ViewName

LvaemAccessStorupe Type
i FvacmAccessStatus

-vacmAccessMotify ViewName

0.*

-vacmViewTreeFamilyViewMName
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usmLserTahle

-usmliserEnginelD
-usmserName

-ustnlser Security™Mame
-n=miUser boneFrom
-usmbserduthProtocol
-usmUserAuthKeyChenge
-usmiserCwn AuthKeyChange
-usmbserPrivProtocol
-usmUserPrivE ey Change
-usmlserChwnPrivKeyChange
-usmLiserPublic

usmlUser Storags Type
-usmiUser Stas

-usmblsersSecurityName

ssnmp TargaParamnsSecunty Name

snmpTargetAddrTahle
=snnpTargetAddrName

=tnpTargetAddr TagList

-snmpTargetAddeTDomain
-snmp TargetAddr T Address
=snnpTargetAddrTimeout
-snmpTargetAddrRetryCount
-snmp T argetAddr TegList
smp TargetAddr Parums
-snmpTargetAddrStorageType
-snmip TargetAddrR ow Status

L -soum TargetAddrParmms

l -snmp TargetParamsName

snmpTargetParamsTable

Fsnmip largetParamsMame
Fsnmip Tar getParumsMPModel
ssnnp TargetParamsSecurity Model

snmpTargetParamsSecurity Name
Fsnmp Tar gelPacumsSecurity Level
-sitinp TargetParamsStorage Type
Fenmp Tar getParamsRow Status

0.*

—sampMatify Tag

snmpNofify Table

-smpMNotifyName
-sampMNotify Tag
-snmpNotty Type

-satmp Mol Sorage Type
-snmpNoify RowSias

=stumip TargetAddPaams

=snmpTargetParamsName

sampNotify FilterTable

FsnmpMotifyFilterSubtrae

-aninp Target AddrParams

1
snmpNotify Filter ProfileTable
-snmpNoﬁf)'Filh:TPmﬁI::N:smc
-snmpMotifyFilterProfileStor Tvpe
snmpMotily FilterProfileRow Satus

-smpMotifyFilterMask -snmpTargetParams Name 1
FsnmpNotifyFilierType
[snmpMoti frFilterStomgeType -
snmp™otifyFilierRowStatus
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Examples of SNMP v3 private MIB objects trees are shown in the figures below.

) usmllser

D usmbgerS pinLock.

£ usmUserT able

163 wemllserEntry
& usmlseE nainelD
& usmllsertlame
5 uzml gerS ecurityM am:
& usmlserClaneFrom
9 usmU serduthProtocol
9 usmb serduthKeyChange
9 usmlU serlwnauthkeyChange
9 sl serPrivProtocol
2} usmUserPrivkeyChange
i} usmU serlwnPrivk.eyChange
& usmllserPublic
5 usmUeerStorageT ype
&p usmllsertatus

23 srmpCommunityT able

£ snmpCommunityEntry
9 snmpCommunityl ndex
’3 snmpCanmmmunitgh arm
’3 snmpCanmmmunityS ecurityMame
’@ snmpConmmunitContestE nginel D
’@ snmpConmmunitContestt ame
’3 snmpConmmuniteT ransportT ag
’@ snmpConmmuniteStorageT ype
@ snmpConmmuniteS tatus

2 vacmSecuntyToGroupT able

i @ vacmSecurityiodel
: @ vacmSecurityM ame
@ vacmiGroupMame
@ vacmSecurityT oG roupStorageT ype
@ vacmSecurityT oG roupStatus

=HE vacmiiewTreeFamilyEntry

5.3 vacmiiewT reeF amiliew ame
3 vacmyiewT reeFamilSubties

a vacmiiewT resF amilyhd ask

a vacmiiewT resFamilType

5 wacmyiewT reeF amilyStorageT ppe
a wacmyiewT reeF amilyStatus

Figure 23. SNMP v3 MIBs

=HEE snmpT argetAddiT able

) usmlser

@ usmlserSpinLock

£ usmUserT able

=-E51 usmllserE niry
@ usmUserEnginelD
@ usmlgerNarme
& ugmUszers ecurityh ame
Q usmlzerCloneFrom
3 usmUsertuthProtocal
& uzmzersuthKeyChange
@ uzmUserlwnduthk eyChange
&% usmUserPrivProtacal
& uzmUszerPriviepChanges
@ uzmUszerlwnPrivKeyChange
& usmUserPublic
G usmUserStorageType

4 @ usmJgerStatus

18 snmpCommunityT able

=155 snmpCommurityE i

9 shmpCammunityl ndesx

& snmpCommunityM ame

@ shmpCommunitySecurityM anm
@ snmpCommunityContextEnginelD
a shmpCommunityContexth ame
& snmpCommunityTransport T ag
@ snmpCommunityStorageTvpe
& shmpCammunityStatus

=68 srmpT argetsddEntry
@ snmpT argetdddri ame
0 snmpT argetiddrT Domain
Q snmpT argetdddr T Address

0 snmpT argetiddrB etryCount
Q snmpT argetaddrT aglist
Q snmpT argetaddiParams
@ snmpT argetdddrStarage Tvpe
Q snmpT argethddrf owS tatys

£S5 snmpT argetParamsT able
[=-1E) shmpT argetParamsEntiy
i @ snmpT argetParamst ame

- @ snmpT argetParamst P adel
- Q snmpT argetParamss ecuritybodel
@ snmpT argetParams S ecurityM ame
E Q snmpT argetParamsS ecurnityLevel
Q snmpT argetParamsStorageT ype

E @ enmpT argetParamsf owStatus

—_—

mbcoessT able
wacmbcoessEntry

a wacmaccessContextPrefix
Q wacmbccessSecurityModel
@ vacmbcoessSecurityLevel
@ vacmbcoessContestMatch
£ vacmbcoessReadviewM ame
£ wacmbcoesswiitetiewh ame
@ wacmbccessMotifyiswh ame
3 wacmbiceessStorageT ype
- vacmbccessitatus

& vac

£33 snmph otifyE ntry

;’) snmpM otifyM ame

;’) snmpMotifyT ag

{) snmpMatifpT ppe

;’) snmpM atifpStorageT vpe
i’) snmpMotifyFiowS tatus

B2 srmpNotifyFilterProfileT able

{£51 snmpMotifyFiteProfilsEnty
9 shmph otifyFilkerProfileM ame
i} shmph otifyFilkerProfileStorType
3 shmphotifyFilkerPrafileR owStatus

2-0E shmpMatifyFilterT able
1E21 snmpMotifyFilterE ntry
@ snmphlatifyFilterSubtree
Q snmphotifyFilkertd azk
3 snmpMotifyFilterType
5 snmpMotifyFilterStarageType
@ snmpMotifyFilkerRows tatus

Figure 24. SNMP v3 Trap-Inform MIBs
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SNMP v3 EnginelD Concept

An SNMP engine provides services for sending and receiving messages, authenticating and encrypting
messages, and controlling access to managed objects. There is a one-to-one association between an
SNMP engine and the SNMP entity which contains it. The SNMP v3 engine contains:

e a Dispatcher

e a Message Processing Subsystem
e aSecurity Subsystem, and

e an Access Control Subsystem.

Within an administrative domain, an snmpEnginelD is the unique and unambiguous identifier of an
SNMP engine. Since there is a one-to-one association between SNMP engines and SNMP entities, it also
uniquely and unambiguously identifies the SNMP entity within that administrative domain. Note that it
is possible for SNMP entities in different administrative domains to have the same value for snmpEn-
ginelD. Federation of administrative domains may necessitate assignment of new values.

SNMP Entity
SMMP Engine (identified by snmpEnginelD)
Message . Access
Gt : Sacurity
Dispatcher Processing Subsystem Cnntll'Ui
Subsystem Subsyslem
Application{s)
Command Matification Proxy
Generator Receiver Forwarder
Command Motification
th
Responder Originator Other

Figure 25. SNMP v3 Entity / Engine / Applications

Local enginelD:
o The enginelD for the local SNMP engine.
e The enginelD for the SNMP engine residing in the managed IONMM or standalone
S2x2x/S3x2x/S3240.

Remote enginelD:
e The enginelD for a remote SNMP engine.
e Inthe ION system, the remote enginelD is only used to configure the enginelD of the remote
SNMPv3 inform receipt server.

RFC standard: RFC 3411.

SNMPv3 EnginelD MIBs

Public MIB for enginlD: snmpEngine
e OIDis1.3.6.1.6.3.10.2.1
e For local enginelD
e Read-only

Private MIB for local enginlD:
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e O(OIDis1.3.6.1.4.1.868.2.5.3.1.1.14.3.1

Read-write

Used to modify the local enginelD.

e When modifying the local enginelD, all the local SNMPv3 USM users will be deleted.

Private MIB for remote enginlD:

e O(OIDis1.3.6.1.4.1.868.2.5.3.1.1.14.4.1

e Read-write

e The combination of ionDevSysSnmpTrapManagerAddrTDomain and
ionDevSysSnmpTrapManagerAddrTAddress must be unique.
The enginelD in this table must be unique (it can not be the same as the local enginelD).
Used to add/delete remote enginelDs.
When deleting a remote enginelD, all the SNMPv3 USM users belonging to the SNMP engine will
be deleted.

You must add a remote engine before you can add remote users for this engine.

SNMPv3 USM (User-Based Security Model)

The ION SNMP v3 implementation uses the traditional concept of a user (identified by a userName) with
associated security information. This is a key SNMPv3 security feature implemented per RFC 3414.

SNMP v3 USM Service: USM provides the following security service:

e Data Integrity is the provision of the property that data has not been altered or destroyed in an un-
authorized manner, nor have data sequences been altered to an extent greater than can occur non-
maliciously.

e Data Origin Authentication is the provision of the property that the claimed identity of the user on
whose behalf received data was originated is corroborated.

e Data Confidentiality is the provision of the property that information is not made available or dis-
closed to unauthorized individuals, entities, or processes.

e Message timeliness and limited replay protection is the provision of the property that a message
whose generation time is outside of a specified time window is not accepted. Note that message
reordering is not dealt with and can occur in normal conditions too.

SNMP v3USM User: Management operations using this Security Model make use of a defined set of
user identities. For any user on whose behalf management operations are authorized at a particular
SNMP engine, that SNMP engine must have knowledge of that user. An SNMP engine that wishes to
communicate with another SNMP engine must also have knowledge of a user known to that engine, in-
cluding knowledge of the applicable attributes of that user.

SNMPv3 USM User and SNMP Engine
e A USM user must belong to a SNMP engine.

¢ You must add a remote engine before you can add remote users for this engine.
e If a user belongs to the local SNMP engine, it is called a local USM user.

e If a user belongs to a remote SNMP engine, it is called a remote USM user.

e If an enginelD of an SNMP engine is changed or deleted, its USM users are deleted.
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SNMPv3 USM MIB
Public MIB for USM: usmUser

e OIDis1.3.6.1.6.3.15.1.2
e Used to add/modify/delete USM users

e Store information for both local USM users and remote USM users

SNMPv3 VACM (View-based Access Control Model)

The View-based Access Control Model defines a set of services that an application (such as a Command
Responder or a Notification Originator application) can use for checking access rights.

Access Control occurs (either implicitly or explicitly) in an SNMP entity when processing SNMP retrieval
or modification request messages from an SNMP entity.

Access Control also occurs in an SNMP entity when an SNMP notification message is generated (by a
Notification Originator application).

VACM includes these elements:
e Groups
e SecurityLevel
e Contexts
e MIB Views and View Families

e Access Policy
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SNMPv3 USM - VACM MIBs
Public MIB for VACM: snmpVacmMIB

e OIDis1.3.6.1.6.3.16

e Used to manage VACM configurations including the mapping from user to groups, groups
access, view table.

e RFC3415
Table 20: SNMP v3 Default Values
vacmContextTable The table of locally available contexts.
vacmSecurityToGroup Table glraopuppi:]g USM user or v1/v2c community string to
snmpVacmMIB | vacmAccess Table Group access right to View
(RFC 3415) vacmViewSpinLock Lock for creating and modifying Views.
vacmViewTree Family Table | View to OID tree management table.

SNMPv3 VACM - Groups

A Group is a set of zero or more <securityModel, securityName> tuples on whose behalf SNMP
management objects can be accessed. A Group defines the access rights afforded to all securityNames
which belong to that group. The combination of a securityModel and a securityName maps to at most
one Group. A Group is identified by a groupName.

The Access Control module assumes that the securityName has already been authenticated as needed
and provides no further authentication of its own.

The View-based Access Control Model uses the securityModel and the securityName as inputs to the
Access Control module when called to check for access rights. It determines the groupName as a
function of securityModel and securityName.

Note that when the security model is v1 or v2c, the groups "public" and "private" can not be removed,
but when the security model is v3 the groups "public" and "private" can be removed.
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SNMPv3 VACM - Views

Views are used to restrict the access rights of some groups to only a subset of the management
information in the management domain.

A view subtree is the set of all MIB object instances which have a common ASN.1 OBJECT IDENTIFIER
prefix to their names.

A family of view subtrees is a pairing of an OBJECT IDENTIFIER value (called the family name) with a bit
string value (called the family mask). The family mask indicates which sub-identifiers of the associated
family name are significant to the family's definition.

SNMPv3 Traps and Informs

A Trap is an SNMP message sent from one application to another (which is typically on a remote host).
Their purpose is merely to notify the other application that something has happened, has been noticed,
etc. The big problem with Traps is that they're unacknowledged, so you don't actually know if the
remote application received your -important message. The trap is available for SNMP v1, v2c and v3.

An Inform is an acknowledged Trap. When the remote application receives an inform it sends back an
acknowledgement message. Inform is available for SNMP v2c and v3. For SNMP v3, an inform must be
sent to a specific remote USM user resided in the inform receiver.

SNMPv3 Trap/Inform MIBs
e Public MIB for trap/inform: snmpTargetMIB and snmpNotificationMIB

e OlIDsare1.3.6.1.6.3.12and 1.3.6.1.6.3.13
e Used to manage trap/inform server configuration.
e RFC3413

Table 21: SNMP v3 Trap and Inform MIBs

. Lock for modifying the snmpTargetAddr TagL.ist of
snmpTargetMIB snmpTargetSpinl.ock snmpTargetAddrTable.
(RFC 3413) snmpTargetAddrTable SNMP v1/v20/y3 trap(y1/v20/v3 |nf9rm) host address, udp
port #, v2c/v3 inform timeout & retries.
SNMP v1/v2c/v3 trap(v1/v2c/v3 inform) version selection,
snmpTargetParamsTable . . )
trap security level, trap community or security name.
snmpNotificationMIB | snmpNotifyTable SNMP v2c/v3 trap/inform selection.
(RFC 3413) - ) Relate snmpTargetParamsTable with
snmpNotifyFilterProfileTable snmpNotifyFilterTable.
snmpNotifyFilterTable Trap/inform view filtering.
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The MIB tables used for each tab are shown in the table below. Some MIB tables are used in several

tabs.

Table 22: Web Interface Tabs to MIB Tables Mapping

Tab

sub-tab

Used MIB tables

SNMP

General

snmpCommunityTable
vacmSecurityToGroupTable
ionDevSysSnmpLocal(private)

Users

usmUserSpinLock
usmUserTable
vacmSecurityToGroupTable
vacmAccessTable

Groups

vacmAccessTable
vacmViewTreeFamilyTable

Views

vacmViewSpinLock
vacmViewTreeFamilyTable

Trap hosts

snmpTargetSpinLock
snmpTargetAddrTable
snmpTargetParamsTable
snmpNotifyTable

Remote Users

ionDevSysSnmpTrapManagerTable(private)
usmUserSpinLock
usmUserTable

USERS

ionDevSysUserTable
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ION System SNMP Support

The ION SNMPv3 feature provides users SNMP v1/v2c/v3 access to manage the ION system through the
IONMM. Any ION defined traps can be sent to the configured trap servers in v1 or v2c or v3 format
through the IONMM. Note that if the IONMM sends out v2c¢/v3 informs, the trap servers will send re-
sponses.

ION ¢chassis
i &
o O
[TRILE LR 10 510 E
SNMP v1v2eivd getiset . 1O remote S1C
T external -
nelwork
-

SMMP v1v2oivd trup

Figure 26: ION System Managed via SNMP

The ION system provides several interfaces (Web /CLI/Telnet/SSH) to configure the SNMPv3 features for
the IONMM. The IONMM can backup and restore SNMPv3 configurations for the IONMM when doing a
backup or restore operation.

SNMP Command Line Interface (CLI) Support

The SNMP Command Line Interface (CLI) is implemented with device-level and port-level CLI commands.

SNMP v3 Users, Groups, and Views Configuration

SNMP v3 configuration involves setting up SNMP v3 Users, Groups, and Views, with the caveats
discussed below.

With SNMPv3, you can define SNMP users, groups, and views to provide access control to SNMP
devices, and restrict certain users so they can only access the parts of the MIB that they have been given
access rights to. The SNMP views, groups and users are described below.

Note: the concept of SNMP communities that was introduced in SNMPv2 is not relevant to SNMPv3, and
has been replaced by SNMP groups/users. However, you can configure an ION system NID to respond to
both SNMPv2 and SNMPv3 commands. If both SNMPv2 and SNMPv3 are to be used, you must configure
SNMP communities and SNMP groups and users. To use SNMPv1/v2c, all you need to do is add a
Community at IONMM > SNMP > General tab; nothing else needs to be configured. You can add or
delete any Communities including the default communities.

SNMP Users have a specified username, authentication password, privacy password, (if required) and
authentication and privacy algorithms assigned. The authentication algorithm options are none, MD5, or
SHA. The privacy algorithm options are none, AES, or DES. When a new User is created, it is associated
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with an SNMP group. (MD5 is Message Digest Algorithm version 5, SHA is the Secure Hash Algorithm,
DES is the Data Encryption Standard, and AES is the Advanced Encryption Standard.)

SNMP Groups are basically access control policies to which users can be added. Each SNMP Group is
configured with a security level, and is associated with an SNMP View. These parameters specify the
type of authentication and privacy a user within the SNMP group will use, and also which objects in the
MIB the User can access. Each SNMP Group name and security level pair must be unique within the
device.

SNMP MIB Views are defined lists of objects within a MIB that can be used to control which parts of a
MIB can be accessed by Users belonging to the SNMP Group associated with that particular View.
Objects in the View may be from anywhere in the MIB, and are not required to be in the same MIB sub-
tree. When you have defined your Views, you must configure for your SNMP Groups the type of access
Users will have to those Views. There are three possible types of access configurable, and at least one
must be configured in order for Users in that SNMP Group to have access to an SNMP View.

The three types of access that you can configure are 1. ReadView specifies the SNMP View to which the
Group has read access, 2. WriteView specifies the SNMP View to which the group has write access, and
3. NotifyView specifies the SNMP View for which the group will receive notifications. Views: one default
View (defaultview) exists which cannot be modified or deleted. You can configure an SNMP v3 Group
with read access to one SNMP View, and write access to a different SNMP View.

Summary: You can create multiple Views. You can then create multiple Groups, and associate them with
a View. You can configure multiple Groups (each with a different Group name and security level) and
associate them with a particular View. You can also configure more than one View associated with a
Group (e.g., a Group with read access to the entire MIB tree, but with only write access to certain
objects). You could then create multiple Users, and associate them with a Group (you can associate
multiple Users with a particular Group).

With SNMPv3 you can define SNMP views, groups and users to provide access control to SNMP devices,
as shown below.

Figure 27 .SNMP v3 Users, Groups, and Views
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You can create multiple Views. You can then create multiple Groups, and associate them with a View.
You can configure multiple Groups (each with a different Group name and security level) and associate
them with a particular View. You can also configure more than one View associated with a Group (e.g., a
Group with read access to the entire MIB tree, but with only write access to certain objects). You could
then create multiple Users, and associate them with a Group (you can associate multiple Users with a
particular Group).

Configuring SNMP v3 Users

With the introduction of USM and SNMP VACM in SNMPv3 comes the ability to manage the SNMPv3
users. SNMPv3 users are configured as follows:

e The user levels (admin/read-write/read-only) which is described in the USERS tab section are used
for Web/CLI login user. There is no level definition for SNMPv3 users. At default there are no
SNMPv3 users.

e SNMPv3 users cannot log in to the ION system via Web/CLI. Users must log in via the Web/CLI US-
ERS path, not the SNMPv3 Users path.

e If the RADIUS client is enabled, all login is through the RADIUS server (via the Web interface or the
CLI). Any user that logs in successfully via RADIUS is treated as a super user.

Configuring SNMP v3 Groups

With the introduction of SNMPv3 users comes the ability to manage groups of SNMP v3 users.
An SNMPv3 group sets the access policy for its assigned users, restricting them to specific read, write,
and notify views.

An SNMPv3 user must belong to a SNMPv3 group. There are four default groups. The default group is
defined for the super ‘ION’ user. The Public group and the Private group are used by SNMP v1/v2c com-
munity strings.

The four default group entries are:

Public Group:
e Public v1: this entry has SNMPv1 read access to the default view.
e Public v2c: this entry has SNMPv2c read access to the default view.

Private Group:
e Private v1: this entry has SNMPv1 read and write access to the default view.
e Private v2c: this entry has SNMPv2c read and write access to the default view.

These groups cannot be deleted or modified.

Configuring SNMP v3 Views
With the introduction of SNMPv3 users and groups comes the ability to manage SNMP v3 users’ views.

SNMPv3 views are used to restrict user access to specified portions of the MIB tree. The default view
includes access to the entire MIB tree. This default view cannot be deleted or modified.
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SNMP v3 Limitations

No Space Characters Allowed: The Community string, Local user name, Group name, View name, Re-
mote user name, Authentication password, and Privacy password can include any combination of char-
acters except the "space" characters. If you enter a "space" character in these fields (via CLI or Web in-
terface) the messages "It can be set to any characters combination except the character space." and
“this.pattern is required: /A[\S]*{1,256}5/.” display. You must then re-enter the command or field with-
out any "space" characters.

Other ION system SNMP v3 limitations are:

Changing the engine ID will delete all previously configured USM users.
Changing the remote engine ID will delete all remote users belonged to this engine.
Trap filtering can only be configured through SNMP interface (not via Web interface or CLI).

Mapping from SNMPv1/v2c communities to group can only be configured via the SNMP
interface; Web interface / CLI only supports configuring two types of SNMP v1/v2c
communities: read-only and read-write. These two types of communities will be mapped to the
default groups automatically.

Supports a maximum of six trap hosts.

Only one local Engine ID can be configured.

Up to 255 remote Engine IDs can be configured.

The length range of an Engine ID is from 8 to 64 characters (no space characters).

Up to 255 SNMPv3 users can be configured

Up to 255 SNMPv3 remote users can be configured

Up to 255 SNMPv3 groups can be configured

Up to 255 SNMPv3 views can be configured

Up to 255 Communities can be configured.

The length range of each Community name is from 1 to 32 characters (no space characters).

SNMP and IPv6
With IPv6 support, ION SNMP support includes the following IPv6 functions:

If IPv6 is enabled, the SNMPv1/v2c communities can be used to do get/set operations though
either the IPv4 address or the IPv6 global address of a device. Up to 16 SNMP communities are
supported on one device.

If IPv6 is enabled, the SNMPv3 USM local users can be used to do get/set operations though
either the IPv4 address or the IPv6 global address of a device. The SNMPv3 USM remote users
can be configured for either an IPv4 trap host or an IPv6 trap host. Up to 255 USM users (local
and remote) are supported on one device.

The trap host can be either an IPv4 address or an IPv6 address. If IPv6 is enabled and one trap
(or inform) is generated, this trap (or inform) can be sent to all the trap servers. If IPv6 is
disabled, the traps can not be sent to any IPv6 trap host. Up to 6 trap servers can be supported
on one device.

The maximum number of SNMP group/view/community/local user entries is 255. An error message
displays if more than 255 entries are attempted.
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The SNMP Community String entry can be any ASCII printable characters except :: and @; otherwise the
message "Its value must be ASCII printable characters except \"::\" and \"@\".” displays.

Configuring SNMP

The x222x/x32xx can act as an agent in an SNMP environment, enabling the IONMM to notify the
management station of significant events within the network. Notification is done with traps, which are
unsolicited messages sent to the management station in response to certain events that have taken
place (e.g., warm start, etc.).

A full SNMP configuration can include:

1. General configuration (Community String, Access Mode, SNMP V3 Engine ID).

2. Local Users configuration (User Name, Group Name, Security Model, Security Level, Auth Protocol,
Privacy Protocol, etc.).

Groups configuration (Group Name, Security Model, Security Level, Read/Write/Notify View).
Views configuration (View Name, OID Sub Tree / Type).

Trap Hosts configuration (Trap Version, Trap Manager, Port, Community String, Security Level,
Trap/Inform, etc.).

6. Remote Engines configuration (optional - Address type, IP address, Port, and Engine ID).

7. Remote Users configuration (optional - Remote IP, Remote Engine ID, User Name, Group Name,
Remote IP address, Security Model / Level, etc.).

Note:

1) Configure the local SNMPv3 Engine ID (in General tab) before you configure the Local Users.

Otherwise, when you modify the SNMPv3 Local Engine ID, all SNMPv3 Local Users will be deleted.

2) Configure the SNMPv3 Remote Engine ID before you configure the Remote Users for this engine.
Otherwise, when you modify the SNMPv3 Remote Engine ID, all SNMPv3 Remote Users will be deleted.

SNMP can be configured in the IONMM using either the CLI or Web method.
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SNMP Config — CLI Method

This procedure is for a full SNMP configuration via CLI commands. Not all user applications will require
all of the steps below. For a full description of the individual commands see “SNMP v3 Commands” on
page 46.

1. Access the IONMM through either a USB connection (see “Starting a USB Session” on page 23) or a
Telnet session (see “Starting a Telnet Session” on page 24).

2. Define the General configuration. For example, type:

S3230-1040 CO|SO|L1D>add snmp community name XXXXXXxX
access _mode={read only|read write}

S3230-1040 CO|SO|L1D>add snmp remote engine addrtype=ipv4 addr=xx port=xx
engine_id=xx

S3230-1040 CO|SO|L1D>set snmp local engine=xx

3. Define one or more Local Users. For example, type:

S3230-1040 CO|SO|LlD>add snmp local user name=STR USR NAME security-
level= (noAuthNoPriv | authNoPriv | authPriv)
[auth-protocol=(md5|sha) password=STR AUTH PASS] [priv-protocol=(des|aes)
password=STR PRIV PASS] [group=STR GRP NAME]

S3230-1040 CO|SO|L1D>set snmp local user name=xxXxX group=xxXx

4. Define one or more Groups. Type set snmp group name=STR_SNMP_GRP and press Enter.
$3230-1040 CO|SO|L1D>set snmp local user group=xxx
5. Define one or more Views. Type set snmp view name= STR_SNMP_VIEW and press Enter.

6. Define one or more Trap Hosts.
Type add snmp traphost version=v3 type=ipv4 addr=STR_SVR_ADDR and press Enter.

7. Define one or more Remote Engines. Type add snmp remote engine addrtype=ipv4
addr=192.168.1.30 port=xx engine_ id=xxxxx and press Enter.

8. Define one or more Remote Users by address type. For example, type:

S53230-1040 CO|SO|L1D>add snmp remote user name=STR USR NAME addrtype=ipv4
addr=192.168.1.30 port=55 security-level={noAuthNoPriv|authNoPriv|authPriv} auth-
protocol={md5|sha} password=xxxxxxx priv-protocol={des|aes} password=STR PRIV PASS

9. Press Enter.
10. Define one or more Remote Users by the remote engine. For example, type:

add snmp remote user name=STR USR NAME engine=STR ENGINES securitylevel=authPriv
auth-protocol=mdS password=STR_ AUTH. PASS priv-protocol=des password=STR PRIV PASS

11. Press Enter.

12. Verify the configuration has been set. Use the show snmp commands to display the current
(existing) SNMP configuration elements (community, group, view, etc.). For example:

S3230-1040 (0|Se|L1D>show snhmp ?
community
group
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local
remote
traphost
view

S3230-1049 (0|Se|L1D>show snmp community

Community string Access mode
comml read_write
public read_write
private read_only
XXXXXXX read_only

S3230-1040 CO|Se|L1D>

S3230-1040 (0|Se|L1D>show snmp group

Name Security Model Security Level Read View Write View Notify View
public vl noAuthNoPriv ~ defaultView

public V2C noAuthNoPriv ~ defaultView

private vl noAuthNoPriv  defaultView defaultView

private v2c noAuthNoPriv ~ defaultView defaultView

S3230-1040 CO|SO|L1D>show snmp local engine
Local engine ID: 80.00.03.64.03.00.c0.£f2.20.de.9% (hex)
S$3230-1040 CO|SO|L1D>

S$3230-1040 CO|S@|L1D>show snmp local user

User Name Group Name Security Model Security Level Auth Protocol Privacy Protocol
BobB private v3 authPriv MD5 DES

TedT v3 noAuthNoPriv

Jeffs private v3 authPriv SHA AES

CarolC v3 authPriv SHA AES

GomesD v3 authPriv SHA AES
AndersonT private v3 authNoPriv SHA

S$3230-1040 CQ|Se|L1D>>

$3230-1040 CO|S@|L1D>show snmp remote engine

Remote Address Remote port Remote Engine ID
192.168.1.20 162 800003640300c0F2209%ede
S3230-1040 CO|Se|L1D>

$3230-1040 CO|S@|L1D>show snmp remote user
User Name Engine ID Security Model Security Level Auth Protocol Privacy Protocol

S$3230-1040 CO|S@|L1D>

S3230-1040 CO|S@|L1D>show smp traphost

Trap version 1P Port Community/Security name Security level Trap/inform Timeout Retry times
V3 192.168.1.30 162 TrpHstA6 authPriv trap
V3 192.168.1.40 162 private authNoPriv trap
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V3 192.168.1.50 162 public authPriv trap
V2C 192.168.0.10 162 public noAuthNoPriv  inform 1500 3
vi 192.168.1.20 162 public noAuthNoPriv  trap

S3230-1040 CO|Se|L1D>

$3230-1040 CO|S@|L1D>show snmp view

name OID Sub Tree type

defaultView 0 include
defaultView 1 include
defaultView 2 include

S3230-1040 CO|Se|L1D>

8. Backup the configuration. See “Backup and Restore Operations (Provisioning)” on page 324.
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SNMP Config — Web Method
This procedure is for a full SNMP configuration via the Web interface. Not all user applications will
require all of the steps below. For the full set of the individual default values see Table 17 later in this

section.
1. Access the IONMM through the Web interface (see “Starting the Web Interface” on page 26).

2. Select the SNMP tab.
3. Select the General sub-tab if not already displayed.

|_ON System MAIN || ADVANCED || SMTP || HTTPS | SSH | RADIUS | ACL | FDB | VLAN @SERS BACKUP-RESTORE
_ CRREEUCEM D Users || Groups VIEWS. Trap Hosts |l Remote Users
Port 1 V1AV2C Community String
Port 2 Community String Access Mode
public Read Cnly
private Read Write
Community String ~|Access Mode m
| | /[Read Only ~
SHIMP 3 Engine ID
|B00003640300C0F2210263

4. Add a new community string as required:

Community String: enter the string to be added (e.g., comm_1) from 1-32 alphanumeric characters
(no space characters).

Access Mode: select Read Only or Read Write.

SNMP V3 Engine ID: enter the string to be added (e.g., 800003640300C0F220DE9E above).
Enter 18-128 characters using the characters a-f, 0-9, and A-F. The total length must be a dual from

18-128.
5. Click the Add button. The new entry is added to the table.

ION System main | apvancen | st | Hries || ssH | rapws | Act || FoB | vian @ENVEED USERS || BACKUP-RESTORE
=110} =
Users | Groups | Views || Trap Hosts | Remote Users
—Port 1 VINV2C Community String
Port 2 Community String Access Wode
public Read Only
private Read VWrite
comm 1 Read Only
Community String || Access Mode -
|com}n_j L | [Read Only |

SNMP V3 EnginelD
[s00003640300C0F 2210263 ]

6. Click the Save button when done.
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7.

8.

Select the Users sub-tab.

ION System L | mam || apvancen | st || HiTes || ssH || Raous || acL | FoB VLAI\IW)JSERS BACKUP-RESTORE
=“|ON Sta E = 4 b
General@@ruups Views | Trap Hosts | Remote Users
S Port 1 User Mame Group Mame Security Model Security Level Authentication Protocol Privacy Protocal
" Poit 2 Mo records found
User Mame- ~ | Group Mame
® O
Security Model Security Level Authentication Protocol — Password
V3 ¥ | [MoAuthNoPriv ¥
Privacy Protocol Passwaord
[RefreS}Q[Add]pelete][()haﬂge GrUup]

Enter the fields as required:

User Name: The name of the user connecting to the SNMP agent. The valid range is 1-32 characters,
and can not include spaces.

Group Name: The name of the SNMP group to which the user is assigned. The valid range is 1-32
characters (no space characters). When a local SNMPv3 user is added, a group name must be
specified (but specifying a group name does not mean that this group already exists in the group
table). A Group Name can be selected from the Default Group dropdown instead of entering one
here.

Security Model: The user security model; only SNMP V3.
Security Level: The security level used for the user:

O noAuthNoPriv — There is no authentication or encryption used in SNMP communications.
(This is the default for SNMP V3.)

o AuthNoPriv — SNMP communications use authentication, but the data is not encrypted (only
available for the SNMP V3 security model).

o AuthPriv— SNMP communications use both authentication and encryption (only available for
the SNMP V3 security model).

Authentication Protocol: The method used for user authentication. The options are MD5 or SHA.
The default is MD5.

Authentication Password: A minimum of eight plain text characters is required. The valid range is 8-
64 characters (no space characters).

Privacy Protocol: The encryption algorithm used for data privacy. (Options: DES or AES; Default:
DES.)

Privacy Password: A minimum of eight plain text characters is required. (Range: 8-64 characters.)

securityName (implied): A human-readable string representing the user in a format that is Security
Model independent. There is a one-to-one relationship between userName and securityName. In
ION system, the security name is the same as user name.

EnginelD (implied for local USM user): The enginelD of the SNMP engine the USM user belongs to.
For a local USM user, the enginelD must be the local enginelD. For a remote USM user, this enginelD
must be specified. Note that Remote engine ID can not be the same as the local engine ID.
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9. Click the Add button. The new user is added to the table.

| mam || sntP || HTTPS || ssH || rapius || acL |RENMEM USERS | BACKUP-RESTORE || UPGRADE

General |[MSEEEE Groups | Views | Trap Hosts | Remote Users

User Name Group Mame Security Model Security Level Authentication Protocol Privacy Protocal
Adam G1V3AuthPrivMDal V3 AuthPriv MDs DES

Jeffs private2 V3 MNoAuthMaPriv Mone Mone

User Name ~|Group Mame § — —

JeffS | O|_ _:G)f‘pri\;ate2 ¥

Security Model | Security Level | [Authentication Protocol | Password

w3 ~ | |MoAuthMNoPriv ¥

Privacy Protacol Password-

10. Select the Groups sub-tab.

Q MAIM || SNTP | HTTPS || SSH || RADIUS | ACL [EEUINEE USERS | BACKUP-RESTORE | UPGRADE
General || Users . Views | Trap Hosts || Remote Users |
Group Mame Security Model Security Level Read View Write View Iotify View
public w1 MoAuthMNoPriv defaultView
public vac MoAuthMNaoPriv defaultView
private W1 MoAuthMNaPriv defaultView defaultView
private VaC MoAuthMNoPriv defaultView defaultView
Group Mame Security Model | Security Level
| [ | [ MeAuthMNoPriv B
Read View
o] lo
\Write View .
@ |Ole
Notify View :
T o

11. Add and Edit the fields as required:

Group Name: The name of the SNMP group. Enter one or more unique Group Names of 1-32
characters (no space characters).

Security Model: The group security model; SNMP V1, V2C or V3.

Security Level: The security level used for the group:
o NoAuthNoPriv: There is no authentication or encryption used in SNMP communications.

o AuthNoPriv: SNMP communications use authentication, but the data is not encrypted (only
available for the SNMP V3 security model).

o AuthPriv: SNMP communications use both authentication and encryption (only available for
the SNMP V3 security model).

The Group Security Level is the minimum level of security required in order to gain the
access rights to the views (read/write/notify). If the User Security Level is less than the
Group Security Level, this user will have no access rights to the views. A Security Level of
noAuthNoPriv is less than authNoPriv which in turn is less than authPriv. SNMPv1/v2c users
(community string) are assigned noAuthNoPriv.
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Read View: The configured view for read access. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.

Write View: The configured view for write access. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.

Notify View: The configured view for notifications. You can leave this view blank (none), or enter a
specific view name (1-64 characters, no space characters), or select the defaultView radio button.
Note that an entry here does not mean this view already exists in the view table.

12. Select the Views sub-tab.

ION System | wmam |[ aDvancep || swte || HTTPs || sst || Raows || acL [ FoB || vian || soam @USERS | BACKUP-RESTORE |

ZoM oz oo . = =
3 W | General || Users Grou@p Hosts | Remote Users
View Name 0ID Sub Tree List

" Port 2 defaultView Click To See Detail
View Mame
I (L
QID Sub Tree Type
No records found
QID Sub Tree Type
‘ |Iﬂc|uded el

13. Click on “Click To See Detail ...” in the table. The details display:

man || sute || HTes || ssH || Raows || ac [EENIGE| UsERs || BACKUP-RESTORE || UPGRADE
. General Users .. Groups _ Trap Hosts I Remaote Users ..

View Name OID Sub Tree List

defaultView Click To See Detail ..

View Mame

bttt

|defaultView |

QID Sub Tree Type

0 Included

1 Included

2 Included

0ID Sub Tree Type

I | Included |
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14.

15.

Add / Edit the fields as required:

View Name: enter a name (1-64 characters) for this SNMP view (e.g., Default View, Test View
above).

OID Sub Tree: The object identifier (OID) of a branch within the MIB tree. Enter an OID sub-tree for
this view (e.g., 1.3.6.1.2.1.47.1.1.1 above).

Type: Indicates if the object identifier of a branch within the MIB tree is included or excluded from
the SNMP view. At the dropdown select Included or Excluded and click the Add button when done.

Verify that the OID Sub Trees table shows the currently configured object identifiers of branches
within the MIB tree that define the SNMP view, and click the Add button.

Select the Trap Host sub-tab.

ION System L|| mam |[ apvancep || swte || HTes | ssH || raowus || acL || Fos || vian SOAM@SERS BACKUP-RESTORE
=-I10N Stack 1
General Users | Groups || View: QIE A Gl IRemote Users
= C3230-1040 D) [BEU)
--Port 1 ‘ Trap Version 1P Port Community/Security Mame | Security Level Trap/Inform Timeout {centisecond) Retry Times
--Port 2 ‘ Ne records found
Trap Versian g L — Port Community/Security Name Security Level =
Vi | | {82 | | [NoAuthhoPriy |
Trap/Inform Timeout {centisecond) Retry Times
Trap VV' |
[RefresHifAdc][pelete|Help

16. Add / Edit the fields as required.

Trap Version: select the trap version (v1, v2c or v3) that the trap manager wants to receive. The
default is SNMP v2c.

IP: the trap host IP address of a new management station to receive notification messages.
Port: enter the UDP port number to be used by the trap manager. The default is port number 162.

Community/Security Name: specify a valid SNMPv1/v2c trap community string or an SNMPv3 user
name for a trap manager entry. (Range: 1-32 characters, case sensitive, no spaces) If the “Trap
Version” is vl or v2c, this field is used to specify the trap community of the trap host. If the “Trap
Version” is v3, this field is used to specify a local or remote SNMPv3 User Name. Based on the
selection of “Trap/Inform”:

o For an SNMPv3 Trap, this field specifies a local SNMPv3 user name. If this user name doesn’t
exist in the local SNMPv3 user table, then traps can not be sent out.

o Foran SNMPv3 Inform, this field specifies a remote SNMPv3 user name. If this user name
for the specific trap host does not exist in the remote SNMPv3 user table, then the informs
can not be sent out.

33472 Rev. K https://www.lantronix.com/ Page 249 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

Security Level: When Trap Version v3 is selected, specify one of the following security levels.

o NoAuthNoPriv — There is no authentication or encryption used in SNMP communications
(the default setting).

o AuthNoPriv— SNMP communications use authentication, but the data is not encrypted (only
available for the SNMPv3 security model).

o AuthPriv— SNMP communications use both authentication and encryption (only available
for the SNMPv3 security model).

Trap/Inform: When the “Trap Version” of a trap host is “v2c” or “v3”, this field can be used to
specify whether notifications are sent either by Trap or by Inform messages.

Timeout: The number of centiseconds (hundredths of a second) to wait for an acknowledgment
before resending an inform message. The unit of this field is centiseconds. The valid range is O-
2147483647 centiseconds; the default is 1500 centiseconds. This selection is only available for
version v2c and v3 Informs.

Retry Times: The maximum number of times to resend an inform message if the recipient does not
acknowledge receipt. The valid range is 0-255 retries; the default is 3 retries. This selection is only
available for version v2c and v3 Informs.

17. Verify the table selections and click the Add button when done.

18. Select the Remote Users sub-tab.

ION System

]

—-10M Stack
—£3230-1040
~Port 1
~Port 2

Remote Engine ID

MAIN || ADVANCED | SNTP || HTTPS || SSH | RADIUS | ACL || FDB | VLAN || SOAM EEHINISE USERS | BACKUP-RESTORE

General || Users | Groups || Views || Trap Hosts |EEEUGGRVEE

Remote IP Remote Port Remaote Engine 1D
No records found
Remote IP Remote Port Remate Engine ID
Refresh][add
Remote Users
User Name Remote IP Remote Port Security Model Security Level Authentication Protocol Privacy Protocal
No records found
User Name Remote IP Remote Port

v v

Security Model 1 Security Level Password

[v3 *| |NoAuthMoPriv i

_ /Authentication Protocol

Privacy Protocol Password

19. Add / Edit the Remote Engine ID section fields as required.

Remote IP: enter the trap host IP address of a remote management station to receive notification

messages

Remote Port: enter the UDP port number to be used by the trap manager (e.g., port number 162).

Remote Engine ID: specify the enginelD of the SNMP engine the remote user belongs to. For a
remote USM (User-Based Security Model) user, this enginelD must be specified. Note that the
Remote engine ID can not be the same as the local engine ID.
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General || Users | Groups || Views || Trap Hosts ((EUMCRIEE

Remote Engine ID

Remaote IF Remote Port Remote Engine 1D

192.168.1.20 162 500003640300C0F2209EDE
Remate IP i Remote Port _Remote_ Engine ID
|192.166.1.20 [ |162 i 1G00003640300C0F2209EDE
[Refresf]

20. Click the Add button when done.

21. Add / Edit the Remote Users section fields as required.

g maitt || sutp || HiTPs || ssH || Rapius | AcCRSRUEMIYSERS || BACKUP-RESTORE || UPGRADE
General | Users || Groups | Views || Trap HDEI Remote Users .
Remote Engine ID
Remote IP Remote Port Remaote Engine 1D
192.168.1.20 162 800003640300C0F2209EDE
Remaote 1P Remote Port Remote Engine 1D
|192.168.1.20 162 |800003640300C0F2209EDE
Remate Users
User Name Remote IP Remote Port Security Model Security Level Authentication Protocol Privacy Protocol
BobB 192.168.1.20 162 V3 AuthNoPriv MWD& Mone
TedT 192 168 1.20 162 V3 NoAuthMoPriv MNone MNone
AliceB 192.168.1.20 162 V3 AuthPriv MWD& DES
CarolC 192 453 4+-26—18 werth SHA AES
—r
User Name Remote [P | Remate Port ==
|AliceB | [192.168.1.20 #| [162 v
Security Modsl Security Level Authentication Protocol Password
NEN | [AuthPriv | [mos ] [neennaee
Privacy Protocol =
- |
Refraéb Add !elete Help|

maN || snTP | HTTPS || ssH || Rabus || acl CRESMVGEE USERS | BACKUP-RESTORE || UPGRADE |

User Name: Enter the name of the remote user connecting to the SNMP agent. The valid range is 1-

32 characters (no space characters).

Remote Port: select an existing remote IP address from the dropdown.

Remote IP: from the dropdown, select an existing trap host IP address of a remote management

station to receive notification messages (e.g., 192.168.1.123).

Security Model: The user security model; only SNMP V3.

Security Level: The security level to be used for this remote user:

o NoAuthNoPriv — There is no authentication or encryption used in SNMP communications.

(This is the default for SNMPv3.)

o AuthNoPriv— SNMP communications use authentication, but the data is not encrypted (only

available for the SNMPv3 security model).

o AuthPriv—- SNMP communications use both authentication and encryption (only available

for the SNMPv3 security model).

Authentication Protocol: The method to be used for user authentication. The options are MD5 or

SHA. The default is MD5.
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Authentication Password: A minimum of eight plain text characters is required. The valid range is 8-
64 characters).

Privacy Protocol: The encryption algorithm used for data privacy. The selections are DES or AES.
The default is DES.

Privacy Password: Enter at least eight plain text characters. The valid range is 8-64 characters.
22. Verify the Remote Users table selections and click the Add button when done.

23. Backup the configuration. See “Backup and Restore Operations (Provisioning)” on page 324.
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Change a SNMP User’s Group - Web Method

You can change an existing User from one group to another group via the Web interface.

1. Access the IONMM through the Web interface (see “Starting the Web Interface” on page 26).
2. Select the SNMP tab.

3. Inthe Users sub-tab, select (highlight) an existing user in the table.

4. Enter the new Group name in the Group Name field.

5. Click the Change Group button.

main || swte || HTTPs | ssH || Rabws || acL m USERS |

[ General Users ' roups | Miews || Trap Hosts | Remote Users |

User Name Group Mame Security Model Security Level Authentication Protocol Privacy Protocol
BobB private V3 AuthPriv MDa DES
TedT W3 NoAuthMoPriv MNone Mone
JeffS private V3 AuthPriv SHA AES
CarolC W3 AuthPriv SHA AES
GomesD W3 AuthPriv SHA AES
l AndersonT comm_1 V3 AuthNoPriv SHA None ”

User Name Toup Ne

AndersonT ® [private |©
Security Model Security Level Authentication Protocal Passwaord
[v3 v| [AuthhioPriv v| [sHa ¥ |

Privacy Protocol Password
i |

mm’m

6. Click the Refresh button if required. The user’s new Group Name displays in the table.

[ man || sure || HrTes || ssH | RaDUs | AcL'@HUSERs '
General Groups || Views Trap Hosts Remﬁ;.- Users |
User Mame Group Mame Security Model Security Level Authentication Protocol Privacy Protocol
BohbB private V3 AuthPriv MD&s DES
TedT W3 NoAuthMoPriv None None
JeffS private V3 AuthPriv SHA AES
CarolC V3 AuthPriv SHA AES
GomesD W3 AuthPriv SHA AES
AndersonT private V3 AuthMoPriv SHA Mone ]
User Mame Group Mame
AndersonT @ [private (]
Security Model Security Level Authentication Protocol Password
[v3 ~| [AuthNaPriv ~| [sHA ~ |
Privacy Protocol Password
3 | |
sk|Add DE\Etg Change Group| EEIp

In this example, user “AndersonT” is moved from the Group “comm._1" to the Group “private”.
7. If the message “ERROR: Invalid Input” displays, click Refresh to clear the message, and make sure a

user is selected (highlighted) and that an existing Group Name is entered in the Group Name field.

SNMP v3 Default Values

SNMPv3 initializes with the following default values.

Table 23: SNMP v3 Initialization (Default) Values
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Item or Table

Default Value

SNMP version V1/v2c
V1/v2c Write community rivate
string P
V1/v2c Read only public

community string

SNMPv3 engine ID

“80 00 03 64 03 00 c0 2 xx xx xx", where:
“03 64’ is the enterprise number of Lantronix.
“00 c0 2 xx xx xx” is the MAC address of an ION device.

Trap hosts

None configured.

Users

None configured.

Groups

Four default group entries, the “public” group and the “private” group
are used for SNMPv1/v2 community string. These group entries are
read-only.

Public v1: this entry has SNMPv1 read access to the default view.
Public v2c: this entry has SNMPv2c read access to the default
view.

Private v1: this entry has SNMPv1 read and write access to the de-
fault view.

Private v2c: this entry has SNMPv1 read and write access to the
default view.

Views

One default read-only view: DefaultView. This view includes access
to the entire MIB tree.

Notes for SNMPv1 and SNMPv2c Users

At default there are two community strings and these two default community strings can be deleted
by the user: 1) “public”: a read-only community string, and 2) “private”: a read-write community

string.

The Read only community string has full SNMPv1/v2c read access to the default view. It will be
automatically added into the “public” group.

The Read write community string has full SNMPv1/v2c read and write access default view. It will be
automatically added into the “private” group.
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Table 24: SNMP v3 Web Interface Default Values

string

SNMP tab
SNMP General sub-tab
V1/v2c Write community string private
V1/v2c Read only community public

SNMPv3 engine ID

“80 00 03 64 03 00 cO0 2 xx xx xx".

“03 64’ is the enterprise number of Lantronix. “00 c0 2
xx xx xx" is the MAC address of an ION device.

For example: “800003640300C0OF2209EDE".

SNMP Users sub-tab

User Name

Group Name

Security Model

Security Level
Authentication Protocol
Authentication Password
Privacy Protocol

Privacy Password

ION

Default Group
vi/v2c
AuthNoPriv
blank

blank

blank

blank

SNMP Groups sub-tab

Group Name blank / Default Group / Test Group
Security Model blank / V3 / V2
Security Level NoAuthNoPriv
Read View defaultView
Write View defaultView
Notify View defaultView
SNMP Views sub-tab
View Name defaultView
OID Subtree List blank / “Click To See Detail ...”
Actions blank
OID Subtree blank
Type Included
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SNMP Trap Hosts sub-tab

Trap Version V3

P 172.16.6.9
Port 162
Community / Security Name private
Security Level NoAuthNoPriv
Trap/Inform Trap
Timeout (centisecond) 1500
Retry Times 3

SNMP Remote Users sub-tab

Remote IP blank
Remote Port 162
Remote Engine ID blank
User Name blank
Group Name blank
Remote IP blank
Security Model V3
Security Level NoAuthNoPriv
Authentication Protocol blank
Authentication Password blank
Privacy Protocol blank
Privacy Password blank

SNMP v3 Commands

Command Categories

*Group Commands*
add snmp group

remove snmp group
show snmp group

*Local User Commands *
add snmp local user
remove snmp local user
set snmp local engine
show snmp local engine
show snmp local user

*Remote User Commands *
add snmp remote user
remove snmp remote user
show snmp rmt user

*View Commands *
add snmp view
remove snmp view
set snmp view
show snmp view

*Trap Host commands*
add snmp traphost

show all SNMP trap hosts
show snmp traphost

* SNMP Remote Engine Commands *
add snmp remote engine

remove snmp rmt engine

show snmp rmt engine

*Community Commands *
add snmp community

remove snmp community
show snmp community

Web IF Sub-tabs: SNMP General, SNMP Users (Local + Remote), SNMP Groups, SNMP Views, SNMP Trap Hosts,
SNMP Remote Users sub-tabs.
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SNMP v3 Commands - Alphabetical List

Add SNMP Community Name / Access Mode
Add SNMP Group
Add SNMP Local User
Add SNMP Remote Engine
Add SNMP Remote User Name / Address Type
Add SNMP Remote User Name / Engine
Add SNMP Traphost
Add SNMP View Name
Remove SNMP Community Name
. Remove SNMP Group
. Remove SNMP Local User
. Remove SNMP Remote Engine
. Remove SNMP Remote User Name / Address Type
. Remove SNMP Remote User Name / Engine ID
. Remove SNMP Traphost
. Remove SNMP View
. Set SNMP Local Engine
. Set SNMP Local User Name
. Set SNMP View
. Show SNMP Community
. Show SNMP Group
. Show SNMP Local Engine
. Show SNMP Local User
. Show SNMP Remote Engine
. Show SNMP Remote User
. Show SNMP Traphost
. Show SNMP View

LoONIIUNAWDNR

NNNNNNNNRRRRRRRRR R
NOUDWNRPOWLONOODU D WNRO
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Web Interface-to-CLI Command Cross Reference
The table below provides a cross-reference of configurable parameters via the Web interface versus CLI

commands.

Table 28: Web Interface to CLI Command Cross Reference

Web Field

CLI Command

SNMP General sub-tab

Community String
Access Mode

Add SNMP Community Name / Access Mode

SNMP v3 Engine ID

Add SNMP Remote Engine

Add SNMP Remote User Name / Engine
Remove SNMP Remote Engine

SNMP Users sub-tab

User Name

Group Name

Security Model

Security Level
Authentication Protocol
Authentication Password
Privacy Protocol

Privacy Password

Add SNMP Local User
Remove SNMP Local User
Set SNMP Local User Name
Show SNMP Local User
Add SNMP Group

Remove SNMP Group

Set SNMP Local User Group
Show SNMP Group

SNMP Groups sub-tab

Group Name
Security Model
Security Level
Read View
Write View
Notify View

Add SNMP Group

Remove SNMP Group

Set SNMP Local User Group
Show SNMP Group

SNMP Views sub-tab

View Name ;
Add SNMP View Name
gl? Subtrees Remove SNMP View
ctions Set SNMP View
OID Subtree Show SNMP View
Type
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SNMP Trap Hosts sub-tab

Trap Version

P

Port

Community / Security Name
Security Level
Authentication Protocol
Authentication Password
Privacy Protocol

Privacy Password

Engine ID

Add SNMP Traphost
Remove SNMP Traphost
Show SNMP Traphost

SNMP Remote Users sub-tab

Remote IP
Remote Engine ID

User Name
Group Name Add SNMP Remote User Name / Address Type

Remote IP Add SNMP Remote User Name / Engine
Secur!ty Model Remove SNMP Remote User Name / Address Type
Security Level Remove SNMP Remote User Name / Engine ID

Authentication Protocol
Authentication Password Show SNMP Remote User

Privacy Protocol
Privacy Password
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SNMP CLI Messages

Message:

At most 255 SNMP views can be created!

At most 255 SNMP communities can be created!
At most 255 SNMP groups can be created!

Fail to create SNMP community!

Fail to create SNMP group!

Fail to create SNMP view!

Meaning: You exceeded the SNMP configuration maximum of 255 Communities, Groups, or Views.

Recovery:

1. Verify the limit of 255 SNMP Users, Groups, and Views entries has not been reached.

2. Verify the SNMP Trap hosts and Remote Users tabs parameter settings.

3. See the “SNMP Web Interface” section on page 27 for more information.

Syslog Messages

Message: LOG_WARNING, A defined IDS is detected.

Meaning: This is an IDS. Generate a trap message to SNMP. ION / Syslog monitors for malicious
activities / policy violations and reports them to the Management Station.

Recovery: Follow your organization’s procedure or process for detection of a defined IDS.

SNMP Engine ID Length

The Engine ID value must be (a-f) or (A-F) or 0-9 and the total length must be a dual from 18 to 64.

Message:

Its value must be consist of a-f or A-F or 0-9 and the total length must be a dual from 18 to 64.

Save the Engine ID failed!

SNMP Web Interface Messages

Message:

community name too long

Couldn't allocate enough memory

example config COMMUNITY not properly configured

example config NETWORK not properly configured

getnameinfo failed

missing CONTEXT_NAME parameter

missing NAME parameter

missing SOURCE parameter

missing COMMUNITY parameter

no IPv6 source address in PDU?

security name too long

Meaning: A problem occurred during SNMP configuration.

Recovery:

1. Verify the SNMP Users, Groups, and Views tabs parameter settings.
2. Verify the SNMP Trap hosts and Remote Users tabs parameter settings.

3. See the “SNMP Web Interface” section on page 27 for more information.
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Configuring VLANs, VLAN Management, and VLAN Tunneling

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of requirements that
communicate as if they were attached to the same wire, regardless of their physical location. A VLAN
has the same attributes as a physical LAN, but it allows for end stations to be grouped together even if
they are not located on the same LAN segment. Network reconfiguration can be done through software
instead of physically relocating devices.

A VLAN can be thought of as a broadcast domain that exists within a defined set of switches. Ports on a
switch can be grouped into VLANSs in order to limit traffic flooding since it is limited to ports belonging to
that VLAN and its trunk ports. Any switch port can belong to a VLAN. Packets are forwarded and flooded
only to stations in the same VLAN. Each VLAN is a logical network, and packets destined for stations that
do not belong to the same VLAN must be forwarded through a routing device. Each VLAN can also run a
separate instance of the spanning-tree protocol (STP).

VLANs are created to provide the segmentation services traditionally provided by routers in LAN
configurations. VLANs address issues such as scalability, security, and network management. Routers in
VLAN topologies provide broadcast filtering, security, address summarization, and traffic flow
management. By definition, switches may not bridge IP traffic between VLANSs as it would violate the
integrity of the VLAN broadcast domain.

Virtual LANs are essentially Layer 2 constructs, whereas IP subnets are Layer 3 constructs. In a campus
LAN employing VLANSs, a one-to-one relationship often exists between VLANs and IP subnets, although it
is possible to have multiple subnets on one VLAN or have one subnet spread across multiple VLANSs.
Virtual LANs and IP subnets provide independent Layer 2 and Layer 3 constructs that map to one
another and this correspondence is useful during the network design process.

A virtual LAN (VLAN) is a collection of network nodes that share the same broadcast domain regardless
of their physical location or connection point in the network. A VLAN serves as a logical workgroup with
no physical barriers. This allows users to share information and resources as though located on the same
LAN. VLANSs also allow a single physical LAN to be divided into multiple logical LANs.

This section covers VLAN, Management VLAN, and VLAN Tunneling configurations including:

Management VLAN Config - CLI Method on page 265
Management VLAN Config — Web Method on page 269
VLAN Config — Network Port - CLI Method on page 271
VLAN Config — Network Port - Web Method on page 283
VLAN Config — Provider Port — CLI Method on page 284
VLAN Config — Provider Port - Web Method on page 287
VLAN Config — Customer Port — CLI Method on page 291
VLAN Config — Customer Port - Web Method on page 292
VLAN Tunneling on page 296

Note that VLAN and Management VLAN configurations can be configured together or separately.
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Configuring Management VLAN

The Management VLAN is used to separate management traffic from other network traffic to and from
the x222x/x32xx. The Management VLAN is designed to help ensure the security of management control
by making sure that equipment not belonging to the Management VLAN does not have access to the
management traffic.

When configuring Management VLAN for the x222x/x32xx, you specify a VLAN ID which is to be used for
all management traffic to and from the device. The management station that belongs to that VLAN is the
only one able to manage the x222x/x32xx. This VLAN ID is given to untagged frames on ingress into the
x222x/x32xx. By default it is disabled or zero. When the value is non-zero, the management traffic is
expected to be tagged with the management VLAN ID configured when Management VLAN is enabled.

Also when configuring x222x/x32xx Management VLAN, you can specify whether one or several or all of
the ports on the x222x/x32xx are part of the Management VLAN. Note that you must create the
Management VLAN before you create any other VLANSs.

A Note before performing this configuration: When you specify a Management VLAN, your Web
and Telnet interfaces to the x222x/x32xx are lost, unless the management station (PC) is on the same
VLAN. Only management stations in the same VLAN can communicate with the x222x/x32xx through the
network. Enabling a Management VLAN does not disable a USB serial interface to the x222x/x32xx.

IMPORTANT

1) When you specify a Management VLAN, your Web and Telnet interfaces to the x222x/x32xx are
lost, unless the management station is on the same VLAN. Only management stations in the
same VLAN will be allowed to communicate with the x222x/x32xx through the network. If a
remote x222x/x32xx is configured, make sure that the management station/PC is part of the
same VLAN as the x222x/x32xx.

2) A series of messages display after you enable Management VLAN either via the x222x/x32xx
Web interface or the CLI. In both cases, management control is given to the Management VLAN
that you enabled. To regain control, turn off Management VLAN via the CLI (set mgmt vlan
state=enable) or via the Web interface (x222x/x32xx MAIN > Management VLAN Configuration
> Status = Enabled).

3) Enabling a Management VLAN does not disable a USB serial interface to the x222x/x32xx.
4) See Appendix B for VLAN tab factory default settings.
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The following configuration restrictions apply to the x222x/x32xx Management VLAN feature:
1) For Management VLAN, a VLAN ID of 2-4094 is valid. The defaultis a VLAN ID of VID 2.

2) Management VLAN status can not be changed to “Enabled” when no port members are
selected.

3) Management VLAN Status “Disabled” means that Management access is allowed on all the
ports; the values in Management VLAN ID and port members are ignored (at Device > Port >
ADVANCED tab > VLAN Forwarding Rules section > VLAN Status field).

4) Management VLAN can be enabled in "Network" mode or "Provider" mode. Before adding the
ports for Management VLAN, set the Frame Tag mode of that port to “Network". When Provider
tagging is required in that port, then set the Frame Tag mode to "Provider".

5) Port members cannot be checked without first enabling “Network/Provider” mode on those
ports (at Device > Port > ADVANCED tab > VLAN Tag Management section > Frame Tag Mode
field).

6) The card must be in “Network” mode (Port 1 > Advanced > Frame Tag Mode) to set the VLAN
ID. If it is not set to “Network”, an SNMP error will occur.

7) A port with its Frame Tag mode set to "Customer" (default) can not be added to Member Ports
for Management VLAN.

The Management VLAN default values for x222x/x32xx NIDs are:
e VLANID: 2

e Port members checked: none
e Status: Disabled

Management VLAN can be configured using either the CLI or Web method.
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Management VLAN Config —CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the current Management VLAN configuration. Type show mgmt vlan config and press Enter.

Note: In the following three steps to enable Management VLAN, the first is at the port level, the
other two steps are at the device level. These three steps (3, 4, and 5) must be performed in the
order shown.

3. Change the Management port from default “Customer” mode to “Network” mode.

4. Set this port as Management port. Enter the ports to be associated with this VLAN ID (VID). This sets
the device ports which are to be members of this Management VLAN. This is for security, to make
some ports non-members, which blocks all management access from this port. If multiple ports are
specified, they must be separated by commas with no spaces between the numbers (i.e.,
port=1,2,3).

5. Enable Management VLAN mode. Type set mgmt vlan state=enable and press Enter.

6. Change the Management VID. Type set mgmt vlan vid=10 and press Enter. This is the VLAN ID number
(2—4094). The default is 2. This sets the VLAN ID which is to be used for all management traffic to
and from the device. The management station that belongs to this VLAN is the only one able to
manage the x32xx. By default the VLAN ID is set to 1 (Management VLAN 1 enabled). When the
Management VLAN ID value is not 0 or 1, the Management traffic is expected to be tagged with the
Management VLAN ID configured when Management VLAN is enabled.

7. Add a VLAN. Type add vlan vid=10 and press Enter.

Other Management VLAN or Port VLAN attributes could be changed without strict order. For example:

C1|S3|L1P1>set port vlan tag mode=network
C1|S3|L1P1>home
C1|S3|L1D>set mgmt vlan port=1
C1|S3|L1D>set mgmt vlan state=enable
C1|S3|L1D>set mgmt vlan vid=1@ << to change the Mgmt VID>>
C1|S3|L1D>add vlan vid=10
C1|S3|L1D>show mgmt vlan config <<to verify the port VLAN configuration>>
vlan id vlan state vlan portlist
2 enable 1
C1|S3|L1D>set port vlan tag mode=network
C1|S3|L1D>set mgmt vlan port=2
C1|S3|L1D>set mgmt vlan state=enable
C1|S3|L1D>set mgmt vlan vid=10
C1|S3|L1D>add vlan vid=10
C1|S3|L1D>show mgmt vlan config
vlan id vlan state vlan portlist

3 enable 1

C1|s3|L1D>go 11p=1
C1|S3|L1P1>set port default-vid or set port force-default-vid
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C1|S3|L1P1>set port=discard-tagged or set port=discard-untagged
C1|S3|L1P1>set port mgmtaccess=enable <<to configure port vlan>>
C1|S3|L1P1>show port vlan config <<to verify the port VLAN configuration>>
C1|s3|L1P1> go 1l1p=2
C1|S3|L1P1>show port vlan config

Dotlq state: vlanEnabled

Discard-tagged: false

Discard-untagged: false

Default VLAN id: 5

Force use default VLAN id: true
c1|s3|L1P1>
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Management VLAN Config —-Web Method
1. Access the x222x/x32xx via the Web interface (see “Starting the Web Interface” on page 45).

2. At the device’s MAIN tab, locate the Management VLAN Configuration section.

+:[02]C2110-1013
+ [03]C2210-1013
+ [04]C2220-1014
+4[05]C3110-1013
+[06]C3210-1013

+[07]C3220-1040

+[08]C3221-1040
+[09]C3230-1040
+1[10]C3231-1040
+[12]C6010-3040

ION System Elm IP | ADVANCED | SNTP | HTTPS || SSH | RADIUS | TACACS+ || ACL || FDB | VLAN
_HIEJN Slach Muodel Information
= ;hassws Serial Mumber Model _Sgﬁ\,\[arg Revision Hardware Revision
+ [01]IONKM 11740541 ||lc3220-1040 |32 ||lr0.0 ‘

Bootloader Revision

System Configuration

System MName T

System Up Time - System Location—
[c3220-1040 |28 245862 | (10900 Red Circle Dve.
| ' |Configuration Mode —1|Console Access —|Mumber of Ports MAC Address——
ESUﬂWE[E‘ | Enabled =12 _|‘O0—CU—F2—21—2D—97 |

[Upllme Reset][System Rehuut][AH Counters Resel”Reset To Factory Cunﬂg]

System Contact————
|Transition I‘Jgty\;urhsjlgchg?

: Device Description” | Login Type -
+ [13]56120-1013 [Local v;|
+:[15]C6210-3040 e
+ [22]I0NPS-A Management VLAN Configuration
: VLAN ID Status Wember Ports

[23]I0WPS-D |52 ]| T 51/[OPart 1 Dron 2 |

System Log Configuratiom

|Sctat Addiess |

3. Inthe VLAN ID field, enter the VLAN ID number. The valid range is from 2—4094. This sets the VLAN
ID which is to be used for all management traffic to and from the device.
The management station that belongs to this VLAN is the only one able to manage the x222x/x32xx.
By default the VLAN ID is set to 2). When the value is not 0 or 1, the Management traffic is expected
to be tagged with the Management VLAN ID configured when Management VLAN is enabled.

4. Inthe Status field, select Enabled. This enables a secure channel for all associated management
traffic. The default Status is Disabled.

5. Inthe Member Ports field, select the ports to be associated with this VLAN ID (VID).
This sets the ports on this device which are to be members of this Management VLAN.
This is for security, as some ports can be made non-members, which blocks all management access
from this port. Check the checkbox for ports that you want to be VLAN member ports. The default is
all Ports unchecked (not associated with this VID).

6. Scroll to the bottom and click the Save button.
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Configuring VLANs — Network / Provider / Customer Mode
The following sections document how to configure VLAN network, provider and customer modes via the
CLI and Web interface.

VLAN Config — Network Port - CLI Method

In a VLAN enabled network, you can assign a VLAN as a Management VLAN. The VLAN ID will be used in
all management frames. This separates the management traffic from the data. Network mode is the
normal network operating mode. It can take untagged and 802.3ac tagged frames. In this mode,
Management VLAN can be enabled on the interface. Frames with an ethertype of 0x8100 are considered
as tagged.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the current VLAN configuration. Type show vlan config and press Enter.

3. Define VLAN VID 10 port 2 tagging.
Type set vlan vid=10 port=2 memetag=<noMod |notMember |tag|unTag> and press Enter.

4. Enable or disable Priority Override for VLAN VID 10 as desired.
Type set vlan vid 10 pri-override=<enable | disable> and press Enter.

Set the Priority level for VLAN VID 10. Type set vlan vid 10 priority 2 and press Enter.
Enable and configure Management VLAN as required; see previous section.

Switch to the applicable port. Type go I11p=1 and press Enter.

o N o U

Set the port’s VLAN tagging mode to Network. Type set port vlan tag mode=network and press
Enter.

9. Verify the VLAN configuration. Type show vlan config and press Enter.
Configure the x222x/x32xx and each of the ports as required. An example is provided on the next page.

Example (VLAN Config — Network Port - CLLI Method):
The following command sequence places the NID in VLAN 10, creates a Network port, allowing both
ports (Ethernet connections) to receive management traffic only from devices that are also in VLAN 10.

C1|S3|L1D>set vlan vid 10 port 2 memetag<noMod|notMember |tag|unTag>
C1|S3|L1D>set vlan vid 10 pri-override<enable|disable>
C1|S3|L1D>set vlan vid 10 priority 2

C1|S3|L1D>go 11p=1

C1|S3|L1P1>set port vlan tag mode<network>

C1|S3|L1P1show vlan config

vid:10 fid:@ priority:2 priv_override:disable
portl: noMod port2: Tag
C1|s3|L1P1

Enable and configure Management VLAN as required; see previous section.
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This procedure places the NID in the VLAN specified, creates a Network port, allowing the member ports
(Ethernet connections) selected to receive management traffic only from devices that are also in the

specified VLAN.

VLAN Config — Network Port - Web Method

Network mode is the normal network operating mode. It can take untagged and 802.3ac tagged frames. In
this mode, 802.1q can be enabled on the interface. Frames with an ethertype of 0x8100 are considered as

tagged.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Click the Save button.
3. Select the desired port’s ADVANCED tab.
4. Locate the VLAN Forwarding Rules section.

ION System MaiN (RENENE=M MCOUNTERS || LOAM

= lF)N SacH Bandwidth Allocation
—-Chassis

: Rate Limiting Mode— 7| Egress Rate Limit —||Ingress Rate Limit
+-[01IONMN |Counts All Layer 1~ ‘! Unlirmited | ‘! Unlimited

+[03]C3230-1040
+[05]C3230-1040
+L[08]C3210-1013

MALC Security
SA Lock-

+[10]C3231-1040

SA Lock Action Filter Unknown Unicast
s = nl_”‘ = ”:&3 zl!_"‘ R

Ei.“.?_f_.9_‘.??\.'1.0_‘*1"1.".\’.1E'_‘?ic..?.'.51_7‘
|

1" WLAM Forwarding Rules
VLAN Statu 5_—‘_ -
\Disabled

+[12C2110-1013
+.[14102240.1013

Discard Tagged =
Disabled v|

Discard Untagned
Disabled

Force Default VLANTS

—+[16]C2220-1014

Default VLAN ID‘_‘
t |

5. For each Port, at the ADVANCED tab in the VLAN Forwarding Rules section:
a) Set Discard Tagged to Enabled or Disabled (the default is Disabled).
b) Set Discard Untagged to Enabled or Disabled (the default is Disabled).
¢) Set Force Default VLAN to Enabled or Disabled (the default is Disabled).
d) Set the Default VLAN ID to <2-4094>. The default is VID 2.

6. Locate the VLAN Tag Management section.
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7.

10.

11.

For each port, at the Frame Tag Mode field, select Network.

ION System man (ENSIESRD counters | LoAM |
= .lF)N ek Bandwidth Allocation
="-Chassis

; Rate Limiting Mode Egress Rate Limit Ingress Rate Limit
+-[01JIONMI ||Cuums All Layer1 & hUnIimited v “Unlimited

)

+[03]C3230-1040
+[05]C3230-1040
+[081C3210-1013

MAC Security

SA Lock SA Lock Action Filter Unknown Unicast Filter Unknown Multicast
||D\sab|ed V‘ |‘D|scard and Motify \'| “Dlsahled V—||||D|sab\ed V—”

+1:[10]C3231-1040
+-[12]C2110-1013 VLAN Forwarding Rules

|Discard Untagged

V| HDlsahIed

Force Default VLAN
V| ||D|sah\ed V|

+ -[14]C2210-1013 VLAN Status |Discard Tagged
= TT6]c2220-10 ||D'93b‘Ed | |[Disabled

Default VLAN ID

+ [18]03220-1040

H Priority Forwarding Rules
[22]I0NPS-A

Default Priority

IEEE Priority Class—

|P Traffic Class————

Priority Precedence—

+[23]I0MPS-D

o 3

|Enabled ~| |[Enabled

o

|Use IEEE

3

SA Priority Override—— DA Priority Override——|VID Priority Override——

v || [Disabled

Il WLAN Tag Management

|Frame Tag Mode

Provider Ether Type
| Customer 55

|
|

Note: Leave the Provider Ether Type field at the default setting. The Provider Ether Type field is not

selectable when the Frame Tag Mode is set to Network.

If required, enable and configure Management VLAN; see the previous section.

Select the x222x/x32xx VLAN tab.

1O System want || Apvancep | site | rmres || ssh || rapws [ acc | ros (RERID
R VLANs
_"(?haSSIS VLANID  FDB ID Prionty Override Priority . Member Tag Port 1 Member Tag Port 2

+-[01ICNMIM >
1 0 Disabled 0 MoMad Molod
+-[03]C3230-1040 — - -
+ [05]C3230-1040 VLAN ID . FDB ID : IF'r?nrlty Override : IPI'IDI'\ty :
| | o | | Disabled ~| [0 v/

+1[08]C3210-1013
+1[10]C3231-1040
+1[12]C2110-1013

= [161C2220-1014

Create VLAN VID 10:

Member Tag Port 1
[MoMod

Member Tag Port 2
~| [NoMad |

a) In the VLAN ID field, enter 10.
b) At the Priority Override dropdown, select Disabled.

c) At the Priority dropdown, select 2.

|

d) At the Member Tag Port x dropdowns, select noMod, notMember, tag, or unTag as the
membership / action for this VID. Set each of the ports as not a member of the VLAN, or to
either not modify, or add a tag to, or remove the tag from management traffic.
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12. Click the Add button to add the new VLAN to the VLANSs table.

++[10]C3231-1040
+-[12]C2110-1013

—+[16]C2220-1014

ort
w+Poft2

]

Member Tag Port 2
Vi |UnTag Vi

Reres(Eag B pelesia

Member Tag Port 1
Tag

ION System MaN || apvancep | swte || HTTPS || ssH || Rabus || acL FDB@
ION Stack B i s
= hassi VLANID FDBID Priority Override Priority Member Tag Part 1 Member Tag Port 2
++[01 IR
1 0 Disabled 1} Molod MNoMod
+[03]63230-1040
) [05]03230-1040 A0 0 Disabled 2 Tag UnTag
+-[08]C3210-1013 VLANID ]| AR | Priority Override | Priority —
10 |l | |Disabled. ] 2 [

Adding VLAN succeeded

Wersion: 0.6.1

13. Click the Save button when done. The example above shows VLAN VID 10 added with Priority 2

with Member Tag Port 1 set to Tag and Member Tag Port 2 set to Untag.

Enable and configure Management VLAN as required; see previous section.

This procedure places the NID in the VLAN specified, allowing the member ports (Ethernet connections)
selected to receive management traffic only from devices that are also in the specified VLAN.
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VLAN Config — Provider Port — CLI Method
In a VLAN enabled network, you can assign a VLAN as a Management VLAN. The VLAN ID will be used in
all management frames. This separates the management traffic from the data.

In Provider mode, frames are considered provider tagged if it matches the 'ProviderEtherType' setting.
Frames which are ingress with a provider tag, are stripped of their provider tag on egressing this inter-
face. If the frame's Ethertype doesn’t match the 'ProviderEtherType' setting, it is considered as un-
tagged.

Use the following steps to configure Management VLAN over S-tag for a Provider port.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the current VLAN configuration. Type show vlan config and press Enter.

3. Define VLAN VID 10 port 2 tagging.
Type set vlan vid=10 port=2 memetag=<noMod |notMember|tag|unTag> and press Enter.

4. Enable or disable VLAN VID 10 Priority Override as desired.
Type set vlan vid 10 pri-override=<enable | disable> and press Enter.

5. Set the Priority level for VLAN VID 10. Type set vlan vid 10 priority 2 and press Enter.
6. Enable Management VLAN. Type set mgmt vlan state=enable and press Enter.
7. Switch to the applicable port. Type go I1p=1 and press Enter.

8. Set the port’s VLAN tagging mode to Network. Type set port vlan tag mode=provider and press
Enter.

9. Set the provider port’s VLAN tag EtherType.
Type set port vlan tag provider ethtype=<x8100|x88a8|x9100> and press Enter.

10. Verify the VLAN configuration. Type show vlan config and press Enter.

Configure the x222x/x32xx and each of the ports as required. An example is provided on the next page.
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Example (VLAN Config — Provider Port - CLI Method):
The following command sequence places the NID in VLAN 10, creates a Provider port, allowing both
ports (Ethernet connections) to receive management traffic only from devices that are also in VLAN 10.

C1|S3|L1D>set vlan vid 1@ port 2 memetag<noMod|notMember |tag|unTag>
C1|S3|L1D>set vlan vid 10 pri-override<enable|disable>
C1|S3|L1D>set vlan vid 10 priority 2

C1|s3|LiD>go 11p=1

C1|S3|L1P1>set port vlan tag mode=provider

C1|S3|L1P1>set port vlan tag provider ethtype=<x8100|x88a8|x9100>
C1|S3|L1P1>show vlan config

vid:10 fid:@ priority:2 priv_override:disable
portl: noMod port2: Tag
C1|s3|L1P1>

Enable and configure Management VLAN as required; see the previous section.

This procedure places the NID in the VLAN specified, creates a Provider port, allowing the member ports
(Ethernet connections) selected to receive management traffic only from devices that are also in the
specified VLAN.
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VLAN Config — Provider Port — Web Method

In a VLAN enabled network, you can assign a VLAN as a Management VLAN. The VLAN ID will be used in
all management frames. This separates the management traffic from the data.

Use the following steps to configure Management VLAN over S-tag.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the desired port’s ADVANCED tab.

3. Locate the VLAN Forwarding Rules section.

ION System MAIN ANl COUNTERS || LOAM

—--IQN Shach Bandwidth Allocation
s Rate Limiting Mode—— ‘

Unlimited =

: —||Egress Rate Limit———
+-[01]10MMM [ |

Ingress Rate Limit———
Unlirited

Counts All Layer 1 ]
+-[02]C6210-3040
;--[03]03230—1040
+ [05]C3230-1040
+--[U?]03210-1U13

MAC Security
Sf L Bcks
Disabled

—1|Filter Unknown Unicast— Filter Unknown Multicast—)
| isabled oL V:|

i e
+-[08]C3221-1040 VLAN Forwarding Rules

+1[10]C3231-1040 VLAN St.a!.y%—‘. D!ﬁca_rd_Tagged.—‘_
+-'[12]C2110-1U13 Disabled | Disabled v

Force Default \{Eé-.':.l.—‘_
| Disabled v

[Disabled

+4[14]C2210-1013 Default VLAN ID
._"[15](:2220’1 -‘%

Priority Forwarding Rules

Default Priority 1|IEEE Friarity Class 1| IP Traffic Class
‘ 0 ~| |'Enah|ed ~l ‘

Priority Precedence ]
|Use IEEE ~l

4. For each Port, at the ADVANCED tab in the VLAN Forwarding Rules section:

a) Set Discard Tagged to Enabled or Disabled (the default is Disabled).
b) Set Discard Untagged to Enabled or Disabled (the default is Disabled).
c) Set Force Default VLAN to Enabled or Disabled (the default is Disabled).

d) Set the Default VLAN ID to <2-4094>. The default is VID 2.

5. Locate the VLAN Tag Management section.
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6. Atthe Frame Tag Mode field, select Provider.

ION System
=-10M Stack
=i Chassis

+ - [01]I0HMM
+1[02]C6210-3040
+-[03]C3230-1040
+1-[05]C3230-1040
+-[07]C3210-1013
+:[08]C3221-1040
+1[10]C3231-1040
+-[12]C2110-1013
+-[14]C2210-1013

+1[18]C3220-1040
+ [22]I0NPS-A
+[23]I0NPS-D

<..

VAN NNl COUNTERS .. LOAM

Bandwidth Allocation

|Rate Limiting Mode— | Egress Rate Limit——|Ingress Rate Limit——
HCnunts All Layer 1 V|| !Unlilmted VH [Unlimited V||

MAC Security

SALock——/8A Lock Action Filter Unknown Unicast—|Filter Unknown Multicast |
|Disabled |[|[Discard and Notify \Dlsahled —I |Dwsah\ed v—\l

VLAN Forwarding Rules

|VLAN Status— | Discard Tagged || Discard Untagged | |Force Default VLAN
| Disabled || [Disabled ~|([Disabled V\|‘|D|sah|ed ¥

Default VLAN ID
11

Priority Forwarding Rules

Default Priority |IEEE Priority Class——/IP Traffic Class — | Priority Precedence
\E "I |IEnahIEd i ‘\Eﬁahlgg ll ||USE IEEE l\

| SA Priority Override— DA Priority Ovarride— | VID Priority Override——

h Disabled V||||D\Eiah\ed b H h Disabled V||

VLAMN Tag Management
Frame Tag Mode =

Praovider Ether Type——

7. At the Provider Ether Type field, select X8100, or X9100, or X88A8. In Provider mode, a frame is
considered Provider tagged if it matches the 'Provider Ether Type'. Frames that are ingress with a
Provider tag are stripped of their Provider tag on egressing this interface. If the frame's Ethertype
doesn’t match the Provider Ether Type it is considered as untagged. The default x88a8.

8. Click the Save button.

9. Select the x222x/x32xx VLAN tab.

ION System MAIN _' ADVANCED || SNTP | HTTPS | SSH | RADIUS | ACL | FDB [[RYENY
= IQN Stack VLANs
—--C:,hasg\s VLANID FDBID  Priority Override Priority  Member Tag Port 1 Member Tag Port 2
+-[01IONMM
H il 0 Disabled 0 MolMod Molod
+-[02]C6210-3040
_;___[03][:3230_1040 WLAN ID FDB ID Priority Override Priarity
i 1 |/ [a | [Disabled ~| [0 v|
+-[05)C3230-1040 = =
;..[07]03210_1013 IMember Tag Port 1 IMember Tag Port 2
-?---[08](:3221-1040 \nuif‘u"lenmer v| ||1Utl'u’|emher ~|
+ [10]C3231-1040
+[12]C2110-1013 Flush VLANS
-?---[14](22210-1013 Flush Operation — Flush Status Failure Reason
+[16]02220-1014 (Flush Al ¥ | Il
+--[18]C3220-1040 Flush
+-[22]I0NPS-A -
10. Create VLAN VID 10:
a) In the VLAN ID field, enter 10.

b) At the Priority Override dropdown, select Disabled.

c) At the Priority dropdown, select 2.

d) At the Member Tag Port x dropdowns, select NoMod, UnTag, Tag, or notMember as the
membership / action for this VID. Set each of the ports as not a member of the VLAN, or to

either not modify, or add a tag to, or remove the tag from management traffic.

11. Click the Add button to add the new VLAN to the VLANs table.
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ION System “wan [ apvancep | sute | HrTPs || sse | Rabws | Act | FDE@
=HON Stack —
& Chacsis WLANID | FDBID Priority Override Priority Member Tag Port 1 Member Tag Port 2
+-[01]IONMM
+ E02}CF2:0 S 1 0 Disabled 0 MoMad MoMod
T05TCE20-
_;___[03103230_1040 10 0 Disabled S Tag UnTag
+ [05]C3230-1040 .VLAN D . FDB ID .Pr?urity Cwverride i lF'riurity i
+-[07]C3210-1013 (10 /|0 || Biabled ) |12 b
+ [08]C3221-1040 Wember Tag Port 1 Member Tag Port 2
+[101C3231-1040 [Tag v [UnTag
+[121C210-1013 it Delets|[Help
= Flush WLANs
Flush Operation Flush Status Failure Reasan
| Flush All > | I11f
Flush|

+-[18]C3220-1040

12. Click the Save button when done. The example above shows VLAN VID 10 added with Priority 2
with Member Tag Port 1 set to Tag and Member Tag Port 2 set to Untag.

This procedure places the x222x/x32xx in the VLAN specified, allowing the member ports (Ethernet
connections) selected to receive management traffic only from devices that are also in the specified
VLAN.

Enable and configure Management VLAN as required; see previous section.

Use the Flush Operation functions as needed; see the “Flush VLAN Databases Config” section on page
198.
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VLAN Config — Customer Port — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Check the current VLAN configuration. Type show vlan config and press Enter.

3. Define VLAN VID 10 port 2 tagging.
Type set vlan vid=10 port=2 memetag=<noMod |notMember|tag|unTag> and press Enter.

4. Enable or disable VLAN VID 10 Priority Override as desired.
Type set vlan vid 10 pri-override=<enable | disable> and press Enter.

5. Set the Priority level for VLAN VID 10. Type set vlan vid 10 priority 2 and press Enter.
6. Switch to the applicable port. Type go I11p=2 and press Enter.

7. Setthe port’s VLAN tagging mode to Network. Type set port vlan tag mode=customer and press
Enter.

8. Verify the Management VLAN configuration. Type show mgmt vlan config and press Enter.

9. Verify the VLAN configuration. Type show vlan config and press Enter.

Enable and configure Management VLAN as required; see previous section.
Configure the x222x/x32xx and each of the ports as required. An example is provided below.

Example (VLAN Config — Customer Port - CL.I Method):
The following command sequence places the NID in VLAN 10, creates a Customer port, allowing both
ports (Ethernet connections) to receive management traffic only from devices that are also in VLAN 10.

C1|S3|L1D>set vlan vid 10 port 2 memetag<noMod|notMember|tag|unTag>
C1|S3|L1D>set vlan vid 10 pri-override<enable|disable>
C1|S3|L1D>set vlan vid 10 priority 2

C1|s3|LiD>go 11p=1

C1|S3|L1P1>set port vlan tag mode<customer>

C1|S3|L1P1>show vlan config

vid:10 fid:@ priority:2 priv_override:disable
portl: noMod port2: Tag
C1|s3]|L1D>

Enable and configure Management VLAN as required; see previous section.

This procedure places the NID in the VLAN specified, creates a Customer port, allowing the member
ports (Ethernet connections) selected to receive management traffic only from devices that are also in
the specified VLAN.
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VLAN Config — Customer Port - Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the desired port’s ADVANCED tab.

3. Locate the VLAN Forwarding Rules section.

ION System L | mam (EARANESsl S COUNTERS | LoaM |
o Banduidth Allacation
—";hassws |Rate Limiting Mode——|Egress Rate Limit———Ingress Rate Limit———
+-[01]IOHMI |[Counts All Layer 1~ \||1 Unlimited b \||1 Unlimited - \|

+ [03]C3230-1040

+--[05]03230-1040 MAC Security

Filter Unknown Multicast )

A ytoe AT R R | M e — | [a

RN

|[Disabled ____:_,JF@ <

1ISALock—————————— |SA Lock f\ct|0n—| FIHBF Unknown Unicast—

Dicabled VH|DlsahIed VH

+:[10]C3231-1040
+[12]62110-1013
A152240.1013
= [16]C2220-1014

1" VLAMN Forwarding Rules

WLAM Status— | Discard Tagged
|\D|sab|ed ||—Dlsah\ed |

Disabled ~)

Discard Untagged | Force Default YLAN
EE g

~Port 1

|| (Default VLAN 1D

4. For each Port, at the ADVANCED tab in the VLAN Forwarding Rules section:

a) Set Discard Tagged to Enabled or Disabled (the default is Disabled).

b) Set Discard Untagged to Enabled or Disabled (the default is Disabled).
c) Set Force Default VLAN to Enabled or Disabled (the default is Disabled).
d) Set the Default VLAN ID to <2-4094>. The default is VID 2.

5. Locate the VLAN Tag Management section.

6. For each port, at the Frame Tag Mode field, select Customer.

ION System Ll man (ESANE=oRD counTers || Loam |
= lPN =k Bandwidth Allocation
=t Chiasisls Rate Limiting Mode Egress Rate Limit Ingress Rate Limit
+-[01]JIONMM “Counts All Layer 1 V| ||Un|imited V| “Unl\mited V|

+-[03)C3230-1040
+-[05)C3230-1040

MAC Security

+-[08]C3210-1013

SA Lack SA Lock Action Filter Unknown Unicast Filter Unknown Multicast
|D|sah|e ||D\scard and Matify “Disahled V—||||Dwsahled V—||

+-[10]C3231-1040
++[12]C2110-1013
+-[14)C2210-1013

VLAN Forwarding Rules

WLAN Status |Discard Tagged |Discard Untagged Force Default WVLAN
|Disabled |||[Disabled ~|||[Disabled v “Disahled v

Default WVLAN ID

+-[18]23220-1040
[+}[22]I0MPS-A

Priority Forwarding Rules

Priority Precedence——

+-[23]IONPS-D Enahled

o ol [

Default F'riorily—|‘\EEE Prigrity Class— ‘IF' Traffic Class—————

v | |[Enabled ~|||[Use IEEE ~|

SA Priority Override——7\ DA Priority Override—7 | VID Priority Cverride——

|l Disabled
e

VLAN Tag Management

Frame Tag Mode :
|Customer.

Provider Ether Type

v||[Disabled ¥

Note: the Provider Ether Type field is not selectable when the Frame Tag Mode is set to Customer.

7. Select the x222x/x32xx VLAN tab.
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ION System maiN || apvanceD | sntp | HTTPs | ssH | Rapws || acL | FoB @
T VLANS
=i Chassis VLANID FDBID Priarity Override Priority  Member Tag Port 1 Member Tag Part 2

+-[017IONIM :
1 0 Disabled 0 MNoMod MoMod
+1[03]C3230-1040 — _ —
+1[05]C3230-1040 WLAN ID : FOBID . _E'_r!on_ty Override — :Er_mnt_y —
: | | o | |Disabled ¥ o ¥

+[08]C3210-1013
+1[10]C3231-1040
+1[12]C2110-1013

L1410 010
= [16]C2220-1014

8. Create VLAN VID 10:

Member Tag Port 1
|Nolod

Member Tag Port 2
| [NoMod ¥

a) In the VLAN ID field, enter 10.
b) At the Priority Override dropdown, select Disabled.
c) At the Priority dropdown, select 2.

|

d) At the Member Tag Port x dropdowns, select NoMod, NotMember, Tag, or UnTag as the
membership / action for this VID. Set each of the ports as not a member of the VLAN, or to
either not modify, or add a tag to, or remove the tag from management traffic.

9. Click the Add button to add the new VLAN to the VLANSs table.

LePort 2 ~

ION System | wam || apvancep || swte || HTTPs | ssH || Raps || acL FDB@
—L 1O ~
ION Stack VLANS
= hassis VLAMID FDBID  Priority Override Priority  Member Tag Port 1 Member Tag Port 2
+-[01]IONMI .
4 0 Disabled ] MNolMod NolMod
+-[03]C3230-1040
+[05]C3230-1040 A0 0 Disabled 2 Tag UnTag
+-[08]C3210-1013 VLAN ID _ FDBID  Prigrity Override | |Priority. —
| | 1| I |
+-[12]C2110-1013 Member Tag Port 1 = Member Tag Port 2 =)
4 10 |Tag ~| |UnTag bl
—-[16]C2220-1014 |Im

Adding VLAN succeeded

Version: 0.6.1 |

10. Click the Save button when done. The example above shows VLAN VID 10 added with Priority 2

with Member Tag Port 1 set to Tag and Member Tag Port 2 set to Untag.

This procedure places the x222x/x32xx in the VLAN specified, allowing the member ports (Ethernet
connections) selected to receive management traffic only from devices that are also in the specified

VLAN.

Enable and configure Management VLAN as required; see the previous section.

Use the Flush Operation functions as needed; see the “Flush VLAN Databases Config” section below.

33472 Rev. K https://www.lantronix.com/

Page 278 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Flush VLAN Databases Config

You can delete (flush) the VLAN FID DB and the VLAN DB entries via the x222x / x32xx CLI or the Web
interface.

Flush FID DB — CLI Method

The flush fiddb type command is a port level command that clears the dynamic entries or all of the
entries in the VLAN forwarding information database. Note: The flush fiddb type=dynamic command
only deletes the dynamic entries; it does not affect the static, staticNRL, or staticPA Entry Types. The
flush fiddb type=all command deletes all of the Entry Types (static, staticNRL, staticPA, and dynamic) for
all FIDs.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enter the CLI command to Flush the VLAN FID. Type flush fiddb type=<all|dynamic> and press Enter.
The message “Flushing fiddb is in progress!” displays momentarily. If the Flush FID DB process
completes successfully, the message “Flush VLANdb succeeded!” displays.

Example: C1|S1|L1D>flush fiddb type ?
all
dynamic

C1|S1|L1D>flush fiddb type dynamic
Cannot flush vlandb on this card!
C1|s1|L1D>go c=1 s=3 1id
C1|S3|L1D>flush fiddb type dynamic
Flushing fiddb is in progress!
Flush VLANdb succeeded!
C1|S3|L1D>flush fiddb type all
Flushing fiddb is in progress!
Flush VLANdb succeeded!

C1|s3|L1D>

The VLAN FID database flush operation status displays failure to indicate the last flush operation failed.

Note: if a FID Db flush operation is currently in progress, wait for the “Flush VLANdb succeeded!” mes-
sage before starting another FID DB flush process.
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Flush FID DB — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the device’s FDB tab.

|| [Flush

ION System C | mam || apvancep || sute | HTTes || ss || rRapws || acu(REEERD vian | snve | usERs | BAGKUP-RESTORE
=rION Stack MACS
FDB 1D MAC Address Port Priority Entry Type
E 0 00-04-75-BD-9C-36 | 0 dynarnic
~Port 2
FDB ID WMAC Address 711Port | Prionty
Il o | | |[Por 4 =)o
II_Entl}_' Type S
| static. o)
| F— |
_—_'__,__-———'—_ METTESTT
Flush FDBs
Flush Operation ~ Flush Status Failure Reason
| Flush All s |

3. Inthe Flush VLANSs section at the Flush Operation dropdown, select Flush All or Flush All Dynamic
and click the Flush button. The webpage message “Are you sure to flush all?” displays.
If this is the operation that you want, click the OK button. The “Flush is being processed” message

displays momentarily.

If the Flush was successful, the Flush Status field displays “Success”.
If the Flush was unsuccessful, the Failure field displays the reason for the Flush failure. See ”Section
6: Troubleshooting” on page 271 for the set of Failure Reason codes that may be displayed.

Note: The Flush All Dynamic selection only deletes the dynamic entries; it does not affect the static,
staticNRL, or staticPA Entry Types. The Flush All selection deletes all of the Entry Type entries (static,
staticNRL, staticPA, and dynamic) for all FIDs.
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Flush VLAN DB - CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enter the CLI command to flush the VLAN FID. Type flush vlandb=all and press Enter. This is a port
level command to erase all VLAN database entries except for the default VLAN database entry
(which cannot be deleted).

3. The message “Flushing VLANdD is in progress!” displays momentarily. If the Flush FID DB process
completes successfully, the message “Flush VLANdb succeeded!” displays.

For example: C1|S1|L1D>flush vlandb ?
all
C1|S3|L1D>flush vlandb all
Flushing VLANdb is in progress!
Flush VLANdb succeeded!
C1|s3|L1D>

The VLAN database flush operation status displays failure to indicate the last flush operation failed.

Note: if a FID Db flush operation is currently in progress, wait for the “Flush VLANdb succeeded!” mes-
sage before starting another FID DB flush process.

VLAN Db Flush Operation Status

The current VLAN database flush operation status; either:
unknown: no flush operation has been performed.
success: the last flush operation was finished successfully.
failure: indicates the last flush operation failed.
inProgress: a flush operation is currently in progress.
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Flush VLAN DB - Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the device’s VLAN tab.

++[07]C3210-1013
+-[08]C3221-1040
++[10]C3231-1040
++[12]C2110-1013
++[14]C2210-1013

_| | Member Tag Port 2
~| |[notMember

Member Tag Port 1
|notiMember

" Flush VLANs
Operation

_ Flush Status

++[18]C3220-1040

10N System MAIN | ADVANCED || SNTP | HTTPS | SSH | RADIUS || ACL || FDB m
—|ON Stack VLANS
i Chassis VLANID FDBID | Priority Override Priority - IMember Tag Port 1 Member Tag Port 2
+-[01]IOHMM
1 0 Disabled 0 NeMod MNeMod
+-[02]C6210-3040 -
+[03]C3230-1040 10 0 Disabled 2 Tag UnTag
+-[05]23230-1040 VLAN D | FDBID Priority Override ~ Priority =
\ |/l | |Disabled ¥ [o v

 Failure Reasan

3. Inthe Flush VLANSs section at the Flush Operation dropdown, select Flush All and click the Flush
button. The web page message “Are you sure to flush all?” displays. If this is the operation that you
want, click the OK button. The “Flush is being processed” message displays momentarily.

If the Flush was successful, all of the VLANs in the VLANSs table are deleted except for VLAN ID 1, and

the Flush Status field displays “Success”.

If the Flush was unsuccessful, the Failure field displays the reason for the Flush failure.

See "Section 6: Troubleshooting” on page 271 for the set of Failure Reason codes that may be

displayed.
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Configuring VLAN Tunneling (802.1q Tunneling)

Sending multiple VLANs across the service provider's Metro Ethernet network can be accomplished with
VLAN Tunneling, also known as 802.1q Tunneling. The original 802.1Q specification allows a single VLAN
header to be inserted into an Ethernet frame. Q-in-Q allows multiple VLAN headers to be inserted into a
single frame.

VLAN Tunneling is a mechanism that service providers can use to provide secure Ethernet VPN services
to their customers. Ethernet VPNs using VLAN Tunneling are possible because of the two-level VLAN tag
scheme used. The outer VLAN tag is referred to as the service provider VLAN tag (S-Tag) and uniquely
identifies a given customer within the network of the service provider. The inner VLAN tag is referred to
as the customer VLAN tag (C-Tag) because the customer assigns it. It is possible for multiple customer
VLANSs to be tagged using the same outer or service provider VLAN tag, thereby trunking multiple VLANs
among customer sites.

VLAN Tunneling lets service providers use a single VLAN to support multiple VLANs of customers, while
preserving customer VLAN IDs and keeping traffic in different customer VLANs segregated. At the same
time, it significantly reduces the number of VLANs required to support the VPNs. VLAN Tunneling encap-
sulates enterprise customers’ VLANs into a VLAN of the service provider.

VLAN Tunneling accomplishes the following:

e Enterprise customers receive transparent Layer 2 links between sites within a metro area, such
as a link from a branch office to a main campus.

e Service providers can separate or group traffic on a per-customer basis using outer VLAN tags as
it traverses the common infrastructure so that the same infrastructure can provide service to
multiple customers.

e The VLAN ID of the enterprise and the VLAN ID of the service provider do not have to match.

e Customers can treat the switching infrastructure in a remote site as if it were part of the local
site. They can use the same VLAN space and run protocols such as STP across the provider infra-
structure through 802.1q.

The VLAN Tunneling model allows the customer edge switch on each side of the tunnel to view the ser-
vice provider infrastructure as nothing more than a transparent bridge.

How VLAN Tunneling Works

A tunnel port is a port that is configured to support 802.1q (VLAN) tunneling. Each customer comes in on
a dedicated customer-facing port on the service provider switch where a VLAN that is dedicated to tun-
neling is assigned. The service provider assigns each customer an outer VLAN tag or a service provider
VLAN tag that uniquely identifies him within the network. The service provider VLAN also keeps the cus-
tomer traffic isolated from other customer traffic that is traversing the same service provider network.
That service provider VLAN supports all the VLANs of the customer.

VLAN Tunneling refers to multiple tagging of dot1Q frames as they enter a service provider switch from
a client switch. VLAN Tunneling can tag or untag any frames that it receives from the customer tag.
VLAN Tunneling also has native VLAN frames that are untagged. The service provider switch adds the
outer VLAN tag.

Tagged and untagged customer traffic comes from a port on a customer device and enters the service-
provider edge switch through a tunnel port. Each customer edge port that is connected to a VLAN tunnel
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port is typically configured as a trunk port. The customer trunk port is unaware of the provider VLAN
tunnel and can communicate with all of its other trunk ports that are connected to the metro network
of the provider as if they were directly connected. This makes the process transparent to the enter-
prise’s switching network.

A hub customer edge might have connectivity to two remote spoke sites and have only half of the
VLANs from the hub site go to one site, and the remaining VLANs go to the second remote site. This is
possible using two service provider VLANSs for this enterprise customer when certain sites need to see
only some and not all of the VLAN traffic from the hub site.

Customer A
VLANs 1 -100

Customer A
VLANs 1-100

Service

unnel Fort

N s, VLAN 30 Pravider Tunnel Port
Tunne! Port A — VLAN 30 .
VLAN 30 o T~
Ports Ports
Pl ~
s Tunnel Port Tunrel Port ~
VLAN 40 VLAN 40

Trunk
Asymmetric Link

Customer B

1-
Customer B VLANs 1 -200

VLANS 1-200

Figure 28: VLAN Tunneling Example

The link between the 802.1q trunk port on a customer device and the tunnel port is an “asymmetrical”
link. One end is designated an 802.1q trunk port, and the other end is configured as a tunnel port. The
tunnel port is configured with an access VLAN ID that is unique to a customer.

Using the VLAN tunneling feature, a service provider uses a single VLAN to support customers who have
multiple VLANs. Customer VLAN IDs are preserved, and traffic from various customers is segregated
within the service-provider infrastructure even when they appear to be on the same VLAN.

Thus VLAN tunneling expands VLAN space by using a ‘VLAN-in a-VLAN’ hierarchy, and by tagging the al-
ready-tagged packets. The port configured to support VLAN tunneling is called a tunnel port. When con-
figuring tunneling, a tunnel port is assigned to a VLAN that is dedicated to tunneling. Each customer re-
quires a separate VLAN, but that VLAN supports all of the customer's VLANSs.
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Summary

The original 802.1Q specification allows a single VLAN header to be inserted into an Ethernet frame. Q-
in-Q allows multiple VLAN headers to be inserted into a single frame, an essential capability for imple-
menting Metro Ethernet network topologies.

IEEE 802.1Q-in-Q is an Ethernet networking standard for Ethernet frame formats. 802.1Q-in-Q is an
amendment to IEEE 802.1Q, and not an independent specification of its own; but the amendment, a
non-trivial extension, acquired this alias. It is also known simply as "QinQ" or "Q-in-Q".

In a multiple VLAN header context, the term "VLAN tag" or just "tag" for short is often used in place of
"802.1Q VLAN header". Q-in-Q allows multiple VLAN tags in an Ethernet frame.

When used in the context of an Ethernet frame, a Q-in-Q frame is a frame that has two VLAN 802.1Q
headers (double-tagged).

Prerequisites for VLAN Tunneling Functions

1. Network topology and network administration have been reviewed.
2. Business and service policies have been established.

Restrictions for Configuring VLAN Tunneling Functions

The ION system supports static VLAN configuration. While VLAN Tunneling works well for Layer 2 packet
switching, there are incompatibilities with some Layer 2 features and with Layer 3 switching.

A tunnel port cannot be a routed port.

IP routing is not supported on a VLAN that includes 802.1Q ports.

Fallback bridging is not supported on tunnel ports.

Tunnel ports do not support IP access control lists (ACLs).

Layer 3 quality of service (QoS) ACLs and other QoS features related to Layer 3 information are not
supported on tunnel ports.

Cisco’s Dynamic Trunking Protocol (DTP) is not compatible with 802.1Q tunneling.

Loopback detection is supported on 802.1Q tunnel ports.

If management is required over a provider port, it must use Management VLAN.

You can set up a VLAN without Management VLAN enabled. You can not set up a VLAN without set-
ting up VLAN Forwarding Rules, because then it would not validate any frames with no filtering
rules in the VLAN filtering database.

ukhwnN e

L N

For specific procedures on configuring VLAN Tunneling via the CLI or Web method, see “Appendix F:
VLAN Tunneling Configuration Examples” on page 524.
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Configuring QOS

QoS (Quality of Service) can be set up on Lantronix ION modules either:

e At the Layer 2 level using CoS (Class of Service) bits per IEEE 802.1p, or
e at the Layer 3 level based on DSCP/ToS (Differentiated Services Code Point/Type of Service).

QoS (Quality of Service) can be set up on ION modules that support the layer-2 switch QoS functions of
priority classification, queuing and remarking. The C2x2x/C3x2x NIDs provide QoS at the Layer 2 level
using CoS bits per IEEE 802.1p. The priority bits in the 802.3ac tag can be remapped as frames ingress
the device based on Ingress port, Source MAC address, Destination MAC address, or VLAN ID in the
802.1q tag, or on the basis of remapping to a user-defined priority on a per-port basis.

The C2x2x/C3x2x NIDs also provide QoS based on DSCP/ToS bits in the IP header. Three precedence bits
have a value from 0 to 7 and are used to indicate the importance of a datagram. The default is O (higher
indicates more importance). Bits 3, 4, and 5 represent the following:

D: requests low delay
T: requests high throughput
R: requests high reliability

QoS can be configured in the NID using either the CLI or the Web method.

QoS Config — CLI Method

QoS (Quality of Service) allows the bandwidth, error rates and latency to be monitored, sampled and
possibly improved. QoS also delivers tools to help deliver data efficiently by reducing the impact of delay
during peak times when networks are approaching full capacity. QoS does not add capacity, nor does it
multiplex the signals like WDM. QoS simply tries to manage data traffic better so that top priority traffic
will not be compromised. QoS helps manage the use of bandwidth by applying a set of tools like priority
scheme, so certain packets (mission critical must go packets) are forwarded first.

Note: These commands can only be entered when the last part of the command line prompt indicates
the location is a port (LxPx; where x is 1, 2 or 3).

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Select the desired device port.

3. Set the Default Priority for the Port. Type set qos default—priority={0-7} and press Enter.
For example: C1|S7|L1D>set qos default-priority 7.
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4. Set a Frame Priority for the Port. Select either:

e Destination MAC Address is Used {enable | disable}
e |EEE Tag is Used {enable | disable}

e |PTagis Used {enable | disable}

e Source MAC Address is Used {enable | disable}

e VLANID is Used {enable | disable}

5. If selected in step 4, set IEEE Priority Remapping.
Type set dotldbridge ieee-tag-priority={0-3} remap-priority={0-7} and press Enter.

6. Set the Ingress Priority Remapping. Type set qos ingress-priority {0-7} {0-7)} and press Enter.

7. Define the priority remapping for IP traffic.
Type set dotldbridge ip-priority-index={0 — 63} remap-priority={0 — 3}

8. Set the tag type (IEEE or IP) to be used to decide frame priority type of a port if both tags are
available. Type set qos priority tag—type={uselEEE | uselP} and press Enter.

9. Show the Priority Remapping to verify the selected configuration. Type show qos priority
remapping and press Enter. The QOS Priority Remapping configuration displays:

C1|s13|10apl|11p2/>show qos priority remapping
ingress-priority remapping-priority

N o v b WN RO
N o v ph wNREOo

10. Show the QoS Configuration of the port to verify the selected configuration. Type show qos config
and press Enter. The QOS configuration information displays:

C1|s16|L1P1>show qos config

Default priority: (%]

Use IEEE tag for priority: enable
Use IP tag for priority: enable
Tag type for priority if both tag available: useIEEE
Use source MAC address for priority: disable
Use destination MAC address for priority: disable
Use VLAN id for priority: disable
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QoS Config — Web Method

1. Port Priority Queues: Each port contains four different classes of output priority queues.

Priority Queue Frame Type Weight
0 Best Effort 1
1 Background 2
2 Excellent Effort 4
3 Critical Applications 8

Packets will be transmitted from these queues in weighted round-robin fashion with the weights of

8:4:2:1 for class queues 3, 2, 1 and 0.

2. Classification: Incoming Packets to a port can be classified based on L2 CoS (IEEE 802.1p) or L3 IP
DiffServ (IPv4/1Pv6) priority field or port default priority. See the Priority Override section for details on

how port/L2/L3 classification can be configured per port.

IEEE priority re-mapping: When a packet is classified by L2 CoS priority, it will be re-mapped to

another L2 priority value as defined in the per-port priority re-mapping table.

ION System r-.fIAIr‘COUNTERS [ Loam |

— 0N Stack o )
=iChassis

+-[03]C3230-1040

Bandwidth Allocation

Rate Limiting Mode—7/Egress Rate Limit—Ingress Rate Limit~
Cuums All Layer1 v |'Unhm|ted ~| |'Un|\m|ted

+-[06]C3230-1040
- [O7]IONMM

MAC Security

1040 _S.ﬁ_Lp_c_k 3 SA Lock Action ) Filter Unknown Umcaslﬁ _F_\_Il__er Unknown Multicast
| Disablad V' | Discard and Motify v' [Disabled | Disablad \'—||

—L[16]C2220-1014
¢ L P
o~ Port 2
+ [18]C3220-1040

WLAM Forwarding Rules

VLAN Status- 7| Discard Tagged Discard Untagged- Force Default VLAN—
[Enabled | |:Dlsahled | Disabled ‘ Disabled V|

+ [22]IO0NPS-A

Default VLAN ID

Priarity Forwarding Rules

|Default Priority

|[EEE Priority Class |IP Traffic Class |F'r|0r|t\ Precedence
|0 > ||Enab|ed ~| ||Enab\ed ¥ |[Use IP ~|

VID Priority Qverride

|SA Priority Cverride

DA Priority Override
|D|55hled v

r

| Disabled v |D|aahled
Il VLAN Tag Management
ergherﬂge—|
~Tser Priority
Remap Oto Remap 1to Remap 2 to Remap 3 to
= v |z e E
Ll |Remap 4 to: |F‘.emap |Remap ¥ to

|F‘.emap 5 to:

V||..
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IP Traffic Class priority re-mapping: When a packet is classified by IP priority, it will be re-mapped
by the global IP remapping table.

ION System

|| wa

="10M Stack
—-Chassis

4 [01]IONMIM
+[031C3230-1040
+ [05]C3230-1040
+ [10]C3231-1040
+ [12]C2110-1013
+[14]C2210-1013
+[18]C3220-1040
+[22]I0NPS-A
+ [23]I0NPS-D

FOB Aging Time {Enter in 15sec increments),
[300

IMAC Address Leamning
‘F’ort 1 #Port 2

Link Pass Through{LPT)

(Transparent LFT— | Selective LPT———|Menitoring Pot————
[ Disabled ~| |[Disabled ¥| ([Por 2 ~|

IEEE Priority Class

(Remap 0 to{PID}—7|Remap 1to:(PID}—|Remap 2 to:(PID})—|Remap 3 to:(FID)
Lo || ] |[1 | =l

|Remap 4 to:(PID)—|Remap & to:(PID)——|Remap 6 to(PID)—|Remap 7 to:(PID)—
2 o) |[2 2IE 2 |E =l

IP Traffic Class
\RemapMCF‘ )—Remap 11to:(DSCP)— 7 |Remap 2 to:{DSCR)—tRemap 3 to:(DSCPRj—

e ¥ [0 #| |[o ] |[o =
|Remap 4 to:{DSCP)——|Remap 5 to:(DSCP)—|Remap 6 to:(DSCP}—|Remap 7 t?TBSCF’}—|
Lo |0 ~] [lo ~|[lo |
|Remap 8 to:{iDSCP)— 7 |Remap 9 to:(DSCP)—|Remap 10 to:{DSCP)—7|Remap 11 to.fDSCP}ﬁ|
[ =0 ] [lo ~])[lo |

Rem_p 12 to:(DSCP)— Rem_p 13 to:(DSCP}—— Rem_p 14 to:{DSCP)— Renﬁp 15 to:rDSCP)J\
o N i oo o

¥ [0

|Remap 16 to:{DSCP)—7|Remap 17 to:(DSCP)—|Remap 18 to:(DSCP)— 7 Remap 19 to:(DSCP)——
& M| = [1 = [t =l

|Remap 20 to:(DSCP}—|Remap 21 to:(DSCP}——|Remap 22 to:{DSCP)—|Remap 23 to:(DSCP)—
E |

K | “ [ )|l o

|Remap 24 to:{DSCP)— 7 |Remap 25 to (DSCP)—|Remap 26 to:(DSCP)— 7 |Remap 27 to fDSCP}%

& | =] [t = [ |

|Remap 28 to:(DSCP)——|Remap 29 to:(DSCP}—|Remap 30 to:{DSCP)——|Remap 31 to:rDSM—|
|

(i 5 [ ¥ |[1 | #|

\RQmap 32 to:{DSCP)—|Remap 33 to: |DSCP]‘\ |Remap 34 to: |DSCP]‘||Remap%DSCP]‘|
|2 v [l2 >l[2

‘Remag 36 toc @Eﬂ Remap 37 to: |DSCP[%| Rema? 38 to |DS% Remap 39 to:(DSCP —‘

The re-mapped 2-bit priority value would be used for two purposes:

1) These 2-bit class values would directly map to the output queue of the egress port

2) Egress priority re-marking of the frame. When the packet is eligible for remarking, it would be
scaled up to 3-bits, by borrowing the least significant bit of the port default priority.
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3. Queuing: Once the incoming packet is classified/re-mapped based on port/L2/L3 priority, the packet
is queued to the egress port queue based on the global system queue remapping table.

a) L2 Priority Queuing: Packet classified by port L2 default or frame L2 priority will be queued based
on the “IEEE Priority Class” re-mapping.

ION System

]

—-10N Stack
= Chassis
+[01]ITHMI
+[03]C3230-1040
+ [05]C3230-1040
+ [10]C3231-1040
@-[12]{:2110-1013

+ [22]IONF’S A
+:[23]I0MPS-D

MAIN st | HTPs | ssH || rabws || acL || FoB | vian |

|F_DB Aging Time (Enter in 15sec increments)
300

WAC Address Leaming
MpPort 2 |
Link Pass Through(LPT)
|| Disabled Tisabled w|[TPort 2
‘/IEE;F:inrity Class
|Remap 0to{PID)— 7 |Remap 1to:(FID}— | |Remap 2 to:(PID)— 1 |Remap 3to:(PID)
o ¥l [0 | | g

L |Remap 4 to:(PID) 1 |Remap & to-{PID)— 1 |Remap 6 to:(PID) ) \Remap 7 to.{PID)
E— vl||2 H|E |3

T mﬁ_"'—-—-.__.__‘___; e

b) IP Priority Queuing: Packet classified by IP priority will be queued based on the “IP Traffic Class”

remapping table.

ION System

=]

~:10M Stack

—Chassis

: ++[01JIONMM

+1[03]C3230-1040
ua]cazau 1040
-[10]C3231-1040
12]C2110-1013

+1[14102210-1013
+[18]C3220-1040
22]IONF‘S A
+-[23]ONPS-D

P

ﬂSNTF‘ | Hrps | ss | rapws || act || Foe | vian |

FDB Aging Time (Enter in 153ec increments)
300

MAC Address Learning
¥Port 1 MPart 2

Link Pass Through(LPT)

|Transparent LPT——Selective LPT————— | Monitoring Pot—————
|[Disabled ¥ |[Disabled v |[Port 2 >

IEEE Priarity Class

\Remap 0 to:(PID)—|Remap 1 to{PID}—|Remap 2 to:{PID})—|Remap 3 to:(PID)——
[ = |lo o) |1 ) [ |

Remap 4 to:(PID)—Remap 5 to:(PID)—|Remap 6 to:(PID)——|Remap 7 to:(PID)—
- ) 7 )

IP Traﬁic Class

SCP]—\ Remap 1 to:(DSCP}—|Remap 2 to:(DSCP)— map 3 to:(DSCP}—
ai—| Ml | 3
|Remap 4 to:(DSCP)—|Remap 5 to:{DSCP)— 1 Remap 6 to:(DSCP)—|Remap 7 QBSCP}‘\
o vl o vl o vl o |
|Remap 8 to:(DSCP)—|Remap 9 to:{DSCP)—|Remap 10 to:(DSCP}—|Remap 11to (DSCP}W\
o =] [lo ¥ |0 ¥ |0 X

|Remap 12 to:(DSCP})—|Remap 13 t0:{DSCP)— 7 |Remap 14 to:(DSCP}— 1 Remap 15 to:(DSCP)
[ ¥ o ¥ |lo ¥ |lo 3

\Remap 16 to:(DSCP})——|Remap 17 t0:(DSCP)—— |Remap 18 to:(DSCP}—|Remap 19 to:(DSCP)——
[1 o 1 | [ ) [ ||

\Remap 20 to:(DSCP}—|Remap 21 t0:(DSCP)— 7 |Remap 22 to:(DSCP}—|Remap 23 to:(DSCP)——
K = [ ) [ ) [ 5

|Fem_p 24 to:(DSCP)—— |Rem_p 2510:(DSCP)—— ‘Rem_p 26 to:(DSCP)—— ‘Rem_p 27 to (DSCF’)ﬁt\
1

A

|Remap 28 to:(DSCP)—|Remap 29 t0:{DSCP)— 7 |Remap 30 to:(DSCP)— 7 Remap 31 m:lDSQF’{—\
IM | | [& | [& |

|

map 32 to:(DSCP)—|Remap 33 to:(DSCP)—|Remap 34 to:{(DSCP)—|Remap 0:(DSCP)—
=l |2 ¥l |2 >\ |

|Remag 36 too @ﬂq Remap 37 to:{DSCP :Ad Rema% 38 too |DSQﬁ Remap 39 to:{DSCP j
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4. Classification and Queuing configuration options: The following classification/queuing options are
available and can be configured per port at the device port’s ADVANCED tab.

a) Port default priority: This can be enabled per port by disabling “IEEE Priority Class” and “IP Traffic
Class”. All frames will be assigned to the port Default Priority. In the following example, port Default
Priority has been set to “4”.

Prionty Forwarding Rules
.Default Prioity——— lI.I.E__I_EE__Prigrin,_f Class— lIE__Tr_afﬂc__CIass*_ p E'r_inritg.E'[l_e_cedence—_ p
14 _¥|||[Disabled _¥|||[Disabled ¥||[Use IEEE i

b) IEEE priority only: This can be configured per port by enabling “IEEE Priority Class” and disabling “IP
Traffic Class”. All untagged frames (including IP) will be assigned to the port Default Priority.

Priority Forwarding Rules
Default Prigrity——IEEE Priarity Class—IP Traffic Class———Priarity Precedence i
[0 ¥ ||||Enabled ¥ ||| Disabled ¥||||Use IEEE >

c) IP priority only: This can be configured per port by enabling “IP Traffic Class” and disabling “IEEE
Priority Class”. Tagged and non-IP frames will be assigned to the port Default Priority.

Priarity Forwarding Rules
Default Priority 1 |IEEE Priority Class—|IP Traffic Class— | Priority Precedence I
[0 ¥ ||||Enabled v | || Disabled >]||[Use IP =

d) IP and IEEE priority with the precedence of IP: This can be configured per port by enabling both “IEEE
Priority Class” and “IP Traffic Class” and “Priority Precedence” set to “Use IP”.

Note: The Tagged IP packet would get queued to one of the egress port priority queues per the global
IP-remapping table. However, the remapped IEEE priority value will be used for re-marking the packet.
Priority Forwarding Rules

Default Priority —|IEEE Priority Class —|IP Trafiic Class —|Priority Precedence n
0 [ ‘f_EnahIed [ ‘f_EnahIed ¥||[Use P [ ]

e) IP and IEEE priority with the precedence of IEEE: This can be configured per port by enabling both
“IEEE Priority Class” and “IP Traffic Class” and “Priority Precedence” set to “Use IEEE.”

Note: Tagged IP packet would get queued on the egress port as per the global IEEE remapping table.

Priority Forwarding Rules
Default Priority———— . IEEE Priority Class—— _ IP Traffic Class——— _ Priority Precedence _
|0 % ||||Enabled ¥ ||| Enabled ¥||||Use IEEE = |

The last two options above (“d) IP and IEEE priority with the precedence of IP” and “e) IP and IEEE
priority with the precedence of IEEE”) differ only in how a packet gets queued. The frame re-marking
priority works the same way for both options.
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5. Priority Override: The initial re-mapped priority value can be further over-ridden by VLAN or per
frame SA/DA.

One or more of the following overrides can be enabled per port. Should more than one override match,
the following order of priority is applied (i.e., DA would override all others):

1) VID Priority Override

2) SA Priority Override

3) DA Priority Override
The higher order 2 bits of the VID/MAC priority will be used as the queue re-mapped priority.
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the desired Port’s ADVANCED tab.

3. Locate the Priority Forwarding Rules section.

ION System main (QERVAYESS counTers || Lol |

= \FJN Stacl./\ Bandwidth Allocation

- (,:haSSIS Rate Limiting Mode—|Egress Rate Limit——Ingress Rate Limit————
ekl [0TJIONMM [Counts All Layer 1 v ‘|Un\imited ¥ H||Un|inmed >
+1[03]C3230-1040 i
+-[05]C3230—1040 MALC Security
: SA Lock——————78A Lock Action——|Filter Unknown Unicast Filter Unknown Multicast—
+-[10]C3231-1040 T —
£ 110} | Disabled thDiscard and Natify v\|||Disah\ed v—|||\Disah|ed ¥
+-[12]C2110-1013

WLAN Forwarding Rules

WVLAN Status Discard Tagged Discard Untagged |Force Default VLAN
hDisabIed | ||Diaabled ~| ||D\sah\ed +|||[Disabled v
Default WLAN ID

D—- e ]|
I Priority Forwarding Rules

Default Priority————7|IEEE Priority Class—|IP Traffic Class————
[0 VH“Enahled VHhEnahled ||

+/ [22]I0NPS-A
+-[23)INPS-D

Priority Precedence———
|Use IEEE >

| SA Priority Override— DA Priority Override—VID Priority Override——
.,_ﬂ Disabled VH “Dlsabled b H||D|sab\ed V||

VLAN Tag Managerr
Frame Tag F./'Inde—_‘ Provider Ether Type“
v| 3 8

[Customer

33472 Rev. K https://www.lantronix.com/ Page 292 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

a) VID Priority Override: This requires the VLAN entry to be configured with the desired priority in the
VLAN database.

ION System L | man || pvanceD | sntp | HTTPS || ssH | Rapus | act || Fop [[RYEAY
= 101 Stack —
= Chassis VLANID FDBID Priority Override Priority Member Tag Port 1 Member Tag Port 2

+-[03]C3230-1040 :
] il 0 Disabled 0 MoMod MolMod
+1[05]C3230-1040
E----[U?]\Of‘ll‘u’l!‘»’l 100 0 Enabled T UnTag UnTag
;..[10103231_1040 VLAN ID FDE ID Priority Override Priority
%--[12]02110-1013 [100 | o | [Enabled ~ [7 v
;..[13102210_1013 Member Tag Port 1 Member Tag Port 2
+[16102220-1014 UnTag v [unTag 5
+[18]C3220-1040

+1[22]0MPS-A

In the above example, the VLAN 100 packets egress on port with the priority marked/remarked to
priority “7”. The higher 2 bits of the VID priority (0x7) will be used as the queue priority. Hence, the
packets will get queued to the output queue “3”.

b) SA/DA Priority Override: At the FDB tab, add Priority Override for SA/DA to the MACs table as a static
Entry Type with the desired priority.

ION System L[ mam || apvancep | swrp || Hries [ ssH | raows | AC@LAN |
T e MACs
& Lhassis YLAN ID MAC Address Port Priority EptoiTyos

+1[03]C3230-1040
+:[058]C3230-1040

Mo records found

~ [07]IONIAM
£ : VLAN ID WAC Address Port m
/lz/’_ i | [Port 1 Al /
ntry Type
static____ &
+ [18]C3220-1040 [ﬂ

[+ [22]ONPS-A

Locate the device port ADVANCED tab’s Priority Forwarding Rules section.

ION System E3 man (AZATEEED counTERS | Loam |

—--IQN iack Bandwidth Allocation

= (?hassws Rate Limiting Mode—|Egress Rate Limit—Ingress Rate Limt————
T--[Uﬂ]IONMM ||Counts All Layer1 % ||||Un|\mited v|||| Unlimited V||
+-[03)C3230-1040 j
+1[06]C3230-1040 AL Seciiiy
_;___[10]03231_1040 SA Lock——————7|58A Lock Action————|Filter Unknown Unicast— Filter Unknown Multicast
||Disab|ed v||||Discard and Natify v||||Disab|ed ~|||[Disabled ~|
+-[12]C2110-1013
-i---[1r-1 - VLAN Forwarding Rules
- [16]C2220-1012 \VLAN Status— 7 |Discard Tagged— | Discard Untagged—|Force Default VLAN——

2 [Disabled H“D\sabled v||||Disab|ed || Disabled ~|

Default VLAN 1D

+-[22]I0NPS-A
+ [23]10NPS-D

T Priority Forwarding Rules

Default Priority———7IEEE Priority Class—/IF Traffic Class————
[0 v”hEnah\ed v||‘|EnahIed ~|

Priority Precedence———
|use IEEE ~|

|SA Priority Override 1| DA Priority Override—(VID Priority Override—
L[ Disabled ¥ |[Disabled ~||[pisabled ~|

VLAM Tag Manager
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With SA Priority Override set to Enabled, a frame's Source MAC address (SA) decides the priority of the
frame. The new priority value is assigned based on the priority assigned to that MAC address in the MAC

forwarding database.

With DA Priority Override set to Enabled, a frame's Destination MAC address (DA) decides the priority
of the frame. The new priority value is assigned based on the priority assigned to that MAC address in
the MAC forwarding database.

10N System MAIN || ADVANCED | SNTP || HTTPS || SSH | RADIUS | ACL Cmvuw
—1ON Stack P—

' Chessis FDB D MAC Address Part Priarity e
+-[01]IONMM S ————— S "
F[021C6210.3040 0 00-CO-F2-00-72DA 1 0 static
4 (03132301040 0 00-CO-F2-00-7E-1B 1 0 static
1 [05]C3230-1040 0 00-CO-F2-00-7E-1D 1 0 static
+ [07]C3210-1013 0 00-CO-F2-00-7E-2C 1 0 static
+1[08]C3221-1040 f____,_______——
+4[10]C3231-1040 1
: FOBID  MACAddress  Pot | Priority
il 1Zc2i0 01 0 | [oo-co-Fz007E2C | [Port 1 ~] [0
+ 0:101 - -

: Entry Type :
static o)
[eereot{ g ] Goiete) et
+1[18]C3220-1040 Flush FDBs
+ [22]I0NPS-A Flush Operation _ Flush Status Failure Reason
: | ]
+ [23]IONPS D Fhish An | | I |
Flush)
Adding MAC succeeded Version: 0.6.3 ‘

6. Remapping: Packet IEEE priority could be re-marked with the value assigned during the ingress
classification/priority override. This would require proper VLAN configuration with the egress port
defined as “memEgressTag” in the VLAN DB. See the “Configuring VLANs” section on page 251 for VLAN
configuration application example details.
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Configuring Fiber Port Redundancy

The Port Redundancy state can be set to enable or disable on a card with 2 or more fiber ports.

The Fiber Redundancy feature is designed to allow customer traffic and CPU-centric protocols to survive
a fault on an uplink port by placing the traffic on a secondary backup port.

The Fiber Redundancy feature adds a form of automatic protection switching using a LOS mechanism
that triggers the switch to the surviving line. The ION system uses 1:1 protection, with a modified form
of bi-directional switching. TLPT and SLPT are operational with fiber redundancy enabled or disabled.

The fault discovery method is LOS at the receiving interface for a set continuous period of time. Traffic
rerouting occurs within a minimum period of time after the Primary port is declared in the fault state.
Traffic flow is restored within a minimum set period of time after a fault occurs.

Fiber Port Redundancy Use Cases

For a 3-port card used as a converter, assuming port 2 and 3 are in a group as one side, port 1 as one
side; provides the following use cases:

e Case 1 (disabled): no LPT
e Case 2 (Monitoring Port = 1): port 1 down, cause port 2 down, port 3 unchanged.
e Case 3 (monitor port = 2 or 3): port 2 or 3 down, cause port 1 down.

e Case 4 (monitor port = a special number like 100, means all copper ports): all copper ports down
causes all fiber ports down.

e Case 5 (monitor port = a special number like 101, means all fiber ports): all fiber ports down
causes all copper ports down.

If used as a 3-ports switch, another case could be:

e Case 6 (add a target port in the MIB; like monitor port = port 2, target port = 3): user can use any
specific port to do the LPT case any other specific port link up/down.

On a 3-port card, the Customer Port is Port 1, Primary Port is Port 2, Secondary Port is Port 3, and the
‘Active Port’ is the Port that on which the Redundancy function is active.

Fiber Port Redundancy can be configured in the NID using either the CLI or Web method.
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Redundancy Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Setthe Redundancy state to enable. Type: set redundancy state=<state>

where:
state = enable or disable

3. Press Enter.

4. Verify the configuration has been set. Type show redundancy info and press Enter.
The port’s redundancy state displays. For example:

C1|S18|L1D>show redundancy info
Redundancy is not supported on this card!
C1|s18|L1D>go s=8 lid

C1|s8|L1D>show redundancy info
Redundancy information:

Port redundancy state: enable
Primary port: 2
Secondary port: 3
Active port: 2
C1|s8|L1D>
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Redundancy Config — Web Method

Note: With the fiber port Redundancy state set to enabled, a Primary Port, Secondary Port, and/or
Active Port may still display with the field grayed out.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the ADVANCED tab.

ION System T | mand@ASVANESl snte | Htes | ssH | raows | act | Fos || vian |
Sy : =] E E |
= . FDB Aging Time n 15sec increments)
=rChassis Boo e
+1[01]IONMM '
+1[03]C3230-1040 WMAC Address Learning
+1[05]C3230-1040 MPort 1 MPort 2 Mpart 3 ‘
é
Link Pass Through(LPT)

~Port 1

|Transparent LPT——Selective LPT——|Monitaring Pot—————
|| Disabled \j“_Disahled vl||Port 2 =
-Port 3
+"[1U]C3231'1 ’ - edundancy
+ [12]c2110K4013 || '|Redundancy——————— Primary Pot——————— Secondary Port———— |Active Pot————————
NI | [Por3 | [Por 2
+4[14]C2210-1013 IR [=n —

3. Locate the Redundancy section.

4. Set the Primary Port and Secondary Port redundancy (failover) port numbers.
The default configuration is Redundancy = Disabled, Primary Port = 2, Secondary Port = N/A,
and Active Port = 1.

5. Select Redundancy Enabled.

6. Click Save and then click Refresh. The Redundancy configuration shows Primary Port = 2, Secondary
Port = 3, and Active Port = 2.

A |RUNTESE sute | HTes || ssH || Raoius || AcL | FoB || vian |

[300

MAC Address Leamning
MPort 1 MPart 2 Port 3 ‘

Link Pass Through(LPT)

Transparent LFT——
|Disabled ~

Selective LFT————— Monitoring Port
|Disabled V||‘|F'0rt 2 |
Redundancy

(Redundancy . Brmary Pog—— | Secondary Pot——— | Active Port
[Enabled v]|[Port 2 | [Port 3 [ [Port 2 |
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Configuring L2CP

Layer 2 Control Protocol (L2CP) processing is supported, allowing each of the layer 2 control protocols to
be passed or discarded. L2CP is supported at a per-port level.

Layer 2 Control protocols are designed to interact with various entities and peer-entities for the proper
flow of Layer-2 traffic though the network. Depending on the customer’s network configuration or the
operator’s service offering, this traffic is handled in one of three ways:

1. Pass ‘as-is’ between network-side and customer-side ports. “Peer” (pass) means that the MEN
will actively participate with the Customer Equipment (CE). This is the default setting (pass to an
EVC for tunneling).

2. Discard so that no specified L2CP traffic is ingressed, as this may lead to network instability.
“Discard” means that the MEN will discard ingress L2CP frames of a given protocol, and will not
generate that protocol on egress from the MEN.

3. Tunnel encapsulated traffic to another x222x / x32xx NID to allow a network operator to offer a
transparent Ethernet service. “Tunnel” means that frames associated with a given protocol are
transparently passed to a given EVC for transport across the MEN to the destination UNI.

The MEF (Metro Ethernet Forum) introduced the L2CP attribute for Ethernet services and UNI in MEF 6.
L2CP processing for both the EPL and EVPL is discussed in the following sections.

L2CP Protocol Descriptions
The following L2CP protocols are supported:

e STP Protocols

e Slow Protocols

e ELMI Protocol

e LLDP Protocol

e Port Authentication Protocols
e Bridge Management Protocols
e GARP/GMRP Block of Protocols
e Bridge Block Other Multicasts

Most Layer 2 control protocols use untagged frames; the exception being certain SOAM (802.1ag)
protocols that use VLAN tags.

These addresses are known limitations for L2CP tunneling:

01:80:¢2:00:00:01 Pause address, needed by switch itself. Switch will not work correctly without this.
Pause frames cannot be forwarded, they are consumed by the device itself.

01:80:¢2:00:00:02 ION only supports specific applications for this tunnel, e.g. LOAM, not this whole
address. It is possible to fully implement tunnel, but LOAM will not work. LOAM and other protocols like
LACP and LAMP use the same slow protocol multicast MAC address. At the driver level, the NID looks for
the subtype field and if not LOAM, then the NID should forward it.

01:80:c2:00:00:0e ION internally uses it for topology. Possible to fully implement the tunnel, but the
topology will not work. The subtype field should tell if its an xxDP or LLDP frame.

01:80:¢2:00:00:30 to 01:80:c2:00:00:3f SOAM uses them, and they are not implemented for tunnel. It
is possible to fully implement the tunnel, but SOAM will not work.
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The L2CP protocols are described in the following sections. The x222x / x32xx handling syntax for each
protocol is 1) discard (discard frames at the UNI) or 2) pass (pass frames to an EVC for tunneling). The
default for each protocol is pass.

STP Protocols Fwd

Spanning Tree Protocols (STP) disposition — handling of 802.1D Spanning Tree Protocol (STP), and Rapid
Spanning Tree Protocol (RSTP, per IEEE 802.1w. Any STP/RSTP/MSTP protocol frames with destination
address of 01-80-C2-00-00-00 are discarded at this port or passed.

Slow Protocols Fwd

Slow Protocols disposition — handling of Slow Protocols, one of two distinct classes of protocols used to
control various operating aspects of IEEE 802.3 devices; protocols such as LACP, with less stringent
frequency and latency requirements.

Any LACP/LAMP protocol frames with destination address of 01-80-C2-00-00-02 is discarded at this port
or passed. Since this device pairs link OAM frames, these frames will not be forwarded or discarded.

Port Auth Protocol Fwd

Port Authentication Protocols disposition — handling of RADIUS, CHAP, EAP, PEAP, FCPAP, and/or other
port authenticating protocols. Port authentication protocol frames with a destination address of 01-80-
C2-00-00-03 are discarded at this port or passed.

ELMI Protocol Fwd

ELMI protocol disposition — handling of Ethernet Local Management Interface (ELMI), a MEF 16 protocol
between the service provider network and the customer equipment that lets the customer equipment
communicate its status and service characteristics to the service provider network for faster and easier
deployment and troubleshooting.

E-LMI protocol frames with destination address of 01-80-C2-00-00-07 is discarded at this port or passed.

ELMI Support Prerequisites and Restrictions
ELMI relies on Ethernet CFM for the status of an EVC, the remote EVC's UNI identifier, and the remote
UNI status; therefore:

1. Ethernet LOAM (e.g., CFM) must be implemented and operational on the service provider's
network.

2. LOAM must be enabled on the NID. See "LOAM Configuration Prerequisites and Restrictions" on
page 133.

3. ELMI can coexist with all other features. All operating modes are supported.

LLDP Protocol Fwd

LLDP protocol disposition — handling of Link Layer Discovery Protocol (LLDP), a Layer 2 protocol defined
by IEEE Standard 802.1AB-2005.

LLDP protocol frames with destination address of 01-80-C2-00-00-0E which are not TN discovery LLDP
frames are discarded at this port or passed.
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Bridge Mgmt Protocols Fwd

Bridge Management Protocols disposition — handling of One of several protocols standardized by IEEE
802, including Bridge Group Address (STP), IEEE Std. 802.3x Full Duplex PAUSE operation, Bridge
Management Group Address, GMRP and GVRP.

Bridge Management protocol frames with destination address of 01-80-C2-00-00-10 is discarded at this
port or passed.

GARP/GMRP Block Protocols Fwd

GARP/ GMRP Block of protocols disposition — handling of GARP (Generic Attribute Registration Protocol)
and GMRP (GARP Multicast Registration Protocol) per IEEE 802.1ak. GARP/GMRP traffic with destination
address of 01-80-C2-00-00-20 to 01-80-C2-00-00-2F is discarded at this port or passed.

Select ‘Pass’ (pass to an EVC for tunneling) or ‘Discard’ (discard at the UNI). The default is ‘Pass’.

Bridge Block Other Multicasts Fwd

Bridge Block Other Multicast protocols disposition — Passes or discards all of the IEEE multicast frames in
the bridge block of addresses [01-80-C2-00-00-04 to 01-80-C2-00-00-0F]. This applies to all addresses in
this block that are not covered by the other mib variables in the table (i.e., this is not applicable for STP,
slow protocols, etc.).

L2CP can be configured in the NID using either the CLI or Web method.

L2CP Config — CLI Method

Note that the default setting for each protocol is “pass” (pass frames to an EVC for tunneling).

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Set the L2CP protocol parameters. As required, change the default “pass” setting to “discard” for
Spanning Tree Protocol, Slow Protocols, Port Authentication Protocols, ELMI Protocols, LLDP
Protocols, Bridge Mgmt Protocols, GARP/MRP Block of Protocols, and/or Bridge Block Other
Multicast Protocols.

Type set I12cp proto=xx process={pass/discard} for each L2CP protocol to be set to “discard” (discard
at the UNI) or “pass” and press Enter. For example:

Cl|s1e|L1P2>set l2cp proto=elmi process=discard
Cl|si10|L1P2>set 1l2cp proto=1ldp process=discard
Cl|s1e|L1P2>set l2cp proto=bridgeMgmt process=discard

3. Verify the L2CP configuration. Type show I2cp config and press Enter.
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The L2CP configuration parameter settings display:
C1|sie|L1P2>show 12cp config

Parameter Value
Spanning Tree Protocols pass
Slow Protocols pass
Port Authentication Protocols pass
ELMI Protocols discard
LLDP Protocols discard
Bridge Mgmt Protocols discard
GARP/MRP Block of Protocols pass
Bridge Block Other Multicast Protocols pass

Cil|sie|L1P2>
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L2CP Config — Web Method

Note that the default setting for each protocol is “Pass” (pass to an EVC for tunneling).

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the desired port.

3. Locate the L2CP Disposition section.

10N System ADVANCED | COUNTERS | LOAM
—+I0N Stack 5 ; i
=lChassis ||C|rmut ID |i

+-[01]IONMM -
+[03]C3230-1040 Port Configuration
+/[05]C3230-1040 |IL|nk Status— 1 |Admin Status———— Speed Duplex
+:-[10]C3231-1040 |'D°W” HHUp VH |Negotiating | [Megatiating
+:[12]C2110-1013 |Port Mode———— AutaCross Mode ——— | Connactor Typs——————
+.[14]C2210-1013 [10700/10008aseT | Auto "!\|iRJ-45 |

Auto Negotiation Settings
Auto MNegatiation

Capahilities Advertised
10M - Half Duplex 10M - Full Duplex  [#1100M - Half Duplex  [Z1100M - Full Duplex
110000 - Half Duplex 1000M - Full Duplex  [ClPause CAsymmetric Pause

+1-[22]I0NPS-A I
+[23I0NPSD

Port Forward Management

Source Port ‘Forward Settings
T —— Eliesagement vis Por: |

T Lzcp Disposition
|Spanning Tree Protocols 7| Slow Protocols 1|ELMI protocol 1|LLDP protocal
||F‘ass V!|||F‘ass V|||| Pass v H h Pass

|Paort Authentication Protocols) | Bridge Management Protocols

|§ARP.”MRF’ Block of protocols

||Pass »| HPass bl | Pass ~|
Bridge Block Other Multicast protocols
| Pass v l

4. Set the L2CP protocol forward disposition parameters. For each field, select Pass (pass to an EVC for
tunneling) or Discard (discard at the UNI).

The default setting for each protocol is Pass (pass to an EVC for tunneling).

5. Click Save when done configuring L2CP for this port.
6. Repeat steps 2-5 for other device port(s).

7. Click Save when done configuring L2CP for all ports on the device.
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TNDP (TN Topology Discovery Protocol) Disable/Enable

TNDP (TN Topology Discovery Protocol) is the Lantronix implementation of LLDP. When set to Enabled,
the device entering this command will no longer be discovered by the IONMM if it is remotely managed
through this port.

If using the NID with a switch or router, the NID continues to send out LLDP-based information (proprie-
tary - sent once every second). While this does not impact the data traffic seen, it drops for
unrecognized upper-level protocols in the switch / router. Disabling TNDP can help eliminate invalid er-
rors and make troubleshooting simpler. This ability to enable or disable MAC learning is supported via
the Web interface and the CLI).

TNDP can be configured in the NID using either the CLI or Web method.

TNDP Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Enable or disable the TN Topology Discovery Protocol. Type set tndp=<enable|disable> and press
Enter. This is a Port level command to enable or disable the TN topology discovery protocol (TN's
LLDP implementation) on a port. When set to Enabled, the device entering this command will not
be discovered by the IONMM if it is remotely managed through this port. If enabled, TN Topology
Discovery Data will be sent out from this interface. If disabled, TN Topology Discovery Data will not
be sent out from this interface. The default is enabled.

For example:

C1|S3|L1P2>set tndp tx state=enable
c1|s3|L1P2>

3. Verify the entry. Type show tndp tx state and press Enter. This displays the current setting (Enabled
or Disabled) of the TN topology discovery protocol on a port. When Enabled, the device is not being
discovered by the IONMM if the device is remotely managed through this port.

For example:

C1|S13|LeAP1|L1P2/>show tndp tx state
TNDP Tx state: enable

Note: The traffic related to remote management on these converters is transmitted in-band and is
unnecessary on customer facing ports, therefore the TN Topology Discovery Protocol TX should be
disabled on these ports. The TN Topology Discovery Protocol TX should only be enabled on the port that
is the uplink port, back to another x222x or x322x card in an ION chassis that is utilizing the IONMM
management module.
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TNDP Config — Web Method

1. Access the x222x / x32xx through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the desired port.

3. Locate the TN Topology Discovery Protocol TX section.

1o Sysen O ~ovacen | counrers || Loaw |

=~ ION Stack 1 I |
2! Chassis \Circuit ID |
+L[0A]IONMM ”

—+[03]C3230-1028 Port Configuration

Port 1 \Link Status———————7)Admin Status——————Speed Duplex
||Duwn ||||Up V|| }Negotiating ‘ |Negotiating |
+--[05]C323[]-1[]4[] \Port Mode———— 7 jAuteCross Mode—— | MAC Address— | |Connector Type
+[12]C2110-1013 [10/100/1000BaseT II|[Aute +||[o0-Co-F2-42-00-DF H“—RMS |

+1-[14]C2210-1013
+-[16]C2220-1014
%--[18]03220-1040
TII[QQ]lONPS’A Capabhilities Advertised
+-[23]10NPS-D [110M - Half Duplex 110 - Full Duplex F1100M - Half Duplex  B1100M - Full Duplex
110000 - Half Duplex 10000 - Full Duplex  [IPause [ Asymmetric Pause

Auto Negotiation Settings

Port Forward Management
|Source Pot—————————
Ia |
L2CP Disposition

|Spanning Tree Protocols 7 Slow Protocols— 7 |ELMI protocol———— 7 |LLDP protocol———————
|!F‘ass V” |!F‘ass VHHD\scard V||‘!F'ass V”

Forward Settings
[IPort 1to Port 2 IManagement via Port 1 ‘

|Port Authentication Protocols
[Discard v

|Bridge Management Protocols
|[Pass v

|GARP/MRPR Block of protocols
|[Pass el

Bridge Block Other Multicast protocols
||—F‘ass |

I TN Topology Discovery Protocol TX
|l [Enahled Sl

4. Set TN Topology Discovery Protocol TX to enabled or disabled. The default setting is Enabled.
If Enabled, TN Topology Discovery Data will be sent out from this interface.
If Disabled, TN Topology Discovery Data will not be sent out from this interface.

5. Click the Save button when done.
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Configuring Loopback

You can define the x222x/x32xx Loopback type and operation at the port level.

Loopback can be configured in the NID using either the CLI or Web method.

Loopback Config — CLI Method

1

Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

Select the desired port.

If desired, check the port’s loopback capabilities. Type show ether loopback cap and press Enter.
This displays the current loopback functionality that has been set for the port specified in the

command. The loopback capabilities that can display are "noloopback”, "phyLayer", "macLayer",
"alternate", or "remotePeer".

Set the Loopback Type of the selected TDM Port. At the device’s command prompt type
set ether loopback type={noloopback|phylayer} and press Enter.

Set the TDM Loopback operation. Type set ether loopback oper={init|stop} and press Enter. This
alternately initiates or stops the loopback test.

Check the TDM Loopback state. Type show ether loopback state and press Enter. This displays the
current loopback operating state for the port entering the command. The loopback capabilities that
can display are ""noLoopback", "intiateLoopback", "terminateLoopback", "inProcess",
"locallnLoopback", or "remotelnLoopback".

For example:

C1|S3|L1P1>set ether loopback ?

oper

type
C1|S3|L1P1>set ether loopback oper ?

init

stop
C1|S3|L1P1>set ether loopback oper init
Fail to set Ethernet port loopback operation, please check if Link OAM admin
state of remote peer port is enabled, link status and other issues.
C1|S3|L1P1>set ether loopback oper stop
C1|S3|L1P1>set ether loopback type ?

alternate

maclayer

noloopback

phylayer

remote
C1|S3|L1P1>set ether loopback type phylayer
Set Ethernet port loopback type failed.
C1|S3|L1P1>set ether loopback type alternate
C1|S3|L1P1>show ether loopback ?

capability

state
C1|S3|L1P1>show ether loopback state
Loopback type: alternate
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Loopback state: nolLoopback

C1|S3|L1P1>show ether loopback capability
Loopback capability: alternate remotePeer
C1|S3|L1P1>set ether loopback type alternate

C1|s3|L1P1>

Loopback Config — Web Method
1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the desired port.

3. Locate the Loopback Management section.

ION System

—ION Stack
—=-Chassis
+H[0AIORE]
< [03]C3230-1040
- Port 1
:-Port 2
+1[05]C3230-1040
+4[12]C2110-1013
+-[14]C2210-1013
+[16]C2220-1014
+1[18]C3220-1040
+ [22]IONPS-A
+-[23]IONPSD

-h-'_"‘-'———-___._ Refrash

MAIN || ADVANCED COUNTER@

Counters | Event Configuration | Event Log

LOANM Configuration

Admin Status Operational Status
Enabled ~ |||[Link Fautt

LOAM WMode —‘ E
| Active bl

Max PDU Size- 5
11500

Configuration Revision Functions Supported ——
1 |Loopback, Event thiﬁrcrati:|
LOAM Peer Information

Wendor OUI Vendor Info

MAC Address
‘ [00.00.00 j”]q

00-00-00-00-00-00

LOAM Peer Mode————
|Unknown

Max PDU Size —|Cenfiguration Revision——Functions Supported
_0 ) ~ |0 ‘ MNone :

Loophack Management

Loopback Type ||Loophack Status
| No Loopback % |||[Mo Loopback

|Disabled

lgnore Loophack Request

4. Atthe Loopback Type dropdown, select No Loopback, Alternate, or Remote Peer.

5. At the Ignore Loopback Request dropdown, select Enabled or Disabled.
Enabled causes the LOAM enabled x222x/x32xx to ignore all Loopback requests (i.e., not respond to
remote loopback requests from peers).
Disabled causes the LOAM enabled x222x/x32xx to respond to all remote loopback requests from

peers.

L e N

Click the Save button when done.
Click the Start button to initiate the selected loopback test type.
Click the Stop button to end the loopback test.

Check the Loopback Status field for results. This field displays the loopback status for this interface

when enabled. The values are read-only to show the status of the loopback operation (No Loopback,
Local in Loopback, or Remote in Loopback).
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Configuring System Logging (Syslog)
The IONMM and x222x/x32xx devices support system logging via the Syslog function.

Syslog can be used for system management and security auditing, as well as generalized information,
analysis, and message debugging. It is supported by a wide variety of devices and receivers across multi-
ple platforms. Because of this, Syslog is used to integrate log data from many different types of devices
into a central repository. The syslog protocol conveys event notification messages using a layered archi-
tecture, allowing a variety of transport protocols, and providing a message format of vendor-specific ex-
tensions to be provided in a structured way.

Note: Take care when updating the configuration; omitting or misdirecting message facility.level can
cause important messages to be ignored by syslog or overlooked by the administrator.

Severity relates to the importance of a message. There are eight defined severity levels (0-7), listed in
descending order from highest priority (0) to lowest priority (7).

Table 25: Syslog Severity Levels

Syslog Level

(highest to lowest severity) Description

0 - Emergency message or system failure. A "panic" condition - notify all
Emergency tech staff on call (e.g., earthquake, tornado) - affects multiple apps/serv-
ers/sites.

1 - Urgent problem, requiring immediate action. Should be corrected im-
Alert mediately - notify staff who can fix the problem (e.g., loss of backup con-
nection).

2 - Critical error conditions. Should be corrected immediately, but indi-
Critical cates failure in a primary system - fix CRITICAL problems before
ALERTSs (e.g., loss of primary connection).

3 - Standard errors. Non-urgent failures - these should be relayed to de-
Error velopers or admins; each item must be resolved within a pre-set amount
of time.

4 - Warning conditions; system operation status events. Warning mes-
sages are not errors, but indications that an error will occur if action is

Warning not taken (e.g., file system 85% full). Each item must be resolved within
a pre-set amount of time.
5 - Standard operational events; events that should be looked at. Events
Notice that are unusual but not error conditions - might be summarized in an

email to developers or admins to spot potential problems - no immediate
action required

6 - Status messages, notification of conditional program events. Informa-
Info tional: Normal operational messages; may be logged for reporting,
measuring throughput, etc. - no action is required.

7 - Debugging events and trace output. Info useful to developers for de-

Debug bugging the application, but not usually useful during operation.

Messages used to enable debugging or software testing are assigned Severity 7. Severity 0 is reserved
for messages of very high importance (e.g., serious hardware failures or imminent power failure). Refer
to your organizations policy administrator for this level of severity. Note that the syslog protocol does
not provide for acknowledgment of message delivery. See “Syslog Messages and Sys.log Output” on
page 193 for more information.
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System Logging (Syslog) can be configured via the CLI or the Web interface.

Syslog Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Atthe device’s command prompt type the following set of four CLI commands to define Syslog oper-
ations (the Syslog server address and port, and Syslog level and mode). Press the Enter key after
each command.

set syslog svr port=<1-65535> <cr>

set syslog mode=(local/localAndRemote/off/remote) <cr>

set syslog level=( alert/crit/debug/emerg/err/info/notice/warning) <cr>
set syslog svr type=(ipv4|dns) addr=SYSLOG_SVR_ADDR <cr>

3. Verify the Syslog configuration using the show syslog config command. For example:

Co|S16|L1D>show syslog config

Syslog server address type: ipv4

Syslog server address: 192.168.0.2
Syslog server port: 514

Syslog level: info

Syslog mode: local
ce|so|L1d/>

Telnet Example:

Telnet 192.168.1.10

iLiD>show syslog config
Sysloy server address type: ipud
Lyslog server address: 192 _.168.1.38
Syslogy server port: 514
notice
H localAndRemote
181 iL1D»set syslog
level
mode

sUR
181 1L1D>set syslog
alert
crit
debug
Emery
err
info
notice
warning
C1i81iL1D>set syslog
local
localAndRemote
of f
remote
1181 iL1iD>»set syslog
port

type
C1i81iL1D>set syslog
<1-65535>
Cli51iLiD>zet syslog
ipu4

dns
1181 iLiD>set
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Syslog Config — Web Method
1. Access the IONMM or NID through the Web interface (see “Starting the Web Interface” on page 45).

2. At the IONMM MAIN tab, locate the System Log Configuration section.

ION System

=110l

—+£2220-1014

) apvancen | swte | Hrres | sst [ Raows | acL | Foe | vian

Bootloader Revision :
121 :

System Configuration

System Mame———— 1 System Up Time
[c2220-1014 ||/0:0:20.43.08

| snmp | users | BACKuP-RESTORE |

Madel Information

| Serial Mumber
11673589

Madel 1|Software Revision— 1 |Hardware Revision
[c2220-1014 |21 [||[1.0.0 I

System Contact—— | System Lacation
| i:l'_[_ansitiun f‘let\-wrksrtech_s_||“_1_09_0@_ Red Circle Drive |
|Configuration Mode—|Console Access— | Mumber of Pots— | MAC Address——————
|Software |||[Enabled |2 || loo-co-F2-21-02-83 |

[Uptime Reset|[System Rebout|[All Counters Reset|Reset To Factory Config)

|Device Description |

IP Canfiguration
|IP Address Mode

(IP Address 7| Subnet Mask | Default Gateway

[192.188.1.10 |||[255.255 2550 ||[192.168.1.0 |

DNS 1 1|DNS DNS 3 1

‘;0 0.0.0 [l{/0.0.0.0 |||;0 0.0.0 I

DNS 4 ||DNS & 1|DNS 6 )

‘;0 0.0.0 |ll0.0.0.0 1||;0 0.0.0 |

Management VLAN Configuration

VLAM ID 11 Status 1|Member Ports

‘Ig |||/ Disabled ~|||EIPont 1 ClPort 2
-.——'——'-_'——_'—_

System Log Configuration

|Server Address—— | Server Port 1(Level Mode

H[] 000 i‘|iﬁ14 i|||\p"u"armng v;“iLng local v;|

At the System Log Configuration section, define the IONMM Syslog configuration.

Systemn Log Configuration

Server Address Senver Port Level Made
[192.168.0.2 |||[514 || || Motice ||| Log local v

Server Address - The address of the Remote Syslog server (e.g., 192.168.0.2 above).

Server Port — The

numbers 1-65535.

remote syslog server listening port. The default is port 514. The valid range is port

Level — One of eight Syslog message severity levels. All messages with a severity level lower than or

equal to this level

will be logged.

Emergency Emergency; system is unusable (most critical)

Alert Action must be taken immediately

Critical A critical condition exists

Error Error condition

Warning Warning condition

Notice Normal but significant condition (the default setting)
Info Informational message

Debug Debug-level messages (least critical)
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See Table 15 above for full Syslog severity level descriptions.

Mode — The current Syslog operating mode {"Local", "Remote", "Local and Remote", "Off"}:

Log local Syslog messages are only saved to local device;

Log Remote Syslog messages are only sent to remote server;

Syslog messages are saved to a local device and sent to the Syslog
remote server defined above;

Off Do not save syslog messages. The Syslog function is disabled.

Log Local and Remote

4. Click the Save button when done.

See “Syslog Messages and Sys.log Output” on page 193 for more Syslog information.
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Configuring MAC Address Learning

MAC address learning can be disabled on a per-port basis for security purposes. If MAC address learning
is disabled, only certain traffic (broadcast traffic, EDP traffic, and packets destined to a permanent MAC
address matching that port number) are forwarded to the port. When enabled, sets the port state to
allow learning (the other port states - Flooding, Filtering and Forwarding — are disabled).

The MAC Learning function can be disabled via the CLI or the Web interface.

MAC Address Learning Portlist Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the device’s command prompt type set mac enable portlist=x

where x=1, 2 or 3 (port 1, port 2, and/or port 3)

Disable learning ports <portlist> disables MAC address learning on one or more ports for security
purposes. If MAC address learning is disabled, only certain traffic (broadcast traffic, EDP traffic, and
packets destined to a permanent MAC address matching that port number) are forwarded to the
port. The default setting is enabled.

Enable learning ports <portlist> enables MAC address learning on one or more ports. The default
setting is enabled. Sets the port state to Learning (the other port states - Flooding, Filtering and For-
warding — are disabled).

C1|S1|L1D>set mac enable portlist ?

STR_MAC_LEARNING_PORT LIST
C1|S1|L1D>set mac_learning enable portlist=1,3
C1|s8|L1D>set mac enable portlist 1
C1|s8|L1D>set mac enable portlist 2,3
Fail to set port MAC learning!
C1|S8|L1D>set mac enable portlist 2
C1|S8|L1D>set mac enable portlist 3
C1|sS8|L1D>set mac enable portlist 4
Invalid forward port list!
C1|s8|L1D>set mac enable portlist 1
Fail to set port MAC learning!
C1|s8|L1D>

3. Verify the MAC Learning Portlist configuration. Type show mac learning port list and press Enter.
For example:

C1|S8|L1D>show port mac_learning state
Port Mac learning:

Portl: disable
Port2: disable
Port3: enable
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MAC Address Learning Portlist Config — Web Method
1. Access the x222x / x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Atthe device’s ADVANCED tab, locate the MAC Address Learning section.

ION System

- man (YAl sivTe || HTTPs || ssH || Rapws | acL | FoB | vian [ snwP | usERrs || BACKuP-RESTORE |

FDB Aging Time (Enter in 15sec increments)

Il ' |MAC Address Learning
‘ MPort 2

[1Part 1

——

———
Link Pass Through{LPT}

Transparent LPT | Selective LPT 1|Manitering Port "
| Disabled ~ | [ Disabled ~|||[Port 2 ~|

A Model C2220 with 2 ports is shown above; a Model C2221 with three ports is shown below.

[07]C3210-1013

M2 110-1013

0K Sistem ' I'-f-lAINSNTF' Hrres | ssH || rapiws || acL || FoB || viaw
~"10N Stack Al —— — |
. Chassis !FQgEI.L.QmQ Time (Enterin 1asecmcrements;|
+[0TJIONMI | 2
o+ [DS}CSQSK IMAC Address Learning >
+1[04]C6010M040 Opert1 Oport2 Flrort 2 ‘
+-[05]C3230-1040 -
+

_‘_‘.—'—_
Link Pass TRTGUGMLCE T

Transparent LFT Selective LPFT |Monitering Port
|Disabled ~|| [Disabled ~|||[Pon2 v
Redundancy

Redundancy —||Primary Pat——————— Secondary Port — |Active Pot———
|Enabled ~ LPortE [||[Porta | [Port2 I

Check (enable) or uncheck (disable) the Port checkboxes as desired.

Disabled: with MAC address learning Disabled, only certain traffic (broadcast traffic, EDP traffic, and

packets destined
port.

to a permanent MAC address matching that port number) are forwarded to the

Enabled: with MAC address learning Enabled, sets the port state to allow learning. The other port
states (Flooding, Filtering and Forwarding) are disabled.

Click the Save button when done. The message “Setting values succeeded” displays in the lower left

corner of the screen when successfully saved.
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5. Operation

General
This section describes the non-configuration operations that can be performed for the NID.

Backup and Restore Operations (Provisioning)

Through the Web interface you can back up and restore the configuration information for the IONMM
and any or all of the NIDs in the ION system.

A Backup is used to get the SIC card running configuration, convert it to CLI commands, and save those
CLI commands into the backup file. The backup file is stored in the IONMM.

Note: Lantronix recommends as a “best practice” to back up each SIC card’s configuration after it is fully
configured, so that in the event of an error or hardware failure, the configuration can be easily and
rapidly restored.

A Restore is used to send the CLI commands in the configuration file to a SIC after removing the current
SIC running configuration. If a problem causes the SIC card configuration restoration to stop (e.g., due to
a lost network connection between the PC host and Agent card) the SIC card will use the previous
configuration to run the traffic. If the IONMM card is downloading the restore configuration data to the
SIC card, and the SIC card is physically removed from the chassis, the SIC card will use the factory default
configuration setting when it is re-inserted into the chassis.

Lantronix recommends that you to enter a “show card info” CLI command to view the SIC card’s current
configuration before a backup/restore operation to verify the desired configuration settings. There are
several CLI show commands that allow you to display (show) information about a SIC card’s
configuration. For a complete description of these and other CLI commands see the ION System CLI
Reference Manual, 33473.

Note: Disable the DHCP client for each device that you backup/restore.

IMPORTANT

& Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

For more information on how the Reboot, Reset, and Power Off functions impact stored files, see:

Table 15. Back Up and Restore File Content and Location on page 333

Table 16. File Status after a Reset to Factory Defaults on page 338

Table 17. File Content and Location after a System Reboot on page 345

Table 18. File Content and Location after a Firmware Upgrade on page 351
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Backing Up Slide-In and Remote Modules

The following procedure describes how to back up the configuration of one or more slide-in or remote
modules in the ION system. The backup file is stored in the x222x/32xx memory. Note that a
backup/restore operation of a NID with full configuration (maximum entries for all dynamic tables) may
take a long time (approximately 50 minutes).

When you execute a backup/restore, the status will change to ‘Success’ approximately one second after
you start the backup/restore, but actually it is still ongoing in the background. A message displays saying
that action is ongoing; after the action is finished, then the status will change to ‘Success’.

If you add 255 VLAN entries via script, then perform a backup and restore, the backed up config file list
totals 255 VLAN entries (less the default VLAN). When you perform the restore, it fails, due to adding
the 255" VLAN entry. See “Dynamic Table Entry Limits” on page 170.

1. Access the IONMM through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the BACKUP-RESTORE tab. Select the Backup sub-tab if not already displayed.

ION System Ll | man || sntp | HTes || ssH || Rabs | AcL |RENCAIGEES0GEN UPGRADE
e TFTP Server Address—| Status— :
= Chassis [192.168.1.30 | ‘fNo Action |
+-[03]C3230-1040 e |
+1[05]C3230-1040 G| “esore |
- [OTIONKIM Select Modules to Back Up (Download config files after backing up is done)
+L[10]23231-1040 Select | Index Module Caonfig File {Click to Modify) Prov Status TFTP Action
+H[16]C2220-1014 O 1 [03]C3230-1040 1-3-C3230-1040 config
+1[18]C3220-1040
il O 2 [05]C3230-1040 1-5-C3230-1040 config
+H[22]0MPS-A
O 3 [05:L2]REM $3230-1040 1-5-2-53230-1040 config Download
O 4 [07]IOHIIM 1-7-IONMM config
O 5 [10]C3231-1040 1-10-C3231-1040 config
O 5 [16]C2220-1014 1-16-C2220-1014 config
O 7 [18]C3220-1040 1-18-C3220-1040_config Download
Refresh||Back Up||Help

3. Verify that the TFTP Server address shown is correct, that the TFTP Server is running and configured,
and that the file to be downloaded is located correctly (e.g., at C:\TFTP-Root).

4. Verify that the card list shown in the table is correct; if not correct, fold and then unfold the "ION
Stack" node in the left tree view to refresh.

5. Note the Prov Status field message (Wrong Firmware, No Action, etc.).

6. Inthe Select column, check the checkbox of each module to be backed up.
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7. Do you want to rename the backup file?

Yes No

a) In the Config File column, click the file name. Continue with step 9 below.

b) Type a new name for the backup file. Note: the file name
must be 1-63 characters long and must end with .config.

¢) Continue with step 8 below.

8. Click the Download button. When completed, the message “File has successfully transferred via
TFTP” displays.

9. Click the OK button to clear the web page message.
10. Click the Back Up button.

11. At the confirmation message, click OK. The message “Backup is being processed ...” displays.
The Back Up operation can take several minutes.

12. When the confirmation window displays, click OK. The backup file is saved in the IONMM.

The Prov Status column displays the provision operation result (ongoing, success, or fail).

MAIN || SNTP || HTTPS SSH RADIUS || AcL |=INGRN=E=1S5 == LUPGRADE

TFTR .S.Eﬁ'er.ﬁ-ddm%j ?.tatus—‘. i
192.165.1.30 i[\lo Action
: Restoring ]

Select Modules to Back Up (Download config files after backing up is done)

| Select | Index Module Config File (Click to Maodify) Prov Status TFTR Action
1 [03]C3230-1040 1-3-C3230-1040 config success Download
2 [0B]IONMM 1-8-IONMM.config SUCCESS Download

13. If the Back Up operation fails, go to step 15 below.
14. To send a copy of the backup file to the TFTP Server:

a. Make sure the TFTP Server is running and configured.
b. Inthe TFTP Server Address field, enter the IP address of the server.
c. Click the Download button. The message “File is being transferred” displays.

d. When the successful completion message displays, click OK. The TFTP Server now contains an
emergency backup file for the module specified.

15. If the Backup operation fails, the Prov Status column displays /' L _Click the box to download an
error log from the device.
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MAIN || suTP | HTTPS || SSH || RADIUS | ACL |[RSEICEEEHSIelisl UPGRADE |

|\TFTP S.ewer #«dl:iress—| | Status.—|
192.168.1.30 J|{[No Action I

Restoring

Select Modules to Back Up {Download config files after backing up is done)

Select  Index Module Config File (Click to Maodify) Prov Status TFTP Action
1 [03]C3230-1040 1-3-C3230-1040.config Download

O 2 [O]IONMM 1-8-I0NMM. config SUCCESS Download

3 [11]C2210-1013 1-11-C2210-1013 config failure E] Download

O 4 [13]C2110-1013 1-13-C2110-1013.config Download

O 5 [16]C3220-1040 1-16-C3220-1040.config Download

O 6 [18]C2220-1014 1-18-C2220-1014 config Download

[@ Back Up||Help

If the card list showed in the table is not correct. please fold/unfold "ION Stack” node in the left tree view to refresh

The error (.ERR) log file is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad. See “The Config Error Log
(config.err) File” section on page 397 for error messages and possible recovery procedures.

When the Back Up is successfully completed, you can edit the Config file (optional) or continue with the
applicable Restore procedure. See:

e Editing the Config File (Optional) on page 330
e Restoring Slide-In and Remote Modules on page 331

e Restoring Standalone Modules on page 334
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Backing Up Standalone Modules

The following procedure describes how to back up the configuration of a standalone module. Note that
a TFTP Server must be configured and running.

IMPORTANT

Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory removes temporary files (e.g. configuration backup files, Syslog file). A Factory Reset also
removes the permanent settings (e.g. configuration files, HTTPS certification file, SSH key).

1. Access the IONMM module through the Web interface (see “Starting the Web Interface” on
page 45).

2. Select the BACKUP-RESTORE tab.

ION System MAIM || ADVANCED | SNTP | HTTPS | SSH || RADIUS || ACL | FDB || VLAN || SMMP || USERSC]NE/NeERsIS e il

'"'Q“ Stack TFTP Server Address | Status—
booo —‘ No Action ]
é-----Purl2 Wl Backup .,h bstore |
Il | Select Modules to Back Up (Download config files after backing up is done)
Select | Index IModule Config File {Click to Modify) Prov Status TFTP Action
| 1 C2220-1014 0-0-C2220-1014 config Download

Refres@ﬁack Uptbelp

3. Inthe TFTP Server Address field enter the address of the TFTP Server.
4. In the Select column, check the checkbox of the module to be backed up.

5. Do you want to rename the backup file?

Yes No

a) In the Config File column, click the file name. Continue with step 6.

b) Type a new name for the backup file. Note: the file name
must be from 1-63 characters in length and must end with
.config.

c¢) Continue with step 6.
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10.

Click the Back Up button.

When the message “Backup following modules: $3220-1040, are you sure to proceed?” displays, click
OK.

The message “Backup is being processed. “ displays as the backup file is saved in the IONMM
module. When the Backup is successfully completed, the message “success” displays in the Prov
Status column.

Click the Download button. When completed, the message “File has successfully transferred via
TFTP” displays.

Click the OK button to clear the web page message. The config file (e.g., 0-0-53220-1040) is saved to
the C:\TFTP-Root folder.

At the confirmation message, click OK. The message “Backup is being processed ...” displays.
The Back Up operation can take several minutes.

To send a copy of the backup file to the TFTP server, be sure to:

a. Make sure the TFTP Server is running and configured.
b. Enter the IP address of the TFTP server in the TFTP Server Address field.

c. Click the Download button. When the successful completion message displays, click OK.

When the Back Up is successfully completed, you can edit the Config file (optional) or continue with the
applicable Restore procedure:

e Editing the Config File (Optional) on page 330
e Restoring Slide-In and Remote Modules on page 331

e Restoring Standalone Modules on page 334

33472 Rev. K https://www.lantronix.com/ Page 318 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Editing the Config File (Optional)

In some circumstances you may need to edit the backup Config file before restoring it. For example, you
may want to globally change the VLAN IDs or other addressing.

The procedure below provides steps typically used in editing a Config file.
1. Complete the applicable Backup procedure from the previous section.

2. Open the Config file (in Notepad, WordPad, Word, OpenOffice Writer, etc.) from the TFTP server
location (e.g., C:\TFTP-Root\1-9-C3221-1040.config).

3. Edit the Config file sections. Each Config file contains a DEVICE LEVEL CONFIG section and two PORT
x CONFIG sections (three PORT x CONFIG sections for the x3221).

4. Save the edited Config file back to the TFTP server location (e.g., C:\TFTP-Root\1-9-C3221-
1040.config).

5. Continue with the applicable Restore procedure from the following section using the edited Config
file.

A sample portion of a typical Config file is shown below.

Bl 1-9-C3231-1040 - WordPad M (=3
Flle Edit View Insert Format Help

DEd S # i) )

[DEVICE LEVEL COMFIG] &

remove acl condition all

remove vlian all

remove fwddh all

remove acl rule all

set ip-memt State=enable

set dhep state=disable

set ip typesipvd addr=192.168.0.10 subnet-wask=255.255.255.0
set gateway type=ipvé addr=192.168.0.1

set dns-svr svr=1 type=dns addr=0.0.
set dns-svr svr=2 type=dns addr=0.0.
set dns-svr svr=3 type=dns addr=0.0.
set dns-svr Svr=4 type=dns addr=0.0.
set dns-svr svr=5 type=dns addr=0.0.
set dns-svr svr=é type=dns addr=0.0.0.0

set smwp traphost svr=1 type=dns addr=192.168.1.30
set smp traphost svr=Z type=dns addr=0.0.0.0

set smmp traphost svr=3 typesdns addr=0.0.0.0

set smmp traphost svr=4 type=dns addr=0.0.0.0

set smmp traphost Svr=5 typesdns addr=0.0.0.0

set smmp traphost svr=6 type=dns addr=0.0.0.0

set sntp state=disable

set sntp dst-statesdisable

set sntp timezone=3

set sntp dse-start="1969 1231 18:00:007

set sntp dst-end="1969 1231 15:00:00"

set sntp dst-offsec=0

set antp-sve sve=1 type=dns addr=0
set sntp-svr svr=i type=dns addr=0
set sntp-svr svr=3 typesdns addr=0
set sntp-sve svr=4 type=dns addr=0
set sntp-svr svr=S type=dns addr=0
set sntp-sve sve=6 type=dns addr=0
set radius client state=disable
set radius svr=1l typesdns addr=0.0.0.0 retry=3 timeout=30

set radius svr=Z type=dns addr=0.0.0.0 retry=3 timeout=30

set radius svr=3 type=dns addr=0.0.0.0 retry=3 timeout=30

set radius svr=4 type=dns addr=0.0.0.0 retry=3 timeout=30

set radius svr=5 type=dns addr=0.0.0.0 retry=3 timeout=30

set radius Svr=6 type=dns addr=0.0.0.0 retry=3 timeout=30

add fwddh mac=00:c0:£2:00:72:da conn-port=1 priority=0 type=static
:00:7e:1d conn-port=1 priority=0 type=stacic
=:2c conn-port=1 priority=0 type=static

0.0
0.0
0.0
0.0
0.0

oooooo

.0.0.
0.0,
S0iO;
.0.0.
0.0,
.0.0.

2149 conn-port=1 priority=0 type=static
:00:98:1bh conn-port=1 priority=0 type=static
add fuddb mac=00:c0:£2:00:99:de conn-port=1 priority=0 type=static

For Help, press F1
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Restoring Slide-In and Remote Modules

The following procedure describes how to restore the configuration of one or more slide-in or remote
modules in the ION system. Note: these Restore procedures require that the TFTP server be running and
properly configured, and that the backup configuration file is named and located properly.

IMPORTANT

A restore operation can only be performed for a module that had its configuration file backed up (see
Backing Up Standalone Modules on page 233).

1. Access the IONMM through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the BACKUP-RESTORE tab and select the Restore sub-tab. The “Modules to Restore” table
displays.

ION System MAIN || SNTP || HTTPS || SSH || RADIUS || ACL || SHMP USERSUPGRADE
= (DN Stack TFTP Server Address Status . .
= g (AR E R | T —
+-[021C6210-3040 Hestoes
+/[03]C3230-1040 Select Modules to Back Up (Download config files after backing up is done)
+-[04]C3231-1040 Select | Index Maodule Config File {Click to Modify) Prov Status TFTP Action
*;---[05103230-1040 O 1 [D1]IONIMM 1-1-1ONMM config
:{EE}E;E?EE?S O 2 [02]C6210-3040 1-2-C6210-3040.config
+[08C3221-1040 O 3 [03]C3230-1040 1-3-C3230-1040 config
o+ [10]CE010-3040 O 4 [04]C3231-1040 1-4-C3231-1040 config
:{EE;EEE ¥ 5 [05]C3230-1040 1-6-C3230-1040 config
+1[16102220-1014 O 5 [06]C3220-1040 1-6-C3220-1040.config
+-[22]I0NPS A O 7 [06:L2JREM: 532301040 1-6-2-53230-1040.config [Downlead
o O 3 [07]C3210-1013 1-7-C3210-1013 config
O E [08]C3221-1040 1-8-C3221-1040.confi
O 10 [10]CE010-3040 1-10-C6010-3040 config
O gl [12]C2110-1013 1-12-C2110-1013 config
O 12 [14]C2210-1013 1-14-C2210-1013 config
O 13 [16]C2220-1014 1-16-C2220-1014.config
O 14 [22]IONPS-A 1-22-10NPS-A config
O 15 [2310NPS-D 1-2310MPS-D config [Download)
[WJ Back Up| M
Getting values finished Version 0; \

3. If the list of modules shown in the table is not correct, unfold the ION Stack in the left tree view, and
then refold it to refresh the table information.

4. Inthe Select column, check the checkbox of each module to be restored.
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5.

6. Does the configuration file need to be retrieved from the TFTP server?

Is the configuration file to be restored different than the one shown in the Config File column?

Yes

No

a) In the Config File column, click the file name.

b) Type the name of the backup file to be restored.
Note: the file name must end with .config.

c¢) Continue with step 6.

Continue with step 5.

Yes

No

a) In the TFTP Server Address field, enter the IP address of
the server.

b) Click Upload.
¢) When the successful transfer message displays, click OK.

d) Continue with step 7.

Continue with step 6.

7. Click the Upload button. The config file is uploaded via the TFTP server. When done, the message
“File has been successfully transferred via TFTP.”
8. Click the OK button to clear the Webpage message.
9. Click the Restore button.
10. When the confirmation window displays, click OK.
The configuration will be restored from the specified file. During the Restore operation the message
“Restoring is being processed ...” displays, and the Prov Status column displays “ongoing”.
When the Restore operation is successfully completed, success displays in the Prov Status column.
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11. If the Restore operation fails, the Prov Status column displays /U N _Click the box to download an
error log from the device.

TETP Server Address
[192.168.1.30

Select Modules to Restore (Upload config files before restoring is started)

{MNa Action

: i..S_t.?_‘T.Uﬁ.ﬁ

Select  Index IModule Caonfig File (Click to Modify) Prov Status TFTF Action
1 [03]C3230-1040 1-3-C3230-1040.config

] 2 [08]IONMIM 1-8-IONMM config

3 [11]C2210-1013 1-11-C2210-1013_config failure D Upload

L] 4 [13]C2110-1013 1-13-C2110-1013._config

O 5 [16]C3220-1040 1-16-C3220-1040.config

O 6 [18]C2220-1014 1-18-C2220-1014 config Upload

Refresh||Restore M

The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

File Edit WYiew Insert Format Help

DexEd Sk # By

AGENT PM ERROR: CLI command remove vlan all failed

AGENT FM ERRCR: CLI command remove fwddbh all failed

ALGENT PM ERREOR: CLI command set ip-mgmt state=ensble failed

AGEMT PM ERROR: CLI command set dhep state=disable failed

AGEMT PM ERROR: CLT command set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.2E5L5.255.0 failed
AGEWNT PM ERROR: CLI command set gateway type=ipvd4 addr=192.168.0.1 failed

AGEWMT PM ERROR: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed

AGEMT FM ERROR: CLI command set dns-svr svr=Z type=dns addr=0.0.0.0 failed

AGEMT FM ERROR: CLI command set dns-svr svr=3 type=dns addr=0.0.0.0 Zfailed

ALGEMT FM ERROR: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed

ALGENT FM ERROR: CLI command set dns-svr svr=5 type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLI command set dns-swvr svr=£ type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLT command set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
AGEWNT PM ERROR: CLI command set snmp traphost svr=:Z type=dns addr=0.0.0.0 failed
AGEWNT PM ERROR: CLI command set snmp traphost svr=3 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGEMT FPM ERROR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
ALGENT PM EREOR: CLI command set snmp traphost svr=6 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set sntp state=disable failed

AGEMT PM ERROR: CLI command set sntp dst-state=dissble failed

AGEWNT PM ERROR: CLI command set sntp tCimezone=8 failed

AGEWNT PM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed

AGEMT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed

AGEMT PM ERROR: CLI command set sntp dst-offset=0 failed

AGEMT PM ERROR: CLI commanhd set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERREOR: CLI command set sntp-svr svr=Z type=dns addr=0.0.0.0 failed

See “The Config Error Log (config.err) File” on page 353 for message descriptions.
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Restoring Standalone Modules

The following procedure describes how to restore the configuration of a standalone module.

IMPORTANT

A restore operation can only be performed for a module that had its configuration file backed up (see
Backing Up Standalone Modules on page 233).

1.

Access the IONMM module through the Web interface (see “Starting the Web Interface” on

page 45).

Select the BACKUP-RESTORE tab.

Select the Restore sub-tab. The “Modules to Restore” table displays.

ION System

—-ION Stack
~-Chassis

+1(03]C3230-1040
+ [05]C3230-1040
- [07]IONMM
+1[10]C3231-1040
+4[16]C2220-1014
+1[18]C3220-1040
+1[22]I0NPS-A

MAIM || SNTP || HTTPS | SSH | RADIUS || ACL |sieViess=iielii= UFGRADE

TFTP Senver Address™ 1 Status —
5_192 165.1.30 || |[Mo Action

Select Modules to Restore (Upload config files before restoring is started)

Select Index Module Config File (Click to Modify} Prov Status TFTF Action
4| 1 [03]C3230-1040 1-3-C3230-1040.config
O 2 [05]C3230-1040 1-5-C3230-1040.config Upload
| 3 [05:L2]REM:S3230-1040 1-5-2-53230-1040.config Upload
O 4 [O7]IONMM 1-7-IONMM.canfig
4] 5 [10]C3231-1040 1-10-C3231-1040 config
O 6 [16]C2220-1014 1-16-C2220-1014 config
O 7 [18]3220-1040 1-18-C3220-1040.config Upload

Refresh||Restare Mﬁ]

In the Select column, check the checkbox of the module to be restored.

Is the configuration file to be restored different than the one shown in the Config File column?

Yes

No

a) In the Config File column, click the file name.

b) Type the name of the backup file to be restored. Note:
the file name must end with .config.

c) Continue with step 5.

Continue with step 5.
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6. Does the configuration file need to be retrieved from the TFTP server?

Yes

No

a) In the TFTP Server Address field, enter the IP address of
the server.

b) Click Upload.
¢) When the successful transfer message displays, click OK.

d) Continue with step 6.

Continue with step 6.

7. Click the Upload button. The config file is uploaded via the TFTP server. When done, the message

“File has been successfully transferred via TFTP.”
8. Click the OK button to clear the Webpage message.
9. Click the Restore button.

10. When the confirmation window displays, click OK.

The configuration will be restored from the specified file. During the Restore operation the message
“Restoring is being processed ...” displays, and the Prov Status column displays “ongoing”.
When the Restore operation is successfully completed, success displays in the Prov Status column.

If the Restore operation fails, the Prov Status column displays U G _Click the box to download an

11.
error log from the device.
o i TFTP Server Address— Status
e Chassis [192.188.1.30 ||[Success

+1-[03]C3230-1040 || = =

: Back Rest

+ 1051032301040 Aculn .

é....[[]7]|0[\]|\.-'|p,i| Select Modules to Restore (Upload config files before restoring is started)

¥ [10]C3231-1040 Select Index IMedule Config File (Click to Modify) Prov Status TFTP Action

*;---[12102110-1013 O 1 [03]C3230-1040 1-3-C3230-1040 config Upload

+-[13]C2210-1013

: | 2 05]C3230-1040 1-5-C3230-1040 confi Upload

+[16]C2220-1014 (0% : Sl

+ -[18]C3220-1040 O 3 [OF]IOMMM 1-7-ICGNMIM . config Upload

+-[22]I0NPS-A O 4 [10]C3231-1040 1-10-C3231-1040.config Upload
| 5 [12]C2110-1013 1-12-C2110-1013 config Upload
| 5 [13]C2210-1013 1-13-C2210-1013 config Upload
O 7 [16]C2220-1014 1-16-C2220-1014.config Upload
O 8 [18]C3220-1040 1-18-C3220-1040. config Upload

Refresh||Restore|[Help
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The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as 1-11-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

230-1040.config - WordPad

File Edit Yiew Insert Format Help

Lz E &k # By

AGENT FM ERROR: CLI command remove vlan all failed

AGENT FPM ERROR: CLI command remove fuwddb all failed

ALGEMT PM ERROR: CLI command set ip-mogwt state=ensble failed

ALGEMT PM ERROR: CLT command set dhep state=disable failed

AGEWMT PM ERROR: CLI command set ip type=ipv4 addr=192.165.0.10 subnet-mask=255.255.255.0 failed
AGEWNT PM ERROR: CLI command set gateway type=ipvd4 addr=192.168.0.1 failed

AGEMT FM ERROR: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed

AGEMT FM ERROR: CLI command set dns-svr svr=Z type=dns addr=0.0.0.0 failed

ALGEWMT FM ERROR: CLI command set dns-svr svr=3 type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed

AGEMT PM ERROR: CLI command set dns-svr svr=5 type=dns addr=0.0.0.0 failed

AGEWMT PM ERROR: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed

AGEWNT PM ERROR: CLI command set snmp traphost svr=1 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set snmp traphost svr=:Z type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set smmp traphost sve=3 type=dns addr=0.0.0.0 failed
AGEMT FPM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
ALGENT PM ERREOR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLT command set shnmp traphost avr=6 type=dns addr=0.0.0.0 failed
ALGEMT PM ERROR: CLT command set sntp state=disable failed

AGEWMT PM ERROR: CLI command set sntp dst-state=disable failed

AGEWNT PM ERROR: CLI command set sntp tCimezone=8 failed

AGEMT FM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed

AGEMT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed

ALGENT PM ERROR: CLI command set sntp dst-offset=0 failed

AGEMT PM ERROR: CLTI command set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGEMT PM ERROR: CLI command set sntp-svr svr=2 type=dns addr=0.0.0.0 failed

See “The Config Error Log (config.err) File” on page 353 for message descriptions.
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Back Up and Restore File Content and Location
The IONMM card stores all configuration backup files, HTTPS certification file, SSH key file, and
Syslog file.

The Back Up operation backs up all of the SNMP settings (the same as what can be set via the Web

interface / CLI) for one SIC into a file containing a list of CLI commands. This file can be downloaded from
IONMM. When restoring for one SIC, you can upload a provisioning backup file (this file must have been
made via the Backup operation and must be for the same SIC type) to the IONMM and do a Restore. See

the IONMM BACKUP-RESTORE (Provisioning) tab description. Currently, the Backup content includes
configuration files, HTTPS certification file, SSH key file, the Syslog file, and certain other files, as out-
lined in the table below.

Table 26: Back Up and Restore File Content and Location

Changed
. . . .. . Backed up? after Re-
File Type Filename File Description Stored Directory (Y/N) store?
(Y/N)
T biedive IO
backup files | ‘1-1-IONMM.config’ provisioning Re- P nng
Backup operation
store
No - not needed,;
Net-SNMP This file is a con- the configurations
) ) N included in this file
configura- snmpd.conf figuration file for | /agent3/conf/snmp Yes
: are backed up by
tion file Net-SNMP
SNMP set opera-
tions.
No - not needed,;
HTTPS con- This file is a con- the configuratiofs
figuration lighttpd-ssl.conf figuration file for | /agent3/conf/lighttpd Yes
. are backed up by
file HTTPS
SNMP set opera-
tions
HTTPS cer- HTTPS certifi- .
tification file | S€rver-pem cate /agent3/conf/lighttpd | No No
drop-
SS'j*hOSt bear_rsa_host_key ‘QT’SH host key /agent3/conf/lighttpd [ No (see Note 1) No
key drop- files
bear_dss_host_key
Currently we
SSH user have one ‘root’
| oww authorized_keys user; this file is /root/.ssh No (see Note 2) No
key file .
the user key file
for ‘root’
The syslog file Always
Syslog file sys.log for IONMM [tftpboot No changes
No - not needed;
. the configurations
MIB configu- | £:9- , The MIB configu- included in this file
o agent3.conf ration files for /agent3/conf - Yes
ration files “fMib.conf ’ SNMP settin will be backed up
' 9 by SNMP set op-
erations
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Back Up and Restore Notes:

1. The HTTPS certificate is stored in ‘/agent3/conf/lighttpd’, and is retained over power cycle and up-
grades. For SSH, the host keys (RSA and DSA) are stored in ‘/agent3/conf/dropbear’, and are also
retained over power cycle and upgrades.

2. For the SSH user key, there is a ‘root’ user and the user key for ‘root’ is stored in ‘/root/.ssh’. This
key is retained for power cycle but not upgrades. The Dropbear SSH2 server uses the Linux users as
the users and it maintains the user keys with the Linux users.

Messages
Error: Fail to transfer the file!
Problem: ION 6 slots - CLI - perform backup configuring modules as a range fails.
Meaning: If all modules are configured to be backed up as range does not work correctly and has no
validation.
Example:
backup module-list 1-10
Processing...
Backup finished (less than 15 seconds)
tftp put iptype ipv4 ipaddr 192.251.200.52 localfile 6-slots-1-1-1-IONMM.config
Tftp transferring...
Error: Fail to transfer the file!
Recovery: Configure as a series of modules (e.g., 2,3,4,5) and NOT including a range of modules (do not
include e.g., 2-5) then all modules are backed up correctly.

Note: at IONMM FW v 1.4.2 the set backup module-index, set restore module-index, and refresh provi-
sion configure filename commands are no longer supported.
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Backup / Restore (Provisioning) - CLI Method

These commands can only be executed on an IONMM or a standalone SIC.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt, check the current provisioning status. Type show prov modules and press
Enter.

3. Specify a backup index item number and a config file name.
Type set backup module-index=<1-256> config-file=STR_CFG_FILE and press Enter.

4. Specify a restore index item number and a config file name.
Type set restore module-index=<1-256> config-file=STR_CFG_FILE and press Enter.

5. Specify 1-10 provision modules to be backed up. Type backup module-list=xx and press Enter.
6. Specify 1-10 provision modules to be restored. Type restore module-list=xx and press Enter.

7. Verify the configuration. Type show prov modules and press Enter. For example:

C1|S1|L1D>show prov modules

Index Module Config File Prov Status
1 [61]1I0NMM 1-1-IONMM.config

2 [62]C6210-3040 1-2-1-C6210-3040.config

3 [02:L2]REM:S6210-3040 1-2-2-S6210-3040.config

4 [63]C3230-1040 1-3-1-C3230-1040.config

5 [04]C6010-3040 1-4-1-C6010-3040.config
C1|S1|L1D>set backup module-index 1 config-file xxxxx
C1|S1|L1D>set restore module-index 1 config-file 1
Cl|Ss1|LiD>backup module-list 1

Processing...

Processing...

Backup finished

C1|S1|L1D>restore module-list 1

Processing...

Restore finished

C1|S1|L1D> C1|S1|Li1D>show prov modules

Index Module Config File Prov Status
1 [01]IONMM 1-1-IONMM.config success

2 [02]C6210-3040 1-2-1-C6210-3040.config

3 [02:L2]REM:S6210-3040 1-2-2-S6210-3040.config

4 [03]C3230-1040 1-3-1-C3230-1040.config

5 [04]C6010-3040 1-4-1-C6010-3040.config

C1|s1|L1D>
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An example of the backup / restore of a standalone C2220 is shown below.

C2220-1014 CO|Se|L1D>set backup module-index 1 config-file ©-0-S3230-1040
C2220-1014 CO|S@|L1D>set restore module-index 1 config-file 1

C2220-1014 C0|Se|LiD>backup module-list 1

Processing........

Backup finished

C2220-1014 Co|se|L1D>

You can change the name of the “Config File” that displays when using the ‘show provision modules’
command. Use the refresh provision configure filename command to change the name of the “Config
File” displayed.

Backup/Restore Status:

No backup/restore operations are processed.

This card is a remote remote x2x2x/x3x2x/x3x3x SIC and now is doing backup.

This card is a remote remote x2x2x/x3x2x/x3x3x SIC and now is doing restore.

This card is an IONMM or standalone x2x2x/x3x2x/x3x3x SIC and now is doing backup.
This card is an IONMM or standalone x2x2x/x3x2x/x3x3x SIC and now is doing restore.

Messages:

Error: this command should be executed on a remote mode x2x2x/x3x2x/x3x3x SIC!
Fail to set backup/restore operation!

Fail to set physical index!

Fail to set provisioning status!

Message: The specified module does not exist!
Invalid backup module-list, please give the parameter like module-list=1,4,13
Meaning: You entered an invalid Backup module list parameter.
Example:
Agent III C1|S1|LiD>backup module-list dddd
Invalid backup module-list, please give the parameter like module-1list=1,4,13
Agent III C1|S1|L1D>backup module-list 3333
(The session will be forced to quit after you input "3333" similar characters.)
Agent III C1|S1|L1D>backup module-list 1
The specified module does not exist!
Agent III C1|S1|LiD>backup module-list 1
Processing...

Backup finished
Agent III C1|S1|L1D>
Recovery:
1. Enter a valid backup module-list input parameter
2. Retry the Backup operation. See the related section of the manual.
3. Contact Lantronix Tech Support if the problem persists.
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IONMM Backup All / Restore All

IONMM v 1.4.2 adds Backup All and Restore All capabilities. The new Backup All and Restore All features
can be configured via the ION System Web GUI or CLI commands. The Backup/Restore feature provides
Automatic TFTP transfer, Backup and restore of up to 41 modules at one time, Time-stamped filenames
that include the stackname and index number, and Time-stamped tarfile containing all the config files.
See the IONMM User Guide for details.
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Disabling USB Console Access to the x222x / x32xx

Console access to the x222x / x32xx through the USB serial interface can be disabled as a security
precaution. When Console access is disabled, the x222x / x32xx will not respond to CLI commands
entered by a local management station across the USB serial interface. The only access to the x222x /
x32xx will then be through either a Telnet session or the Web interface.

Note: Access via the USB serial Console interface can be disabled using either the CLI or Web method.
Disabling Console Access — CLI Method

1. Set the status of the device’s USB connection to disabled. Type set usb state=disable.

2. PressEnter.

3. Verify the status of the device’s USB connection is disabled. Type show usb state.

4. Pres Enter. The USB state displays:

C1|S3|L1D>set usb state=enable
C1|S3|L1D>show usb-port state
USB port state: enable

C1/s3[L1D>
Disabling Console Access — Web Method
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 71).

2. At the MAIN tab locate the System Configuration section.

ION System E(W ADVANCED || SNTP || HTTPS || SSH || RADIUS || ACL || FDB || WLAN
¥ 1 Il Il | |
ioN .,tack. Model Information
B pHassls nher 1 Software Revision Hardware Revision
+ (010N ‘ M ] [Eom “ B ji

+-[03]C3230-1040
+-[04]C6010-3040
+-[05]C3230-1040
+1[071C3210-1013 Systemn Configuration

System Name —‘ System HP...T‘.!“E“_
5_02220—1014 |14 189 |
102210a1() Configuration Mode —— C-Jns-:ule.i.ccess_Lll_nherofPorts — |[MAC Address-
[+] [16]C2220-1014 M.l |[Enabled 8 | 4 ‘DD'CD'FE'N'_DE'M

Software .
+ [18]C3220-1040 [UDtime Rese'][S'fstem Reboo‘] A0l Counters Rese]|Reset To Factory C-:unﬂc]

Bootloader Revision
I
f21

System Contact

? ot~ System Location-
jIransiti-Jn I et-;v-:nrksu‘techs‘{

+-[08]C3221-1040 oS e——
|10800 Red Circle Drive |

+-[12]C2110-1013

3. Inthe Console Access field, select Disabled. The default is Enabled.

4. Scroll to the bottom and click Save. With the x222x / x32xx USB connection disabled, the NID will no
longer respond to CLI commands entered by a local management station (console) via the USB serial
interface. The only access to the x222x / x32xx will now be through either a Telnet session or the
Web interface.

Displaying Information

There are several CLI commands that allow you to display (show) information about x222x / x32xx
configuration. For a complete description of these and other CLI commands see the ION System CL/
Reference Manual, 33473.
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Reset to Factory Defaults

If need be, you can reset all configurations in the x222x / x32xx back to their original factory defaults.
This operation can be accomplished through either the CLI or Web method.

IMPORTANT

This operation deletes all configuration information that was saved in the IONMM, including
the IP address you assigned to the IONMM.

Resetting Defaults — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt type: reset factory
3. Press Enter. The following displays:

Warning: this command will restart the specified card, connection will be lost!
C1|s18|L1D>

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see
“Appendix B: Factory Defaults” on page 534).

NOTE: Your USB and/or Telnet session will be disconnected.

4. Set the IP configuration (see “Doing the Initial System Setup” on page 48).
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Resetting Defaults — Web Method

Caution: This operation deletes all configuration information that was saved in the x222x/x32xx,

including the IP address you assigned to the x222x/x32xx NID.

1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the MAIN tab.

3. Locate the System Configuration section.

11673569 Message from webpage

Boatloader Revision—]

System Configuration

ION System m Apvanced || swtp || Hries || ssd || raows | ace || Foe || vian | suwe || users |
="ION Stack BACKUP-RESTORE

i Model Information

Boit 2 Serial Mumber |Model 1, Software Revision |Hardware Revision———

Il i1_2_ 1 \:{J A Factary reset will wipe out all current configuration and load the Factory defaults along with a system reboot, are wou sure ko proceed?

s -c :
System Hame S

|C2220-1014 T T o9 13 [T et TR e T [ TH0 R CIeTe Orve |
Configuration Mods Console Acce —|Mumber of Port MAC Addrass—

[Sotware | [Ensbes bocoreziozss

[Upt\me RESEl][System Rehum][AII Counters Régg

|

4. Click the Reset to Factory Config button. The message “A factory reset will wipe out all current
configuration and load the factory defaults along with a system reboot; are you sure to proceed?”

displays.

5. Click Cancel if you are sure you want to proceed with the Reboot. Click OK only if you wish to

reboot.

All configuration parameters will be reset to their factory values. For a list of all factory defaults, see

“Appendix B: Factory Defaults” on page 534).
Note: Your Web session will be discontinued.

6. Set the IP configuration (see “Doing the Initial System Setup” on page 48).
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File Status after Reset to Factory Defaults
The table below shows the status of various system files after a reset to factory defaults.

Table 27: File Status after a Reset to Factory Defaults

Status after Re-

File Type Filename File Description Stored Directory store to Factory
Default
Provisioning eg These files are only
backup files “1-1-IONMM.config’ used by provisioning [tftpboot Lost
Restore
Net-SNMP o
. . This file is a configura- Restored to factory

;loenflguratlon snmpd.conf tion file for Net-SNMP /agent3/conf/snmp configuration
HTTPS con- . This file is a configura- . Restored to factory
figuration file lighttpd-ssl.conf tion file for HTTPS fagent3/confllighttpd configuration
HTTPS. certifi- server.pem HTTPS certificate /agent3/conf/lighttpd Restored Fo factory
cation file configuration

SSH host key

dropbear_rsa_host_key
drop-
bear dss host key

SSH host key files

/agent3/conf/lighttpd

Restored to factory
configuration

SSH user key

Currently we have one
‘root’ user; this file is

Restored to factory

file authorized_keys the user key file for froot/.ssh configuration (lost)
‘root’
The syslog file for

Syslog file sys.log IONMM /tftpboot Lost

) e.g., ) .
MIB configu- . , The MIB configuration Restored to factory
ration files “agt-.:nt3.conf files for SNMP setting fagent3/conf configuration (lost)
ifMib.conf’
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Resetting Uptime

The ION system uptime field displays the amount of time that the ION system has been in operation.

The System Up Time is displayed in the format days:hours:minutes:seconds.milliseconds. For example, a
System Up Time field display of 9:8:15:18.26 indicates the ION system has been running for 9 days, 8
hours, 15 minutes, 18 seconds, and 26 milliseconds.

The ION System Up Time counter can be reset via the CLI method or Web method.

Reset System Uptime — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt type: reset uptime and press Enter. The System Up Time field resets to
zero, and immediately begins to increment.

For example:

C2220-1014 Co|S@|L1D>reset uptime
C2220-1014 CO|S@|L1D>

Use the show system information command to display the current system uptime.

Note: The reset uptime command is not available for all ION devices.
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Reset System Uptime — Web Method
1. Access the x222x/x32xx through the Web interface (see “Starting

2. At the MAIN tab, locate the System Configuration section.

the Web Interface” on page 26).

3. |If desired, observe and record the System Up Time field count.
ION System ADVANCED || snTP | HTTPs || ssH || Rapius | acL | FoB || vian
= " | I Il .
e Madel Information
: | Serial Mumber Iodel Software Revision Hardware Revision
+H[0T)IONMIM (11615637 |||'03220 1040 |‘ 071 |\1 0.0 |
+-[02]C6210-3040
Bootloader Revision
+4(03]C3230-1040 |;1_2_1—|
+[04]C6010-3040 '
: I System Configuration
o 5 Systermn Name S},stem Up Time Systern Contact System Location
+[06]C3220-1040 D || | =
; Il |lc3220-1040 | |[ (10900 Red Circle Drive |
+-[07]C3210-1013 i | s Message fromwebpage (K| S —
+1[08]C3221-1040 Configuration Mode——/C ff"_»“:E_ﬁddr_%EE:____
[1(]]C3231 1040 ] !—E \_‘."'} Uptime wil be reset, are you sure to proceed? |00-C0-F2-20-E2-40 |
[12](:2110 1013 < I stem Reboot
+ [141C2210-1013 |Device Description
+:[22]ONPS-A I
4. Click the Uptime Reset button.
5. At the “Uptime reset, are you sure” window displays, click OK to reset the system up time.
The message “Setting values succeeded” displays at the bottom left of the screen when the up time
reset is done.
6. Click the Refresh button at the bottom of the screen. The System Up Time field resets to zero, and
immediately begins to increment.
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Resetting Counters
Before running certain diagnostics / tests, you may want to reset (zero out) all or some x222x/x32xx
device and/or port counters.

The x222x/x32xx counters can be reset via the CLI method or Web method.

Reset All Ports Counters — CLI Method
This is a device-level command to reset all of the x222x/x32xx ports counters.

1. Access the x222x/x32xx through either a USB connection (see “Start a USB Session in HyperTerminal
and Log In “ on page 70) or a Telnet session (see “Starting a Telnet Session” on page 72).

2. At the command prompt type: reset all ports counters and press Enter. For example:

AgentIII C1|S7|L1D>show cardtype
Card type: C3220-1013
AgentIII C1|S7|L1D>reset ?

all

factory

uptime
AgentIII C1|S7|L1D>reset all ports counters
AgentIII C1|S7|L1D>

Use the show ether statistics command to display Port Counters Received, Port Counters Sent, and
related information.

The counters that are reset include all Port Counters, Port LOAM Counters, Port LOAM Event
Configuration, Port LOAM Event Log, and Port DMI.
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Reset Port Counters— Web Method

This is a port-level function used to reset all of an x222x/x32xx port’s counters.

1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 26).
2. Select the desired x222x/x32xx port.
3. Select the COUNTERS tab.

ION System

=I0N Stack

=/ Chassis
4 [01]ONMIN
+-[02]C6210-3040
+-[03]C3230-1040
+-[04]C6010-3040
+-[05]C3230-1040
—-[06]C3220-1040
Pt 1

+L[07]CT2T0-1013
+:[08]C3221-1040
+1[10]C3231-1040
+1[12]C2110-1013
+1[14]C2210-1013
+-[22)I0NPS-A

++[23]I0NPS-D

A || ApvancED RSN L oA |

E

RMON Counters
|Total Octets 1 |Packets Received— 7|Broadcast Packets | Multicast Packets

[l |8 o |[o |
|CRC Align Errors— 7 Undersize Packets— | Oversize Packets | |Fragments 1
ls Jls I I n
Jabbers 11Collision 1\Drop Events——————————

o |8 J[lo |

|64 Octets—————— /65 to 127 Octets 1128 to 255 Octets

[l [l |l \

iIZSG to 511 Dctels*‘iilﬁu to 1023 Dctels“\‘ I1024 to Max Oclets“\‘

0 0 n

RX Counter

|Total Octets— 7 Unicast Packets— | Broadcast Packets— Multicast Packets———
[l J[lo Jllo /o |
|Rx Discards 1{Rx Errors 1

[l J[lo |

TX Counter

|Total Octets— 1 Unicast Packets— | Broadcast Packets— | Multicast Packets——
o o | o | [o |
| Tx Discards 11T Errars 1

o | [ |

Dot3 Statistics

ilAhgnmenI Error ‘iilFCS Errors ‘H'SQE Test Errurs*‘\‘ hDeferred Frames*l\‘
o 0 n 0

Internal MAC Tx Errors— 7 Internal MAC Rx Errors IQ_almer Sense Errors 1Symbol Errors
o == o Iz |

|Single Collisions— 7 Multiple Collisistns— 7 Late Collisions— 7 |Excessive Collisions——

[l [l J[lo /o |
|Oversized Frames 1/Duplex Status 1/Rate Control Ability—|Rate Control Status——
[l | [Fult Duptex | [[rrue | o |

MMAC Control Frames

ile Unknown Opcndes—HRx Pause Frames—HlTx Pause Frames—\‘
o |lo /|lo |

Getting values finished

Version- 0.7.1 |

4. If desired, click the Refresh button and observe and record the various counter field counts for later

comparison.

5. Click the Reset Counters button. The x222x/x32xx port-level counters are reset to zero and begin
incrementing immediately. The counters that are reset include:

¢ RMON Counters

e Rx Counter

e Tx Counter

e Dot3 Statistics

e MAC Control Frames
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Clear All Ethernet Port Counters — CLI Method
This is a port-level command to reset all of an x222x/x32xx port’s Ethernet counters.

1. Access the x22xx/x322x through either a USB connection (see “Start a USB Session in HyperTerminal
and Log In “ on page 70) or a Telnet session (see “Starting a Telnet Session” on page 66).

2. Select the desired x222x/x32xx port.

3. At the command prompt type clear ether all counters and press Enter. For example:

C1|S3|L1D>clear ether all counters

Error: this command should be executed on a port!
C1|s3|L1D>go 11p=1

C1|S3|L1P1>clear ether all counters

c1|s3|L1P1>

The counters that are reset include all Port Counters, Port LOAM Counters, Port LOAM Event
Configuration, Port LOAM Event Log, and Port DMI.
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All Counters Reset — Web Method

This is a device-level function to reset all of the x222x/x32xx counters.

1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 26).

At the MAIN tab, locate the System Configuration section.

2
3. If desired, observe and record the various counter field counts for later comparison.
4

Click the All Counters Reset button. The message “All counters will be reset, are you sure to

proceed?” displays.

Hardware Revision

ION System m;}ADVANbED | sntp [ HTPs | ssH | Rebus || AcL || | snmp | users |
=10l Sta BACKUP-RESTORE |
______ T IModel Information

Serial Number Model Software Revision
------ Port 2 |i115?3539 ||||02220-1014 |||i1-2-1 | |

—

Bootloader Revision———
[121 |

Console Access————

System Configuration Message from webpage

System Mame——— System Up Time -
|C2220-1014 || IU_ 1-04:59.13 | "":?J/ Al counters will be reset, are you sure to proceed? |

Configuration Mode
|Software |

[ ok

Uptime Reset||System Rebddf]

o Factory Conng

5. Click the OK button to proceed. The x222x/x32xx device counters are reset to zero and begin

incrementing immediately. These counters are reset:

e Port > COUNTERS

e Port >LOAM > Counters

e Port > LOAM > Event Configuration
e Port>LOAM > Event Log

e Port>DMI>

33472 Rev. K https://www.lantronix.com/

Page 340 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Reboot

At times you may have to reboot (restart) the ION system. This operation can be accomplished by either
the CLI or Web method.

Note: this operation can take several minutes. The amount of time for the reboot to complete depends
on the ION system configuration. When the reboot is finished, some devices (usually remote devices)
will show the error condition of a "red box" around items like IP address, Trap Manager IP addresses,
and/or DNS Entries. The ‘red box’ condition occurs while the devices are resetting; this condition can
continue several minutes after the reboot.

See Table 19 in this section for file content and location after a System Reboot.

A Doing a system reboot, restart, upgrade, or a reset to factory settings may cause some
configuration backup files, HTTPS certification file, SSH key file, and Syslog file to be deleted.

Rebooting — CLI Method

After an x222x/x32xx reboot via CLI while connected via USB port, you must disconnect and then
reconnect USB cable for the console to become accessible again.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. At the command prompt type: reboot and press Enter. A warning displays: this command will restart
system, connection will be lost and please login again! The ION system reboots. If this operation is
performed on a standalone module, the connection / session is terminated.

3. To reestablish the connection / session, wait about one minute, and then:
* For a USB connection

a) Select Call>Disconnect.
b) Select File>Exit.
c¢) Disconnect then reconnect one end of the USB cable.

d) Start a USB session (see “Starting a USB Session” on page 41).
* For aTelnet session

a) Press Enter.

b) Start a Telnet session (see “Starting a Telnet Session” on page 43).

33472 Rev. K https://www.lantronix.com/ Page 341 of 619



https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

Rebooting - Web Method

Caution: Doing a system reboot will cause all configuration backup files, HTTPS certification file, SSH key
file, and Syslog file to be lost.

Note: If you have a USB or Telnet session established, terminate the session before doing the reboot.

1. Access the x222x/x32xx through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the MAIN tab.

3. Locate the System Configuration section.

apvanceD || snTP || HTTPs || ssH || Rabus || acL || Fos | vian | swwmp || users

10N System
=101 Stack BACKUP-RESTORE
—+C2220-1014 .
+ Madel Information
o Port 1 _
(Serial Mumber
- Port 2

[11673589

Madel | Softwara Revisian Hardware Revision
|‘hcz220-1014 ”lh.2_1 ||m.0.n |

Bootloader Revision

System Configuration

Message from webpage

Configuration Mode

g
(Console Acces:

Software

|Enabled .

oilell Counters

System Narne —)|System Up Tim)
|C2220-1014 | |:U: 1:04:69.13 ‘,:) Syskem will be rebooted, are you sure ko proceed?

ion- ;
rcle Drive |

™ r; =T

4. Click the System Reboot button. The confirmation message “System will be rebooted, are you sure

to proceed?” displays.

5. At the confirmation window, click the OK button to start the reboot, or click Cancel to quit the

reboot.

The x222x/x32xx will restart and will be available for operations after about one minute.

33472 Rev. K

https://www.lantronix.com/

Page 342 of 619


https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

Reboot File Content and Location

The table below shows file content and location resulting from a system re-boot.

Table 28: File Content and Location after a System Reboot

Lost after
File Type Filename File Description Stored Directory Reboot?
(Y/N)
Provisioning backup | e.g These files are only
files “1-1-IONMM.config’ gtsoerg by provisioning Re- | /tftpboot Yes
Net-SNMP configu- This file is a configura-
ration file snmpd.conf tion file for Net-SNMP fagent3/conf/snmp No
HTTPS configura- . This file is a configura- .
tion file lighttpd-ssl.conf tion file for HTTPS /agent3/conf/lighttpd | No
HZTPS certification server.pem HTTPS certificate /agent3/conf/lighttpd | No
dropbear_rsa_host_key . .
SSH host key dropbear_dss_host_key SSH host key files /agent3/conf/lighttpd | No
Currently we have one
SSH user key file authorized_keys ‘root’ user,; this file is the | /root/.ssh No
user key file for ‘root’
The syslog file for
Syslog file sys.log IONMM /tftpboot No
. . e.g., ) .
MIB configuration . The MIB configuration
files .ﬁcﬁﬂeigt;%?nf files for SNMP setting lagent3/conf No

33472 Rev. K

https://www.lantronix.com/

Page 343 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Upgrade the IONMM and/or NID Firmware

Occasionally changes must be made to the firmware version that is currently stored in IONMM or NID
memory. This could occur because of features, fixes or enhancements being added.

Note: Lantronix recommends that before completing any steps on an install that you verify that the
management module has the latest firmware version installed and running. The latest firmware version
is on the Product Support webpage (no logon required). Ideally, all the cards in a chassis will be
upgraded to the latest versions at the same time; running devices with a mix of old and new firmware
can cause a “red box” condition. See “Section 5: Troubleshooting” on page 368.

Note: You can not upgrade a module with multiple BIN files.

A Upgrading modules via the IONMM will cause all configuration backup files to be lost.

You can upgrade the IONMM or NID Firmware from the Command Line Interface (CLI) or via the Web
interface.

Upgrading IONMM and/or NID Firmware — CLI Method
Perform this procedure to upgrade the IONMM Firmware from the CLI.

1. Access the IONMM through either a USB connection (see “Starting a USB Session” on page 41)
or a Telnet session (see “Starting a Telnet Session” on page 43).

2. Display the current version of the IONMM firmware. Type show card info and press Enter.

3. Determine the current TFTP server address using the prov command and press Enter.
For example:
prov get tftp svr addr
prov set tftp svr type=(ipv4|dns) addr=ADDR

4. Go to the Lantronix Product Support web page.

5. Locate the “Agent Firmware” section and click the link in the right hand column (e.g.,
“Download IONMM.bin.0.5.bin").

6. Zip the downloaded file.

7. Retrieve the firmware database file using the tftp get command to get the file from the TFTP
Server, and then press Enter. For example:

tftp get iptype=(ipv4 |dns) ipaddr=ADDR remotefile=RFILE [localfile=LFILE]
tftp put iptype=(ipv4|dns) ipaddr=ADDR localfile=LFILE [remotefile=RFILE]

8. Unzip the file. Type update firmware-db file=FILENAME and press Enter.
9. Verify the Update results. Type show firmware-db update result and press Enter.
10. Upgrade the module. Type upgrade module and press Enter.

A table of available modules displays with upgrade instructions.

C1|S7|L1D>upgrade module
Available modules:

index module loc
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1 ION219 c=1 s=0 1id
2 C3230-1040 c=1 s=3 1lid
3 C3230-1040 c=1 s=5 1id
4 $3230-1040 c=1 s=5 llap=2 12d
5 TIONMM c=1 s=7 1lid
6 C3231-1040 c=1 s=10 1id
7 C2110-1013 c=1 s=12 1id
8 C2210-1013 c=1 s=13 1id
9 C2220-1014 c=1 s=16 11d
10 C3220-1040 c=1 s=18 11d
11 IONPS-A c=1 s=22 1id

Choose the module you want to upgrade: (eg. 1,3,16; at most 8 modules to upgrade, press

'q' to exit upgrade)
1,2,3,4,5,6,10,11

It may take some time to finish the task, you can continue with other works, then use
"show firmware upgrade result" to check result.

11. Choose the module(s) to upgrade (# 1-6,10,11 in the example above) and press Enter.

12. Verify the Upgrade results. Type show firmware upgrade result and press Enter.
The firmware upgrade results are displayed in a table. If the firmware upgrade was successful,
the time started and time completed display.

C1|S7|L1D>show firmware upgrade result

index module status reason time started time completed
1 card registering... success 09:21:23 09:21:32
2 (3230-1040 c=1 s=3 1id inProgress 09:21:23 00:00:00
3 (3230-1040 c=1 s=5 1id inProgress 00:21:24 00:00:00
4 S3230-1040 c=1 s=5 llap=2 12d inProgress 00:21:24 00:00:00
5 IONWMc=1 s=7 1id success 00:21:24 00:21:47
6 (3231-1040 c=1 s=10 11d inProgress 09:21:26 00:00:00
7 (3220-1040 c=1 s=18 11d inProgress 09:21:26 00:00:00
8 IONPS-A c=1 s=22 11d success 09:21:29 09:21:40
C1|S7|L1D>

If a module upgrade was unsuccessful, the reason for the failure displays in the “reason” column
of the table (e.g., invalid input file, protocol timeout). See “Section 5 — Troubleshooting” on page
368 for error messages and recovery procedures.
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Upgrading IONMM and/or NID Firmware — Web Method

The following describes the procedure for upgrading the firmware in the IONMM through the Web
Interface. If the IONMM is to be upgraded at the same time as other modules in the ION Chassis, see
Upgrading Slide-In and Remote Modules.

Note: Doing an IONMM / NID firmware upgrade will cause all configuration backup files to be lost.

The steps involved include A. Verify the current IONMM / NID Firmware version, B. Locate the current
IONMM / NID Firmware version, C. Run the TFTP Server, and D, either 1. Upgrade IONMM / NID
Firmware from the MAIN tab, or 2. Upgrade IONMM / NID Firmware from the UPGRADE tab.

A. Verify the Current IONMM / NID Firmware Version
Perform this procedure to display the current version of the IONMM firmware via the web interface.
1. Access the IONMM via the Web interface (see “Starting the Web Interface” on page 45).

2. Select the MAIN tab and locate the Software Revision area in the Model Information section.
(You can also use the Help dropdown and select About ION System Web Interface to determine
the current firmware version.)

3. Note the current version of the x222x / x32xx NID or IONMM firmware for use in steps D1 and
D2 below.

B. Locate the New IONMM / NID Firmware Version

Perform this procedure to locate the IONMM Firmware version via the Web interface.
1. Go to the Lantronix Product Support web page.

2. Locate the “Agent Firmware” section and examine the link in the right hand column (e.g.,
“Download x222x / x32xx_1.0.3_AP.bin").

3. Compare the IONMM / NID version displayed in the MAIN tab Software Revision area with the
version number on the web site, and continue if the web site version is newer than the current
(running) version.

4. Click the link located in step 1 above to download the new firmware file.
C. Run TFTP Server

This process requires a TFTP Server to load the new firmware. Note: A TFTP Server is not the same as an
FTP server; they use different protocols. You cannot connect to the TFTP Server with an FTP client.

1. Install, run and configure the TFTP Server.

2. Copy the file downloaded in step 4 above to the required TFTP Server location.
Note: the upgrade file must be resident in the default directory on the TFTP server (normally
C:TFTP-Root).

3. Note the location of the downloaded file and its filename for use in steps D1 and D2 below.
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D. Upgrade the IONMM / NID Firmware

Perform this procedure to upgrade the IONMM / NID Firmware from either
e the IONMM MAIN tab (step D1) or
o the UPGRADE tab (step D2).

D1. Upgrade IONMM / NID Firmware from the MAIN Tab.

1. Access the IONMM card through the Web interface (see “Starting the Web Interface” on page
45).

2. Select the MAIN tab.

3. Locate the TFTP Settings section at the bottom of the screen.

TFTP Settings
TFTP Serer Address
‘5.1?%155..1._3_@

[S ave Server ﬂ«ddress][Upgrade Firnwxare][Refresh]

Firmware File Name : _S_tat_}_ls___ _
| | [No Action

4. Enter the TFTP Server Address. This is the IP address of the TFTP Server from step C (“Run TFTP
Server”) above.

5. Enter the Firmware File Name. This is the name of the firmware file from step C sub-step 2
above.

TFTP Settings
TFTP Senver Address
:192.168 1.30

| Firmware File Mame | Status-
|| [x323x_1.0.3_AP | ||[Mo Action

[S ave Senver ,&.ddress][Upgrade Fir|m'-a'are][Refresh]
[Refresh][S ave][HeIp]

6. Click the Upgrade Firmware button.

The message “The specified firmware on the TFTP Server will be upgraded to the current module;
are you sure to proceed?” displays.

7. Click OK.
The file is downloaded and the x222x / x32xx and/or IONMM reboots. When the reboot is
complete, the message “[xx]IONMM rebooting finished” displays.

8. Click the Refresh button. The Software Revision area is updated from the old version number to
the new version number (e.g., from 1.0.1 to 1.0.3).

9. If you will be using the same TFTP Server Address for future upgrades, click the Save Server
Address button.
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D2. Upgrade IONMM / NID Firmware from the UPGRADE Tab

1. Access the IONMM card through the Web interface (see “Starting the Web Interface” on page

45).

2. Select the UPGRADE ta

b.

3. Select the Firmware Database sub-tab if not already selected.

4. Locate the Firmware Database Upload section.

ION System
—+I0N Stack
—Chassis
+1[03]C3230-1040
+[05]C3230-1040

[07)IONMM

10]C3231-1040
16]C2220-1014
18)C3220-1040

[
[
[
[
[
[22]I0NPS-A

FaR
g

MAIN || SNTP || HTTPS || SSH || RADIUS | ACL | BACKUP-RESTORE UPGRADE
Firmware Upgrade

Firmware Database Upload
|TFTP Server Address— | Firmware File Name——|Upload Result ———— | Upload Result Reason——
| i i il |

Uploag
Firmware Database Details
Card Type Revision Firmware File Mame

5. Enter the TFTP Server Address. This is the IP address of the TFTP Server from step C (“Run TFTP

Server”) above.

6. Enter the Firmware File Name. This is the name of the firmware file from step C sub-step 5

above.

7. Click the Upload button.

The message “The Firmware Database File is being transferred.” displays during the upload, and
the Upload Result area displays In Progress.

When successfully completed, the message “Getting all records finished” displays, the Upload
Result area displays “Success”, and the Firmware Database Details section displays updated

firmware information.

wamn || snte | HTes [ ssH | Rapus | act | Backup-ResToRe |[RIZEINS
Firmware Upgrade |
Firmware Database Upload
TFETP Server Address Firmware File Name —-——|Upload Result pload Result Reason
‘i192.158 1.30 ] ®222%_x322x zip J ‘iSuccess _|‘
Refiesi
Firmware Database Details
Card Type Revision Firmware File Name
323 0.5.10 ®323x bin.0.5.10
¥222x_¥322x 0510 ¥222%_x#322% bin 0.5.10
[OMMI 0510 [OMMNM. bin0.5 10
Refresh||Help)
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8. If the firmware upload operation failed, the Upload Result area displays either:

e None: no operation was performed, or

e Failure: the specified operation has failed.

The Upload Result Reason area displays a description of the cause of the upload 'Failure'. This
area is blank if the Upload Result displayed is anything other than 'Failure’'.

9. Click the Firmware Upgrade sub-tab.

10. Click the Targets sub-tab if not already displayed.
The modules that are available to be upgraded display in a table.

Firmware Database _
Result ]
Select Target Modules to Upgrade

Select Index Module
i 1 [03]C3230-1040
O 2 [03:L2]REM:53230-1040
O 3 [05]C3230-1040
O 4 [05:L2]REM:53230-1040
O 5 [O7]IOMMIM
6 [10]C3231-1040
O 7 [158]C2220-1014
O 3 [22]I0NPS-A
O 9 Chassis(ION219)
Selact All
If the card list showed in the table is not correct. please fold/unfold "ION Stack” node in the left tree view to refresh.

11. In the Select column, check the IONMM and/or one or more NIDs as the Target Module(s) to be

upgraded.

12. Click the Upgrade button.

13. Click the OK button to proceed.
During the upload, the message “Getting records in progress...” displays.
If the upload was successful, the message “Getting all records finished” displays.
If the upload was unsuccessful, “Getting records failed (http server error)” displays.
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14. Click the Result sub-tab. A table displays with upgrade status information.

Firmware Database |
i. Targets |
Result of Upgrade

Index Module Status Reason Time Started Time Completed
8 [03]C3230-1040 in progress 0:2:55:27.00 0:0:00:00.00
2 [10]C3231-1040 in progress 0:2:55:27.00 0:0:00:00.00
3 0:0:00:00.00 0:0:00:00.00
4 0:0:00:00.00 0:0:00-00.00
5 0:0:00:00.00 0:0:00:00.00
6 0:0:00:00.00 0:0:00-00.00
7 0:0:00:00.00 0:0:00-00.00
8 0:0:00:00.00 0:0:00:00.00

15. Click the Refresh button.

Firmware Database | Firmware Upgrade

Result of Upgrade

Index Module Status Reason Time Started Time Completed
1 [03]C3230-1040 in prograss 0:2:55:27.00 0:0:00-00.00
2 [10]C3231-1040 SUCCESS 0:2:55:27.00 0:2:58:36.00

16. If upgrading more than one device, you may have to click Refresh again.

| Firmware Database | Firmware Upgrade

Targets |

Result of Upgrade
Index Module Status Reason Time Started Time Completed
1 [03]C3230-1040 SUCCESS 0:2:55:27.00 0:2:59:42.00
2 [10]C3231-1040 SUCCESS 0:2:55:27.00 0:2:58:36.00
3 0:0:00:00.00 0:0:00:00.00
4 0:0:00:00.00 0:0:00:00.00
5 0:0:00:00.00 0:0:00:00.00
6 0:0:00:00.00 0:0:00:00.00
7 0:0:00:00.00 0:0:00:00.00
B8 0:0:00:00.00 0:0:00:00.00

Note: the upgrade will take one or more minutes to complete. The exact amount of time for the
upgrade depends on the number of modules being upgraded.

17. After the upgrade has successfully completed, “success” displays in the Status column of the
Result sub-tab window. If the upgrade fails, the Reason column displays a failure code. See
“Section 5 — Troubleshooting” on page 368 for error messages and recovery procedures.
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18. Check the MAIN tab for each upgraded module to ensure that the correct revision level is

displayed in the Software Revision field.

10N System E
—-0M Stack

P | USERS |

- 022201014

|Hardware Revision

—

\Bootloader Revisiopn———
Il 1121

System Cenfiguration

S Madel Information

|Serial Number (Model | Software Revision

""" Port 2 (11673589 || [c2220-1012 |z
""h-._._‘_‘_'_'_,_,-’

(C2220-1014 ||[o:1-04:59 13

System Name——— | System Up Time System Contact———
| ‘ | ||Transiti0ﬂ f\letwurksttechsn

e Drive

one_|

|Configuration Mode—— Console Access—————

Mumber of Ports

(MAC Address———

HSoﬂware ||

[Enabled ~|||2

|00-Co-F2-21-02-B3

The sample screen above shows the C2220 MAIN tab with the Software Revision field indicating

a successful firmware upgrade to version 1.2.1.
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Upgrading Slide-In and Remote Modules Firmware via TFTP

This procedure is used to upgrade one or more of the slide-in modules installed in the ION Chassis or a
remote module connected to a slide-in module.

Before you can upgrade the firmware in the ION system modules you must do the following:

* Have the upgrade files resident in the default directory on the TFTP Server (normally C./TFTP-
Root). To find the latest version of the firmware, go to the Product Support webpage.

* Create the Database Index and Archive Files (below).

* Perform the Module Firmware Upgrade (page 299).

Creating the Database Index and Archive Files

The database index file is a listing of the modules that can be upgraded and the firmware file that will be
used to upgrade each module. The index file must be named db.idx. The archive file is a zip file
containing the index file and the firmware upgrade files. The archive file must be named db.zip in
Windows XP, or just “db” in Windows 7.

The following describes the procedure for creating the firmware database index and archive files.
1. Launch the program that will be used to create the index file (db.idx).
Note: a program such as Notepad can be used to create the file.

2. Make an entry for each firmware file to be used for the upgrade in the following format:

model rev file

Where:

model = name of the module

rev = revision level of the firmware upgrade file
file = name of the firmware upgrade file

Note: Each of the three fields must be separated by a single space or a single tab.

Example: the example below shows a db.idx file for a system that has three modules (IONMM,
x32xx, and x222x), and no second level remotes.

x32xx 1.0.5 x32xx_1.0.5_AP
x222x 1.0.5 x222x x322x_1.0.5_AP
IONMM1.0.5 IONMM_1.0.5_AP

3. Save the file as db.idx.

Note: if you used a program, such as Notepad, that does not allow you to save the file as .idx, then
save it as a text file and rename it (i.e., change db.txt to db.idx).

4. Create a zip file that contains each of the upgrade files and the index file. Save the .zip file to the
TFTP Server root directory (e.g., filename of x222x / x32xx.bin.1.0.5.zip).

For example, using the files listed in the Example above, the db.zip file would contain the following
four files:

* db.idx
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* x32xx_1.0.5_AP
* Xx222x_x322x_1.0.5_AP
* IONMM_1.0.5_AP

5. Perform the upgrade (see Performing the Module Firmware Upgrade below).

Performing the Module Firmware Upgrade

The upgrade consists of two parts: uploading the archive file to the IONMM, and then loading the
upgrade file into the appropriate modules. The following procedure is for upgrading the ION family
modaules. This procedure assumes that the TFTP server is running and is configured to send and receive
transmissions, and that it contains the .zip file created on the previous page.

1. Access the IONMM through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the Upgrade tab. The Firmware Database sub-tab displays.

ION System L mam || swre || Hrres | ssH || reows || ace BACKUP-RESTORE, MBI el= .
~ 10N Stack : ' ' '
Firmware Database Firmware Upagrade

w Firmware Database Upload
[0F[CIZE0-1040 |m89...'3'.€£&icl!§§.§_. ! |W. Upload Resuft- '||.U.P.'.F'..a..dﬁ.eﬁ”!tﬁ??%‘%n.—|

[04]CE010-3040 L

+

+
+[05]C3230-1040 [Uniosd Betres{Hels
+-[07]C3210-1013 Firmware Database Details
+-[08]C3221-1040 Card Type Revision Firmware File Name
+-1121C2110-1013 IONPS 1.1.0 IONPS_1.1.0_AP hin
+[14]C2210-1013 xB21x 1.1.0 C6210_1.1.0_AP hin
+:[161C2220-1014 *601x 11.0 ©6010_1.1.0_AP hin
103220
e 1GICaCA O *321x 11.0 C3210_1.1.0_AP bin
+1[22]0NPS-A .
x311x 1.1.0 C3110_1.1.0_4P bin
+[23)10NPS-D i
x221x 1.1.0 C2210_1.1.0_4P bin
x211x 1.1.0 C2110_1.1.0_4P bin
x323x 110 x¥323%_1.1.0_AP bin
X222%_x322x% e ¥222%_x322x_1.1.0_AP.bin
Refreslj Helg

3. Inthe TFTP Server IP Address field, enter the IP address of the TFTP Server where the upgrade (zip)
file is located.

4. In the Firmware File Name field, enter the name of the zip file you created (e.g., x222x /
x32xx.bin.10.5.zip). Note: Be sure to include the .zip extension in the filename.

5. Click the Upload button.

The firmware file is uploaded from the TFTP server. Note: this operation can take several minutes.
The amount of time for the upload to complete depends on the size of the file. The messages
“Getting values in progress” and “Getting values finished” display during the upload process.

6. Wait for the file to successfully upload. The messages “The Firmware Database File is being
transferred....” and “Getting all records finished” display during the upload process.

The message “Success” displays in the Upload Result field and the modules listed in the db.idx file
will be listed in the Firmware Database Details section.
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A || swe | HTPs | ssH || Rapws || acL || BackuP-ResTORE |[UERRS
Firrmware Database Upload
TFTP Server Address Firmware File Nams Upload Result———WJpload Result Reason
1192.168.1.30 ||| x222% x322x zip X ||||Success _||
Retses
Firmware Database Details
Card Type Revision Firrmware File Name
%#323x 0.5.10 %323 bin.0.5.10
#2229 ¥322x 0.5.10 *¥222% x322x bin.0.2.10
DN 0.5.10 [OMNMM.bin.0.5.10
Refresh|(Help|

7. Select the Firmware Upgrade sub-tab. The Targets sub-tab displays.

MAIN || SNTP | HTTPS | SSH | RADIUS | ACL | BACKUP-RESTORE I

| Firmware Database | Firmware Upgrade

(e [N
Select Target Modules to Upgrade
Select Index Module
O 1 [03]C3230-1040
= 2 [05]C3230-1040
O 3 [05:L2]REM-53230-1040
= 4 [O7]IONMIM
O 5 [10]C3231-1040
O G [16]C2220-1014
O 7 [18]C3220-1040
= ] [22]I0MPS-A
B g Chassis(ION219)
Select All
Upgrade||Refresh||Help|
| If the card list showed in the table is not correct, please fold/unfold "IOMN Stack” node in the left tree view to refresh.

8. Inthe Select column, check the checkbox of each module to be upgraded.

Note: You CAN NOT upgrade a module and a remote module connected to it at the same time. In
order to upgrade both, you must first do one and then the other.

9. Click the Upgrade button.
10. When the confirmation window displays, click OK.

11. To monitor the progress, select the Result sub-tab and click Refresh.
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Firmware Database

Result of Upgrade

AN SNTR HTTE H EAD IS Al RACKIIP-RFSTORF | DCEAD
| Firmware Upgrade

Index Module

gﬂﬂ-l-ﬁ..\ Reason Time Started Time Completed

L B =+ R s R S R 6

oo

1 [03]C3230-1040 @ 2:19:37:30.00 219:39:44.00
0-0-00:00.00 0-0:00-00.00

0:0:00:00.00 0:0:00:00.00
0:0:00:00.00 0:0:00:00.00
0:0:00:00.00 0:0:00:00.00
0:0:00:00.00 0:0:00:00.00
0:0:00:00.00 0:0:00:00.00
0:0:00:00.00 0:0:00:00.00

Note: the upgrade will take one or more minutes to complete. The exact amount of time for the
upgrade depends on the number of modules being upgraded.

After the upgrade has successfully completed, “success” displays in the Status column of the Result
sub-tab window. If the upgrade fails, the Reason column displays a failure code. See “Section 5 —
Troubleshooting” on page 368 for error messages and recovery procedures.

12. Check the MAIN tab for each module to ensure that the correct revision level is displayed in the
Software Revision field.

ION System

—1 10N Stack

- C2220-1014

D apvancep | swte || Hies | ssH || rabws [ act || FoB || vian || snwe | users |
BACKUP-RESTORE |

Madel Infarmation
Serial Murmnber Madel {m Hardware Revision

11672589 | [czzz0-101a Cllias 100 |
=~

Bootloader Revision———
[121 |

System Configuration
|System Mame———— System Up Time——— System Contact———| System Location————

The sample screen above shows the C2220 MAIN tab with the Software Revision field indicating a suc-
cessful firmware upgrade to version 1.2.1.
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Upgrading Standalone Module Firmware via TFTP Server

This procedure is used to upgrade a remote stand-alone x222x / x32xx NID, a local stand-alone Cx2xx
module installed in the ION Chassis, or a remote x222x / x32xx module connected to a slide-in module.

Before you can upgrade the firmware in the ION system modules you must do the following:
* Have the TFTP Server configured and running.

* Have the upgrade files resident in the default directory on the TFTP Server (normally TFTP-Root).

To find the latest version of the firmware, go to the Product Support webpage.

e Verify that the standalone module is in the correct Switch Mode (local / remote mode). See
“Changing Switch Mode (Local / Remote)” on page 69.

Use the procedure below for upgrading the firmware for a standalone module.
1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

2. Select the MAIN tab. Check the Software Revision field in the Model Information section (0.5.1 in
the sample screen below).

~

ION System L] YIS | aovanceD | sntP | HTTes || ssH |[ Rapus || acL |[ FoB |[ vian
—+ON Stack ; ' ) ) ' '

Model Infarmation

- | Serial Humber | (Model—— 7( Software Revision "\ Harduware Revision i
+[03]C3230-1040 |i116?3589 ,I‘ [C2220-1014 %:0.4 Moo
+:105 -10¢
0G0 Bootloader Revision
- [O7JONIM B “I

+-[10]C3231-1040
;..[12](:2110_1013 System Configuration

+1[13]C2210-1013 ‘56}2?29[‘1“1’0‘?:‘9 1
+1[16]C2220-1014 : - -

_____________ R it S NN Frn

System Up Time- 1| System Contact™ -
|0:18:41:25 89 | |[Transition Metworksitechs|

L O SRR, W

System Loc ?‘_t_iP_'L“_
|10900 Red Circle Drive |

RAAD Addennn

o PR P e

3. Locate the TFTP Settings section at the bottom of the screen.

TFTF Settings
‘TFTF' Server Address

Firmware File Name Status—

:Ncu Action

[Save Server Address][Upgrade Firmware][Refresh]

4. Inthe TFTP Server Address field, enter the IP address of the TFTP server that has the upgrade file
(e.g., 192.168.1.30 in the sample screen below).

TFTP Settings

TFTP Server Address—AFflmware File Name _Status- ,
‘192_153_130 ;x222x=x322xhi | |[MojAction

[Save Server Address][Upgraa’e{i,[_njﬁare“l-'\'efresh]//
Refresh||Save

5. Inthe Firmware File Name field, enter the name of the upgrade file (x222x_x322x.bin.0.5.4 in the
sample screen above).

6. Click the Upgrade Firmware button.
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When the confirmation window displays, click the OK button.

The upgrade begins. The message “The firmware is being upgraded ...” displays. Note that this will
take one or more minutes to complete. The exact amount of time for the upgrade depends on the
module being upgraded.

On successful firmware upgrade completion, the message “S3230-1040 rebooting finished” displays
at the bottom of the screen, and the MAIN screen TFTP Settings section Status field displays
“Success”.

TFTP Settings
TFTP Server f‘;@@.ﬁ??ﬁ.j_ Firmware File Name

7| Status

5_192 168.1.30 | §§323x bin.0.5.4 [Success

[Save Server ﬁ.ddress][Upgrade Firmwia re][Refresh]

If the upgrade fails, see “Section 5 — Troubleshooting” on page 261 for error messages and recovery
procedures.

You can click the Save Server Address button to retain the TFTP Server address that you entered in
step 4 above.

Check the module’s MAIN tab to ensure that the correct revision level is displayed in the Software
Revision field (e.g., successful x222x / x32xx firmware upgrade from revision 0.5.4 to revision 1.2.1
in the sample screens above and below).

ION System [<q ADVANCED | snTP || HTTPS | ssH || RaDius || acL || FoB | vian || snwp || usERs
="10M Stack BACKUP-RESTORE |
—
P Iodel Information
Serial Number | Model- | Software Revision Hardware Revision—
""" Port 2 11673589 ‘ [c2220-1014 H [121 Aloo |

Bootloader Revision——
121 ‘

10. After the upgrade has successfully completed, continue with Section 4: Configuration procedures

on page 82 or Section 5: Operations on page 242.
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Firmware Upgrade File Content and Location
The table below shows file content and location resulting from a firmware upgrade.

Table 29: File Content and Location after a Firmware Upgrade

Lost after
. . . L . Firmware
File Type Filename File Description Stored Directory Upgrade?
(Y/N)
Provisioning eg These files are only
backup files “1-1-IONMM.config’ used by provisioning | /tftpboot Yes
Restore
Net-SNMP This file is a configu-
configuration snmpd.conf ration file for Net- /agent3/conf/snmp No
file SNMP
HTTPS con- . This file is a configu- .
figuration file lighttpd-ssl.conf ration file for HTTPS /agent3/conf/lighttpd | No
HTTPS. certifi- server.pem HTTPS certificate /agent3/conf/lighttpd | No
cation file
dropbear_rsa_host_key . .
SSH host key dropbear_dss_host_key SSH host key files /agent3/conf/lighttpd | No
Currently we have
S.SH user key authorized_keys one root' user, this /root/.ssh Yes (1)
file file is the user key
file for ‘root’
The syslog file for
Syslog file sys.log IONMM [tftpboot Yes
) | eg. The MIB configura-
MIB configura ‘agent3.conf tion files for SNMP /agent3/conf No
tion files e .
ifMib.conf’ setting

(1) Exception: after Upgrade from v1.0.3 to v0.5.12, the User Public-Key is missing. In ION v1.0.3, the
user-public key is binding with the Linux root user and is stored in the root file system (/root/.ssh/). This
file system will be replaced after this version upgrade, so this key will be lost. You can still log in through
SSH, but you must upload the public key again in order to use it. In v 0.5.14, the stored key was moved
from the root file system to the application flash area (/agent3/conf). This missing key problem will oc-
cur only if you upgrade from 0.5.14 to a later release. In ION versions after 0.5.14, the user-public key is
saved after an upgrade.

Additional Upgrade Procedures

Additional upgrade procedures are available for the ION system. Refer to the IONMM User Guide for
these IONMM upgrade procedures:

e Upgrade the IONMM and/or NID Firmware.

e Upgrade Slide-In and Remote Modules Firmware via TFTP. This procedure is used to upgrade
one or more of the slide-in modules installed in the ION Chassis or a remote module connected
to a slide-in module. Requires you to 1) Create Database Index and Archive Files, and 2) Perform
the Module Firmware Upgrade.

e Perform the Module Firmware Upgrade - the upgrade consists of two parts: uploading the ar-
chive file to the IONMM, and then loading the upgrade file into the appropriate modules. This
procedure is for upgrading the ION family modules.
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Transfer Files via Serial Protocol (X/Y/Zmodem) — CLI Method

Use the serial (get| put]upgrade) protocol=(xmodem |xmodem-1k|ymodem|zmodem) commands to
transfer a file over the USB serial line. These commands can only be entered at the device level (e.g.,
when the command line prompt is C1|S8|L1P1> or similar). These commands function similar to the
TFTP download function; technical support can download configuration files and firmware files through
the USB port by entering the corresponding CLI commands.

General Usage: serial (get|put|upgrade) protocol=(xmodem | xmodem-1k|ymodem|zmodem)
file=FILE%s

Perform this procedure to upgrade the x222x/x32xx firmware from the CLI.

1. Access the IONMM through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Sends a request to the server / local file system to download content for a subsequent put com-
mand. Type serial get protocol zmodem file=xxxx and press Enter.

3. Send arequest to the server / local file system to upload content.
Type serial put protocol zmodem file=xxxx and press Enter.

4. Perform a firmware upgrade over the selected serial line.
Type serial upgrade protocol zmodem file=xxxx and press Enter.

For example:

C1|S1|L1D>serial ?

get

put

upgrade
C1|S1|L1D>serial get protocol zmodem file=xxxx
Warning: the input file name will be ignored when using ymodem/zmodem to retrieve file!
now start to transfer the file
SCCCCCCCCCCCBBOBBOBBOBBOBBOBBOBBOBBOBBOBBOB
BBOBBOBBOBBOBBO
file transfer failed!
C1|S1|L1D>serial put protocol zmodem file=xxxx
now start to transfer the file
Slsz: cannot open /tftpboot/xxxx: No such file or directory
BBOBBOBBO
BBOBBO
Can't open any requested files.
BBOBBOBBOBBOBBO
file transfer failed!
C1|S1|L1D>serial upgrade protocol zmodem file=xxxx
now start to transfer the file
**B00000VV63f694ceive. **BO00VVOO63T694
CCCCCccccccBBoBBBBOBBBBOBBBBOBBOBBOBBOBBO
file transfer failed!
C1|s1|L1D>

If the serial file transfer causes HyperTerminal (HT) to have problems recognizing ION CLI commands,
type q and press Enter, and then log back in to HT.
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Replacing a Chassis Resident NID

The NID is a “hot swappable” device (it can be removed and installed while the chassis is powered on).
To replace a chassis resident NID, do the following.

1.
2.

© N o v &~ W

Backup the configuration (see “Backing Up Slide-In and Remote Modules” on page 150.

Disconnect any cables attached to the NID.

'\-\._\._e

- e
j {8~ Chassis shde-In module
e

Loosen the panel fastener by turning it counterclockwise.

Pull the NID from the Chassis.

Carefully slide the new NID fully into the slot until it seats into the backplane.

Push in and rotate the attached panel fastener screw clockwise to secure the NID to the chassis.

Connect the appropriate cables to the NID.

Load the configuration into the new NID (see “Restoring Slide-In and Remote Modules” on page

234).
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6. Troubleshooting

General

This section provides basic and specific problem determination processes, and a description of problem
conditions that may occur or messages that may be displayed. This section also documents ION system
tests and x222x / x32xx and jumpers, and describes where and how to get technical support.

IMPORTANT

For each procedure described in this section, do each step sequentially as indicated. If the result of a
step causes the problem to be corrected, do not continue with the other steps in the procedure.

Basic ION System Troubleshooting

This basic process is intended to provide some high-level techniques that have been found useful in
isolating ION problems. This process is not a comprehensive guide to troubleshooting the ION system.
The intent here is to 1) avoid missing any important information, 2) simplify analysis of captured
information, and 3) improve accuracy in finding and explaining problem causes and solutions.

This basic process applies to these ION system and related components:

e |ON Chassis
e |ON NIDs (SICs, or slide-in-cards)
e |ONMM

e |ON software (ION System Web Interface or ION command line interface - CLI).

e |ON power supply

e |ON Options (ION SFPs, ION LG Kit, etc.)

e Data cables, electrical cables, and electrical outlets

e Third party network equipment (circuit protection equipment, battery backup, 3™ party
client or server software — RADIUS or TFTP, etc.)

When troubleshooting an ION system / network problem on site:

1. Document the operation taking place when the failure occurred.

2. Capture as much information as possible surrounding the failure (the date and time,
current configuration, the operation in process at the time the problem occurred, the step you
were on in the process, etc.).

3. Start a log of your ideas and actions, and record where you were in the overall scheme of the
system process (i.e., initial installation, initial configuration, operation, re-configuration, upgrad-
ing, enabling or disabling a major feature or function, etc.).

4. Write down the error indication (message, LED indicator, etc.). Take a screen capture if the
problem displayed in software.

5. Start with the most simple and work towards the more complex possible problem causes (e.g.,
check the network cables and connections, check the device LEDs, verify the NIDs are seated
properly, view the CLI show command output, check the Syslog file, verify IP addresses and
Gateway IP address, check Windows Event Viewer, ping the interface, run the various tests if
functional, etc.).

6. Write down your initial 2-3 guesses as to the cause of the problem.

7. Verify that the Lantronix product supports the function you are attempting to perform. Your
particular Lantronix product or firmware version may not support all the features documented
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10.
11.

12.

13.

14.

15.

16.

17.

for this module. For the latest feature information and caveats, see the release notes for your
particular device/system and firmware release.

Use the Web interface or command line interface (CLI) to obtain all possible operating status
information (log files, test results, show command outputs, counters, etc.)

If LOAM is configured, check the LOAM Event Log table parameters,. Print the output if possible.
Use the ION system manual procedure to retry the failed function or operation.

For the failed function or operation, verify that you entered valid parameters using the cursor-
over-help (COH) and/or the ION system manual.

Based on the symptoms recorded, work back through each step in the process or operation to
recall a point at which the problem occurred, and examine for a possible failure point and fixe
for each.

Document each suspected problem and attempted resolution; eliminate as many potential
causes as possible.

Isolate on the 1-2 most likely root causes of what went wrong, and gain as much information as
you can to prove the suspected cause(s).

If you find a sequence of actions that causes the problem to recur, replicate the full sequence
several times and document it if possible.

Review your logged information and add any other comments that occur to you about what has
taken place in terms of system behavior and suspected problem causes and solutions.

Review the “Recording Model Information and System Information” section on page 338 before
calling for support.

Error Indications and Recovery Procedures
The types of indications or messages reported include:

LED Fault and Activity Displays (page 372)
Problem Conditions (page 375)

CLI Messages (page 392)

Web Interface Messages (page 437)

Windows Event Viewer Messages (page 463)
Config Error Log (config.err) File (page 464)
Webpage Messages (page 475)

Third Party Troubleshooting Messages (page 516)

These message types and their recommended recovery procedures are covered in the following
subsections.
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LED Fault and Activity Displays

Refer to this section if the LEDs indicate a problem. For any LED problem indication, review the “Front
Panel Connections and LEDs” section on page 54, and then perform the following steps.
1. Check the power cord connections and power outlet.
Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.
Make sure the USB cable is properly connected.
Check the power supply voltages (see related documentation).
Verify that the ION system devices have the latest firmware versions. Download the latest firm-
ware version and upgrade as necessary.
Check if other network devices are working properly.

vk wnN

o

Power (PWR) LED is off (not lit):

Check for a loose power cord.

Check for a power supply failure. Replace power supply if failed.

Make sure all circuit protection and connection equipment and devices are working.

Verify that the ION system power supply is within operating range.

Remove the card from the chassis and re-insert it. Replace if failed.

Make sure the mode displayed matches the hardware setting on the device. See the “Jumper
Settings” section on page 352.

ok wWwNRE

LACT (Link Activity) LED off (not lit):
1. Check the data cables for obvious problems, incorrect type, incorrect wiring, etc.
See if the administrator has manually disabled the console device (PC) via the Web interface.
Check if other network devices are working properly.
Remove the suspect card from the chassis and re-insert it.
Check Auto-Negotiation setting.
See if the port transmission mode / speed (full or half-duplex, etc.) match those of the
attached device.
7. Verify that the ION system devices have the latest firmware versions (see “Upgrade the Firm-
ware” on page 123). Download the latest firmware version and upgrade as necessary.

ounkwnN

Fault LED is lit:
1. Check for a problem with the IONMM, software, or configuration.
Make sure all circuit protection and connection equipment and devices are working.
Verify that the ION system power supply is within operating range.
Remove the card from the chassis and re-insert it.
Make sure the USB cable is properly connected.
Reset the IONMM.

ounkwnN

TX or RX LED off (not flashing):
1. Check the data cables for obvious problems, incorrect cable type, incorrect wiring, etc.
Check if other network devices are working properly.
Verify that the ION system devices have the latest firmware versions.
Download the latest firmware version and upgrade as necessary.
Remove the card from the chassis and re-insert it.

vk wnN
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Troubleshooting Auto-negotiation Mismatches

The IEEE 802.3ab Auto-negotiation protocol manages the switch settings for speed (10 Mb/s, 100 Mb/s,
and 1000 Mb/s, excluding SFP module ports) and duplex (half or full). There are situations when this
protocol can incorrectly align these settings, causing a mismatch and reducing performance. A mismatch
can occur when:

1. A manually set speed or duplex parameter is different than the manually set speed or duplex
parameter on the connected port.

2. Anportis set to auto-negotiate, and the connected port is set to full duplex with no Auto Negoti-
ation.

To maximize performance and ensure a link, follow one of these two guidelines when changing the set-
tings for duplex and speed:

1. Set both ports to auto-negotiate both speed and duplex, or
2. Manually set the speed and duplex parameters for the ports on both ends of the connection.

IPv6 Troubleshooting
Start by using these third party resources when performing general IPv6 problem solving:

e The standard Windows 7 command-line tools with full IPv6 functionality (Ping, Ipconfig, Path-
ping, Tracert, Netstat, and Route all support IPv6).

e The IPv6-specific tools in the Netsh command.

Address Resolution in Windows 7

In unicast global IPv6 (equal to IPv4 Public) addresses, the 64-bit host portion of the address is derived
from the MAC address of the network adapter. The Neighbor Discovery (ND) protocol resolves IPv6 ad-
dresses to MAC addresses. The resolution of host names to IPv6 addresses is done by DNS with the ex-
ception of link-local (equivalent to IPv4 APIPA) addresses, which resolve automatically. DNS handles rec-
ords for IPv6 host names similar to IPv4 and also uses pointer (PTR) records to perform reverse lookups.
Where DNS is not implemented (e.g., peer-to-peer environments) the Peer Name Resolution Protocol
(PNRP) provides dynamic name registration and name resolution.

Verify IPv6 Configuration in Windows 7

The main tool is Ipconfig. The command ipconfig /all displays both IPv4 and IPv6 configuration. To dis-
play the configuration of only the IPv6 interfaces use netsh. The netsh interface ipv6 show address com-
mand displays each interface IPv6 address including the interface ID after the % character (the configu-
ration can be accessed via the GUI).

Verify IPv6 Connectivity

Try to ping the local address. Note that if pinging link-local addresses from one host to another, you
must include the destination adapter interface ID (e.g., ping fe80::38e7:3df1:f5ff:fdf0%13). When ping-
ing site-local (equal to IPv4 Private) addresses you can add the interface ID to ensure that the address is
configured on the desired interface. You must add an ‘allow’ rule for ICMPv6 traffic to pass through each
computer’s firewall.
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Command examples - third party CLI commands for IPv6:
ipconfig /all
netsh interface ipv6 show address
ping fe80::38e7:3dfl:£5££f:£df02313)
netsh interface ipv6 delete neighbors
netsh interface ipv6 show neighbors
netsh interface ipv6 delete destinationcache
netsh interface ipv6 show destinationcache
netsh interface ipv6 show route
route print
tracert -d <destination IPv6 address>
pathping -d <destination IPv6 address>

For Additional Information

IPv6 Forum at http://www.ipv6forum.com/

ARIN (American Registry for Internet Numbers) at https://www.arin.net/knowledge/ipv6 info cen-
ter.html

or ARIN wiki at http://www.getipv6.info/index.php/Main Page

Cisco: http://www.ciscopress.com/articles/article.asp?p=777892&seqNum=7

Troubleshooting IPv6 on Windows 7: http://itexpertvoice.com/home/troubleshooting-ipv6-on-win-
dows-7-and-why-its-worth-the-bother/

Troubleshooting IPv6 on Windows Servers (Microsoft TechNet): http://technet.microsoft.com/en-us/li-
brary/cc780623(WS.10).aspx

Test IPv6 Connectivity Using the pingé Command (Windows XP)
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/sag_ip_v6_pro_diag_ping6_conn.mspx?mfr=true

IPv6 Auto Config Troubleshooting

Determine whether your particular computer will require reconfiguration. For example, for Microsoft
.NET Framework version 2.0 and later, IPv6 is enabled by default. For .NET Framework version 1.1 and
earlier, IPv6 is disabled by default. For more information see the MSDN article at http://msdn.mi-
crosoft.com/en-us/library/8db2058t.aspx. Windows Server 2008 provides complete support for IPv6 and
all of its features, and does not need additional installation or configuration.

For Windows 7 see http://technet.microsoft.com/en-us/magazine/2009.07.cableguy.aspx.

For Windows XP see http://support.microsoft.com/kb/2478747.

For Windows Vista see http://ipv6.com/articles/general/IPv6-Microsoft-Vista.htm.

For Linux / BSD, see http://ipv6.com/articles/applications/Linux-and-BSD.htm or
http://tldp.org/HOWTO/html single/Linux+IPv6-HOWTO/ or your distribution documentation and/or
website.
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Problem Conditions

Cannot access the IONMM via USB port

1.
2.

Check that the USB cable is connected to the IONMM and to the PC/workstation.

Check that the USB driver is installed on the PC/workstation. See “Installing the USB Driver” on
page 31.

Check that the terminal emulator software is configured properly for the USB port and launched. See
“Configuring HyperTerm” on page 35.

Check that the serial access is not disabled.

a) Access the IONMM through the Web interface (see “Starting the Web Interface” on page 45).
b) Select the MAIN tab.
¢) Locate the System Configuration section.

d) If Enabled is not showing in the Console Access field, select it and click Save.
Restart the local management station (PC).
Power cycle the IONMM.

If the problem persists, contact Technical Support.
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Cannot access the IONMM via Telnet

1.

5.

Check whether SSH is enabled.

a) Access the IONMM through either a USB connection (see “Starting a USB Session” on page 41)
or the Web interface (see “Starting the Web Interface” on page 45).

Note: if you are unable to access the IONMM through the Web interface, go to step 3.

b) From the CLI, type: show ssh config and press Enter.

¢) From the Web interface, select the SSH tab and check the SSH Server Status field.

Is SSH enabled?

Yes

No

Access the IONMM using SSH security or disable SSH
(see “Configuring SSH” on page 127).
Is access restored?

* Yes — end of procedure.

* No — continue with step 3.

Continue with step 3.

Check whether Management VLAN is enabled.

a) At the USB command prompt, type: show mgmt vlan config

b) Press Enter.
Is Management VLAN enabled?

Yes

No

a) Make sure that the management station/PC is part of
the same VLAN as the IONMM.
b) Make sure that the correct port is being used on the
IONMM.
c) Is access restored?
* Yes — end procedure.
* No — continue with step 5.

Continue with step 5.

If the problem persists, contact Technical Support.
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Cannot access the IONMM via the Web

1.

A

Does the sign in screen appear?

Yes

No

Sign in using the default password; private.
Note: the password is case sensitive.

Continue with step 2.

Verify that the default password has not been changed.

Check with your IT department that the network is up and running.

Check that the network cable is connected to the IONMM and the network port.

Check the IP addressing. At the command prompt, type show ip-mgmt config and press Enter.
Verify the assigned IP address, Gateway IP address, and sub-net mask.

Check if HTTPS is enabled.

a) Access the IONMM through either a USB connection (see “Starting a USB Session” on page 41)
or a Telnet session (see “Starting a Telnet Session” on page 43).

Note: if you are unable to access the IONMM through the Telnet interface, go to step 7.

b) At the command prompt, type: show https config and press Enter.
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7. Is HTTPS enabled?

Yes No

Access the IONMM through HTTPS or disable HTTPS Continue with step 7.
(see “Configuring HTTPS” on page 115).
Is access restored?

* Yes — end procedure.

* No — continue with step 7.

8. Check if Management VLAN is enabled. At the USB command prompt, type show mgmt vlan
config and press Enter.

9. Is Management VLAN enabled?

Yes No

a) Make sure that the management station/PC is part of | Continue with step 9.
the same VLAN as the IONMM.
b) Make sure that the correct port is being used on the
IONMM.
c) Is access restored?
* Yes — end procedure.
* No — continue with step 10.

10. Disable the Management VLAN function. At the USB command prompt, type set mgmt vlan
state=disable and press Enter.

11. If the problem persists, contact Technical Support.
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Cannot access the NID via USB port
1. Can you access the [ONMM?

Yes No

Continue with Step 2. See “Cannot access the IONMM via
USB port” on page 168.

13. Check that the syntax for the go command is correct. The go command format is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-15>|11d12d|13d)

for a Slide in card, or
20 [c=<0-16>] [s=<0-32>] [11ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-15>|11d12d|13d)
for Standalone card

2. Power cycle the NID.

3. If'the problem persists, contact Technical Support.

Cannot access the NID via Telnet

1. Can you access the [ONMM?

Yes No

Continue with Step 2. See Cannot access the IONMM via
Telnet on page 169.

14. Check that the syntax used for the go command is correct. The go command syntax is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [I2ap=<1-15>] (11p=<1-5>|12p=<1-15>|13p=<1-15>[11d|12d|13d)

for a Slide in card, or
20 [c=<0-16>] [s=<0-32>] [11ap=<1-15>] [I2ap=<1-15>] (I11p=<1-5>|12p=<1-15>|13p=<1-15>|11d|12d|13d)
for Standalone card

2. Power cycle the NID.

3. If'the problem persists, contact Technical Support.
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Cannot access the NID via the Web
1. Can you access the [ONMM?

Yes No

Continue with Step 2. See “Cannot access the IONMM via the
Web” on page 172.

2. Power cycle the NID.
3. If the NID is a remote, power cycle the local NID.

4. If the problem persists, contact Technical Support.

Cannot activate IP-based management
1. Verify that the IP, gateway, and subnet mask are configured correctly.

2. With DHCP enabled, DHCP could have failed leaving the system with the old static IP configuration.
Check the configuration via the USB port.

a) Access the IONMM through a USB connection (see “Starting a USB Session” on page 41).
b) At the command prompt, type: show ip—-mgmt config.
c) Press Enter.

3. If the problem persists, contact Technical Support.

Cannot upgrade modules

See Upgrade fails on page 177.

Cannot upload upgrade files
See Upload fails on page 177.
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Management Module does not power on

1. Does the chassis have power?

Yes No

Check that the IONMM is seated properly a) Check that the power cord is plugged into
in the chassis. the unit and the wall socket.

b) Plug the IONMM into a different outlet.

2. If the problem persists, contact Technical Support.

Telnet connection is lost after a CLI command is executed

1. Can you connect to the IONMM through the Web interface (see “Starting the Web Interface” on
page 45)?

Yes No

Go to step 3. Continue with step 2.

2. Check the following:
* the IONMM is seated properly in the chassis
* the IONMM is powered up
* the network cable is seated
* the network is operational
3. For all modules (slide-in and remote) check the following:
* module is properly seated/connected
* module is powered up

4. Cycle power for the module in question. Note: for slide-in cards, pull the module out so it is no longer
connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. If the problem persists, contact Technical Support.

Trap Server does not record traps
1. Ensure the Trap Server application is running.

2. SNMP traps may be blocked by a router or firewall. Consult your Network administrator to determine
if this is the case.
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3.

4.

Check that the correct SNMP trap manager IP address has been defined for the module.
* For Web Interface — go to the SNMP Configuration section on the MAIN tab.
* For CLI — at the device level, type: show snmp config.

If the problem persists, contact Technical Support.

Upgrade fails

L.

A

Check the following:
* The correct module(s) has been selected.
* The module selected is listed in the Card Type column on the Firmware Database sub-tab.

* A hierarchy conflict does not exist (i.e., trying to upgrade a level 2 module and its level 1 module
at the same time).

* The modules are powered on.

Wait two minutes, and then retry the operation. If the operation still fails, continue with step 3 below.
Reboot the IONMM and all modules in the upgrade stream.

Retry the operation. Note: you will have to do another upload of the upgrade files.

If the problem persists, contact Technical Support.
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Upload fails

1.

2
3
4,
5

Check the following:
* The IONMM is powered on.
e The IP address of the TFTP server is correct.

e The TFTP server is online and available.

* The correct file name (db.zip in Windows XP, just “db” in Windows 7) is specified (include the

.zip extension in Windows XP, but not in Windows 7).

* The db.zip (or db) file is in the default directory on the TFTP server.

* The db.zip (or db) file contains the db.idx file and the upgrade files.

* The db.idx file is formatted correctly (“Creating the Database Index and Archive Files” on

page 148).

Wait three minutes then retry the operation. If the operation still fails, continue with step 3.

Reboot the IONMM.
Retry the upload operation.

If the problem persists, contact Technical Support.

USB connection resets after a CLI command is executed

1. Can you connect to the IONMM through the Web interface (see “Starting the Web Interface” on
page 45)?
Yes No
Go to step 4 of “Telnet connection is Continue with step 2.
lost after a CLI command is executed”
on page 168.
2. Check the following:
* the IONMM is seated properly in the chassis
* the IONMM is powered up
* the network cable is seated
* the network is operational
3. For all modules (slide-in and remote) check the following:
* the module is properly seated/connected
* the module is powered up
4. Cycle power for the module in question.
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5. [If the problem persists, contact Technical Support.

Configuration Mode Mismatch

On the device MAIN tab, in the System Configuration section in the Configuration Mode box, the
mode displayed does not match the hardware setting on the device.

The device may have a jumper or switch that disables software management of the device. When
Configuration Mode is hardware, the devices take some of the configurations from DIP switches or
jumpers on the device. In software mode, configuration is controlled by management.

1. Refer to the “Jumper Settings” section on page 312 for details on hardware mode configuration.

2. Contact Lantronix for more information. Contact Technical Support.

Ethernet connection works, but at a very low speed
1. Check if the Auto Negotiate feature is enabled.

2. If Auto Negotiate is enabled, check if one device is using full duplex while the other one is using
half-duplex (a duplex mismatch condition). The usual effect of this mismatch is that the connection
works but at a very low speed.

3. Change Ethernet connection settings; see "Configuring Auto Negotiation" on page 77.
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loading, please wait ... Displays continuously

| Loading, please wait... =

1. Wait for one or more minutes for discovery to complete.
Click the IXI icon to close the message.
Check the parameter entries and retry the operation.

Click the Refresh button and try the operation again.

A

If the problem persists, contact Technical Support.

No ACL condition now!
You entered a show acl condition CLI command, but you have not yet defined an ACL Condition.
1. Define the associated ACL condition. See “Configuring an ACL” on page 211.
2. Verify the ACL Condition. For example:
C1]S7|L1D>show acl condition

3. If the problem persists, contact Technical Support.

No ACL rule now!

When doing a backup of the IONMM and several other modules, an error was detected when the IONMM
was initially backed up (AGENT PM ERROR: CLI command show acl rule failed).

1. Execute a System reboot on the IONMM.
2. Execute a backup on the IONMM alone.

3. Ifthe problem persists, contact Technical Support.
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Parameter Boxes Outlined in Red / Cannot Enter Parameters

Flafaa b (30 et i

1. Check if the device is physically connected and powered on.

2. Refresh the IONMM or NID by clicking the Refresh key.

3. Collapse and then expand the ION System tree (i.e., fold and then unfold the "ION Stack" node in the

left tree view) to refresh.
4. Cycle power for the module in question.

5. Upgrade the devices to the latest software version.

6. Reboot the device by clicking the Reboot key. Check if the parameter boxes are again outlined in

black and that you can enter parameters.

7. If the problem persists, contact Technical Support.
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Red box Condition after Reboot

When the reboot is finished, some devices (usually remote devices) will show the error condition of a
"red box" around items like IP address, Trap Manager IP addresses, and/or DNS Entries. The ‘red box’
condition occurs while the devices are resetting; this condition can continue several minutes after the
reboot. Until the system is ready to be fully managed, certain fields may display within "red boxes".
The "red boxes" will disappear when the system is ready to be fully managed.

1. Wait a couple of minutes for the current operation to complete, and then continue operation.

2. Check the devices’ firmware versions. For example, a C2220 has only certain items ‘red boxed’.
The IONMM in this case is at latest version and shows certain new functions on the GUI, while the
(2220 is at an older version and shows the newer functions as ‘red boxed’. Since the older version of
(2220 does not have knowledge of the new features, it will not respond to the IONMM for the new
items, and the IONMM shows those items as ‘red boxed’. Upgrade the devices to the latest software
version.

3. Reboot the system. See the “Reboot” section on page 285 for more information.

4. Contact Lantronix for more information. Contact Technical Support.

TFTP Server Address is empty or invalid!

1. On adevice MAIN tab, in the TFTP Settings section, you clicked the Save Server Address button
with no TFTP Server Address entered, or with an invalid TFTP Server Address entered.

2. Enter a valid TFTP Server Address and click the Save Server Address button.

Windows XP Cannot Find Drivers For My Device

This error can occur if the information programmed into the device EEPROM do not match those listed in
the INF files for the driver. If they do not match, the driver cannot be installed for that device without
either reprogramming the device EEPROM or modifying the INF files.

1. Contact Lantronix for more information. Contact Technical Support.
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Windows XP Forces a Reboot after Installing a Device

This problem can occur if an application is accessing a file while the New Hardware Wizard is trying to
copy it. This usually occurs with the FTD2XX.DLL file.

1. Select not to restart the computer and then unplug and re-plug the device. This may allow the device
to function properly without restarting.

2. Restart the computer to allow the device to work correctly.

3. Contact Lantronix for more information. Contact Technical Support.

Driver Installation Fails and Windows XP Gives Error Code 10

Windows error code 10 indicates a hardware error or failed driver installation. This error may appear if a
device has insufficient power to operate correctly (e.g. plugged into a bus powered hub with other
devices), or may indicate a more serious hardware problem. Also, it may be indicative of USB root hub
drivers being incorrectly installed.

1. Contact Lantronix for more information. Contact Technical Support.

Windows XP Displays an Error and then Terminates Installation

If the following screen is displayed with this message, Windows XP has been configured to block the
installation of any drivers that are not WHQL certified.

Hardware Installation

@ The software you are installing for this hardware:

USE Senal Converter

has not passed Windows Logo testing to verify its compatibdity
with this version of Windows. [Tell me why this testing is mportant)

This hardware will not be installed. Contact your system
administiator.

To successfully install the device, you must change the driver signing options to either warn or ignore in
order to allow the installation to complete.

1. To change the current driver signing setting, in Windows XP, go to "Control Panel\System", click on
the "Hardware" tab and then click "Driver Signing".

2. Select the desired signing option.
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For other USB Driver / OS Messages (Win2K, Vista, Windows 7, Linux, Mac) refer to the separate
document with Driver / OS install, uninstall and troubleshooting information.

Little indication of an IONPS-D Power Supply failure in Web interface

Meaning: If a power supply is powered down or loses input power, the only indication on the web inter-
face is a Power reading of 0.0. The "Power Status OK" means that the Power Sensor is operating nor-
mally, not that the input power is OK.

Recovery: To check the loss of power, check at IONPS-A > MAIN tab > Sensor and Fan(s) section >
Power value field. See Appendix H on page 653 for more information.

Problem: User Public-Key Missing after Upgrade from v1.0.3 to v0.5.12

Meaning: In ION v1.0.3, the user-public key is binding with the Linux root user and is stored in the root
file system (/root/.ssh/). This file system will be replaced after this version upgrade, so this key will be
lost.

Recovery: This missing key problem will occur only if you upgrade from 0.5.14 to a later release. In [ON
versions after 0.5.14, the user-public key is saved after an upgrade. You can still log in through SSH, but
you must upload the public key again in order to use it. In v 0.5.14, the stored key was moved from the
root file system to the application flash area (/agent3/conf).

Problem: "Unknown command." message displays when entering system name/contact/location.
Problem: The System Name can not be restored when the system name contains special character
"space" in the middle.

Meaning: The "Unknown command." message displays when the system name/contact/location contains
a "space" character within the text using the CLI command "set system name" or "set system contact" or
"set system location" is entered. The entry for the system contact, system location, and system name
must be a text string with no spaces between characters. Note that numbers, upper/lower case characters,
and special characters (~!@#$%"&*() +") are allowed.

Recovery: From the Web interface, at the device’s MAIN tab in the System Configuration section, re-
enter the "System Name" or "System Contact" or "System Location", making sure there are no spaces
between the text characters.

From the CLI, re-enter the "set system name" or "set system contact" or "set system location" CLI

command, making sure there are no spaces between the text characters. For example:
Cl|S1|L1D>set system ?
contact
location
name
Cl|S1|L1D>set system name=123abcABC ~!@#S$%"°&* () +"
% Unknown command.
Cl|S1|L1D>set system name=123abcABC ~!@#3$%"&* (
% Unknown command.
Cl|S1|L1D>set system name=123abcABC!@#S$%

Cl|s1l|L1D>

Message: Trap manager settings changed and a system reboot is required for the changes to take effect.
— Do you want to reboot the system right now?
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ION System El SNTP | HTTPS | SSH | RADIUS || ACL BACKUP-RESTORE || UPGRADEV‘
= O Stk Wodel Information : ' -

—-Chassis

Serial Number 1| Model | Software Revision Hardware Revision———
SN-agent-001 || [ionmm |65 M@ 01 1
+/-[03]C3230-1040

Bootioader Revision
+{04105010-2040 h2e ]

++[05]C3230-1040

+07]C3210-1013 System Configuration
+ [08]C3221-1040 |System Nam 1| System Up Tim 1/ System Contact 1 System Location ]
2101013 orman m || [0:0:42:37 61 || [Transition Networksitechs||| 10800 Red Circle Drive ||
(141622101013 |Cansole Access—— Number of Ports— | MAC Address
) [16]C2220-1014 [Enabled >z ||[oo-co-Fe200E9E ||
+[18]C3220-1040 [Uptime Reset)[System Reboot][Reset Ta Factory Config)
+ [22]IONPS-A IP Configuration
+[23]ONPS-D DHCP Clisnt

[ Disabled -

IP Address

R RN -2 (rom vebpaee

DNS 1————| \?/ Trap manager settings have been changed and & system peboot s requived for the changes to bake effect. Do you wank ko reboot the system right row?
| o000

p——

0.0.0.0

Wanagement VLAN Configuration

|VLAN ID | Statu Member Ports
|2 || [ Dizabled ]||[EPort 1 ClPort 2

SNMP Configuration

SHMP Version
; ~
< Trap Manager 1 Trap Manager 1 Trap Manager

1| 1
182.168.1.30 | 0050 || [o:0:0:0 I
Trap Manager - 1 (Trap Manager 1 Trap Manager 1
‘ﬂ,ﬂﬂﬂ l[0000 Jl{[0:0.0:0 I

Meaning: Information only. At IONMM > MAIN > SNMP Configuration > Trap Manager x you en-

tered an IP address for a trap server.

Recovery:

1. Click the OK button to clear the webpage message.

2. Verify the Trap Manager setting and continue operation.
3. If a problem persists, contact Technical Support.
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Message: File has been successfully transferred via TFTP.” but the Prov. status column displays failure

[...].

10N System MAIN || SNTP || HTTPS || SSH | RADIUS || ACL |EEXSINESG(elzial UPGRADE

= ION Stack Status
No AE‘IDH—‘

’ TETP S.En:?f..r’*ddr%ﬁ“.
=" Chassis 192 168 1 30 |

+ [01]ONMM e
+[03]C3230-1040 iy "eotore

+-[04]C6010-3040 Select Modules to Back Up (Dawnload config files after backing up is dons)

.i...[ug][;}g}g,mm Select Index Module Config File {Click to Modify} Prov Status TFTP Action

++[07]C3210-1013 1 [01]IONMM 1-14ONMM config success

+-[08]C3221-1040

i 2 [03]C3230-1040 1-3-C3230-1040 config failure [

+-[12]52110-1013

+-[14]C2210-1013 3 [04]C6010-3040 1-4-C6010-3040.config SuUCCess

+-[16]C2220-1014 4 [05]C3230-1040 1-5-C3230-1040.config success

+-[18]C3220-1040 - R .

+ [22]0NPS-A 5 [07]C3210-1013 1-7-C3210-1013.config

+[23]IONPS-D O 6 [08]C3221-1040 1-8-C3221-1040.config
O 7 [12]c2110-1013 1-12-C2110-1013 config
O 8 [14]C2210-1013 ERERSPRIRTY Message from webpage E
o 2 HEIC2228 1012 160222010 !} File has been successfully transferred via TFTP.
O 10 [18]C3220-1040 1-18-C3220-10)
O 1 [22]IONPS-A 1-22HONPS-A
O 12 [23]IONPS-D 1-23HONPS-D canfig Download| |

Refresh||Back Up| m}

Meaning: At IONMM > BACKUP-RESTORE > Backup you selected a module to back up, the “successful
transfer” message displays, but the Prov. Status column displays failure [...].

Recovery:

Click the OK button to clear the webpage message.

Click the [...] box after the word “failure” in the Prov Status column.

Open the config.ERR file at C:\TFTP-Root.

Fix any config commands and then retry the operation.

Verify the Backup and continue operation.

If a problem persists, contact Technical Support.

ounkwphE

Problem: Bandwidth Ingress fault

Meaning: With rate set at 100Mbps with Full Duplex and Frame Size = 9216 a bandwidth Ingress fault
occurs. When Ingress rate limiting is set at or below 512Kbps, the S322x will pass approximately 1 Mbps
of traffic. At 768kbps and above rate limiting is working. This problem only happens on Ingress (not
Egress) and only happens when connected at 100Mbps Full Duplex. Packets of 1518k or less work fine.
This is a known hardware component limitation that only occurs when using very large Jumbo Frame
(>5k) and very low bandwidth (<512k).

Recovery: Change the rate, duplex mode, frame size, packet size, or Ingress Rate Limit. See the related
section of this manual for details.
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CLI Messages

The following are messages that may appear during CLI (Command Line Interface) operations.

Add ACL rule failed.

This message indicates that the rule could not be added.

1. Verify the CLI command syntax.
2. Retry the operation.

3. If'the problem persists, contact Technical Support.

Ambiguous command

A. This message indicates either a) the input for one of the parameters is incorrect, or b) a hyphen is
missing between two parts of the command.

1. Verity the CLI command syntax.
2. Retry the operation.

B. You typed part of a valid CLI command and pressed Enter before completing the command syntax.
For example, if you type

C1|S7|L1D>add v
and then press the Enter key, the message “% Ambiguous command.” displays.

1. Type the part of the command that failed (add v in the example above), type a question mark (?), and
the press Enter. The valid commands that start with the part of the command you initially entered are
displayed.

2. Verify the CLI command syntax.
3. Retry the operation.

C. The system was unable to resolve the desired command based on the portion of the command entered.
For example, you entered the following: C1|S7 |L1D>set dotl.

1. Verify the command syntax.
2. Retry the CLI command syntax.
3. See the ION System CLI Reference Manual, 33473.

4. If the problem persists, contact Technical Support.
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Bad advertisement capability!

This message indicates that the capabilities specified for the Set Ethernet Port Advertisement Capability
command are not valid choices.

1. Verity the command syntax.

2. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33473.

3. If the problem persists, contact Technical Support.

Cannot get link pass through information on this card

This message indicates that a link pass through (LPT) CLI command was entered for an IONMM. CLI
commands for LPT operations are only valid for slide-in modules other than the IONMM. For example:

Cl|S7|L1D>show lpt config
Cannot get link pass through information on this card!
Cl|S7|L1D>

1. Use the go command to change from the IONMM to the specific slide-in module. The go command
format is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>13p=<1-15>{11d12d|I3d)

for a Slide in card, or
g0 [¢=<0-16>] [s=<0-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>|13p=<1-15>{11d12d|I3d)
for Standalone card

2. Retry the operation. For a complete list of the available commands, see the JON System CLI
Reference Manual, 33473.

3. If the problem persists, contact Technical Support.
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Cannot get OAM configuration on this port!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1.

Use the go command to change location of where the command operates. The go command format is:
g0 [c=<1-16>] [s=<1-32>] [l1ap=<1-15>] [12ap=<1-15>] (11 p=<1-5>|12p=<1-15>[13p=<1-15>[11d|12d|13d)

for a Slide in card, or
g0 [c=<0-16>] [s=<0-32>] [l1ap=<1-15>] [12ap=<1-15>] (11 p=<1-5>|12p=<1-15>[13p=<1-15>[11d|12d|13d)
for Standalone card

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33473.

If the problem persists, contact Technical Support.

Cannot get port security on this port!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1.

3.

Use the go command to change location of where the command operates. The go command format is:
go [c=CHASSIS] [s=SLOT] [11ap=PORT] [12ap=PORT] (11p=PORT]|12p=PORT|13p=PORT|11d|12d|13d)

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33473.

If the problem persists, contact Technical Support.

Command incomplete

This message indicates that not all of the required fields were entered for the CLI command.

L.

Verify the command syntax. Re-enter the command followed by a question mark (?) with a space
between the command and the question mark. The possible keywords that you can enter with the
command appear.

Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33473.

If the problem persists, contact Technical Support.
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Could not open connection to the host on port 23. Connection failed.

This message indicates that the Telnet server and client are configured for different ports. For Telnet
operations the default port is 23.

1. Ensure that the Telnet port is set to 23 for both the server and the client. This will require someone
with administrative rights in order to make a change.

2. Add the port number to the Telnet command. Example:
Telnet <ipaddr> <port#>

3. If'the problem persists, contact Technical Support.

Error: this command should be executed on a device

This message indicates that the CLI command was entered for a port and it is only applicable for a device.

1. Use the go command to change location of where the command operates. The go command format is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>13p=<1-15>{11d12dI3d)

for a Slide in card, or
g0 [c=<0-16>] [s=<0-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>|13p=<1-15>{11d12d|I3d)
for Standalone card

2. Retry the operation. For a complete list of the available commands, see the JON System CLI
Reference Manual, 33473.

3. If the problem persists, contact Technical Support.

Error: this command should be executed on a port

This message indicates that the CLI command was entered for a card and it is only applicable for a port.

1. Use the go command to change location of where the command operates. The go command format is:
g0 [c=<1-16>] [s=<1-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>13p=<1-15>{11d12d|I3d)

for a Slide in card, or

g0 [¢=<0-16>] [s=<0-32>] [I1ap=<1-15>] [12ap=<1-15>] (11p=<1-5>{12p=<1-15>13p=<1-15>{11d12d|I3d)

for Standalone card

2. Retry the operation. For a complete list of the available commands, see the JON System CLI
Reference Manual, 33473.

3. If'the problem persists, contact Technical Support.
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Fail to get MAC address!

This message indicates that communications to the module can not be established.

1. Verify that the correct hierarchy has been specified in the command (see “Managing Slide-In and
Remote Modules Using CLI Commands” on page 49).

2. For all modules (slide-in and remote) check the following:

* module is properly seated/connected
* module is powered up

3. Wait 60 seconds then retry the operation.

4. Cycle power for the module in question. Note: for slide-in modules, pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. Retry the operation. For a complete list of the available commands, see the ION System CLI
Reference Manual, 33473.

6. If the problem persists, contact Technical Support.

Fail to get port type!

This message indicates that a port level command was entered for the IONMM but the command is only
valid for the other types of slide-in modules.

1. Use the go command to change location of where the command operates.

2. Retry the operation. For a complete list of the available commands, see the JON System CLI
Reference Manual, 33473.

3. If the problem persists, contact Technical Support.

Failed to set DHCP client state!
This message indicates a problem in the DHCP setup / configuration.
1. Verify the operation in the “Assigning a Dynamic [P Address” section on page 91.

2. Retry the operation. See the related DHCP command in the ION System CLI Reference Manual,
33473.

3. If the problem persists, contact Technical Support.
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Failed to set current time

Failed to set SNTP state!

Failed to set SNTP daylight savings time state!
Failed to set timezone!

Failed to set SNTP server

Failed to set SNTP server!

Failed to set system contact

Failed to set system name

Failed to set system location!

These messages indicate a problem in the SNTP setup / configuration.
1. Verify the operation in the “Configuring SNTP” section on page 203.

2. Retry the operation. See the related SNTP command in the ION System CLI Reference Manual,
33473.

3. If the problem persists, contact Technical Support.

Incomplete location command!

This message indicates that one or more parameters for the go command are missing. The go command
was entered to set location parameters, but the module, slot and/or port value(s) were no included in the
command string.

The go command can operate on a local or remote card/port, and you must give the last parameter to
specify the target is a port or device. For example, the input go c=1 s=14 does not include the port
parameter, so the CLI module displays “Incomplete location parameters”.

1. Verify the command syntax.

2. Re-enter the go command and be sure to include all of the location parameters:
go [c=CHASSIS] [s=SIOT] [11ap=LOAFCRT] [12ap=L1APCRT] (11p=PCRT|12p=FCRT|13p=FCRT|11d|12d|13d)

3. If'the problem persists, contact Technical Support.

Invalid ACL condition index!

This message indicates that you tried to associate an ACL condition with an ACL rule but the condition
does not exist.

1. Check what conditions exist; type:
show acl condition
2. Associate the correct condition with the correct rule, or create the condition if it does not exist.

3. If the problem persists, contact Technical Support.
Invalid ACL rule index!
This message indicates that you tried to associate an ACL condition with an ACL rule that does not exist.

1. Check what rules exist; type:
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show acl rule
2. Associate the correct condition with the correct rule, or create the rule if it does not exist.

3. If the problem persists, contact Technical Support.

Invalid condition value: xxxx

This message indicates that the input for the value= parameter on the add acl condition command in not
valid.

1. Verify the value being input; it must match with the value input for type=.
2. Retry the operation.
3. If'the problem persists, contact Technical Support.

Invalid location parameters, cannot find the physical entity!

This message indicates that the system can not detect the presence of the device or port specified in the go
command.

1. Verify that the correct hierarchy has been specified in the command (see “Managing Slide-In and
Remote Modules Using CLI Commands” on page 49).

2. For all modules (slide-in and remote) check the following:
* module is properly seated/connected
* module is powered up

3. Wait 60 seconds then retry the operation.

4. Cycle power for the module in question. Note: for slide-in modules pull the module out so it is no
longer connected to the backplane, then slide the module back in, ensuring that it is firmly seated.

5. Retry the operation.

6. If the problem persists, contact Technical Support.
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Invalid user!

This message indicates that the specified user is not valid.

1. Verify the user.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Login incorrect

This message indicates that either the login or password entered while trying to establish a USB or Telnet
connection is incorrect.

1. Verity the login/password.

Note: the login and password are case sensitive. The default login is ION and the default password is
private.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

No DMI support on this port!

This message indicates that you entered a DMI command for a port that does not support DMI.

1. Verify that the port supports DMI. For Lantronix NIDs and SFPs, the model number will have a “D”
at the end.

2. Retry the operation.

3. Ifthe problem persists, contact Technical Support.
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Now the value of table can only be "filter"!
This message indicates that you entered an unsupported ACL table or chain parameter value.
For example:
Cl|S7|L1D>set acl table {raw|nat|mangle}
Cl|S7|L1D>set acl table raw chain {prerouting|input|forward|out-
put|postrouting}
Cl|S7|L1D>set acl table nat chain {prerouting|input|forward|out-
put|postrouting}
Cl|S7|L1D>set acl table mangle chain {prerouting|forward]|out-
put|postrouting}

Enter the parameters table=filter and chain=input.
See “Configuring an ACL” on page 211.
Retry the operation.

el

If the problem persists, contact Technical Support.

There is no matched command

This message indicates that there is no such command available on this system.

1. Verify the command syntax.
2. Retry the operation.

3. If'the problem persists, contact Technical Support.

Unable to open xx. Please check your port settings.

This message indicates that HyperTerminal no longer recognizes which COM port to use for its
connection.

1. Check that the USB cable is connected to the management station and the IONMM.
2. Check that the COM port is listed for the device manager on the management station.

a) On the desktop, right-click on My Computer.

b) Select Manage.

c¢) Click Device Manager.

d) In the right panel, expand the list for COM & LPT.

3. Is the COM port in the list?

Yes No

Continue with step 4. Restart the management station.

4. In the HyperTerminal window, select File>Properties.

5. Check that the correct port is listed in the Connect using field.
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6. Restart the management station.
7. Reboot the IONMM.

8. If the problem persists, contact Technical Support.

Error, you should first give full location parameters

The location value is incomplete; it is missing the module, slot and/or port value(s). This message can
display when a device-level command is entered (e.g., show Ipt config).

When you change a bigger container, the value of smaller object is cleared. For example, originally the
operated object is Chassis=1, slot=4, L1AP=1 L2AP=2 L.3D, and then when the command chassis 3 is
entered. This automatically sets the value of module, slot and port to 0.

If the value of module, slot and port are not set in later commands, and then you run a device-level
command (e.g., show Ipt config), this error message displays.

Enter the go command and be sure to include all of the location parameters.

9o [c=CHASSIS] [S=SIOT] [11ap=I0ARCRT] [12ap=LIARCRT] (11p=RORT|12p=FORT|13p=FCRT|11d|12d]13d)
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System is initializing...

1

CLI is receiving continuous error message "system is initializing...'

& ION_Console - HyperTerminal CEx

Fle Edt View Cal Iransfer Help

0= R =)

g..- ~

ng...

ng. ..

Connected 1:44:37 ANSIW 57600 8-N-1 UM

1. Wait for a few minutes for the message to clear.
2. Cycle power to the IONMM.
3. Retry the operation.

4. If the problem persists, contact Technical Support.

Start HTTPS certificate failed.

1. Verify the HTTPS parameters (HTTPS is enabled, the certificate type is defined, certificate file
defined, private key file defined, password defined).

2. Verify that the HTTPS server is operational.
3. Retry the operation (i.e., type start https certificate and press Enter).

4. If the problem persists, contact Technical Support.

This command is only available on <x222x / x32xx> card!

1. Verify the command entered is the one you want.
2. Verify that the device for the command entered can support the function of the command.
3. Retry the operation.

4. If the problem persists, contact Technical Support.
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Error: this command should be executed on a port!

1. Verity the command entered is the one you want.

2. Change to the desired port; enter the go command with all of the location parameters (chassis / slot /
port).

3. Retry the operation from the port (i.c., type show fwd portlist and press Enter).

Unknown command!

The command you entered is not supported, or you entered the wrong command format / syntax.
1. Verity the CLI command syntax.

2. Retry the operation.
3. For a complete list of the available commands, see the ION System CLI Reference Manual, 33473.

4. If the problem persists, contact Technical Support.

There is no matched command.

The command you entered is not supported, or you entered the wrong command format / syntax.

1. Verity the CLI command syntax.

2. Retry the operation.

3. For a complete list of the available commands, see the ION System CLI Reference Manual, 33473.

4. If the problem persists, contact Technical Support.

Error location parameter number!

Error: parameter out of range, chassis-id range is (0 .. 15)!)
Error: parameter out of range, slot-id range is (1 .. 32)
Error: parameter out of range, slot-id range is (0 .. 32)
Incomplete location command!

The go command you entered had an invalid or missing parameter.
1. Enter the go command with all of the location parameters (chassis / slot / port) in the format:

go [C=CHASSIS] [s=SLOT] [1lap=PORT] [12ap=PCRT] (11p=PORT|12p=PORT|13p=PORT|11d|12d|13d)
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Fail to set link pass through state!

You tried to set the LPT state to an unacceptable state. For example, you typed:
C1|S3|L1D>set Ipt state=enable

and then pressed Enter.

1. Verity the CLI command syntax.

2. Check the set Ipt monitor-port and set selective Ipt state command settings.

3. Enter the show Ipt config command and in the Link Pass Through configuration, check if the Link
pass through state is set to notSupported or if the Remote fault detect state is set to
notSupported.

If either is set to notSupported, change the setting to enable (e.g., type set rfd state enable and press
Enter).

4. Retry the operation.
5. For a complete list of the available commands, see the ION System CLI Reference Manual, 33473.

6. If the problem persists, contact Technical Support.

Invalid erate!
Invalid irate!

You tried to set the Ingress or Egress rate to an unacceptable limit. For example, you typed:
Cl|S7|L1D>set irate=100m erate=100m

and then pressed Enter.

1. Verity the CLI command syntax.

2. Retry the operation. See the Set Bandwidth Rate Limit command in the /ON System CLI Reference
Manual, 33473.

3. If'the problem persists, contact Technical Support.
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TFTP transfer failed!

1. The attempted firmware upgrade via the tftp upgrade command was unsuccessful.
2. Verify the CLI command syntax.

3. Verify the firmware version.

4. Be sure the TFTP server is configured and running.

5. Check that the remotefile is in the proper location (e.g., the file x222x / x32xx.bin.0.5.4 is at C:\TFTP-
Root).

6. Retry the operation. See the tftp upgrade command in the /ON System CLI Reference Manual,
33473.

7. If the problem persists, contact Technical Support.

Fail to transfer the file!
tftp get: set address type failed.
tftp put failed.

The file transfer attempt failed. The command you entered to do a tftp file transfer was unsuccessful (e.g.,
tftp get or tftp put or tftp transfer). For example:

Cl|S4|L1D>tftp get iptype ipv4d ipaddr 192.168.1.30 remotefile xxxx
tftp get: set address type failed.

Cl|S4|L1D>tftp put iptype ipvé4d ipaddr 192.168.1.30 localfile xxxx

tftp put failed.

Cl|S4|L1D>tftp upgrade iptype ipv4 ipaddr 192.168.1.30 remotefile xxxx
tftp get: set address type failed.

1. Check the command syntax. See “TFTP Commands” page on page 157.

2. Make sure the TFTP server is configured and running.

3. Verify the filename to be transferred and the IP address of the TFTP server.
4. If the problem persists, contact Technical Support.

Cannot set remote fault detect state on this card!
The attempted set rfd state command was rejected: C1 | S7 |L1D>set rfd state enable

1. Verify that the card you entered the command on supports this function. See “Set RFD State” on page
190.

2. Retry the operation. See the dot1bridge aging-time command in the ION System CLI Reference
Manual, 33473.

3. Ifthe problem persists, contact Technical Support.
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Cannot set service translation type on this card!
The attempted command was rejected. For example, you entered:

Cl|S7|L1D>set dotlbridge service-translate addProviderTag).
1. Verify that the card you entered the command on supports this function.

2. Retry the operation. See the dotlbridge commands section in the ION System CLI Reference Manual,
33473.

3. [If the problem persists, contact Technical Support.

Cannot set service vid for tag on this card!

The attempted set dotlbridge vid command was rejected (e.g., C1|S7|L1D>set dotlbridge vid
2).

4. Verify that the card you entered the command on supports this function.

5. Retry the operation. See the dotlbridge aging-time command.

6. If the problem persists, contact Technical Support.

Fail to set aging time!

The attempted set dotlbridge aging-time command was not able to complete.

1. Verify the dotlbridge aging-time command syntax. See “Configure Forwarding Learning Aging
Time” on page 191.

2. Retry the operation. See the dotlbridge aging-time command in the ION System CLI Reference
Manual, 33473.

3. [If the problem persists, contact Technical Support.
Get aging time failed!
The attempted show dotlbridge aging-time command failed to complete.

1. Verify the dotlbridge aging-time command syntax. See “Configure Forwarding Learning Aging
Time” on page 191.

2. Retry the operation. See the dotlbridge aging-time command in the ION System CLI Reference
Manual, 33473.

3. If the problem persists, contact Technical Support.
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CLI command remove fwddb all failed

The attempted C3220-1040 Backup/Restore failed during the restore; the restore displays "ongoing"
status, and will not succeed.

The dynamic MAC address should not be backed up or restored - only static entries should be backed-up
and restored.

1. Retry the operation. See “Backup/Restore Operations” on page 256.
2. See the ION System CLI Reference Manual, 33473.

3. If the problem persists, contact Technical Support.

The format of Ethtype value should like 0x8810, 0x88a8 etc.

The attempted CLI command entry failed (e.g., set dotlbridge).
1. Retry the operation with the correct parameter entry.
2. See the ION System CLI Reference Manual, 33473 for the full set of available command parameters.

3. If the problem persists, contact Technical Support.

Redundancy is not supported on this card!

The attempt to set or show fiber redundancy failed. For example, you entered the command:
show redundancy info, but the device does not support fiber redundancy.

Verify that the card you entered the command on supports this function.

2. Retry the operation on a card that supports this function. See the “Fiber Redundancy Commands”
section on page 104.

3. If the problem persists, contact Technical Support.

Invalid user!

You entered the command show ssh public-key user admin, but specified the wrong user (e.g., you
typed admin instead of root).

1. Retry the operation using the correct user information. See “Show SSH Public Key of a User” on
page 156.
2. If the problem persists, contact Technical Support.

Fail to set SSH server state!

You entered the command set ssh server state=enable, but have not generated an ssh host key.

Use the get command to obtain the key file. See the “TFTP Commands” on page 157.

Use the set ssh public—key user command to set the public key to a user from a key file.

Try the set ssh server state=enable command again. See “SSH Commands” commands on page 152.
. If the problem persists, contact Technical Support.

ail to transfer the file!

oA e
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The file transfer attempt failed. The command you entered to do a tftp file transfer was unsuccessful (e.g.,
tftp get or tftp put or tftp transfer).

1. Check the command syntax. See “TFTP Commands” page on page 157.

2. Make sure the TFTP server is configured and running.

3. Verify the filename to be transferred and the IP address of the TFTP server.
4. If the problem persists, contact Technical Support.

Fail to set management VLAN id!
Fail to set management VLAN state!

You entered the command set mgmt vlan state or set mgmt vlan port or set mgmt vlan vid to enable or
configure Management VLAN, but the operation failed.

1. Verify the VLAN Management configuration using the show vlan command and the show vlan
service command.

2. Review the set mgmt vlan command syntax for the port / state / vid. See the “VLAN Commands” on
page 159.

3. If the problem persists, contact Technical Support.

Upgrade is only supported on IONMM card!

You entered a firmware upgrade or firmware update command from a device other than the IONMM. For
example:

Cl|S3|L1D>show firmware upgrade result
Cl|S3|L1D>show firmware-db update result
Cl|S3|L1D>show upgrade firmware file
Cl|S3|Ll1D>update firmware-db file cert
Cl|S3|Ll1D>upgrade module

Make sure of the command you want to enter. See “Firmware Upgrade Commands” on page 167.
Use the home command to go to the IONMM device.

Re-enter the firmware upgrade command from the IONMM.

If the problem persists, contact Technical Support.

el S

Cannot set bandwidth alloc type on this card!

You entered the command set bw alloc-type countAllLayerx on a card that does not support it.
For example:

Cl|S7|L1P1l>set bw alloc-type countAllLayer2
Cannot set bandwidth alloc type on this card!

Verify if the card supports bandwidth allocation.

Use the go command to switch to a different card and switch to the port level.
Verify the command entry. See “Bandwidth Commands” on page 53.

If the problem persists, contact Technical Support.

el
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Cannot set ingress and egress rate on this card!

You entered the command set irate=xx erate=xx on a card that does not support it. For example:

Cl|S7|L1P1>set irate nolLimit erate nolLimit
Cannot set ingress and egress rate on this card!

Verify if the card supports rate limiting.

Use the go command to switch to a different card and switch to the port level.
Verify the command entry. See “Bandwidth Commands” on page 53.

If the problem persists, contact Technical Support.

el

DMI is only supported on FIBER port!

You entered the command show dmi info on a card that does not support it. For example:

C1l|S7|L1P1>show dmi info
DMI is only supported on FIBER port!

Verify if the card supports DMI.

Use the go command to switch to a different card port supporting Fiber.
Verify the command entry. See “DMI Commands” on page 55.

If the problem persists, contact Technical Support.

bl

Link OAM is not supported on this card!

You entered the command show oam rx loopback control on a card that does not support it.
For example:

Cl|S7|L1P1>show oam rx loopback control
Link OAM is not supported on this card!

Verify if the card supports loopback.

Use the go command to switch to a different card port supporting loopback.
Verify the command entry. See “OAM Commands” on page 58.

If the problem persists, contact Technical Support.

el
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Cannot clear loopback counters on this card!
Cannot set administrate state on this port!

Cannot set advertisement capability on this port!
Cannot set autocross on this card!

Cannot set auto negotiation state on this port!
Cannot set Ethernet port speed for this card!
Cannot set Ether port duplex mode on this card!
Cannot set far end fault on this card!

Cannot set filter unknown dest multicast frames on this port!
Cannot set filter unknown dest unicast frames on this port!
Cannot set pause on this port!

Cannot set source address lock action on this port!
No Time-domain reflectometer support on this card!
Cannot get port security configuration on this port!
Fail to get MAC control frames statistics!

Cannot show forwarding port list on this card!
Cannot show slot info on this card!

Cannot show USB port state on this card!

Cannot show USB port configure on this card!
Cannot show TP port cable length on this card!
Cannot set management VLAN on this card!
Cannot set PHY mode on this port!

Cannot clear counters on this port!

Cannot reset all ports' counters on this cards!

You entered a command (e.g., clear ether all counters) for a function not supported on the card.
For example:

Cl|S7|L1Pl1>clear ether all counters
Cannot clear loopback counters on this card!

1. Verity if the card supports the desired function. See Table 3 in the section “Ethernet Port Commands”
on page 64.

2. Use the go command to switch to a different card port supporting loopback.

3. Verify the command entry. The command functions include 1) admin, 2) adv-cap, 3) autocross,
4) autoneg, 5) duplex, 6) fef, 7) filter-unknown-multicast, 8) filter-unknown-unicast, 9) loopback,
10) pause, 11) speed, and 12) src-addr-lock, 13) tdr, 14) ether security config, 15) fwddb, etc.
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Cannot show port QoS configuration in this card!
Cannot show port QoS priority remapping in this card!
Cannot set tag type for priority in this card!

Cannot set default priority in this card!

Cannot set IEEE tag for priority in this card!

You entered a QOS command for a function not supported on the card. For example:

Cl|S7|L1Pl1>show gos config
Cannot show port QoS configuration in this card!

Cl|S7|L1P1>show gos priority remapping
Cannot show port QoS priority remapping in this card!

1. Verity if the card supports the desired function.
4. Use the go command to switch to a different card port supporting loopback.
2. Verify the command entry. See “QoS Commands” on page 98.

Cannot get VLAN database configuration on this card!

You entered a VLAN command for a function not supported on the card. For example:

Cl|S7|L1D>show vlan

Cannot get VLAN database configuration on this card!
C1l|S7|L1D>show vlan service

Cannot show VLAN service configuration on this card!

1. Verity if the card supports the desired function.
2. Use the go command to switch to a different card port supporting VLAN.
3. Verify the command entry. See “VLAN Commands” on page 160.

Fail to get system name!

You entered a command for system information, but the information on the card was not available.
For example:

C1|S10|L1D>show card info
Fail to get system name!

1. Try entering the show cardtype command.

2. Select the MAIN tab > System Configuration section > System Name field, and verify the name
and for the device.

3. Use the set system name command to enter the System Name information (e.g., set system
name=NAME).

4. Remove and reset the card.

5. Try the operation again.

6. If the problem persists, contact Technical Support.
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Set system name timeout.

You entered a command to define system information, but the information on the card was not accepted.
For example:

Cl|S10|L1D>set system name C3231
Set system name timeout.

1. Use the set system name command to enter the System Name information (e.g., set system
name=NAME) without any special characters (e.g., without the ! or # or % or & characters).
2. Remove and reseat the card.

3. Try the operation again.

4. Select the MAIN tab > System Configuration section > System Name field, and verify the name
and for the device.

5. If the problem persists, contact Technical Support.

System is busy, please retry this command later!
You entered a show or set command, but the command was not accepted by the system. For example:

Cl1|S10|L1D>show https config
System is busy, please retry this command later!
C1|/S10|L1D>

1. Wait 1-2 minutes and then retry the command.

2. Reboot the system and then retry the command.

3. If'the problem persists, contact Technical Support.

Get HTTPS state no such object.
Get management VLAN state no such object.
IP management state no such object.

You entered a show or get command, but the command was not accepted by the system. For example:

Cl1|S10|L1D>show https config
HTTPS configuration:

Get HTTPS state no such object.

Cl1|S10|L1D>show mgmt vlan config
vlan id vlan state vlan portlist

Get management VLAN state no such object.

Cl1|S10|L1D>show ip-mgmt config
IP management configuration:

IP management state no such object.
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1. Wait 1-2 minutes and then retry the command.

2. Try the command again.

3. Reboot the system and then retry the command.

4. If the problem persists, contact Technical Support.

Warning: this command will restart system, connection will be lost and please login again!
Warm start failed.

You entered a reboot command, but the reboot was unsuccessful.

1. Wait 1-2 minutes and then retry the command.

2. If the problem persists, contact Technical Support.

4 packets transmitted, 0 packets received, 100% packet loss

The attempted ping command failed. For example:

PING 192.168.0.10 (192.168.0.10): 56 data bytes
---192.168.0.10 ping statistics —---
4 packets transmitted, 0 packets received, 100% packet loss

1. Verify the IP address.
2. Check the cable connection.
3. Refer to the Ping command section.

4. Retry the command.

5. If the problem persists, contact Technical Support.

Ping command can only be used on management card!

The attempted ping command was not accepted by the system. For example:

Cl|S5|L1D>ping 192.168.1.30
Ping command can only be used on management card!

1. Use the go command to switch to the IONMM card.

2. Refer to the Ping command section.

3. Retry the command.

4. If the problem persists, contact Technical Support.

Admin state of Link OAM of this port is disable, please enable it first!
The attempted loopback command was not accepted by the system. For example:

Cl|S16|L1Pl>set oam loopback oper=stop
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Admin state of Link OAM of this port is disable, please enable it first!
1. Use the set ether admin state=up command to enable the Ethernet port for use.
2. Use the set oam admin state=enable command to enable OAM administration.

3. Use the show oam loopback commands and show eoam config commands to verify the
configuration.

4. Re-enter the loopback command.

5. If the problem persists, contact Technical Support.

Only 100M fiber port can set far end fault!
The attempted far end fault command was not accepted by the system. For example:

Cl|Ssl6|L1P1>set ether fef enable
Only 100M fiber port can set far end fault!

1. Use the go command to switch to the 100M fiber port.
Re-enter the fef command.

Use an alternate Ethernet test command in place of the fef command.

ol

If the problem persists, contact Technical Support.

Can not set 1000M speed for this card!

You tried to use the set ether speed command to set the device’s speed to 1000 Mbps (1 Gbps), but the
card you entered the command on does not support this speed. For example:

Cl|S16|L1P1>set ether speed=1000M
Can not set 1000M speed for this card!
Cl|Sl6|L1P1>

Use the set ether speed ? command to determine the card’s speed capabilities.

2. Re-enter the set ether speed= command with a speed supported by the card.

3. [If the problem persists, contact Technical Support.

Fail to set Ethernet port speed!

You tried to use the set ether speed command to set the device’s speed, but the command was not ac-
cepted. For example:
Cl|S16|L1P1>set ether speed 1000

Fail to set Ethernet port speed!
Cl|S1l6|L1P1>

Verify the command syntax; for example make sure you entered “10M” or “100M”, etc.
Use the set ether speed ? command to display the card’s speed capabilities.

Re-enter the set ether speed= command with a speed supported by the card.

(9] W N =

If the problem persists, contact Technical Support.
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Invalid pause value!

You tried to use the set ether pause command to set the device’s pause mode / value, but the value was
not accepted. For example:

Cl|S1l6|L1P1>set ether pause=bpause
Invalid pause value!

—

Use the set ether pause ? command to display the card’s pause capabilities.

2. Configure the device for full duplex mode; only stations configured for full duplex operation can send
pause frames.

3. Select another pause type — nopause, apause (asymmetric), bpause (asym/sym), pause (the port will
advertise it has pause capability), or spause (symmetric).

4. If the problem persists, contact Technical Support.

Set Ethernet port loopback type failed.

You tried to use the set oam loopback type command to set the device’s type of loopback support, but
the command was not accepted. For example:

Cl|Sl6|L1P1>set oam loopback type=phylayer
Set Ethernet port loopback type failed.
Cl|S1l6|L1P1>

—

Verify the command syntax.

2. Use the set oam loopback type command to set the device’s type of loopback support (alternate,
maclayer, noloopback, phylayer, or remote).

3. If the problem persists, contact Technical Support.

Please input a number to specify threshold!
You entered a number to specify the errored frame (ef) threshold, but the number was not accepted.
For example:

Please input a number to specify threshold!
Cl|S16|L1P1>set oam ef threshold 100099

1. Enter the command set oam ef threshold= with a threshold number from 0-999999.
2. See the set oam ef threshold command for details.
3. If the problem persists, contact Technical Support.
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The specified ACL rule index does not exist!

You tried to set an ACL Rule ID and traprate, but did not first create the associated rule.
For example:

Cl|S16|L1D>set acl rule 1 traprate 4444
The specified ACL rule index does not exist!

Make sure ACL operations are enabled; see the set acl state command on page 48.
Create an ACL rule. See “Add a New ACL Rule” on page 48.

Try entering the set acl rule command again.

Ll e

If the problem persists, contact Technical Support.

Current VLAN tagging mode is not 'provider'!
You tried to set the port VLAN tag type, but the current tag mode doesn’t match. For example:

Cl|S16|L1P2>set port vlan tag provider ethtype=x8100
Current VLAN tagging mode is not 'provider'!

1. Set the VLAN tag mode to the desired mode using the set port vlan tag mode command.
2. If the problem persists, contact Technical Support.

Cannot set VLAN network tagging on this port!

You tried to set the port’s VLAN tag type, but the device does not support it. For example:

Cl|S16|L1P2>set port vlan tag network tagging addTag
Cannot set VLAN network tagging on this port!

Make sure this is the command / function that you wanted.

Use the go command to switch to a device that supports VLAN tagging.
Try entering the set port vlan tag command again.

If the problem persists, contact Technical Support.

el S

Cannot show system information on this card!
You entered the show system information command from an unsupported device. For example:

Cl[S22|L1D>show system information
Cannot show system information on this card!

1. Use the go command to switch to a different device (e.g., from the Power Supply to the IONMM or
an x222x/x32xx card).

2. Try entering the show system information g command again.

3. Ifthe problem persists, contact Technical Support.
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Fail to set management VLAN id!
You tried to set the Management VLAN ID, but the VLAN ID was not accepted. For example:

Cl|S18|L1lD>set mgmt vlan port=2
Fail to set management VLAN id!

Verify the Management VLAN state setting (set mgmt vlan state command).
Verify the Management VLAN port setting (set mgmt vlan port command).
Try setting the Management VLAN ID again.

If the problem persists, contact Technical Support.

b s

Invalid forward port list!
You entered an invalid parameter in response to a prompt (e.g., for a module number for firmware up-
grade). For example:

Cl|S7|L1D>upgrade module

Available modules:

index module loc

1 ION219 c=1 s=0 11d

2 C3230-1040 c=1 s=3 11d

3 C3230-1040 c=1 s=5 11d

4 53230-1040 c=1 s=5 llap=2 12d
5 TONMM c=1 s=7 11d

6 C3231-1040 c=1 s=10 11d

7 C2220-1014 c=1 s=16 11d

8 C3220-1040 c=1 s=18 11d

9 IONPS-A c=1 s=22 11d
Choose the module you want to upgrade: (eg. 1,3,16; at most 8 modules

to upgrade, press 'gq' to exit upgrade)
show card info

Invalid forward port list!

Re-enter the command, wait for the prompt, and then enter a response in the correct syntax.

See the related command / function section of this manual.

For a complete list of the available commands, see the ION System CLI Reference Manual, 33473.
If the problem persists, contact Technical Support.

el S

L2CP is not supported on this card!

You tried to perform an L2CP function but the device does not support L2CP.
1. Make sure this is the command / function that you wanted.

2. Use the go command to switch to a device that supports L2CP.

3. Try entering the command again. See “Configuring L2CP” on page 268.
4. If the problem persists, contact Technical Support.

Please give parameters for L2CP configuration: %s

You tried to perform an L2CP function but have not defined the L2CP parameter(s).
1. Verify the L2CP command parameters. See “Configuring L2CP” on page 268.
2. Try entering the command again.

3. Ifthe problem persists, contact Technical Support.
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Cannot show circuit-ID on this card!

You tried to display the Circuit ID information, but the function is not supported.
1. Make sure this is the command / function that you wanted.

2. Use the go command to switch to a device that supports Circuit ID display.
3. Try entering the command again. See “Circuit ID” on page 268.

4. If the problem persists, contact Technical Support.

Cannot set circuit-ID on this card!

You tried to display the Circuit ID information, but the function is not supported.
1. Verify the Circuit ID parameters. See “Circuit ID”” on page 268.

2. Try entering the command again.

3. If the problem persists, contact Technical Support.

Please reboot the card for the changes to take effect!
You made a change that requires a system reboot in order for the change to take effect. For example:

Cl|S5|L1D>set snmp traphost svr 1 type ipv4 addr 192.168.1.30
Please reboot the card for the changes to take effect!
Cl|S5|L1D>

1. Reboot the card. See the “Reboot” section on page 292.

2. Continue the operation.

3. If a problem persists, contact Technical Support.

Get DMI identifier no such object.

You entered the CLI command to display DMI information, but it was not available. For example:

Cl|S3|L1P2>show dmi info
Get DMI identifier no such object.
Cl|S3|L1pP2>

1. Make sure this is the command / function that you wanted.

2. Try entering the command again. See “DMI (Diagnostic Maintenance Interface) Parameters” on page
395.

3. [Ifaproblem persists, contact Technical Support.
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Get SNMP version no such object.

You entered the CLI command to display SNMP configuration information, but it was not available. For
example:

Cl|S3|L1D>show snmp config
SNMP configuration:

Get SNMP version no such object.
C1l|S3|L1D>

Make sure this is the command / function that you wanted.
Verify the command syntax. See “Configuring SNMP” on page 245.

For complete command descriptions, see the ION System CLI Reference Manual, 33473.

Try entering the command again. See “DMI (Diagnostic Maintenance Interface) Parameters” on page
395.

If a problem persists, contact Technical Support.

Fail to set Ethernet port loopback operation, please check if Link OAM admin state of remote peer
port is enabled, link status and other issues.

You entered the CLI command to define the type of Ethernet loopback test, but the command failed.
For example:

W

Cl|S5|L1P2>set oam loopback oper init

Fail to set Ethernet port loopback operation, please check if Link OAM
admin state of remote peer port is enabled, link status and other issues.
Cl|S5|L1P2>

Make sure the Link OAM admin state of remote peer port is enabled (see “set oam admin state ena-
ble” command).

Verify the command syntax.

Use the set oam loopback ? command to display the card’s loopback capabilities. For example:

Cl:S7:L1P1>set oam loopback type ?
alternate

noloopback

remote

Re-enter the set oam loopback= command with a loopback capability supported by the card
(alternate, or remote or noloopback).

Verify the loopback capability with the show oam loopback capability command. For example:

Cl|S5|L1P2>show oam loopback capability
Loopback capability: alternate remotePeer
Cl|S5|L1Pp2>

If the problem persists, contact Technical Support.
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Fail to remove ACL condition!
Fail to remove ACL rule!

You tried to delete an ACL rule or condition, but the operation failed.

bl

Make sure ACL Status is enabled.
Verify the command syntax. See “Configuring an ACL” on page 219.
For complete command descriptions, see the ION System CLI Reference Manual, 33473.

If a problem persists, contact Technical Support.

Fail to get cable length

You entered a VCT test / show cable length command but the Time Domain Reflector (TDR) test failed.
For example, you entered start ether tdr test and pressed Enter.

1.
2
3.
4

5.

Make sure the NID supports the VCT Test (TDR Test) or the show cable length command (available
for x2110).

Make sure you enter the Time Domain Reflector (TDR) test on an Ethernet copper port.

Verify the command syntax. See “Virtual Cable Test (VCT)” on page 409.
Type show ether tdr config to show the Ethernet port TDR Test configuration.

If the problem persists, contact Technical Support.

Can not set speed on this port!

You entered the CLI command to define the NID port’s operating speed, but the command failed.
For example:

el

Cl|S5|L1P2>set ether speed 100M
Can not set speed on this port!
Cl|S5|L1P2>

Verify the NID supports this speed.
Verify the command syntax.

Re-enter the set ether speed= command with a speed supported by the card.

If the problem persists, contact Technical Support.

33472 Rev. K https://www.lantronix.com/ Page 411 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Fail to set port advertisement capability!
This message indicates that the capabilities specified for the Set Ethernet Port Advertisement Capability
(set ether adv-cap) command are not valid choices. For example:

Cl|S5|L1P2>set ether adv-cap 1000XFED
Cl|S5|L1pP2>set ether adv-cap 1000XHD

Fail to set port advertisement capability!
Cl|S5|L1P2>

1. Verify the NID supports this capability.
2. Verify the command syntax.

3. Retry the operation. For a complete list of the available commands, see “Appendix A: CLI Command
Summary” on page 174.

4. If the problem persists, contact Technical Support.
Long Command Causes Cursor Wrap to Same Line

When the input command reaches the input max length, the cursor does not return to the next line, but
back to the beginning of the same line, overwriting the original data.

v Telnet 192 168.0_101
C1iS161L1D>

11816 1L1iD>show acl condition
sprcsdst operation value rule idx

macaddr B2:dazia active

ipudaddr sprc egqual 172.16.6.123 notInService
123816 iL1D>»add acl condition type=ipudaddr srcdst=src oper=egqual value=172.16.6.1
C1i8161L1D>

123516 iL1D>add acl condition type=ipu4addr srcdst=src oper=egqual value=172.16.6.1
C11S161L1D>

1. Press the Enter key towards the end of the command string and continue entering command text.

2. Try using HyperTerminal or the Web interface, at least temporarily.

3. Contact Lantronix for more information. Contact Technical Support.
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Please change to power supply slot first before showing its configure!

You entered the show power config command from a device other than the power supply. For example:

Cl|S16|L1D>show power config
Please change to power supply slot first before showing its configure!
Cl|S16|L1D>

Make sure this is the command you want.
Verify the command syntax.
Use the go command to switch to the slot containing the power supply (typically slot 22 and/or 23).

P

Contact Lantronix for more information. Contact Technical Support.

Currently HTTPS certification type is self-certificated, so you need not set private key file!
You entered a command to set the private key file, but the HTTPS certification type is currently set to
“self-certificated”. For example:

Cl|S5|L1D>set https private-key file=privkey
Currently HTTPS certification type is self-certificated, so you need
not set private key file!

1. Make sure this is the HTTPS certification type that you want.

2. Use the set https certificate—type command to change the HTTPS certification type.

3. If the problem persists, contact Technical Support.

Auto-negotiation is enabled, you can not set port speed now!

You entered a command to set the port speed, with the Auto-negotiation feature enabled; the Auto-negoti-
ation function takes precedence.

1. Make sure of the port speed that you want.

2. Use the set ether autoneg state command and/or the set ether speed command as required.

3. If'the problem persists, contact Technical Support.

Cannot create VLAN database on this card!

This model of NID does not support the VLAN database. For example:

Cl|S7|L1lD>add vlan-db vid 2 priority=5 pri-override=enable
Cannot create VLAN database on this card!
Cl|S7|L1D>

Make sure this is the function that you want.
Use the go command to switch to a NID that supports the VLAN database.
Re-enter the add vlan-db command.

If the problem persists, contact Technical Support.

Ll NS
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Cannot remove vlan on this card!

You entered a command to delete one or all VLANSs from the NID, but the action cannot be performed.
For example:

Cl|S7|L1D>remove vlan all
Cannot remove vlan on this card!
Cl|S7|LlD>remove vlan vid=3
Cannot remove vlan on this card!

Cl|S7|L1D>
Make sure this is the function that you want.

Use the go command to switch to a NID that supports the VLAN database.
Use the add vlan-db command to add a VLAN VID if needed.

If the problem persists, contact Technical Support.

b

Cannot remove forward database rows on this card!

You entered a command to delete a VLAN forward database VID (forward database row) from the NID,
but the action cannot be performed. For example:

Cl|S7|LlD>remove vlan-db vid 3

Cannot remove forward database rows on this card!

Cl|S7|L1D>

—

Make sure this is the function that you want.
2. Use the go command to switch to a NID that supports the VLAN FDB.

3. If the problem persists, contact Technical Support.

Error symbol period window low is out of range, its range is 125000000 - 268435455!
Error frame period window is out of range, its range is 174762 - 104857560!

Error frame period threshold is out of range, its range is 0 - 268435455!

Error frame window is out of range, its range is 10 - 600!

Error frame threshold is out of range, its range is 0 - 268435455!

Error frame seconds summary window is out of range, its range is 100 - 9000!

Error frame seconds summary threshold is out of range, its range is 0 - 268435455!

A parameter entered in the "Event Configuration" has exceeded the range limitation.

1. Enter a parameter within the valid range displayed. See “LOAM Event Configuration Default Values
and Valid Ranges” on page 130.
2. If the problem persists, contact Technical Support.

No data in VLAN forward database table now!
You entered the command to display FWDDB information, but the VLAN forward database table has no
data to report. For example:

Cl|S1l6|L1D>show fwddb config fdbid 1
No data in VLAN forward database table now!

1. Make sure this is the function that you want.
2. Use the Forwarding Database Commands on page 92 to create the VLAN FDB entry.

3. [If the problem persists, contact Technical Support.
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set forward database connection port failed.
set forward database priority failed.

set forward database entry type failed.
Please input a number to specify the priority!
The range of priority is 0 .. 7!

You tried to create a new FWDDB entry but the effort failed. For example:

Cl|Sl6|L1D>add fwddb mac 00:c0:£2:21:02:b3 conn-port=1 priority=7 type=static
set forward database connection port failed.
Cl|S1l6|L1D>

1. Make sure this is the function that you want.
2. Use the Forwarding Database Commands on page 92 to create the VLAN FDB entry.

3. If the problem persists, contact Technical Support.

The specified conn-port does not exist!

You specified a connection port (conn-port) number outside the valid range.

1. Make sure this is the function that you want.

2. See “Configuring MAC Address Filtering” on page 234 for more information.

3. If the problem persists, contact Technical Support.

The specified monitor-port does not exist!
You specified a monitoring port (monitor-port) number outside the valid range.

1. Make sure this is the function that you want.

2. See the related section (e.g., “Redundancy” or “Link Pass Through™) for more information.

3. [If the problem persists, contact Technical Support.

Cannot show cable length for fiber port!
You entered the command to display the length of the copper cable for a port that does not support it.
1. Make sure the NID supports the show cable length command (only for x2110).

2. Verify the command syntax. See the related User Guide manual.

3. Type show ether config to show the Ethernet port’s configuration.

4. If the problem persists, contact Technical Support.

Auto-negotiation is enabled, you can not set port duplex now!

You entered the command to assign a duplex mode, but the command is not functional if Auto-negotia-
tion is currently enabled.

1. Either leave the Auto-negotiation setting and use the current duplex setting, or disable
AutoNegotiation and set the Duplex mode as required.

2. See the “Set Ethernet Port Speed / Duplex Mode” section on page 105 for more information.

3. Use the show ether config command to display the current Auto-negotiation and Duplex settings.
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4,

If the problem persists, contact Technical Support.

Parameter value is out of range.

One or more of the entered CLI command parameters was not within the valid range.

1.

Verify the command syntax. Re-enter the command followed by a question mark (?) with a space
between the command and the question mark. The possible keywords that you can enter with the
command display.

Retry the command. For a complete description of each available command, see the ION System CLI
Reference Manual, 33461.

If the problem persists, contact Technical Support.

Fail to set errored frame period window!
Fail to set errored symbol period window low!

You entered an EFP Window parameter or ESP Window parameter that was outside the valid range. For
example, you entered:

(98]

CO0|SO0|L1P2>set loam efp window 300

Fail to set errored frame period window!

CO|SO|L1P2>

Verify the valid range. See “LOAM Event Configuration Default Values and Valid Ranges” on page
133.

Re-enter the command.

Use the show loam event config command to verify the setting.

If the problem persists, contact Technical Support.

AIS transmit setting is not supported on this card!

You entered a command to enable or configure AIS, but the device does not support the AIS function. For
example:

bl

Cl|S3|L1D>set ais transmit=enable
AIS transmit setting is not supported on this card!
C1l|S3|L1D>

Verify that this is the command you want.
Either select another device that supports AIS, or enter another command that this device supports.
Retry the operation.

If the problem persists, contact Technical Support.

Disable transmitting the TN topology discovery protocol on this port would make the device not be
discovered by the Management unit if the device is remotely managed through this port. Are you
sure?

Error: this command should be executed on a port!
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Fail to get TNDP Tx state!

Fail to set TNDP Tx state of this port!

TNDP is not supported on this card!

1. Warning message that the set tndp=disable command disables management of the device from the
IONMM.

2. The set tndp=disable command is a port level command; use the go command to switch to a port and
re-enter this command.

3. Check the syntax and re-enter the command. Refer to the “TNDP Commands” on page 197.

5. If the problem persists, contact Technical Support.

IP management is not supported on this card!

No tdm loopback supported on this card!

Syslog is not supported on this card!

TAOS status setting is not supported on this card!
TNDP is not supported on this card!

You entered a command for a function that is not supported on the x32xx. For example:

Cl|S15|L1D>set dhcp state disable
IP management is not supported on this card!
Cl|S15|L1D>

1. Try another command on the x32xx.
2. Try the command on another card that supports the attempted function.

3. If the problem persists, contact Technical Support.

Speed and duplex capability advertised by local auto-negotiation entity

A combination of 10THD,10TFD,100TFD, 100THD,1000THD and 1000TFD for copper port, like
10TFD+100TFD+100THD+1000TFD; and N/A for none capability; Cannot set this attribute for fi-
ber port

You entered a command to set the rate for a port that does not support this rate command.
1. Verify that this is the command you want.

2. Either select another device that supports this rate command, or enter another command that this port
supports.

3. Retry the operation.

4. If the problem persists, contact Technical Support.
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Pause capability advertised by local auto-negotiation entity

If no pause capability, setting nopause; otherwise, for copper port , use a combination of pause and
apause, like pause+apause or pause or apause; for fiber port, use a combination of apause and
spause, like apause+spause or spause or apause

You entered a command to set the Pause function that did not match the port or device’s capability.
1. Verify that this is the command you want.

2. Either select another device that supports this rate command, or enter another command that this port
supports.

3. Retry the operation. Refer to the “Pause Commands” on page 187.

4. If the problem persists, contact Technical Support.

please use \"'show timezone\" to see detailed value of each timezone
You entered a command to set or show the UTC time data.

1. Verify that this is the command you want.
2. Enter the show timezone command.
3. Refer to the “SNTP Commands” on page 197.

The value of current time should time should follow this format, \"YYYY MMDD HH:MM:SS\",
such as \'"1999 1211 13:22:34

Please reboot the card for the changes to take effect!

You entered a set sntp command to set the UTC time data, and a reboot is required to implement the
change.

1. If'this is the command you want, start the reboot process.

2. Continue the operation.

3. Refer to the “SNTP Commands” on page 197.

Redundancy is enabled, so cannot set the administration state of fiber ports!

You entered a command to set the USB port state (set usb-port state=disable|enable) but that command
does not work when the Redundancy feature is enabled.

1. Use the go command to switch to a different port.

2. Use the ION Web interface to disable the USB port.

3. Disable the Redundancy feature and then re-enter the set usb-port state command.
4

If the problem persists, contact Technical Support.
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Cannot proceed because some other TFTP operation is currently in progress!

Please input config file name!

TFTP file transferring failed! Please make sure the TFTP server is up and the file being transferred
does exist.

TFTP Server Address is empty or invalid!

The firmware has been successfully upgraded and the system will be rebooted soon

The specified firmware on the TFTP server will be upgraded to the current module, operation is
currently in progress!

The sys.log file will be transferred to the TFTP server, are you sure to proceed?

You tried a TFTP transfer operation, but the operation failed or is still in process.

1. Wait for the "operation is currently in progress!" message to clear.

2. If an entry was requested in the message, enter the required information (e.g., valid TFTP Server ad-
dress, or config file name).

Verify that this is the operation you want (e.g., click OK at the "are you sure to proceed?" message).
4. Verify the related command in the applicable section of this manual (e.g., Syslog, or TFTP Upgrade
section).

Retry the operation.

6. If the problem persists, contact Technical Support.

W

9]

Cannot get port VLAN configuration on this card!
Cannot get VLAN tag management configuration on this port!
Cannot set discard tagged frame on this card!

You entered a VLAN command on a device or port that does not support this function.
1. Try another command on the x222x / x32xx.
2. Try the command on another card that supports the attempted function.

3. If the problem persists, contact Technical Support.

Disable transmitting the TN topology discovery protocol on this port would make the device not be
discovered by the Management unit if the device is remotely managed through this port. Are you
sure?

Error: this command should be executed on a port!

Fail to get TNDP Tx state!

Fail to set TNDP Tx state of this port!

TNDP is not supported on this card!

You tried to enter the set tndp command but either the function is not supported or you entered it at the
device level or you are being asked to verify the command entry.

Verify that this is the function you want.

Use the go command to switch to a port.

Use the ION Web interface to perform the function.

Use the go command to switch to a device that supports this function.
Refer to the “TNDP Disable/Enable” section on page 416.

If the problem persists, contact Technical Support.

AR S e
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No loopback supported on this card!

Error: this command should be executed on a port!

No TDM loopback supported on this card!

Fail to set Ethernet port loopback operation, please check if Link OAM admin state of remote peer
port is enabled, link status and other issues.

Fail to get loopback type!

You tried to enter the set tdm command but either the function is not supported or you entered it at the
device level or you are being asked to verify the command entry.

1. Verify that this is the function you want.

Use the go command to switch to a port.

Use the ION Web interface to perform the function.

Use the go command to switch to a device that supports this function.

Verify that the Link OAM admin state of the remote peer port is enabled, the link status is Up, and
other prerequisites are met. Refer to the “Configuring TDM Loopback” section on page 418.

6. If the problem persists, contact Technical Support.

whkw

Fail to set port MAC learning!

You entered a CLI command to set the MAC Address Learning port(s) to enabled or disabled, but the
entry failed.

1. Make sure this is the command / function that you want.

Verify the MAC Address Learning port setting(s).

Refer to the “Configuring MAC Address Learning” section on page 325 for more information.
Retry the operation.

If the problem persists, contact Technical Support.

kv

Invalid forward port list!
You entered a CLI command to set the MAC Address Learning port(s) to enabled or disabled, but the
entry was not accepted. For example:

Cl|S3|L1D>set mac_learning enable portlist 1,2,3
Invalid forward port list!

—

Make sure this is the command / function that you want.

2. Verify the port number(s) that you entered are valid for this particular x222x / x32xx device (i.e., you
cannot enter the command in the example above (set mac_learning enable portlist 1,2,3) on a 2-port
device such as the x323x.

Refer to the “Configuring MAC Address Learning” section on page 325 for more information.

Retry the operation.

5. If the problem persists, contact Technical Support.

B w

Message: Are you sure to (flushOp) ?
Cannot flush fwddb on this card!
Cannot flush viandb on this card!
Flush is being processed...

Send flush command successfully
Fail to flush all entries to chip.
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Meaning: You entered a command to clear all of the FWDDB or VLAN DB entries, but the function is

either not supported or is already in process or successfully completed.
Recovery:

1. Wait for a few moments for the operation to complete.

2. Make sure this is the command you want.

3. Make sure this card supports the Flush function attempted.

4. Verify the Flush command parameters and re-enter the Flush command.
5. If the problem persists, contact Technical Support.

The two passwords do not match!

You tried to generate a private key, but the operation failed. For example:

Cl|Ss3|L1D>set https private-key password
Please input password:

XXKXXXX
Please input password again:
YYYYYYY

The two passwords do not match!
Cl|S3|L1D>

1. Verify that this is the operation you want.
2. Retry the operation; be sure to type the password the same both times.
3. If the problem persists, contact Technical Support.

VID already exist!

You tried to add a VLAN-DB, but the operation failed. For example:

Cl|S3|Ll1D>add vlan-db vid=20 priority=3 pri-override=enable
VID already exist!
Cl|S3|L1D>

1. Verify that this is the operation you want.
2. Retry the operation; be sure to type a unique VLAN-DB VID.
3. If'the problem persists, contact Technical Support.
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Sys.log file lost on reboot

The device will dump all syslog files from RAM to flash on re-boot or if a system crash occurs.
The last (most recent) syslog is stored as last sys.log which can be retrieved using the tftp command.
The filename sys.log is the current syslog file. The filename last sys.log is the old syslog file.

At one time we can only backup at most 10 cards!

At one time we can only restore at most 10 cards!

Backup finished

Error: this command should be executed on a device!

Error: this command should be executed on IONMM or a standalone SIC!
Fail to set card entity index!

Processing...

The MAX provision configure file name is 64!

The specified module does not exist!

You entered a “backup” or “restore” command to do a backup or restore function, but a problem was
encountered or the process is not yet finished. You entered a “prov”’ command to do a backup or restore
function, but a problem was encountered or the process is not yet finished.

1. Wait a few moments for the command to complete and the Restore finished or Backup finished
message to display.

2. Retry the backup or restore operation with 10 or fewer devices listed.

3. Use the go command to switch to a device that supports this feature (IONMM or a standalone SIC).

4. Enter a config filename with less than 64 characters. See the “Configuring Backup / Restore” section

on page 103.
5. If the problem persists, contact Technical Support.

Adding Local User failed

Cannot add an system user on this card!

Default ION user is forbidden to be deleted!

Deleting Local User failed

ERROR: Can not delete current logined user!

ERROR: Current user is not authorized to do this operation!
ERROR: The two passwords are not the same, please check!
Error: this command should be executed on IONMM or a standalone SIC!
ERROR: This user could not be deleted!

Fail to activate the user!

Fail to create a system user!

Fail to create user!

Fail to get system user level!

Fail to get system user name!

Fail to get system user password!

Fail to remove the system user!

Fail to set system user level!

Fail to set system user name!

Fail to set system user password!

Modifying Local User failed
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Password is too long!

The confirm password is not identical with the password!
There is no such user!

The user name must begin with an alphanumeric char!
The user password must begin with an alphanumeric char!
This user already exists!

To modify default ION user's level is not allowed!

User name is too long!

You tried to add (create), modify, or delete an ION user, but the operation failed.

1. Verify that this is the operation you want.

2. Retry the operation; be sure to type the parameters as shown in the “Configuring System / Login
Users” section on page 103.

3. If the problem persists, contact Technical Support.

Can't open any requested files.

cannot open /tftpboot/xxxx: No such file or directory

now start to transfer the file ...

file transfer failed!

file transfer succeeded!

now start to upgrade the system ...

/usr/local/bin/flash_firmware /tftpboot/

upgrade failed!

upgrade failed due to wrong file %s!

upgrade failed when programming the flash!

upgrade succeeded, system will be rebooted ...

Usage: serial (get|put/upgrade) protocol=(xmodem|xmodem-1k|ymodem|zmodem) file=FILE
Warning: the input file name will be ignored when using ymodem/zmodem to retrieve file!
Warning: xmodem/xmodem-1k protocol might append some garbage at the end of the file!
Wrong parameter number!

You entered a Serial File Transfer command, but the operation failed.
1. Verify that this is the operation you want.

2. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section on page 103.

3. If the problem persists, contact Technical Support.
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File Transfer Failed - ZModem Crash Recovery dialog box:

[ IONMM s Hypar  arminal (- L)X ]
0= 3 B
C1!S1}L1D>ser1al get protocol zmodem file wwxx &

Harning: the input file _pama 1 be Jiooorad ban 1na_umodan/zmodem to retriev
e filet Zmodem with Crash Recovery file receive for IONMM
now start to trans
14CCCCCCCCCCCTTBIBA Recoving | | [BOTTBTBOT1BTBOTTB
11BtBOTTBTBOT1B1BO
file transfer faile stwingas | Files:
C1iS1iL1D>serial pu : =
xmodem Last event: ] Fletries: L
smodem—1k :
ymodem Status |
zmodem
C1I$1ILID>seria1 pu

file
C1}s1}L1D>serial pu
FILE

C1iS1iL1D>serial pu
now start to transf
i4lsz: cannot open

BtBOTTB1BO

Can’t open any requested files.
T1BTBOTTBTBO11BTBATTBTBOTTB1BO
file transfer failed!
C1iS1iL1D>_

File:

Elapsed: | Remaining | Througheut |

Cancel Skip fie cpslbps
TTB1BATTBTBOT1BTBOTT

Connected 4:57:43 ANSTW 115200 8-h-1

You entered a Serial File Transfer command, but the operation failed.
1. Either enter the requested information and click cps/bps, or click Skip file, or click Cancel.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section on page 103.

4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type q and press
Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Technical Support.

Receiving Files - No response from remote system

Receiving Files

;\[{) Mo response Fram remote syskem

You entered a Serial File Transfer command, but the ZModem file transfer failed.
1. Click the OK button to clear the message dialog box.

2. See the HyperTerminal Helps or the Hilgraeve web site for more HT information.

3. Retry the operation; be sure to type the parameters as shown in the “Transfer Files via Serial Protocol
(X/Y/Zmodem)” section on page 103.

4. If the serial file transfer causes HT to have problems recognizing ION CLI commands, type q and press
Enter, and then log back in to HT and retry the operation.

5. If the problem persists, contact Technical Support.
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Cannot find software version of this card!

The ION card’s firmware version must be newer than a specified version, otherwise this message is
returned. You used the go command to switch to another card, but the system checked its version and
decided that the new CLI can not be run on this card at this firmware version.

1. Check the card’s current firmware version.

2. Upgrade the card firmware if not latest version. See “Upgrade the IONMM and/or NID Firmware” on
page 261.

3. Retry the operation.

4. If the problem persists, contact Technical Support.

ERROR Software version of this card ("xx") is not supported, please upgrade to the same version as the
IONMM

Getting card version failed

The failure get template config handler was called.

Software version of this card is too old, please upgrade it!

The ION card’s firmware version was checked and found to be too old to support this newer CLI
command.

1. Upgrade the card firmware. See “Upgrade the IONMM and/or NID Firmware” on page 261.
2. Retry the operation.
3. If the problem persists, contact Technical Support.

This command is only valid on an IONMM!
Cannot show slot info on this card!

You entered a "show slot info" command on an ION card other than an IONMM card.

1. Enter another (supported) show command on this card, or use the "go" command to switch to the
IONMM.

2. Retry the operation.

3. If the problem persists, contact Technical Support.
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Web Interface Messages

IMPORTANT

For each procedure described below, do each step sequentially as indicated. If the result of a step causes
the problem to be corrected, do not continue with the other steps in the procedure.

Cannot Ping IONMM Device
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., S2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails. The return traffic to the PC is non-
mgmt packet and is subjected to Egress rate-limiting, hence these packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for
user management traffic. The PC can then ping to the S2220-1013 again, and the WEB UI can be
managed again.

4. If the problem persists, contact Technical Support.
Cannot Ping IONMM Device

1. With the "Management VLLAN” state set to "enabled", the PC can not ping the [ONMM device.
The reason is enabling the Management VLAN function gives management control to the
Management VLAN that you enabled.

2. Enter the CLI command set mgmt vlan state disable and press Enter. The PC can ping to S2220-
1013 success again, and the Web interface can be managed again.

3. If the problem persists, contact Technical Support.

Getting values failed (snmp operation timeout)

This message indicates that you entered an invalid parameter value.

1. Click the Refresh button to clear the message.

2. Verify the recent parameter entries. Refer to the related CoH (cursor-over-help) and revise parameter
entries as needed.

3. Retry the operation.
4. If the problem persists, contact Technical Support.
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Failed to start Virtual Cable Test.

This message indicates that the VCT test could not be started.

1. Check the following:

* Module has power.

» (Cable is properly connected to the port.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Firmware DB operation failed, unzip failed.

This message indicates that the upload of the upgrade file failed.

1. Check that the db.zip file (Windows XP) or db file (Windows 7) file was specified in the Database
File Name field.

2. Retry the operation.

3. If the problem persists, contact Technical Support.

invalid input file

This message displays in the “Upload Result Reason” ficld at IONMM > Upgrade tab> Firmware
database sub-tab if the “Firmware File Name” entered had an incorrect filename format.

1. Verify the parameter value entered; see “Upgrading IONMM Firmware — Web Method” on page 250
for valid input information.

2. Retry the operation with a valid firmware file name (e.g., IONMM.bin.0.5.4, or x222x /
x32xx.bin.0.5.4).

3. If the problem persists, contact Technical Support.
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Invalid input found!

This message indicates that you entered a parameter outside the valid range (e.g., VLAN ID = 0).
1. Verity the parameter value to be entered; check the online Help for valid input information.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Invalid password!

This message indicates that the password entered during sign on is not valid.

1. Sign in using the correct password. The default password is private.
Note: the password is case sensitive.

2. If the problem persists, contact Technical Support.

Failed to retrieve DMI info on current port.

You clicked the Device port’s DMI tab, but the device does not support DMI. Not all NID models support
DMI. The NIDs and SFPs that support DMI have a “D” at the end of the model number.

1. Verify that the NID and SFP support DMI.
2. See “DMI (Diagnostic Maintenance Interface) Parameters” on page 248 for more information.
3. Retry the operation.

4. If the problem persists, contact Technical Support.

Admin Status: Down (or Testing)

In the device’s port, at the MAIN tab in the Port Configuration section, the Admin Status field displays
“Down”. Typically, if 'Admin Status' is Down, then 'Link Status' is also Down.

The status here is the desired state of the interface. The “Testing” status indicates that no operational
packets can be passed. When a managed system initializes, all interfaces start with 'Admin Status' in the
Down state. As a result of either explicit management action or per configuration information retained by
the managed system, 'Admin Status' is then changed to either the Up or Testing states, or remains in the
Down state.

Verify the initialization process; see “Section 2: Installation and System Setup” on page 40.
Verify the attempted operation procedure in the related section of this manual.
Retry the operation. Wait several minutes for initialization and discovery to take place.

bl e

If the problem persists, contact Technical Support.

Link Status: Down (or Testing or Dormant, or NotPresent)
This is the current operational state of the interface.
The 'Link Status' Testing state indicates that no operational packets can be passed.

If 'Admin Status' is Down then 'Link Status' likely will be Down.
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If 'Admin Status' is changed to Up, then 'Link Status' should change to Up if the interface is ready to
transmit and receive network traffic.

'Link Status' should change to Dormant if the interface is waiting for external actions (such as a serial
line waiting for an incoming connection);

'Link Status' should remain in the Down state if and only if there is a fault that prevents it from going to
the Up state;

'Link Status' should remain in the NotPresent state if the interface has missing (typically, hardware)
components.

Link Status: Down: The ION system interface is not ready to transmit and receive network traffic due a
fault.

Review any specific fault and its recommended recovery procedure.

Verify the initialization process; see “Section 2: Installation and System Setup* on page 40.

Verify the attempted operation procedure in the related section of this manual.

Retry the operation. Wait several minutes for initialization and discovery to take place.

If the problem persists, contact Technical Support.

M e

Link Status: Dormant: The ION system interface is waiting for external actions (such as a serial line
waiting for an incoming connection).

1. Wait several minutes for initialization and discovery to take place, and then retry the operation.

2. If the problem persists, contact Technical Support.

Link Status: NotPresent: the interface has missing components (typically hardware).

1. Verify the ION system installation; see “Section 2: Installation and System Setup* on page 40.
2. Wait several minutes for initialization and discovery to take place, and then retry the operation.
3. If the problem persists, contact Technical Support.
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Link Status: Testing: The ION system interface can not pass operational packets.

1. Verify that diagnostic tests were run properly and completed successfully.
2. Wait several minutes for initialization and discovery to take place, and then retry the operation.

3. [If the problem persists, contact Technical Support.

Message: Setting values failed (http server error)

This message indicates a configuration entry error (e.g., https).

1. Enter a valid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring HTTPS” on page 208.

3. If the problem persists, contact Technical Support.

Message: Setting values failed (snmp operation error)

This message indicates that the SNMP Configuration entered had an invalid SNMP entry (e.g., an
unrecognized Trap Manager address entry).

1. Enter a valid value. Refer to the Help screen for more information.
2. Retry the operation. See “Configuring SNMP” on page 226.

3. If the problem persists, contact Technical Support.

Message: TFTP file transferring failed!

This message indicates that a TFTP operation could not be completed.
TEFTP for Backup download operation:
1. Verify that:

a. The correct module(s) has been selected.
b. The IP address of the TFTP server is correct.
c. The TFTP server is online and available.

2. Perform a backup of the module(s) for which the download operation was intended. Make sure that
the status of the backup operation for each module is “Success”.

3. Retry the operation.

4. If the problem persists, contact Technical Support.
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TFTP for Restore upload operation:

1. Check:
* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The file to be uploaded is in the default directory on the server.
* The correct module(s) has been selected.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Message: TFTP operation failed!

This message indicates that the upload portion of an upgrade operation failed.

1. Check:
* The IP address of the TFTP server is correct.
* The TFTP server in online and available.
* The correct file name (db.zip in Windows XP or just “db” in Windows 7) is specified.
* The db.zip (or db) file is in the default directory on the TFTP server.

2. If the problem persists, contact Technical Support.

Message: There is a problem with this website's security certificate.
This message indicates that the security certificate presented by this website was changed.
1. Click the Continue to this website... selection.

2. See the “Configuring HTTPS” section on page 192.
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Message: Web Ul Management connection Lost
1. With the "Egress Rate Limit" set to "Unlimited", the PC can ping the device (e.g., S2220-1013).

2. After reducing the "Egress Rate Limit" to "80m", the ping fails.
The return traffic to the PC is non-mgmt packet and is subjected to Egress rate-limiting, hence these
packets are getting dropped.

3. Increase the port 1 "Egress Rate Limit" to "900m" or "800m" to reserve some Egress bandwidth for

user management traffic.
The PC can ping to S2220-1013 again, and the WEB UI can be managed again.

4. If the problem persists, contact Technical Support.

Message: “Setting values in progress ...” displays continuously

The message “Setting values in progress ...” displays for over 10 minutes after you set up a VLAN 100,
then set Management VLAN to Enabled and clicked Save.

Getting values failed (http server error) then displays.

Loading Template agent_main_view.htm failed displays:

R e s ] o o[ emovenenss | s

[
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MAIN tab displayed is blank after you close the Loading ... dialog box.

Meaning: These messages display after you turn on the Management VLAN function either via the [ON
Web interface or the CLI. (The CLI command is set mgmt vlan state=enable, and the Web interface is
from the IONMM MAIN screen in the Management VLAN Configuration section, where the Status

field is set to Enabled. In both cases, management control is given to the Management VLAN that you
enabled.

The recovery (re-gaining control from the CLI or Web interface) is to turn off Management VLAN via
the CLI (set mgmt vlan state=enable) or via the Web interface IONMM MAIN > Management VLAN
Configuration > Status > Enabled).

Message: Loading Template agent_main_view.htm failed
Loading htm files failed
Loading htm file succeeded
Loading JavaScript file failed
Loading Template Config file failed
Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more. 2.
See the Loading, please wait... message for details. 2. If the problem persists, contact Technical Support.

Message: The DMI feature is not supported on current port

Meaning: Not all NID models support DMI. Lantronix NIDs that support DMI have a “D” at the end of
the model number. If you click the DMI tab on a NID model that does not support DMI, the message
“The DMI feature is not supported on current port.”

The DMI (Diagnostic Maintenance Interface) function displays NID diagnostic and maintenance
information such as interface characteristics, diagnostic monitoring parameters, and supported media
lengths.

Recovery: 1. Verify that the device and port support DMI. See “DMI (Diagnostic Maintenance Interface)
Parameters” on page 248 for more information.

Message: priority is empty or invalid
Meaning: Can't change ACL status to enable, message box show "priority is empty or invalid"
Recovery: 1. Review the ACL entries. See “Configuring an ACL” on page 201.

2. If the problem persists, contact Technical Support.
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Message: Error - already have the same Condition Type under this rule
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Meaning: At IONMM > ACL tab, when you try to edit or add a Condition to an IP address, the error
message displays.

Recovery: Select a different Condition Type, and then change back the original type condition. The Type
selections are Source, MAC Address, IPv4 Address, [IPv4 Address Range, IPv4 Network, TCP Port, TCP
Port Range, UDP Port, UDP Port Range, and ICMP Type.

Message: Loading Template agent_main_view.htm failed
Message: Loading htm files failed
Meaning: The status displays at the lower left corner during Port 1 page loading.

Recovery: 1.Wait for the Loading, please wait... message to clear. This may take 1 minute or more.
2. See the Loading, please wait... message for details. 2. If the problem persists, contact Technical
Support.

Message: xxxxxxx is out of range, its range is yyyyyy

Error symbol period window low is out of range, its range is 125000000 - 268435455!

Error frame period window is out of range, its range is 174762 - 104857560!

Error frame period threshold is out of range, its range is 0 - 268435455/

Error frame window is out of range, its range is 10 - 600!

Error frame threshold is out of range, its range is 0 - 268435455/

Error frame seconds summary window is out of range, its range is 100 - 9000!

Error frame seconds summary threshold is out of range, its range is 0 - 268435455/
Meaning: A parameter entered in the "Event Configuration" has exceeded the range limitation.
Recovery: Enter a parameter within the valid range displayed for the parameter.
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Message: Getting Records failed (snmp operation timeout)
Message: Getting records failed (http server error)

Meaning: The NID could not find the records associated with the operation attempted.

Recovery: 1.Verify the attempted operation was performed correctly (e.g., Policy/ Rule type drop down
on the ACL page).

2. Retry the operation. See the applicable section (e.g., “Upgrade” section on page 321 or page 327, or
“Backup and Restore Operations (Provisioning)” on page 324.

3. Reboot the NID. See “Reboot” on page 317.

4. If the problem persists, contact Technical Support.

Message: System initializing or SNMP service busy, please wait...

Meaning: The system password was accepted, but the system did not proceed completely.

Recovery: Sign in using the correct password. The default password is private. Note that the password is
case sensitive.

1. Make sure the keyboard’s “Caps Lock™ is off.

2. Wait one to several minutes (how long depends on the population of the chassis) for the password to
be accepted and the log in to proceed.

3. Verify the SNMP configuration.

4. If the problem persists, contact Technical Support.
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Message: Online Help is not available until a specific configuration is entered.

Message from webpage

! 'f Cnline Help is not available until a specific configuration tab is entered.
-

Meaning: You clicked on Online Help from the Help dropdown without first selecting a device.
Recovery:

1. Click the OK button to close the webpage message.

2. Select an ION device.

3. Click on Help > Online Help again.

Message: ERROR: Software version of this card (0.7.1) is not supported, please upgrade to the same version as the IONMM

ION System . ERROR

4"IE]N Stack Software version of this card (0.7.1) is not supported. please upgrade to the same version as the [ONMIV
—rChassis I — i i b

+-[01]IONIMM

+1[02]C6210-3040
+[03]C3230-1040
+1[04]C6010-3040
+1[05]C3230-1040
+1[06]C3220-1040
+1[07]C3210-1013
+[08]C3221-1040

Meaning: You selected a device in the tree, but its firmware version is not compatible with the IONMM.
Recovery: 1) Select the IONMM device. 2) Select the UPGRADE tab. 3) Perform a firmware upgrade to
this card (and others that may have outdated firmware). See the Upgrade section on page 347. 4) Ifa
problem persists, contact Technical Support.

33472 Rev. K https://www.lantronix.com/ Page 436 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Message: Failed to retrieve DMI info on current port

ION System LT | man || ADvANCED || counTERs | LoAM m
—"IFJI‘ijtaclf Failed to retrieve DMI info on current port
—rLhassis

+1[01]IONMM
+1[02]C6210-3040
+[03]C3230-1040
+1[04]C6010-3040
-1 [05]C3230-1040
..... FlUl-[ 1

-+ Port 2

Meaning: You selected C3230 > Port 2 > DMI but the DMI information does not display.
Recovery: 1) Click Refresh. 2) Expand and contract the tree. 3) If a problem persists, contact Technical
Support.

Message: Current power status of this slot is off, please turn it on before you reset it!

Meaning: The reset function only works when the slot power is in the On position for the unit to re-
boot/reset.

Recovery: 1) At Chassis > MAIN > Chassis Members click the "On" button in the Power Status col-
umn of the device before you click the "Reset" button. 2) If a problem persists, contact Technical Sup-
port.

Problem: Setting the VLANID failed with an SNMP operation error message:

Message: Setting values failed (snmp operation error) or

Adding VLAN failed (snmp operation error)

Meaning: You tried to add or edit a VLAN ID but the effort failed.

Recovery: The card must be in “Network” mode (at Port 1 > Advanced > Frame Tag Mode) to set the
VLAN ID. If it is not set to "Network", an SNMP error will occur. Before adding the ports for
Management VLAN, set the Frame Tag Mode of that port to "Network". When Provider tagging is
required for that port, then set the Frame Tag Mode to "Provider". A port with the Frame Tag Mode set to
the default setting "Customer" can not be added to Member Ports for Management VLAN.
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In IE8 and IE9, at C3220 > FDB, the ‘Refresh’, ‘Add’, ‘Edit’, ‘Delete’, ‘Help’ buttons of FDB do
not display.

System »  View~ Help v

10N System C [ waant | Abvancen | swre || Hrres || ss || Raoius | act |JEEl vian
= 10N Stack A
= Chassis [ Fos D MAC Address Port Priority Entry Type \
+02]I0HMM
i) ) 03-60-03-6A81-01 1 3 staticPA |
+[06IC6121-1040

+-[11]C6010-1040
—[13]C3220-1040

FDBID MAC Address Part Priority
~Port 1 o [l | [Port1 ¥ [0 v
i EnyType
+[15]C6120-1013 [static ~ |
+ [19]C6010-1013 Flush FDBs
+[22]lONPS-A Il Flush Operation Flush Status Failure R‘aauﬂ
[Flush Al ¥ I [ | ]

|EE|~ @ TOF Systen Web Inte... X 4 Mew Ticket - Chassis

\-—' NETWORKS»

‘ System v | Vieww  Helpv

TRANSITION I
|

+
10N System wam || Apvanced | st | HTPs | ssH || Rapiud | acL VLAN
—-10N Stack MACs

—=-Chassis

FDE ID WAC Address Port Priority Entry Type
++{02]IONMM
03-60-03-6A-81-01
+1[06]CE121-1040
+[1]CE010-1040
- [13]C3220-1040

FDB D WAC Address Pari Priority
Port 1 o | [03-60-03-6A-81-01 | [Ped 1 & [3 v
Fone Entry Type —
+:[15]C6120-1013 [staticPa o
191050101073 H |
+ [22]I0NPS-A I
Flush FDBs
Flush Operation Flush Status Failure Reasan
[Flush Al ¥ I |

This is an IE8 bug which can only be fixed by Microsoft. MS IES8 has an issue with the <fieldset> tag,
which is a well known bug for which web developers are awaiting a patch.

1. Select IES Tools > Compatibility Mode to use the IE8 ‘Compatibility View’. The message “Compati-
bility View - 192.168.0.10 is now running in Compatibility View.” displays.

o — =
Lol BBy ¥irw
| reashs e i b me J

Sign in to ION System Web Interface

Fasr Hams

2. Log in to the ION system again.
3. Select the FDB tab.

4. Select at least one table of FDB, and then click the web page; the button will display normally.
4. Click one existing MAC address in the MAC address list.
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Website displays incorrectly in Internet Explorer 8 or 9

Websites that were designed for earlier versions of Internet Explorer might not display correctly in the
current version. However, you can often improve how a website will look in Internet Explorer by using
the new ‘Compatibility View’ feature. When you turn on Compatibility View, the webpage displayed
(and any other webpages within the website's domain) will display as if you were using an earlier version
of Internet Explorer.

1. In IE8, click the Stop button on the right side of the Address bar.

2. If the page has stopped loading, click the Refresh button to try again.

3. Click the Tools button, and then click Compatibility View.

PvG{EbHI

If Internet Explorer recognizes a webpage that is not compatible, the Compatibility View button displays
on the Address bar. To turn Compatibility View on, click the Compatibility View button. From now on,
whenever you visit this website, it will be displayed in Compatibility View. However, if the website re-
ceives updates to display correctly in the current version of Internet Explorer, Compatibility View will
automatically turn off. Note that not all website display problems are caused by browser incompatibility.
Interrupted Internet connections, heavy traffic, or website bugs can also affect how a webpage is dis-
played. To go back to browsing with Internet Explorer 8 on that site, click the Compatibility View button
again.

4. Check your ION firmware version and upgrade to the latest if outdated. See the “Upgrade” section on
page 266.

5. Check the Microsoft Support Online website http://support.microsoft.com/ph/807/en-us/#tab0 for more
information.

6. See also: http://msdn.microsoft.com/en-us/library/dd567845%28v=vs.85%29.aspx
http://support.microsoft.com/kb/960321_
http://blogs.msdn.com/b/ie/archive/2008/08/27/introducing-compatibility-view.aspx_

7. In IE9, click the Compatibility View toolbar button on the Address bar to display the website as if you
were using an earlier version of Internet Explorer. See the Microsoft Support website Article ID: 956197
at http://support.microsoft.com/kb/956197.
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Script error message received.

Stop running this script? A script on this page is causing Internet Explorer to run slowly. If it continues,
your computer might become unresponsive. Yes / No

Error: Object doesn't support this property or method.

A Runtime Error has occured. Do you wish to Debug?

Done, but with errors on page.

B

$3240 System
=53240
~Port 1
Port 2
Port 3
-Port 4 (SFP)
Port 5 {SFP)

MAIN || ADVANCED | snTP || HTTPS | ssH || RaDius | acL (MEuzMl vian | soAM | BACKUP-RESTORE

MACs
VLAN ID MAC Address Part Priarity Entry Type
: 00-04-75-BD-4F-6C 5 7 staticPA
1 00-04-75-BD-9C-38 | 0 dynamic
1 00-04-75-BD-9C-38 1 1] static

VLAN ID MAC Address 1 Port | Priority
1 | | [Pot 1 ~|

Entry Type .

| static ~

Windows Internet Explorer

. Click the Yes button to stop the script.

. Click Show Details to display error details.

. Disable script debugging.

. Test a Web page from another user account, another browser, and another computer.

. Verify that Active Scripting, ActiveX, and Java are not being blocked by Internet Explorer.

. Remove all the temporary Internet-related files.

. Install the latest Internet Explorer service pack and software updates.

. For more advanced troubleshooting, see the Microsoft Support Article ID 308260 at http://support.mi-
crosoft.com/kb/308260.

0N LN kWi —

Problem: OAM loopback can be enabled and is working on the fiber ports, but not on the copper ports.
Meaning: The documented loopback procedure does not work on copper ports.

Recovery:

1. You must first enable OAM on the fiber ports to be able to establish OAM on the copper side.

The OAM PDU’s can only be received from copper ports if the fiber ports are also OAM enabled. The
fiber port is the network connection between the two devices, and this is the path that the copper ports
send their OAM PDU’s between remote peer devices.

2. Follow the procedure in the section “Copper Port Loopback Procedure” on page 144.

3. To determine if the loopback was successful, the LOAM counters show “loopback sent” and “loopback
received”.
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SNMP Messages

For any error condition, you can check the Tech Support web site for possible solutions. For any problem
that persists, contact Tech Support in the US or Canada at 1-800-260-1312, International at + 1 952-358-
3601; via fax at +1 952-941-2322; or via Email at techsupport@transition.com.

Basic Recovery Steps

You entered a command, but the operation failed or is still in process.

. Wait for a few moments for the operation to complete.

. Use the Help or ? command to get assistance (help) on a group of commands or on a specific command.

. Make sure this is the command you want and that the device/port/configuration supports this command.

. Make sure this device/port supports the function attempted. Use the go command to switch locations.

. Verify the command syntax and re-enter the command. See the related section of the manual for specifics.
. Try using the Web interface to perform the function.

. If the “continue y(es) n(o)” prompt displays, type y and press Enter to continue.

. If the problem persists, contact Tech Support.

OO LB~ W —

Message:

Bad engine ID value after -3E flag.\n

Bad key value after -3m flag.\n

bad mask

bad mask length

bad source address

cannot resolve source hostname

Can't set up enginelD of type text from an empty string.\n

community name too long

could not generate localized authentication key (Kul) from the master key (Ku).

could not generate localized privacy key (Kul) from the master key (Ku).

could not generate the authentication key from the supplied pass phrase.

could not generate the privacy key from the supplied pass phrase.

Could not get proper authentication protocol key length

could not get proper key length to use for the privacy algorithm.

example config COMMUNITY not properly configured

example config NETWORK not properly configured

Meaning: You entered an SNMP v3 command, but the command failed due to an invalid or misinterpreted entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the ION
Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

improper key length to -1

Invalid authentication protocol specified after -3a flag: %s\n

invalid EnginelD argument to -e

invalid key value argument to -1

invalid key value argument to -m

Invalid privacy protocol specified after -3x flag: %s\n

Invalid security level specified after -3l flag: %s\n

Meaning: You entered an SNMP v3 command, but the command failed due to an invalid or improper parameter
entry.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the [ON
Web interface to perform the function. 5) If the problem persists, contact Tech Support.
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Message:

malloc failure processing -3e flag.\n

malloc failure processing -e flag

Missing argument after SNMPv3 '-3%c' option.\n

missing COMMUNITY parameter\n

missing CONTEXT NAME parameter

missing NAME parameter

missing SOURCE parameter

Need engine boots value after -3Z flag.\n

Need engine time after \"-3Z engineBoot,\".\n

no authentication pass phrase

no IP address for source hostname

security name too long

Unknown authentication protocol

Unknown authentication type

Unknown EnginelD type requested for setup (%d). Using IPv4.\n

Unknown privacy protocol

Unknown privacy type

Unknown SNMPv3 option passed to -3: %c.\n

Unknown version specification

Unsupported enginedIDType, forcing IPv4

Meaning: You entered an SNMP v3 command, but the command failed due to an unrecognized entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the ION
Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

Are you sure to delete all the views with the name xx? (confirm)

Are you sure to delete this view ? (confirm)

Adding Community String failed!

Adding group failed!

Adding View failed!

Add Security group failed!

Add user failed!

bad security model, should be: vi, v2c or usm or a registered security plugin name

bad security level (noauthnopriv, authnopriv, authpriv)

bad prefix match parameter \"0\", should be: exact or prefix - installing anyway

bad prefix match parameter, should be: exact or prefix

Delete community string failed!

Delete user failed!

Delete vacm security group failed!

Delete view failed!

Edit view failed!

Failed to change group!

failed to create group entry

lllegal configuration line: missing fields

lllegal view name

Meaning: You entered an SNMP v3 command, but the command failed due to an unrecognized entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the ION
Web interface to perform the function. 5) If the problem persists, contact Tech Support.
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Message:

missing GROUP parameter

missing SECURITY parameter

missing NAME parameter

missing CONTEXT parameter

missing MODEL parameter

missing LEVEL parameter

missing PREFIX parameter

Nothing changed!

Meaning: You entered an SNMP v3 command, but the command failed due to a missing parameter entry.
Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the ION
Web interface to perform the function. 5) If the problem persists, contact Tech Support.

Message:

Adding Remote Engine ID failed!

Add remote user failed!

Adding Target Address failed!

Delete Remote Engine ID failed!

Delete remote user failed!

* Delete remote user successfully! Trying to delete group... (status message only - displays momentarily)
ERRPR: There is already a same host with the input IP and Port!

ERROR: There is already a same named community string!

ERROR: There is already a group with the same group name and security model!

ERROR: There is already a same named user!

ERROR: There is already a same named view!

ERROR: There is already a same remote engine ID!

If SNMP Engine ID is modified, all the users will be erased, are you sure?

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Make sure this
device / port supports the command/function attempted. Use the go command to switch locations. 3) Verify the com-
mand syntax and re-enter the command. See the related section of the manual for specifics. 4) Try using the ION
Web interface to perform the function. 5) Make sure you enter a unique host, community, group, user, view, or en-
gine ID. 6) If the problem persists, contact Tech Support.
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Message:

Cannot create SNMP group on this card!

Cannot remove SNMP view on this card!

Cannot remove this group!

Cannot remove this view!

Cannot set filter type of a SNMP view on this card!

Cannot set SNMP local engine ID on this card!

Cannot set notify view of a SNMP group on this card!

Cannot set read view of a SNMP group on this card!

Cannot set write view of a SNMP group on this card!

Cannot show SNMP group on this card!

Cannot show SNMP local engine ID on this card!

Cannot show SNMP view on this card!

Fail to create SNMP group!

Fail to get SNMP group!

Fail to get SNMP local engine ID!

Fail to get SNMP local user!

Fail to get SNMP remote user!

Fail to get SNMP user!

Fail to remove SNMP group!

Fail to set SNMP local engine ID!

Fail to set SNMP notify view!

Fail to set SNMP read view!

Fail to set SNMP view status!

Fail to set SNMP write view!

Invalid OID for this view!

Local Engine ID length range is <5 - 32>/

No SNMP group created now!

No SNMP local user created now!

No SNMP user created now!

No such SNMP group name!

SNMP view name length should be shorter than 32!

The specified user does not exist!

Meaning: You entered an SNMP v3 command, but the command failed. For example, when the security
model is v1 or v2c, the groups "public" and "private" can not be removed; but when the security model is
v3 the groups "public" and "private" can be removed.

Recovery: 1) Make sure this is the command you want. 2) Use the Help (?) command for details. 3) Make sure
this device / port supports the command/function attempted. Use the go command to switch locations. 4) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 5) Try using the
ION Web interface to perform the function. 6) Make sure the group, engine or user to be edited exists. 7) If the prob-
lem persists, contact Tech Support.

Message:

ERROR: Remote engine ID could not be the same as local engine ID!

ERROR: There is already a same remote engine ID!

ERROR: There is already a same remote engine ID with the input ip and port!

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the related
section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the problem
persists, contact Tech Support.
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Message:

Reseting local Engine ID will delete all exist local users, continue?(y: yes, n: no)

Meaning: You entered an SNMP v3 command, but a confirmation message displayed.

Recovery: 1) Make sure this is the command you want. Use the Help (?) command for details. 2) Enter n if you are
not sure you want to reset the local Engine ID, or enter y to continue to reset the local Engine ID and delete all exist-
ing local users.

Message:

ERROR: Adding sub oid tree to defaultView is prohibited!

ERROR: defaultView can not be deleted!

ERROR: Modifying defaultView is prohibited!

ERROR: Please do not modify the View Name or the OID Sub Tree!

ERROR: Sub oid tree in defaultView can not be deleted!

ERROR: This group can not be deleted!

Meaning: You entered an SNMP v3 command, but the add/delete/modify command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the related
section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the problem
persists, contact Tech Support.

Message:

EnginelD length must be in range [9..64]!

Invalid enginelD!

Password is too long!

The password name length must be in range [1..64]!

The authentication password length must be in range [8..64]!

The privacy password length must be in range [8..64]!

Meaning: You entered an SNMP v3 command, but the command failed.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the related
section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the problem
persists, contact Tech Support.

Message:

Cannot add SNMP view on this card!

Cannot show SNMP view on this card!

Cannot show SNMP trap hosts on this card!

Fail to get SNMP target address!

Fail to get SNMP view!

No SNMP view created now!

No SNMP trap host is created now!

Trap version is out of range!

Meaning: You entered a "show snmp traphost" or "show all SNMP trap hosts" or "show snmp view" command
that failed to complete.

Recovery: 1) Wait for a few moments for the operation to complete. 2) Make sure this is the command you want.
Use the Help (?) command for details. 3) Make sure this device / port supports the command/function attempted.
Use the go command to switch locations. 4) Verify the command syntax and re-enter the command. See the related
section of the manual for specifics. 5) Try using the ION Web interface to perform the function. 6) If the problem
persists, contact Tech Support.
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Message:

Cannot add SNMP trap hosts on this card!

Fail to create notif table!

Fail to create parameter entry!

Fail to create trap host!"

Fail to set domain!

Fail to set traphost address!

Fail to set traphost parameters!

Fail to set traphost tag list!

Fail to security model! <set?>

Fail to security message process model! <set?>

Fail to security name! <set?>

Fail to security level! <set?>

Fail to set notif tag!

Fail to set notif type!

Invalid address!

SNMP community/security name length should be shorter than 32!

We can create at most 6 trap hosts!

Meaning: You entered a "add snmp traphost" command that failed to complete.
Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the [ON Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP target address!

The specified trap host does not exist!

Meaning: You entered a "remove snmp traphost" command that failed to complete.

Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Cannot show SNMP trap hosts on this card!

Fail to get SNMP target address!

Cannot remove SNMP community on this card!

SNMP community name length should be shorter than 32!

Fail to get SNMP target address!

The specified community has existed!

Cannot find the specified community!

Fail to get remote engine!

Fail to get user_to_group entry!

Fail to remove snmp user!

Fail to remove snmp view!

Fail to remove snmp group!

Fail to remove snmp user-group mapping!

Fail to remove snmp community!

Fail to remove snmp traphost!

Meaning: You entered an SNMP community command (get/set/show/add/remove), but the command
failed to complete.

Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the ION Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.
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Message:

When security level is vl or v2c, security model can only be noAuthNoPriv

Fail to get community name! (the device will search all rows of the SNMP Community Table, and if the community
name can not be found, will add if)

Fail to create community!

Meaning: You entered an SNMP Traphost or SNMP Trap Manager CLI command, but the command failed to
complete.

Recovery: 1) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 2) Try using the [ON Web interface to perform the function. 3) If required, at the command prompt, enter
the ION login and Password information. 4) If the problem persists, contact Tech Support.

Message:

Cannot add SNMP trap hosts on this card!

The specified trap host has existed!

Meaning: You tried to enter an “add snmp community name” command, but the command failed to complete.
Recovery:

1) Verify the “access mode” and “community name” parameter syntax. See the related section of the manual for
specifics. 3) Try using the [ON Web interface to perform the function. 4) If required, at the command prompt, enter
the ION login and Password information. 5) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP view!

Cannot show SNMP view on this card!

No such SNMP view name!

No SNMP view created now!

Meaning: You entered a “show snmp view” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP Group Name of 8-32 characters. 2) Verify the command syn-
tax and re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web inter-
face to perform the function. 4) If required, at the command prompt, enter the ION login and Password information.
5) If the problem persists, contact Tech Support.

Message:

authentication protocol is invalid!

Fail to create SNMPv3 usmuser!

Fail to get response from snmpd!

Fail to get response from snmpd!

Fail to send message to snmpd!

Fail to set group of the user!

Privacy protocol is invalid!

Meaning: You entered a “add snmp local user” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP user. 2) Verify the command syntax and re-enter the com-
mand. See the related section of the manual for specifics. 3) Try using the ION Web interface to perform the func-
tion. 4) If the problem persists, contact Tech Support.

Message: SNMP group name length should be shorter than 32!

Meaning: You entered a “set snmp local user name” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP group name of 8-32 characters. 2) Verify the command syn-
tax and re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web inter-
face to perform the function. 4) If the problem persists, contact Tech Support.
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Message:

Fail to create SNMPv3 usmuser!

Remote engine address is not valid!

Meaning: You entered a “add snmp remote user” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP user name and engine ID. 2) Verify the command syntax and
re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web interface to
perform the function. 4) If the problem persists, contact Tech Support.

Message:

Fail to analyse remote engine address!

Fail to create SNMPv3 usmuser!

Meaning: You entered a “add snmp remote user name” command but the operation failed.
Recovery:

Message: Cannot show SNMP remote engine on this card!

Meaning: You entered a “show snmp remote engine” command but the operation failed.

Recovery: 1) Verify that you entered a unique SNMP remote engine ID. 2) Verify the command syntax and re-en-
ter the command. See the related section of the manual for specifics. 3) Try using the ION Web interface to perform
the function. 4) If the problem persists, contact Tech Support.

Message:

Fail to get SNMP remote engine!

Please input a digital number to specify trap rate!

The specified remote engine has existed!

Meaning: (e.g., you entered an “add snmp remote engine” command but the operation failed.

Recovery: 1) Verify that you want this operation performed. If you are not sure, enter n and press Enter. 2) To
continue, type y and press Enter. 3) Verify the command syntax and re-enter the command. See the related section
of the manual for specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem persists,
contact Tech Support.

Message: If you remove this remote engine, all remote users related to this engine will also be removed, con-

tinue? (y: yes, n: no)

Meaning: You entered a “remove snmp remote engine” command but the confirmation message displayed.
Recovery: 1) Verify that you want this operation performed. If you are not sure, type n and press Enter. 2) To con-
tinue, type y and press Enter. 3) Verify the command syntax and re-enter the command. See the related section of
the manual for specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem persists, con-
tact Tech Support.

Message: Notification type can only be trap or inform!

Meaning: You entered a “get prov tftp svr” or “set prov tftp svr” command but the operation failed.

Recovery: 1) Re-enter the command with “Trap” or “Inform” as the parameter. 2) Make sure the SNMP user's secu-
rity model is v3. 3) Verify the command syntax and re-enter the command. See the related section of the manual for
specifics. 4) Try using the ION Web interface to perform the function. 5) If the problem persists, contact Tech Sup-

port.

Message: ERROR: There is already a remote user with the same name, ip and port!

Meaning: You entered a duplicate record using the “add snmp rmt user” command.

Recovery: 1) Re-enter the command with a unique user name, IP address, and Port number. 2) Verify the command
syntax and re-enter the command. See the related section of the manual for specifics. 3) Try using the ION Web in-
terface to perform the function. 4) If the problem persists, contact Tech Support.
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Message:

SNMP user name length should be shorter than 32!

This user already exists!

Meaning: The user already exists or you entered too many characters (32 characters maximum) for the SNMP User
Name.

(The SNMP user's security model can only be v3.)

Recovery: 1) Re-enter the command with a unique user name, IP address, and Port number. 2) Make sure the user
name entered has less than 32 characters in it. 3) Make sure the SNMP user's security model is v3. 4) Verify the
command syntax and re-enter the command. See the related section of the manual for specifics. 5) Try using the
ION Web interface to perform the function. 6) If the problem persists, contact Tech Support.

Message:

ERROR Software version of this card ("cardVersion") is not supported, please upgrade to the same version as the
IONMM

Getting card version failed

The failure get template config handler was called.

Meaning: You attempted a function that is not supported by this version of firmware.

Recovery: 1) Enter another (supported) function at this card’s firmware version, or use the "go" command to switch
to another card. 2) Upgrade to a newer firmware version. See “TFTP Transfer / Upgrade Commands” on page 204
or “Upgrade / Update Firmware Commands” on page 207. 3) Retry the operation. 4) If the problem persists, contact
Technical Support.

Message:

The confirm password is not identical with the password!

The user name length must be in range [1..64]!

The user name must begin with an alphanumeric char!

You can only change your own password, not others!

Meaning: You entered a command to create a new system user, but the command failed.

Recovery: 1) Verify the command syntax ("add sysuser name=NAMESTR level=(admin|read-write|read-only)
pass=PASSSTR confirmpass=PASSSTR"). 2) Retry the operation, making sure the "pass" and "confirmpass" entries
match. See the related command section.

3) If the problem persists, contact Technical Support.

Message: Invalid input of timout value!
Meaning: You set an unsupported SNMP trap timeout boundary value.
Recovery: 1) In the “add snmp traphost” command, specify a valid timeout (-155%-165%-5u%-305%-165%-125%-
12u%-12u%s (change from 8u to 12us). For example:
Cl|sl|LlD>add snmp traphost version v3 type ipv4 addr 192.168.1.30 port 162 security name TrpHstA6
security level authPriv notify trap timeout=<0-2147483647>]
Cl|sl|LlD>add snmp traphost version v3 type ipv4 addr 192.168.1.30 port 162 security name TrpHstA6
security level authPriv notify trap timeout 1000 retry 25

Problem: An SNMP user cannot access the IONMM.

Meaning: The User security level is not compatible with the Group level. For example, you added an SNMPv3 User
to a SNMP v1 Group, or added a User to a non-existing Group, so this user can not access the IONMM.

Recovery: 1) Make sure the Group exists. Verify the User’s security level. See the “Configure SNMP” section for
specific details.

Problem: Can’t assign a SNMPv3 User to multiple Groups.

Meaning: The SNMPv3 standards do not allow you to assign a SNMPv3 user to multiple groups.

Recovery: 1) Create an additional, unique user. 2) Assign the new user to a different group. 3) Make sure that each
user belongs to just one group.
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Problem: Can’t configure SNMPv3 for chassis ION NIDs.

Meaning: The SNMPv3 features currently only apply to the IONMM and standalone S323x/S322x/S222x devices.
Recovery: 1) Contact U.S. Headquarters at 10900 Red Circle Drive, Minnetonka, MN 55343 USA; Telephone: 952-
941-7600; Toll Free: 800-526-9267; Fax: 952-941-2322. EMEA Headquarters: Telephone: +49 611 974 8460; Fax:
+49 611 950 4672. Email sales@transition.com.

Message: Its value must be a-f or A-F or 0-9 and the total length must be a dual from 18 to 128

Meaning: The engine ID is specified by hexadecimal characters. Each two input characters correspond to one octet
character. For engine ID “80 00 03 64 03 00 c0 f2 00 01 027, the first two characters ’80° correspond to the first oc-
tet character \128 with ASCII value of 128 (8*16 + 0 = 128). The second two characters “00” correspond to the
second octet character \0” with ASCII value of 0 (0%16 + 0 = 0).

Recovery: 1) This applies only for SNMP v3 Engine ID converting. Enter this.pattern = /A [A-F\d]{18,128}$/.

Message: It must be a valid oid.
Meaning: You entered an invalid OID.
Recovery: 1) Enter this pattern = /[1-9]+(0\\d{1,5})*$/.

Message: It must be a string which consists of letters and numbers.
Meaning: You entered an invalid string.

Recovery: 1) Enter this pattern = /"[\w]{1,256}$/;

2) Enter this min = lengthMin;

3) Enter this max = lengthMax;

Message: It can be set to any characters combination except the character tab and space.

Meaning: The Community string, Local user name, Group name, View name, Remote user name, Authentication
password, and Privacy password can include any combination of characters except the "tab" and "space" characters.
If you enter a "tab" and/or "space" character in these fields (via CLI or Web interface) the message "It can be set to
any characters combination except the character tab and space." and “this.pattern is required: /~[\S]*{1,256}$/.” dis-
play.

Recovery: 1) Re-enter the command or field without the "tab" or "space" characters.

Problem: Entries display in red in SNMP v3 fields (e.g., at IONMM > SNMP > Users sub-tab, the User Name /
Group Name / Password entry displays in red)

Meaning: The Community string, Local user name, Group name, View name, Remote user name, Authentication
password, and Privacy password can include any combination of characters except the "tab" and "space" characters.
If you enter a "tab" and/or "space" character in these fields (via the Web interface) the characters display in red and
the message “Getting records failed (http server error)” displays in the lower-left corner of the page.

Recovery: 1) Re-enter the command or field without the "tab" or "space" characters.

Message:

The default group whose name is \"public\" or \"private\" and security-model is v1 or v2c cannot be removed!
While the group whose name is \"public\" or \"private\" and security-model is v3 can be removed!

Meaning: The default group can not be removed (deleted) from the ION system configuration.

Recovery: 1) Make sure this is the command you want. 2) Delete another existing Group. 3) See the related section
of the manual for specifics. 4) If the problem persists, contact Tech Support.
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Message: Invalid group parameter for user!

Meaning: You entered the CLI command for adding a local snmpv3 user, but the entry failed.

Recovery: 1) Verify the "add snmp local user name" syntax. 2) Check if the ION firmware is the latest and upgrade
if possible. 3) If the problem persists, contact Tech Support.

Message: AGENT PM ERROR: CLI command prov show snmp user failed

Meaning: The IONMM backup failed after no group SNMP local user added to the system.

Recovery: 1) Check if the ION firmware is the latest and upgrade if possible. 2) Try the IONMM backup procedure
again. 3) If the problem persists, contact Tech Support.

Problem: SNMP Local or Remote Users are deleted when you modify the SNMPv3 Local or Remote Engine ID.
If you enter a "show snmp group name" command without entering a specific group name, the session is ended and
the ION login prompt displays.

Meaning: You configured the SNMPv3 Local or Remote Engine ID before you configure the Local or Remote Us-
ers for this engine. For example:

53230-1040 CO0|SO|L1D>show snmp group name

Name Security Model Security Level Read View Write View Notify View
login: ION
Password:

Recovery: 1. Log in to the ION system again. 2. Configure the SNMPv3 Local or Remote Engine ID before you
configure the Local or Remote Users for this engine. See "Configuring SNMP" on page 27. Retry the operation.
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Windows Event Viewer Messages
A sample Event Log file is shown below.

Windows Event Viewer - Event Log 1:

I Windows Event Viewer - Event Log 1 - Notepad @E|
Fil= Edit Format View Help

Type Date Time Source  Category Event user computer ~
Information 6/25/2010 10:34:34 am service Control Manager Mone 7036 AR SCHIERMAN E
Information 6,/25/2010 10:32:35 AM seryice Control Manager None 7036 M8 SCHIERMARN
Information 6/25/2010 10:32:35 AM service Control Manager Mone 7035 jeffs SCHIERMAN
Information 6,/25/2010 Fi37:19 am service Control Manager None 7036 MA SCHIERMARN
Information B5,/25,/2010 Ti3T7:12 Aam service Contraol Manager Mone FO36 MR SCHIERMAN
Information 6/25/2010 Fi37:12 am service Control Manager Mone 7035 SYSTEM  SCHIERMAN
Erraor 6,/24 /2010 10:27:33 PM W32Time None 29 M8 SCHIERMARN

warning 6/24/2010 10:27:32 PM W32Time MNone 14 M A SCHIERMAN

Erraor 6,/24 /2010 4:12:51 PM windows Update Agent software Sync 16 M8 SCHIERMARN
Information 6,724 /2010 F:40:55 Aam service Contraol Manager mNone FO36 MR SCHIERMAN
Information 6,424 /2010 7:40:49 am service Control Manager Mone 7036 AR SCHIERMAN
information 6,24 /2010 7:140:49 AM service Control Manager None 7035 SYSTEM  SCHIERMAN
Error 6,/24 /2010 5:27:31 AM W22Time None 29 MR SCHIERMAN

warning 6,/24,/2010 G:27:31 AM W32Time None 14 M8 SCHIERMAN

Error 6/23,/2010 10:27:29 PM W32Time Mone 29 MR SCHIERMAN

warning 6/23/2010 10:27:29 PM w32Time MNone 14 A A SCHIERMAN

Erraor 6,/23/2010 G:27:28 PM W32Time Mone 29 M8 SCHIERMARN

warning 6/23/2010 5:27:28 PM W22Time None 14 MR SCHIERMAN

Erraor 6,/23/2010 4:27:127 PM W32Time Mone 29 M8 SCHIERMARN

warning 6/23/2010 4127127 PM W32Time None 14 MR SCHIERMAN

Error 6/23/2010 3:27:27 PM W32Time None 29 MA SCHIERMAN

warning 6/23/2010 3:27:27 PM W32Time None 14 M8 SCHIERMARN

Error 5,/23,/2010 2:57:26 PM W22Time MNone 29 MR SCHIERMAN

warning 6,/23/2010 2:57:26 PM W32Time Mone 14 M8 SCHIERMARN

Error 623 /2010 2:42:26 PM W32Time None 29 MR SCHIERMAN

warning 6/23/2010 2:42:26 PM w32Time None 14 A A SCHIERMAN

Error 6,/23/2010 2:42:11 PM W32Time Mone 29 M8 SCHIERMARN

warning 6/23/2010 2:42:11 PM W22Time None 14 M8 SCHIERMAN

Information 6,/23/2010 2:42:01 PM Tepip Mone 4201 M A SCHIERMAN

Information 6,/23,/20010 2:41:56 PM Erowser MNone 5033 M8 SCHIERMAN =

Message: Information 6/25/2010 7:37:12 AM Service Control Manager None 7035  SYSTEM

Meaning: Information message regarding SCM.

Recovery: No action required.

Message: Error 6/24/2010 10:27:33 PM W32Time None 29 N/A SYSTEM

Meaning: Error level message regarding W32Time.

Recovery: Open the file, examine the number of messages like this, and the potential problem level.

Message: Warning 6/24/2010 10:27:33 PM W32Time None 14 N/A SYSTEM

Meaning: Warning level message regarding W32Time.

Recovery: Check the other system logs for related messages. If the problem persists, contact Technical
Support.
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The Config Error Log (config.err) File

The error log file (.ERR file) is downloaded to the TFTP server address specified, in TFTP-Root with a
filename such as /-1/-C2210-1013.config. You can open the file in WordPad or a text editor.

A sample portion of an error log file (.ERR file) is shown below.

B 1-3-€3230-1040.config - WordPad

File Edit view Insert Format Help

e & # By

AGENT FM ERRCE: CLI command remove vlan all failed

AGENT PM EREOR: CLI command remove fwddb all failed

AGENT PM ERROE: CLI command set ip-momt state=enable failed

AGENT PM ERROR: CLI command set dhep state=disakhle failed

AGENT PM ERROR: CLT command set ip type=ipwv4d addr=192.165.0.10 subnet-mask=255.255.255.0 failed
AGENT PM ERRCOR: CLI command set gateway type=ipvd addr=192.165.0.1 failed

AGENT PM ERROR: CLI command set dns-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr svr=:Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI commnand set dns-svr svr=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set dns-svr svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set dns-svr swr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set dns-svr svr=6 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=2Z type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost sve=3 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=4 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set snmp traphost svr=5 type=dns addr=0.0.0.0 failed
AGENT PM ERROE: CLI command set snmp traphost svr=6 type=dns addr=0.0.0.0 failed

AGENT PM ERROR: CLI command set sntp state=disabhle failed

AGENT PM ERROE: CLI command set sntp dst-state=disable failed

AGENT PM ERRCOR: CLI command set sntp timezone=5 failed

AGENT PM ERROR: CLI command set sntp dst-start="1969 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-end="1969 1231 15:00:00" failed
AGENT PM ERROR: CLI command set sntp dst-offsec=0 failed

AGENT PM ERROE: CLI command set sntp-svr svr=1 type=dns addr=0.0.0.0 failed
AGENT PM ERROR: CLI command set sntp-svr svri=Z type=dnzs addr=0.0.0.0 failed

These messages show a translation of failed web interface functions that were attempted, translated into
CLI commands.

The config.err files are saved in the TFTP server location specified (typically C:\TFTP-Root) with a file
name something like: 7-2-2-C3220-1040 _20100608.config.err.

The first word in the message (e.g., add, set, remove) shows the type of action attempted.

The second word or phrase in the message (e.g., dhcp state, fwddb, gateway type, vlan-db vid, etc) lists the
general function attempted. This is the part of the message immediately preceding the = sign.

The next word or phrase in the message is the specific function attempted that immediately follows the = sign
or the second word of the message (e.g., all, =enable, =disable, =8, =dns addr=0.0.0.0, etc.). This
part of the error message may include several segments with =signs (e.g., =0.0.0.0 retry=3
timeout=30

The final word in the message line is the word “failed”.
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config.err Messages

Sample config.err file information is provided below.
1-2-2-C3220-1040_20100608.config.err

Line

1 AGENT PM ERROR:
2 AGENT PM ERROR:
3 AGENT PM ERROR:
4 AGENT PM ERROR:
5 AGENT PM ERROR:
6 AGENT PM ERROR
7 AGENT PM ERROR:
8 AGENT PM ERROR:
9 AGENT PM ERROR:

10 AGENT PM ERROR:
11 AGENT PM ERROR:
12 AGENT PM ERROR:
13 AGENT PM ERROR:

14 AGENT PM ERROR

15 AGENT PM ERROR:
16 AGENT PM ERROR:

17 AGENT PM ERROR

18 AGENT PM ERROR:
19 AGENT PM ERROR:
20 AGENT PM ERROR:
21 AGENT PM ERROR:
22 AGENT PM ERROR:
23 AGENT PM ERROR:
24 AGENT PM ERROR:
25 AGENT PM ERROR:
26 AGENT PM ERROR:
27 AGENT PM ERROR:
28 AGENT PM ERROR:

CLI command remove vlan all failed
CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL failed

CLI command remove vlan all failed
CLI command remove fwddb all failed

: CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL failed

CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL failed
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL failed

CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
: CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

: CLI command add fwddb mac=01:00:00:00:00:02 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:03 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:04 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:05 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:06 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:07 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:08 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:09 conn-port=1 priority=1 type=staticNRL
CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL
CLI command remove vlan all failed

CLI command remove fwddb all failed

CLI command add fwddb mac=01:00:00:00:00:10 conn-port=1 priority=1 type=staticNRL

config.err Message Responses

Some typical error log file messages and the recommended responses are provided below (without the
prefix of “AGENT PM ERROR: CLI command”).

Message: remove vlan all
Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of

failed

failed
failed
failed
failed
failed

failed
failed
failed
failed
failed
failed
failed
failed
failed

failed

this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: remove fwddb all
Response: 1. Check if this is a recurring problem. 2. Verify the Forwarding Database (FWDB) operation

failed

in the related section of this manual. Retry the FWDB operation. 3. See the related FWDB command in
the ION System CLI Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set dhcp state=disable
Response: 1. Check if this is a recurring problem. 2. Verify the DHCP operation in the related section of

failed

this manual. Retry the DHCP operation. 3. See the related DHCP command in the /ON System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set ip type=ipv4 addr=192.168.0.10 subnet-mask=255.255.255.0

failed
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Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the /ON System CLI Reference Manual,
33473. 4. If the problem persists, contact Technical Support.

Message: set gateway type=ipv4 addr=192.168.0.1 failed

Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this
manual. Retry the operation. 3. See the related command in the ION System CLI Reference Manual,
33473. 4. If the problem persists, contact Technical Support.

Message: set dns-svr svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the DNS Server operation in the related
section of this manual. Retry the operation. 3. See the related DNS server command in the /ON System
CLI Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set snmp traphost svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNMP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNMP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp timezone=8 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-start="1969 1231 18:00:00" failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.
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Message: set sntp dst-end="1969 1231 18:00:00" failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp dst-offset=0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set sntp-svr svr=1 type=dns addr=0.0.0.0 failed

Response: 1. Check if this is a recurring problem. 2. Verify the SNTP operation in the related section of
this manual. Retry the SNMP operation. 3. See the related SNTP command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set radius client state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the RADIUS operation in the related section
of this manual. Retry the RADIUS operation. 3. See the related RADIUS command in the ION System
CLI Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set radius svr=1 type=dns addr=0.0.0.0 retry=3 timeout=30 failed

Response: 1. Check the RADIUS server setup, configuration and documentation. 2. Verify the RADIUS
operation in the related section of this manual. Retry the RADIUS operation. 3. See the related SNTP
command in the ION System CLI Reference Manual, 33473. 4. If the problem persists, contact Technical
Support.

Message: add vlan-db vid=100 priority=0 pri-override=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: add vlan-db vid=200 priority=0 pri-override=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the VLAN operation in the related section of
this manual. Retry the VLAN operation. 3. See the related VLAN command in the ION System CLI
Reference Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set acl state=disable failed

Response: 1. Check if this is a recurring problem. 2. Verify the ACL operation in the related section of
this manual. Retry the ACL operation. 3. See the related ACL command in the ION System CLI Reference
Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set acl table=filter chain=input policy=accept failed
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Response: 1. Check if this is a recurring problem. 2. Verify the ACL operation in the related section of
this manual. Retry the ACL operation. 3. See the related ACL command in the ION System CLI Reference
Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: set dotldbridge ip-priority-index=0 remap-priority=0 failed
Response: 1. Check if this is a recurring problem. 2. Verify the operation in the related section of this

manual. Retry the operation. 3. See the related dotldbridge command in the /ON System CLI Reference
Manual, 33473. 4. If the problem persists, contact Technical Support.

Message: AGENT PM ERROR: CLI command show dotldbridge ip-tc priority remapping
failed

Response: 1. Check if this is a recurring problem with ACL Rules and Conditions. 2. Verify the ACL
operation in the related section of this manual. Retry the ACL operation. 3. See the related ACL
command in the /ON System CLI Reference Manual, 33473. 4. If the message was the result of recent
backup/restore, retry the operations. 5. If the problem persists, contact Technical Support.
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Syslog Messages and Sys.log Output

This section documents Syslog messages and related Sys.log output.

Syslog Messages

The set of messages displayable while using the Syslog function are provided below with possible mean-
ings and suggested recovery procedures.

agentx_mapset Error
agentx_ot_add Error

Meaning: possible internal error
Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”” on page 112.
2. Retry the operation.
3. If'the problem persists, contact Technical Support.

Fail for sending ionSyslogMgmtTable ,ignored...\n

Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Fail to get syslog server address type!

Fail to get syslog server address type!

Fail to get syslog server port!

Fail to get syslog level!

Fail to get syslog level!

Fail to get syslog server address!

Meaning: the show syslog config attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Fail to set syslog server port!

Fail to set syslog mode!

Fail to set syslog level!

Fail to set syslog server address!

Fail to set syslog server address type!

Meaning: the set syslog level / mode / svr attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.

2. Retry the operation.
3. If the problem persists, contact Technical Support.
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Invalid syslog server address!

Meaning: the set syslog svr attempt failed (e.g., set syslog svr type=ipv4 addr=192.168.01).
Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)”” on page 112.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Number of subid is not correct when ionSyslogMgmtTable get, expect %d, get %d \n
Meaning: possible internal error

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Please input a digital number to specify syslog server port!

Meaning: the set syslog svr port attempt failed.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.
2. Retry the operation with a valid, unused UDP port number.

3. If the problem persists, contact Technical Support.

Session reset, Reregister from begging\n

STATUS INVALID, should be session reset, Reregister from beginning\n

Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.

2. Retry the operation.
3. If the problem persists, contact Technical Support.

Syslog is not supported on this card!
Meaning: You tried to configure a Syslog parameter, but this device does not support the Syslog feature.
Recovery:
1. Verify that this is the command / function you wanted.
Switch to a device that supports Syslog.

2.
3. Retry the operation.
4. If the problem persists, contact Technical Support.

Sys.log file lost on reboot
The device will dump all syslog files from RAM to flash on re-boot or if a system crash occurs.

The last (most recent) syslog is stored as last_sys.log which can be retrieved using the tftp command.
The filename sys.log is the current syslog file. The filename last sys.log is the old syslog file.
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System initializing or SNMP service busy, please wait..." : "Invalid password!
Meaning: possible internal error.
Recovery:
1. Wait for several seconds for the message to clear.
Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.

2.
3. Retry the operation.
4. If the problem persists, contact Technical Support.

unknown column in ionSyslogMgmtTable get\n

Meaning: possible internal error.

Recovery:

1. Verify the Syslog configuration. See “Configuring System Logging (Syslog)” on page 112.
2. Retry the operation.

3. If the problem persists, contact Technical Support.

Syslog Warning: A defined IDS is detected.
Meaning: The Upgrade file failed, the Web interface reports an error, the system can't login and keeps
initializing. For example:

ILine 1 Jan 1 19:33:01 (none) user.warn subagent[818]: A defined IDS is detected.

At the ACL tab, you selected rule 1 and edited policy to "Trap", Trap Rate to "4", selected Condition 1,
and then edited the Condition 1 value to the local host's IP address. Then uploaded upgrade file by TFTP
server tried to upgrade the system. The upgrade file failed, the Web interface reported an error, and the
system can't login and keeps initializing. After enabling the ACL trap for the same source IP as the TFTP
server and doing tftp operation to the TFTP server, a large amount of packets with the source TFTP server
IP are received by the IONMM and each packet is looked at as an IDS packet which caused the subagent
and snmpd to become overburdened.

Recovery: None; this issue appears as something like a manual IDS attack to the ION system, which may
not be an issue for most users.
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Sample Sys.log Output
A typical Syslog output is shown below.

) daemon.notice ION-EM[742]: D
relpos-[1]
Dec 31 ) user.notice subRgentZ[T7Z€]: crezte contextID=1
Dec 31 user.no e subkgentZ[7 : creste contextID=2

Dec 31
Dec 31
dicart
Dec 31

L]
"
o
f

fis]
[
]
o
X

: subRgent session connected.

nononon

o

subigentZ[726]: Standslone mode, Send the col

3]

snmpd[719] : ion-ns/logical: session from local

enti/m

sublgentZ end_point_name =
bpd_linux[71€]: BFD ERROR: SAP(8) cleosed for =

Dec 31 18:28:58 inone) locelS5.er

| melen == 0 when recw SLE
[ ntZ[822]: agentx send: Broken pipe
] ntZ[BZZ]: : Broken pipe
2 nt2[2822]: : Broken pipe
o ntZ[822]: : Broken pipe
4 ntZ[822] : : Broken pipe
1 gentZ [822] : : Broken pipe
| LgentZ [B22] : : Broken pipe
1 LgentI [822]: Broken pipe
ol subikgentZ [82Z] : agentx_send: Broken pipe
e ) ntZ[8ZZ]: =agentx_send: Broken pipe
1 = nt2[222]: = : Brcken pipe
ntZ[BZZ]: = : Broken pipe

M[742]: Agent¥ mester agent Zziled to ze

spond to ping. Attempting teo re-register.

A typical syslog message is shown below:

16 Dec 31 18:28:58 (none) localS5.err bpd linux([716]: BPD ERROR: SAP(8) closed for a

17 ppPduFramelen == 0 when recvMsgFromAppSAP

The Syslog format is shown below.

175 Dec 31 18:05:45 (none) user.warn syslog: agentx_pkthandler response: Response to unsent packet () received

A A

Specific log message

Level info. / Response line to
(unused) General log message the Server
info. / Request line from
Date (month da}l' tImE} the server

Line Number

Syslog messages, their meanings, and suggested responses are provided below.

Message: local5.err bpd linux[716]: BPD ERROR: SAP(8) closed for a
ppPduFramelLen == 0 when recvMsgFromAppSAP

Meaning: Level 3 Error (err) severity; received a frame with a frame length of 0.
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Recovery: 1. Refer to your organizations policy for this level of severity. 2. Retry the operation. 3. If the
problem persists, contact Technical Support.

Message: daemon.warn ION-EM[742]: AgentX master agent failed to respond
to ping. Attempting to re-register.

Meaning: Level 4 Error (warn) severity; the IONMM did not respond to a ping.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Retry the operation. 3. If the
problem persists, contact Technical Support.

Message: Dec 31 18:31:39 (none) user.crit subAgent2[822]:
agentx protocol disconnect: Subagent disconnected from master.

Meaning: Level 2 - Critical condition.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.

Message: 61Dec 31 18:31:39 (none) user.crit subAgent2[822]:
agentx protocol disconnect: Subagent disconnected from master.

Meaning: Level 2 - Critical condition.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.

Message: user.err upgradeManager

Meaning: you unplugged the SIC card, system will send a syslog which descript as "user.err up-
gradeManager", that not match the event.

Recovery: 1. Refer to your organizations policy for this level of severity. 2. Contact Technical Support.
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Sys.log sample - A typical Syslog output is shown below (Telnet screen)

BusyBox vi.4.1 (20811-83-81 1 4 CST» Built—in shell <{ash>
[Enter 'help’ for a list of built-in commands.

" $ cd svarslog
l'var/log $ cat sys.log
B8:8@:18 (none) user.notice syslog: attach platform info in shared memory at Bx40006008
B8:80:1% (none? user.err upgradeManager[719 upgradeManager star _
B8:8@:19 (none) user.err upgradeManager[728 upgradeManager enters main loop.
B8:8@:21 (none> localS.notice bpd linux[7311: BPD Started.
B8:88:22 (none> localS.err bpd_linux[?31 BPD ERROR: the application dsap 11 is released already.
B8:8@:23 (none? daemon.notice [OM-EML739 attach platform info in shared memory at Bx40006008
B8:8@:23 (none)> daemon.notice [OM-EMI[?739 Entity Manager »unning in Master Mode
@8:80:26 (none) user.notice subagent[741 subfgent Started.
B8:8@:27 (none) user.notice subagent[741 attach platform info in shared memory at Bx4B8086608
@8:80:27 (none> localS.err hpd_linux[?731 BPD ERROR: the application dsap 7 is released already.
B8:8@:28 (none> daemon.notice [ON-EMI[73% Discovered Chassis: 1
B8:80:28 (none) user.err upgradeManager[?72@]1: location = 134217728
B8:8@:28 (none)> user.err upgradeManager[728 just reply OK ...
@8:80:28 (none> localS.err hpd linux[?731 BPD ERROR: the application dsap 15 is released already.
B8:8@:29 (none> daemon.notice TON-EMI?391: Discovered a card in slot-[41, relpos—I[1]
B8:80:29 (none? user.err upgradeManager[728 location = 152043528
B8:8@:29 (none)> user.err upgradeManager[728 st reply OK .
B8:80:29 (none> localS.err hpd _linux[7311: BPD ERROR: the application dsap 13 is released already.
B8:8@8:29 (none> local5.err bpd_linux[731 BPD ERROR: the application dsap 13 is released already.
B8:8@:29 (none? daemon.notice [OM-EML?3%21: Discovered a card in slot-[22]1. relpos-[11]
B8:8@:29 (noned> user.err upgradeManager[728 location = 227548992
B8:8@:2% (none? user.err upgradeManager[728 Just reply OK ...
B8:8@8:2% (none? local5.err bpd_linux[?311: BPD ERROR: the application dsap 14 is released already.
B8:8@:38 (none> daemon.notice [ON-EML?39 Discovered a card in slot-[14]1, relpos—[11]
B8:8@:38 (none’} user.err upgradeManager[728 location = 193986568
@8:80:38 (none) user.err upgradeManager[7281: just reply OK ...
B8:88:38 (none> local5.err bpd_linux[?31 BPD ERROR: the application dsap 14 is released already.
B8:80:38 <(none> daemon.notice [ON-EML739 Discovered a card in slot—[6]1, relpos—[11]
B8:8@:38 (none? user.err upgradeManager[7281: location = 168432128
B8:8@:38 <none? user.err upgradeManager(728 Just reply OK .
B8:8@:38 (none’ user.err upgradeManager[728 Jjust reply OK ...
B8:8@:31 <none? user.err upgradeManager(728 location = 137468688
B8:8@:31 (none’ user.err upgradeManager[728 It is AGENT card itself?
B8:8@:31 <none? user.err upgradeManager[7281: just reply OK ...
88:8@:31 (none> localS.err hpd_linux[?31 BPD ERROR: the application dsap 15 is released already.
B8:80:33 <none> daemon.err snmpdl(?3B1: jon—ns-logical: session from local subAgent2 end_point_name [/var/agentx/m

B8:80:34 <none> daemon.err snmpdl(?3B1: jon—ns-logical: session from local subAgent2 end_point_name [/var/agentx/m

B8:8@:34 (none> local5.err bpd_linux[?311: BPD ERROR: the application dsap 13 is released already.
@8:8@:35 (none> local5.err bpd_linux[?311: BPD ERROR: the application dsap 14 released already.
B8:8@:36 <(none> local5.err bpd_linux[?31 BPD ERROR: the application dsap 15 is released already.
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Webpage Messages

Certain menu operations will display a webpage verification message to verify that you want to proceed.
These messages also provide information on the effect that the operation will have if you continue. These
messages display for operations such as Reset to Factory Config, Reboot the System, or other
operational confirmation messages.

See Menu System Notes on page 79 for more information.

Message from webpage

\:.y Syskem will be rebocted, are you sure ko proceed?

[ Ok H Cancel ]

Message: System will be rebooted, are you sure to proceed?

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Message from webpage

\ ? J A factory reset will wipe out all current configuration and load the Factory defaulks along with a syskem reboat, are you sure bo proceed?

I O, ][ Cancel J

Message: A factory reset will wipe out all current configuration and load the factory defaults along with
a system reboot; are you sure to proceed?

Response: Click OK only if you wish to reboot. Otherwise click Cancel.

Message from webpage

,\?/ Trap manager settings have been changed and a system reboot is required For the changes to take effect, Do vou want to reboat the syskem right now?

’ Ok l[ Cancel l

Message: Trap manager settings have been changed and a system reboot is required for the changes to
take effect. Do you want to reboot the system right now?

Meaning: At the device’s MAIN > SNMP Configuration tab you clicked Save to create a new SNMP
trap server location.

Response: Click OK only if you wish to reboot the system right now. Otherwise click Cancel. See
SNMP Configuration on page 229.
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Message. The firmware upgrade failed!

Message from webpage E|

L] "_\ The Firrmmare upgrade Failed!
-

The MAIN tab > TFTP Settings section Status area displays “TFTP Failure”.

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a
problem was detected. See the Upgrade the IONMM Firmware section on page 205.

Recovery:

1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

7. Make sure that the Management VLAN function is disabled.

8. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when
done.

9. If the problem persists, contact Technical Support.
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Message: Failed to Transfer the Firmware Database File!

Message from webpage

L] E Failed ko transfer the Firmware Database File!
[ ]

Meaning: While performing a Firmware Upgrade from the MAIN tab > TFTP Settings section, a
problem was detected. See the Upgrade the IONMM Firmware section on page 205.

Recovery:
1. Click OK.

2. Make sure you are using a TFTP Server package (not an FTP package). You will not be able to
connect to the TFTP Server with an FTP client.

3. Make sure that you downloaded the correct IONMM firmware file from the Lantronix web site.

4. Verify the TFTP Server Address entry. It should be the IP address of your TFTP Server (e.g.,
192.168.1.30).

5. Verify the Firmware File Name that you entered is the one you intended, and that it is in the proper
filename format (e.g., IONMM.bin.0.5.3).

6. Check the log status in the TFTP Server package; when successful, it should show something like
“Sent IONMM.bin.0.5.3 to (192.168.1.30), 9876543 bytes”. The TFTP Settings section Status area
should display “Success” when done.

7. Reset the IONMM card. The TFTP Settings section Status area should display “Success” when
done.

8. If the problem persists, contact Technical Support.
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Message: Are you sure to power reset this slot? (After power reset, it will take a while to see card change
in this slot; please fold/unfold the Chassis node in the left tree panel to check the progress. If the card
information changes on the Tree, then click the Refresh button on this page.)

10N System MAIN
= ION Btack WModel Information
i S Serial Number————— Model Name————— Softwars Revision—— Hardware Resision———
++[03]C3230-1040 [3245 !”iION215 || [104 J|{[r00 ]
+ [05]C3230-1040
[07]IOHMM
+ [10]C3231-1040
+[12]C2110-1013 Chassis Members
+[13]C2210-1013 Slot Slot Status Description Power Status
+[16]02220-1014 1 Empty on [
++[18]C3220-1040
2 Empty On [0f [Reset]
+ [22]I0NPS-A fea
3 Occupied I0N BPC Media Conversion Card C3230-1040 On
4 Empty on [of]
5 Occupied 10N BFC Media Conversion Card C3230-1040 on [of]
2 —
Message from webpage
7
9 Are you sure to power reset this siot?
8 B &/ (after panerreset, & wiliobe @ whie t sse Card change in this sk, plesse foldfunfold the Chassi node i e res panel tocheck the proaress, I the cad information changes on the Tree,
I the dlick the refresh button n ths page )
9 H
.

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Reset button for a

particular slot.

Recovery:

1. Ifyou are not sure that you want to reset this slot, click the Cancel button to clear the message and
return to normal operations without resetting power to this slot.

2. Ifyou are sure that you want to reset this chassis, click the OK button to clear the message and reset
power to the slot.

AN

At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
If the card information changes on the Tree, then click the Refresh button on this page.
See the “Menu System Notes™ section on page 77.

If the problem persists, contact Technical Support.
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Message: Are you sure you want to power off this slot? (After power off, it will take a while to see Card
Disappear in this slot,; please fold/unfold the Chassis node in the left tree panel to check the progress. If
the card information changes on the Tree, then click the Refresh button on this page.)

10N System MAIN
=ON Stack Model Information
- Serial Humber ol Hame Software Revision | Hardware Revision——

++[03]C3230-1040 ||3245 \Hilor\uwa \H|1 04 \|i1 00 ]
+.[05 %
e Bootloader Revision
- [O7)IONMIM T
+[10]C32311040
i pzcatio-0 Chassis Members
F3Ic2210.1013 Slot Siot Status  Description Power Status
+[16]C2220-1014 1 Empty on [of)
+[18]C3220-1040
i 2 Empty on [off [Reset]
+ [22]0NPS-A o

3 Occupied ION BPC Media Conversion Card C3230-1040

4 Empty On @

5 Occupied ION BPC Media Conversion Card C3230-1040 on [0f]

s e —

Message from webpage
7
Are you sure ko power off this slot?
8 - / { fter power off, it wil take & while to see Card Disappear in this siot, please fold{unfold the Chassis node in left tree panel to check the progress. IF the card disappears on the Trez, then dick
the refresh button in this page
9
.

Meaning: A caution message generated at the Chassis > MAIN tab. You clicked the Off button for a
particular slot.

1. Recovery: If you are not sure that you want to power off this slot, click the Cancel button to clear the
message and return to normal operations without resetting power to this slot.

2. Ifyou are sure that you want to power off this slot, click the OK button to clear the message and
remove power to the slot.

At the Chassis > MAIN tab, fold/unfold the Chassis node in the tree panel to check the progress.
If the card information changes on the Tree, then click the Refresh button on this page.

See the “Menu System Notes™ section on page 77.

S kW

If the problem persists, contact Technical Support.
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Message: TFTP file transferring failed!

Message from webpage

! '_\' TFTP file transferring Failed! Please make sure the TETF server is up and the file being transferred does exist,
-

Meaning: Either the TFTP Server is not running, or the filename entered was incorrect or not found. See
the “Backup/Restore Operations” section on page 218.

Recovery: Start the TFTP Server and verify the name and location of the file to be transferred.
If the file does not exist (e.g., at C:\TFTP-Root), then download the file from the Lantronix website .

Message: HTTPS settings have been changed and a re-login will be performed right now.

Message from webpage

L] E HTTPS settings have been changed and a re-login will be performed right now,
P )

Meaning: You performed a Copy Certificate function for the IONMM in the HTTPS tab.

Recovery:
1. Click OK to clear the message.
2. See “Configuring HTTPS” on page 192.

3. If a message displays regarding a problem with the website's security certificate, select “Continue
to this website”.

Message.: The RADIUS settings have been changed and a re-login will be performed right now.

Message from webpage

L] E The RADIUS settings have been changed and a re-login will be performed right now,
L

Meaning: You performed a Copy Certificate function for the IONMM in the RADIUS tab.

Recovery:
1. Click OK to clear the message.
2. Sign in to ION System Web Interface (RADIUS). See “Configuring RADIUS” on page 192.

3. If a message displays regarding a problem with the website's security certificate, select “Continue
to this website”.

Message: The Connection was Reset
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The connection was reset

-

The connection to the server was reset whie the page was loading.

The site could be temporarily unavalable or too busy, Try again in a few
moments.

If you are unable to load any pages, check yvour computer's netwark
connection,

If your computer or network is protected by a firewall or proxy, make sure that
Firefox i permitted to access the Web,

Meaning: The FireFox web browser connection failed to load the page.
Recovery:
1. Verify the URL (e.g., http:// versus https://).

2. Check if the applicable server is running (TFTP, Syslog, HTTPS server) in the expected location.

3. Click the Try again button to retry the operation.

Message: This Connection is Untrusted

0= | This Connection is Untrusted

v AI You have asked Firefox to connect securely ko 192.168.1.10, but we can't confirm that vour

connection is secure.

Marrnally, when wou try ko connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

what Should 1 Do?

If you usually connect ko this site without problems, this error could mean that someone is trying ko
impersonate the site, and vou shouldn't continue,

Get me out of herel

Technical Details

I Understand the Risks

Meaning: You tried to connect via FireFox to a URL, but the FireFox web browser did not find a trusted

certificate for that site.

Recovery: Click Technical Details for details, or click I Understand the Risks to continue operation.
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Message: Static Non Rate Limit entry must have a multiple cast MAC address!

R e T [uerrrm e

l": g e B e iy wa B e o R R

-

b p A Rl - wiFy S

Meaning: When setting up MAC filtering, you entered a unicast MAC address and selected a Static NRL
(Non Rate Limit) Entry Type.

Recovery:
1. Click OK to clear the message.
2. Either enter a multicast MAC Address, or select another Entry Type.

Message: Local Area Connection x — A network cable is unplugged

jr} Local Area Connection 2 *

& netwark cable is unplugged.

Bl %< OF ) szoam

Meaning: You unplugged the USB cable at the NID or IONMM, or the NID or [IONMM was unplugged
from the ION chassis, or you pressed the Reset button on the IONMM.

Recovery:
1. If you pressed the Reset button on the [ONMM, wait a few moments for the message to clear.

2. Plug the USB cable back into the IONMM’s USB-DEVICE connector, or plug the USB cable back
into the NID’s USB connector.

W

Try the operation again.
4. If the problem persists, contact Technical Support.
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Message: Problem loading page — Mozilla Firefox

©) Problem, loading page - Mozilla Firefox

File Edit ‘iew History  Bookmarks  Tools  Help

@ - e L httpeff192,168.1, 10login,html

[&] rost visited |j Getking Started 20 | Lakest Headlines |j TN Swstem Web Inte.

! Problem loading page

Meaning: You tried to log in to the ION system from the Mozilla Firefox browser, but the login failed.

Recovery:

1. Make sure the web browser you are using is supported. See “Web Browsers Supported” on page 72.
2. Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI” on page 59.

3. Verify NID access. See “Accessing the NIDs” on page 69.

4. Verify the IP address setting. See “Setting the I[P Addressing” on page 8§9.

5. Verify the URL (e.g., http:// versus https://).

6. Try to log in to the ION system again.

7. If the problem persists, contact Technical Support.

Message: Internet Explorer cannot display webpage

/= Internet Explorer cannot display the webpage - Windows Internet Explorer
iy P i .
@"{_,‘«' F & o /192.168.1.10

File Edit Wiew Favorites Tools  Help

”,I Favarites | @& Internet Explorer cannot display the webpage

Q Internet Explorer cannot display the webpage

Meaning: You tried to log in to the ION system from IE, but the login failed.

Recovery:

1. Make sure the web browser you are using is supported. See “Web Browsers Supported” on page 72.
2. Verify the URL entered. See “Initial Setup with a Static IP Address via the CLI” on page 59.

3. Verify NID access. See “Accessing the NIDs” on page 69.

4. Verify the IP address setting. See “Setting the [P Addressing” on page 89.

5. Verify the URL (e.g., http:// versus https://).

6. Try to log in to the ION system again.

7. If the problem persists, contact Technical Support.
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Message: The webpage cannot be found
Message: HTTP 404 Not Found — Windows Internet Explorer

Meaning: There might be a typing error in the address, or the link you clicked on may be out of date.

Recovery:
1. Retype the address.

2. Go back to the previous page.

3. Make sure the web browser / version you are using is supported. See “Web Browsers Supported” on
page 72.

Verify the URL entered. See “Initial Setup with a Static [P Address via the CLI” on page 59.
Verify NID access. See “Accessing the NIDs” on page 69.

Verify the IP address setting. See “Setting the IP Addressing” on page 89.

Verify the URL (e.g., http:// versus https://).

Try to log in to the S3240 again.

o 2 =N bk

If the problem persists, contact Technical Support.

Message: Cannot manually add record of the dynamic type!

B it

B s

e
Meaning: At the FDB tab, you tried to create a MACs table entry with an Entry Type of dynamic.
Recovery:

1. Click the OK button to clear the webpage message.

2. Try entering a different MAC address for the MACs table entry.

3. Select another Entry Type (static, staticPA, or staticNRL).

4. Continue with other MACs table entries and press the Add button.

5. If the problem persists, contact Technical Support.
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Message: Transmission rate: value is out of range 1-80

A | abvancen || sutp | HiTPs | ssi | raows | ace || FoB | vian [BESUM| BACKUP-RESTORE |
Main Configuration | wD | mamec [UZSM MiP || Configuration Error List

Configuration | cc monitoring St | Linkrace | ETHmce || ETHTEST | DM | Fum | As

Destination Destination MAC address  Destination MEP ID Number of LBMs to transmit Data TLV
| MAC adaress +] [00-00-00-00-00-00 I ]| il
Priority. Dropenable:
[ Priority 7 | [Enaplea ]
N
Statistic =: Lo ]
| Unicast | [Refresh resut

‘ First sent sequence id  Destination LBMs sent LBRs received | Status ‘

‘ No records found ‘

Delete attachment
Meaning: You entered an invalid LBM transmission rate at S3240 SOAM > MEP > Loopback.

Recovery: 1. Click OK to clear the webpage message. 2. In the Transmission rate field, enter the num-
ber of loopback messages (LBMs) to be sent per second. The valid range is 1 — 80 LBMs per second.

3. Continue operation; see “Loopback (LB) Config — Web Method” on page 185. 4. If the problem per-
sists, contact Technical Support.

Message: Do you want Firefox to remember the password for “S3240” on http://192.168.0.10?

¥2) §3240 Web Interface - Mozilla Firefox E _|@

File Edit Miew History Bookmarks Tools  Help

@ B C (ar | L0 httpiff192.168.1. 10web. hel P y

\E Most Visiked \;] Getting Started (50| Latest Headlines |j ION System Web Inte... |_1

| '] 53240 Web Interface + -

Z’ Do you wank Firefox to remember the password For "53240°" on httpi/f192,168.1.107  ...... l Bememher I [NE"E’ for This Site ] [ Not Now I <]

Meaning: The Mozilla Firefox login security option screen.

Recovery: Select one of the three options as desired or according to your organization’s security policy.
Select Remember to avoid entering the password at the next login, or select Never for this site to elimi-
nate this option at future logins, or select Not Now to avoid password entry at the next login but keep the
option available for future logins.

Message: Do you want Google Chrome to save your password?

; w

ﬂ Do you want Google Chrome te save your password? [ SEr ] [ FEE— ] =
TRANSITION

N NETWORKS «

| System +  View- Hep~ ~ eseess

Meaning: The Google Chrome login security option screen.

Recovery: Select one of the two options as desired or according to your organization’s security policy.
Select Save password to avoid entering the password at the next login, or select Never for this site to
eliminate this option at future logins.
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ION System Tests

The x222x/32xx NID provides a set of system level tests, DMI functions, and related test functions.

Virtual Cable Test (VCT)

The VCT feature uses TDR (Time Domain Reflectometry) to determine the quality of cables, connectors,
and terminations. Problems that can be determined include opens, shorts, cable impedance
mismatches, failed connectors, and termination mismatches.

The VCT runs the cable diagnostic by transmitting a signal of known amplitude sequentially along each
of the TX and RX pairs of an attached cable. The transmitted signal continues along the cable until it is
reflected from a cable imperfection, and that distance is displayed. If the test status returned is Normal,
the distance displayed is the actual cable length. The VCT test is intrusive, as the tested port’s link is
brought down during the test.

When the VCT is activated, a pre-defined amount of time elapses before a VCT test pulse is transmitted.
This ensures that the link partner loses link, so that it stops sending 100BASE-TX idles or 10 Mbps data
packets. The VCT can be performed either when there is no link partner, or when the link partner is
Auto-Negotiating or sending 10 Mbps idle link pulses.

Use the VCT test to determine if cabling is at fault when you cannot establish a link. Problems can
include opens, shorts, cable impedance mismatches, failed connectors, and termination mismatches,
bad magnetics.

Do not change the port configuration while the TDR test is running.
Due to cable characteristics, run the TDR test several times to get accurate results.

Do not change port status (e.g., remove the cable at the near or far end) as the results may be
inaccurate.

The VCT test can be configured via the CLI method or the Web method.
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VCT Test - CLI Method

Use the VCT test to determine if cabling is at fault when you cannot establish a link for an x222x/x32xx
copper port.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Start the VCT Test. Type start ether tdr test and press Enter.
The Time Domain Reflector (TDR) test starts on the specified Ethernet copper port.

3. Show the Ethernet port TDR Test configuration. Type show ether tdr config and press Enter.
The Time Domain Reflectometry (TDR) test configuration displays for the Ethernet copper port.
For example:

C1|S16|L1P1>show ether tdr config
Time-domain reflectometer configuration:

TDR test state: success
TDR test init time: 22:39:18
TDR test result valid: true

Cl|si6|L1P1>

4. Show the Ethernet port TDR Test results. Type show ether tdr test result and press Enter.
The results of an Ethernet port TDR test display for the copper port. For example:

C1|S5|L1P1>show ether tdr test result

Cable pair :

index distance to fault(unit) status
pairl and 2 0 (meter) open
pair3 and 6 9 (meter) open
pair4 and 5 o (meter) open
pair7 and 8 1(meter) open
C1|s5|L1P1>

5. Runthe TDR test several times to ensure accurate results. Do not change port status (e.g., remove
the cable at the near or far end) as this may cause inaccurate results.
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VCT Test— Web Method

1.
2.

Test areas.

Select the desired port.

Access the NID through the Web interface (see “Starting the Web Interface” on page 45).

At the port-level MAIN tab, check the information displayed in the Link Status and Virtual Cable

ION System

=-ION Stack
= Chassis
+-[01]IONMIM
+-[03]C3230-1040
+-[05]C3230-1040
+-[10]C3231-1040
+-[12]C2110-1013

[16]C2220-10"
Port 1
Port 2
+-[18]C3220-1040
+-[22]ONPS-A
+[23]0NPSD

.jyinual Cable Test]

) ADVANCED | counTERs | Loam |

|Circuit I3 |

[ |

Port Configuration

m—STams 1/Admin Status——— Speed Duplex

”anm )”hUp v” |Megotiating | {Negmlatmg
|Port Mode—— | AutoCross Mode 1/Connector Type 1
|10/100000BaseT |||[Aute DEES I

Auto MNegotiation Settings

Auto MNegotiation
[Encbled 9]

Capabill Advertised
[¥]10M - Half Duplex

[11000M - Half Duplex

110 - Full Duplex
[411000M - Full Duplex

[#1100M - Half Duplex
Orause

[#1100M - Full Duplex
CAsymmetric Pause

Port Forward Management

Source Port Forward Satting
|‘.1_.____. | ‘Pnﬂ 1to Port 2

L2CP Dispuosition

[“IManagement via Port 1 ‘

1/ELMI protocol 1/LLDP protocol

|Sj;imiﬂg Tree Protocels— | Slow Protocals

‘PESS "H”PESS "H"PESS V”HF‘asS

|Port Authentication Protocols

|Bridge Management Protocols
|[Pass ~|

GARP/MRP Block of protocols
HF‘ass Vl

|F‘ass vl

Bridge Block Other Multicast protocols
[Pass V—‘

TN Topolagy Discovery Protacol TX
hEmabled /-—t’%

Virtual Cable Test

Index Status Distance To Fault
Pair 1 and 2 Unknown
Pair 3 and 6 Unknown
Pair4 and 5 Unknawn
Pair 7 and 8 Unknown

N
/

Ferest|5avd m_/

4. Click the Virtual Cable Test button. The VCT test runs and test information displays.

Virtual Cable Test

Index Status Distance To Fault
Pair 1 and 2 Unknown
Pair 3 and 6 Unknown
Pair4 and & Unknown
Pair? Unknown

(" [Virtual Cable Test
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5. Check the information displayed in the Link Status (Up or Down) and Virtual Cable Test sections.

Virtual Cable Test

Index Status Distance To Fault
Pair 1 and 2 Open 0 Meter
Pair 3 and 6 Open 1 Meter
Pair4 and & Open 0 Meter
Pair 7 and 8 Open 0 Meter

Virtual Cable Test
Refresh Help

The possible VCT Test parameters and states are described in the table below.

Table 30: VCT Parameters

Fault .
Parameter State Meaning
Link Status Down VCT Test failed due to lost link.
Link Status Up VCT Test passed; link is up. No action needed.
There are four pairs of standard category 5 cable. Each pair displays one of
Index - Pairxtoy these states: Open, Broken, Shorted, Terminated, Impedance Mismatch, or
Unknown.
The pair is properly terminated at the remote end (not a fault state).
Status — Normal The 'Distance To Fault' is blank.
Status — Open X Open (not connected) connection failure status. Cable impedance is greater
than 333 ohms.
Status — Broken X Broken connection failure status.
Status — Shorted X Shorted connection failure status. Cable impedance is less than 333 ohms.
Status — Terminated Connection terminated status (non-fault state).
St.atus — Impedance X The impedance of the pair is mismatched.
Mismatch
Status — Unknown X Ngne of the above (i.e., not Normal, Open, Shorted, Terminated, Impedance
Mismatch, or Unknown).
'I\D/llesigpce To Fault-0 The overall distance to the fault in Meters (Open or no fault found).
,\DA':;[:PW To Fault>0 The overall distance to the fault in Meters.
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DMI (Diagnostic Maintenance Interface) Parameters
The DMI (Diagnostic Maintenance Interface) function displays NID diagnostic / maintenance information
such as fiber interface characteristics, diagnostic monitoring parameters, and supported fiber media
lengths. Note: Lantronix NIDs that support DMI have a “-D” at the end of the model number.

Note: If the message “ALARM: Receive power is below specified threshold. Fiber trap intrusion may be in
progress.” displays, follow your organization’s policy and procedure for intrusion detection.

DMl can be configured in the NID using either the CLI or Web method.

DMI Config — CLI Method

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Set the Diagnostic Monitoring Interface receive preset power level. Type:

set dmi rx-power-preset-level=xx
where: xx is a preset level for Rx Power on the Fiber port, in the range of 1 to 10.

3. Press Enter. For example: set dmi preset-power-level=10.

4. Display the DMI information. Type: show dmi info and press Enter. For example:

Agent III C1|S3|L1P1>show dmi info

Error: DMI is only supported on FIBER port!
Agent III C1|S3|L1P1>go 11p=2

Agent III C1|S3|L1P2>show dmi info

Diagnostic monitoring interface information:

DMI

connector type:

indentifier:

Nominal bit rate:

9/125u Singlemode Fiber (k):
9/125u Singlemode Fiber (m):
50/125u Multimode Fiber (m):
62.5/125u Multimode Fiber (m):

Copper(m):

DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI
DMI

fiber interface wavelength:
temperature:
temperature:

temperature alarm:
transmit bias current:
transmit bais alarm:
Transmit power:

Transmit power:

Transmit power alarm:
Receive power:

Receive power:

Receive power alarm:
Vendor name:

Vendor Part Number:
Vendor serial number:
Vendor revision:

Vendor date code:

Vendor Transceiver type:
Vendor OUI:

LC
SFP/SFP+/SFP28
1300*Mbps
N/A

N/A

500*m
30*10m

N/A

850*nm
38.7*C
101.7*F
normal
3824*uA
normal
211*ulW
-6.757*dBM
normal

1*ul
-30.000*dBM
lowAlarm
Transition
TN-SFP-SXD
0000
8672299
2011-08-23
SFP 1000BASE-SX
00-CO-F2
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DMI Receive power intrusion threshold: 110*uW
Agent III C1|S3|L1P2>

The DMI tab parameters are described in Table 22 later in this section.
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DMI Config — Web Method

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select Port 2 of the desired device.

3. Select the DMI tab.

MO Syt MAN | ADVANCED | COUNTERS | L @
C_Bysins Prerlace AN BNeO &
. R’ AL Tpe Fwmna fo R (Vips
EF PSR P SFPIE L + W0
¥ Br Irteace W avwiength o
14
¥ tipdery
e B '
Hepeem Proser ity [ 1 | Srce e Dower daen
- Lo i
JEHPS-AF Fis P
e i
Tampasaiarg (°F ey .
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Lot Sy Tk
u £
Trarmi Powgd | Tiamiaml P (i Trdaiams Poms Al
. 4 Momal
Sppied M Lergl®
Tu Seghirnide Fuler [l W1 1% Snghamle F e (e S5 Wl Fde
[en Pk
J G M Mllrcde F B o
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R I e
T Verahr Pa Wambee [-P
Vi Th SFF EXD (e
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et do12gi.r 5P 10ORASE LY
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The Interface Characteristics, Diagnostic Monitoring, and Supported Media Length information fields
display. See the table below for parameter descriptions.

4. Change the “Rx Power Intrusion Threshold” setting as desired. The default is 0 uW. The valid range
is 0 - 65,535 uUW (microwatts).

5. Click the Refresh button to update the information displayed.

6. Click the Save button to save the updated information.

NID models with Diagnostic Monitoring Interface (DMI) support allow diagnosing problems within the
network. The DMI function displays x3220 NID diagnostic / maintenance information such as fiber
interface characteristics, diagnostic monitoring parameters, and supported fiber media lengths. All DMI
events will trigger notification. Intrusion detection, based on Rx Power level, is available for triggering
any drop in the Rx power.

DMI devices display four main functions: Transmit power, Receive power, Transmit bias current, and
Temperature.

Within each function, the DMI device will send a trap whenever a high or low warning event or high or
low alarm event occurs (for a total of 16 traps). If both the local and remote NIDs are DMI models, the
DMI device will indicate whether the trap event is from a local or remote device.
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The DMI parameters are explained below.

Table 31: DMI Parameters

Parameter

Associated MIB variable

Description

Interface Characteristics

DMI ID

ionDMIId(8)

Specifies the physical DMI device ID from the standard;
for example: SFP/SFP+/SFP28, SG, Optical pigtail, SFP,
300-pin XBI , XENPAK, XFP, XFF, XFP-E, XPAK, X2,
DWDM-SFP/SFP+, QSFP, QSFP+, CXP, Copper Pigtail,
RJ45 (Registered Jack), No separable connector, etc.

Connector
Type

ionDMIConnectorType(1)

The external optical or electrical cable connector provided
as the interface.

For example: LC, SC, Dual BNC coax connectors, DB9
for RS232 and RS485, RJ-11, unshielded twisted pair, SC
fiber, 1550nm 40km, SC fiber, 1 x 9, 125km Gigiabit ,

ST Single-Fiber 155Mbps, LC Multimode Fiber, SFP
cage, Single-Fiber Multimode, SC Multimode (long haul),
LC Singlemode (long haul), XFP slot, SFP+ slot, etc..

Nominal Bit
Rate (Mbps)

ionDMIBitRate(2)

Bitrate in units of 100Mbps (for example: 10500, or 10.G
Gbps) (measured rate).

Fiber Interface
Wavelength
(nm)

ionDMILaserWavelength(9)

The Nominal transmitter output wavelength at room tem-
perature (measured wavelength). The unit of measure is
nanometers (for example: 1550 nm or 850 nm).

Diagnostic Monitoring

Receive Power
(uw)

ionDMIRxPowerlLevel(16)

Receive power (measured power measurement) on local
fiber measured in microwatts (for example: 11 uW).

Receive Power
(dBM)

ionDMIRxPowerlLevel(16)

Receive power (measured signal strength) on local fiber
measured in dBM (decibels relative to one milliwatt) which
defines signal strength. For example: -19.586 dBM.

Receive Power
Alarm

ionDMIRxPowerAlarm(17)

Alarm status for receive power on local fiber:
Normal -1,

Not Supported - 2,

Low Warn - 3,

High Warn - 4,

Low Alarm - 6

High Alarm - 7

A preset level for Rx Power on the Fiber port. If the DMI
read value falls below the preset value, an intrusion is de-
tected, and a trap is generated (0-10). The message dis-
plays: ALARM: Receive power is below specified thresh-

Rx Power . . ! :

Intrusion . old. Fiber trap intrusion may b_e in progress. .

Threshold ionDMIRxPwrLvIPreset(18) Note: C4110 port 2 DMI data is not shown if there is no

(UW) SFP in port 1. Without an SFP in port 1, the port 2 DMI
will display "The DMI feature is not supported on the cur-
rent port.”. When an SFP is inserted into port 1, the port 2
DMI displays as expected. To recover, insert an SFP in
Port 1 and click the Refresh button.

Temperature Measured temperature of fiber transceiver in tenths of de-

(‘C) ionDMITemperature(10) grees C (Celsius).
For example: 30.1°C.
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Parameter

Associated MIB variable

Description

Temperature

(‘F)

ionDMITemperature(10)

Measured Temperature of fiber transceiver in tenths of
degrees F (Fahrenheit).
For example: 86.2 °F.

Temperature
Alarm

ionDMITempAlarm(11)

Alarm status for temperature of fiber transceiver. An
ionDMITemperatureEvt event is sent when there is a
warning or alarm on DMI temperature.

Normal -1,

Not Supported - 2,

Low Warn - 3,

High Warn - 4,

Low Alarm - 6

High Alarm - 7

Transmit Bias
Current (uA)

ionDMITxBiasCurrent(12)

Measured transmit bias current on local fiber interface, in
UA (microamperes).
For example, 5936 uA (microamps).

Alarm status for transmit bias current on local fiber inter-
face.

Normal -1,
Transmit Bias . . Not Supported - 2,
Alarm ionDMITxBiasAlarm(13) Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7
Transmit . Measured transmit power on local fiber measured in mi-
Power (uW) lonDMITxPowerl.evel(14) crowatts.For example, 240 uW (microwatts).
Transmit Transmit power on local fiber measured in dBM (decibels
Power (dBM) ionDMITxPowerlLevel(14) relative to one milliwatt) which defines signal strength. For
example: -2.291 dBM.
Alarm status for transmit power on local fiber.
Normal -1,
Transmit Not Supported - 2,
Power Alarm ionDMITxPowerAlarm(15) Low Warn - 3,
High Warn - 4,
Low Alarm - 6
High Alarm - 7
Supported Media Length
9/125u Single- Specifies the link length that is supported by the trans-
mode Fiber ionDMILenFor9x125umKM(3) ceiver while operating in single mode (SM) fiber. The unit
(km) of measure is kilometers (km). For example, 8Km.

9/125u Single-
mode Fiber (m)

ionDMILenFor9x125umM(4)

Specifies the link length that is supported by the trans-
ceiver while operating in single mode (SM) fiber. The unit
of measure is meters (m). For example, 80m.

50/125u Multi-
mode Fiber (m)

ionDMILenFor50x125um10M(5)

Specifies the link length that is supported by the trans-
ceiver while operating in 50 micron Multimode (MM) fiber.
The value is in meters.

62.5/125u Mul-

Specifies the link length that is supported by the trans-

timode Fiber ionDMILenFor625x125um10M(6) ceiver while operating in 62.5 micron Multimode (MM) fi-
(m) ber. The value is in meters.
Specifies the link length that is supported by the trans-
Copper (m) ionDMILenForCopper(7) ceiver while operating in copper cable. The value is in me-
ters.
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Vendor Specific Information

Vendor Name

ionDMlInfoEntry 19

A 16 character field that contains ASCII characters. The
full name of the corporation, a commonly accepted abbre-
viation of the name of the corporation, the SCSI company
code for the corporation, or the stock exchange code for
the corporation. For example: Transition or other.

Vendor Part
Number

ionDMIInfoEntry 20

A 16-byte field that contains ASCII characters, defining
the vendor part number or product name. A value of all
zeroes in the 16-byte field indicates that the vendor PN is
unspecified. For example, TN-SFP-LX1, TN-SFP-BXD,
TN-SFP-OC3M, TN-SFP-OC3S, TN-10GSFP-SR or simi-
lar. For the TN-DWDM-SFP-xxxx, the xxxx indicates the
center wavelength (e.g., for a TN-DWDM-SFP-5012, the
5012 indicates 1550.12 nm center wavelength laser sup-
port).

Revision

ionDMIInfoEntry 21

A 4-byte field that contains ASCII characters, defining the
vendor product revision number. A value of all zeroes in
the 4-byte field indicates that the vendor revision is un-
specified. For example e.g., 2.0.

Serial Number

ionDMIInfoEntry 22

A 16 character field that contains ASCII characters, defin-
ing the vendor’s serial number for the transceiver. A value
of all zeroes in the 16-byte field indicates that the vendor
SN is unspecified. For example: TWDW34Z001, 8800022,
102201102, or similar.

MFG Date
Code

ionDMlInfoEntry 23

An 8-byte field that contains the Vendor's date code in
ASCII characters:

84-85 ASCII code, two low order digits of year (00 =
2000).

86-87 ASCII code, digits of month (01 = Jan through 12 =
Dec).

88-89 ASCII code, day of month (01-31).

90-91 ASCII code, vendor specific lot code, may be blank.
For example 2016-07-30.

Transceiver
Type

tnDMIInfoEntry xx

The SFP transceiver type. For example: None, Not Sup-
ported, SFP 100FX, SFP 1000BASE-T, SFP 1000BASE-
CX, SFP 1000BASE-SX, SFP 1000BASE-LX, SFP
1000BASE-X, SFP 2G5, SFP 5G, or SFP 10G.

The vendor Organizationally Unique Identifier field (Ven-
dor OUI) is a 3-byte field that contains the IEEE Company

Vendor OUI tnDMIInfoEntry 25 Identifier for the vendor (e.g., 00-CO-F2).
A value of all zeroes in the 3-byte field indicates that the
Vendor OUl is unspecified.
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Connector Types
The DMI connector type indicates the external optical or electrical cable connector provided as the in-
terface. The information below is from SFF 8472 Rev 9.5.

Value Description of connector
00h Unknown or unspecified
01h SC
02h Fibre Channel Style 1 copper connector
03h Fibre Channel Style 2 copper connector
04h BNC/TNC
05h Fibre Channel coaxial headers
06h Fiberdack
07h LC
08h MT-RJ
09h MU
0Ah SG
0Bh Optical pigtail
0C-1Fh Reserved
20h HSSDC I
21h Copper Pigtail
22h-7Fh Reserved
80-FFh Vendor specific

The LC, MT-RJ LC, SC, ST, or VF-45 connector types (jacks) are shown below.

MT-RJ

SC

e

VF-45
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Set Debug Level

You can use the CLI method to define the system debug level.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).

2. Set the desired debug level. Type:
set dbg level=<0-2>

where:
0=debug Severity level 0 (Emergency: system is unusable - e.g., serious hardware
failure or imminent power failure).

1=debug Severity level 1 (Alert: action must be taken immediately).
2=debug Severity level 2 (Critical condition).

3. Press Enter.

For example: C1|S5|L1D>set dbg level ©
C1|S5|L1D>set dbg level 1
C1|S5|L1D>set dbg level 2
C1|s5|L1D>
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Ethernet Statistics Counter Descriptions

In a situation where performance, particularly rate or error counts, is suspect, you can use the show
ether statistics command to display Ether-like counters and If-MIB counters for a copper or fiber port.

These counters are described below.

Total Octets: The total number of octets transmitted out of the interface, including framing characters.
(Displayed for “Port Counters Received” and “Port Counters Sent”.)

Unicast Packets: The total number of packets that higher-level protocols requested be transmitted, and
which were not addressed to a multicast or broadcast address at this sub-layer, including those that
were discarded or not sent. (Displayed for “Port Counters Received” and “Port Counters Sent”.)
Broadcast Packets: The number of packets, delivered by this sub-layer to a higher (sub-)layer, which
were addressed to a broadcast address at this sub-layer.

Multicast Packets: The number of packets, delivered by this sub-layer to a higher (sub-)layer, which
were addressed to a multicast address at this sub-layer. For a MAC layer protocol, this includes both
Group and Functional addresses. (Displayed for “Port Counters Received” and “Port Counters Sent”.)

Rx Discards: The number of inbound packets which were chosen to be discarded even though no errors
had been detected to prevent their being deliverable to a higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer space. (Displayed for “Port Counters Received” and
“Port Counters Sent”.)

Rx Errors: For packet-oriented interfaces, the number of inbound packets that contained errors prevent-
ing them from being deliverable to a higher-layer protocol. For character-oriented or fixed-length inter-
faces, the number of inbound transmission units that contained errors preventing them from being de-
liverable to a higher-layer protocol. (Displayed for “Port Counters Received” and “Port Counters Sent”.)
Alignment Errors: A count of frames received on a particular interface that are not an integral number
of octets in length and do not pass the FCS check.

FCS Errors: A count of frames received on a particular interface that are an integral number of octets in
length but do not pass the FCS check. This count does not include frames received with frame-too-long
or frame-too-short error.

SQE Test Errors: A count of times that the SQE TEST ERROR is received on a particular interface. The SQE
TEST ERROR is set in accordance with the rules for verification of the SQE detection mechanism in the
PLS Carrier Sense Function as described in IEEE Std. 802.3, 2000 Edition, section 7.2.4.6. This counter
does not increment on interfaces operating at speeds greater than 10 Mb/s, or on interfaces operating
in full-duplex mode.

Deferred Frames: A count of frames for which the first transmission attempt on a particular interface is
delayed because the medium is busy. The count represented by an instance of this object does not in-
clude frames involved in collisions. This counter does not increment when the interface is operating in
full-duplex mode.

Internal MAC Tx Errors: A count of frames for which transmission on a particular interface fails due to
an internal MAC sublayer transmit error. A frame is only counted by an instance of this object if it is not
counted by the corresponding instance of either the dot3StatsLateCollisions object, the dot3StatsExces-
siveCollisions object, or the dot3StatsCarrierSenseErrors object. The precise meaning of the count repre-
sented by an instance of this object is implementation-specific. In particular, an instance of this object
may represent a count of transmission errors on a particular interface that are not otherwise counted.
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Internal MAC Rx Errors: A count of frames for which reception on a particular interface fails due to an
internal MAC sublayer receive error. A frame is only counted by an instance of this object if it is not
counted by the corresponding instance of either the dot3StatsFrameToolongs object, the dot3StatsA-
lignmentErrors object, or the dot3StatsFCSErrors object. The precise meaning of the count represented
by an instance of this object is implementation-specific. In particular, an instance of this object may rep-
resent a count of receive errors on a particular interface that are not otherwise counted.

Carrier Sense Errors: The number of times that the carrier sense condition was lost or never asserted
when attempting to transmit a frame on a particular interface. The count represented by an instance of
this object is incremented at most once per transmission attempt, even if the carrier sense condition
fluctuates during a transmission attempt. This counter does not increment when the interface is operat-
ing in full-duplex mode.

Symbol Errors: For an interface operating at 100 Mb/s, the number of times there was an invalid data
symbol when a valid carrier was present. For an interface operating in half-duplex mode at 1000 Mb/s,
the number of times the receiving media is non-idle (a carrier event) for a period of time equal to or
greater than slotTime, and during which there was at least one occurrence of an event that causes the
PHY to indicate 'Data reception error' or 'carrier extend error' on the GMII. For an interface operating in
full-duplex mode at 1000 Mb/s, the number of times the receiving media is non-idle (a carrier event) for
a period of time equal to or greater than minFrameSize, and during which there was at least one occur-
rence of an event that causes the PHY to indicate 'Data reception error' on the GMII. For an interface
operating at 10 Gb/s, the number of times the receiving media is non-idle (a carrier event) for a period
of time equal to or greater than minFrameSize, and during which there was at least one occurrence of
an event that causes the PHY to indicate 'Receive Error' on the XGMII. The count represented by an in-
stance of this object is incremented at most once per carrier event, even if multiple symbol errors occur
during the carrier event. This count does not increment if a collision is present. This counter does not
increment when the interface is operating at 10 Mb/s.

Single Collisions: A count of frames that are involved in a single collision, and are subsequently transmit-
ted successfully. A frame that is counted by an instance of this object is also counted by the correspond-
ing instance of either the 'Unicast Packets', 'Multicast Packets', or 'Broadcast Packets' (Port Counters
Sent), and is not counted by the corresponding instance of the 'Multiple Collisions' object. This counter
does not increment when the interface is operating in full-duplex mode.

Multiple Collisions: A count of frames that are involved in more than one collision and are subsequently
transmitted successfully. A frame that is counted by an instance of this object is also counted by the cor-
responding instance of either the ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts, and is not
counted by the corresponding instance of the 'Single Collisions' object. This counter does not increment
when the interface is operating in full-duplex mode.

Late Collisions: The number of times that a collision is detected on a particular interface later than one
slotTime into the transmission of a packet. A (late) collision included in a count represented by an in-
stance of this object is also considered as a (generic) collision for purposes of other collision-related sta-
tistics. This counter does not increment when the interface is operating in full-duplex mode.

Excessive Collisions: A count of frames for which transmission on a particular interface fails due to ex-
cessive collisions. This counter does not increment when the interface is operating in full-duplex mode.
Oversized Frames: A count of frames received on a particular interface that exceed the maximum per-
mitted frame size. The count represented by an instance of this object is incremented when the frame-
Toolong status is returned by the MAC service to the LLC (or other MAC user). Received frames for
which multiple error conditions pertain are, according to the conventions of IEEE 802.3 Layer Manage-
ment, counted exclusively according to the error status presented to the LLC.
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Duplex Status: The current mode of operation of the MAC entity. 'Unknown'indicates that the current
duplex mode could not be determined.

Rate Control Ability: 'True' for interfaces operating at speeds above 1000 Mb/s that support Rate Con-
trol through lowering the average data rate of the MAC sublayer, with frame granularity, and 'False' oth-
erwise.

Rate Control Status: The current Rate Control mode of operation of the MAC sublayer of this interface
(Rate Control either on or off).

Rx Unknown Opcodes: A count of MAC Control frames received on this interface that contain an op-
code that is not supported by this device.

Rx Pause Frames: A count of MAC Control frames received on this interface with an opcode indicating
the PAUSE operation. This counter does not increment when the interface is operating in half-duplex
mode.

Tx Pause Frames: A count of MAC Control frames transmitted on this interface with an opcode indicat-
ing the PAUSE operation. This counter does not increment when the interface is operating in half-duplex
mode.
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DIP Switches and Jumper Settings

The x222x/x32xx NIDs have on-board components that can be used to configure device operation,
typically at the direction of a technical support specialist. In most cases, the factory default settings
provide optimal configuration settings; however, DIP Switch and Jumper setting changes may be
required for operating mode changes or troubleshooting purposes.

PCB Identification

This section covers the following PCBs (printed circuit boards):

e x2220 NID - PCB: 11321 Rev. 04 (this information is silkscreened on the bottom of the PCB).
e %3220 NID - PCB: 11320 Rev. 04 (this information is silkscreened on the bottom of the PCB).

Each PCB has jumpers and / or DIP switches. Not all of these jumpers / DIP switches are intended for
use in the field.

Note: Do not change these configurable items except at the direction of a technical support specialist.
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x2220 NID

PCB: 11321 Rev. 04 (this information is silkscreened on the bottom of the PCB). This PCB has four jump-
ers and no DIP switches. Only Jumper J11 is used in the field.

3
1
]
3
i
1
b |
|

J11 - Reset to Factory Defaults (N/F)

A Doing a Reset To Factory Config resets the NID configuration to the state it was in when it
shipped from the factory. This permanently removes all current configuration details and loads the sys-

tem configuration with the factory default settings. See “Reset To Factory Config” on page 80 for more
information.

J11 J11

Ping — 1 2 3

Jumper
N l 2 Pin #s Function
1-2 (N) None.
Reset To Factory Config 2-3 (F) Reset the unit to factory defaults.

J9 (Not Used)

Do not use. Jumper J9 is used for manufacturing / debug purposes only.

J12 (Not Used)

Do not use. Jumper J12 is used for manufacturing / debug purposes only.

J8 (Not Used)

Do not use. Jumper J8 is used for manufacturing / debug purposes only.
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x3220 NID

PCB: 11320 Rev. 04 (this information is silkscreened on the bottom of the PCB). This PCB has no DIP
switches and four jumpers. Only Jumper J11 is used in the field.

(7 Y—

e
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:
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3
=
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:
-
3
>
I

J11 - Reset to Factory Defaults (N/F)

A Doing a Reset To Factory Config resets the S3220 NID configuration to the state it was in when it
shipped from the factory. This permanently removes all current configuration details and loads the sys-
tem configuration with the factory default settings. See “Reset To Factory Config” on page 80 for more

information.
J11 J11
Ping —e1 2 3
—— Jumper
N 1 F Pin #s Function

Reset To Factory Config 1-2(N) None.
2-3 (F) Reset the unit to factory defaults.

J9 (Not Used)

Do not use. Jumper J9 is used for manufacturing / debug purposes only.

J12 (Not Used)

Do not use. Jumper J12 is used for manufacturing / debug purposes only.

J8 (Not Used)

Do not use. Jumper J8 is used for manufacturing / debug purposes only.
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Third Party Troubleshooting Tools

This section provides information on third party troubleshooting tools for Windows, Linux, etc. Note
that this section may provide links to third party web sites. Lantronix is not responsible for any third
party web site content or application. The web site information was accurate at the time of publication,
but may have changed in the interim.

e Ipconfig and ifconfig
e Windows Network Connections

e Ping

e Telnet

e PuTTY

e Tracert (Traceroute)
e Netstat

e  Winipcfg

e Nslookup
e Dr. Watson

Note: IETF RFC 2151 is a good source for information on Internet and TCP/IP tools at
ftp://ftp.rfc-editor.org/in-notes/rfc2151.txt.

Ipconfig
Ipconfig (Windows Vista): Use the procedure below to find your IP address, MAC (hardware) address,
DHCP server, DNS server and other useful information under Windows Vista.

1. Go to the start menu and type command in the box.

2. Right-click on Command Prompt and click Run as administrator. If a User Account Control window
pops up, click Continue.

3. At the C:\> prompt type ipconfig and press Enter. Your IP address, subnet mask and default gateway
display. If your IP address is 192.168.x.x, 10.x.x.x, or 172.16.x.x, then you are receiving an internal IP
address from a router or other device.

4. For more detailed information, type ipconfig /all at the prompt. Here you can get the same infor-
mation as ipconfig plus your MAC (hardware) address, DNS and DHCP server addresses, IP lease in-
formation, etc.

Note: If you are receiving a 169.254.x.x address, this is a Windows address that generally means your
network connection is not working properly.
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Ipconfig (Windows XP): ipconfig (Internet Protocol Configuration) in Windows is a console application
that displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration
Protocol DHCP and Domain Name System DNS settings.

Use the ipconfig command to quickly obtain the TCP/IP configuration of a computer.

1. Opena Command Prompt. Click Start, point to Programs, point to Accessories, and then click Com-
mand Prompt.
2. Type ipconfig and press Enter. The Windows IP Configuration displays:

Command Prompt

Microzoft Windows XP [Uersion 5.1.260881]
<C» Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“jschierman>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHNS Suffix . = astrocorp.com
IP Address. - « - = « = = = = - - = 192.168.1.92
Subnet Maszk : 255.255.255.8
Default Gateway - 192.168.1.28

C:sDocuments and Settings“jschiermanX_

3. Make sure that the network adapter for the TCP/IP configuration you are testing is not in a Media
disconnected state.
4. For more information, use the /all parameter (type ipconfig /all and press Enter).

The ipconfig command is the command-line equivalent to the winipcfg command, which is available in
Windows ME, Windows 98, and Windows 95. Windows XP does not include a graphical equivalent to the
winipcfg command; however, you can get the equivalent functionality for viewing and renewing an IP
address using Windows’ Network Connections (see below).
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ifconfig
1. Verify that the machine's interfaces are up and have an IP address using the ifconfig command:

[root@sleipnir root]# ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:6E:0A:3D:26
inet addr:192.168.168.11 Bcast:192.168.168.255
Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:13647 errors:0 dropped:0 overruns:0 frame:0
TX packets:12020 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:100
RX bytes:7513605 (7.1 Mb) TX bytes:1535512 (1.4 Mb)
Interrupt:10

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:8744 errors:0 dropped:0 overruns:0 frame:0
TX packets:8744 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:0
RX bytes:892258 (871.3 Kb) TX bytes:892258 (871.3 Kb)

The above machine is running normally. The first line of output shows that the Ethernet interface
ethO has a layer 2 (MAC or hardware) address of 00:0C:6E:0A:3D:26. This confirms that the device
driver is able to connect to the card, as it has read the Ethernet address burned into the network
card's ROM. The next line shows that the interface has an IP address of 192.168.168.11, and the
subnet mask and broadcast address are consistent with the machine being on network
192.168.168.0.
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Windows Network Connections

In Windows XP you can view and renew an IP address using Windows Network Connections.

1. Open Network Connections from Start - Settings -> Network Connections.

* Network Connections Ell@@
Fle Edt Vew Favortes Tools Advanced Help L,

Dok - @ - [F Psewch [ ot | [

fiddress [ Network Connections = E
A Hame Type Status Device Name Phore # or Host Address | Owner
Network Tasks | LAN or High-Speed Internet

[ E;i:t:(:ﬂ:ew LiLlocal Area Connection | LAN o High-Speed Internet  Connected, Firewalled  Broadcom 440x 107100 Integr... System

@ Change windows
Firewall settings

See Also

i) hetwork
e

v < >

2. Right-click a network connection.
3. Click Status.
4. Click the Support tab. Your connection status information displays.

- Local Area Connection Status

| General | Suppart |

Connection status

Address Type: Aszszigned by DHCP
ek IP Address: 192168.1.92
Subnet Mask: 205.266.265.0
Default Gateway: 192168.1.30

Windows did not detect problems with this
connection. If you cannat connect, click

Repair.

Cloze

5. Click the Details button to display the Physical Address, IP Address, Subnet Mask, Default Gateway,

DHCP Server, Lease Obtained, Lease Expires, and DNS Server addresses.

33472 Rev. K https://www.lantronix.com/

Page 496 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Ping

Use the ping command to test a TCP/IP configuration by using the ping command (in Windows XP Pro-
fessional in this example). Used without parameters, ipconfig displays the IP address, subnet mask, and
default gateway for all adapters.

1. Opena Command Prompt. To open a command prompt, click Start, point to Programs, point to Ac-
cessories, and then click Command Prompt.
2. At the command prompt, ping the loopback address by typing ping 127.0.0.1.

e Command Prompt

C:~Documents and Settingssjschiermanping 127.0.8.1
Pinging 127.8.8.1 with 32 bytesz of data:

127.8.8.1: bytes=32 time<{ims TTL=128
127.8.8.1: bhytes=32 time<{ims TTL=128
127.8.8.1: bytes=32 time<{ims TTL=128
Heply from 127.8.8.1: bytez=32 time<imz TTIL=128

Ping statistics for 127.8.8.1:

Packets: Sent = 4. Received = 4. Lost = 8 (B8 loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = Bms. Average = Bms

C:~Documents and Settings™jschiermanl>_

3. Ping the IP address of the computer.

4. Ping the IP address of the default gateway. If the ping command fails, verify that the default gate-
way IP address is correct and that the gateway (router) is operational.

5. Pingthe IP address of a remote host (a host on a different subnet). If the ping command fails, verify
that the remote host IP address is correct, that the remote host is operational, and that all of the
gateways (routers) between this computer and the remote host are operational.

6. Pingthe IP address of the DNS server. If the ping command fails, verify that the DNS server IP ad-
dress is correct, that the DNS server is operational, and that all of the gateways (routers) between
this computer and the DNS server are operational.

If the ping command is not found or the command fails, you can use Event Viewer to check the System
Log and look for problems reported by Setup or the Internet Protocol (TCP/IP) service.

The ping command uses Internet Control Message Protocol (ICMP) Echo Request and Echo Reply mes-
sages. Packet filtering policies on routers, firewalls, or other types of security gateways might prevent
the forwarding of this traffic.
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Telnet

Telnet is a simple, text-based program that lets you connect to another computer via the Internet. If
you've been granted the right to connect to that computer by that computer's owner or administrator,
Telnet will let you enter commands used to access programs and services that are on the remote
computer, as if you were sitting right in front of it.

The Telnet command prompt tool is included with the Windows Server 2003 and Windows XP operating
systems. See the related OS documentation and helps for more information. Note that if you are only
using computers running Windows, it may be easier to use the Windows Remote Desktop feature. For
more information about Remote Desktop, see the related OS documentation and helps.

Telnet Client

By default, Telnet is not installed with Windows Vista or Windows 7, but you can install it by following
the steps below.

To install Telnet Client:

1. Click the Start button, click Control Panel, click Programs, and then select Turn Windows features
on or off. If prompted for an administrator password or confirmation, type the password or provide
confirmation.

2. Inthe Windows Features dialog box, check the Telnet Client checkbox.

3. Click OK. The installation might take several minutes.

After Telnet Client is installed, open it by following the steps below.

To open the Telnet Client:

1. Clicking the Start button, type Telnet in the Search box, and then click OK.

2. To see the available telnet commands, type a question mark (?) and then press Enter.

Telnet Server

In Windows Server 2003 for most Telnet Server functions, you do not need to configure Telnet Server
options to connect a Telnet client to the Windows Server 2003-based Telnet Server. However, in
Windows Server 2003 you must configure Telnet Server options to be able to do certain functions.

For example, the following command uses the credentials of the user who is currently logged on to the
client to create a Telnet connection on port 23 with a host named server01.

telnet server01

The following example creates the same Telnet connection and enables client-side logging to a log file
named c:\telnet_logfile.

telnet -f c:\telnet_logfile server01

The connection with the host remains active until you exit the Telnet session (by using the Exit
command), or you use the Telnet Server administration tool to terminate the Telnet session on the host.
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For more information, see the Windows Server TechCenter at http://technet.microsoft.com/en-
us/library/cc787407(WS.10).aspx.

1. Ifyoutry to enable and install Telnet in Windows 7, and the message “An error has occurred. Not all
of the features were successfully changed” displays, one workaround is to use a third party Telnet
client, such as PuTTY, which also supports recommended SSH client.

PuTTY
PuTTY is a simple, free, but excellent SSH and Telnet replacement for Windows 95/98/NT.

The PuTTY SSH and telnet client was developed originally by Simon Tatham for the Windows platform.
PUTTY is open source software that is developed and supported by a group of volunteers. PUTTY has
been ported to various other operating systems. Official versions exist for some Unix-like platforms, with
on-going ports to Mac OS and Mac OS X.

The PUTTY terminal emulator application also works as a client for the SSH, Telnet, rlogin, and raw TCP
computing protocols.

For PUTTY legal and technical details, see the PuTTY download page at http://putty.org/ or at
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html.

Note:

1) When the user-public key is loaded into the IONMM successfully, the key will take effect
immediately; you do not need to restart the SSH server.

2) The ION system supports SSH2 keys only; SSH1 keys are not supported. When generating using
puttyGen.exe, do not select the SSH1 keys.

3) The ION system currently supports one user named 'root' with public key authentication.

Enter the password for the
corresponding key.

The login name is “root’, not ~ION .

£ 172.16.6. 137 — PuTTY

y—20100517™

TION

C1] :'::1|L1::w::=|
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PuTTY Basic Options:

PulTY Configuration

Categorny:

(=) Seszion
Logaing

(=) Terminal
Keyboard
Bel
Features

= Window
Appearance
Behaviour
Tranzlation
Selection
Colours

(=) Connection
Data
Prosy
Telnet
Rilogin

S5H

Serial

B azic options for pour PUTTY session
Specify the deztination you want to connect bo
Host Mame [or [P address) Fart
| |22 |
Connection type:

(3Raw () Telmet ) Rlagin &) 55H () Serial

Load, sawve or delete a stored session

Saved Sessions

| |
Default Settings Load

Claze window an exit:
Citlways O Mever (3 Only on clean exit

[ Open l [ Cancel

PuTTY SSH Options:

PuTTY Configuration

Categaony:

o Keyboard
- Bell
Features

= Window

L Appearance

- Behaviour

- Tranglation

- Belection

‘o Colours
[=- Connection

s Data

S Prowy

Lo Telnet

- Rlogin

Kex

Auth

TV

=11

Turnelz

Bugs
Serial

|

dplt-i-ons contro-l-ling SSH connect-i-ons
Data to send to the server

Remate command:

Frotozol options

[1Dan't start a shell or cammand at all
[1Enable compression
Preferred S5H pratocol wersion:

1 only O (O (2 only
Enicryption options

Enciyption cipher zelection policy:
AES [55H-2 anly)

Blonwfizh

“DES
- warn below kere -

Arcfour [SSH-2 only)
DES

[]Enable legacy use of single-DES in 55H-2

Open ] ’ Cancel
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Tracert (Traceroute)

Traceroute is a computer network tool used to determine the route taken by packets across an IP net-
work. 'Tracert" (pronounced "traceroute") sends a test network message from a computer to a desig-
nated remote host and tracks the path taken by that message.

Tracert is a Windows based tool that allows you to help test your network infrastructure. In this article
we will look at how to use tracert while trying to troubleshoot real world problems. This will help to re-
inforce the tool's usefulness and show you ways in which to use it when working on your own networks.

The traceroute tool is available on practically all Unix-like operating systems. Variants with similar func-
tionality are also available, such as tracepath on modern Linux installations and tracert on Microsoft
Windows operating systems. Windows NT-based operating systems also provide pathping, which pro-
vides similar functionality.

The tracert TCP/IP utility allows you to determine the route packets take through a network to reach a
particular host that you specify. Tracert works by increasing the "time to live" (TTL) value of each succes-
sive packet sent. When a packet passes through a host, the host decrements the TTL value by one and
forwards the packet to the next host. When a packet with a TTL of one reaches a host, the host discards
the packet and sends an ICMP time exceeded. Tracert, if used properly, can help you find points in your
network that are either routed incorrectly or are not existent at all.

The Tracert Windows based command-line tool lets you trace the path that an IP packet takes to its des-
tination from a source. Tracert determines the path taken to a destination by sending ICMP (Internet
Control Message Protocol) Echo Request messages to the destination. When sending traffic to the desti-
nation, it incrementally increases the TTL (Time to Live) field values to help find the path taken to that
destination address.

Tracert options include:

-? which displays help at the command prompt.

-d which prevents tracert from attempting to resolve the IP addresses of intermediate routers to their
names (this speeds up the display of tracert results). Using the —d option helps when you want to re-
move DNS resolution. Name servers are helpful, but if not available, incorrectly set, or if you just want
the IP address of the host, use the —d option.
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Netstat

Netstat (network statistics) is a command-line tool that displays network connections (both incoming
and outgoing), routing tables, and a number of network interface statistics. It is available on UNIX, Unix-
like, and Windows NT-based operating systems.

The netstat tool is used for finding network problems and determining the amount of traffic on the net-
work as a performance measurement. It displays active TCP connections, ports on which the computer is
listening, Ethernet statistics, the IP routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP proto-
cols), and IPv6 statistics (for the IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6 protocols). When used
without parameters, netstat displays active TCP connections.

Note: parameters used with this command must be prefixed with a hyphen (-) and NOT a slash (/):

-a Displays all active TCP connections and the TCP and UDP ports on which the computer is listening.
-b Displays the binary (executable) program's name involved in creating each connection or listening
port. (Windows XP, 2003 Server only - not Microsoft Windows 2000 or other non-Windows operating
systems).

-e Displays Ethernet statistics, such as the number of bytes and packets sent and received.

-f Displays fully qualified domain names (FQDN) for foreign addresses.(not available under Windows)
-i Displays network interfaces and their statistics (not available under Windows).

-0 Displays active TCP connections and includes the process ID (PID) for each connection. You can find
the application based on the PID on the Processes tab in Windows Task Manager. This parameter is
available on Windows XP, 2003 Server (but not on Windows 2000).

-p (Windows): Protocol : Shows connections for the protocol specified by Protocol. In this case, the Pro-
tocol can be tcp, udp, tcpv6, or udpvé. If this parameter is used with -s to display statistics by protocol,
Protocol can be tcp, udp, icmp, ip, tcpv6, udpv6, icmpv6, or ipve.

-p (Linux) Process : Show which processes are using which sockets (you must be root to do this).
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Winipcfg

The winipcfg command is available in Windows ME, Windows 98, and Windows 95 to review your
current TCP/IP network protocol settings. Follow these steps to view your current TCP/IP settings using
winipcfg:

1. Click the Start button and then click Run.
2. Type winipcfg in the Open box, and then click OK. Your current TCP/IP settings are displayed.
3. To view additional information, click More Info.

Note: The Winipcfg display is not updated dynamically. To view changes, quit winipcfg and then run it
again. If your IP address was dynamically allocated by a DHCP server, you can use the Release and
Renew buttons to release and renew the IP address.

The following information is displayed by the winipcfg tool.

Adapter Address: This string of hexadecimal numbers represents the hard-coded identification
number assigned to the network adapter when it was manufactured. When you are viewing the IP
configuration for a PPP connection using Dial-Up Networking, the number is set to a default,
meaningless value (because modems are not hard-coded with this type of address).

IP Address: This is the actual IP networking address that the computer is set to. It is either
dynamically assigned to the computer upon connection to the network, or a static value that is
manually entered in TCP/IP properties.

Subnet Mask: The subnet mask is used to "mask" a portion of an IP address so that TCP/IP can
determine whether any given IP address is on a local or remote network. Each computer configured
with TCP/IP must have a subnet mask defined.

Default Gateway: This specifies the IP address of the host on the local subnet that provides the
physical connection to remote networks, and is used by default when TCP/IP needs to communicate
with computers on other subnets.

Click More Info to display the following settings:

DHCP Server: This specifies the IP address of the DHCP server. The DHCP server provides the
computer with a dynamically assigned IP address upon connection to the network. Clicking the
Release and Renew buttons releases the IP address to the DHCP server and requests a new IP
address from the DHCP server.

Primary and Secondary WINS Server: These settings specify the IP address of the Primary and
Secondary WINS servers (if available on the network). WINS servers provide a service translating
NetBIOS names (the alphanumeric computer names seen in the user interface) to their
corresponding IP address.

Lease Obtained and Lease Expires: These values show when the current IP address was obtained,
and when the current IP address is due to expire. You can use the Release and Renew buttons to
release and renew the current IP address, but this is not necessary because the DHCP client
automatically attempts to renew the lease when 50 % of the lease time has expired.

33472 Rev. K https://www.lantronix.com/ Page 503 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Nslookup

nslookup is a computer program used in Windows and Unix to query DNS (Domain Name System)
servers to find DNS details, including IP addresses of a particular computer, MX records for a domain
and the NS servers of a domain. The name nslookup means "name server lookup". A common version of
the program is included as part of the BIND package.

Microsoft Windows 2000 Server, Windows 2000 Advanced Server, and Windows NT Server 4.0 Standard
Edition provide the nslookup tool.

Windows’ nslookup.exe is a command-line administrative tool for testing and troubleshooting DNS
servers. This tool is installed along with the TCP/IP protocol through the Control Panel.

Nslookup.exe can be run in two modes: interactive and noninteractive. Noninteractive mode is used
when just a single piece of data is needed.

1. The syntax for noninteractive mode is:
nslookup [-option] [hostname] [server]

2. To start Nslookup.exe in interactive mode, simply type "nslookup" at the command prompt:
C:\> nslookup

Default Server: nameserverl.domain.com

Address: 10.0.0.1

>

3. Type "help" or "?" at the command prompt to generate a list of available commands.

Notes
e The TCP/IP protocol must be installed on the computer running Nslookup.exe.

e At least one DNS server must be specified when you run the IPCONFIG /ALL command from a
command prompt.

o Nslookup will always devolve the name from the current context. If you fail to fully qualify a name
query (i.e., use a trailing dot), the query will be appended to the current context. For example, if the
current DNS settings are att.com and a query is performed on www.microsoft.com; the first query
will go out as www.microsoft.com.att.com because of the query being unqualified. This behavior
may be inconsistent with other vendor's versions of Nslookup.
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DHCP

Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by DHCP clients
(devices) to obtain configuration information for operation in an Internet Protocol network. DHCP
reduces system administration workload, allowing devices to be added to the network with little or no
manual intervention.

DHCP was initially defined in RFC 1531 as a standard-track protocol in October 1993, succeeding the
BOOTP. The next update was RFC 2131, which is the current DHCP definition for IPv4 networks.

DHCP automates network parameter assignment to network devices from one or more fault-tolerant
DHCP servers. DHCP is useful even in small networks, because it makes it easy to add new machines to
the network.

DHCP is also recommended for servers whose addresses rarely change, so that if a server needs to be
readdressed (RFC 2071), changes need be made in as few places as possible. For devices such as routers
and firewalls that should not use DHCP, it can be useful to put SSH servers on the same host that runs
DHCP, which serves to centralize administration.

DHCP is an Internet-standard protocol by which a computer can be connected to a local network, ask to
be given configuration information, and receive from a server enough information to configure itself as a
member of that network. ISC DHCP is open source software that implements the Dynamic Host Configu-
ration Protocols for connection to a local network. It is a reference implementation of those protocols,
but it is also production-grade software, suitable for use in high-volume and high-reliability applications.
ISC's DHCP software is the most widely used open source DHCP implementation on the Internet. See
http://www.isc.org/software/dhcp.
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Dr. Watson

Dr. Watson detects information about Windows system and program failures and records the infor-
mation in a log file. Dr. Watson starts automatically at the event of a program error. To start Dr. Watson,
click Start, click Run, and then type drwtsn32. To start Dr. Watson from a command prompt, change to
the root directory, and then type drwtsn32.

When a program error occurs, Dr. Watson creates a log file (Drwtsn32.log) which contains:
e The line Application exception occurred.:.
e Program error information.
e System information about the user and the computer on which the program error occurred.
e The list of tasks that were running on the system at the time that the program error occurred.
e The list of modules that the program loaded.
e The state dump for the thread ID that is listed.
e The state dump’s register dump.
e The state dump’s instruction disassembly.
e The state dump’s stack back trace.
e The state dump’s raw stack dump.
e The symbol table.

The default log file path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson.

The default Crash Dump path is:
C:\Documents and Settings\All Users\Application Data\Microsoft\Dr Watson\user.dmp.

SNMPc

SNMPc is a secure distributed network management system that can monitor an entire network
infrastructure. It lets you visualize, monitor and pro-actively manage your network. The SNMPc MIB
Browser screen and the SNMPc Event Filter screen are shown below.

I MIB Browser - Rapier Ewent Filter Properties m’l
et General | Mach Acsions |
= = s .
[Bitocationd =|  Get ! M | Buk | Sa Sefings.. | |[Automatic | Set Prioty: *| Flog [ ClesDugs
- M Srag Mibs I¥: 3 Omadlurd Telasyn Inbornahonal AT- . PagGroup. | (NONE) x| [ Soumd [ alsm
o reetory b A0 0=1 361412071286
G ; e 0=15215314 Emud Group: | el ~| = ExportioODBC
+ L mgmk et febila 5 -
7 B expenimenid s s Turbics Fian Program: - [olesy e siron wens x] = |
= 10 private =
o sadurty | e el » Foward To: | [ Al
« I smpyz |Foctar *|
= Claar Events: ez
Home: [sysDescr Mg [FECIZI3ME Mo
T — 3
o 126121110 Type: [Displey Sting [w duto
Diescr [Atertual descnpion of the artty, This value shouldnchade e full name ond
raran rdertheaton of the syitem's hardwarg he, software operabng
{sstem, and networking soltwore
Cancol | Help

See the Castel Rock Computing Knowledge Base, How To Guides, and FAQs at
http://www.castlerock.com/support/default.htm for more information.
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HPOV (HP OpenView)

HP OpenView was the former name for a Hewlett Packard product family that consisted of network and
systems management products. The main OpenView product was Network Node Manager (NNM), a
network monitoring application based on SNMP. In 2007, along with integrated Mercury Interactive,
Peregrine Systems and Opsware products, HP OpenView products were rebranded into HP Software &
Solutions, and "OpenView" and "Mercury" names were eliminated. The HP OpenCall product remains a
part of the HP Software & Solutions business. The HP Network Management Center support web site is
at https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-15-

119 _4000_100.

You can access patches from the HP Software Support Online system, search for the products of
interest, find Release Notes, and refer to the NNM Documentation List using your HP passport
credentials at

https://ovrd.external.hp.com/rd/sign-in?TYPE=33554433&REALMOID=06-000dbac2-dc02-1680-9aa0-
214d91440000&GUID=1&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=SSMSi%2bVqGd4ZrgOnzFPT
AbCG%2fQrn0f2UZowYfT2RitHVQEb1t1glFg3Rt65IHXxgfcRND&TARGET=SSMShttp%3a%2f%2fsupport%2eopen
view%2ehp%2ecom%2fselfsolve%2fmanuals.

US-CERT

The National Cyber Alert System is America's first cohesive national cyber security system for identify-
ing, analyzing, and prioritizing emerging vulnerabilities and threats. Managed by the US-CERT, the sys-
tem relays computer security update and warning information to all users. It provides all citizens—from
computer security professionals to home computer users with basic skills—with free, timely, actionable
information to better secure their computer systems. The National Cyber Alert System provides valuable
cyber security information in the form of Technical Cyber Security Alerts, Cyber Security Alerts, Cyber
Security Tips, and Cyber Security Bulletins.

You can sign up to receive this information via email at https://forms.us-cert.gov/maillists/.
An example of a recent alert is at http://www.us-cert.gov/cas/techalerts/TA08-162A.html.
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Third Party Tool Messages
This section discusses messages generated by HyperTerminal, Ping, and Telnet during ION system
installation, operation and configuration.

HyperTerminal Messages

Message: Windows has reported a TAPI error. Use the Phone and Modem Options icon in the Control
Panel to ensure a modem is installed. Then restart HyperTerminal.

Hyper Terminal

.
\ls) Windows has reported & TAPI error. Use the Phone and Madem Options icon in the contral panel to ensure that a modem is inskalled. Then restart HyperTerminal,

Response:

1. Verify your computer’s Ports (COM & LPT) setting. See “Configuring HyperTerminal” on page 53.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the
General tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. If the problem persists, contact Technical Support.

Message: Unable to open COM x. Please check your port settings.

HyperTerminal

L
\lj) IUnable to open COMS, Please check your port settings

Response:

1. Verify your computer’s Ports (COM & LPT) setting. See “Configuring HyperTerminal” on page 53.

2. Use the Computer Management > Device Manager > Troubleshooter button located on the
General tab in Properties.

3. Unplug and re-plug the USB connector on the IONMM card.

4. If the problem persists, contact Technical Support.

Problem: HT Overtyping Problem - You tried to edit a typo in a CLI command, the new data is stored, but
the old data is appended to it.

Meaning: HyperTerminal (HT) is a terminal emulation program developed by Hillgraeve, Inc., for
Microsoft and supplied with some Windows OSes. In HyperTerminal, use the Enter key to drop to a
new line, if required, and use the keyboard's Backspace key or the directional arrows to navigate
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within a text entry. Overtyping an entry should automatically replace the previous characters. This is
a HyperTerminal problem that the ION CLI stack cannot resolve.

Response:

1. Upgrade to the latest version (a free download from www.hilgreave.com). The more current product
seems to run more smoothly and has text editing features not found in earlier versions.

2. In HT, turn off local echo - refer to the HT helps and documentation for the command to use.

3. Make sure the keyboard Insert mode is turned off.

4. Download and use PUTTY or TeraTerm to use as a replacement for HT.

Ping Command Messages

Message: Request timed out.

ommand Prompt

Microsoft Windows ¥P [Version 5.1.26HH1
CC» Copyright 1985-2001 Microsoft Corp.

C:xDocuments and Settingshjeffs2ping 192.168.1.18
192 _168.1 .18 with 32 bhytes of data:
timed out.
timed out.

timed out.
timed out.

Ping statistics for 192.168.1.18:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.

Meaning: The Ping command failed.
Recovery:

1. Verify the connection, verify correct IP address entry, and retry the operation.
2. Verify if the default IP address has changed using the Ipconfig (or similar) command.
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Telnet Messages

Message: Could not open connection to the host, on port 23: Connect failed.

Command Prompt

C:~Documents and Settings-jeffz>telnet 172_168.168.1
Connecting To 122.168_.18_.1.. _Could not open connection to the host,. on port 23:
Connect failed

C:~Documents and Settings~jeffz>_

Meaning: The attempted Telnet connection failed.

Recovery:

1. Verify the physical connection, verify correct IP address entry, and retry the operation.
2. Check if the default IP address has changed using the Ipconfig (or similar) command.

Message: Invalid location parameters, cannot find the physical entity!

C1LIS?IL1AP31L2D2>go c=1 == llap=3 12ap=3 13d
Invalid location parameters, cannot find the physical entity?

Meaning: The go command you entered includes a location that does not exist or that you
entered incorrectly.
Recovery:

1. Run the stat command to verify your configuration.

2. Click the plus sign [+] next to ION Stack to unfold the "ION Stack" node in the left tree view to
refresh device status.

3. Click the plus sign [+] next to Chassis to unfold the chassis devices.

is BPC =+[07]C3231-1040
[ 11 I0NMM Pot 1
: Part 2
= Port 3
= REM-C3221-1040
Port 1
=+Port 2
— REM:C3230-1040
Port 1
Port 2
Port 3

134

134
nd the physical entity?

parameter not find the physical entity?
3 =2 13d

4. Compare the stat command results to the Web interface tree view configuration information.
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5. Re-run the stat command with the correct location parameters.
Ping the device in question.
7. Unplug and re-plug the USB connector on the IONMM card.

o

8. If the problem persists, contact Technical Support.

Message: Unknown command!

C1:i51iL1D%go c=1 s=7 13ap=1 1id

Unknown command?

Meaning: The command you entered is not supported, or you entered the wrong command

format / syntax.

Recovery:

1. Verify the CLI command syntax.

2. For acomplete list of the available commands, see the ION System CLI Reference Manual, 33473.
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TFTP Server Messages
Messages like the ones below may display during TFTP Server operation, depending on the TFTP Server
package that you selected.

Message: File does not exist

“= TFTP Server

File Tools

& SolarWinds.Net TFTP Server

| ': F|||-.|:||

Help

52.1.10 requesting IOM MM, bin.D

P Erar from 152

CATFTP-Roaot 1592.168.1.30 y

Meaning: A TFTP Server error - the TFTP Server Address that you specified does not contain the Firm-
ware File Name specified.

Recovery: 1) Verify the TFTP server’s correct file location (e.g., local disk at C:\TFTP-Root). 2) Make sure
of the filename / extension. 3) Check the TFTP Server’s online helps for suggestions.

Message: File too large for TFTP Protocol

S5 TETP Server
File Tools Help

& SolarWinds.Net TFTP Server

Sent [ORMM, bin 05 9 [192,168,1.101, 9926448 butes

Sent w2o2e w2 bin 0B 9o (1921681101, 11416350 bytes

Sent #3232 bin0.5.9 to [192.168.1.10). 11416930 bytes

Sent #3233 hin0.5.9 ta [192.168.1.10), 11416330 bytes

Sent #3232 bin0.5.9 to [192.168.1.10), 11416930 bytez

Sent #3233 hin 0.5.9 ta [192.168.1.10), 11416930 bytes

TFTP Ermor from 132.168.1.10 requesting I0M kM. bin.0.5.zip : File too large for TETP Protocol
TFTP Errar from 132.168.1.10 requesting I0MMM.bin.0.5 zip : File toa large for TETP Protocol
Sent #2224 «322x bin0.5 9 o [192.168.1.10], 11416980 bytes

CATFTP-Root 192.168.1.30

Meaning: A TFTP Server error - you tried to upload a file e.g., (IONMM.bin.0.5 — 50Mb) but the TFTP
server failed. The file you tried to upload via the TFTP server exceeded the file size capability.

Recovery: 1) Check if some extra files ended up in the zip folder — some repeated — 6 FW files total.

2) Remove some of the files from the zip folder and try the upload again. 3) Send the remaining files in a
separate file. 4) Check the TFTP Server’s online helps for suggestions.
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PuTTY Messages
Messages like the ones below may display during PuTTY (or similar package) operation, depending on
the package that you selected.

Message: Server refused key

Meaning: You can connect to a secure telnet session using password authentication, but when you try
to connect using public key authentication, you receive a "Server refused our key" message on the client
(PuTTy) session. For example, you generated a public/private key (using Puttygen) and saved them,
loaded the client public key into the IONMM via TFTP, and enabled SSH. The PuTTY SSH Authentication
pointed to the saved private key. You set the auto-log on user name to root as suggested, but when you
activated PuTTY, after 20-30 seconds, the refusal message displayed and PuTTY reverted back to pass-
word authentication (the default).

Recovery:

1. When generating using puttyGen.exe, select the SSH2 keys - do not select the SSH1 keys.

2. Loginto PuTTy as 'root' with the public key authentication.

3. Use the online helps and documentation to set up Putty as suggested.

4. See the “PuTTY” section notes on page 408.
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Recording Model Information and System Information

After performing the troubleshooting procedures, and before calling or emailing Technical Support,
please record as much information as possible to help the Technical Support Specialist.

1. Select the device MAIN tab. (From the CLI, use the commands needed to gather the information
requested below, such as show card info, show slot info, show system info, show ether config,
show ip-mgmt config, show loam config, or others as requested by the Support Specialist.)

===
JRANSITION

System~ | View~ Help~

10N System

—-ION Stack
~:Chassis
+1 [01]IONMM
+:[02]C3220-1040
—-[03]C3220-1040
i Copper Port 1
i Fiber Port 2
+-[D4]C6110-1013
+:[D6]C3231-1040
+[07]C3230-1040
+-[16]C2110-1013
+ [23]ONPS-A-R1

I} | Aovancen || snTp || HTTPs || ssH || Rais | TACACS+ || ACL | FOB [ viaN

Model Information
[Serial Number ————— (Model————————————— Software Revision——— (Hardware Revision———
5219475 || |[c3220-1040 || 13475 | {100 I

Bootloader Revision

System Configuration
[System Name———— (System Up Time———— [Sysiem Centact——— System Locatiol
|lc3220-1040 || |[F-422:22.18 || [Transition Networks(techsi| (10900 Red Circle Drive |

onfiguration Mode Console Access Number of Ports: MAC Address-
s a— a— —]
[Software || |[Enabled V] |2 || |[po-co-F2-21-01-77 I

Uptime Resef{System ReboofAll Counters ResefReset To Factory Config

[Device Description 1 [Login Typs 1
[ || [Local >

Member Ports:
[JPort1 [IPort2

Management VLAN Configuration
AVLAN ID | (Statu !
2 || |[Disabled v

System Log Configuration

[Server Address 1
|o.0.00 i
[Server Port 1L | (Mod 1
|14 || {[Notice: v |[Log local v

TFTP Settings
(TFTP Server Address———— Firmware File Name Status———
0.0.00 [ | [No Actien I

RefreshSavelHel]

Getting values finished

Version: 1.3.20.11

2. Record the Model Information for your system.

Serial Number: Model:
Software Revision: Hardware Revision:
Bootloader Revision: System Up Time:

3. Record the System Configuration information for your system.

Configuration Mode: Console Access:
Number of Ports: MAC Address:
Device Description: IP Address Mode:

4. Provide additional Model and System information to your Technical Support Specialist. See “Basic
ION System Troubleshooting” on page 370.

Your Lantronix service contract number:
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A description of the problem:

A description of any action(s) already taken to resolve the problem (e.g., changing switch mode,
rebooting, etc.):

The serial and revision numbers of all involved Lantronix products in the network:

A description of your network environment (layout, cable type, etc.):

Network load and frame size at the time of trouble (if known):

The device history (i.e., have you returned the device before, is this a recurring problem, etc.):

Any previous Return Material Authorization (RMA) numbers:
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Appendix A. Compliance and Safety Information

Compliance Information
Standards CISPR22/EN55022 Class A, CE Mark
FCC Regulations

¥ i

“FC:; NOTE: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case the user will be required to correct the interference at his own expense.

CE Marking

This is a Class A product. In a domestic environment, this product could cause radio interference; as a result, the
customer may be required to take adequate preventative measures.

UL Recognized

@ Tested and recognized by the Underwriters Laboratories, Inc.

Canadian Regulations

This Class A digital apparatus complies with Canadian ICES-003.

French: Cet appareil numériqué de la classe A est conformé a la norme NMB-003 du Canada.
European Regulations

WARNING:

This is a Class A product. In a domestic environment, this product could cause radio interference in which case the
user may be required to take adequate measures.

Achtung !

Dieses ist ein Gerat der Funkstérgrenzwertklasse A. In Wohnbereichen kénnen bei Betrieb dieses Gerates
Rundfunkstérungen auftreten. In diesem Fall ist der Benutzer fiir GegenmaRnahmen verantwortlich.

Attention !

Ceci est un produit de Classe A. Dans un environment domestique, ce produit risque de créer des interférences
radioélectriques, il appartiendra alors a I'utilsateur de prende les measures spécifiques appropriées.

In accordance with European Union Directive 2002/96/EC of the European Parliament and of the
Council of 27 January 2003, Lantronix will accept post usage returns of this product for proper
disposal. The contact information for this activity can be found in the ‘Contact Us’ portion of this
document.

CAUTION: RJ connectors are NOT INTENDED FOR CONNECTION TO THE PUBLIC TELEPHONE
NETWORK. Failure to observe this caution could result in damage to the public telephone network.

Der Anschluss dieses Gerates an ein 6ffentlickes Telekommunikationsnetz in den EG-Mitgliedstaaten
verstdsst gegen die jeweligen einzelstaatlichen Gesetze zur Anwendung der Richtlinie 91/263/EWG zur
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Angleichung der Rechtsvorschriften der Mitgliedstaaten lber Telekommunikationsendeinrichtungen einschliesslich
der gegenseitigen Anerkennung ihrer Konformitat.

Declaration of Conformity

Manufacture’s Name: Lantronics, Inc.
Manufacture’s Address: 48 Discovery, Suite 250, Irvine, California 92618 USA

Declares that the products: ION x222x & x32xx multi-port NIDs
C3230-10xx, C3231-10xx, C3220-10xx, C3221-10xx, S3230-10xx,
$3231-10xx, $3220-10xx, $3221-10xx, $3221-10xx-T

Conform to the following Product Regulations:

EMC Directive 2004/108/EC; EN55022:2006+A1:2007 Class A; EN55024:1998+A1:2001+A2:2003; EN6100-2-3;
EN6100-3.3; CFR Title 47 Part 15 Subpart B Class A. Low Voltage Directive; 2006/95/EC; IEC60950-1:2005;
CFR Title 21 Section 1040.10 Class 1; CE Mark

With the technical construction on file at the above address, this product carries the CE Mark

I, the undersigned, hereby declare that the equipment specified above conforms to the above Directive(s) and
Standard(s).

Place: Irvine, California

Date: June 20, 2023

Signature: Eric Bass

Full Name: Eric Bass

Position: Vice President of Engineering

MEF Certifications

Lantronix has received MEF 9, 14, and 21 certification for the x2220, x3220, x3230 and S3240 products
at the time of this publication. The MEF Carrier Ethernet Certification Program is designed to ensure that
global equipment and services comply with MEF standards and pave the way for interoperability.

The latest list of MEF certified Lantronix products, and the MEF certificates and test reports are available
on the Lantronix Product Support webpage (no logon required).
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Electrical Safety Warnings

Electrical Safety

IMPORTANT: This equipment must be installed in accordance with safety precautions.
Elektrische Sicherheit

WICHTIG: Fiir die Installation dieses Gerates ist die Einhaltung von Sicherheitsvorkehrungen
erforderlich.

Elektrisk sikkerhed
VIGTIGT: Dette udstyr skal 518nstallers i overensstemmelse med sikkerhedsadvarslerne.
Elektrische veiligheid

BELANGRIUJK: Dit apparaat moet in overeenstemming met de veiligheidsvoorschriften worden
geinstalleerd.

Sécurité électrique

IMPORTANT : Cet équipement doit étre utilisé conformément aux instructions de sécurité.
Sdhkoturvallisuus

TARKEAA : Tama laite on asennettava turvaohjeiden mukaisesti.

Sicurezza elettrica

IMPORTANTE: questa apparecchiatura deve essere installata rispettando le norme di sicurezza.
Elektrisk sikkerhet

VIKTIG: Dette utstyret skal 518nstallers i samsvar med sikkerhetsregler.

Seguranca eléctrica

IMPORTANTE: Este equipamento tem que ser instalado segundo as medidas de precaucdo de
seguranga.

Seguridad eléctrica

IMPORTANTE: La instalacién de este equipo debera llevarse a cabo cumpliendo con las precauciones de
seguridad.

Elsakerhet

OBS! Alla nodvandiga forsiktighetsatgarder maste vidtas nar denna utrustning anvands.
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Appendix B. Factory Defaults

The x222x / x32xx Device Level Factory Defaults are shown in Table 32 below.
The x222x / x32xx Port Level Factory Defaults are shown in Table 33.

Device-Level Factory Defaults

Note: The default settings shown are as seen in the tabs/fields of the Web interface.

Table 32: Device-Level Factory Defaults

Item/Field Default Setting
Web Access Password private
Telnet/USB Login ION
Telnet/USB Password private
Main Tab

Serial Number: device dependent (e.g., 1234567)
Model: device dependent (e.g., C3220-1040)
Model Information Software Revision: FW vs. dependent (e.g., 1.3.17)
Hardware Revision: HW vs. dependent (e.g., 0.0.1)
Bootloader Revision: BL vs. dependent (e.g., 1.2.0)

System Name: C2220-1040

System Contact: Lantronix (techsupport@tn.com)
System Location: 10900 Red Circle Drive
Console Access: Enabled

System Configuration

Device Description blank

DNS x 0.0.0.0

VLAN ID 0

Status Disabled
Member Ports none checked
SNMP Version viiv2c
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Trap Manager x

0.0.0.0

System Log Configuration
(Syslog)

Server Address: 192.168.0.2
Server Port: 514

Level: Notice

Mode: Log local

TFTP Server Address 0.0.0.0
Firmware File Name blank
IP tab

IP Address Mode: Static
IP Address: 192.168.0.10

Pvé Subnet Mask: 192.168.1. 0
Default Gateway: 192.168.0.1
IPv6 Status: Enabled

IP Address Mode: Static

IP Address: 2001:1234::1

Prefix Length: 64

Gateway Mode: Route Discovery

DNS Configuration

DNS 1-6: 0.0.0.0

Advanced Tab

FDB Aging Time

300

MAC Address Learning

Port 1 and Port 2 unchecked

Transparent LPT Disabled
Selective LPT Disabled
Monitoring Port Port 2
Redundancy Enabled
Primary Port Port 1
Secondary Port Port 2
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Active Port Port 1
Rema To
0 PIDO
1 PIDO
2 PID 1
IEEE Priority Class 3 PID 1
4 PID 2
5 PID 2
6 PID 3
7 PID 3
Remap To
0-15 0
IP Traffic Class 16 — 31 1
32 - 47 2
48 - 63 3
SNTP Tab
SNTP Client Disabled
UTC Timezone (GMT-06:00)Central Time (US & Canada)
Daylight Saving Time Disabled
SNTP Server x 0.0.0.0
HTTPS Tab
HTTPS Status Disabled
HTTPS Port 443
Certificate Type Self Certificated
TFTP Server Address 0.0.0.0
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Certificate File Name blank
Private File Name blank
Private Password blank
SSH Tab
SSH Server Status Disabled
SSH Auth Timeout 60
SSH Auth Retries 3

Public-Key of Host

RSA: 00.00.00.07
DSA: 00.00.00.07

....B0.44 AB.F0.79
.... 3C.00.4A.1F.89

Host Key Type

No Gen

Save Host-Key to Flash

Save (not configurable)

Public-Key of User ggﬁ E:gzt
User Name blank
Public-Key Type No Copy
TFTP Server Address 0.0.0.0
Source File Name blank
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RADIUS Tab

RADIUS Client Disabled

Server Address x 0.0.0.0

Server Secret x blank

Retries x 3

Timeout 30
TACACS+ tab

TACACS+ Client Enabled

TACACS Server 1-6 Server Address: 0.0.0.0
Server Secret: blank
Retries (1-5): 3
Timeout (1-60s): 30

ACL Tab
ACL Status Disabled
Chain Name INPUT
Chain Policy Accept
Rules none
Priority blank
Policy Accept
Trap Rate 0
Conditions none
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Type Source MAC Address
Source or Destination Source
Operation Equal
Value blank

FDB Tab

VLAN ID 0
MAC Address blank
Conn Port Port 1
Priority blank
Flush Operation Flush All
Flush Status blank
Failure Reason blank
Entry Type static

VLAN Tab
VLAN ID blank
FDB ID 0
Priority Override Disabled
Priority 0
Member Tag Port 1 NoMod
Member Tag Port 2 NoMod
Member Tag Port 3* NoMod
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Flush Operation Flush All

Flush Status blank

Failure Reason blank
SNMP tab

General sub-tab

Community String: blank
Access Mode: Read Only
SNMP V3 Engine ID: 800003640300C0F2209EDE

Users sub-tab

User Name: blank

Group Name: blank

Security Model: V3

Security Level: NoAuthNoPriv
Authentication Protocol: grayed out
Password: grayed out

Privacy Protocol: grayed out
Password: grayed out

Groups sub-tab

Group Name: blank

Security Model: V1

Security Level: NoAuthNoPriv
Read View: blank

Write View: blank

Notify View: blank

Views sub-tab

View Name: blank
OID Sub Tree: blank
Type: Included

Trap Hosts sub-tab

Trap Version: V1

IP: blank

Port: 162

Community/Security Name: blank
Security Level: NoAuthNoPriv
Trap/Inform: Trap

Timeout (centisecond): grayed out
Retry Times: grayed out
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Remote Users sub-tab

Remote IP: blank

Remote Port: blank

Remote Engine ID: blank

User Name: blank

Security Model: V3

Security Level: NoAuthNoPriv
Authentication Protocol: grayed out
Password: grayed out

Privacy Protocol: grayed out
Password: grayed out

USERS tab

User table

User Name: ION
Password. *kkkkkkk
Level: admin

User entry field

User Name: blank
Password: blank
Confirm Password: blank
Level: admin
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Port-Level Factory Defaults
Note: The default settings shown are as seen in the tabs/fields of the Web interface.

The x222x / x32xx Device Level Factory Defaults are shown in Table 32 above.
The x222x / x32xx Port Level Factory Defaults are shown in Table 33 below.

Table 33: Port-Level Factory Defaults

Item/Field Default Setting
Main Tab
Circuit ID blank
Link Status Down
Admin Status Up
Speed Negotiating
Duplex Negotiating
Port Mode (Port 1) 1000BaseX
Port Admin Mode (Port 2) 100BaseFX
AutoCross Mode Auto
MAC Address 00-C0-F2-42-00-E0
RJ-45 (Port 1)
Connector Type SFP slot (ports 2 and 3)
Auto Negotiation Enabled
Force Speed 100Mbps
Force Duplex Full Duplex
-~ . All speed/duplex boxes checked
Capabilities Advertised Pause and Asymmetric Pause boxes unchecked
Pause Admin Mode (Port 2) Disabled
Pause Oper Mode Disabled
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Control Functions Supported

None

Source Port
Forward Settings

2
All boxes checked

Loopback Type

Alternate

Clear Counters

Do Nothing

L2CP Disposition

All set to “Pass”

X

TN Topology Discovery Protocol

Enabled

Virtual Cable Test

No records found

Advanced Tab

Rate Limiting Mode

Counts All Layer 1

Egress Rate Limit Unlimited
Ingress Rate Limit Unlimited
SA Lock Disabled

SA Lock Action

Discard and Notify

Filter Unknown Multicast Disabled
Filter Unknown Unicast Disabled
VLAN Status Disabled
Discard Tagged Disabled
Discard Untagged Disabled
Force Default VLAN Disabled
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Default VLAN ID 2

Default Priority 0

IEEE Priority Class Enabled
IP Traffic Class Enabled
Priority Precedence Use IEEE
SA Priority Override Disabled
DA Priority Override Disabled
VID Priority Override Disabled
Pause Admin Mode Disabled

User Periority

Py
\lowm-hoor\:—\o%’
]

NouarwNn O

LOAM Tab
Main Sub-Tab
Admin Status Disabled
Operational Status Link Fault
LOAM Mode Passive
Max PDU Size 1500
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Configuration Revision

Functions Supported

None / Loopback, Event Notification

LOAM Peer Information

MAC Address: 00-00-00-00-00-00
Vendor OUI: 00:00:00

Vendor Info: 0

LOAM Peer Mode: Unknown

Max PDU Size: 0

Configuration Revision: 0
Functions Supported: None

Loopback Type Alternate
Loopback Status No Loopback
Ignore Loopback Request Enabled
Event Configuration Sub-Tab
Error Symbol Period Window High 0
Bits
Error Symbol Period Window Low 125000000
Bits
Error Symbol Period Threshold 0
High Bits
Error Symbol Period Threshold
X 0
Low Bits
Errqr. Symbol Period Event Enabled
Notification
Error Frame Period Window 0
Error Frame Period Threshold 0
Error Frame Period Event Enabled

Notification
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Error Frame Window 0
Error Frame Threshold 0
Error Frame Event Notification Enabled
Error Frame Seconds Summary 0
Window
Error Frame Seconds Summary 0
Threshold
Error Frame Seconds Event

e Enabled
Notification
Dying Gasp Enabled
Critical Event Enabled
Event Log Sub-Tab
Event Log No record found.

Switch Mode Default: By default, the x222x / x32xx is managed by the IONMM. Setting the mode to

local indicates that the device is not managed by the IONMM but either a direct USB connection or a

direct network connection via Telnet or the Web interface. Setting the mode to remote indicates that
the device is managed through the IONMM. See the switch mode command for details.
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Appendix C. Configuration Quick Reference — CLI

IPv4 Configuration

1. Define IP address and subnet mask.
set ip type={ipv4 | dns} addr=<ipaddr> subnet—-mask =<subnet>
2. Define the IP address mode.
set ip address mode={bootp|dhcp]|static}
2. Define default gateway.
set gateway type={ipv4 | dns} addr=<gway>
3. Define DNS servers.

set dns—server svr=<index> type=<format> addr=<ipaddr>

IPv6 Configuration
1. Setthe IPv6 Mode.
set ipv6 address mode=<static|dhcpv6 | stateless>
2. If ‘Stateless Auto configuration’ is selected, then enable Route Discovery (step 4).
3. Enable IPv6 Management state.
set ipv6-mgmt state=enable
4. Configure the IPv6 gateway method.

set ipv6 gateway mode=<static|routerdisc>

ACL Configuration (IPv4)

1. Enable ACL.
set acl state=enable
2. Define default chain policy.
set acl table=filter chain=input policy=<ptype>
3. Define one or more conditions.
add acl condition type=<xx> srcdst={src | dst} oper={equal | notequal} value=<yy>
4. Define one or more rules.

add acl rule index=<inum> position={head | tail} table=filter chain=input policy={accept | drop |
trap} traprate=<rate> condition=<list>
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ACL Configuration (IPv6)
1. Enable ACL.
set ip6tables acl state
2. Define the default chain policy.
set ip6tables acl table=filter chain=input policy=accept
3. Define condition(s) to be associated with a rule.
set ip6tables acl condition=1 rule_index=1
4. Define rule(s) to be associated with the chain.
add ip6tables acl rule position=head table=filter chain=input policy=1 trap=444
5. Verify that ACL has been enabled.
show ip6tables acl state
6. Verify the ACL rules have been defined and associated.

show ip6tables acl rule

Backup and Restore

1. Show provision modules.
show prov modules
2. Set Backup Module Configuration.
set backup module-index=<1-256>
3. Set Restore Module Configuration.
set restore module-index=<1-256>
4. Backup module list.
backup module-list=<1-10>
5. Restore module list.
restore module-list=<1-10>
6. Show provision modules.

Note: at IONMM FW v 1.4.2 the set backup module-index, set restore module-index, and refresh provi-
sion configure filename commands are no longer supported.
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HTTPS Configuration

1.

Enable HTTPS.

set https state=enable

Define the certificate type.

set https certificate-type={authorized | self-certificate}
Define the certificate file.

set https certificate—file=<name>

Define the private key file.

set https private—key file=<name>

Define the password.

set https private—key password=

Management VLAN Configuration

1.
2.

© N o wu

Access the x222x/x32xx via either a USB connection or a Telnet session.
Check the current Management VLAN configuration. Type show mgmt vlan config and press Enter.

Note: In the following steps to enable Management VLAN, the first is at the port level, the other
steps are at the device level. These steps must be performed in the order shown.

Change the Management port from the default “Customer” mode to “Network” mode.
Type set port vlan tag mode=network and press Enter.

Set this port as Management port; enter the ports to be associated with this VLAN ID (VID).
Type set mgmt vlan port=2 and press Enter.

Enable Management VLAN mode. Type set mgmt vlan state=enable and press Enter.
Change the Management VID. Type set mgmt vlan vid=10 and press Enter.
Add a VLAN. Type add vlan vid=10 and press Enter.

Other Management VLAN or Port VLAN attributes can be changed without strict order.
See “Configuring Management VLAN” on page 272.
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RADIUS Configuration

1. Define the RADIUS server.

set radius svr=<index> type={ipv4 | dns} addr=<ipaddr> [retry=<limit>] [timeout=<secs>]
2. Define the RADIUS server secret.

set radius svr=<index> secret=<secret>
3. Enable RADIUS.

set radius client state=enable

Create a User with RADIUS and SSH Enabled

Launch the SSH client.

Enter ‘ION’ — ‘private’ to log in to SSH (the first time).
Enter the RADIUS user and password to log in to RADIUS.
Add the ‘TEST’ (user name) — ‘TEST111’ (password) user.
Close the SSH client.

Launch the SSH client again

Enter ‘TEST’ — ‘“TEST111’ to log in to SSH.

© N o vk~ w N R

Enter the RADIUS user and password to log in to RADIUS.

Create a User with SSH Enabled (RADIUS Disabled)

Launch the SSH client.

Enter ‘ION’ — ‘private’ to login to SSH (the first time).

Add ‘TEST’ (user name) — ‘TEST111’ (password) user (see Note below).
Close the SSH client.

Launch the SSH client again.

A T o e

Enter ‘TEST’ — ‘“TEST111’ to login via SSH.
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TACACS+ Configuration

1. Enable the TACACS+ client.
set tacplus client state=enable

2. Configure the TACACS + server retry attempts.
set tacplus svr 1 retry=<1-5>

3. Configure the TACACS + server (password).
set tacplus svr 1secret=SECRET

4. Configure the TACACS + server timeout period.
set tacplus svr 1 timeout=<1-60>

5. Configure the TACACS + server type.
set tacplus svr 1 type=<ipv4 / ipv6 / dns>
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SNTP Configuration

1. Enable SNTP.
set sntp state=enable
2. Set the current time.
set curr-time=<“time”>
3. Define your timezone.
set sntp timezone=<zone>
4. Enable daylight savings time (DST).
set sntp dst—state=enable
5. Define DFST start time.
set sntp dst-start=<“time”>
6. Define DST end time.
set sntp dst—-end=<“time”>
7. Define DST offset.
set sntp dst—offset=<value>
8. Define SNTP server.
set sntp—svr svr=<index> type={ipv4 | dns} addr=<ipaddr>
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SSH Configuration

1.

Enable SSH.

set ssh server state=enable

Define the timeout value.

set ssh client timeout=<seconds>

Define the retry limit.

set ssh auth-retry=<limit>

Generate the host key.

generate ssh host—key={rsa | dsa | both}
Define the public key user.

set ssh public—key user=<name> type={rsa | dsa} file=<file>

Fiber Port Redundancy Configuration

1.

Set the Redundancy state to enable.
set redundancy state=<state>
Verify the configuration has been set.

show redundancy config

Syslog Configuration

1.

Define the Syslog server port.

set syslog svr port=<1-65535>

Set the Syslog operating mode.

set syslog mode=<local|remote|localAndRemote | off>

Set the level of Syslog operation.

set syslog level=<emerg|alert|crit|err|warning|notice |info|debug)>

Set the Syslog server type and address.

set syslog svr type=<ipv4 |ipv6 | dns> addr=<ipaddr>

System (Login) User Configuration

1. Create a new system user.
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add sysuser name=NAMESTR level=<admin | read-write | read-only> pass=PASSSTR
confirmpass=PASSSTR

2. Edit an existing user’s access level.

set sysuser name=NAMESTR level=<admin|read-write |read-only)>
3. Set a new password for an existing ION system user.

set sysuser name=NAMESTR pass=PASSSTR confirmpass=PASSSTR
4. Remove an existing system user.

remove sysuser name=NAMESTR

Transfer Files via Serial Protocol (X/Y/Zmodem)

1. Send a request to servers / local file system to download content for a subsequent put command.
serial get protocol={xmodem |xmodem-1k|ymodem |zmodem}

2. Send a request to servers / local file system to upload content.
serial put protocol=zmodem file=xxxx

3. Perform a firmware upgrade over the selected serial line.

serial upgrade protocol=<xmodem |xmodem-1k|ymodem |zmodem file=xxxx
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SNMP Configuration

1. Access the IONMM through either a USB connection or a Telnet session.

2. Define the General configuration. Type:
add snmp community name=xxxxxxx access_mode={read_only|read_write}
add snmp remote engine addrtype=ipv4 addr=xx port=xx engine_id=xx
set snmp local engine=xx

3. Define one or more Local Users. Type:

add snmp local user name=STR_USR_NAME group=STR_GRP_NAME security-level=(no-
AuthNoPriv|authNoPriv|authPriv) [auth-protocol=(md5 |sha) password=STR_AUTH_PASS] [priv-
protocol=(des|aes) password=STR_PRIV_PASS]

set snmp local user name=xxxx group=xxxx

4. Define one or more Groups. Type:
set snmp group name=STR_SNMP_GRP
set snmp local user group=xxx

5. Define one or more Views. Type set snmp view name= STR_SNMP_VIEW.

6. Define one or more Trap Hosts.
Type add snmp traphost version=v3 type=ipv4 addr=STR_SVR_ADDR.

7. Define one or more Remote Engines. Type
add snmp remote engine addrtype=ipv4 addr=192.168.1.30 port=xx engine_ id=xxxxx.

8. Define one or more Remote Users by address type. Type:
add snmp remote user name=STR_USR_NAME addrtype=ipv4 addr=192.168.1.30 port=55 secu-
rity-level={noAuthNoPriv|authNoPriv|authPriv}auth-protocol={md5 | sha} password=xxxxxxx priv-
protocol={des|aes} password=STR_PRIV_PASS

9. Define one or more Remote Users by the remote engine. Type:
add snmp remote user name=STR_USR_NAME engine=STR_ENGINES security-level=authPriv
auth-protocol=md5 password=STR_AUTH_PASS priv-protocol=des
password=STR_PRIV_PASS

10. Verify the configuration has been set. Type show snmp config.
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Appendix D. VLAN Tunneling Configuration Examples

This appendix provides sample VLAN configurations using both the CLI method and the Web method.

There are four different VLAN properties for a port configured in a VLAN entry at the ION System Level

in the VLAN database:

1) NoMod: the frame maps to this VLAN egress unmodified out on this port (frame maps to a VLAN
ID when it ingresses a port, the VLAN id is mapped based on either the existing VID if it is already
tagged or the port default VLAN ID if untagged).

2) Tag: the frame maps to this VLAN egress tagged out on this port.

3) UnTag: the frame maps to this VLAN egress untagged out on this port.

4) notMember: frame maps to this VLAN will not be forwarded out on this port.

The ports can be configured in one of three Frame Tag modes:
1) Customer: this is VLAN unaware mode. This means that if a VLAN entry has this port member
property as memegressTag or Untag.
2) Network: enables Dot1.Q Mode. Whenever tagging/untagging is required, all of the participat-
ing ports must be configured as Network. This includes the port that is facing the untagged traf-

fic as well.

3) Provider: (Provider EtherTypes 8100, 9100, X88A8) - this mode will ensure that the frame
egressing this port will always have the S-Tag added, regardless of whether the ingress frame
was already C-Tagged (Case E) or plain untagged (Case B).

|
1 C-tag is added by
: Frovider upon entrance to
. Frame is untagged netwark
RasE: by subscriner < - @ b
_ I . .
. Frame is untagged | S-tag is added by Provider upaon entrance to network
Eass:E: by subscriber < - 4 |
i : C-tag is continued by Provider
Case C: Frame is C-tagged 1 g Y
by subscriber 4J|—l L
1 * s :
) Frame is C-tagged 1 --fagis replaced with S-tag by Provider
AR by subscriber 4—:—@ -
S-tag |:2“" tag) iz added by Provider at UNI (or later point)
Case E: Frame is C-tagged 1
oy subscriver 4o >

Figure D-1: VLAN Tagging Example

In the ION system, VLAN Tunneling can be configured using either the CLI or Web method.
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VLAN Tunneling Config — CLI Method

See the “ION Systems CLI Reference Manual —33461” for the various VLAN commands (Management
VLAN, Device-level, and Port-level VLAN commands). Certain commands can only be entered when the
last part of the command line prompt indicates the location is a device (L1D, L2D or L3D). Not all of the
steps (CLI commands) below are required for each possible VLAN configuration. Note: VLAN 1 is the de-
fault VLAN and you cannot Edit or Delete it.

1. Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or
a Telnet session (see “Starting a Telnet Session” on page 43).
2. Add a VLAN Database Entry. This adds a new VLAN to the device. By default, VLAN ID one

(VID 1) is defined for internal use. Type:
add vlan—db vid=<xx> [priority=<yy>] [pri—override={enable | disable}]

where:
XX = ID (2—4094) of the VLAN to which the device is to become a member
vy = optional; priority for frames
3. Set the VLAN Database Member/Egress Tagging. This sets the priority of a row of the VLAN

forwarding database. Type:
set vlan-db vid=<xx> port=<yy> ETag=<zz>
set vlan-db vid= <xx> fid=<yy> pri-override=<aa> priority=<bb>

Where:
ww = dotlbridge MAC address
XX = number that identifies the VLAN (1-4094)
vy = logical port index or fid
7z = valid memetag choices are:
e noMod
e unTag
o Tag

e notMember
aa = pri-override={enable | disable}
bb = priority = {0-7}

4. Press Enter.
5. Set the Management VLAN admin state to enable. Type:
set mgmt vlan state=enable
6. Press Enter.
7. Select the management VLAN ports. Type:
set vlan mgmt vlan port=port-list
Where:

Port-list = a management VLAN port (1-19)
Example: C1|513|10d/>set mgmt vlan port=2,4,5
8. Press Enter.
9. Set the port discard untagged non-management frames option to true if untagged non-man-
agement frames are to be discarded for this port. Type:
set port discard-untagged=truth-val
Where:
Truth-val = true or false
Example: C1|S13|l0ap1|l1p2/>set port discard-untagged=true
10. Press Enter.
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11. Set the port discard tagged non-management frames option to true if the tagged non-man-
agement frames for this port are to be discarded. Type:
set port discard-tagged=truth-val
Where:
Truth-val = true or false
Example: C1|S13|l0ap1|l1p2/>set port discard-tagged=true
12. Press Enter.
13. Set the port default VLAN-ID for this port. Type:
set port default-vid=vid
Where:
vid =2-4094
Example: C1|S13|l0ap1|l1p2/>set port default-vid=2
14. Press Enter.
15. Set if force port to use default VLAN-ID. If set to true, this forces all untagged and 802.1Q
tagged frames to assume the default VLAN-ID. Type:
set port force-default-vid=truth-val
Where:
Truth-val = true or false
Example: C1|S13|l0ap1]|l1p2/>set port force-default-vid=true
16. Press Enter.
17. Set the port VLAN tag mode of a port interface. Type:
set port vlan tag mode=tagmode
Where:
tagmode = network, provider, or customer
Example: C1|513|10ap1|l1p2/>set port vlan tag mode=provider

18. Press Enter.
19. Set Ethernet type if the VLAN tagging mode was set to provider in step 19.
Type:
set port vlan tag provider ethtype=type
Where:

ethtype = x8100, x88a8, or x9100
Example: C1|S13|l0ap1|l1p2/>set port vlan tag provider ethtype=x8100
OR:
Set network tagging if the VLAN tagging mode was set to network in step 19. Type:
set port vlan tag network tagging=tagtype
Where:
tagtype = unmodified, removeTag, or addTag
Example: C1|S13|l0ap1]|l1p2/>set port vlan tag network tagging=addTag
25. Press Enter.
26. Add a new row in the VLAN forwarding database. Type:
add vlan-db vid=vlan-id [pri-override=override] [priority=prio]
Where:
vlan-id = 1-4094
override = enable or disable
prio = the priority for frames (0-7)
Example:
C1|S13|l0ap1|l1p2/>add vian-db vid=3 pri-override=enable priority=1
27. Press Enter.
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28. Set the priority override of a VLAN forwarding database row. This sets the override priority
on frames associated with this VID of VLAN forwarding database. Type:
set vlan-db vid=vlan-id fid=fid pri-override=override
Where:
vlan-id =1-4094
fid=0
override = enable or disable (specify if override priority on frames enabled in step 26)
Example:
C1|S13|l0ap1|l1p2/>set vian-db vid=3 fid=0 pri-override=enable
29. Press Enter.
30. Set the priority of a VLAN forwarding database row. Type:
set vlan-db vid=vlan-id fid=fid priority=prio
Where:
vlan-id = 2-4094
fid=0
Prio = priority for frames (0-8)
Example: C1|S13|l0ap1]|l1p2/>set vlan-db vid=3 fid=0 priority=2
31. Press Enter.
32. Set the member and egress tagging of a VLAN forwarding database row. Type:
set vlan-db vid=vlan-id port=port-id memetag=memetag_mode
Where:
vlan-id = 1-4094
port-id = logical port index
Memetag_mode = noMod, unTag, Tag, or notMember
Example:
C1|S13|l0ap1|l1p2/>set vlan-db vid=3 port=2 memetag=ETag
33. Press Enter.
34. Use the CLI commands to verify your VLAN configuration(s).

e Show all existing VLAN(s) on the NID. Type show vlan and press Enter. For example:

C1]S13|LOD/>show vlan mac=00:23:a2:3d:12:01
vid fid priority p-override portl port2 port3

1 0 O disable NoMod NoMod notApp

e Show the Management VLAN configuration. Type show mgmt vlan config and press En-
ter to show the management VLAN configuration on a device. Example:
C1|S13|l0d/>show mgmt vlan config

vlanid vlan state vlan portlist

0 enable none

e Show the VLAN Service Management configuration on a device. Type show vlan service
and press Enter. Example:

e (1|S13]l0d/>show vlan service
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VLAN service connection type: customerProvider
VLAN service VID for tag: 8

VLAN service Ethernet Type for tag: 0x8100

VLAN translation type: untagged to untagged

e Show the Port VLAN configuration. Type show port vlan config and press Enter.
For example:

C1|S13]|l0ap1]|l1p2/>show port vlan config

Dotlq state: vlanEnabled
Discard-tagged: false
Discard-untagged: false
Default VLAN id: 22

Force use default VLAN id: false
e Show the Port VLAN Tag configuration. Type show port vlan tag config and press

Enter. For example:

C1|S13|l0ap1|l1p2/>show port vlan tag config
Tagging mode: network
Network tagging: addTag

e Show the VLAN forwarding database configuration for the device. Type show vlan-db
config and press Enter. For example:

C1|516|L1D>show vilan-db config
vid:1  fid:0  priority:0 priv_override:disable

portl: NoMod port2: NoMod
vid:100 fid:0  priority:0 priv_override:disable
portl: notMem port2: notMember

35. Click the Add button to add the recently-defined VLAN.
36. Verify the configuration. Type show vlan service and press Enter. For example:

C1|S16|L1D>show vlan service

VLAN service connection type: customerProvider
VLAN service VID for tag: 0
VLAN service Ethernet Type for tag: 0x0
VLAN translation type: noTranslation
C1|S16|L1D>

37. You can use the Refresh button to clear the entry fields.

You can use the Edit button to modify the configuration of an existing VLAN; click to
highlight the existing VLAN in the table first.

You can use the Delete button to remove an existing VLAN from the database click to
highlight the existing VLAN in the table first.
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VLAN Tunneling Config — Web Method

Configuring VLAN 100 with Provider S-Tag

This procedure is used to configure an untagged customer VLAN (e.g., VLAN 100) on C322x and x222x /
x32xx models and how to add an S-Tag (x88A8) by the Provider once the packet enters the network,
based on Case B in the graphic below.

1
1 C-tag iz added by
1

: Pravider upon entrance to

. Frame is untagged | nework
BasEd: by subscriber <4+ @ >
i I S-tag is added by Provider upon entrance to network
Case B Frame is L_mtagged I 4 Y H
by subscriber < - 49 B
i K C-tag is continued by Provider
Case C: Frame is C-tagged | g Y
by subscriber €@ >

]

1 : B 3

Saae Frame is C-tagged | C-tag is replaced with S-tag by Provider
by subscriber 4—:—Q S

S-tag |:2“" tag) is added by Provider at URNI (or later point)
Case E: Frame iz C-tagged 1

oy subscrier -« >

Not all of the steps below are required for each possible VLAN configuration. Note: VLAN 1 is the default
VLAN and you cannot Edit or Delete it.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the VLAN tab.

ION System mai || apvanced || sutp | HTTPs || ssH || Rapius | acL || FoB -
—"IF)N Staclﬁ VLANSs
= Chassis VLANID FDBID  Friority Ovarride Priority| Member Tag Port 1| Member Tag Port 2

+1[03]C3230-1040

: 1 0 Disabled 0 Nolod NolMod
+[05]C3230-1040

E....[g?]\omr-.,qr-,,-] WLAN ID FDBID — Prionty Override | Priority |
Fig |100 |/l|o | |Enabled w7 v|
+:[10]C3231-1040 - B /L =L he.
+[121C2110-1013 Member Tag Port 1.+ Member Tag Port2

+ [13]C2210-1013 LE )] UnTag L

+[16]52220-1014

+[18]C3220-1040

+:[22]IONPS-A

3. Enter the VLAN ID (e.g., VLAN 100) into the VLAN ID field.

4. Set Member Tag Port 1 to Untag and set Member Tag Port 2 for Tag. (On the $S3231 model, set
Member Tag Port 3 to Tag.)

5. Inthe Priority Override field, select Enabled or Disabled.

6. Inthe Priority field, select 0 — 7. The frame's priority is remapped to this value. Frames that egress
tagged will have this remapped priority. Priority 0 is the lowest priority selection.
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man || apvance || swte | Hrres || ssr | Raows | act | Fos [[SEEM soaw |
VLANs

VLANID  FDBID  Priority Override Priority  Member Tag Pert 1 Member Tag Port 2
1 0 Disabled 0 MoMod T Hiofod—
VLAN 1D FCBID Friority Override / Priority

| | o | [Disabled Ll [o ¥
Member Tag Port 1 Member Tag Port 2

[Nonod v | [NoMod v

[Refresh][DeIete]

7. Click the Add button.
The new VLAN ID (100) is added.

MaN || ADVANCED | sntp | HTTPS | ssH | Rabws | acL | Fop |JUNTE soAw |

VLANS
VLANID  FDBID  Prierity Override Friority Member Tag Port 1 Member Tag Port 2
1 0 Disabled 0 MNolMod MNaMod
100 0 Disabled 0 UnTag Tag
VLAN 1D FDB ID Prigrity Override Prigrity
[100 | o | [Disabled ¥ [o v
Member Tag Port 1 Member Tag Port 2
|UnTag Vl iTag Vl

Refresh||fidc @ D9|9t91

8. Select the MAIN tab and locate the Management VLAN Configuration section.

ION System E@ADVANCED || sute || Hries || ssH || Rapwus || act || FoB [ vian
DN Stk IModel Information
= Chassis
Serial Mumber 1| Model 1| Software Revision—Hardware Revision
+-[03]C3230-1040 “1—1673569 || [c22201014 | [1-08 H||To.0
+-[056]C3230-1040
1oel Bootloader Revision
[O7IIOMMM 121
+-[10]C3231-1040
+-[12]C2110-1013 System Configuration
+.[131C2210-1013 | System Name—HISystem Up Time— | System Contact 11System Location 1
~ [c2220-1014 |los473638 ||[Transition Networksitechs| (10300 Red Circle Drive ||
+/[18]C3220-1040 ‘Cnnﬂ uration I'J\nde‘\‘Cnnan\e Accessﬁ Number of Port ||MAC Address 1
F 2210NPSA Software || [Enabled vl ||[o0-co-F2-21-0283 I

[Uptlme Reset][System REbDDt][AH Counters Reset][Resel To Factory Cunﬁg]

|Circuit 1D 1

IP Configuration

DHCP Client
Disabled ¥

P Address— | Subnet Mask—— 1 Default Gateway |
hwaz 168.0.10 ||[255 255 2550 H||'192 168.0.1 i
|bMS 1 11DNS 11DNS 3 1
[oo0a Jloooo [foooo J
\DNS 4 || DNS & 1 DNS 6 i
[oo00 [foooo o000 J
I Management VLAMN Configuration
|VLAN 1D 1| Statu 1|Member Parts
H1 H“E“;ab\gd .,H|DPnn 1 Opont 2

9. Inthe VLAN ID field enter 100. In the Status dropdown, select Enabled.
10. In the Member Ports section, check the Port 1 and Port 2 checkboxes.

11. Repeat steps 1 - 10 above for the C322x NID, if applicable, and then click the Add button.
The message “Adding VLAN succeeded” displays, and the new VLAN 100 is added to the VLANSs table.
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MAIN || ADVANCED | sNTP || HTTPS | ssH | RaDS || AcL | FDB SOAM |

WLANs
VLAM ID | FDBID  Pricrity Cverride Pricrity  Member Tag Pert 1 Member Tag Port 2
1 0 Disabled 0 MaMod MoMod
100 0 Disabled 0 UnTag Tag

VLAN ID FDB ID Priority Override Priority

[100 | o | [Disabled CNE v

Member Tag Port 1
|UnTag

Member Tag Port 2

V| |Tag

12. Go to REM S3230-1040 NID, select Port 1, and click on the ADVANCED tab.

T L
N NETWORKS +
System ¥ | View~™ | Help ¥ |
ION System ] Priority Forwarding Rules o) <]
_"‘PN Stack \Default Priority———|IEEE Priority Class—|IP Traffic Class—— | Priority Precedence——
=FChassis |0 [»]| || Disabled [s]| [ Disabled [v]| [Use IEEE [s]|
OINIONMM |SA Pricrity Override— DA Priority Override— VID Priority Override——
+L[131C2220-1011 |[Digabled [»]|[Disabled []| [ Disabled [l
—-[17]C3230-1013
Port 1 WLAN Tag Management
Port 2 \Frame Tag Mode—— |Provider Ether Type—
. | Netwark [v] (%8100 [l
=rREM.C3230-1040 ||
~Port 1 Control Frames Management
H LPort 2 \Pause Admin Mode—|Pause Oper Mode— | Contral Functions Supported
+ [22]I0MPS-A |[Disabled [v] |Disabled [[{[Mane
User Priority =
\Remap 0 to: 1|Remap 1 to: 1|Remap 2 to: 1|Remap 3 to: 1
o ~] [t [v]|[2 v||[3 [
\Remap 4 to: 1|Remap & to: 1|Remap 6 to: 1|Remap 7 to: 1
E [v]]|5 [v]|[6 £ | [x]
Refresh| Help| vl
Getting values finished Version: 0.4.6

13. In the VLAN Tag Management section, set Frame Tag Mode to Network, set EtherType to X88A8,

enter the default VLAN ID (100), and then click the Save button.

m COUNTERS || LoaM [ DI |

Bandwidth Allocation

|Rate Limiting Mode—Egress Rate Limit—Ingress Rate Limit————
||Counts All Layer 1 V||H Unlimited V||||Un|imited e H

MMAC Security

1SA Lock———————5A Lock Action———Filter Unknown Unicast—Filter Unknown Multicast—
|[Disabled | |[Discard and Notify ]| [ Disabled ~||[Disabled ~|

VLAN Forwarding Rules

|VLAN Status— | Discard Tagged— | Discard Untagged— | Force Default VLAN—
|[Disabled |||[Enabled | Enabled | [Enabled ~|

Default VLAN ID
100

Priority Forwarding Rules

|Default Priority——IEEE Priority Class—IP Traffic Class— | Pricrity Precedence
[E +||[Enabled | [Enabled +||[[use P <

1SA Priarity Override \WID Prigrity Override
| |[Disabled «| Enabled v

DA Priority Override
H Disabled v ||
VLAN Tag Management

|Frame Tag Mode |Provider Ether Type
|[Metwark | ([xssas |
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14. In the VLAN Forwarding Rules section, set Discard Tagged, Discard Untagged and Force Default
VLAN to Enabled or Disabled.

Discard Tagged filters all tagged non-management frames ingressing this port. All untagged and
priority tagged frames are processed as normal frames.

Discard Untagged filters all untagged and priority tagged non-management frames ingressing
this port. All 802.1Q tagged frames are processed as normal frames.

Force Default VLAN forces all untagged and (802.1Q) tagged frames to take up the interface's
Default VLAN ID.

N\ NETWORKS+
System ¥ | View~™ | Help ¥ |
ION System ] Priority Forwarding Rules o) <]
_"‘PN Stack \Default Priority———|IEEE Priority Class—|IP Traffic Class—— | Priority Precedence——
=fChassis |0 [v]| || Enabled [s]| [ Disabled [v]| [Use IEEE [s]|
(09)OHIM |SA Pricrity Override— DA Priority Override— VID Priority Override——
+-[13]C2220-1011 |[Digabled [»]|[Disabled []| [ Disabled [l
—-[17]C3230-1013
[ = WLAN Tag Management
Zipot 2 \Frame Tag Mode—— |Provider Ether Type—
: Network XGBAS
=rREM.C3230-1040 || [Metvor ] | [y
~Port 1 Control Frames Management
H LPort 2 \Pause Admin Mode—|Pause Oper Mode— | Contral Functions Supported
+ [22]I0MPS-A |[Disabled [v] |Disabled [[{[Mane
User Priority =
|Remap 0 to:———— | |Remap 1to: 1|Remap 2 to: 1|Remap 3toc—————
o [l 1 [v]|[2 [v]||[3 [
|Remap 4 to:——— | |Remap & to: 1|Remap 6 to: 1|Remap 7too——————
[ ~] |5 ~]||[s «|||[z [x]
Refresh| Help| vl
Getting values finished Version: 0.4.6

15. Go to Port 2 of REM x222x / x32xx and select the ADVANCED tab

and then click the Save button.

=~
JeaNSITion

System v View~v  Help = |
ION System || [[Enabled [[[[Disabled [v[[[[Disabled [~][[[Disabled [~][ -~ E
—/10M Stack Default VLAN 1D
=i Ghassis
i [OZJIORKIM Priority Forwarding Rules
+ [13)C2220-1011 Default Priority——IEEE Priority Class—)IP Traffic Class———|Priority Precedence——
=H171C3230-1013 0 [v]|[Enabled [ﬂ” Enabled ll]\‘ Use [EEE [l
Port 1
° SA Priority Override DA Priority Override VID Priority Override
| &Pt 2 ‘ Disabled I~] ‘ Disabled I~ | Disabled [~
= REM:C3230-1040 ||
..... Port 1 VLAN Tag Management
Port 2 |Frame Tag Mode—|Provider Ether Type—
£ ZzjonPsA [Metwark [v]| | xaeas []| 3
Control Frames Management
|Pause Admin Mode—\Pause Oper Mode— Control Functions Supported
HD\sah\ed [:"HDiSab\ed ‘ Mone
User Priority L
Remap 0 to 1|Remap 1 to: 1|Remap 2 to 1/Remap 3 to 1
[ ] m[z ] 5
v
Getting values finished

Version: 0.4.6 |

17. Repeat Steps 2 through 16 above on the C322x NID, if applicable.

16. In the VLAN Tag Management section, set Frame Tag Mode to Network, set EtherType to X88A8,

33472 Rev. K

https://www.lantronix.com/

Page 549 of 619


https://www.lantronix.com/

Lantronix

ION x222x / x32xx User Guide

18. Verify that VLAN 100 is correctly set up in the VLAN Database with Port 1 set to “Untag” and Port 2

set to “Tag”.

ION System

— 10N Stack
—+Chassis
="[03]C3230-1040

— REM:S3230-1040
Port 1

H -Port 2

}--[05]03230-1040

- [OTIONMI

L1117 2921.1040

19.
20.
21.

MaIN || apvancep | swte || HTTPS || ss || Rapws || acL || Fos '_ SOAM

WLANS
WLAMN ID | FDB ID  Priority Override Prigrity  Member Tag Port 1 WMember Tag Port 2
1 0 Disabled 0 NoMod NolMod
100 0 Disabled 0 MoMod Tag
VLAN ID FDBID- | Priority Override | Priority” :
ifiC] | |Disabled ™o =]

_ MemberTagPot2
V! |Tag ~|

Member Tag Part 1
| Holod

When VLAN 100 is correctly set up, click the Save button.
You can use the Refresh button to clear the current entry data.
To make changes to an existing VLAN table entry, select the VLAN in the table to highlight it, and

then click the Edit button. Note: VLAN 1 is the default VLAN and you cannot Edit or Delete it.

22.

the Delete button. The selected VLAN entry is deleted.

To remove an existing VLAN table entry, select the VLAN in the table to highlight it, and then click
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Configuring a VLAN with C-Tags and S-Tags

This procedure is used to configure customer and service provider tags (EtherType x88A8) using case
studies B and E below simultaneously.

C-tag iz added by

: Provider upon entrance to

. Frame is untagged | netwark
BasEA: by subscriber <+ @ >
i ! S-tag iz added by Provider upon entrance to network
Case B: Frame is L_mtagged I H ¥ P
by subscriber < - 49 P
i | C-tag is continued by Provider
Case O Frame is I;Z—tagged | g Y
by subscriber -ﬂJI—I >
1 > 5 ]
Essan Frame is C-tagged | C-tag is replaced with S-tag by Provider
by subscriber ﬂ-:—é >
S-tan |:2“u tag) is added by Provider at UM (or later point)
Case E: Frame is C-tagged |

oy subscrver -« >

The procedure below is used to configure VLAN C-Tags and S-Tags.

1. Select the REM-S323x device and then select the VLAN Tab.

2. Addanew VLAN ID in the VLANSs section:
a. Enter VLANID =100.
b. Set Member Tag Port 1 to NoMod.
c. Set Member Tag Port 2 to NoMod.
d. Click the Add button.

mai || Aovanced || snte || HTTPs || ssH || rRabius || acL || FoB "
WLANs
VLAMNID - FDB D Priority Override Priority = Member Tag Port 1 Member Tag Port 2
1 0 Disabled 0 MoMod MoMod
:\._"_I___f'-f«:N D _|FDBID _ E_r_i__ori_ty_f_@*;erride — E_riurit:,_f —
[100 |lo | |Enabled |7 [=]
Member Tag Port 1 Member Tag Port 2
__UnTa_g_ - ._UnTa_g_ |
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The new VLAN ID 100 displays in the VLANSs table:

MAIN || ADVANCED | swTP | HTTPS | ssH | rRabus | acL | FDB

VLANS
VLAMID FDBID Priority Override Priority = Member Tag Port 1 Member Tag Port 2
1 0 Disabled 0 MNaMod MNaMod
100 0 Enabled T UnTag UnTag

WLAN ID FDEB ID Prigrity Override Prigrity

[100 | o | [Enabled INE v

Member Tag Port 1

Member Tag Port 2

|UnTag

V| |UnTag

]

Go to REM S3230-1040, Port 2 and click on the ADVANCED tab, and configure the “Provider Port”
under port level config in the VLAN Tag Management section.

Getting values finished

10N Syst ][]
il L WLAN Forwarding Rules [J (1]
=3 10N Stadf |VLAN Status——Discard Tagged— | Discard Untagged—Force Default VLAN——
= Chassis |[Enabled || [Disabled []||[isabled []|[isabled [l
LRI Default VLAN ID
+/ [13]c2220-1011 B o
=H[17]C3230-1013
Lipoit Priority Forwarding Rules
E—‘-Pnﬂ 2 |Default Priority———|IEEE Priority Class—IP Traffic Class———— | Priority Precedence——
“iREN G0 | o []||[Enabled []||[Enabled []]|[Use IEEE [+
LPort1 | SA Priority Override 1/DA Priarity Override 1/ VID Priority Override—— A
L o | Disabled [v] |[Disabled [v] |[Disabled > =
+ [22]I0NPS-A VLAN Tag Management
|Frame Tag Mode— Provider Ether Typa——
[Metwark [se]/|[x8100 [~]|
Control Frames Management —
|Pause Admin Mode— 1 Pause Oper Mode—Control Functions Supported
HD\sabled |llH|D\sablad HHNnne ‘
User Priarity- ‘L.,
Version. 0.4.6 ‘

Getting values finished

— e vewnnoE
System~> Viewv Help~ ‘
e
ION System L<]l| |[Enabled || [isabled [v]||[Disabled [v]||[Disabled [~ Sm|
1O Siatk Default VLAN ID
= Chasi
[09]IOMMM :
+ [13]02220-1011 Priority Forwarding Rules
= 17]C3230-1012 |Default Priority——— | IEEE Priority Class—|IP Traffic Class——— | Priority Precedence—
L o o [»]| [Enabled []| [Enabled [v] [use IEEE =l
ort
=LPport 2 ‘SA Priorit Ovemde_—‘ DA Priority Override—— VID Priority Override
Disablad V‘D bled V‘D blad [v]
—iREMCazIn || (22 ] [Disei ] [Disebi ]
Port 1 VLAN Tag Management
L-Port 2 |Frame Tag Mode——Provider Ether Type— R
+4[22] ONPS-A [Proviger [v]|[xazas [+ 3
Control Frames Management
Pause Admin Mods—— Pause Oper Mode Contral Functions Supported
‘ Disabled [zl ‘ Disabled ‘ Mone |
User Priority —
Remap 0 to: 1/Remap 1 to: 1/Remap 2 to: 1/Remap 3 to: 1
| o) o) o) ] 2
Version 04 6 ‘

Set the Frame Tag Mode to Provider, set the EtherType as x88A8, and click the Save button.
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5. Go to REM S3230-1040, Port 1 and click on the ADVANCED tab.

ION System [<]
=" 10N Stack
= Chassis
- [0B]IOMIM
= [M]c2110-1013
--Port 1
L Part 2
=+ [16]C3220-1040
L-Port 1
=-Part 2
=" [18]C2220-1014
ot 1
~-Part 2

MAIN ‘ ADVANCED | | COUNTERS ” LOAM | |

Bandwidth Allocation

Rate Limiting Made—|Egress Rate Limit—|Ingress Rate Limit
‘[Cnums AllLayer1 = Hl‘ Unlimited v” “ Unlimited b

MAC Security
|SA Lock
HD\sah\ed

11SA Lack Action

| Filter Unknown Unicast— (Filter Unknown Mutticast—|
b H” Discard and Notify

v”HD\aahlad vHHD\sah\ed VH

VLAN Forwarding Rules

|VLAN Status 1| Discard Tagged 1|Discard Untagged— |Force Default VLAN——
HDlsab\ed HHD\sah\Ed VH"Dlsah\ed v”HD\sahled VH
Default VLAN ID

[

Priority Forwarding Rules

Default Priority——IEEE Priority Class—|IP Traffic Class———— | Priority P! d —
[1 thEnah\ed V”hEnahled v [use P v

| SA Priority Qverride 1|DA Priority Override 1/VID Priority Qverride—

HD\sab\ed VH”Dlsab\ed V”HD\sabled VH

VLAN Tag Management

Frame Tag Mode——|Provider Ether Type———
‘ Customer V‘|| XB0AG

<

tion in the Frame

Tag Mode field, select Customer.

In the Provider Ether Type field, select x88A8.

Configure the “Customer Port” under port-level configuration. In the VLAN Tag Management sec-

[09]IONMM

+H[13C2220-1011

—F[7]C3230-1013
Port 1
='Port 2

—FREMC3230-1040 ||

i-Port 1

“Port 2

+H[22]I0NPS-A

System ¥ | View =  Help v
10N System wan |[[ESVSSS counteRrs || Loam |
il O Stae e Banduwidth Allocation

='Chassis

Rate Limiting Mode—— Egress Rate Limit——— Ingress Rate Limit
‘Emmts All Layer 1 |—‘ ||Un\|m|(ed \—} "TJnlmmed M
MAC Security

|SA Lock—————| A Lock Action———Filter Unknown Unicast— | Filtar Unknown Multicast
| Disabled []/|| Discard and Notify ivﬂ‘ﬁsameu 1 | Disabled |~7ﬂ

VLAN Forwarding Rules
(VLAN Statu:
|[Enabled

| |Discard Tagged
HHD\sah\ed

ggvatmgwnj
i

Priority Forwarding Rules

DE'.-”‘““ Priorit IEEE Priority Class P Traffic Class Priority Precedence
||'Enab|ed ‘[D\samea h Uss [EEE v

§&EFILHI} Qverride DA Priority Override VID Priarity Override
‘\Dlsab\ed [ ||D\sahled ¥ ‘\D\sah\ad [

1\ Discard Untagged

| |Force Default VLAN——
[v]| || Disabled

[v]]|[Disabled fl

v

Gelting values finished

Version 04 6]

Select REM-C323x, select the VLAN tab, and verify the VLAN database configuration.

System~  View~v Helpr |
ION System AN | apvancep | siTe || HTes | ssH || raous | Act | wac \-I S0AM | ]
= \Q!W Stack VLANS
= F:hassm VLAMID FDBID Priority Override Priority - Member Tag Port 1 Member Tag Port 2
+-[09]ITNMM
i %13102220 1011 1 0 Disabled 0 memEgressMolod | memEgressMolMod
+ [17]C3230-1013 100 0 Disabled 0 memEgressMolMod | memEgressMolod
i Loport i VLAN ID FDB ID Priority Override Pricrit
L |'lo |Disabled =l [o [+]
: — REM'C3230-1040 I M_Empngag Port 1 M:ampngag Port 2
Port 1 | |mamEgrasanMnd UnemEgresanMnd
Port 2
+[22]lONPS-A

Verify:
a.

VLAN ID =100.

b.
C.
d

Member Tag Port 1 set to NoMod.
Member Tag Port 2 set to NoMod.

Member Tag Port 3 for NoMod. (53231 model only).
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Configuring Q-in-Q (Provider Tagging)

The ION system supports Q-in-Q service, where a frame may contain one or more tags. Complete
IEEE802.1ad support is not supported, but provider tags can be added or stripped on a per-port basis.
There are different cases for VLAN service translation, providing options for dealing with C-Tags and S-
Tags. Using IEEE 802.1Q-in-Q frames is an effective way to construct Layer 2 tunnels, apply QoS policies,

etc.

The figure below illustrates tagging options that exist for using C-Tags and S-Tags.

|
1 C-tag is added by
: Provider upon entrance to

} Frame is untagged | network
Gaellly by subscriber - @ >
. Frameis untagged , S-tag is added by Provider upon entrance to netwark
Case B: by subscriber < - 49 -
i | C-tag is continued by Provider
Case C: Frame is C-tagged | g y
by subscriber €@ >

e B: Frame is C-tagged 1 C-tag is replaced with S-tag by Provider
ase by subscriber 4—:—@ 3

S-tag |:2"" tag) is added by Provider at UMI {or later point)

Case E: Frame is C-tagged |

oy susscriver <« >

Figure D-2: Q-in-Q (Provider Tagging)

Case B and Case E above are more widely used by providers when subscriber’s traffic enters and leaves

the provider network at the UNI.

Q-in-Q implies a C-tag followed by the S-Tag or another C-Tag.

Not all of the steps below are required for each possible VLAN configuration. Note: VLAN 1 is the default

VLAN and you cannot Edit or Delete it.

Q-in-Q service can be configured in the NID using either the CLI or the Web method.
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Q-in-Q Config — CLI Method
This procedure configures Q-in-Q using ethtype = 0x9100.

1.

10.
11.

Access the NID through either a USB connection (see “Starting a USB Session” on page 41) or a
Telnet session (see “Starting a Telnet Session” on page 43).
Add a VLAN Database Entry. This adds a new VLAN to the device. By default, VLAN ID one (VID 1) is
defined for internal use. Type:
add vlan—db vid=<xx> [priority=<yy>] [pri—override={enable | disable}]
where:
xx = ID (2—4094) of the VLAN to which the device is to become a member
yy = optional; priority for frames
Set the VLAN Database Member/Egress Tagging. This sets the priority of a row of the VLAN forward-
ing database. Type:
set vlan-db vid=<xx> port=<yy> memetag=<zz>
set vlan-db vid= <xx> fid=<yy> pri-override=<aa> priority=<bb>
Where:
ww =
xx = number that identifies the VLAN (2-4094)
yy = logical port index or fid
zz = valid memetag choices are:
e noMod
notMember
e tag
e unTag
aa = pri-override={enable | disable}
bb = priority = {0-7}
Press Enter.
Set the Management VLAN admin state to enable. Type:
set mgmt vlan state=enable
Press Enter.
Select the management VLAN ports. Type:
set mgmt vlan port=port-list
Where:
Port-list = a management VLAN port (1-19)
Example: C1|S13|l0d/>set mgmt vlan port=2,4,5
Press Enter.
Set the port discard untagged non-management frames option to true if untagged non-management
frames are to be discarded for this port. Type:
set port discard-untagged=truth-val
Where:
Truth-val = true or false
Example: C1|S13|10ap1|l1p2/>set port discard-untagged=true
Press Enter.
Set the port discard tagged non-management frames option to true if the tagged non-management
frames for this port are to be discarded. Type:
set port discard-tagged=truth-val
Where:
Truth-val = true or false
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Example: C1|S13]10ap1|l1p2/>set port discard-tagged=true
12. Press Enter.
13. Set the port default VLAN-ID for this port. Type:
set port default-vid=vid
Where:
vid =2 -4094
Example: C1|S13|10apl|llp2/>set port default-vid=2
14. Press Enter.
15. Set if force port to use default VLAN-ID. If set to true, this forces all untagged and 802.1Q tagged
frames to assume the default VLAN-ID. Type:
set port force-default-vid=truth-val
Where:
Truth-val = true or false
Example: Cl|S13|10apl|llp2/>set port force-default-vid=true
16. Press Enter.
17. Set the port VLAN tag mode of a port interface. Type:
set port vlan tag mode= provider
Example: Cl|S13|10apl|llp2/>set port vlan tag mode=provider
18. Press Enter.
19. Set the Ethernet type for the VLAN tagging mode that was set to provider in step 17.
Type:
set port vlan tag provider ethtype= x9100
Example: C1|S13|l0ap1|l1p2/>set port vlan tag provider ethtype=x9100
20. Press Enter.
21. Add a new row in the VLAN forwarding database. Type:
add vlan-db vid=vlan-id [pri-override=override] [priority=prio]
Where:
vlan-id = 1-4094
override = enable or disable
prio = the priority for frames (0-7)
Example:
Cl|S13|10apl|llp2/>add vlan-db vid=3 pri-override=enable priority=1
22. Press Enter.
23. Set the priority override of a VLAN forwarding database row. This sets the override priority on
frames associated with this VID of the VLAN forwarding database. Type:
set vlan-db vid=vlan-id fid=fid pri-override=override
Where:
vlan-id =1-4094
fid=0
override = enable or disable (specify if override priority on frames enabled in step 18)
Example:
Cl|S13|10apl|llp2/>set vlan-db vid=3 £fid=0 pri-override=enable
24. Press Enter.
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25. Set the priority of a VLAN forwarding database row. Type:

set vlan-db vid=vlan-id fid=fid priority=prio
Where:
vlan-id = 2-4094
fid=0
Prio = priority for frames (0-8)
Exanuﬂ& Cl|S13|10apl|llp2/>set vlian-db vid=3 fid=0 priority=2

26. Press Enter.
27. Set the member and egress tagging of a VLAN forwarding database row. Type:

set vlan-db vid=vlan-id port=port-id memetag=tag mode
where:
vlan-id = 1-4094
port-id = logical port index
tag_mode = noMod, notMember, tag, unTag

Example:
Cl|S13|10apl|llp2/>set vlian-db vid=3 port=2 memetag=Tag

28. Press Enter.
29. Use CLI commands to verify your VLAN configuration(s).

e Show all existing VLAN(s) on the NID. Type show vlan and press Enter. For example:

Cl|S13|L0OD/>show vlan

vid fid priority p-override portl port2 port3

1 0 0 disable NoMod NoMod notApp

e  Show the Management VLAN configuration. Type show mgmt vlan config and press
Enter to show the management VLAN configuration on a device. Example:

C1|S13]/10d/>show mgmt vlan config

vlan id vlan state vlan portlist

e Show the VLAN Service configuration on a device. Type show vlan service and press En-
ter. Example:

Cl|S13]10d/> show vlan service

VLAN service connection type: customerProvider
VLAN service VID for tag: 8

VLAN service Ethernet Type for tag: 0x8100

VLAN translation type: untagged to untagged

e Show the Port VLAN configuration. Type show port vlan config and press Enter.
For example:

Cl1S13|10apl|llp2/>show port vlan config

Dotlg state: vlanEnabled
Discard-tagged: false
Discard-untagged: false
Default VLAN id: 22

Force use default VLAN id: false
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o Show the Port VLAN Tag configuration. Type show port vlan tag config and press
Enter. For example:

Cl|S13|10apl|llp2/>show port vlan tag config
Tagging mode: provider
Network tagging: addTag

e Show the VLAN forwarding database configuration for the device. Type show vlan-db
config and press Enter. For example:

Cl|S13|/11d> show vlan-db config

vid:1 £id:0 priority:0 priv_override:disable
portl: NoMod port2: NoMod

vid:100 fid:0 priority:0 priv override:disable
portl: notMember  port2: notMember

30. Click the Add button to add the newly-defined VLAN.
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Q-in-Q Config — Web Method
This procedure configures Q-in-Q using ethtype = 0x9100.

1. Access the NID through the Web interface (see “Starting the Web Interface” on page 45).
2. Select the REM-S323x device and then select the VLAN tab.

ION System “man || apvancep | sntp [ HTTPs || ssH || rabius | act || Fos | soam |
= ION Stack m—
ol [?hEBSIS VLANID FDBID Priority Override Priority  Member Tag Port 1 Member Tag Port 2
—+[03]C3230-1040 -
i 1 0 Disabled 0 MoMod lolaod
~Port 1

: _;__sz !VLAN D X .FDB D y !F'r?urity Cwverride 3 !F'r\orily :
N | |//|0 | |Disabled >0 i
+1[05]C3230-1040 !
[O7]IONMM Member Tag Part 1 IMember Tag Port 2
+ [10]C3231-1040 UnTag v| UnTag ]
+ [12]c2110-1013

3. Addanew VLAN ID in the VLANSs section:
e. Enter VLAN ID =100.
f. Set Member Tag Port 1 to NoMod.
g. Set Member Tag Port 2 to NoMod.
h. Set Member Tag Port 3 to NoMod (3-port models only).
i. Click the Add button.

The new VLAN ID 100 displays in the VLANSs table:

maiN || ApvanceD | swte || HTTPs || ssH || RaDws || acL || Foe [RENE soaw |
VLANS

VLAM ID | FDBID  Pricrity Cverride Pricrity  Member Tag Pert 1 Member Tag Port 2
1 0 Disabled 0 MNoMod MNoMod

100 0 Disabled 0 UnTag Tag

VLAN ID FDB ID Pririty Override Priarity

[100 | o | [Disabled E v
Member Tag Port 1 Member Tag Pot 2~

UnTag ¥ | Tag ¥

4. Go to REM S32xx-1040, Port 2 and click on the ADVANCED tab, and configure the “Provider Port”
under port level config in the VLAN Tag Management section.
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ION System

Cl| mam \ COUNTERS | Loam || omi |

— ION Stack

—rChassis

i-Port 1

‘-Port 2

230
- [OT]IONIAN
+1[101G3231-1040
+[121C210-1013
+[13]C2210-1013
+ [16]C2220-1014
+1[18]C3220-1040
+[22]IONPS-A

Bandwidth Allocation

|Rate Limiting Mode—|Egress Rate Limit—|Ingress Rate Limit———
||Cnunts All Layer 1 V” H Unlimited e H”Un\im\ted V”

MAC Security

L REM-53230-1040 1SA Lock: | SA Lock Action——Filter Unknown Unicast—Filter Unknown Multicast )

Disabled w | || Discard and hiotif Dicablod ~ ||| Disabled hd
i I

Vi orwarding Rules

|VLAN Status—— | Discard Tagged*\ |Discard Untagged—Force Default VLANﬁ

|[Disabled |||[Enabled | [Enabled | ([Enabled

Default VLAN 1D

Priority Forwarding Rules
|Default Priority————|IEEE Priority Class—(IP Traffic Class———Priority Precedence———

[0 | |[Enabled | [Enabled ~|||[use IP v
SA Priorit igijty Override WID Priority Override
u! Sabled ~ ||| Disabled Disabled o

WLAM Tag Management

|Frame Tag Mode———|Provider Ether Type——
|[Metwork v |||[xsam8 ~|

|Remap 0to-————|Remap 1 to: 1|Remap 2 to 1(Remap 3to-——————
o = |[1 | E =3 |

|Remap 410 |Remap 5 to: 1|Remap 6 to |Remap 7 to:
95 OIE 0 0

Refresh| Help|

5. Set the Frame Tag Mode to Provider, set the EtherType as x88A8, and click the Save button.

ION System <]

—10N Stack
—+Chassis
— [03]C3230-1040
Pt
C[=Pot2

—-REM:33230-
1040

t-Port 1
: “Port2
+ [05]C3230-1040
- [OT]IONMM
+ [10]C3231-1040
+ [12]C2110-1013
+ [13]C2210-1013
+ [16]C2220-1014
+[18]C3220-1040
+-[22]I0NPS-A

COUNTERS | LOAM | DM |

Bandwidth Allocation

|Rate Limiting Mode—Egress Rate Limit——Ingress Rate Limit——
||Cnums All Layer 1 V””Unhm\ted V” H Unlimited b H

MAC Security

1SA Lock— 1/ SA Lock Action——|Filter Unknown Unicast—|Filter Unknown Multicast—
||Disab\ed V||||Discard and Natify V|| H Disabled ™ H H Disabled L ||

YLANM Forwarding Rules

|WLAN Status— 1 |Discard Tagged—— | Discard Untagged—|Force Default VLAN—
|[Disabled ||| Disabled ~||[Disabled v|||[Disabled ~

Default VLAN ID

Priority Forwarding Rules

| Default Priority |IEEE Priority Class |IP Traffic Class |Pricrity Precedence
[0 ¥ ([Enabled ~||[Enabled v [use P v

|SA Priority Override—1\DA Priority Override——VID Priority Override——
|[Disabled ~|||[Disabled v|||[Disabled v

|| WLAM Tag Management

Frame Tag Mode Provider Ether Type
e840 v

User Priority

|Remap 0 to 1|Remap 1to 1/Remap 2 to 1(Remap3to———
o | = |2 |2 |
|Remap 4 to: 1|Remap 5 to: 1|Remap 6 to: |Remap 7to:———
[4 ] |[s | |[s o) |[7 o

Refresh Help|

6. Go to REM S3230-1040, Port 1 and click on the ADVANCED tab.
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ION System | mal (| ~ovancED BN || Loam
—

e Ohlistack Bandwidth Allocation
—"?hEBSIB Rala Limiting Mode- Egress Rate Limit Ingress Rate Limit
~-[03]C3230-1040 \Cnums Alllayer1 v h Unlimited ‘ [Unlimited ¥
i ePortd
i .Port 2 MAC Security
Ly y |SA Lock |SA Lock Action 1/ Filter Unknown Unicast Filter Unknown Multicast
: IEIC3ZI0A040 |[Disabled vl‘HDlscard and Notify thD.sah\ed —Hlesahled —|

Port 1
o VLAN Forwarding Rules

WLAN Statu: 1Discard Tagged 1|Discard Untagged Force Default VLAN—
thsab\ed H"D\sabled V””D\sah\ed ‘ Dlsah\ed VH

Default VLAN 1D

— REM §3230-1040
Port 1
i Port 2
- [OT]IONMNT
+-[10]C3231-1040

[
f I Priority Forwarding Rules
f [12]c2110-1013 Default Priority————|IEEE Priority Class—IP Traffic Class——— | Priority Precedence———
++[13]C2210-1013 0 ~|||[Enabled ‘(Enamad vH“LJse IEEE ~l|
T il SA Priority Ou emde—HDA F‘nnr\t}i Override V\D Priority Override
+-[18]C3220-1040 J%_ e Disabled ~|
+-[22]ONPS-A X

VLAM Tag Management

\Frame Tag Mode— Provider Ether Type—
|[Provider ~||[xat00 ~

MLiger Priority
Remap Oto:— | Remap 1to 1|Remap 2 to 1|Remap 3to:————
| Sk g “
Remap 4 to: 1|Remap & to 1|Remap 6 to 1|Remap 7to:—————
B as v s Ol g

7. Configure the “Provider Port” under port-level configuration. In the VLAN Tag Management section
in the Frame Tag Mode field, select Provider.

8. Inthe Provider Ether Type field, select 0x9100.

9. Select REM-C323x, select the VLAN tab, and verify the VLAN database for correct set-up.

ION System A | apvanceD | sute | HTTes | ssH || Rapws | act | Fos RS soam |
=H10N Stack VLANS
- [?hassws VLANID | FDBID  Priority Override Priority  Member Tag Port 1 Member Tag Port 2
=1[03]C3230-1040 ;
1 0 Disabled 0 Naollod MNolMod
Port 1 2
L port 2 100 0 Disabled 0 Nollod NalMod
—.REM:53230- VLAN ID FDB ID Priarity Override Priority
1040 [100 | [o | [Disabled ~ o v
i Far Member Tag Port 1 Member Tag Port 2
Port 2 [Nomod | [Holed v
e

Verify the desired Priority and Priority Override settings and verify these settings:
e. VLANID =100.

f. Member Tag Port 1 set to NoMod.

g. Member Tag Port 2 set to NoMod.

h. Member Tag Port 3 for NoMod (three port models only).
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Appendix E. SNMP Traps Supported

This appendix provides information on SNMP traps supported on the IONMM, including when a trap is
generated and what information is in each trap.

All ION system critical events are reported via SNMP Traps. The ION system uses only SNMPv2 traps,
with the definition of NOTIFICTION-TYPE in the MIB (Management Information Base).

Traps are generated when a condition has been met on the SNMP agent. These conditions are defined in
the Management Information Base (MIB). The administrator then defines thresholds, or limits to the
conditions, that are to generate a trap. Conditions range from preset thresholds to a restart.

All of the values that SNMP reports are dynamic. The information needed to get the specified values

that SNMP reports is stored in the MIB. This information includes Object IDs (OIDs), Protocol Data Units
(PDUs), etc. The MIBs must be located at both the agent and the manager to work effectively.

Traps List

ionSlotStatusChangeEvt

ionChassisDiscoveredEvt

ionChassisRemovedEvt

entSensorThresholdNotification

ionDMIRxIntrusionEvt
ionDMIRxPowerEvt
ionDMITxPowerEvt
ionDMITxBiasEvt

ionDMITemperatureEvt

O IN|O |0~ |WIN| >

©

-
o

. ionSysDyingGaspTrap
. ionSoamCCMDefectTrap
. ionSoamRemoteMepAddTrap

—_
—_

N
N

-
w

. ionSoamRemoteMepRemoveTrap
. dot1agCfmFaultAlarm
newroot

—_
N

=N
o

-
(o))

. topologyChange

. dot30amThresholdEvent
. linkDown

. linkUp

. risingAlarm

—_
~

-
oo

-
©

N
o

N
-

. fallingAlarm
. ionlfSourceAddrChangeEvt
. ionDevSysAclldsEvt

N
N

N
w
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SNMP v1 Traps

Most SNMPv1 messages follow a model where a client (Network Management System) makes a request
and a server (agent) responds to that request. Traps are the exception. An SNMP agent will transmit a
trap to the NMS when it has a condition to report that is deemed too important to wait until asked. A
common example of this is the failure of a communications link.

With most traps, the agent will include something called "'Interesting' variable bindings," which are the
OID(s) and value(s)of MIB variable(s) that provide more information about the condition. So, for exam-
ple, when a communications channel fails, the agent will send a pSError trap, which will have the OID of
the "Link" or "Signal Detect" variable for that channel, and the value "down." Newer versions of Man-
agement Module firmware will also include bindings for the BIA (Cabinet serial number), slot, and (if ap-
plicable) subdevice of the entity in question. This information is always embedded in the first binding (as
above), but are repeated separately for more convenient viewing under certain NMS packages.

SNMP v2 Traps
All ION system SNMP Trap messages conform to SNMPv2 MIB RFC-2573.

See the “Supported MIBs” section on page 32 for information on the x222x / x32xx NIDs support for
public (standard) and private MIBs. For information on “Configuring SNMP” see page 234. See the ION
Management Module (IONMM) User Guide manual for SNMP traps supported on the IONMM.

A sample SNMP message sequence is shown below.

SNMP Message Seguence
SNMP PDU {GetRequest, Setrequest, efc.)

SNMP Varbind List {Sequence) \\.
SNMP : ’ ~
Y Cogll:l]rl:;ny Request ID Error Iﬁg Warbind (Sequence)
(Integer) : (Intager) {Integar) ; = Valua

R Rl / Dbje?clldoe; i V (Integer, Octet String, etc.)
Figure E-1: SNMP Message Sequence
SNMP v3 Traps

SNMP v3 traps are mainly SNMPv2 traps with added authentication and privacy capabilities. SNMPv3
Traps use the enginelD of the local application sending the trap rather than the enginelD of the remote
application. This means that you must create users in your remote user database and create one for
each enginelD you wish to send traps from.
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MIB Traps Summary
The ION system MIB Traps are summarized in the table below in terms of related MIB and varbinds.

Table 34: MIB Traps Summary

MiB TRAP

(linked to section) (linked to section) VARBINDS

entPhysicallndex,
TN-ION-BPC-MIB ionSlotStatusChangeEvt ionChassisSlotNumber
ionChassisSlotStatus

entPhysicallndex

TN-ION-Chassis-MIB ionChassisDiscoveredEVt ionChassisStackSerialNo

entPhysicallndex

ionChassisRemovedEvt ionChassisStackSerialNo

TN-ION-ENTITY-SEN- entSensorThresholdValue

entSensorThresholdNotification

SOR-MIB entSensorValue
ifindex
TN-ION-MGMT-MIB ionDMIRxIntrusionEvt ionDMIRxPwrLvIPreset

ionDMIRxPowerLevel

ifindex
ionDMIRxPowerEvt ionDMIRxPowerAlarm
ionDMIRxPowerLevel

iflndex
ionDMITxPowerEvt ionDMITxPowerAlarm
ionDMITxPowerlLevel

ifindex,
ionDMITxBiasEvt ionDMITxBiasAlarm,
ionDMITxBiasCurrent

iflndex
ionDMITemperatureEvt ionDMITempAlarm
ionDMITemperature

ionSysDyingGaspTrap
rxPwrThreshold

IEEE8021-CFM-MIB dot1agCfmFaultAlarm dot1agCfmMepHighestPrDefect

BRIDGE-MIB newroot
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MIB
(linked to section)

TRAP
(linked to section)

VARBINDS

topologyChange

DOT3-OAM-MIB

dot30amThresholdEvent

dot30amEventLogTimestamp,
dot30amEventLogOui,
dot30amEventLogType,
dot30amEventLogLocation,
dot30amEventLogWindowHi,
dot30amEventLogWindowLo,
dot30amEventLogThresholdHi,
dot30amEventLogThresholdLo,
dot30amEventLogValue,
dot30amEventLogRunningTotal,
dot30amEventLogEventTotal

linkDown

iflndex,
ifAdminStatus,
ifOperStatus

iflndex,
ifAdminStatus,
ifOperStatus

risingAlarm

alarmindex,
alarmVariable,
alarmSampleType,
alarmValue,
alarmFallingThreshold

fallingAlarm

alarmindex, alarmVariable, alarmSample-

Type,
alarmValue,
alarmFallingThreshold

TN-ION-VLAN-MGMT-
MiB

ionlfSourceAddrChangeEvt

ION-DEV-SYS-ACL-
MiB

ionDevSysAclldsEvt
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TN-ION-MGMT-MIB.smi

ionDevSysMgmt OBJECT IDENTIFIER ::= { ionDevMgmt 1 }
ionDevSysLPT OBJECT IDENTIFIER ::= { ionDevMgmt 2 }
ionDevSysDyingGasp OBJECT IDENTIFIER ::= { ionDevMgmt 3 }

ionDevSysCfgTable OBJECT-TYPE
= { ionDevSysLPTEntry 5 }

-- Dying Gasp management

ionDevSysDyingGaspTable OBJECT-TYPE
SYNTAX  SEQUENCE OF IonDevSysDyingGaspEntry
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION
"This table supplements the ENTITY-MIB for 2-port devices managed by this Agent."
== { ionDevSysDyingGasp 1 }

ionDevSysDyingGaspEntry OBJECT-TYPE
SYNTAX  IonDevSysDyingGaspEntry
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION
"An entry in the table contains additional information related to a device."
INDEX { entPhysicallndex }
::= { ionDevSysDyingGaspTable 1 }

TonDevSysDyingGaspEntry ::= SEQUENCE
{

}

ionSysDyingGaspTrap OBJECT-TYPE
SYNTAX INTEGER { enabled(1), disabled(2), notSupported(3) }
MAX-ACCESS  read-write
STATUS current
DESCRIPTION
"Devices which support this feature allow write for enabling or disabling the feature.

ionSysDyingGaspTrap INTEGER

When a device detects the power is going to be lost, a system dying gasp procedure will be triggered inter-
nally.

If this ionSysDyingGaspTrap is set to enabled, a ionDyingGaspEvt will be sent out.

Other events may also be sent out in this procedure, e.g. LOAM event.

The LOAM event (enabled by dot30amDyingGaspEnable) and this Trap event will be processed at the same
time if both enabled.

If LOAM is enabled in multiple ports, the LOAM event will be sent out one port by one port beginning from
the smaller port number (e.g. smallest one is copper port, port 1)

If multiple trap servers are enabled, the trap will be sent out one server by one server beginning from the server
1.

Depends on different hardware, the dying gasp's power may be not enough for sending out all the LOAM
event and Traps.
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So, it is suggested that users should keep as few targets as possible."
::= { ionDevSysDyingGaspEntry 1 }

--ION Ethernet Interface management

== { tnlonMgmtNotifications 6 }

ionDyingGaspEvt NOTIFICATION-TYPE
STATUS current
DESCRIPTION
"when the device lost power, this dying gasp trap will be sent out."
== { tnlonMgmtNotifications 7 }

33472 Rev. K https://www.lantronix.com/ Page 567 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Agent_lll_Private MIBS

ION-DEV-SYS-ACL-MIB

The ionDevSysAclldsEvt event is included in ‘ION-DEV-SYS-ACL-MIB.my’. This event is related to
‘iptableRulesTable’ which is also defined in ‘ION-DEV-SYS-ACL-MIB.my’.

ionDevSysAclIdsEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicallIndex, gRulelndex

}
STATUS current
DESCRIPTION
"An ionDevSysAclldsEvt event is sent if an IDS (Intrusion Detection Systems) is detected.
The entPhysicallndex event indicates in which SIC the IDS is detected.
The entPhysicallndex/gRulelndex indicates which ACL rule is matched for this IDS."
= { tnlonMgmtNotifications 16 }

ION-DEV-SYS-HTTPS-MIB

None

ION-DEV-SYS-IPMGMT-MIB

None

ION-DEV-SYS-RADIUS-MIB

None

ION-DEV-SYS-SNMPMGMT-MIB

None

ION-DEV-SYS-SNTP-MIB

None

ION-DEV-SYS-SSH-MIB

None

ION-DEV-SYS-TFTP-MIB

None
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TN-ION-VLAN-MGMT-MIB.mib

The ionlfSourceAddrChangeEvt event is included ‘TN-ION-VLAN-MGMT-MIB.mib’.
The ‘ionlfSourceAddrChangeEvt’ event is related to ‘ionlfMACSecurityTable’ which is defined in
‘TN-ION-MGMT-MIB.smi’.

ionIfSourceAddrChangeEvt NOTIFICATION-TYPE
OBJECTS {
ionFIDDbMacAddress, ionFIDDbConnPort
}

STATUS current
DESCRIPTION
"An ionlfSourceAddrChangeEvt event is sent when the ionlfSourceAddrLock is set to 'true’,
the ionlfSourceAddrLockAction is set to 'discard AndNotify' or 'all' and there is an intrusion/SA change
on this port."
::= { tnlonVlanQoSMgmtNotifications 1 }
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TN_ION Private MIBS
TN-ION-BPC-MIB

ionSlotStatusChangeEvt

An ionSlotStatusChangeEvt event is sent when a new module is inserted in this slot or when it is removed.

The chassis is identified by its entPhysicallndex.
Varbinds

entPhysicallndex
SYNTAX INTEGER

DESCRIPTION

"The entPhysicalIndex in this chassis."

ionChassisSlotNumber,

SYNTAX INTEGER
DESCRIPTION

"The slot number in this chassis."

ionChassisSlotStatus
SYNTAX INTEGER { empty(l), occupied(2)
DESCRIPTION
"The status of the slot, whether occupied or empty."

OoID

MIB Description

ionSlotStatusChangeEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicallndex,
1onChassisSlotNumber,
ionChassisSlotStatus
}
STATUS current
DESCRIPTION

}

"An ionSlotStatusChangeEvt event is sent when a new module is inserted in this slot or when it is re-

moved. The chassis is identified by its entPhysicallndex."

::== { tnlonBkPlaneNotifications 1 }
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TN-IONCHASSIS-MIB

ionChassisDiscoveredEvt
An ionChassisDiscoveredEvt event is sent when a new chassis is discovered.

Varbinds

entPhysicallndex

SYNTAX INTEGER
DESCRIPTION

"The entPhysicallndex in this chassis."

ionChassisStackSerialNo
SYNTAX OCTET STRING
DESCRIPTION
"The chassis serial number, this is unique to each chassis."

OID

MIB Definition

ionChassisDiscoveredEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicalIndex,
ionChassisStackSerialNo
}
STATUS current
DESCRIPTION

"An ionChassisDiscoveredEvt event is sent when a new chassis is discovered."
::= { tnIonChassisNotifications 1 }
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ionChassisRemovedEvt
An ionChassisRemovedEvt event is sent when a managed chassis is removed.

Varbinds

entPhysicallndex

SYNTAX INTEGER
DESCRIPTION

"The entPhysicallndex in this chassis."

ionChassisStackSerialNo

SYNTAX OCTET STRING

DESCRIPTION

"The chassis serial number, this is unique to each chassis."

OoID

MIB Description

ionChassisRemovedEvt NOTIFICATION-TYPE
OBJECTS {
entPhysicalIndex,
ionChassisStackSerialNo

}
STATUS current
DESCRIPTION
"An ionChassisRemovedEvt event is sent when a managed chassis is removed."
::= { tnIonChassisNotifications 2 }
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TN-ION-ENTITY-SENSOR-MIB

entSensorThresholdNotification
The sensor value crossed the threshold listed in entSensorThresholdTable.

This notification is generated once each time the sensor value crosses the threshold.

The agent implementation guarantees prompt, timely evaluation of threshold and generation of this notifi-
cation.

Varbinds
entSensorThresholdValue
SYNTAX SensorValue
DESCRIPTION

"This variable indicates the value of the threshold.

To correctly display or interpret this variable's value, you must also know entSensorType, entSen-
sorScale, and entSensorPrecision.

However, you can directly compare entSensorValue with the threshold values given in entSensorThresh-
oldTable without any semantic knowledge."

entSensorValue

SYNTAX SensorValue
DESCRIPTION
"This variable reports the most recent measurement seen by the sensor.

To correctly display or interpret this variable's value, you must also know entSensorType, entSen-
sorScale, and entSensorPrecision.

However, you can compare entSensorValue with the threshold values given in entSensorThresholdTable
without any semantic knowledge."

SensorValue TEXTUAL-CONVENTION

SensorValue ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"For sensors that measure volts AC, volts DC, amperes, watts, hertz, Celsius, or cmm, this item is a fixed
point number ranging from -999,999,999 to +999,999,999. Use the value -1000000000 to indicate under-
flow. Use the value +1000000000 to indicate overflow. Use SensorPrecision to indicate how many frac-
tional digits the SensorValue has.

For sensors that measure percentRH, this item is a number ranging from 0 to 100.

For sensors that measure rpm, this item can take only nonnegative values, 0..999999999.

For sensors of type truthvalue, this item can take only two values: true(1), false(2).

For sensors of type specialEnum, this item can take any value in the range (-1000000000..1000000000),
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but the meaning of each value is specific to the sensor.

For sensors of type other and unknown, this item can take any value in the range
(-1000000000..1000000000), but the meaning of the values are specific to the sensor.

Use Entity-MIB entPhysicalTable.entPhysical VendorType to learn about the sensor type."
SYNTAX INTEGER (-1000000000..1000000000)

OID

MIB Description

entSensorThresholdNotification NOTIFICATION-TYPE
OBJECTS { entSensorThresholdValue, entSensorValue }
STATUS current

DESCRIPTION

"The sensor value crossed the threshold listed in entSensorThresholdTable.

This notification is generated once each time the sensor value crosses the threshold.
The agent implementation guarantees prompt, timely evaluation of threshold and generation of this

notification."
::= { entitySensorMIBNotifications 1 }
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TN-ION-LOAM-EXT-MIB

None

TN-ION-MGMT-MIB

ionDMIRxIntrusionEvt

An ionDMIRxIntrusionEvt event is sent if the ionDMIRxPowerLevel falls below the
ionDMIRxPwrLvIPreset indicating an intrusion on the fiber.

Varbinds

iflndex

SYNTAX INTEGER32 ()
DESCRIPTION

"[F-MIB Index of the port this was relevant to.”

ionDMIRxPwrLvlPreset

SYNTAX INTEGER (0..65535)

DESCRIPTION

"A preset level for Rx Power on the Fiber port, if the DMI read value falls below the preset value, an in-
trusion is detected, and a trap is generated."

ionDMIRxPowerLevel

SYNTAX INTEGER

DESCRIPTION

"DMI: Diagnostic Monitoring Interface for fiber transceivers. Receive power on local fiber measured in
microwatts."

OoID

MIB Description

ionDMIRxIntrusionEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMIRxPwrLvlPreset, ionDMIRxPowerLevel
}
STATUS current
DESCRIPTION
"An ionDMIRxIntrusionEvt event is sent if the ionDMIRxPowerLevel falls below the
ionDMIRxPwrLvIPreset indicating an intrusion on the fiber."
::= { tnIonMgmtNotifications 1 }
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ionDMIRxPowerEvt
An ionDMIRxPowerEvt event is sent when there is a warning or alarm on Rx Power.

Varbinds
iflndex

ionDMIRxPowerAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMIRxPowerLevel

SYNTAX INTEGER

DESCRIPTION

"DMI: Diagnostic Monitoring Interface for fiber transceivers. Receive power on local fiber, measured in
microwatts."

OID

MIB Description

ionDMIRxPowerEvt NOTIFICATION-TYPE
OBJECTS {

ifIndex, ionDMIRxPowerAlarm, ionDMIRxPowerLevel

}

STATUS current
DESCRIPTION
"An ionDMIRxPowerEvt event is sent when there is a warning or alarm on Rx Power."
::= { tnIonMgmtNotifications 2 }
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ionDMITxPowerEvt

An ionDMITxPowerEvt event is sent when there is a warning or alarm on Tx Power.
Varbinds
iflndex

ionDMITxPowerAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMITxPowerLevel

SYNTAX INTEGER

DESCRIPTION "DMI: Diagnostic Monitoring Interface for fiber transceiv-
ers. Transmit power on local fiber measured in microwatts."

OID

MIB Definition
ionDMITxPowerEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMITxPowerAlarm, ionDMITxPowerLevel
}
STATUS current
DESCRIPTION

"An ionDMITxPowerEvt event is sent when there is a warning or alarm on Tx Power."
::= { tnIonMgmtNotifications 3 }
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ionDMITxBiasEvt

An ionDMITxBiasEvt event is sent when there is a warning or alarm on Tx Bias current,
Varbinds
iflndex

ionDMITxBiasAlarm

SYNTAX INTEGER { normal (l), notSupported(2), lowWarn(3), highWarn(4),
lowAlarm(6), highAlarm(7) }

DESCRIPTION "."

ionDMITxBiasCurrent

SYNTAX INTEGER

DESCRIPTION

"Transmit bias current on local fiber interface, in microamperes."

OoID

MIB Description

ionDMITxBiasEvt NOTIFICATION-TYPE

OBJECTS {
ifIndex, ionDMITxBiasAlarm, ionDMITxBiasCurrent
}

STATUS current

DESCRIPTION

"An ionDMITxBiasEvt event is sent when there is a warning or alarm on Tx Bias current."
::= { tnIonMgmtNotifications 4 }
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ionDMITemperatureEvt

Varbinds

iflndex
ionDMITempAlarm
SYNTAX INTEGER
DESCRIPTION "."
ionDMITemperature
SYNTAX INTEGER
STATUS current
DESCRIPTION

"Temperature of fiber transceiver in tenths of degrees C."
OoID

MIB Description

ionDMITemperatureEvt NOTIFICATION-TYPE
OBJECTS {
ifIndex, ionDMITempAlarm, ionDMITemperature

}
STATUS current
DESCRIPTION

"An ionDMITemperatureEvt event is sent when there is a warning or alarm on DMI temperature.”
::= { tnIonMgmtNotifications 5 }

TN-PROVBRIDGE-MIB

None
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TN Private MIB OID Assignments (ION System)

OoID
tnProducts.1
tnProducts.2
tnProducts.3
tnProducts.4
tnProducts.5
tnProducts.6
tnProducts.7
tnProducts.8
tnProducts.99

ION MIB module Name
tnlonChassisMIB
tnlonBkPlaneMIB
tnlonMgmtMIB
tnlonVlanQoSMgmtMIB
tnProvBridgeMIB
ionEntitySensorMIB
tnlonLOAMEXtMIB
tnlonSOAMIdxMIB
tnSoamExtMIB

tnMgmtMIB subtree OID assignments

oiD

tnMgmtMIB.1.1
tnMgmtMIB.1.2
tnMgmtMIB.1.3
tnMgmtMIB.1.4
tnMgmtMIB.1.5

ION MIB module Name
ionDevMgmt
ionInterfaceMgmt
ioninterfaceDiagMgmt
ionlfMACSecurityMgmt
ionlfQOSMgmt

« thDevMgmt subtree OID assignments

(e]]]
tnDevMgmt.1
tnDevMgmt.2
tnDevMgmt.3
tnDevMgmt.4
tnDevMgmt.10
tnDevMgmt.11
tnDevMgmt.12
tnDevMgmt.13
tnDevMgmt.14
tnDevMgmt.15
tnDevMgmt.16
tnDevMgmt.17
tnDevMgmt.18
tnDevMgmt.19

ION MIB module Name
ionDevSysMgmt
ionDevSysLPT
ionDevSysDyingGasp
ionDevSysMACLearning
ionDevSyslpmgmt
ionDevSysSntp
ionDevSysHitps
ionDevSysSsh
ionDevSysSnmpmgmt
ionDevSysTftp
ionDevSysAcl
ionDevSysRadius
ionDevSyslogMgm
ionDevSysUser

tnDevMgmt.20 ionDevSysTacPlus

tnDevMgmt.30 ionDevSysUpgraderMIB

tnDevMgmt.40 ionDevSysProvMgmt

tnDevMgmt.41 ionDevSysStateMgmt

tnDevMgmt.50 ionDevSysIPv6AcI

tnDevMgmt.60 ionDevSyslonPsAICfg
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ION Public MIBS
BRIDGE-MIB

newRoot

The newRoot trap indicates that the sending agent has become the new root of the Spanning Tree; the trap
is sent by a bridge soon after its election as the new root, e.g., upon expiration of the Topology Change
Timer, immediately subsequent to its election. Implementation of this trap is optional.

Varbinds
None

OID

MIB Description

newRoot NOTIFICATION-TYPE

-— OBJECTS {1}

STATUS current

DESCRIPTION

"The newRoot trap indicates that the sending agent has become the new root of the Spanning Tree; the
trap is sent by a bridge soon after its election as the new root, e.g., upon expiration of the Topology
Change Timer, immediately subsequent to its election. Implementation of this trap is optional."

::= { dotldNotifications 1 }

topologyChange

A topologyChange trap is sent by a bridge when any of its configured ports transitions from the Learning
state to the Forwarding state, or from the Forwarding state to the Blocking state. The trap is not sent if a
newroot trap is sent for the same transition. Implementation of this trap is optional.

Varbinds
None

OID

MIB Description

topologyChange NOTIFICATION-TYPE

-— OBJECTS {1}

STATUS current

DESCRIPTION

"A topologyChange trap is sent by a bridge when any of its configured ports transitions from the Learning
state to the Forwarding state, or from the Forwarding state to the Blocking state. The trap is not sent if a
newroot trap is sent for the same transition. Implementation of this trap is optional."

::= { dotldNotifications 2 }
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DOT3-OAM-MIB

dot30amThresholdEvent

A dot30amThresholdEvent notification is sent when a local or remote threshold crossing event is detected.
A local threshold crossing event is detected by the local entity, while a remote threshold crossing event is
detected by the reception of an Ethernet OAM Event Notification OAMPDU that indicates a threshold
event.

This notification should not be sent more than once per second.

The OAM entity can be derived from extracting the ifIndex from the variable bindings.
The objects in the notification correspond to the values in a row instance in the dot30amEventLogTable.

The management entity should periodically check dot30amEventLogTable to detect any missed events.

Varbinds

dot30amEventLog Timestamp

SYNTAX  TimeStamp

DESCRIPTION

"The value of sysUpTime at the time of the logged event. For locally generated events, the time of the
event can be accurately retrieved from sysUpTime. For remotely generated events, the time of the event
is indicated by the reception of the Event Notification OAMPDU indicating that the event occurred on the
peer. A system may attempt to adjust the timestamp value to more accurately reflect the time of the event
at the peer OAM entity by using other information, such

as that found in the timestamp found of the Event Notification TLVs, which provides an indication of the
relative time between events at the peer entity. "

dot30amEventLogOui

SYNTAX  EightOTwoOui

DESCRIPTION

"The OUI of the entity defining the object type. All IEEE 802.3 defined events (as appearing in [802.3ah]
except for the Organizationally Unique Event TLVs) use the IEEE 802.3 OUI of

0x0180C2. Organizations defining their own Event Notification TLVs include their OUI in the Event
Notification TLV that gets reflected here. "

dot30amEventLogType

SYNTAX  Unsigned32

DESCRIPTION

"The type of event that generated this entry in the event log. When the OUI is the IEEE 802.3 OUI of

0x0180C2, the following event types are defined:
erroredSymbolEvent(1),
erroredFramePeriodEvent(2),
erroredFrameEvent(3),
erroredFrameSecondsEvent(4),
linkFault(256),
dyingGaspEvent(257),
criticalLinkEvent(258)
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The first four are considered threshold crossing events, as they are generated when a metric exceeds a
given value within a specified window. The other three are not threshold crossing events.

When the OUI is not 71874 (0x0180C2 in hex), then some other organization has defined the event space.
If event subtyping is known to the implementation, it may be reflected here.

Otherwise, this value should return all F's (2732 - 1). "

REFERENCE "[802.3ah], 30.3.6.1.10 and 57.5.3."

dot30amEventLogLocation

SYNTAX  INTEGER { local(1), remote(2) }

DESCRIPTION

"Whether this event occurred locally (local(1)), or was received from the OAM peer via Ethernet OAM
(remote(2)).

dot30amEventLogWindowHi

SYNTAX  Unsigned32

DESCRIPTION

"If the event represents a threshold crossing event, the two objects dot30amEventWindowHi and
dot30amEventWindowLo, form an unsigned 64-bit integer yielding the window over which the

value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:

dot30amEventLogWindow = ((232) * dot30amEventLogWindowHi) + dot30amEventLogWindowLo.

Otherwise, this value is returned as all F's (232 - 1) and adds no useful information.

REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

dot30amEventLogWindowLo

SYNTAX  Unsigned32

DESCRIPTION

"If the event represents a threshold crossing event, the two objects dot30amEventWindowHi and
dot30amEventWindowLo form an unsigned 64-bit integer yielding the window over which the

value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:

dot30amEventLogWindow = ((2*32) * dot30amEventLogWindowHi) + dot30amEventLogWindowLo
Otherwise, this value is returned as all F's (2*32 - 1) and adds no useful information. "
REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

dot30amEventLog ThresholdHi

SYNTAX  Unsigned32

DESCRIPTION

"If the event represents a threshold crossing event, the two objects dot30amEventThresholdHi and
dot30amEventThresholdLo form an unsigned 64-bit integer yielding the value that was

crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds
while the threshold was 10). The two objects are combined as:
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dot30amEventLogThreshold = ((2732) * dot30amEventLogThresholdHi) + dot30amEventLogThresh-
oldLo

Otherwise, this value is returned as all F's (232 -1) and adds no useful information. "
REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

dot30amEventLogThresholdLo

SYNTAX  Unsigned32

DESCRIPTION

"If the event represents a threshold crossing event, the two objects dot30amEventThresholdHi and
dot30amEventThresholdLo form an unsigned 64-bit integer yielding the value that was

crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds
while the threshold was 10). The two objects are combined as:

dot30amEventLogThreshold = ((2732) * dot30amEventLogThresholdHi) + dot30amEventLogThresh-
oldLo

Otherwise, this value is returned as all F's (232 - 1) and adds no useful information.
REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

dot30amEventLogValue

SYNTAX  CounterBasedGauge64

DESCRIPTION

"If the event represents a threshold crossing event, this value indicates the value of the parameter within
the given window that generated this event (for example, 11, when 11 occurrences happened in 5 seconds
while the threshold was 10).

Otherwise, this value is returned as all F's (2”64 - 1) and adds no useful information. "
REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2.

dot30amEventLogRunningTotal

SYNTAX  CounterBasedGauge64

DESCRIPTION

"Each Event Notification TLV contains a running total of the number of times an event has occurred, as
well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amLogRunningTotal) and the number of resultant Event No-
tifications (dot30amLogEventTotal) should be identical.

For threshold crossing events, since multiple occurrences may be required to cross the threshold, these
values are likely different. This value represents the total number of times this event has happened since
the last reset (for example, 3253, when 3253 symbol errors have occurred since the last reset, which has
resulted in 51 symbol error threshold crossing events since the last reset). "

REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."

dot30amEventLogEventTotal

SYNTAX  Unsigned32
DESCRIPTION
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"Each Event Notification TLV contains a running total of the number of times an event has occurred, as
well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amLogRunningTotal) and the number of resultant Event No-
tifications (dot30amLogEventTotal) should be identical.

For threshold crossing events, since multiple occurrences may be required to cross the threshold, these
values are likely different. This value represents the total number of times one or more of these occur-
rences have resulted in an Event Notification (for example, 51 when 3253 symbol errors have occurred
since the last reset, which has resulted in 51 symbol error threshold crossing events since the last reset).

n

REFERENCE "[802.3ah], 30.3.6.1.37 and 57.5.3.2."
OoID

MIB Description

dot30amThresholdEvent NOTIFICATION-TYPE
OBJECTS { dot30amEventLogTimestamp,

dot30amEventLogOui,

dot30amEventLogType,

dot30amEventLoglLocation,

dot30amEventLogWindowHi,

dot30amEventLogWindowLo,

dot30amEventLogThresholdHi,

dot30amEventLogThresholdLo,

dot30amEventLogValue,

dot30amEventLogRunningTotal,

dot30amEventLogEventTotal

}

STATUS current
DESCRIPTION
"A dot30amThresholdEvent notification is sent when a local or remote threshold crossing event is de-
tected. A local threshold crossing event is detected by the local entity, while a remote threshold crossing
event is detected by the reception of an Ethernet OAM Event Notification OAMPDU that indicates a
threshold event.

This notification should not be sent more than once per second.

The OAM entity can be derived from extracting the ifIndex from the variable bindings.
The objects in the notification correspond to the values in a row instance in the dot30amEventLogTable.

The management entity should periodically check dot30amEventLogTable to detect any missed events."
::= { dot30amNotifications 1 }

dot30amNonThresholdEvent NOTIFICATION-TYPE

OBJECTS { dot30amEventLogTimestamp,
dot30amEventLogOui,
dot30amEventLogType,
dot30amEventLogLocation,
dot30amEventLogEventTotal

}
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STATUS current

DESCRIPTION

"A dot30amNonThresholdEvent notification is sent when a local or remote non-threshold crossing event
is detected. A local event is detected by the local entity, while a remote event is

detected by the reception of an Ethernet OAM Event Notification OAMPDU that indicates a non-thresh-
old crossing event.

This notification should not be sent more than once per second.

The OAM entity can be derived from extracting the ifIndex from the variable bindings. The objects in the
notification correspond to the values in a row instance of the
dot30amEventLogTable.

The management entity should periodically check dot30amEventLogTable to detect any missed events."
::= { dot30amNotifications 2 }

ENTITY-MIB

entConfigChange NOTIFICATION-TYPE

STATUS current

DESCRIPTION

"An entConfigChange notification is generated when the value of entLastChangeTime changes. It can be
utilized by an NMS to trigger logical/physical entity table maintenance polls.

An agent should not generate more than one entConfigChange notification-event' in a given time interval
(five seconds is the suggested default). A 'notification-event' is the transmission of a single trap or in-
forms PDU to a list of notification destinations.

If additional configuration changes occur within the throttling period, then notification-events for these
changes should be suppressed by the agent until the current throttling period expires. At the end of a
throttling period, one notification-event should be generated if any configuration changes occurred since
the start of the throttling period. In such a case, another throttling period is started right away.

An NMS should periodically check the value of entLastChangeTime to detect any missed entCon-
figChange notification-events, e.g., due to throttling or transmission loss."
= { entityMIBTrapPrefix 1 }

EtherLike-MIB

None

IANA-MAU-MIB

None

IEEE8021-CFM-V2-MIB

None

IEEE8021-TC-MIB

None
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IF-MIB

linkDown

varbinds

iflndex

SYNTAX InterfacelIndex

DESCRIPTION

"A unique value, greater than zero, for each interface. It is recommended that values are assigned contig-
uously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity's network management system to the next re-initialization."

ifAdminStatus

SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3) -— 1in some test mode
}

DESCRIPTION

"The desired state of the interface. The testing(3) state indicates that no
operational packets can be passed. When a managed system initializes, all
interfaces start with ifAdminStatus in the down(2) state. As a result of ei-
ther explicit management action or per configuration information retained by
the managed system, ifAdminStatus is then changed to either the up(l) or
testing (3) states (or remains in the down (2) state)."

ifOperStatus
SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3), -— in some test mode
unknown (4) , -- status can not be determined
-- for some reason.
dormant (5),
notPresent (6), -—- some component is missing
lowerLayerDown (7) —-- down due to state of
-- lower-layer interface(s)
1
DESCRIPTION

"The current operational state of the interface. The testing(3) state indicates that no operational packets
can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If ifAdminStatus is
changed to up(1)then ifOperStatus should change to up(1) if the interface is ready to transmit and receive
network traffic; it should change to dormant(5) if the interface is waiting for external actions (such as a
serial line waiting for an incoming connection); it should remain in the down(2) state if and only if there
is a fault that prevents it from going to the up(1) state; it should remain in the notPresent(6) state if the
interface has missing (typically, hardware) components."
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Interfacelndex ::= TEXTUAL-CONVENTION

DISPLAY-HINT "d"
DESCRIPTION

"A unique value, greater than zero, for each interface or interface sub-layer in the managed system. It is
recommended that values are assigned contiguously starting from 1. The value for each interface sub-
layer must remain constant at least from one re-initialization of the entity's network management system
to the next re-initialization."

SYNTAX Integer32 (1..2147483647)
OID
MIB Description

linkDown NOTIFICATION-TYPE

OBJECTS { ifIndex, ifAdminStatus, ifOperStatus }
STATUS current

DESCRIPTION

"A linkDown trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOper-
Status object for one of its communication links is about to enter the down state from some other state
(but not from the notPresent state). This other state is indicated by the included value

of ifOperStatus."
::= { snmpTraps 3 }

linkUp
varbinds

iflndex

SYNTAX InterfacelIndex

DESCRIPTION

"A unique value, greater than zero, for each interface. It is recommended that values are assigned contig-
uously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity's network management system to the next re-initialization."

ifAdminStatus

SYNTAX INTEGER {
up (1), -—- ready to pass packets
down (2),
testing (3) --— 1in some test mode
}

DESCRIPTION

"The desired state of the interface. The testing(3) state indicates that no operational packets can be
passed. When a managed system initializes, all interfaces start with ifAdminStatus in the down(2) state.
As a result of either explicit management action or per configuration information retained by the managed
system, ifAdminStatus is then changed to either the up(1) or testing(3) states (or remains in the down(2)
state)."
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ifOperStatus
SYNTAX INTEGER {
up (1), -- ready to pass packets
down (2),
testing (3), -— in some test mode
unknown (4) , -- status can not be determined -- for some reason.
dormant (5),
notPresent (6), -— some component is missing
lowerLayerDown (7) —-- down due to state of -- lower-layer interface(s)
}
DESCRIPTION

"The current operational state of the interface. The testing(3) state indicates that no operational packets
can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If ifAdminStatus is
changed to up(1) then ifOperStatus should change to up(1) if the interface is ready to transmit and receive
network traffic; it should change to dormant(5) if the interface is waiting for external actions (such as a
serial line waiting for an incoming connection); it should remain in the down(2) state if and only if there
is a fault that prevents it from going to the up(1) state; it should remain in the notPresent(6) state if the
interface has missing (typically, hardware) components."

Interfacelndex ::= TEXTUAL-CONVENTION

DISPLAY-HINT "d"

DESCRIPTION

"A unique value, greater than zero, for each interface or interface sub-layer in the managed system. It is
recommended that values are assigned contiguously starting from 1. The value for each interface sub-
layer must remain constant at least from one re-initialization of the entity's network management system
to the next re-initialization."

SYNTAX Integer32 (1..2147483647)
OID
MIB Description

1inkUp NOTIFICATION-TYPE

OBJECTS { ifIndex, ifAdminStatus, ifOperStatus }

STATUS current

DESCRIPTION

"A linkUp trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOperStatus
object for one of its communication links left the down state and transitioned into some other state (but

not into the notPresent state). This other state is indicated by the included value of ifOperStatus."
::= { snmpTraps 4 }
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LLDP-MIB

None

NOTIFICATION-LOG-MIB

None

P-BRIDGE-MIB

None

Q-BRIDGE-MIB

None

RFC1213-MIB

None
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RMON-MIB (RFC 2819)

risingAlarm
SNMP trap that is generated when an alarm entry crosses its rising threshold and generates an event that
is configured for sending SNMP.

Varbinds

alarmIndex

SYNTAX Integer32 (1..65535)

DESCRIPTION

"An index that uniquely identifies an entry in the alarm table. Each such entry defines a diagnostic sam-
ple at a particular interval for an object on the device."

alarmVariable

SYNTAX OBJECT IDENTIFIER

DESCRIPTION

"The object identifier of the particular variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may be
sampled.

Because SNMP access control is articulated entirely in terms of the contents of MIB views, no access
control mechanism exists that can restrict the value of this object to identify only those objects that exist
in a particular MIB view. Because there is thus no acceptable means of restricting the read access that
could be obtained through the alarm mechanism, the probe must only grant write access to this object in
those views that have read access to all objects on the probe.

During a set operation, if the supplied variable name is not available in the selected MIB view, a
badValue error must be returned. If at any time the variable name of an established alarmEntry is no
longer available in the selected MIB view, the probe must change the status of this alarmEntry to inva-
lid(4).

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

alarmSampleType

SYNTAX INTEGER ({
absoluteValue (1),
deltaValue (2)

}
DESCRIPTION

The method of sampling the selected variable and calculating the value to be compared against the thresh-
olds. Ifthe value of this object is absoluteValue(1), the value of the selected variable will be compared
directly with the thresholds at the end of the sampling interval. If the value of this object is deltaValue(2),
the value of the selected variable at the last sample will be subtracted from the current value, and the dif-
ference compared with the thresholds.

This object may not be modified if the associated alarmStatus object is equal to valid(1).
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alarmValue

SYNTAX Integer32

DESCRIPTION

"The value of the statistic during the last sampling period. For example, if the sample type is deltaValue,
this value will be the difference between the samples at the beginning and end of the period. If the sam-
ple type is absoluteValue, this value will be the sampled value at the end of the period. This is the value
that is compared with the rising and falling thresholds.

The value during the current sampling period is not made available until the period is completed and will
remain available until the next period completes."

alarmRisingThreshold

SYNTAX Integer32

DESCRIPTION

"A threshold for the sampled statistic. When the current sampled value is greater than or equal to this
threshold, and the value at the last sampling interval was less than this threshold, a single event will be
generated.

A single event will also be generated if the first sample after this entry becomes valid is greater than or
equal to this threshold and the associated alarmStartupAlarm is equal to risingAlarm(1) or risingOr-
FallingAlarm(3).

After a rising event is generated, another such event will not be generated until the sampled value
falls below this threshold and reaches the alarmFallingThreshold.

This object may not be modified if the associated alarmStatus object is equal to valid(1)."
OoID

MIB Description

risingAlarm NOTIFICATION-TYPE

OBJECTS { alarmIndex, alarmVariable, alarmSampleType, alarmValue, alarmRis-
ingThreshold }

STATUS current

DESCRIPTION

"The SNMP trap that is generated when an alarm entry crosses its rising threshold and generates

an event that is configured for sending SNMP traps."

;= {rmonEventsV2 1 }
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fallingAlarm

The SNMP trap that is generated when an alarm entry crosses its falling threshold and generates an event
that is configured for sending SNMP traps.

Varbinds

alarmIndex

SYNTAX Integer32 (1..65535)

DESCRIPTION

"An index that uniquely identifies an entry in the alarm table. Each such entry defines a diagnostic sam-
ple at a particular interval for an object on the device."

alarmVariable

SYNTAX OBJECT IDENTIFIER

DESCRIPTION

"The object identifier of the particular variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may be
sampled.

Because SNMP access control is articulated entirely in terms of the contents of MIB views, no access
control mechanism exists that can restrict the value of this object to identify only those objects that exist
in a particular MIB view. Because there is thus no acceptable means of restricting the read access that
could be obtained through the alarm mechanism, the probe must only grant write access to this object in
those views that have read access to all objects on the probe.

During a set operation, if the supplied variable name is not available in the selected MIB view, a
badValue error must be returned. If at any time the variable name of an established alarmEntry is no
longer available in the selected MIB view, the probe must change the status of this alarmEntry to inva-
lid(4).

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

alarmSampleType

SYNTAX INTEGER {
absoluteValue (1),
deltaValue (2)

}
DESCRIPTION

The method of sampling the selected variable and calculating the value to be compared against the thresh-
olds. Ifthe value of this object is absoluteValue(1), the value of the selected variable will be compared
directly with the thresholds at the end of the sampling interval. If the value of this object is deltaValue(2),
the value of the selected variable at the last sample will be subtracted from the current value, and the dif-
ference compared with the thresholds.

This object may not be modified if the associated alarmStatus object is equal to valid(1).
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alarmValue

SYNTAX Integer32
DESCRIPTION

"The value of the statistic during the last sampling period. For example, if the sample type is deltaValue,
this value will be the difference between the samples at the beginning and end of the period. If the sam-
ple type is absoluteValue, this value will be the sampled value at the end of the period. This is the value
that is compared with the rising and falling thresholds.

The value during the current sampling period is not made available until the period is completed and will
remain available until the next period completes."

alarmRisingThreshold

SYNTAX Integer32
DESCRIPTION

"A threshold for the sampled statistic. When the current sampled value is greater than or equal to this
threshold, and the value at the last sampling interval was less than this threshold, a single event will be
generated. A single event will also be generated if the first sample after this entry becomes valid is greater
than or equal to this threshold and the associated alarmStartupAlarm is equal to risingAlarm(1) or ris-
ingOrFallingAlarm(3).

After a rising event is generated, another such event will not be generated until the sampled value falls
below this threshold and reaches the alarmFallingThreshold.

This object may not be modified if the associated alarmStatus object is equal to valid(1)."

MIB Description

fallingAlarm NOTIFICATION-TYPE
OBJECTS { alarmIndex, alarmVariable, alarmSampleType,
alarmValue, alarmFallingThreshold }
STATUS current
DESCRIPTION
"The SNMP trap that is generated when an alarm entry crosses its falling threshold and generates
an event that is configured for sending SNMP traps."
::= { rmonEventsvV2 2 }

RMON2-MIB

None

SNMP-COMMUNITY-MIB

None

SNMP-NOTIFICATION-MIB

None

SNMP-TARGET-MIB

None
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Trap Server Log

The Trap Server log file contains information presented to the trap server by ION devices.

A sample part of a trap server log file is shown below.

Line

1

2

3E=

4 Ebig=

51P=192.251.144.220

6 com=trap

7 GT=Notification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
i50.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

12

13 E=

14 Ebig=

15 1P=192.251.144.220

16 com=trap

17 GT=Notification

18 ST=

19 TS=Thu May 13 10:06:42 2010

20 VB-Count=3

21 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266790) 326 days, 15:37:47.90 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
i80.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

22

23 E=

24 Ebig=

251P=192.251.144.220

26 com=trap

27 GT=Notification

28 ST=

29 TS=Thu May 13 10:10:17 2010

30 VB-Count=3

31 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288348) 326 days, 15:41:23.48 | is0.3.6.1.6.3.1.1.4.1.0 = i50.3.6.1.2.1.47.2.0.1 |
i80.3.6.1.6.3.1.1.4.3.0 = is0.3.6.1.2.1.47.2

32

33 E=

34 Ebig=

351P=192.251.144.220

36 com=trap

37 GT=Notification

38 ST=

39 TS=Thu May 13 10:10:18 2010

40 VB-Count=5

41 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822288428) 326 days, 15:41:24.28 | is0.3.6.1.6.3.1.1.4.1.0 = is0.3.6.1.4.1.868.2.5.2.0.1 |
150.3.6.1.2.1.47.1.1.1.1.1.134217728 = 134217728 | is0.3.6.1.4.1.868.2.5.2.1.1.1.1.134217728.6 = 6 | is0.3.6.1.4.1.868.2.5.2.1.1.1.2.134217728.6
=1
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The trap server log file lines are listed and described below.

3E=

4 Ebig=
51P=192.251.144.220
6 com=trap

7 GT=Notification

8 ST=

9 TS=Thu May 13 10:06:37 2010

10 VB-Count=3

11 Vars=is0.3.6.1.2.1.1.3.0 = Timeticks: (2822266290) 326 days, 15:37:42.90 | is0.3.6.1.6.3.1.1.4.1.0 =

Table 35: Trap Server Log File Description

Category Example Meaning

E= Endian

Ebig= bugEndian

IP= 192.251.144.220 IP address

com= trap

GT= Notification

ST=

TS= Thu May 13 10:06:37 2010 Timestamp — the log date that
the file was recorded

VB-Count= 3

Vars= is0.3.6.1.2.1.1.3.0 = Varbinds (Variable bindings) -
the variable number of values
that are included in an SNMP
packet. Each varbind has an
OID, type, and value (the value
for/from that Object ID).

Timeticks: (2822266290) 326 days, 15:37:42.90

i50.3.6.1.6.3.1.1.4.1.0 = | is0.3.6.1.2.1.47.2.0.1

i50.3.6.1.6.3.1.1.4.3.0 = | is0.3.6.1.2.1.47.2

For Additional SNMP MIB Trap Information
For information on Network Management for Microsoft Networks Using SNMP, see http://technet.mi-
crosoft.com/en-us/library/cc723469.aspx or the MSDN Library.

The notification MIB is described in section 4.2 and section 7.2 of RFC 2573, available from the IETF web
site at http://www.ietf.org/rfc/rfc2573.txt.
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Appendix F Remote Manage Power Supply (RMPS) Feature

This feature is provided with ION C3220-1040 firmware version 1.3.17 or above and IONMM firmware
version1.3.20 or above. ION Power supply support includes IONPS-D, IONPS-A, IONPS-D-R1 and IONPS-

A-R1.

ION Chassis support includes the ION 6-slot chassis (ION106) or the ION 19-slot chassis (ION219) de-

ployed as the remote chassis.

The RMPS feature lets you view and manage ION power supplies in a remote unmanaged chassis, in-
band, over the fiber, using a pair of C3220-1040 converters. This feature improves visibility of equip-

ment installed in areas with limited accessibility such as a service provider’s customer site.

Central Office
(Local)

> Existing local
with IONDCR-R1 i alarm system

ION Chassis g
with
an IONMM

IONMM

C3220-1040 with new
Firmware, no hardware
changes (possibly in slot1)

View Traps from the remote power
; supply modules via the local IONMM
»

View the link to the remote €3220 (also in slot 1)
and both power supplies in the remote chassis

Customer Site
(Remote)

‘DY
C3220-1040

With new Firmware,
No hardware changes

ION Chassis without
an |[ONMM

Communicate via ION backplane
PEREN
‘ Y

From the C3220 management interface in the local managed chassis through its port 2 (the fiber port)

you can view the remote C3220 as well as Remote PS 1 and Remote PS 2.. You can actively manage con-

verter cards and power supply modules in both the local managed chassis and the remote unmanaged

chassis.

On the local ION Chassis, the IONDCR-R1 in the IONPS-D power supply is connected to the existing local

alarm system, which alerts you to power supply issues.

You can log in to the IONMM and check the status of power supply modules and also check the status of
all the cards in the chassis. In the IONMM Web Ul, looking at the local C3220 (in slot 1) shows the link to
the remote C3220 (also in slot 1) and both power supplies in the remote chassis.

Since there are no alarms at the remote chassis power supply modules, you must log into the local
IONMM to check the status of remote power supplies. Traps from the remote power supply modules

are accessible via the local IONMM.
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—[10]C3221-1040
- Copper Port 1
—-Fiber Port 2
+-REM:C3221-1040
+-REM:[22]IONPS-A
+-REM:[23]IONPS-A

Remote Power Supply Monitoring (Web GUI) FiberPor 3

1. Navigate to the C3221-1040 (slot 10 in the example below).
2. Expand the Fiber Port (Fiber Port 2 in the example below).

You can monitor the remote power supply via the CLI or via the Web GUI as described
in the following sections.

3. Expand the Remote Power Supply (e.g., REM:[22]IONPS-A below) to display the Power Supply pa-
rameters.

=
JTRANSITION

Systemw Vieww Help~w

ION System IP || ADVANCED | SNTP || HTTPS || SSH | RADIUS | TACACS+ | ACL | FDB | vLAN
=/ION Stack Model Information
—--IC:Ihassm rSerial Number 1 (Model rSoftware Revision———— |;Hardware Revision———
-+ [01]IONMM |[12160065 | |lc3221-1040 f|[1:3.20 |Ili[1-0.0 |
+ [02]C3231-1040 Bootloader Revision
* 332201040
+1[04]C3220-1040 i
+ [051C32201040 System Configuration .
: System Name———— [System Up Time System Contact——— [System Location————
*++[06]C3220-1040 ([c3z21-1040 | |4:19:41:27 52 || [Transition Networks(techs|| [10900 Red Circle Drive |
+ [07]C3220-1040 Configuration Mode Console Access Remote Manage PS MNumber of Ports
-!--[08]03220—1040 [Soﬁ.ware [ Enabled - [ Enabled j [3
+-[09]C2110-1040
* MAC Address
= [101C3221-1040 [00—00—F2—56—2A—1 c
-Copper Port 1
=\ Fiber Port 2 [Uptlme Reset][System Reboot][AH Counters Reset][Reset To Factory Conﬁg]
+ REM:C3221-1040 Device Description 1 rLogin Typ
—+ REM:[22]IONPS-A I || | Lacal -
....'Sl't:;nsp;rralure Management VLAN Configuration
VLAN ID Statu Member Ports
gzt::esi::?r [2 | [Dlsabled - | [ElPort 1 me
i Fan System Log Configuration
—-REM:[23]IONPS-A Senver Addr |
... Temperature ||U,[],[],[] ||
----?}’ZII-;ZZ; Sensor [Sewer Port Level Mad
514 | [ Motice - [ Log local -
Power Sensor
Fan TFTP Settings
Fiber Port 3 [TFI'F‘ SeNerAddress—| Firmware File Mame {Status—|
T [111C6210-3040 [0:0.0.0 i | {[Ma Action I
¥ [12]C4221-4848 [Save Senver Address][Upgrade Firmware][Refresh]
+1[13]C2210-1040

Ll r4A™2990 4n4n

Software Revision: The Remote Manage PS feature requires C3230 firmware version 1.3.17 or above
and IONMM firmware v 1.4.2 or above.

Remote Manage PS: At the dropdown, select Enabled or Disabled as the Remote Manage PS feature
state. The default is Disabled.

View and manage the selected remote ION power supply’s sensors (Temperature, Voltage, Power, and
Fan).

Refer to the related power supply manual for model-specific parameter information. See Related Manu-
als on page 628.

33472 Rev. K https://www.lantronix.com/ Page 598 of 619



https://www.lantronix.com/

Lantronix

Remote Power Supply Monitoring (CLI)

ION x222x / x32xx User Guide

These C3220-1040 CLI commands are available for managing remote power supplies in an ION106 or

ION219 chassis.

set rmps=(enable|disable)

set sensor stid
show card info
stat

Command.: Set remote manage PS on a C32xx remote card
Syntax: set rmps=(enable|disable)
Description: Enable or Disable the Remote Manage Power Supply (rpms) feature on a C3220.

Use this command to enable forwarding Remote unmanaged chassis power supply

frames. The default is to not forward Power Supply frames.

Example 1:

Agent III C1|S2|L1D>set rmps ?

disable
enable

Agent III C1|S2|L1D>set rmps enable
Agent III C1|S2|L1D>show card info

System name:
Uptime:

CPU MAC:

Port number:
Manage Remote PS:
Serial number:
Config mode:
Software:
Bootloader:

Hardware:

Agent III C1|S2|L1D>

C3220-1040
00:33:54
00-c0-f2-21-2d-97
2

enable

12243313

software

1.3.17

1.2.1

1.0.0

Agent III C1|S2|L1D>set rmps disable
Agent III C1|S2|L1D>show card info

System name:
Uptime:

CPU MAC:

Port number:
Manage Remote PS:
Serial number:
Config mode:
Software:
Bootloader:

Hardware:

Agent III C1|S2|L1D>

33472 Rev. K

C3220-1040
00:38:14
00-c0-f2-21-2d-97
2

disable

12243313

software

1.3.17

1.2.1

1.0.0
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Command.: Display Card Information

Syntax: show card info

Description: Existing command updated at v 1.3.17 to display the Remote Manage PS (rmps) status
(either hardware, enable, or disable) that was set by the “set rmps” command.

Example 1:

Agent III C1|S2|L1D>show card info
System name: C3220-1040
Uptime: 00:31:55

CPU MAC: 00-c0-f2-21-2d-97
Port number: 2

Manage Remote PS: hardware
Serial number: 12243313
Config mode: software
Software: 1.3.17
Bootloader: 1.2.1
Hardware: 1.0.0

Agent III C1|S2|L1D>
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Command.: Set PS Sensor Threshold Parameters

Syntax: set sensor stid=(notification/relation/severity/value)

Description: Sets the current IONPS-A-R1 Sensor Transaction ID (stid) settings. The STID is used for
power supply / sensor configuration via the set sensor stid command to define notifica-
tion, relation, severity, and value parameters. There are 5 sensors on each power sup-
ply. The show power config command displays the power supply sensors information.
The STID is shown in the Web interface at the Power Supply tab > Temp, Volt, Power,
and Fan sub-tabs.

The stid is the port number, where Temperature = port 1, Voltage = port 2, Power = port
3, and Fan = port 4 (some older power supplies had a second fan as the fifth port).

See the related power supply manual for specific stid (Sensor Transaction ID) parame-
ters.

Use the show power config command to display the related current status.

Use the stat command to view the chassis slot assignments. Power Supplies are assigned slot 22 and slot
23 by default. The ION219 chassis has PS 1 ON and PS 2 ON LEDs to indicate power supply presence and
function.

The stat command displays information about all slide-in modules installed in the chassis and all
standalone modules connected to the remote slide-in modules, and their ports. On a remote standalone
device, the stat command displays device and port information.

Example 1: Enable and disable the option on the remote C3220, get to the remote power supply, show
the power config, and set the sensor thresholds. To see the remote C3220 and enable/disable “Manage
Remote PS”:

1. Start at the IONMM in slot 19.

2. Gotothelocal C3220in slot 1 port 2.

3. Go to the remote C3220 level 2 device.

Agent III C1|S19|L1D>go s=1 llap=2 l2d
Agent III C1|S19|L1AP2|L2D>show card info

System name: C3220-1040
Uptime: 1 day, 22:23:36
CPU MAC: 00-co-f2-20-ff-c7
Port number: 2

Manage Remote PS: enable

Serial number: 11649161

Config mode: software
Software: 1.3.17
Bootloader: 1.2.1

Hardware: 1.0.0

Agent III C1|S19|L1AP2|L2D>

Agent III C1|S19|L1AP2|L2D>set rmps disable
Agent III C1|S19|L1AP2|L2D>show card info
System name: C3220-1040

Uptime: 1 day, 22:32:57
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CPU MAC: 00-cO-f2-20-ff-c7

Port number: 2

Manage Remote PS: disable

Serial number: 11649161

Config mode: software

Software: 1.3.17

Bootloader: 1.2.1

Hardware: 1.0.0

Agent III C1|S19|L1AP2|L2D>set rmps enable

// To see the remote C3220 and enable|disable "Manage Remote PS":

ff Start at the IONMM. Go the local C3220 (mine is in slot #1), port 2

// to the remote (3220, lewvel 2 device.
Agent IIT C1]|519|L1D>

Agent IIT €1|519|L1D>go s=1 llap=" 12d
Agent IIT C1|51|L1APZ|L2D>

Agent IIT C1|51|L1AP2|L2D>=show card info

System name: C3220-1041
Tptime: 1 day, } &
CPT MAC: J0—cO0-f2-20-FF—c7
Port number:

Manage Remote PS: enable
Serial number: 649161

Config mode: software

Software: :

Bootloader:

Hardware: 1 i

Agent ITTI C1]51|L1AP2|L2D:

Agent ITIT C1|51|L1AP2|L2D>=set rmps disable
Agent ITIT C1|51|L1AP2|L2D>=how card info

System name: C3220-1041
Tptime: 1 day,

CPU MAC: 10-c0-f3-20-FF-c7
Port number:

Manage Remote PS: dizable
Serial number: 649161
Config mode: software
Software: ]
Bootloader:

Hardware: L.0.0
Agent IIT C1|51|L1AP2|L2D:>
Agent III C1|51|L1AP2|LID==zet rmp= enable
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Example 2: To see the remote power supply(s):

1. Start at the IONMM in slot 19.
2. Gotothelocal C3220in slot 1 port 2.

3. Go to the remote C3220 port 2 level 3 device.
go s=1 1lap=2 l2ap=6 13d
show power config
Agent III C1|S19|L1D>go s=1 1l1d
Agent III C1|S1|L1AP2|LAP@|L3D>go 1lip=2
Agent III C1|S1|L1P2>go llap=2 12ap=6 13d
Agent IIT C1|S19|L1AP6|L3D>

// To see the IONPS Sensors (Ports 1-4):

go s=1 lap=212ap=613d

go 13p=1 (Temperature)

Agent III C1|S1|L1AP2|L2AP6|L3D>go 13p=1

Agent III C1|S1|L1AP2|L2AP6|L3P1>set sensor stid=1 notif <tab>
disable enable

Agent III C1|S1|L1AP2|L2AP6|L3P1>set sensor stid=1 notif disable

Agent III C1|S1|L1AP2|L2AP6|L3P1>set sensor stid=1 value 5

Agent III C1|S1|L1AP2|L2AP6|L3P1>set sensor stid=2 severity <tab>

critical major minor other

Agent III C1|S1|L1AP2|L2AP6|L3P1>set sensor stid=2 severity critical

Agent III C1|S1|L1AP2|L2AP6|L3P1>go 11p=3

// To see the remote power supply (s):
/f Start at the IONMM. Go the local C3220 (mine is in slot #1), port 2
// to the remote C3220, port 2, level 3 device.
go s=1 llap=" 12ap=0 13d
show power config
Agent III C1|519|L1D>go s=1 11d
Agent III C1|51|L1AP2|L2APO|L3D>go llp=
Agent III C1|S51|L1P2>go llap=" 12ap—: 13d
Agent IIT C1]51|L1AP2|L2APE|L3D>
/{ To see the IONPS sensors (Ports 1-4)
go s=1 llap=" 12ap=0 13d
go 13p=1 (Temperature)
Agent III C1|51|L1AP2|L2AP6|L3D>go 13p=
Agent III C1|S1|L1AP2|L2AP6|L3P1»set sensor stid=1 notif (tab)
disable
enable
Agent III C1]51|L1AP2|L2AP6|L3P1>set sensor stid=' notif disable
Agent TIT €1|51|L1AP2|L2APG|L3P1>
Agent IIT C1|51|L1AP2|L2AP6|L3P1>zet sensor stid=! wvalue =
Agent IIT C1|51|L1AP2|L2AP6|L3P1>=et sensor stid=" severity (tab)
critical
major
minor
other
Agent ITT C1|51|L1AP2|L2AP6|L3P1>set sensor stid=" severity
Agent IIT C1|51|L1AP2|L2AP6|L3P1>zet sensor stid=" severity critical
Agent III C1|S1|L1AP2|L2AP6|L3P1>go 13p—
Agent IIT C1]51|L1AP2|L2AP6|L3P2>set sensor stid=! severity critical
Agent III C1]51|L1AP2|L2APE|L3P2>go 13p=
Agent III C1]|51|L1AP2|L2AP6|L3P3>set sensor stid=> relation (tab)
equal To
greaterOrEqual
greaterThan
less0rEcqual
lessThan
notBqualTo
Agent IIT C1|51|L1AP2|L2AP6|L3P3>set sensor stid=> relation
Agent TIT €1|51|L1AP2|L2APG|L3P3>go 13p=
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If there are 2 supplies, reach the second one with go s=1 1lap=2 12ap=7 14d. Refer to the related
power supply manual for model-specific parameter information. See Related Manuals on page 628.

Command.: ION statck
Syntax: stat

Description: Use the stat command to view the chassis slot assignments. Power Supplies are assigned
slot 22 and slot 23 by default. The ION219 chassis has PS 1 ON and PS 2 ON LEDs to indicate power sup-
ply presence and function. The stat command displays information about all slide-in modules installed in
the chassis and all standalone modules connected to the remote slide-in modules, and their ports. On a
remote standalone device, the stat command displays device and port information.

Example:

Agent III C1|S19|LiD>stat
ION stack
Chassis -- BPC
[ 1] C3220-1014
Port 1
Port 2
[ 2] C3220-1014
Port 1
Port 2
[ 4] ce010-1040
Port 1
Port 2
[ 5] C6210-3040
Port 1
Port 2
[ 7] C3220-1040
Port 1
Port 2
level2 REM: C3220-1040
Port 1
Port 2
level3 REM: IONPS6-A
Temperature Sensor
Voltage Sensor
Power Sensor
Fan-1
Fan-2
level3 REM: IONPS6-D
Temperature Sensor
Voltage Sensor
Power Sensor

Fan-1
Fan-2
[ 9] c6li1e-1e40
Port 1
level2 REM: S6110-1013
Port 1
Port 2
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Port 3
Port 4
Port 5
Port 2
Port 3
Port 4
Port 5
[ 14] c6120-1040
Port 1
Port 2
Port 3
Port 4
Port 5
Port 6
[ 19] 1IoNmM
Port 1
Port 2
[ 22] 1IONPS-A-R1
Temperature Sensor
Voltage Sensor
Power Sensor
Fan
Agent III C1|S19|L1D>

RMPS CLI Messages

Manage Remote PS is not available before card rev v1.3.17.
Error: Cannot set Manage Remote PS on this card!

Error: Software version of this card is too old, please upgrade it!
Error: this command should be executed on a device!

Error: this command should be executed on a port

Error: Please input a number to specify slot number!

Error: Get chassis slot power state fail

Error: Get chassis slot state fail

Manage Remote PS:", "Not Supported

Model name %s does not match the feature

Manage Remote PS:,Not Supported
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Limitations

The Remote Power Supply Management feature has some limitations. It is intended to work with a

single Locally Managed chassis managing a Remote Unmanaged chassis. Both the remote C322x and the

local C322x must be at 1.3.17 in order for the remote power supply management function to work.

The older remote management functions will work, but the remote power supplies will not be

connected.

Scenario 1: This scenario works, where Remote Power Supply Monitoring is only Enabled on 1 card in

the Remote chassis.

Central Office
(Local)
19 slot chassis

Power Supply
Monitoring is

ENABLED

Power Supply

Monitoring is
DISABLED

Customer Site
(Remote)
6 slot chassis

C322x

|
C322x

Scenario 2: This scenario where Remote Power Supply Monitoring is only Enabled on 2 cards in the Re-

mote chassis DOES NOT WORK

Central Office
(Local)
19 slot chassis

Customer Site
(Remote)
6 slot chassis

Power Supply
Meonitoring is

ENABLED

Power Supply

Monitoring is
ENABLED
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Scenario 3: This scenario works, where Remote Power Supply Monitoring is only Enabled on 1 card each
in two Remote chassis.

Central Office
(Local)
19 slot chassis

Customer Site -1
(Remote)
6 slot chassis

Power Supply
ing Is

C322x
ENABLED
|
eovsr iy C322x
Monitoring is
DISABLED

Customer Site -2
(Remote)
6 slot chassis

Power Supply

Monitoring is C322x
ENABLED
I
Power Supply C322x
Monitoring Is
DISABLED

Scenario 4: This scenario where Remote Power Supply Monitoring is only Enabled on 2 cards each in one
Remote chassis connected to two Local chassis DOES NOT WORK

Central Office -1
(Local)
19 slot chassis

Customer Site
(Remote)
6 slot chassis

Power Supply

Monitoring is C322x
ENABLED
|
e POWET SUPDlY C322x
Monitoring is

Central Office -2
(Local)
19 slot chassis

33472 Rev. K

https://www.lantronix.com/

Page 607 of 619


https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Related Manuals

ION x222x32xx Web User Guide, 33472

ION x222-x32xx CLI Reference, 33473

ION Management Module (IONMM) User Guide, 33457 and Install Guide, 33420
IONMM-232 Install Guide, 33725

ION219-x 19-Slot Chassis Installation Guide, 33412
ION106-x Six Slot Chassis User Guide, 33658
IONPS-A-R1 AC Power Supply User Guide, 33614
IONPS-D-R1 DC Power Supply Install Guide, 33707
IONPS-A AC Power Supply Install Guide, 33423
IONPS-D DC Power Supply Install Guide, 33424
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Appendix G: Local Management of Cards in a Remote Un-
Managed Chassis

This section discusses managing the link between an ION Managed Chassis (MC) and an Un-managed
Chassis (UC), and performing remote firmware upgrades.

Previous Status
In previous firmware versions (e.g., 6110 / x6120 before v 1.2.8):

e All cards in an ION chassis can be managed via the IONMM.
e Some cards support remote management of a linked stand-alone, in-band, over the fiber, by the
card in a local Managed Chassis (MC):
o Ethernet: x2220, x3220, x3230, x4120
o TDM: x6010, x6110, x6120, x6210
e Some cards do not support remote management of a linked stand-alone:
o x2110,x2210, x3100, x3110, x3210, x4110

Local Management of a Remote Unit:

—

e R T = W — s \JRANSITION

= . m— i e

TRANSITION o focalpoint =
. A | i
= = e e e e i s S
* — Bl = = :
:

Focal Point ION System

In firmware versions before v 1.2.8, support includes:

m A local Managed Chassis with an IONMM can manage a remotely managed standalone

m  Alocal Managed Chassis with an IONMM can manage a remotely managed card in a 1- or 2-Slot ION
Chassis

Not supported in firmware versions before v 1.2.8:

o Remote 19-slot Managed Chassis cannot manage a remote Un-managed Chassis that has no
IONMM

In x6110 / x6120 firmware versions v 1.2.8 and after, Managed Chassis (MC) to Un-managed Chassis
(UC) is supported with a firmware upgrade to the slide-in-card (56110/S6120 v 1.28).

Note that no firmware upgrade to the IONMM is required.
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Previous Management of a Managed Chassis

Previously supported and un-supported configurations are shown below (before v 1.3.13).

Local Side Remote Side

Managed Chassis with IONMM

Remotely managed stand-alone

* Remote 19-slot chassis by a local 19-slot chassis is historically not supported

Managed Chassis with IONMM Un-managed Chassis without IONMM
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New Chassis-to-Chassis Operation

Managed Chassis (MC) to Un-managed Chassis (UC) is now supported with a firmware upgrade (v 1.3.13
or above) to the slide-in-cards. No firmware upgrade to IONMM is required.

Local Side | Remote Side |

* Remote 19-slot chassis by a local 19-slot chassis is supported

1. When a chassis is first powered up, the IONMM boots and sends LLDP discovery packets out to the
chassis backplane to let the cards know that this is a managed chassis

a) If IONMM exists: cards enter normal local management mode
b) If no IONMM exists: cards enter remote management mode

2. When a managed chassis (MC) is first powered up:
a) In approximately 40 seconds, the IONMM boots and the x6110 / x6120 / C4120 cards display in
the Management interface.
b) In 50 seconds to 1:25 minutes, the IONMM boots and the OAM Ethernet cards display in the
Management interface.
3. During power up of an Un-managed Chassis (UC), the discovery (or non-discovery) of a Management
Module takes time:
a) Time for the TDM cards in the UC to be displayed in the MC: 1:05 minutes.

b) Time for the remote cards in the UC to show up in the management interface of the MC: 3:40
minutes.
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Required Firmware Versions

Slide-In-Card (SIC) Environment Minimum Firmware Version
x2220, x3220, x3230 Ethernet Firmware v 1.3.13
x4120 Ethernet Firmware v 1.2.6
x6010 TDM Firmware v 1.2.6
x6110, x6120 TDM Firmware v 1.2.8
x6210 TDM Firmware v 1.2.5

ECO 1196 updated the Application .bin for C3230, C3231, S3230, and S3231 models:

o C3230-1013 o S3230-1013
o C3230-1014 o S3230-1014
o C3230-1029-A1 o S3230-1029-A1
o C3230-1029-A2 o S3230-1029-A2
o C3230-1040 o S3230-1040
o C3231-1040 o S$3231-1040

Remote Firmware Upgrade

Remote firmware upgrade of cards in an UC is also supported. Note that:

e OAM Ethernet cards are easily upgraded in the field.
e TDM cards and x4120 require a boot loader upgrade first:
o Canonly be done in the factory
o Field firmware upgrades can be done in a MC, and then the cards can be moved to the
uUcC.
o Field firmware upgrades in the UC cannot be done until the boot loader is upgraded at
the factory.

C2220,C3220, & C3230 Series (OAM Managed 10/100 and 10/100/1000 Ethernet Media Converters):
e Firmware needed: x222x_x322x_1.3.13_AP.bin
¢ Firmware needed: x323x_1.3.13_AP.bin
¢ No bootloader upgrade required
e Time required for a card to be displayed in the Management interface:
o Managed Chassis (MC):
- Inserting a card in a MC takes 0:10 — 0:20 seconds
- On chassis power up, cards appear in 0:50 — 1:25 seconds
o Un-managed Chassis (UC):
- Inserting a card in an UC takes 3:30 minutes
- Upgrading a card in an UC takes 3:40 minutes

33472 Rev. K https://www.lantronix.com/ Page 612 of 619



https://www.lantronix.com/

Lantronix ION x222x / x32xx User Guide

Issues

1. The bootloader upgrade requirement only affects cards in the field.
a) New production units will already have the bootloader upgrade done in the factory.

2. Oninitial power up of chassis:
b) The remote cards will take a few minutes longer to show up in the management display.
c) Accessing management at a later date, on a chassis that is already powered up is much quicker;
delays only occur on initial power up.

3. Adding at card to an already powered up chassis is 40 seconds quicker that times listed, because the
IONMM is already booted up.

4. |If a chassis is up and running as a remotely located, un-managed chassis, and you decide at a later
date to add an IONMM, the chassis will have to be power cycled in order for the cards to report
their status to the new local management module.

Default Configurations
The default configurations for ION cards are as follows:
Chassis cards (e.g., C2220, C3220, C3221 ...) defaults:
e Remote mode so the IONMM can see them.
e The IP stack is disabled so they don't have an IP address.
e USB is enabled.
Standalone cards 52220, S3220, S3230 defaults:
e Local mode.
e The IP stack is enabled.
e The local IP address is 192.168.0.10.
e USB is enabled.
Standalone cards S3221 and S3221 defaults:
e Remote mode so they can be seen by the IONMM hanging off a port of the local card.
e The IP stack is disabled so they don't have an IP address.
e USBis enabled.

Note: For the Local Management of Cards in a Remote Un-managed Chassis feature to work the card in
the remote chassis must be set to "Remote" mode so the IONMM in the local chassis can see it hanging
off the port of the local card. See “Changing Switch Mode (Local / Remote)” on page 74.
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Changing Switch Mode (Local / Remote)

The NID default is changed to Local mode (instead of Remote mode) at ION v 1.3.10. When an ION NID is
powered up, it will no longer come up in Remote mode. Instead it will come up in Local mode with DHCP
enabled. If a DHCP server is not accessible, it will timeout and revert to the default static IP address
192.168.0.10.

Management and configuration control can be switched between local management control (via CLI,
Telnet or Web) or remote management control (via the IONMM). By default, the x323x is managed by
the IONMM.

The switch mode can only be changed for the NID using the CLI method.

The CLI command set switch mode={local | remote} changes the operating mode of a standalone de-
vice.

Remote Mode (default mode): the device can only be managed and configured via the IONMM.
Setting the switch mode to remote indicates that the device is managed through the IONMM.
The device cannot perform any IP management when in ‘remote’ mode.

Local Mode: the device can only be configured and managed directly via CLI, Telnet or Web. Setting the
mode to local indicates that the device is managed through either a direct USB connection or a direct
network connection via Telnet or the Web interface (i.e., the device is no longer managed by the
IONMM).

Note: The x323x NIDs are shipped with switch mode set to “remote.”
To change the device switch mode to local, do the following:

1. Starta USB session.

2. At the command prompt type set switch mode=local.

3. Press the Enter key.

4. Reboot the card for the changes to take effect. At the command prompt type reboot.

A Doing a reboot, restart or upgrade of the IONMM, a power restart of the chassis, or a reset to
factory remove temporary files (e.g. configuration backup files, Syslog file).

5. Press the Enter key to reboot the module.
6. At the command prompt type show switch mode.

7. Press the Enter key. This displays the device’s management mode - local or remote - indicating
where the device is managed:

e local — device is managed through direct connection to the device.

e remote — device is managed through the IONMM.

Note: The system cannot show the switch mode on all card types.
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Troubleshooting

Message: Error: System is busy, please retry this command later!

Symptom: long delay in CLI response for a C2220in a 1 or 2 slot ION chassis.

Meaning: C2220 software v1.3.13 adds a new feature that allows a chassis card to be seen in an
unmanaged chassis. The card looks for an IONMM in the chassis before completing its initialization, and
in a1 or 2 slot chassis it delays the longest before deciding there isn't an IONMM present.

When setting the card to Local mode you must wait for a timeout period of up to 5 minutes.

After the 5 minutes the card comes back and you can set the IP address to static and you will no longer
get the error message of the card being “busy”.

Example:

Co|So|L1D>set switch mode local

Please reboot the card for the changes to take effect!

Co|Soe|L1D>reboot

Warning: this command will restart system, connection will be lost and

please login again!

login: ION

Password:

Hello, this is ION command line (version 1.09).
Copyright 2009 Lantronix.

Co|so|LiD>set curr-time="20180118 9:44:50"

Error: System is busy, please retry this command later!
Co|So|L1D>show ip-mgmt cond fig

Error: System is busy, please retry this command later!
Co|So|L1D>show system info

Error: System is busy, please retry this command later!

3k K 3K 3K 3K 3k 3k 3k %k %k >k 5k 5k 5k >k %k %k %k >k 5k 5k 5k %k %k %k 5k 3k 3k 5k >k %k %k %k >k >k %k 3k %k %k %k %k 5k 5k %k %k %k %k % >k 3k 3k %k %k

It takes 5 minutes to display the following response:
3k 3k ok 3k 3k 3k 3k ok 5k 3k >k 3k Sk Sk ok 3k >k >k Sk Sk 5k 3k 3k 3k >k 3k ok 5k >k >k 3k Sk 5k 5k >k >k >k 3k ok 5k %k >k 3k 3k >k ok 5k %k >k k ok >k k

co|se|L1D>

Recovery: Wait 5 minutes for the card to come back and the command prompt to display again.
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Traps

The 19-Slot as a Remote Chassis: The ION219-x sends a dot30amEventLogType trap; it also sends a dy-
ingGaspEvent(257) if the card supports OAM.

No

Time:

Notification

Version  Message... Transport 4 A dot30amNonT hvesholdE vent
(@1 3152573 __dotd0anMonThiesholdE vent SHMPYZ: Notfication [PAUGE u:::::: 5 s o
A2 31525754PM  dot3DamNonThresholdEvert SNMPv2e  Notification  IP/UDP (D) Time stamp: 0 days D7h1 7rcd0s 35th
w3 I525779PM  dot30amMonT hresholdE vent SNMPv2c  Natification  IP/UDP A4 Message type: Notilication (Trap)
A4 31525854PM ionDMIRxPowerE vt SMMPv2c  Notification  IP/UDP Protocol version: SNMPY2e
5 31528040 PM  entConfigChange SMMPw2c  Motification IP/UDP Trarsport, IPAUDP
# 6 31529365PM  linkDown SNMPw2c  Motification  IP/UDP " _1 Agent
Addess: 192168.010
Part: 32781
4 A Manager
Address: 192168.93.4
Port: 0
The 19-slot sends a dot30amEventLogType trap, 3= Community: public
dyingGaspEvent(257), if the card supports OAM. 4 [ Bindings [7)

@ Binding #1: sysUpTime. 0 == (TimeTicks] 0 days 07k 17m: 40z 95th

@ Binding #2: snmpTrap010.0 == (OBJECT IDENTIFIER) dot30amNonThresholdE vert

& Binding #3: dot30amE ventLogTimestamp. 168821248.15 = [TimeStamp) 1 days 00h 23m:43s.88th
P Binding #4: dot30amE ventlogDui. 168821248 15 “~ (Eight0 T woluwi) 01.80.C2 fhex]

} Blndlnn #7: dot30amE vertLogE vertT otal 133321243 15— [Unagned32|1

Unmanaged 6-slot with remote C3231 connected to a managed 19-slot, C3230 slot 8. Below are the
traps seen by MG-Soft when the ION106-x lost power. There is no last gasp trap.

ESNMPTup nget(m:ote

I SE— —

=« i n—

He

Time

| Paee

Hetificaton Werson Message ... Transpord

A dot 30 wronT hierholdE vent

[#1
w2
#3

5

216:459,.255 AM
S16:43.276 AM
J1E48347 AM
652913 AM
S16:54.12%6 AM

dol 30 amion T esholdE vent SMMPyv2e  Noeasbon  (PAUDP

Mestage reception date: 12872016

dot 30 amMonT beesholdE vent
ol M| FsPoserE vt
rkDowm:

eniConfiglhangs

SHMPv2e
SHMPvZc
SHMPv2c
SHMPv2e

Hothication
Hotfication
Hotihcabion
Hethesbon

IPAIDP
IFAUDP
IFAIDP
IPAIDP

B-slot power off. No last gasp.

C3231 linked as standalone to
managed chassis, C3230 slot 8.

SNMP!range:tmuolt

s —

Message receplion lime: 516:49 255 &M
(5 Tiews stasmgs: 0 cas (07 b 190 055 4T
A Meizage type: Noticaton [Trepl

Protocol vermon: SHMPvZe

Tranapeet: IPAUDF

Agent

Addiess: 192168010
Poat: 32781
B dansge
Addiers: 192168934
Peut: 0
E= Coenmunsby: public
) Bndings (7]
@ Bndng 11 syellpTime 0 = (TrneTicks) O days 01k 1 S 055470
@ Birdng 42 snmp Trap0ID.0 == (DBJECT IDENTIFIER) dot30 smblonTheesholdE vert
@ Binding 83 dot30 smE veriLogT mestamp, 168821248 7 == [TimeStamp] 0 days 18k 25 08s T9th
@ Bincing 14; ot 20 s veriLogDus 168821 2487 * [EightQ TveoDu) 01.80.C2 (hex)
& Binding 25 30 amE veriLoglype 165921288 7 * (Unsigned32] 256
3 Binding H5: dot 30 e veriLoglocstion 1688212487 = INTEGER) locall1]
& Gincding 47 dor30emE verdLogE wentTotal 160821 248 7 = (Unsignedi2) 1

= « ol

1

LL -v]

5:1 E49. 255 4M

-ﬁ'.ﬂ‘...

Mot ation
ot 30 semionT hiesholdE vent

Wersion Trarport

IPAIDP

Hw
SHMPvZe  Motificaton

A o 30 amblon TheeshoddE vent
Meszage ecepbon dabe: 12/6/2016

EaF]
&3
4
5

SIE492T6AM  dot 30 mmiont histhokE vent

1649347 AM
FIEZHIAM
S16:54 126 AM

SHMPY2e  Notiicaton
SHMPZe  Notification
SHMPvEe  Noticaton
SHMPv2e  Notficstion

IPAIDE
IP/UDE
IFAIDF
IFAIDF

ionDMIR:FowesE v
ik Digwan
ertConfigChange

| Miastage raceplion bme: 31649 276 A
(D Tume staimgr 0 days Ol S5 45th
| A Message type: Notication (Tisp)
Frotocol vession: SHMPvZc
Tramzport: IP/UDP
A rgert
Addeess: 1921680.10
Pt 327810
2 Managm
Addeery 152168.924
Fort: 0
Be Commurdy publc
1 Bindirgs [7]
B Bindng 11: spslipTime. 0™ [TimeTucks) O days 01h 1 3m:05: 43h
8 Binding B2 wrenpTrap0ID.0 == [ORIECT IDENTIFIER] dot30amblonT bresholdE vert
£ Bindng B3 doMamEventLogTimestamp, 163821248 8 = TimeStamp) O dayes 18k 25 08 79
& Binding B4; dot30amEveniLoglui 168321 248.8 = [EightD Twolu) 01 80,02 [hes
@ Binding 5 dot20amEveniLogT ype 168821 2488 = [Unsgrned3Z] 258
£ Bindng 86 dot30amEventLoglocaton 165521 2488 = INTEGER] kocall)
P Bindeg 87 dot30amEventLogE vent T otsl 165521 248.8 = (Unsigned32) 1

ION106-x power off. No last gasp. C3231 linked as standalone to managed chassis; C3230 in slot 8.
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ION106-x power off. No last gasp. C3231 linked as standalone to managed chassis; C3230 in slot 8.

Ma Time Matification ‘Wersion Message ... Transport ¥ ionDMIHxPowerEvt.
A1 B1BA9255AM  dot30amMonThresholdEvent SNMPv2c  Motification  IP/UDP message teceptiondals l2/B/aNNG
o essage reception ime: 9:16:49.347 AM
.A/ 2 9:16:49.276 &M f:|0t3DamNonThresholdEvent SHMPw2c Not!f!cat!on IP/IDP (D) Time stamp: 0 days 01h;19m:05:.57th
] S16:49.347 &M  jonDMIRsPowerE vt SHMPv2e  Motification  IP/UDP A Message type: Natification [Trap)
w4 916:529194M  linkDown SNMPv2c  Maotification  IPAUDP Protacal version: SHMPw2c
A5 9:16:54.126 Ak entConfigChange SHMPv2e  Waotification  IP/UDP Transport: IP/UDP
4 3 Bgent
Address: 132.168.0.10
Port: 32781
4 2 Manager
6-slot power off. No last gasp. Address: 132.165.33.4
Fort: 0
. 2= Community: public
C3231 linked as standalone to 4 () Bindings [5)
managed chassis, C3230 slot 8. @ Binding #1: syslIpTime.0 == [TimeTicks) O daps 01k:1 905 57th
% Binding #2: znmpTrap0ID.0 == [OBJECT IDEMTIFIER] ionDbIRxPowerE vt
& Binding #2: iflndex. 163821248 = [|nterfacelndex] 168521 248 [169821248)
@ Binding #4: ionDMIF<Powerdlarm. 168821248 == [INTEGER] lowalarm(E]
@ Binding #5: ionDMIR=PowerLevel 168821248 == [INTEGER) 0
Mo Time Matification ‘Wersion Message ... Transport A linkD ovin .
A1 16432555M  dot30amMonThresholdEvent SNMPvZe  Moification  IP/UDF Messagereaeplion dete: 1 2/5/2016
2 916:49.276 M dot30amMonThresholdEvent SHNMPv2c  Naotification  IP/UDP Wpseageregeptonting 3 1007318 °M
SIS : et (5 Time stamp: O daps 01k 90813tk
w3 916:49.347 AWM ionDMIRxPowerE vt SHMPv2c  Motification  IP/UDP A7 Message type: Natification [Trap]
iV 4 316529134 linkDown SHMPv2e  Motification  IP/UDP Pratocol versior: SHMPv2e
A5 16541264 entConfigChange SHNMPv2e  Motification  IPAUDP Tranzpart; IPAIDP
3 Agent
Address: 192.168.0.10
Port: 32781
2 Manager
Address: 192.168.93.4
Part: 0
E= Community: public
1 Bindings [E]
b Binding #1: sysUpTime.0 == [TimeTicks) 0 daps 07h:19m:09z.13th
@ Binding #2: znmpTrap0ID.0 == [OBJECT IDEMTIFIER] linkD awn
@ Binding #3: iflndex. 168821248 = [Interfacelndex] 165821 248 [168521248]
£ Binding #4: itdminS tatus. 168821248 = (INTEGER] up(1]
3 Binding #5: if0perStatus, 168821248 == [INTEGER] down[2)
b Binding #6: snmpTrapEnterprize.0 == [OBJECT IDEMTIFIER] tranzitionTC
Ma Time Maotification ‘Wersion Message ... Transport A7 entCaonfigChange )
A1 16432555M  dot30amMonThresholdEvent SNMPv2e  Moification  IP/UDF Message reception dale: |2 /bia B
A2 H1643.276AM  dot30amNonThresholdE vent SNMPv2e  Matification  IPAIDP Ilessa00 Izcaptor e 18 211 26
ansts : i (5 Time stamp: O daps 01k 91 05 33th
w3 S16:49.347 AWM ionDMIRxPowerE vt SMMPv2e  Motification  IP/UDP A Message type: Natification [Trap]
w4 916:529194M  linkDown SHNMPv2c  Notification  IPAUDP Protocol version: SHNMPvZc
i 5 9:15:54.126 Ak entConfigChange SHNMPv2e  Motification  |PAIDP Transport; IP/UDP
4 3 Agent
Address: 132.168.0.10
Port: 32781
4 5 Manager
Address: 192.168.93.4
Fort: 0
E= Community: public
4 [ Bindings [3)
b Binding #1: sysUpTime.0 == [TimeTicks) 0 days 07h:19m:1 0. 33th
b Binding #2: znmpTrap0ID.0 == [OBJECT IDEMTIFIER] entConfigChange
b Binding #3: snmpTrapEnterprize.0 * [OBJECT IDENTIFIER] entitytd|E Traps
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ION106-x power on. C3231 linked as standalone to managed chassis; C3230 in slot 8.

Mo Time Matification Wersion Message ... Transpart 4 A linkUp
1] tion date: 12/6/2016
TR SR ki EhiEvIe  Notfeaton, - IBAIDE MZEEZEZ :E:Etlz: e St
2 9:23:04.049 AM dot30 amMonT hresholdEvent SHMPv2c  Maotification  IP/JDP \9 Time stamp: 0 days 01 he25m: 09 5eth
A Message type: Matification [Trap)
Protocal version: SNMPv2c
Tranzport: IP/UDP
a 5 Agent
Address: 192.168.0.10
Port: 32781
6-slot power on. 4 [ Manager
C€3231 linked as standalone to 2::_'8088' 192168334
managed chassis, C3230 slot 8. E= Community: public
4 |7 Bindings [B]
% Binding #1: sysUpTime.0 = [TimeTicks) 0 days 01h: 25m:09:.58th
@ Binding #2: snmpTrap0I0.0 == (OBJECT IDENTIFIER] linkUp
@ Binding #3: findex. 168821248 == (Interfacelndex] 168521248 [168821248]
Q Binding #4: fAdminStatus. 168521248 == INTEGER] up(1]
Q Binding #5: f0perStatus. 168821248 == [INTEGER] up(1]
@ Binding #5: snmpTrapE nterprize. 0 (OBJECT IDENTIFIER] trarsitionT C
Ma Time Maotification Wersian Message .. Transport 4 4 dot30ambonThieshoidE vent
M tion date: 12/6/2016
A1 SZZEAIIAM  linkUp SHMPvZe  Netification  1P/UDP M:zz:g: :E:El:z: li;: Lol
A2 S2304043AM  dot30amMonT hreshaldEvent SHMPy2c Mo ion. IP/UDP, \9 Time stamp: 0 days 01 h:25m: 20,24t
" Message type: Notification [Trap)
Protocal versior: SHMPv2c
Transport: IPAUDP
4 3 Agent
Address: 192.168.0.10
Port: 32781
Mo Time M atification Wersion Message .. Transport 4 # entConfigChange
M tion date: 12/6/2016
1 SIZEIITIAM  linkUp SNMPv2c  Notification  IF/UDP M:zz:g: ::E:Et:g: ti;: G
.Af 2 32304.0494M  dot30amMonThresholdEvent SNMPv2e  Motification  IP/UDP (D) Time stamp: O days 01 h:26m:44s.06th
e 3 324-27 B87 A entConfigChane SNMPyZe  Motfication IP/AJDP 4 Message type: Notification (T rap)
A4 324:33164 AM  linkDown SHMPw2e  Motification  IP/UDP Fratacal versior: SNMPv2e
A5 924:36335AM  linkUp SNMPvZe  Motification  IP/UDP Transpart; IPAUDP
4 3 Agent
Address: 192.168.0.10
Port: 32781
4 2 Manager
Address: 192168934
Poit: 0
B= Community: public
4 |7 Bindings (3]
@ Binding #71: sysUpTime. 0 = (TimeTicks) 0 days 01k 26m 445 06th
0 Binding #2: shmpTrap0ID.0 == [OBJECT IDEMTIFIER] entConfigChange
0 Binding #3: snmpTrapEnterprize. 0 = [OBJECT IDENTIFIER) entitykIB T raps
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LANTRONIX

Lantronix Corporate Headquarters
48 Discovery, Suite 250

Irvine, CA 92618, USA

Toll Free: 800-526-8766

Phone: 949-453-3990

Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to the Lantronix web site at

www.lantronix.com/about/contact.
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