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Preface

Audience and Purpose

This guide describes how to install and operate an RDX QuikStation appliance and is intended
for use by anyone deploying an RDX QuikStation into their network environment. Familiarity
with system and network configuration is highly recommended.

The information in this guide applies to both the RDX QuikStation 4 and the RDX
QuikStation 8. When there is a significant operational difference, then either the RDX
QuikStation 4 or RDX QuikStation 8 is specified for each difference.

Organization

The following chapters are included in this guide:

Overview

Chapter 1, “Product Overview,” provides an overview of the features and components of
the RDX QuikStation.

Installation and Setup

Chapter 2, “Initial Setup and Configuration,” describes information on how to rack-
mount, connect, and initially configure the RDX QuikStation.

Chapter 3, “iISCSI Configuration,” describes how to connect host computers to RDX
QuikStation iSCSI targets, including how to set up iISCSI security.

Using the RDX Remote Management Console

Chapter 4, “System Configuration,” describes RDX QuikStation system configuration
tasks, such as network configuration and user account management.

Chapter 5, “Logical Device Management,” provides information about the logical device
interface in the Remote Management Console.

Chapter 6, “Manage Tape Library Configurations,” shows how to do additional
configuration tasks from the Logical Device interface.

Chapter 7, “Physical Device Management,” provides information about the physical
device interface in the Remote Management Console, including ejecting RDX media and
reformatting and cloning data.

Chapter 8, “System Maintenance,” describes RDX QuikStation system maintenance
tasks, such as importing and exporting configuration files and updating firmware.

Supplemental Information

10400880

Appendix A, “Troubleshooting,” provides basic troubleshooting information.
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e Appendix B, “Specifications,” provides product specifications.

* Appendix C, “Safety Guidelines,” describes important safety precautions to observe
when using the RDX QuikStation.

Product Documentation & Software Updates

Product documentation and additional information are available online at our Knowledge
Base website:

https://www.overlandtandberg.com/knowledgebase/
Select:

* Product Type = RDX Solutions
* Product Family = RDX QuikStation
e Model = All, RDX QuikStation 4, or RDX QuikStation 8

Use Document Type to select the document for which you are specifically looking. For
additional information about the RDX QuikStation, refer to the following publications:

*  RDX QuikStation 4 Quick Start Guide
e RDX QuikStation 8 Quick Start Guide

* Various other RDX QuikStation Knowledge Base articles such as regulatory documents
and technical bulletins.

To download drivers and software updates, see the Drivers and Downloads page.

Conventions

This document exercises several alerts and typographical conventions.

Alerts

Convention Description & Usage

NOTE: Text A Note indicates neutral or positive information that emphasizes or
supplements important points of the main text. A note supplies
information that may apply only in special cases, for example, memory
limitations or details that apply to specific program versions.

a IMPORTANT An Important note is a type of note that provides information essential to
the completion of a task or that can impact the product and its function.

c CAUTION A Caution contains information that the user needs to know to avoid
damaging or permanently deleting data or causing physical damage to
the hardware or system.

c WARNING A Warning contains information concerning personal safety. Failure to
follow directions in the warning could result in bodily harm or death.

WARNUNG Eine Warnung enthalt Informationen zur persénlichen Sicherheit. Das
Nichtbeachten der Anweisungen in der Warnung kann zu Verletzungen
oder zum Tod fuhren.

ADVERTISSEMENT Un Canadien avertissement comme celui-ci contient des informations
relatives a la sécurité personnelle. Ignorer les instructions dans
l'avertissement peut entrainer des Iésions corporelles ou la mort.

10400880 ©2019 Overland-Tandberg >4
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Typographical Conventions

Convention Description & Usage

Button_name Words in this special boldface font indicate command buttons found in
the Remote Management Interface (RMI) or Operator Control Panel
(OCP).

Ctrl-Alt-R Denotes the keys that you press simultaneously. In this example, hold
down the Ctrl and Alt keys and press the R key.

Menu Flow Words with a greater than sign between them indicate the flow of actions

Indicator (>) to accomplish a task. For example, Setup > Passwords > User indicates

that you should press the Setup button, then the Password button, and
finally the User button to accomplish a task.

Courier ltalic Used to exemplify a variable for which you must substitute a value.

Courier Bold Represents commands ortextin a command-line interface (CLI).

Information contained in this guide has been reviewed for accuracy, but not for product
warranty because of the various environments, operating systems, or settings involved.
Information and specifications may change without notice.

Technical Support

You can get additional technical support information on the Contact Us web page at:
https://www.overlandstorage.com/company/contact-us/index.aspx
For a complete list of support types, levels, and times, visit our website at:

http://support.overlandstorage.com/support/overland_care.html
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Product Overview

The RDX QuikStation 4 and RDX QuikStation 8 are multi-drive, network-attached,
removable-disk arrays built on RDX technology. They combine the removability,
durability, and economy of tape with the random accessibility and performance of disk.

QuikStation 4 Rack Mount

o & QUIKSTATION-

QuikStation 4 Desktop

X QUIKSTATION-

QuikStation 8 Rack Mount

g
3
§
1

Topics in Product Overview:
¢ RDX QuikStation Features
¢ RDX QuikStation 4 Components
¢ RDX QuikStation 8 Components
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RDX QuikStation Features

10400880

Both the RDX QuikStation 4 and RDX QuikStation 8 can be used with different RDX media
cartridge sizes and configurations resulting in the storage capacity being adapted to match
online storage needs with unlimited offline capacity. The RDX QuikStation 4 can offer as
much as 20 TB of online capacity when used with 5 TB RDX cartridge, while the RDX
QuikStation 8 can offer as much as 40 TB of online capacity when used with 5 TB RDX
cartridge.

This section provides an overview of the RDX QuikStation’s features.

Configuration Flexibility

You can configure the RDX QuikStation as individual RDX drives with removable iISCSI disk
targets or as RDX logical volumes that combine the capacity of the RDX media cartridge
available.

RDX QuikStation 4

You can configure the RDX QuikStation 4 as four RDX drives with four removable i1ISCSI disk
targets or a single RDX logical volume combining the capacity of up to four RDX media
cartridges. The logical volume can be protected against the loss of a disk.

You can also configure the RDX QuikStation 4 as a disk autoloader which can automatically
load the next disk when one is ejected.

RDX QuikStation 8

You can configure the RDX QuikStation 8 as eight RDX drives with eight removable iISCSI
disk targets or two RDX logical volumes combining the capacity of up to four RDX media
cartridge. The logical volumes can be protected against the loss of a disk.

It is also possible to create a protected logical volume of all eight disks which can continue to
operate with the loss of two drives.

The RDX QuikStation 8 can be configured as a virtual tape library. You can also configure the
RDX QuikStation 8 as a disk autoloader which can automatically load the next disk when one
is ejected.

RDX Removable Disk Technology

RDX data cartridges combine the removability and durability of tape with the random access
and performance of disk. RDX cartridges have up to a 30-year media shelf life, and a shock-
proof and static-proof cartridge design that makes them ideal for data archiving.

High Performance and Capacity

When configured as a virtual Tandberg Data StorageLibrary T24, the RDX QuikStation can
simultaneously read and write from all RDX docks.

RDX QuikStation 4

¢  When configured as four removable disks, the RDX QuikStation 4 can simultaneously
read and write media from all four RDX docks.

¢ With all four docks using 5 TB RDX cartridge, the RDX QuikStation 4 has an online
capacity of 20 TB and unlimited offline storage capacity.
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RDX QuikStation 8
¢  When configured as eight removable disks, the RDX QuikStation 8 can simultaneously
read and write media from all eight RDX docks.

e With all eight docks using 5 TB RDX cartridge, the RDX QuikStation 8 has an online
capacity of 40 TB and unlimited offline storage capacity.

¢ Faster speeds can be obtained on an RDX QuikStation 8 dual 10 GbE model if both
10 Gb Ethernet ports are connected to 10 GigE hosts.

Compatible with Major Backup Software

The RDX QuikStation is compatible with major backup software applications. For a complete
list of backup software applications that are compatible with the RDX QuikStation, visit our
website (https://www.overlandtandberg.com) or contact your backup software vendor.

Integrated Web-based Management

The RDX QuikStation Remote Management Console allows you to use a standard web
browser from any location to manage, control, diagnose, and configure security for the RDX
QuikStation.

Multi-Gigabit Ethernet

Depending on the model, the RDX QuikStation 4 has either two or four 1GbE ports to provide
failover protection and high availability network connectivity. The RDX QuikStation 8,
depending on the model, has either four 1GbE ports, four 1GbE and one 10GbE ports, or two
10 GbE ports. You can configure the Ethernet ports for either bonded or split setup, depending
on your needs (see Chapter 4, “Port Configuration Options,” on page 44).

Compact Design

The RDX QuikStation 4 uses only one unit (1U) of rack space and is also available as a desktop
unit, while the RDX QuikStation 8 only uses two units (2U) of rack space, minimizing the
impact on data center space requirements.

RDX QuikStation 4 Components

This section describes the RDX QuikStation 4’s front panel and back panel components.

Front Components

10400880 ©2019 Overland-Tandberg » 12
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#  Description

RDX dock (four each)

Emergency-eject keyhole (centered above each dock)

NOTE: To use the emergency-eject function, use the Eject Key (included with
the RDX QuikStation) and insert it into the keyhole. You can also
straighten a paper clip and insert it into the keyhole. The paper clip
needs to be sturdy enough to engage the eject function.

3 RDX media-eject button/Status LED (four each).

USB port used for configuration and diagnostics

Power button with LED (green when power is ON)

RDX Media-Eject Button/Status LED
The following table describes Eject Button Status LED functionality.

LED Status

Off (no color) The dock does not have power.

Green Power is ON and the dock is working properly.

Blinking Green The RDX dock is ejecting media.

Amber A fault condition exists with the dock.

Blinking Amber A host computer is accessing the media. Media eject is

prevented by software.

Rear Components

QuikStation 4 With Two 1GbE Ports

Description

AC power plug

Power switch

USB 3.0 ports (2)

VGA Connector

USB 2.0 ports (6)

1Gb Ethernet port (ethO)
1Gb Ethernet port (eth1)

N OO~ WINFP] *®
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QuikStation 4 With Four 1GbE Ports

Description

AC power plug

USB 2.0 Ports ("USBO” top & “USB1” bottom)

Ethernet port - IPMI remote management interface

1GbE Port (eth2

1GbE Port (ethO

1GbE Port (eth3

(
(
(
1GbE Port (eth1

)
)
)
)

0| N0 WIN|P] #*

VGA connector

RDX QuikStation 8 Components

This section describes front panel and back panel components of the RDX QuikStation 8.

10400880

Front Components

# Description

RDX dock (eight each)

Emergency-eject keyhole (centered above each dock)

NOTE:

To use the emergency-eject function, use the Eject Key (included with

the RDX QuikStation) and insert it into the keyhole. You can also
straighten a paper clip and insert it into the keyhole. The paper clip
needs to be sturdy enough to engage the eject function.

RDX media-eject button/Status LED (eight each)

USB port used for configuration and diagnostics

Power button

©2019 Overland-Tandberg
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RDX Dock Media-Eject button Status LED
The following table describes Eject Button Status LED functionality.

LED

Status

Off (no color)

The dock does not have power.

Green

Power is ON and the dock is working properly.

Blinking Green

The RDX dock is ejecting media.

Amber

A fault condition exists with the dock.

Blinking Amber

A host computer is accessing the media. Media eject is
prevented by software.

Front Panel LEDs

The following table describes the power LED icons on a QuikStation 8.

LED Usage

Appearance

Description

10Gb connected

Software polls 10Gb interface for activity.
* If there is activity, the LED is refreshed.
* If there is no activity, the LED is not refreshed.

Hardware will turn on the LED when refreshed. Hardware will
turn off the LED if not refreshed.

1Gb connected

Software polls 1Gb interface for activity.
« If there is activity, the LED is refreshed.
* If there is no activity, the LED is not refreshed.

Hardware will turn on the LED when refreshed. Hardware will
turn off the LED if not refreshed.

Warning Turned on when there is an error or warning condition that
requires the user to check the GUI.
USB in use On or blinking when the front panel USB ports is in use for

reading action files or writing status files.

CAUTION: To prevent the loss of data, do not remove
the USB media when it is active. Only remove the USB
media when the LED is off, indicating all activity is
complete.

©2019 Overland-Tandberg
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Rear Components

NOTE: Ports vary d

epending on the model of QuikStation 8.

8930-RDX & 8940-RDX Models

6 (2 le OO AL AOAOAOACAOADAO
i€l IO P
=T o [ R i &
1 l 34 5
8943-RDX Model
of @ Ftle o noreemerrrnss
= ‘ L)@ I OROROE0RCROS0ECRO8080RCR0Y°
1 E <T> e
o] =) ‘ Eé@ o © Sl
1 2 7 64 5 14 15 8
# Description
1 AC Power plugs (2nd power supply optional)
2 Power Supply Reset
3 Mouse/keyboard connector (green/purple)
4 USB 2.0 ports (2)
5 USB 3.0 ports (2)
6 Ethernet port - IPMI remote management interface
7 Serial connector
8 VGA connector
Models 8930-RDX and 8940-RDX
9 1GbE built-in port (ethO)
10 1GbE built-in port (eth1)
11 1GbE on card port (eth2)
12 1GbE on card port (eth3)
13 10GbE on card port (eth4) (model 8940-RDX only)
Model 8943-RDX
14  10GbE built-in port (eth0)
15 10GbE built-in port (eth1)

10400880
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Initial Setup and Configuration

This section covers the initial setup and configuration of an RDX QuikStation.

NOTE: Forinformation concerning the installation and wiring of your RDX QuikStation hardware,
either as a desktop or rack-mount appliance, refer to either the RDX QuikStation 4 Quick
Start Guide or the RDX QuikStation 8 Quick Start Guide.

Topics in Setup and Configuration:

¢ Obtain the IP Address

e Assign a Static IP Address

¢ Automatically Assigning a DHCP IP Address
¢ Connect to Remote Management Console

* Configuring the RDX QuikStation

Obtain the IP Address

Once the appliance is installed, either on the desktop or in a rack, and the cables are
attached, an IP address is needed to continue the configuration.

The default network configuration is set for dynamic IP addresses (DHCP), but static IP
addresses are also supported.

To determine the unit’s IP address:
1. Attach a monitor to the VGA connector.

2. Power on the unit by pressing the power button.
After the unit initializes, the IP addresses are displayed.

The IP address may also be obtained using a USB stick with a single MBR partition
formatted with either FAT32 or NTFS:

1. Create an empty network. info file on a USB stick.

2. Insert the stick in the USB port on the front of the unit and wait at least 30
seconds for the network configuration to download to the network. info file.

3. Move the USB stick to a host computer and scan the updated network.info file
to determine the available IP addresses.
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Assign a Static IP Address

If DHCP support is not enabled, set a static IP address for the unit:

1. Create a network.conf file on a USB stick that contains the following entries:

BONDO IP4 CONFIG=static
BONDO_IP4 ADDR=nnn.nnn.nnn.nnn
BONDO_IP4 GW=nnn.nnn.nnn.nnn
BONDO_IP4_ PREFIX=nn

Insert your IP address, gateway, and prefix where needed.
For example:

BONDO_IP4_ CONFIG=static
BONDO_IP4 ADDR=192.168.10.111
BONDO_IP4 GW=192.168.10.1
BONDO_IP4_ PREFIX=24

2. Insert the stick in the USB port on the front of the unit and wait at least two minutes
for the network.conf file to update.

3. Remove the USB stick from the front port.
The unit will restart with the updated network settings.

NOTE: If the unit does not reboot automatically, recheck network.conf filename to ensure it is
all lowercase letters.
You may need to use a Linux or MacOS host system to check a filename as Windows 0S
can change the filename to uppercase but cannot display it.

The Remote Management Console should now be available at the static IP address
selected. For more information on how to configure IP addresses, refer to Chapter 4,
“Network Configuration,” on page 40.

Automatically Assigning a DHCP IP Address

To revert to the default DHCP setting and automatically assign an IP address for the unit:
1. Create a network.conf file on a USB stick that contains only the following entry for
the IPv4 address.
BONDO_IP4 CONFIG=dhcp

NOTE: No other parameters should be present in this case. The file content is case sensitive.
Start the text from the first column and make sure there is no white space around the
equal sign (=).

2. Insert the USB stick in the USB port on the front of the unit and wait at least one
minute for the network.conf file to update.

3. Remove the USB stick from the front port.
The unit will restart with the updated DHCP network settings.

NOTE: If unit does not reboot automatically, recheck network.conf filename to ensure it is
all lowercase letters.
You may need to use a Linux or MacOS host system to check filename as Windows OS can
change filename to upper case but cannot display it.
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Connect to Remote Management Console

Use a web browser to connect to the RDX QuikStation Remote Management Console from any
computer on the same network as the RDX QuikStation. Supported operating systems include
Microsoft Windows, Linux, and Apple MacOS.

To connect to the Remote Management Console:

1. Obtain the unit’s IP address.
See “Obtain the IP Address” on page 17.

2. From a network host, type the RDX QuikStation IP address in a web browser.
Use the format http://<RDX QuikStation IP Address>.
3. Sign in to the Remote Management Console.

The default user name/password of Admin/Admin! (note the exclamation mark).

NOTE: Passwords are case-sensitive.

Configuring the RDX QuikStation

You need to configure your RDX QuikStation with a few basic settings to prepare it for use.

Setting the Language

The language used by the Remote Management Console can be changed by any user at any
time from any page. Administrative permissions are not required.

To change the language:

1. From any Remote Management Console window, click the language drop-down
menu at the bottom of the active window.

In the example below, the login box is shown.
Sign In to the RDX QuikStation 4

User Mame: User Marme

Password:

|

I B Erglish "1

2. At the menu of languages available, select the desired language.

B Erglish Eg
== English
[ 1 Frangais
[ Deutsch
» B#FE
[ RiifEash-
= Espafiol
1 PyCokMA
[ 0 Italiano
= Morsk
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The menu closes and the dialog window appears in the selected language. For example,
if you select Deutsch, you will see:

Melden Sie sich bei RDX QuikStation 4 an ?
Benutzername: EBenutzername
Kenrwaort:

™ peutsch w7

All subsequent pages will appear in the selected language. Here is a German example:

¥ Hlonen

4 % yTx1U00012 |1 wahlen Sie einen beliebigen Knoten aus der Strukturansicht aus
= Dock0l (00354273)

Mame Wert
™= Dock02 (00625877)
™= Dock03 (Leer)
™ Dock0d (00601107)
™ peutsch ~

Logical Device Type

You can configure your RDX QuikStation as multiple RDX drives (four or eight) or as RDX

logical volumes (one or two sets of four drives). The unit is shipped in the multiple RDX drive
configuration.

For more information about best use for each logical device type, see Chapter 5, “Select the
Logical Device Type,” on page 64.
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System Settings

Refer to the table below for the recommended RDX QuikStation system settings. For more
information, see Chapter 4, “System Settings Overview,” on page 38.

Setting

Purpose

Where to find

Date/Time

Set the date and time to your time
zone to receive accurate system and
troubleshooting information. To avoid
time drift, provide the NTP server
address.

From the main menu bar in the
Remote Management Console, go to
System Settings > Date/Time.

See Chapter 4, “Date and Time
Configuration,” on page 39 for more
information.

Network Information

We recommend that you assign a
static IP address to prevent
inadvertent IP address changes of the
iSCSI target. You can also configure
optional DNS server addressing
information.

From the main menu bar in the
Remote Management Console, go to
System Settings > Network. The
RDX QuikStation automatically
reboots after you have made your
network changes.

See Chapter 4, “Network
Configuration,” on page 40 for more
information.

Email Notification

A valid email address is needed for
logging, error reporting, and password
recovery.

From the main menu bar in the
Remote Management Console, go to
System Settings > Notification.

See Chapter 4, “Notification
Configuration,” on page 46 for more
information.

User Management

As a best practice, change the built-in
administrator account password.

From the main menu bar in the
Remote Management Console, go to
System Settings > User.

See Chapter 4, “Editing a Password,”
on page 50 for more information.

10400880
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iISCSI Configuration

The data that you want to store, back up, and restore is transferred from your host
computers to the RDX QuikStation via the iISCSI (Internet Small Computer System
Interface) protocol. In 1ISCSI terminology, a host computer is referred to as an “initiator”
and the storage device it connects to as the iISCSI “target.”

Topics in iSCSI Configuration:

¢ 1SCSI Configuration Overview
¢ Connecting to iISCSI Targets Without Authentication
e  Set 1SCSI Security

iSCSI Configuration Overview

Before you can begin to back up and restore data with the RDX QuikStation, the host
computers (initiators) must establish an iISCSI connection to the storage targets on the
RDX QuikStation.

To establish an iISCSI connection, you first need to verify that the host computer OS has
the 1SCSI initiator software installed.

Depending on how you configured the logical device type for the RDX QuikStation (see
Chapter 5, “Select the Logical Device Type,” on page 64), you will have one to four (RDX
QuikStation 4) or one to eight (RDX QuikStation 8) iSCSI targets with which to connect.

NOTE: For more information about viewing iSCSI targets, see Chapter 6, “iSCSI Device General
Information,” on page 90.

You can configure iISCSI initiators with or without iSCSI security. The RDX QuikStation
supports the one-way Challenge Handshake Authentication Protocol (CHAP). The CHAP
protocol is used to authenticate iISCSI connections and is based upon the initiator and
target sharing a secret (a security key that is similar to a password).

With CHAP authentication, the iISCSI target (storage device) authenticates the initiator
(host computer). The secret is set just for the target. All initiators that want to access that
target need to use the same secret to connect to the target. For more information, see “Set
1SCSI Security” on page 30.

The following describes iISCSI Management rules for the RDX QuikStation iISCSI devices:

e Libraries and autoloaders can have up to 10 initiator users (using CHAP) or host
computers (using host authentication).

¢ Single 1SCSI storage targets (RDX drives, tape drives, logical volumes, and
protected volumes) can only have one initiator user (using CHAP) or host computer
(using host authentication).

10400880 ©2019 Overland-Tandberg » 22



RDX QuikStation 4 and 8 Product Manual 3 - iSCSI Configuration

e If the System > Allow multiple host connections option has been set (see Chapter 4,
“Options for RDX QuikStation,” on page 55) then up to 10 initiator users (using CHAP)
or host computers (using host authentication) can be set for each 1ISCSI storage target
including RDX drives, tape drives, logical volumes, and protected volumes.

CAUTION: To avoid data corruption, multiple iSCSI initiator sessions should only be enabled
when operating in a cluster aware filesystem.

Connecting to iSCSI Targets Without Authentication

This section describes how to connect Windows, Linux, and Mac OS X hosts to RDX
QuikStation iSCSI targets without authentication. If you plan on using one-way CHAP
authentication, follow the instructions in “Set iISCSI Security” on page 30.

¢ Connecting iSCSI Targets for Windows
¢ Connecting iSCSI Targets for Linux
¢ Connecting 1ISCSI Targets for Mac OS X

Connecting iSCSI Targets for Windows

The following instructions describe how to connect your network host computers using
Windows Server 2012R2.

NOTE: Your iSCSl initiator interface may differ slightly depending on your Windows operating system.

To establish an 1ISCSI connection:
1. Open Microsoft iISCSI Initiator and click the Discovery tab.
2. Click Discover Portal.
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Your version of iISCSI initiator may use Add depending on your Windows OS.)

iSCSI Initiator Properties

==l

| Targets(l Discovery I)=avorite Targets | Volumes and Devices I RADIUS I Conﬁguraﬁon|

Target portals

The system will look for Targets on following portals:

Address Port Adapter

IP address

To add a target portal, dick Discover Portal.

To remove a target portal, select the address above and
then dick Remove.

iSNS servers

The system is registered on the following iSNS servers:

Remove

MName

To add an i5MS server, dick Add Server,

To remove an iSNS server, select the server above and
then dick Remove.

More about Discovery and iSNS

Add Server...

Remove

[ OK. ][ Cancel ] Apply

3. In the Discover Target Portal dialog window that opens, type the IP address for the RDX
QuikStation, and click OK.

10400880

Discover Target Portal

want to add.

the Advanced button.

' 10.250.4.211 ' 3260

Enter the IP address or DNS name and port number of the portal you

To change the default settings of the discovery of the target portal, dick

IP address or DNS name: Port: (Default is 3260.)

==l

[

) (o]

©2019 Overland-Tandberg

> 24



RDX QuikStation 4 and 8 Product Manual 3 - iSCSI Configuration

4. Click the Targets tab.
Depending on how you configured the logical device type for the RDX QuikStation you
have, you will see up to four or eight iSCSI targets.

iSCSI Initiator Properties @

( Targets Djismvery I Favorite Targets I Volumes and Devices I RADIUS I Conﬁguraﬁon|

Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Quick Connect...

MName Status

Target:

Discovered targets

ign.2010-01.com. tandbergdata:storage.rdx 1-1.985200... ve
ign.2010-01,com. tandbergdata:storage.rdx2-2,989200...  Inactive
ign.2010-01.com. tandbergdata:storage.rdx3-3.989200...  Inactive
ign.2010-01,com. tandbergdata:storage. rdx4-4.989200...  Inactive

To connect using advanced options, select a target and then Connect
dick Connect. =

To completely disconnect a target, select the target and Dii ct
then dick Disconnect. st

For target properties, incuding configuration of sessions, Properties
select the target and dick Properties. — —

For configuration of devices assodated with a target, select Devices
the target and then dick Devices. —__

More about basic iSCSI connections and targets

[ OK. J[ Cancel ] Apply

5. For each iSCSI target, complete the following steps:
a. Select an iSCSI qualified name (IQN) from the list and click Connect.

NOTE: Your version of iSCSI initiator may use Log On depending on your Windows OS.

The Connect To Target dialog window opens.

Connect To Target @

Target name:

gn.2010-01.com. tandbergdata:storage. rdx1-1.9892000 15|

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

[~ Enable multi-path

[

[ Cancel ]

b. Check the Add this connection to the list of Favorite Targets box, and click OK.
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The RDX QuikStation’s iISCSI target should display as Connected in the Discovered

targets list.

iSCSI Initiator Properties @

Targets |Disr.o\c'er\-I Favorite Targets I Volumes and Devices I RADIUS I Conﬁguraﬁon|

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | Quid

Discovered targets

Refresh

MName Status

ign.2010-01.com. tandbergdata:storage.rdx1-1,989200... Connected
ign.2010-01.com. tandbergdata:storage.rdx2-2,989200...\ Connected
ign.2010-01.com. tandbergdata:storage.rdx3-3.989200...  Inactive
ign.2010-01,com. tandbergdata:storage. rdx4-4.989200...  Inactive

To connect using advanced options, select a target and then Connect
dick Connect. =
To completely disconnect a target, select the target and Dii ct
then dick Disconnect. st
For target properties, induding configuration of sessions, P £
select the target and dick Properties. Lislis
For configuration of devices assodated with a target, select
the target and then dick Devices.

Devices...

More about basic iSCSI connections and targets

OK ] [ Cancel Apply

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.

Connecting iSCSI Targets for Linux

The following instructions describe how to connect iSCSI targets using a Linux Open-iSCSI
Initiator that is available for Redhat Enterprise Linux, CentOS, Fedora Linux, Debian, and
Ubuntu operating systems.

NOTE: For more information about using an Open-iSCSI Initiator with your specific Linux operating
system, refer to your Linux distribution website.

1. Install Open-iSCSI Initiator.

e For a Linux operating system, enter the following command:

# yum install iscsi-initiator-utils

¢  For Ubuntu and Debian operating systems, enter the following command:

$ sudo apt-get install open-iscsi
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2. Discover iSCSI targets.

To discover the RDX QuikStation iSCSI targets, enter the following command, replacing
the variable <RDX IP address> with the actual IP address for your RDX QuikStation:

# iscsiadm -m discovery -t sendtargets -p <RDX IP address>
Depending on how you configured the logical device type for the RDX QuikStation you
have, you will see one to eight 1ISCSI targets.

3. Connect to iSCSI targets.

* To connect all discovered iSCSI targets, enter the following command:
# iscsiadm -m node -L all
* To connect to an individual target, enter the following command, replacing

<target IQN name> with the iSCSI qualified name (IQN) of the target and
replacing <target portal> with the RDX QuikStation IP address:

# iscsiadm -m node -T <target IQN name> -p <target portal> --
login

Once all iSCSI targets are connected, the initiator (Linux host computer) can use the
1iSCSI disks as a normal disk. It appears under /dev/sdx devices and you can format and
mount 1SCSI disks like a normal disk.

Other “iscsiadm” Commands

¢ To disconnect from an iSCSI target, enter the following command, replacing
<target IQN name> with the iSCSI qualified name (IQN) of the target and replacing
<target portal> with the RDX QuikStation IP Address:

# iscsiadm -m node -T <target IQN name> -p <target portal> --logout

e To delete a target, enter the following command, replacing <target IQN name> with
the 1ISCSI qualified name (IQN) of the target:

# iscsiadm -m node -T <target IQN name> -o delete

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.

Connecting iSCSI Targets for Mac OS X

The following instructions describe how to connect your Mac OS X host computers using Atto
Technology’s Xtend SAN iSCSI initiator. Xtend SAN is compatible with Mac OS X 10.4.x and
later. While we do not require you to use Xtend SAN as your third-party Mac OS X iSCSI
initiator, we recommend that you use an iSCSI initiator that has been tested or recommended
for use with your chosen backup application.

To establish a secure 1SCSI connection:

1. Open the Xtend SAN i1SCSI Initiator by clicking the Discover Targets tab, then clicking
Discover by DNS/IP.
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The following dialog window opens.

anon ATTO iSCSI Mac Initiator--Xtend SAN
Hosts [“Initiator -~ Discover Targets -}
=

Discover Targets

Configure the static discovery. '8

Address: ([10.1.50.211 ) =

Port: 3260

rCHAP

Target User Name: ign.1995-12.com.attotech:xtendsan:ser.wq9:

Target Secret:
Mutual Authentication: =)
Initiator User Name

Initiator Secret:

2. In the Address field, type the IP address for the RDX QuikStation.

If you are using a port number other than the default, type the number in the Port field.
Otherwise leave the default 3260 port number.

3. Click Finish.

The dialog window displays the discovered iSCSI targets. Depending on how you

configured the logical device type for the RDX QuikStation you have, you will see one to
eight iSCSI targets.

o N ATTO I5CSI Mac Initiator--Xtend SAN
Hosts [Initiator -~ Discover Targets-|
LN Tandberg-Data ok

(" Discover by DNS/IP |  { Discover by iSNS

Discovered Targets

iqn.2010-01.com.tandbergdata: storage.rdxd-4.00259008%e6a
iqn.2010-01.com.tandbergdata: storage.rdx3-3.0025930089e6a
iqn.2010-01.com_tandbergdata: storage.rdx2-2.002 59008%e6a
iqn,2010-01 com.tlandbergdata; storage.rdx1-1.002590089e6a

v { ——
dd [ Clear
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4. Highlight all the discovered targets and click Add.
The targets are displayed in the left pane with a red icon, signifying that they are not yet

connected.
ann ATTO iSCSI Mac Initiator--Xtend SAN
Hosts Initiator ~ Discover Targets: ]
LN Tand berg-Data- 15Vs-MacBook-Pro.local
& ign.2010-01.com.tandbergdara-storage.rdx1-1.00259008¢ (" Discover by DNS/IP (" Discover by ISNS
& ign.2010-01.com.tandbergdata:storage.rdx2-2.002 590084

# ign.2010-01.com.tandbergdata:storage.rdx3-3.00259008¢ Discovered Targets
& ign.2010-01.com.tandbergdara-storage.rdx4-4.00259008¢ n.2010-01.com_tandber

5. For each iSCSI target, complete the following steps to connect the target:

a. Select an iSCSI qualified name (IQN) from the left pane.
The target’s port information opens in the center pane.

%Setup | Status = LUNs !

Mame: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089e6a
Alias:

Ports

Metwork Node Visible Auto Login

b. Check both the Visible and Auto Login boxes.
c. Click the Status tab.

The target’s connection status is displayed.

[ Setup -~ Status @ LUNs 1

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089%e6a
Alias:

Ports

Network Node Status Auto Login

10.1.50.211:3260
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d. Select the Network Node listed and click Login.

The 1SCSI targets are displayed with a green icon when they are connected to the RDX
QuikStation.

[ HaNa! ATTO ISCSI Mac Initiator--Xtend SAN
Hosts Setup - Status LUNs
¥ B Tandberg-Data-I5Vs-MacBook-Pro.local

& ign.2010-01.com.tandbergdata:storage.rdxl-1 Name: ign.2010-01.com.tandbergdata:storage.rdx3-3.00259008%6a
€ ign.2010-01.com.tandbergdata:storage.rdx2 -2

Alias

iqn.2010-01.com.tandbergdata:storage.rdx3-3
& ign.2010-01.com_tandbergdata: storage.rdx4 -4 Parts

Network Node Status Auto Login

10.1.50.211:3260

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.

Set iSCSI Security

The RDX QuikStation allows you to set iISCSI security in one of the following ways.

CHAP Authentication — CHAP is a protocol that is used to authenticate iISCSI
connections and is based upon the initiator and target sharing a secret (a security key
that is similar to a password). You can add up to 10 initiator users (host computers) per
iSCSI target. However, for disk configuration, only one initiator can be actively
connected to the disk target at a time.

Host Authentication — Only the initiators (on host computers) that you specify for an
iSCSI target will be allowed to connect to the target. Without host authentication, any
network host can connect to the iISCSI target. You can add up to 10 host computers per
1SCSI target. However, for all logical device configurations, only one initiator can be
actively connected to the disk target.

=

IMPORTANT: As a best practice, set iSCSI security in the RDX QuikStation Remote Management
Console first. Then, using the host’s iSCSI initiator software, connect the host computer to your
iSCSI targets on the RDX QuikStation.

If you do not set security in the Remote Management Console first, any previously connected
hosts will remain connected to the RDX QuikStation regardless of the security you set.

This section covers the following topics:

10400880

Setting 1ISCSI Security in the Remote Management Console
Connecting 1ISCSI Targets with CHAP for Windows
Connecting iSCSI Targets with CHAP for Linux
Connecting iSCSI Targets with CHAP for Mac OS X
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Setting iSCSI Security in the Remote Management Console

To set 1SCSI security:

1. Sign in to the Remote Management Console (see Chapter 2, “Connect to Remote
Management Console,” on page 19).

2. Click the Logical Device top tab, select the iSCSI target from the tree view on the left,
and click the Security tab.

= Convert Device Type + X —
4 Q iSCEI Devices ﬁ Propetties 0{ Cannection Security

- @ RD¥ Logical Yolume
e Dislk Dipvel (Dockld)
( =i Disk Drive2 (Dock01) ) Alloyved Host
i Disk Drive3 (Dock0d2)
@ Available Disks

Type: Host Authentication v ) Add | S

3. Enable your authentication.
e To set CHAP authentication, see “Enabling CHAP Authentication” on page 31.

* To set host authentication, see “Enabling Host Authentication” on page 32.

Enabling CHAP Authentication
To add CHAP users (host computers) to an 1SCSI target:

1. From the Security tab dialog window, verify that the CHAP Authentication option is
shown in the drop-down menu window.

2. Click Add.
& Conver pe R Acd | [ Erase & Epct
4@ Securily
‘. ~ L
-+ T
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The Add iSCSI User dialog box opens.

Add iSCSI User ®

User MName:
Secret Key:
Werify Secret Key:

Cloze

3. In the User Name field, enter the host initiator name.

By default, this is the host IQN name, which you can find from your iISCSI host initiator
software application.

NOTE: You can create a unique user name in this field. If you do so, you must also change the
default host initiator name in your host iSCSI initiator software to match this name.

4. Enter and verity the CHAP Secret Key.

The secret must be 12 to 16 characters long. You can use any combination of letters,
numbers, and the following special characters: -, 1@#$%"&*_.

5. Click Add.

Enabling Host Authentication
To add host computers that are allowed to connect to an 1ISCSI target:

1. From the Security tab dialog window, select the Host Authentication option from the
drop-down menu window.

2. Click Add.

The Add 1SCSI Host dialog box opens.

Add iSCSI Host *

Host IP Address:

Cloze

3. Enter the IP address for the network host.
4. Click Add.
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Connecting iSCSI Targets with CHAP for Windows

The following instructions describe how to connect your network host computers in Windows
Server 2012R2. Your iSCSI initiator interface may differ slightly depending on your Windows
operating system.

To establish an 1ISCSI connection with CHAP enabled:

1. After discovering all the iSCSI targets (see “Connecting iSCSI Targets for Windows” on
page 23), select an iSCSI qualified name (IQN) from the list, and click Connect.

The Connect To Target dialog window opens.

Connect To Target @

Target name:

gn.2010-01.com. tandbergdata:

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

[~ Enable multi-path

o) (oo

2. Click Advanced.

3. In the Advanced Settings dialog window, complete the following actions:

Adwanced Settings @
General | Ipsec

Connect using

Local adapter: ’DeFauIt - ]
Initiator IP: [oefaut -]
Target portal IP: ’DeFauIt v]

CRC J Checksurn
] Data digest: [ IHeader digest

[¥]Enable CHAP log on

CHAP Log on information
CHAP helps ensure connection security by providing authentication between a target and
an initiakar,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator, The name will default to the Initiator Mame of the system unless another name is

specified.
Marne: iqn. 1991-05,com, microsoft:isvlab-isvlab
Target secret: ssssssessnnsl

"] Perform mutual authentication

To use rmutual CHAP, either specify an initiabor secret on the Configuration page or use
RACIUS,

[T]Use RADIUS ko generate user authentication credentials

[T]Use RADIUS to authenticate target credentials l

[ Ok ] ’ Cancel Apply

a. Check the Enable CHAP log on box.
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b. Enter the CHAP Name.
The name must match the name that was set in the Remote Management Console
for this particular target.

c. Enter the Target secret.
This secret must match the CHAP secret key that was set in the Remote
Management Console for this particular iISCSI target.

d. Click OK.

e. At the Connect to Target dialog window, click OK again.

The RDX QuikStation’s 1ISCSI target should display as Connected in the Discovered
targets section of the iSCSI Initiator Properties > Targets window.

iSCSI Initiator Properties @

Targets |Disr.o\c'er\-I Favorite Targets I Volumes and Devices I RADIUS I Conﬁguraﬁon|
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | Quick Connect...

MName Status

ign.2010-01.com. tandbergdata:storage.rdx1-1,.989200..) Connected
ign.2010-01.com. tandbergdata:storage.rdx2-2,989200.. | Connected
ign.2010-01.com. tandbergdata:storage.rdx3-3.989200...  Inactive
ign.2010-01,com. tandbergdata:storage. rdx4-4.989200...  Inactive

Discovered targets

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.

Connecting iSCSI Targets with CHAP for Linux

The following instructions describe how to connect 1ISCSI targets with CHAP authentication
using a newly-installed Linux Open-1SCSI Initiator that is available for Redhat Enterprise
Linux, CentOS, Fedora Linux, Debian, and Ubuntu operating systems.

NOTE: For more information about using an Open-iSCSI Initiator with your specific Linux operating
system, refer to your Linux distribution website.

1. Install Open-iSCSI Initiator.
* To install the Linux iSCSI Initiator, enter the following command.:
# yum install iscsi-initiator-utils
* For Ubuntu and Debian operating systems, enter the following command:
$ sudo apt-get install open-iscsi

2. Configure CHAP authentication.

a. Open the iscsid.conf file using a vi text editor with the following command:
# vi /etc/iscsi/iscsid.conf

b. Set the authmethod to CHAP by replacing None with CHAP so that the following
line reads:

node.session.auth.authmethod = CHAP
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c. Set the host initiator user name and CHAP password.

Uncomment the following lines and replace the variables with the actual host
Initiator name and password needed to connect to the 1ISCSI target:

#node.session.auth.username = <host_initiator_ name>
#node.session.auth.password = <CHAP_password>
#discovery.sendtargets.auth.username = <host_initiator_ name>
#discovery.sendtargets.auth.password = <CHAP_password>

d. Restart the iSCSI service by entering the following command:
# /etc/init.d/iscsi start

3. Discover iSCSI targets.

To discover the RDX QuikStation iSCSI targets, enter the following command, replacing
the variable <RDX_IP_address> with the actual IP address for your RDX QuikStation:

# iscsiadm -m discovery -t sendtargets -p <RDX IP_ address>
Depending on how you configured the logical device type for the RDX QuikStation, you
will see one to eight 1ISCSI targets.

4. Connect to iSCSI targets.
* To connect all discovered iSCSI targets, enter the following command:

# iscsiadm -m node -L all

* To connect to an individual target, enter the following command, replacing
<target_IQN name> with the iSCSI qualified name (IQN) of the target and
replacing <target_portal> with the RDX QuikStation IP address:

# iscsiadm -m node -T <target IQN name> -p <target portal> --
login

Once all iSCSI targets are connected, the initiator (Linux host) can use the iSCSI disks

as a normal disk. It appears under /dev/sdx devices and you can format or mount iISCSI
disks like a normal disk.

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.

Connecting iSCSI Targets with CHAP for Mac OS X

The following instructions describe how to connect your Mac OS X host computers with CHAP
authentication using Atto Technology’s Xtend SAN iSCSI initiator. Xtend SAN is compatible
with Mac OS X 10.4.x and later. While we do not require you to use Xtend SAN as your
third-party Mac OS X iSCSI initiator, we recommend that you use an iSCSI initiator that has
been tested or recommended for use with your chosen backup application.

To establish a secure 1SCSI connection:

1. Discover all the iSCSI targets (see “Connecting iISCSI Targets for Mac OS X” on
page 27).
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2. For each iSCSI target, complete the following steps to connect the target:
a. Select an iSCSI qualified name (IQN) from the left pane.

The target’s port information opens.

{ Setup | Status = LUNs |

Mame: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089eba
Alias:

Ports
Metwork Node Visible Auto Login

b. Check both the Visible and Auto Login boxes.

c. Click Security.
The Configure Security dialog window opens.

(< NONG! Configure Security
CHAP
Target User Name: ign.1995-12.com.attotech:xtendsan:ser.wq9394wated

Target Secret: i

O

Mutual Authentication:
Initiator User Name:

Initiator Secret: |

(" cancel ) ( Ok )

NOTE: The Target User Name (the host’s IQN name), must match the user name that is
specified in the iISCSI Management settings of the Remote Management Console.

d. Enter the Target Secret.

This secret must match the CHAP secret that was set in the Remote Management
Console for this particular 1ISCSI target.

e. Click OK.

f. Click the port information Status tab.
The target’s connection status is displayed.

| Setup - Status | LUNs 1

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089¢e6a
Alias:

Ports
MNetwork Node Status Auto Login

10.1.50.211:3260
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g. Select the Network Node that is shown, and click Login.

When connected to the RDX QuikStation, the 1ISCSI targets are displayed with a
green icon.

fann ATTO iSCSI Mac Initiator--Xtend SAN

Hosts (Setup -~ Status— LUNs

¥ Kl Iyndberg-Data-15Vs-MacBook-Pro.local

@ Jgn.2010-01.com.tandbergdata: storage.rdx1-1. Name: ign.2010-01.com.tandbergdata-storage.rdx3-3.00259008%6a
&,

@ pan.2010-01.com.tandbergdata:storage.rdx2-2 Alias:
3 iq 0-01.com.tandbergdata;storage.rdx3-3 :
® ign.2010-01.com.tandbergdata:storage.rdxd -4, Ports

Network Node Status Auto Login

10.1.50.211:3260

CAUTION: Before you shut down or restart the RDX QuikStation for any reason, it is
recommended that you disconnect all iSCSI targets.
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System Configuration

This chapter describes the RDX QuikStation system settings that a user with
administrator privileges can view and modify.

Topics in Setup and Configuration:

System Settings Overview

Date and Time Configuration

Network Configuration

Notification Configuration

User Management

Convert Device Type

Options for RDX QuikStation

System Settings Overview

As a user with administrator permissions, the following functions are available for you to
view and modify from the Remote Management Console System Settings menu.

10400880

ség System Settings ) &5y

[ DateTime

4 Metwork
L) Matification
_'1_1_ Uzer Management

m Convert Device Type

& Options
System Setting Menu
Name Description
Date/Time Allows you to set the date, time, and NTP server for the RDX
QuikStation (see “Date and Time Configuration” on page 39).
Network Allows you to modify the RDX QuikStation name, assign a

(Information)

static IP address, configure DNS server addressing
information, and set a port bonding mode (see “Network
Configuration” on page 40).

Notification

Allows you to specify email addresses where messages for
error reporting and password recovery are sent, enable SMTP
authentication, and customize email sender and subject line
text (see “Notification Configuration” on page 46).

User Management

Allows an administrator to add, remove, and edit users that
are allowed access to the RDX QuikStation Remote
Management Console (see “User Management” on page 47).
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System Setting Menu

Name Description
Convert Device Type Lets you to change the logical device type for the RDX
QuikStation.

For more information about logical device types, see “Convert
Device Type” on page 55 and Chapter 5, “Select the Logical
Device Type,” on page 64.

CAUTION: If you convert the logical device type, make
sure there are no active host connections to the iSCSI
targets before doing so.

Options The Options dialog window is divided into three tabs: System,
Removable Disk, and Diagnostics. See “Options for RDX
QuikStation” on page 55 for more information.

Date and Time Configuration

NOTE: You must have administrator privileges to set the date and time.

To set the date the time and time for your RDX QuikStation:

1. From the Remote Management Console main menu, select System Settings > Date/Time.

iop System Seftings + |- Sy

([ vatemime )

4 Metwork

L) Matification
_'1_1_ Uzer Management

m Convert Device Type

& Options

The Date/Time Settings dialog window opens.

Date;Time Settings *
Time Zone: Europe;Oslo| i
System Date: 4
System Time: 20 z

Keep time synchronized with NTP server

Timne Server: 0.europe.pool.ntp.org,0.north-arerica, pool.ntp.org

Upidlate Cloze

2. Choose one of the following options to change the settings:

e Ifthe NTP server box is unchecked, use the drop-down list to modify the Time Zone,
manually change the System Date and System Time fields, and then click Update.

* Check the Keep time synchronized with NTP server box., type one or more valid NTP
server IPv4 addresses (or its fully qualified domain names) in the Time Server field,
and then click Update. When entering multiple NTP server names or IQNs, separate
them by commas (,).
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NOTE: The RDX QuikStation hardware clock is set to use UTC (Coordinated Universal Time).
When changing the time zone, click Update before changing the date and/or time. At
least one city from every time zone region is listed. If your city is not listed in the
drop-down menu, select a city in the same time zone. For example, the option
America/Los Angeles represents the Pacific time zone which includes San Jose, San
Diego, and Sacramento.

Network Configuration

NOTE: You must have administrator privileges to configure network information.

The RDX QuikStation has multiple network interfaces. These may be used as separate
connections or may be “bonded” together to act as a single connection to protect against failure
or to improve throughput.

NOTE: If a port is not connected to the Ethernet, be sure to set the port IPv4 setting to Disable this
interface, and set the bond for that interface to None. If this is not done, it will take longer for
the system to boot and, under certain circumstances, ports that are connected may not
function properly.

To configure network information for the RDX QuikStation:
1. From the Remote Management Console main menu, select System Settings > Network.

System Seftings ~ | f Sy
[ paterime

4 Metwork

ey Motification

4.@' Uzer Management
. Convert Device Type

x Options

The Network Settings dialog window opens, showing only those interfaces that are not
part of another bonded interface.

Network Settings *®
P Modify Bonding
Host Name: vix2u000001
Interface Information Edit
bondo i ] i
bond1 o i
_hangs Close

2. If desired, you can modify the host name.

The default RDX QuikStation host name uses “vtx1u” (QuikStation 4) or “vtx2u”
(QuikStation 8) plus the last five digits of the unit’s serial number.
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3. To change the way in which the network interfaces are bonded, click Modify Bonding.

Network Settings

é) Modify Bonding

Host Name: vix2u00001
Interface Information Edit
ethd o i
bondo o i
bond1 o i

The Modify Bonding dialog opens.

Modify Bonding

Host Name: vixlu00012
Interface bond0 none
ethd B m]
ethl B m]

(RDX QuikStation 4, two 1GbE ports)

Modify Bonding

Host Name: vix2u000001
Interface bond0 bond1 nol
ethd B m] m]
ethl B m] m]
eth? B m] m]
eth3 B m] m]

(RDX QuikStation 8, four 1GbE ports)

10400880 ©2019 Overland-Tandberg

Close

Close

> 41



RDX QuikStation 4 and 8 Product Manual 4 - System Configuration

NOTE: For QuikStation 8 10GbE models, the 10GbE interface cannot be bonded with the 1GbE
interfaces, if available.

Modify Bonding *®
Host Name: vix2u000001
Interface bond0 bond1 none
ethd B m] m]
ethl B m] m]
eth? B m] m]
eth3 B m] m]

10GbE

(RDX QuikStation 8 Single 10GbE Model)

_hangs Close

4. If desired, select a new bonding configuration.

Normally, the interfaces are bonded in pairs. Bonded interfaces act like a single
interface to the host (see “Port Configuration Options” on page 44 for more information).
Non-bonded interfaces operate independently.

NOTE: Be sure to verify the network settings (see Step 5) for each interface whose bonding has
been changed.

5. Click Change to modify the bonding settings and return to the Network Setting dialog.

Bonding changes are not made permanent until all the network settings are saved.

6. To change the network settings, click the Edit icon (i2#) to display the Modify Network
Interface Settings page.

Modify Network Interface Settings *®
Interface: bond0

| Mac Address: 78:24:af:84:24:6¢
MTU size (bytes): 1500 =

| |Bonding Configuration: Active Backup (Failover) v

\ IPv4 || IPv6

(O Disable this interface

(2) DHCP Configuration (DHCP)
@ Static IP Address Configuration

Search Domain: overland.myoverland.net
1P Address: 10.250.4.221
Subnet Mask: 255.255.224.0
Default Gateway: 10.250.1.1
Primary DNS: 10.250.11.100
Secondary DNS: 10.250.11.103

oK Cancel
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7.

10.

Set the MTU size used for the rest of the network (1500 to 9000 bytes).

The default value is 1500 bytes. All devices sharing a network should have the same
MTU setting.

If you are configuring a bonded setup, select a bonding configuration.

By default, the port setting is set for Active Backup or Failover. In most cases, this default
setting suffices for your network environment. See “Port Configuration Options” on
page 44 for more information.

Choose an IP address option to either obtain network addressing automatically via
DHCP or set static addressing information.

It is recommended you set a static IP address to prevent inadvertent address changes.
e When DHCP configuration is selected, the DHCP server in your network should

provide all required information to configure network interfaces. No additional
setting is required.

e  When static IP address is selected, the IP address and Subnet mask must be set.
DNS and Search Domains may only be set if the Default Gateway is set. Only one
Default Gateway may be set for all interfaces.

If you have selected Static IP Address Configuration, configure the Search Domain:

NOTE: You can configure DNS and search domain only for static configuration with gateway
address set.

a. Enter the IP Address, the Subnet Mask, and the Default Gateway.
b. Add or modify the Primary DNS (lookup domain).

c. If desired, enter a Secondary DNS (lookup domain).

d. Click OK.

NOTE: If you change the IP address and the Remote Management Console is not connected
within 3 minutes after reboot procedure started, close web browser window and open
a new one with IP address you've configured.
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After the unit has been rebooted, you can verify the changes. From the System Settings >
Network Settings dialog, select Information to display the Active Network Interface Settings

dialog.
Active Network Interface Settings *
General
Interface bond0
MAC Address 78:24:a3f184:e4:6¢
Link Spesd 1000
MTU size (bytes) 1500

Search Domain

IPv4

1P Address 10.250.4.221
Broadcast Address 10.250.31.255
Subnst Mask 255.255.224.0
Default Gateway 10.250.1.1
Primary DNS 10.250.11.100
Secondary DNS 10.250.11.103
IPvG

IP Address feB0::7224:2fff:feB4:246¢
Prefix 64

Default Gateway

Primary DNS

Secondary DNS

11. Click OK to close.

Port Configuration Options

The RDX QuikStation 4, depending on the model, has either two or four 1GbE ports to provide
failover protection and high availability network connectivity. The RDX QuikStation 8,
depending on the model, has either four 1GbE ports, four 1GbE and one 10GbE ports, or two
10GbE ports. In network environments, it is a common practice to configure two or more
external ports as a single, logical, bonded port using an industry standard feature called Link
Aggregation, also known as port bonding or port trunking.

NOTE: For the RDX QuikStation 8 model with four 1GbE and one 10GbE ports, the 10GbE port
cannot be bonded with any 1GbE ports.

Bonded Network Configuration

The behavior of the logically-bonded ports depends upon the mode. For the RDX QuikStation,
you can configure port bonding for active backup/failover, adaptive load balancing, or dynamic
link aggregation.
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The following table describes the port bonding modes that are available in the RDX
QuikStation.

Port bonding mode

Description

Active-backup (failover)

The Active-backup or failover mode is the default
configuration for the RDX QuikStation. This mode uses one
port (adapter) and is limited by that port’'s throughput. It will
only switch to the other port if the active port fails.

Adaptive load balancing
(balance-alb)

Adaptive Load Balancing provides load balancing of transmit
and receive traffic. It also provides automatic failover if one
cable fails. This option works with any switch and is best used
in a multi-disk environment that has multiple iSCSI host
connections. This mode can provide a maximum performance
for multiple iSCSI sessions from the different IP addresses.
You might consider using this option if you have configured
your RDX QuikStation as the maximum number of RDX drives,
and you are using most or all of the iSCSI disk targets.

Dynamic link aggregation
(802.3ad)

Creates aggregation groups that share the same speed and
duplex settings. Utilizes all slave network interfaces in the
active aggregate group according to the IEEE 802.3ad
specification.

Requires 802.3ad support in Ethernet switch and host
computer (iSCSl initiator). This mode shall be utilized as point-
to-point between RDX QS 4 and the initiator host.This mode
can provide a maximum performance for a multiple iSCSI
sessions from the same IP address.

If the network is not configured properly, using this port
bonding mode can disrupt the entire network.

Split Network Configuration

When there is more than one Ethernet interface available to the host, each available interface
is configured separately. Configuration of each separate interface is similar to the
configuration of a single bonded interface above with a few exceptions:

An unbonded interface dialog has no bonding mode settings.

IP address must be different for all interfaces.

Only one default interface can have gateway address set.

If one interface is set in DHCP mode, it is considered a default interface.

You can configure DNS and search domain only for interface with static configuration,
which has gateway address set.

At least one interface must be enabled in a split setup.

NOTE: A split Ethernet port configuration should be used if ports are connected to the different
networks. If ports are connected to the same network setup, use a bonded port configuration.
You may also want to use split Ethernet connection if you choose to allow the Multiple Host
Connections option. See “Options for RDX QuikStation” on page 55.
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Notification Configuration

NOTE: You must have administrator privileges to set email notifications.

The Notifications Settings dialog window consists of three tabs: basic, authentication, and
customization. If your email server requires it, the Authentication tab allows you to add a user
name and password for SMTP authentication. The Customization tab allows you to define the
“From” email address and the subject text for email messages that are sent by the RDX
QuikStation.

NOTE: If the network is set to a static IP address, the Default Gateway, Search Domain, and primary
DNS server may have to be set to access the email server.

Setting Basic Email Notification

1. From the Remote Management Console main menu, select System Settings > Notification.

oo System Seftings - | fﬁ' Sy

[ DateTime

L Metwork

_@_ Uzer Management
m Convert Device Type

& Options

The Notification Settings dialog displays.
Notification Settings *
Basic Authentication Customization

Email Recipient1:
Email Recipient2:

Email Server:

[] Use SSL/TLS to connect this server

Change Reset Cancel

2. Type one or two valid email addresses in the email recipient fields.

The RDX QuikStation will send any system error messages, such as a fan failure or an
RDX dock failure, to the addresses that you specify. The RDX QuikStation will also send
any password recovery requests to these addresses.

3. Enter a fully-qualified email server domain name.

For example, mailhost.mycompany.com. You can also enter a valid IPv4 address,
such as, 192.168.1.101.

4. If your email server uses SSL/TSL, check the box to enable it.
Click Change.
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Setting SMTP Authentication

1. From the Notification Settings dialog window, click the Authentication tab.
Notification Settings *
Basic Authentication Customization

If your email server requires SMTP authentication, you can configure your
user id and password here.

User: Admin

Password:

Method: Plzin -
Plzin
CRAM-MD3

Change Reset Cancel

Type the SMTP user name and password for your email server.

From the drop-down menu, select the authentication method — either Plain or
CRAM-MD5.

4. Click Change.

Customizing Email Subject and From Address

1. From the Notification Settings dialog, click the Customization tab.

Notification Settings *

Basic | Authentication

You can customize the "From” email address and/or subject line. Leaving the
fields blank will generate the default text.

“From” Email:

Subject Text:

Change Reset Cancel

2. Type your desired From email address using standard email format.

For example, myQuikStation@mycompany.com. The From email text does not need to
be a valid email address.

3. If desired, type a custom subject text.
This text is used in all emails that are generated by your RDX QuikStation.

4. Click Change.

User Management

NOTE: You must have administrator privileges to manage user groups.

The RDX QuikStation allows you to set up three types of groups: administrator, manager, and
user. This section covers:

* Group Permissions Overview

¢ Adding Users to a Group
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* Removing Users from a Group
¢ Editing User Information

¢ Recovering the Built-In Administrator Password

Group Permissions Overview

The RDX QuikStation Group Permissions table describes the functionality each group can
access in the Remote Management Console.

User Manager Administrator
Users have permission to do the Managers have permission to dothe  Administrators have access to all
following;: following;: functionality. This includes permission to:
* change their log-in password. * view group information. * set system and network configuration.
* view physical and logical device ¢ view iSCSI Management securityand e set iSCSI security.
information. connection status.  add, remove, and edit groups.
* refresh/update device information * set options for diagnostic log level.  « format/erase RDX media.
manually. * change their log-in password. « clone data on RDX media.
* view physical and logjcal device « convert logical device type.
information. ¢ update firmware.
¢ refresh/update device information « perform system diagnostic tests.
manually.

* access all other system maintenance tasks.

Adding Users to a Group
To add users to a group:

1. From the Remote Management Console main menu, select System Settings > User
Management.

oy System Seftings + | - Sy

[ DateTime

4 Metwork

L) Matification

m Convert Device Type

& Options

The User Management dialog window opens.

User Managemenkt

& Add ) @ 1 Edlit Pazzword

User Group Description
admin Administrator huitt-in administrator account
uzer User huit-in uzer account

Cloze

2. Click Add.

3. Type a user name and password in the applicable fields.
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The following conditions apply:

* User names are not case sensitive and can only contain letters, numbers, and the
underscore (_) character. Names are limited to 80 characters in length.

* Passwords are case sensitive and must be 6 to 30 characters long. Passwords can
contain any combination of letters, numbers, and the following special characters: -
le#s e

4. From the drop-down menu, select the group to which you want to assign the user.

For a description of the permissions available to each group, see “Group Permissions
Overview” on page 48.

5. If desired, type a description to identify the user.
6. Click Add.

Removing Users from a Group

To remove users from a group:

1. From the Remote Management Console main menu, select System Settings > User
Management.

From the User Management dialog, select the user that you want to remove.

Click Remove.

User Managemenkt ®
&) Al 1 Edlit Pazzword
User Group Description
admin Administrator huitt-in administrator account
uzer User huit-in uzer account
JohnDoe Uzer

Cloze

The User Account Control window displays.

User Account Control ®

Type your RD¥ QuikStation 4
Adrinistrator password for
verification.

w

Cancel

4. Enter your RDX QuikStation Administrator password, and click OK.

5. Click Yes to confirm.

Editing User Information

You can edit a user name, the group assignment, description, and password.

NOTE: For the built-in administrator account, you can only edit the password.
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Editing the User Name, Group, or Description

1. From the Remote Management Console main menu, select System Settings > User
Management.

2. From the User Management dialog, double-click in the field you want to edit.
The field becomes editable.

User Managemenkt ®

I3 Add | @ Remove | s Edit Password

User Group Description
admin Administrator huitt-in administrator account
uzer User huit-in uzer account
JohnDoe Administrator| B

Cloze

3. Make your desired changes, and press Enter.

NOTE: User names can only contain letters, numbers, and the underscore (_) character. Names
are limited to 80 characters in length.

Editing a Password

NOTE: For users assigned to administrator and manager groups, you must first enter your RDX
QuikStation administrator password before editing the password.

1. From the Remote Management Console main menu, select System Settings > User
Management.

From the User Management dialog, select the user.
Click Edit Password to open the change dialog.

Change Password: JohnDoe *

MNew Password:

Werify Mew Password:

Cancel

4. Type a new password, type the password again to verify, and click OK.

Passwords are case sensitive and must be 6 to 30 characters long. Passwords can contain
any combination of letters, numbers, and these special characters: -, 1@#$%"&*_.

Recovering the Built-In Administrator Password

NOTE: The built-in administrator user name is admin (cannot be modified) and the default password
is Admin! (case sensitive).

If you have forgotten the built-in administrator password you created, you can reset the
password via email or USB.

If you have forgotten the user name and password for any other account, to edit the password
either contact the RDX QuikStation administrator or sign in as the built-in administrator
account (see “Editing a Password” on page 50).

10400880 ©2019 Overland-Tandberg » 50



RDX QuikStation 4 and 8 Product Manual 4 - System Configuration

Resetting the Password via Email

1. From the RDX QuikStation sign-in dialog, click the question mark (?) in the upper-right
corner.

Sign In to the RDX QuikStation 4

Faorgot your password?

User Mame: User Mame

Password:

The Password Reset dialog is shown.

IVPassword Reset ® —I

Select your user group:

(& &dministratar
() Some ather group

Cortinue | | Cancel

2. Select the Administrator option.

3. Click Continue.
The Administrator Password Reset dialog opens.

Administrator Password Reset

Note: This process only applies to the built-in "admin” account.

Choose one of two options below:
1. Reset Administrator Password via email

Click the Reguest Key button to send a password reset key to the email
address specified in the Remote Management Console.

( Request Key ) Reset Password

2. Reset Administrator password via USB

Insart a USB memory stick loaded with the password reset file into the USB
slot on the front of the RDX QuikStation 8. When the USB symbaol LED on the
front of the RDX QuikStation 8 stops blinking, dick the Reset Password button
below. Refer to the product manual for information about the password reset
file.

Reset Password

4. Select Request Key.

The RDX QuikStation sends an email message to the address that was specified in the
Remote Management Console (see “Notification Configuration” on page 46). The request
key remains valid for one hour.
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5. Click OK and leave the Administrator Password Reset dialog open.

IMPORTANT: If you close the browser session, the request key that was sent via email
becomes invalid.

6. Copy the request key from the email message and paste it into the Reset Key field.

Administrator Password Reset *®

Reset Key:
Menw Password:

Werify New Password:

Cancel

7. Type a new password, type the password again to verify, and click OK.

Passwords are case sensitive and must be 6 to 30 characters long. Passwords can contain
any combination of letters, numbers, and these special characters: -, 1@#$%"&*_.

Resetting the Password via USB

If an email notification address is not specified in the Remote Management Console, you can
reset the built-in administrator password via USB by creating a password.reset file.

IMPORTANT: The Overland-Tandberg-supplied USB flash drive might include configuration
example files. Change file extensions to * . example to make sure the correct action would be

performed by RDX QuikStation firmware.

To create the password.reset file and reset the password via USB:

1. Insert the USB flash drive that was included in your RDX QuikStation accessory kit
box into your computer.
If you cannot find the flash drive, you can use any USB flash drive that is formatted with
a VFAT32 or NTFS file system.

2. Navigate to the flash drive and create a blank text file on the drive.
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In Windows, right-click in the directory window, and select New > Text Document.
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@ Back - -J l.ﬁ p Search ‘E’;‘ Folders
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3. Rename the text file to password.reset. (In Windows, click Yes to confirm the file
name change.)
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If vou change a file name extension, the file may become unusable.

AN

Are you sure you want ko change it?

4. Remove the USB flash drive from your computer and insert it into the RDX QuikStation
USB slot located on the center-front panel.

5. Connect to the RDX QuikStation Remote Management Console.

6. From the Sign-in dialog, click the question mark (?) in the upper-right corner.
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Sign In to the RDX QuikStation 4

Faorgot your password?

User Mame: User Mame

Password:

7. Select the Administrator option, and click Continue.
The Administrator Password Reset dialog opens.

Administrator Password Reset

Note: This process only applies to the built-in "admin” account.

Choose one of two options below:
1. Reset Administrator Password via email

Click the Reguest Key button to send a password reset key to the email
address specified in the Remote Management Console.

Request Key Reset Password

2. Reset Administrator password via USB

Insart a USB memory stick loaded with the password reset file into the USB
slot on the front of the RDX QuikStation 8. When the USB symbaol LED on the
front of the RDX QuikStation 8 stops blinking, dick the Reset Password button
below. Refer to the product manual for information about the password reset
file.

Reset Password )

8. In the Reset Administrator Password via USB section, click Reset Password.

Type a new password, type the password again to verify, click Reset, and click OK.

Passwords are case sensitive and must be 6 to 30 characters long. Passwords can contain

any combination of letters, numbers, and these special characters: -, 1@#$%$"&*_.

10. Once the password is reset, remove the USB.
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Convert Device Type

To select or change the logical device type, from the Remote Management Console main menu,
select System Settings > Convert Device Type.

oy System Seftings + | - Sy

[ DateTime

4 Metwork

L) Matification

_'1_1_ Uzer Management

m Convert Device Type

& Options

For more information, refer to Chapter 5, “Select the Logical Device Type,” on page 64.

Options for RDX QuikStation

To access the Options dialog, from the Remote Management Console main menu, select
System Settings > Options.

oy System Seftings + | - Sy

[ DateTime

4 Metwork

L) Matification

_'1_1_ Uzer Management

m Convert Device Type

' & Options l

The Options dialog window is divided into four tabs: System, Removable Disk, Automation, and
Diagnostics. Refer to the table below for information about each tab.

Tab Option Description

System Check firmware update Recommended. Provides notifications about new firmware
automatically releases on Internet-accessible networks.
Allow multiple host Allows multiple iISCSI connections to drive targets from
connections multiple hosts in cluster environments when hosts can

manage drive access. To avoid data corruption, multiple iSCSI
initiator sessions should only be enabled when operating in a
cluster aware filesystem. This option also supports MPIO for a
single host by allowing multiple connections from the host.

Removable Disk  Unsafe Eject Allows you to enable the “Unsafe Eject” mode for RDX media
that have an established host connection (see “Setting
Removable Disk Options” on page 56).

Automation Auto-Insert Options Allows you to enable the “Auto-Insert” mode tape automation
devices. If set, then cartridges physically inserted in the
QuikStation docks will be logically placed in an empty tape
library rather than in the Import/Export slot (see “Setting the
Auto-Insert Option” on page 58).
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Tab Option Description

Diagnostics Log Level Allows you to change the log level from Normal to Detail or
Extend. We recommend you only change the log level if you
are instructed to do so by Technical Support.

NOTE: If you change the log level, the system will default to
“normal” once the Management Console browser
session is closed.

Remote Access Allows you to control remote access to the RDX QuikStation via
SSH (Secure Shell) for Technical Support (see “Configure
Remote Access (SSH)” on page 60). This feature is enabled by
default.

The Options dialog window opens with the System tab selected.

System Options

Options *

System Removable Disk Automation Diagnostics

Firmware Update Check Option
[] Check firmware update automatically

Multiple iSCSI Connections
[] Allow multiple host connections

This option allows multiple sessions from one or more iSCSI initators for all ISCSI
targets.

To avoid data corruption, multiple iSCSI initator sessions should only be
enabled when operating in a cluster aware filesystem or MPIO
environment!

OK Cancel

The default setting for Check firmware update automatically is selected. This setting is
recommended to receive notifications about new firmware releases on Internet-accessible
networks.

The Allow multiple host connections setting defaults to OFF.

CAUTION: This option should only be enabled if the QuikStation is in a clustered environment
where the hosts can properly share a single storage device without causing data corruption.

When set, this option allows more than one host to access the storage device at the same time.
Setfting Removable Disk Options
NOTE: The removable disk option only applies to disk configurations.
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You can enable the Unsafe Eject Button Option for RDX media that have an established host
connection.

By default, when an RDX dock is configured as a logical disk drive that is connected to a host
computer, you cannot manually eject the media using either the RDX dock eject button or the
gject function in the Remote Management Console. This is because the connected host
computer's operating system has reserved the RDX media.

A fixed disk operation mode can also be used for Windows backup support.

Enabling the unsafe eject option allows you to override the default and manually eject an RDX
media. This option is not recommended because you could potentially lose data on the RDX
media if you use unsafe eject. We recommend that you eject the RDX media from your backup
software application or from the host computer's eject function.

CAUTION: When using this operation mode, do not eject any RDX media while data is being
written or read as it might cause data loss and file system corruption.

To enable Unsafe Eject Button Option:
1. From the Options dialog window, click the Removable Disk tab.

Options *
System Removable Disk Automation Diagnostics

Unsafe Eject Button Option

By default, when an RDX dock is configured as a logical disk drive that is
connected to a host computer, you cannot manually eject the cartridge using
the RDX dock eject button. This is because the connected host computer's
operating system has reserved the cartridge.

Enabling the unsafe eject option allows you to override the default and
manually eject an RDX cartridge. This option is not recommendad because you
could potentially lose datz on the RDX cartridge if you use unsafe eject. We
recommend that you eject the cartridoe from your backup software application
or from the host computer's eject function.

Mote: This option applies to all four eject buttons.

[~] Enable Unsafe Eject

OK Cancel

2. Check the Enable Unsafe Eject box.
3. Click OK.
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Setting the Auto-Insert Option

The Auto-Insert option (IE) controls how the RDX QuikStation handles tape library
import/export slot functionality.

Options *

System Removable Disk Automation Diagnostics

Tape Auto-Insert option (IE)

() OFF: Library has full Import/Export port functionality. If this option is selected,
you must import or move each cartridge to a logical slot by importing each
cartridge manually via your backup software application. When a single
cartridge is inserted, it will be mounted into the virtual IE port. When multiple
cartridges are inserted, each cartridge must be imported one at a time.

i@ ON: Library only has Export port functionality. When one or more cartridges
are inserted, the library automatically mounts them into an available logical
slot. This option eliminates the need to manually import each inserted
cartridge via your backup software application. However, an export from the
backup application can still be usad to eject the media from a slot and physical
dock.

OK Cancel

Auto-Insert Option ON

This is the default setting. When one or more RDX cartridges are inserted, the RDX
QuikStation automatically moves them into an available logical slot.

The Auto-Insert option eliminates the need to use your backup software to import each
inserted cartridge. If the slot corresponding to the physical dock is available, that slot will be
used by the RDX QuikStation. However, you can still perform an export from the backup
application to eject the media from a slot and physical dock.
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This is a physical view of a tape library with the Tape Auto-Insert option turned ON. Note
that the cartridges’ physical locations correspond with their logical tape slot locations.
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= Dock0s (20010437) Cartridge Capacity 1000 GB
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This is a logical view of a tape library with the Auto-Insert option turned ON. Note that
cartridges automatically mount to logical slots that correspond with their physical dock
locations.
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Avuto-Insert Option OFF

When a single RDX cartridge is inserted into any dock, it is mounted into the virtual IE port
awaiting an import command from your backup software. When multiple cartridges are
inserted, the first cartridge that is detected by the library is mounted to the virtual IE port.
The remaining cartridges will not display in the Remote Management Console until you
import them one at a time via your backup software application.

NOTE: Refer to your backup software documentation for tape library import/export commands and
recommended use.

Change Avuto-Insert Option
1. From the Options dialog window, click the Automation tab.
2. Select your desired setting (ON/OFF).
3. Click OK.

Configure Remote Access (SSH)

Besides using the Remote Management Console and the unit’s IP Address, your RDX
QuikStation can also be accessed at the root level:

¢ Connect to the unit with the serial port for console access.

¢ Connect via SSH access (the Allow Remote Access option must be active).
NOTE: See Appendix A, “Troubleshooting,” on page 108 for connection details.

Under the Diagnostics tab, select the Allow Remote Access (SSH) option to permit the use of
SSH to access the RDX QuikStation. It enables or denies access to the RDX QuikStation using
either public or private SSH keys.

Options ®

System Removable Disk Automation Diagnostics

Only change the following options if you are instructed to do so by Tandberg Data
technical support.

Diagnostic Log Option
Log Level: MNormal P

The log level will default to normal once the browser session is closed.

Remote Access Option
( Allow Remote Access (SSH) ]

This option allows or prevents remote access via SSH to the RDX QuikStation 8.

Download 55H Key Re-Initialize 55H Keys

Upload SSH Public Key: Select a file.

[ +]

QK Cancel
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Download an SSH Key

Use this option to automatically generate a private SSH key.
1. From the Remote Management Console main menu, select System Settings > Options.
2. Switch to the Diagnostics tab.

3. Click Download SSH Key.

The default location is C:\Users\Administrator\Downloads. Click the folder icon in the
confirmation message to go to that folder.

ssh_host_rsa_key |

-
~ Download complete |
|

4. Click OK again to close the System Settings options dialog box.

Re-Initialize an SSH Key

Use this option to clear out all previously generated or uploaded SSH keys to ensure they no
longer provide access to the RDX QuikStation.

1. From the Remote Management Console main menu, select System Settings > Options.
2. Switch to the Diagnostics tab.

3. Click Re-Initialize SSH Keys.
A confirmation message is shown.

Re-Initialize S5H Keys *

New SSH key created. Please delete old keys and download the new key.

4. Click OK again to close the System Settings options dialog box.

Generate and Upload SSH Public Key
1. Generate a public/private SSH key pair using the ssh-keygen utility.

a. Open a command line terminal with ssh-keygen support.
You can use Git Bash for this if desired.

b. Paste the text below, substituting in your email address where noted.
$ ssh-keygen -t rsa -b 4096 -C “your_email@example.com”

This creates a new ssh key, using the provided email as a label.

c. At the prompt to enter a file in which to save the key, press Enter.
This accepts your default file location.

d. At the prompt, type a secure passphrase.

From the Remote Management Console main menu, select System Settings > Options.
Switch to the Diagnostics tab.

Click the green plus sign (@ ) to the right of the upload field to open a file picker.
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5. Navigate to the location where the new public/private key pair was stored, select the file
with .pub extension, and click OK.

6. Click OK again to close the System Settings options dialog box.
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Logical Device Management

This chapter describes the Remote Management Console Logical Device interface.

Topics in Setup and Configuration:

* Logical Device Type Overview

e Select the Logical Device Type

e RDX Targets

* Logical Volumes

¢ Protected Volumes

¢ Disk Autoloader

Logical Device Type Overview

The following table compares the logical device types that the RDX QuikStation can

emulate.

Logical Device

Reported Inquiry

Type QuikStation 4 QuikStation 8 iSCSI Targets String
RDX drives Four RDX drives (may be set to Eight RDX drives (may be setto  One target for RDX
fixed disk mode; refer to “RDX fixed disk mode; refer to “RDX each RDX drive
Fixed Logical Volume” on Fixed Logical Volume” on
page 66 page 66
Logical Volume Up to four RDX cartridges as a Two volumes with up to four RDX Each volume is RDX
Fixed Disk single fixed disk target cartridges presented as two fixed one target
Target disks targets
Logical Volume Up to four RDX cartridges as a Two volumes with up to four RDX Each volume is RDX
Removable Disk single removable disk target cartridges presented as two one target
Target removable disks targets
Protected Up to four RDX cartridges One volume with up to eight RDX Each volume is RDX
Volume Fixed presented as a single fixed disk  cartridges presented as a single one target
Disk Target target with one-disk fault fixed disk target with two-disk
tolerance fault tolerance
_OR_
Two volumes with up to four RDX
cartridges presented as two fixed
disks targets each with one-disk
fault tolerance
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Logical Device

Reported Inquiry

Type QuikStation 4 QuikStation 8 iSCSI Targets String
Protected Up to four RDX cartridges One volume with up to eight RDX Each volume is RDX
Volume presented as a single removable cartridges presented as a single one target
Removable Disk disk target with one-disk fault removable disk target with two-
Target tolerance disk fault tolerance

-OR-

Two volumes with up to four RDX
cartridges presented as
removable disks targets each
with one-disk fault tolerance

Disk Autoloader

One removable disk and four slot One removable disk and eight One disk target RDX

slots
Tandberg Data Emulated Tape Library with one  Emulated Tape Library with one  Library target StoragelLoader
Storageloader  tape drive and four storage slots tape drive and eight storage slots | 10 target Ultrium 3-SCSI
LTO
Tandberg Data Emulated Tape Library with two ~ Emulated Tape Library with two  Library target Magnhum 224
Storage Library  tape drives and four storage slots tape drives and eight storage Two LTO targets  Ultrium 3-SCSI
224 slots
Hybrid: TD N/A Emulated Tape Library with one  Library target StoragelLoader
StoragelLoader tape drive and four storage slots, | 70 target Ultrium 3-SCS|
aDr:i(\:ilet‘.sRDX plus four RDX drives Four RDX targets RDX

Select the Logical Device Type

10400880

To configure the logical device type:

1.

Select the device type from the dialog that opens when you first log on to the Remote
Management Console.

If you select the RDX Drive configuration, you should first install the RDX Utility, which
is available from www.tandbergdata.com. A link (labeled “Here”) is also provided in the
Logical Device Type Settings dialog.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 4 and restart the system. For
maore information about logical device types, refer to the RDX QuikStation 4 product manual.
If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.
Download the latest RDX Utility Here.

Current Selected Typs

RDX Drive (Four TD RDX drive targets)

Disk Configuration =

Disk Automation Configuration +

RDX Logical Volume Configuration +

RDX Protected Volume Configuration +
(QuikStation 4) Bl Cancel
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Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 8 and restart the system. For
maore information about logical device types, refer to the RDX QuikStation 8 product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Type
RDX Drive (Eight TD RDX drive targets)

Disk Configuration -
Disk Automation Configuration +
RDX Logical Volume Configuration +
RDX Protected Volume Configuration +
Tape Automation Configuration +
Hybrid Configuration +

(QuikStation 8) Change Cancel

2. Click Change.

RDX Targets

This configuration presents each QuikStation RDX dock to the computer host as a individual
1iSCSI RDX dock.

RDX Individual Dock Drives

By default the target acts like a normal RDX removable disk. Optionally, you can set each
RDX target to appear as a fixed disk to the host using the Advance Options button for the
drive. In some environments, this allows both faster read and write times when connected to
Windows OS and the use of RDX media with Windows-native backup applications.

1. From the Logical Device tab, select an available disk and click Advanced Options.

[ P———

A Comen Dévice Typs [=2]

! Properties M Conrect Uity T

Vendaor

Product R
Revaion

Serial Numiber POOOOOESH00

150 5 Mame N 2090-01 5 om tandbergdata siomge rd
Target IDLUN

Sdwius

Fimed Disk of

The Advanced Options dialog opens.

Advanced Options *
Fixed Disk Option

# Present the disk as a fixed disk on the network

QK Cancel
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2. Check the Present the disk as a fixed disk on the network box, and click OK.

RDX Logical Volume

The RDX Logical Volume combines up to either 4 RDX media (for the QuikStation 4) or 8 RDX
media (for the QuikStation 8) into a single logical volume target. This configuration allows you
to manage a single logical volume comprised of one or more of the RDX media in your system.

The RDX Logical Volume may be presented to the host as either a fixed disk or as an RDX
device.

RDX Fixed Logical Volume

The Fixed Disk RDX Logical Volume is presented as fixed disk to the host computer. This
means that the host computer will not expect the disk to be removed. The user interface
software will not allow the logical volume to be ejected while it has an iSCSI connection to a
host.

The Fixed Disk RDX Logical Volume may have faster write times than the Removable Disk
RDX Logical Volume for some host operating systems.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 4 and restart the system. For
maore information about logical device types, refer to the RDX QuikStation 4 product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Typs
Fixed Disk RDX Logical Volume (Up to 4 RDX cartridges as single fixed target)

Disk Configuration +
RDX Logical Volume Configuration -
@ Fixed Disk RDX Logical Volume (Up to 4 RDX cartridges as single fixed target)

(©) Removable Disk RDX Logical Volume (Up to 4 RDX cartridges as a single removable target)

RDX Protected Volume Configuration

Tape Automation Configuration %

(QuikStation 4) Change Cancel

In the QuikStation 8, you can configure two Fixed Disk RDX Logical Volumes. Each volume
consists of up to four RDX cartridges either on the top or the bottom row.
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Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation & and restart the sysiem. For
rare information about logical device types, nefer 1o the RDX QuikStation 8 product manyual.
If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here,

Qurrent Selected Tvpe

Two Fixed Disk RDX Logical Volumes (Top row and bottom row: Up to 4 RDI]
cartridges as fixed targets)

Duzk Configuration
RO Logical Velume Configuration

@ Two Fixed Disk RDX Logical Volumes (Top row and bottom row: Up to 4 RDX cartridges as
fimad tangets)

Two Removable Disk RDY Logical Violumes (Top row and bothom row: Up to 4 RDX
cartridges as a removable targets)

RO Protected Volums Configuration +
Taps Autcmation Configuration +

Hybrid Configuratian +

(QuikStation 8) Change Cancel

RDX Removable Logical Volume

The Removable Disk RDX Logical Volume is presented as an RDX removable disk to the host
computer. This means that the host computer expects that the disk may be removed. The host
operating system may allow ejection of the device from the host. The user interface software
will allow the logical volume to be ejected while it has an iSCSI connection to a host as long as
the host software has allowed the removal.

When the RDX Logical Volume is ejected all RDX cartridges in the logical volume are ejected.

The Removable Disk RDX Logical Volume may have slower write times than the Fixed Disk
RDX Logical Volume for some host operating systems.

Since the RDX Logical Volume is presented as an actual RDX device, it will work with any
host software that can utilize an RDX drive.

NOTE: If you select the RDX Removable Logical Volume configuration, you should first install the RDX
Utility, which is available from www.tandbergdata.com. A link is also provided in the Logical
Device Type Settings dialog.

The Removable Disk RDX Logical Volume is presented as a single RDX device. Even if no
logical volume is present in the system, an RDX dock device will be available to the host 1ISCSI
initiator. In this case the virtual dock will appear to be empty.
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Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 4 and restart the system. For
more information about logical device types, refer to the RDX QuikStation 4 product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Type
Removable Disk RDX Logical Volume (Up to 4 RDX cartridges as a single removable
target)

Disk Configuration

RDX Logical Volume Configuration

(© Fixed Disk RDX Logical Volume (Up to 4 RDX cartridges as single fixed target)

@ Removable Disk RDX Logical Volume (Up to 4 RDX cartridges as a single removable target)

RDX Protected Volume Configuration +
Tape Automation Configuration +
(QuikStation 4) Elgos e
Logical Device Type Settings ]

This action will eject all the cartridges in the RDX QuikStation 8 and restart the system. For
more information about logical device types, refer to the RDX QuikStation & product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX

device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here. |

Current Selected Type |
Two Removable Disk RDX Logical Volumes (Top row and bottom row: Up to 4 RDX |

cartridges as a removable targets)

|
Disk Configuration
RDX Logical Volume Configuration

|

(©) Two Fixed Disk RDX Logical Volumes (Top row and bottom row: Up to 4 RDX cartridges as |
fixed targets)

@ Two Removable Disk RDX Logical Volumes (Top row and bottom row: Up to 4 RDX
cartridges as a removable targets)

RDX Protected Volume Configuration +
Tape Automation Configuration +
o

Hybrid Configuration

(QuikStation 8) Changs Cancel

Logical Volumes

RDX drives can be configured as logical volumes that combine the capacity of the RDX media
available.

Creating a Logical Volume

If no logical volume is currently present, you can create a logical volume.
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1. From the Logical Device tab, select an available disk.

[ Bt [ e

& Convert Device Type Creats + = & Eject
4 g, 15CST Devices [ Properties
Volumne 1 (Empty)
a RfD)s Logical Volume 1 (Empty) p— T
& Available Disks 1 (Docki1)
T Dock 1L
&3 Available Disks 2 (Docko2) = : =
3 available Disks 3 (Docko3) Disk Serial Number 873101523595
& Available Disks 4 (Dockn4) ROX Logical Vokame (RAT)
Disk Logical volume ID
Status Good
Disk Capacity 2000 GB
Write Protected Not protected
2. Click Create to open the Create a Logical Volume dialog.
Create a Logical Volume *

This operation will create a logical volume from the selected

disks.
Name: RDX Logical Volume 1 (Empty)
Type: Linear w7
All data currently on the disks used to create the logical volume
will be lost.
Dock Disk Capacity Create
1 2000 GB i
2 2000 GB =
3 2000 GB =
4 2000 GB i
Create Cancel

The Create a Logical Volume dialog allows you to select which available disks to use to
create the logical volume.

NOTE: Write-protected and damaged media are not allowed in this operation.

3. Select the docks to use in the logical volume, and click Create.

The logical volume is created.

Importing a Logical Volume

If no logical volume is currently present, you can also import a logical volume created on this
or another RDX QuikStation unit.

1. Insert all RDX media belonging to this logical volume.
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2. From the Logical Device page, select one of the available disks that has a Logical Volume
UUID, and click Import.

i Sweee
& Convert Device Type @Create t K & Eject

4@, isCsl Devices =] Properties
a RDX Logical Volume 1 (Empty)

A Name Value

&3 Available Disks 1 (Docko1)

B . 5 3 Dock 1

& Available Disks 2 (Docko2)

- Disk Serial Numbe 873101523595

& auailable Disks 3 (Dock03) sk SenalNumber

ﬂj Available Disks 4 (Dock04) RDX Logical Volume UUID 2W67DI-tMjY-BOCO-1YB3-75gs-MVLa-RknSCz
Disk Logical volume ID ¥nQ2rk-XXBs-Va62-6NZ7-050;-Q2CW-r24cDx
Status Good
Disk Capacity 2000 GB
Write Protected Not protected

3. At the Import Logical Volume dialog, click Import to accept the import operation.
.Import Logical Volume x| |

This operation will import the Logical Volume UUID:

dRYZH1-y030-2gfV-GFOk-r9YX-19Jv-JEz7Bc

Do you wish to continue?

Import Cancel

The logical volume will be ready to use if all the disks that comprise the Logical Volume
are present.

Expanding a Logical Volume
If the logical volume contains fewer than eight disks for the QuikStation 8 or four disks for the
QuikStation 4, you can expand it.

NOTE: The logical volume must be disconnected from any iSCSI host prior to adding available disks
to the logical volume.

1. Select an available disk and click the Add button.
e T e T/

&= Convert Device Type & add | [ & Eject

4 @, isCs1 Davices [] Properties
4 [ RDX Logical Volume 1

Name Value
== Disk Drivel (Dock1)
. Dock 2
) Disk Drive2 (Dock04)
Disk Serial Number 873201387496

&) Available Disks 1 (Docka2)
& Available Disks 2 (Dock03)

RDX Legical Volume UUID
Disk Logical Volume ID

Status Good
Disk Capacity 2000 GB
‘Write Protected Mot protected

The Add dialog allows you to select which available disks to add to the logical volume.

NOTE: Write-protected and damaged media are not allowed in this operation.
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2. Select the disks to be added by checking the Add boxes.

Add disks to a logical volume *

This operation will add the selected disks to the logical volume.

Name: rdxl-1444158384
All data currently on the disks added to the logical volume will be
lost.
Dock Disk Capacity Add
3 2000 GB i
4 2000 GB =
Add Disks Cancel

3. Click Add Disks to complete the process.

Once the logical volume has been expanded, the iSCSI host is responsible for expanding the
file system on the volume to take advantage of the extra space. How this is accomplished is
dependent on the host operating system. Refer to the administrator's guide for your operating
system.

Erasing a Logical Volume

The entire logical volume can be also be erased using Erase.

NOTE: The logical volume must be disconnected from any iSCSI host prior to erasing the logical
volume.
To erase an entire logical volume:

1. From the Logical Device dialog, select the logical volume and click Erase.

The Remove all Logical Volume information dialog is shown.

Remove all Logical Volume information *

This operation will remove all logical volume information from
all disks belonging to the Logical Volume.

Name: RDX Logical Valume

All data on all disks which are part of the logical volume will be

lost.

Dock Disk Capacity Status
DockD 2000 GB Good ]
DockD4 2000 GB Good
DockD3 2000 GB Good

Remove Cancel

2. Click Remove.

Once all logical volume information is removed, all disks will be shown as Available
Disks.
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NOTE: If you need a secure data erase, please use tools designated for that purpose. Actual data is
not erased on the RDX Media, only the partition table on the disk and LVM metadata.

Exporting the Logical Volume

The logical volume may be exported by using the logical volume Eject button.

NOTE: The logical volume should be disconnected from any iSCSI host prior to ejecting the logical
volume.

1. From the Logical Device interface, select the logical volume to export and select Eject.

Eject Logical Volume *®

RDX Logical Volume
RDX Logical Violume UUID: HRMNIXn-3KPa-11nm-suMW-27WV-MZ3|-FoAgle
Disk Logical Volume UUID:

| ) ;
Disk Drivel (Dock01): KUmdLe-3v3V-3pbQ-PVtE-denG4TIIThd Ty
Disk Drive2 (Dock04): moyDlg-bxet-v3IU-STfg-HMvz-PKxe-LW1HbE
Disk Drive3 (Dock02): y1CRW3-cOAt-gOey-faRI-2FX4-xigh-hvkfwD
b | Print
This operation will eject all disks belonging to the Logical Volume.
Please mark this disk set with this Logical Volume UUID:
HnNIXn-3KPa-11nm-suMW-27WV-MZ3|-FoAgJe
Do you wish to continug?
QK Cancel

Tip: Print or copy the Eject dialog information to keep with the logical volume disk set after it
is ejected.
2. At the Eject Logical Volume dialog, click OK to confirm.

Once the logical volume disks have been ejected, they should be carefully marked and
kept as a set. The disk set, if complete, may be imported into this or any other RDX
QuikStation.

When an RDX Logical Volume is ejected, the Logical Devices will show an empty logical
volume.

[ [ Physical Device I {5 Logical Device I

& Convert Device Type

4 g, 15CST Devices [] i5CSI Devices
5 EETE—
RO Logical Volume 1 (Envty) Product Name Serial Number | iSCSI Name
&5 Available Disks 1 (DockD3)
RDX 98920001809

NOTE: For a Removable Disk RDX Logical Volume, you can also export the logical volume by
using the ‘eject’ facility of the host operating system.
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Protected Volumes

RDX drives can be configured as protected volumes that combine the capacity of the RDX
media available and will continue to function even if one of the RDX cartridges fails.

RDX Protected Volume

10400880

In the QuikStation 4, the RDX Protected Volume combines up to four RDX media into a single
protected volume target which continues to function even if one of the RDX cartridges fails.
This configuration allows you to manage a single protected volume comprised of one or more of
the RDX media in your system with one-disk fault tolerance. The Protected Volume must
contain at least three disks.

In the QuikStation 8 the RDX Protected Volume combines up to eight RDX media into a single
protected volume target which continues to function even if two of the RDX cartridges fail.
This configuration allows you to manage a single protected volume comprised of four or more
of the RDX media in your system with two-disk fault tolerance. In addition, the QuikStation 8
also supports two four-disk Protected Volumes with one-disk fault tolerances.

An RDX Protected Volume may be presented to the host as either a fixed disk or as an RDX
device.

NOTE: Adding fault protection to a volume requires some data redundancy. The loss of storage
capacity may be roughly estimated as the capacity of the fault tolerated disks in the volume.
When creating an RDX Protected Volume the size of the available space is dependent on the
size of the smallest disk used to create the volume. It is strongly advised to use disks which
are all the same size to create the protected volume.

RDX Fixed Protected Volume

The Fixed Disk RDX Protected Volume is presented as fixed disk to the host computer. This
means that the host computer will not expect the disk to be removed. The user interface
software will not allow the protected volume to be ejected while it has an iISCSI connection to
a host.

The Fixed Disk RDX Protected Volume may have faster write times than the Removable Disk
RDX Protected Volume for some host operating systems.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 4 and restart the system. For
more information about logical device types, refer to the RDX QuikStation 4 product manual.
If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Type

Fixed Disk RDX Protected Volume (Up to 4 RDX cartridges as single fixed target
with 1 disk fault tolerance)

Disk Configuration +
RDX Logical Volume Configuration +
RDX Protected Volume Configuration =

@ Fixed Disk RDX Protected Volume (Up to 4 RDX cartridges as single fixed target with 1 disk
fault tolerance)

©) Removable Disk RDX Protected Violume (Up to 4 RDX cartridges as a single removable target
with 1 disk fault tolerance)

(QuikStation 4) Change Cancel
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In the QuikStation 8, you can configure two Fixed Disk RDX Protected Volumes with one-disk
fault tolerances. Each volume consists of up to four RDX cartridges either on the top or the
bottom row. In addition, you can configure a single Fixed Disk RDX Protected Volume with
two-disk fault tolerance consisting of up to eight RDX cartridges.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 8 and restart the system. For
maore information about logical device types, refer to the RDX QuikStation 8 product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Typs

Fixed Disk RDX Protected Volume (Up to 8 RDX cartridges as single fixed target
with 2 disk fault tolerance)

Disk Configuration +
RDX Logical Volume Configuration +

RDX Protected Volume Configuration -

(© Two Fixed Disk RDX Protected Volume (Top row and bottom row: Up to 4 RDX cartridges as
fixed targets each with 1 disk fault tolerance)

(©) Two Removable Disk RDX Protected Volume (Top row and bottom row: Up to 4 RDX
cartridges as removable targets each with 1 disk fault tolerance)

@ Fixed Disk RDX Protected Volume (Up to & RDX cartridges as single fixed target with 2 disk
fault tolerance)

©) Removable Disk RDX Protected Violume (Up to 8 RDX cartridges as a single removable target
with 2 disk fault tolerance)

Tape Automation Configuration +

Hybrid Configuration +

(QuikStation 8) Change Cancel

RDX Removable Protected Volume

The Removable Disk RDX Protected Volume is presented as an RDX removable disk to the
host computer. This means that the host computer expects that the disk may be removed. The
host operating system may allow ejection of the device from the host. The user interface
software will allow the protected volume to be ejected while it has an iSCSI connection to a
host as long as the host software has allowed the removal.

When the RDX Protected Volume is ejected, all RDX cartridges in the protected volume are
ejected.

The Removable Disk RDX Protected Volume may have slower write times than the Fixed Disk
RDX Protected Volume for some host operating systems.

Since the RDX Protected Volume is presented as an actual RDX device, it will work with any
host software that can utilize an RDX drive.

NOTE: If you select the RDX Removable Protected Volume configuration, you should first install the
RDX Utility, which is available from www.tandbergdata.com. A link is also provided in the
Protected Device Type Settings dialog.

The Removable Disk RDX Protected Volume is presented as a single RDX device. Even if no
protected volume is present in the system, an RDX dock device will be available to the host
1SCSI initiator. In this case the virtual dock will appear to be empty.

In the QuikStation 8, you can configure two Removable Disk RDX Protected Volumes. Each
volume consists of up to four RDX cartridges either on the top or the bottom row.

©2019 Overland-Tandberg » 74


http://www.tandbergdata.com/
http://www.tandbergdata.com/
http://www.tandbergdata.com/
http://www.tandbergdata.com/

RDX QuikStation 4 and 8 Product Manual 5 - Logical Device Management

Creating a Protected Volume
If no protected volume is currently present, you can create a protected volume:

1. From the Logical Device tab, select an available disk

I =] Physical Device ] = Logical Device
g Convert Device Type t X & Eect
Pl % iSCSI Devices 7 Properties

a RDX Logical Volume 1 (Empty)

- Name Value
&3 Available Disks 1 (Docko1)
A Dock 1
&3 Available Disks 2 (Dockn2)
Disk Serial Number 873101523585

& mvailable Disks 3 (Dockd3)

& Available Disks 4 (Dockod) RDX Logical Volume UUID

Disk Logical Volume ID

Status Geod
Disk Capacity 2000 GB
Write Protected Not protected

2. Click Create to open the Create a Protected Volume Array dialog.

Create a Protected Volume Array *

This operation will create 2 Protected Volume array from the

selected disks.
Name: RDX Protected Volume 1 (Empty)
Type: Protected Violume (1 disk tolerance | v

All data currently on the disks used to create the Protected
Volume array will be lost.

Dock Disk Capacity Create
1 2000 GB i
2 2000 GB i
3 2000 GB i
4 2000 GB B
Create Cancel

The Create a Protected Volume Array dialog allows you to select which available disks to
use to create the protected volume.

NOTE: Write-protected and damaged media are not allowed in this operation.

3. Select the docks to use in the protected volume, and click Create.

Importing a Protected Volume

If no protected volume is currently present, you can also import a protected volume created on
this or another RDX QuikStation.

1. Insert all RDX media belonging to this protected volume.
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2. From the Logical Device page, select one of the available disks that has a Protected
Volume UUID, and click Import.

B — e
& Convert Device Type Creats + b4 £ Eject

4 @, 15CST Devicas [*] Properties
( 4 RDX Protected Volume 1 (En'pty)) | = .
Available Disks 1 (Dock01)
C) Available Disks 2 (Dock02) Dock L
ﬂ? Available Disks 3 (Dock03) Disk Serial Number 873101523595
@ Available Disks 4 (Dockd4) RDX Protected Volume UUID 0d45023¢:65d04b88:a7b0a65f:d321a5b9
Disk UUID 06348565:2f4bf830:9070ccBa:a29252d4
Status Available (available)
Disk Capacity 2000 GB
Write Protected Not protected

3. At the Import Protected Volume Array dialog, click Import to accept the import operation.

Import Protected Volume Array *

This operation will import the Protected Volume Array UUID:
0d45023c:65d04b88:a7b0a65f:d321a5b9

Do you wish to continue?

Import Cancel
The protected volume is ready to use.

Expanding a Protected Volume

If the protected volume contains fewer than the maximum number of disks, you can expand it.

NOTE: The logical volume must be disconnected from any iSCSI host prior to adding available disks
to the logical volume.

1. Select an available disk and click the Add button.

[ et | Swemo I

& Convert Device Type () Extend | [X & Eect
4 Q_/ iSCSI Devices [=] Properties
. Velum
[E] RDX Protected Volume 1 T T
sl Disk Drivel (DockD1)
. Dock 4

i) Disk Drive2 (DockD2)
Disk Serial Numbe 873101523594

) Disk Drive3 (Dock03) sk Serial Number

& Avilable Dicke 1 (Dock04) RDX Protected Volume UUID
Disk UUID
Status Available (available)
Disk Capacity 2000 GB
Write Protected Not protected

The Extend dialog allows you to select which available disks to add to the protected
volume.

NOTE: Write-protected and damaged media are not allowed in this operation.
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2. Select the disks to be added by checking the Add boxes.

Add disk to extend Protected Volume array *®

This operation will add the selected disk to extend the Protected
Volume array.

Name: RDX Protectad Volume 1

All data currently on the disk added to the Protected Volume
array will be lost.

Dock Disk Capacity Extend
r

4 2000 GB

Extend Cancel

3. Click Add Disks to complete the process.

Once the protected volume has been expanded, the iSCSI host is responsible for expanding the
file system on the volume to take advantage of the extra space. How this is accomplished is
dependent on the host operating system. Refer to the administrator's guide for your operating

system.

Expanding a Fixed Logical Volume File System for a Window Host

When one or more disks are added to an existing RDX Logical Volume, the file system on that
logical volume is not enlarged. That must be done by the host file system handler.

For a Windows host, the file system on an RDX Fixed Logical Volume can be expanded as
described below. Expanding the file system leaves all current data on the volume intact.

For a Windows host:

1. Use the iSCSI initiator to reconnect to the expanded volume.
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2. Open the Disk Management tool.

=i Disk Management
File Action View Help

&2 | T HEIBXEE®

(=[O sl

Volume

| Layout | Type

I

| File System | Status | Capacity | Free Spa... | % Free
e (C) Simple Basic NTFS Healthy (B... 14891 GB 3311 GB
@ RDXQS-LV (F) Simple Basic NTFS Healthy (P... 3725.29 GB 372564 ...
w System Reserved Simple Basic NTFS Healthy (5... 100 MB 72 MB

=Disk 0
Basic
149.01 GB
Online

=Disk 1
Removable (E:)

No Media

Disk 2
Basic
7451.91 GB
Online

<5CD-ROM 0
DVD (1)

No Media

B Unallocated [l

System Reserved )
100 MB NTFS 148.91 GB NTFS

Healthy (System, A | | Healthy (Boot, Page File, Crash Dump, Primary Partitior

RDXQS-LV (F)
3725.89 GB NTFS
Healthy (Primary Partition)

Primary partition

3726.02 GB
Unallocated

3. Right-click the logical volume and select Extend Volume.

4. In the Extend Volume Wizard, use the defaults to fully extend the file system by clicking

Next.
Extend Veolume Wizard @
Select Disks
You can use space on one or more disks to extend the volume.
Ayailable: Selected:
. Disk 2 3815433 MB
< Remove
< Remove All

Total volume size in megabytes (ME): 7630745

Maximum available space in MB: 13815439
Select the amourt of space in MB: 3815433 =

<Back | Ned> | [ Cancel
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The extension is completed.

=i Disk Management EI@

File  Action View Help

G| FIHE BXE = o 6

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free
e (C) Simple Basic NTFS Healthy (B... 14891 GB 331168 22%
CaRDXQS-LV (F) Simple Basic NTFS Healthy (P... 7451.90 GB 745154 ... 100 %
w System Reserved Simple Basic NTFS Healthy (5... 100 MB 72 MB 2%

4 T b

CHDisk 0 |

Basic System Reserved (C)

149._01 GB 100 ME NTFS 14891 GB NTFS

Online Healthy (System, A | | Healthy (Boot, Page File, Crash Dump, Primary Partitior
=Disk 1

Removable (E:)

No Media

Disk 2 .
Basic RDXQS-LV (F)

?452!..91 GB 7451.90 GB NTFS

Online Healthy (Primary Partition)

<icp-romo

DVD (D:)

No Media

M Unallocated W Primary partition

Expanding a Removable Logical Volume File for a Windows Host

When one or more disks are added to an existing RDX Logical Volume, the file system on that
logical volume is not enlarged. That must be done by the host file system handler.

Windows does not allow extension of a removable disk. Therefore the following procedure
must be followed to extend a Removable RDX Logical Volume.

1.

o oD

Disconnect the host iISCSI initiator from the Removable RDX Logical Volume.

Add one or more disks to the Removable RDX Logical Volume from the User Interface.
Use Convert Device Type to convert the RDX QuikStation to Fixed Disk RDX Logical Volume.
Import the RDX Logical Volume in the Logical Device pane of the User Interface.

Clear the IQN of the Removable RDX Logical Volume.

The Fixed RDX Logical Volume will have a different IQN than the Removable RDX
Logical Volume, so the old IQN must be cleared from the initiator first.

Connect the host iSCSI initiator to the Fixed RDX Logical Volume.

Follow the instructions in “Expanding a Fixed Logical Volume File System for a Window
Host” on page 77.

Disconnect the host iSCSI initiator from the Fixed RDX Logical Volume.

©2019 Overland-Tandberg »79



RDX QuikStation 4 and 8 Product Manual 5 - Logical Device Management

9. Use Convert Device Type to convert the RDX QuikStation to Removable Disk RDX Logical
Volume.

10. Import the RDX Logical Volume in the Logical Device pane of the User Interface.

11. Clear the IQN of the Fixed RDX Logical Volume.

The Removable RDX Logical Volume will have a different IQN than the Fixed RDX
Logical Volume, so the old IQN must be cleared from the initiator first.

12. Connect the host iSCSI initiator to the Removable RDX Logical Volume.

Erasing a Protected Volume

The entire protected volume may also be erased using the Erase button.

NOTE: The protected volume must be disconnected from any iSCSI host prior to erasing the
protected volume.

To erase an entire protected volume:

1. From the Protected Device dialog, select the protected volume and click Erase.

The Remove all Protected Volume Array information dialog is shown.

Remove all Protected Volume Array information *®

This operation will remove all Protected Volume array information
from all disks belonging to the RAID Array.

Name: ROX Protected Volume 1
All data on all disks which are part of the Protectad Violume array
will be lost.
Dock Disk Capacity Status
Dock01 160 GB Active device 0
Dock02 160 GB Active device 1
Dock03 160 GB Active device 2
Dock04 £40 GB Active device 3
Dock05 2000 GB spare
Dock0& 3000 GB Active device 4
Remove Cancel

2. Click Remove.

Once all protected volume information is removed, all disks will be shown as Available
Disks.

NOTE: If you need a secure data erase, please use tools designated for that purpose. Actual data
is not erased on the RDX Media, only the partition table on the disk and LVM metadata.

Exporting the Protected Volume

NOTE: The protected volume should be disconnected from any iSCSI host prior to ejecting the
protected volume.

A RDX Protected Volume can be exported by using the protected volume Eject option.

NOTE: For a Removable Disk RDX Protected Volume, you can also export the protected volume by
using the ‘eject’ facility of the host operating system.
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1. From the Protected Device interface, select the protected volume to export and select
Eject.
The Eject Protected Volume Array dialog is shown.

Eject Protected Volume Array *

RAID_UUID_RAID: 0d45023c:65d04b88:a7b0a65f:d321a5b9

Disk Protected Violume Array UUID:

Disk Drivel (Dock01): 06348565:2f4bf830:9070cc82:229252d4
Disk Drive2 (Dock02): e7fb86er:23085df4:419064c2:c6f4e660
Disk Drive3 (Dock03): 8561d5b8:ac0cc563:312813ce:63c64cc9

This operation will eject all disks belonging to the Protected Volume Array.
Please mark this disk set with this Protected Volume Array UUID:

0d45023c:65d04b88:a7b0ab5f:d321a5b9

Do you wish to continug?

Print oK Cancel

2. To create a copy of the Eject Protected Volume Array dialog information to keep with the
protected volume disk set after it is ejected, click Print.

3. Click OK to confirm the ejection.

Once the protected volume disks have been ejected, they should be carefully marked and kept
as a set. The disk set, if complete, can be imported into this or any other RDX QuikStation
later.

When a RDX Protected Volume is ejected, the Protected Devices list shows no protected
volumes and is marked as (Empty).

g Convert Device Type B

« @, iSCSI Devices [ Properties
F RDX Protected Volume 1 (Empty)
@ Available Disks 1 {Docko4)

Name Value

Recovering a Degraded Protected Volume

If a protected volume disk has failed, and the volume is in ‘Degraded’ status, you may restore
the volume to full functionality by replacing the faulty disk.

1. Remove the faulty disk from the QuikStation.

2. Put a new disk of equal (or greater) size in the QuikStation
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3. From the Protected Device interface, select the new disk, and click Add.

= Physical Device ] = Logical Device

& Convert Device Type X & Fect

4 g, 1SCST Devices [ Properties
4 Velum
2] RDX Protected Volume 1 e T
) Disk Drive1 (DockD1)
Dock 3
i) Disk Drive2 (DockD4)
Disk Serial Numbe 880701815721
& available Disks 1 (Docko3) e,
4 [ RDX Protected Volume 2 RDX Protected Volume UUID
i) Disk Drivel (DockD5) Disk UUID
i) Disk Drive2 (DockD6) Status Available (available)
=) Disk Drive3 (DockD7) Disk Capacity 3000 GB
Write Protected Not protected

NOTE: Write-protected and damaged media are not allowed in this operation.

4. At the Add disk to repair a degraded Protected Volume array dialog, select the disk being
added.

Add disk to repair a degraded Protected Vol array *®

This operation will add the selected disk to the degraded
Protected Volume array.

Name: RDX Protectad Volume 1

All data currently on the disk added to the Protected Volume
array will be lost.

Dock Disk Capacity
3 2000 GB
4 : 3000 GB

Fix Cancel

5. Click Fix to begin the recovery process.

| B | Sgecee

& Convert Device Type * Erase | & Eject

4 @, iSCSI Devices [ Properties & Connection Security
4 [=] RDX Protected Volume 1

Name Value
= Disk Drive1 (Dock01)
) RDX Protected Volume Name VB2U00001:0
== Disk Drive2 (Dock03)
RDX Protected Volume UUID 50650446:db85434d: 2c2383a2:51fcd 163

=) Disk Drive3 (Dockd4)
4 [} RDX Protected Volume 2
&= Disk Drive1 (Dockd5)

RDX Protected Volume Total Size 5000 GB
RDX Protected Volume Devices 3

=) Disk Drive2 (Dockd6) RDX Protected Volume Type Protected Volume-5
=) Disk Drive3 (Docki7) Fixed Disk On
iSCSI Name iqn.2010-01.com.tandbergdata: storage.raid-1.989300001
Target ID/LUN 1/0
Status Clean Degraded Recovering
Recovery 0%

The recovery process may take a considerable amount of time but the protected volume
may be used while the rebuilding proceeds. Once recovery is complete, the protected
volume will no longer be degraded.

NOTE: Only one disk may be added to a degraded Protected Volume at a time.
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10400880

When the QuikStation is configured as a Disk Autoloader, the host will primarily see an iISCSI
removable disk target. When the host software ejects an RDX medium from the disk target,
the autoloader will virtually “move” the next disk into the disk target. The disk target will
become ready and the host software can continue operation.

Depending on the setting of the Autoloader Continuous Rotate option, the host ejection of RDX
media can cause a physical ejection or simply a logical removal.

The autoloader is also presented as an 1SCSI target. However, there is no need for the host to
interact with this device since normal logical motions are handle by the autoloader
independently. The autoloader iISCSI target is presented mainly for diagnostic purposes.

[ & sicatveviee | £ Logical Device T

& Convert Device Type Move Media | & Advanced Options
4 @ iSCSI Devices ] Properties ¥ Connection Security
4 ROL DiskLiby
= iskLibrary = s
= Disk Drivel (Dock02)
R Element Address 497
IE Port
Vend TANDBERG
4 13 Disk Slots endor

) Slott (Dockdl) Product ROL DiskLibrary

=p Slot2 Revision 1.03

= Slot3 (DockD3) Serial Number 893000011110
Slot4 ISCSI Name iqn.2010-01.com.tandbergdata:storage.rdisk-lib-1.969300001
Slots Target ID/LUN 1/0
Slots Status Good

slot7

slots

In the Logical Device tab, the home slot for the currently loaded disk is indicated with a blue
arrow (=p).

If the Autoloader Continuous Rotate option is OFF, when the disk is instructed to eject, the
medium is physically ejected, and the next disk below the ejected one is logically loaded.

If the Autoloader Continuous Rotate option is ON, when the disk is instructed to eject, the
medium is logically ejected and remains in place. The next disk below the ejected one is
logically loaded. When the last disk has been logically ejected, the first disk is again logically
loaded.

If you have your RDX QuikStation configured as a disk autoloader, you can do the following
tasks from the Logical Device interface:

¢ View Logical Properties for Autoloaders

e View Active iSCSI Connections Autoloaders
e  Set 1SCSI Security

¢ Logical Device Type

¢ Move a Media Cartridge

* Set the Autoloader Option
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View Logical Properties for Autoloaders

The following properties are displayed for virtual autoloaders:

Property Name Description

For the autoloader and its tape drives

Element address The element address associated with the virtual location of
the autoloader and drives.

Vendor The vendor name for the autoloader and its drives.

For example, the vendor name for a disk autoloader is
“TANDBERG,” and the vendor name for the RDX device is
“TANDBERG”

Product The product name for the virtual disk autoloader and drives.

For example, the disk autoloader product name is “RDX Disk
Library”. For the RDX virtual dock, the product name is “RDX.”

Revision The firmware revision level for the logical device.
Serial number The serial number for the logical device.
iSCSI name The iSCSI name that identifies the autoloader device and its

drive targets. The iSCSI name is used to connect the initiators
(host computers) to the targets.

Target ID/LUN The iSCSI target/logical unit number that identifies the
autoloader and drives.

Status Displays the operating status for the device. The status
displays either good, offline, or an error state.

For I/E port and disk slots

Element Address The element address associated with the virtual location of
the disk autoloader slots. The element address correlates to
the RDX dock number.

Media label The default media label is derived from the last eight digits of
the RDX cartridge serial number.

Media state The media state displays either loaded or unloaded
depending on how the drive is set in your backup application.

View Active iSCSI Connections Autoloaders

See Chapter 6, “View Active 1SCSI Connections for Tape Libraries,” on page 88.

NOTE: You can also set iSCSI security from the iSCSI Management dialog window. See Chapter 3,
“Set iSCSI Security,” on page 30 for more information.

Move a Media Cartridge

NOTE: Make sure that you do not have any backup jobs in progress before you logically move a
cartridge.

See Chapter 6, “Move a Media Cartridge,” on page 88 for tape libraries.
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In most cases, you should rely on your backup program and autoloader to logically move media
within the autoloader. This functionality is built into the RDX QuikStation mainly for testing
and diagnostic purposes.

Set the Autoloader Option

The following autoloader option table describes RDX QuikStation behavior when this option is
turned OFF and when it’s turned ON.

In cases where you do not want the cartridge to physically eject from the dock, you can set the
option to have cartridges continuously rotate through the slots. This option eliminates the
need to re-insert the cartridges into the RDX docks.

Continuously rotate
cartridges in the slots Behavior

Off (Default) Physically ejects the cartridge from the RDX dock when the
virtual drive completes a backup job. Once the cartridge is
ejected, the virtual autoloader loads media from the next
subsequent slot into the drive. It will load cartridges from the
slots sequentially and will stop when it reaches the last slot,
even if new cartridges have been inserted.

On (checkbox is selected) Does not physically eject the cartridge from the RDX dock
when the virtual drive completes a backup job. Instead, the
cartridges continuously rotate sequentially through the slots.
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If you have your RDX QuikStation 8 configured as either a virtual tape library or a tape or
disk autoloader, you can do these additional tasks from the Logical Device interface:

View Logical Properties for Tape Libraries

View Active iISCSI Connections for iSCSI Devices
Move a Media Cartridge

Set the Unique Inquiry Option

iSCSI Device General Information

Customize the 1ISCSI Devices View

View Active iSCSI Connections for iSCSI Devices

NOTE: From the System Settings menu, you can set an option to allow auto-insert

(import/export functionality) of media cartridges. See Chapter 4, “Options for RDX
QuikStation,” on page 55 for more information.

View Logical Properties for Tape Libraries

10400880

The RDX QuikStation 8 can be configured as a tape library with either one or two tape
drives. The emulated library will contain eight slots. However, the slots are virtual and,
while they normally correspond to the equivalent dock on the QuikStation, there are
situations in which this will not be true.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 8 and restart the system. For
more information about logical device types, refer to the RDX QuikStation 8 product manual.
If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX
device. Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Typs
TD Storagelibrary T24 (Two LTO-3 drive and eight slots)

Disk Configuration +
RDX Logical Volume Configuration +
RDX Protected Volume Configuration +

Tape Automation Configuration =
© TD Storageloader LTO (One LTO-3 drive and eight slots)

@ TD StorageLibrary T24 (Two LTO-3 drive and eight slots)
Hybrid Configuration +

(QuikStation 8) Change Cancel
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The RDX QuikStation 8 may

also be configured as a “hybrid” device. In this case, four docks

are used for tape library slots and four are used as RDX drives.

Disk Configuration

RDX Logical Volume Configuration +
RDX Protected Volume Configuration +
Tape Automation Configuration +

Hybrid Configuration -

@ TD Storageloader LTO (One LTO-3 drive and four slots) and four TD RDX targets

(Hybrid Device) Change Cancel

The following logical properties are displayed for virtual tape libraries.

Property Name

Description

For the library and its tape drives

Element address

The element address associated with the virtual location of the
library and drives.

Vendor

The vendor name for the virtual library and drives. For example,
the vendor name for a StoragelLoader tape library is “Tandberg
Data,” and the vendor name for the tape drive is “HP.”

Product

The product name for the virtual library and drives. For example,
the StoragelLoader tape library product name is
“StoragelLoader.” For the LTO-3 virtual tape drive, the product
name is “Ultrium 3-SCSL.”

Revision

The firmware revision level for the logical device.

Serial number

The serial number for the logical device.

iSCSI| name

The iSCSI name that identifies the library device targets. The
iISCSI name is used to connect the initiators (host computers) to
the targets.

Target ID/LUN

The iSCSI target/logical unit number that identifies the library
and drives.

Status

Displays the operating status for the device. The status displays
either good, offline, or an error state.

For I/E port and tape slots

Element address

The element address associated with the virtual location of the
tape library slots. The element address correlates to the RDX
dock number.

Media label?

The default media label is derived from the last six digits of the
RDX cartridge serial number and Ln, For example, L3 refers to
an LTO-3 tape cartridge.

Media state

The media state displays either loaded or unloaded depending
on how the drive is set in your backup application.

Media usage*

Displays the percentage of capacity that has been used for the
RDX cartridge (or virtual tape cartridge).

NOTE: Media usage for RDX drives is unavailable. This
property is only reported for tape library configurations.

aVisible if the dock has an

10400880

RDX cartridge inserted.
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View Active iSCSI Connections for Tape Libraries

1. From the Logical Device interface, select the library or drive target from the tree view
in the left pane.

NOTE: The Connection tab is only displayed when you have selected an iSCSI device target from
the left pane.

[E o [ togkotpevice T
& Conwert Device Type [=21 2 adverced Optiona
a e {ECE] Davices ~ Propertics 'Jt_mtm Locirky
4 PR storagelibeary T -
Wi Currently connesched hosts to the RO Qu
BB Tape Drivel (BockOl) e e Oy ore active connetion per logical denvcs |
Tap® Drvez Eloment Addross a
Tape Dnved Wendor TAMDEERG
Tape Drived Product CrorageLosder
ek Ravieion [
= ‘Tape v Rerial Humdser SOOESEEALTI0
Slakl o
Bzt (Docko?) SCS] Marme iy 20 0.0 com Isncergdatacetorage 18001 O02S5008L
B siatd (Dockoa) Target IDLUR 10
Bl 5ot (Docknd) Stafum Good
BB ShotS (Deock0S)
B slots (Dockos)
B siot? (Docko?)
B slota (Docknl)
{ ¥

2. Select the Connection tab.

If there is a host connected to the target, the host’s initiator node name is displayed in
the Connection window.

= Convert Device Trpe =) A Advanced Options
2@ 5051 Devices = Properties A tonnection St

4 B Storagelibrary T40
B Tape Drivel (Dockol) Conoached Hal Jis
Tape Drive? tanckergdatal
Tape Drived
Tape Drived
1E Port
2 By Tape Slots
Slat1
B siotz (Dockoz2)
B siot3 (Docko3)
B siotd (Dockoa)
B8 51015 (Dockos)
B sloté (Dockos)
Bl 5iot? (DockoT)
B =iote (Dockos)

You can also set iSCSI security from the iSCSI Management dialog window. See Chapter 3,
“Set 1SCSI Security,” on page 30 for more information.

Move a Media Cartridge

With RDX QuikStation 8 virtual library configurations, you can logically move media to an
open slot, to the IE port, or to the tape drives.

NOTE: If you move media to the IE port, the cartridge will be ejected from the dock, and the media is
logically removed from the library.
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In most cases, you should use your backup software application to logically move media within
the virtual library or autoloader. This functionality is built into the RDX QuikStation mainly
for testing and diagnostic purposes.

NOTE: Make sure that you do not have any backup jobs in progress before you logically move a
cartridge.
To logically move media:

1. From the Logical Device interface, select the tape slot, tape drive, or IE Port from the
tree view in the left pane.

2. Select Move Media.

[P [ 5 togeaipevice I
8 o -.
4@} iSCSI Davieas = Properties
4 Bl Storagelibrary T40

Taps Drivel Hom, e
Tape Dinved Hement Address 1
Tape Drived Media Label TANITALS

Taps rum Medis Uzage WTSOGE (0%

IE Part
4 Wy Tape Slots

B sloty (Docko1)
B siotz (Dockoz)
B slots (Docko3)
B slotd (Dockis)
B siors (Dockos)
B slots (Docks)
Bl slot7 (Dockar)
B siors (Dockos)

The Move Media dialog window opens.

Move Media »

HHAT TENTIONE

This function may conflct with ary backup applcation
conniected to the logical lbrary and coukd resut in a falune of
the current backup o restore operation. If a falme s
encountered, perform a re-rventory operation from your
backup spplcation and try the job again,

Source: chat1 g
Destination: -

3. Using the drop-down menus, verify the Source slot and select the Destination slot.

The Source drop-down menu only displays the slots that contain an inserted cartridge,
and the Destination drop-down menu only displays empty slots.

4. Click Move.

Set the Unique Inquiry Option
The Unique Inquiry option is available from the Advanced Options dialog.

You can set the RDX QuikStation to report the tape library/autoloader unique inquiry string,
or an RDX QuikStation inquiry string.
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Inquiry String setting Behavior

Original device inquiry The virtual tape library reports the device’s original inquiry
string (Default) string. This is the inquiry string that a physical version of the
tape library reports.
For example, the device inquiry string for a Tandberg Data
StoragelLibrary T24 is “Magnum 224" (derived from the
library’s former name).

RDX QuikStation inquiry  The virtual tape library reports “RDX QuikStation” asthe
string device inquiry string. This option is mainly used for diagnostic
purposes.

iSCSI Device General Information

You can view general information about a logical device’s iSCSI targets from the iSCSI Devices
view in the Remote Management Console.

To view 1SCSI Devices, under the Logical Device tab, select iSCSI Devices from the tree view in
the left pane.

m Convert Device Type

‘ 4@ iscsI Devsces/' 7 iSCSI Devices
415 RO Cogical Volumne

=\Disk Drivel (Docknd) Product Name Serial Number  ISCS| Name
= Disk Drive2 (Dock01) RDX-LY 969200012 ign.2010-01 com tandbergdata: storage Jogvol-1.989200012

=i Disk Drive3 {Dock02)
G} available Disks
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By default, the iSCSI Devices Properties window displays information such as the volume name,
serial number (UUID), and iSCSI name for the logical device’s iSCSI targets.

=] Physical Device

g Convert Device Type

4 @, 1SCSI Devices

|

) Add Eras

a @ RDX Logical Volume

== Disk Drivel (DockD1)
== Disk Drive2 {Dockd2)

4 mailable Disks
== Disk Drive (Dock03)
= Disk Drive (DockD4)

ﬁ’ Properties VJ Connection Security
Name Value
RDX Logical Volume Name rdxl-1444158384
RDX Logical Volume UUID Dwits5§-TVVs-NOwu-WUby-Umlg-R5Q1-1KuAln
RDX Logical Volume Capacity 4000 GB
RDX Logical Volume Type Linsar
Fixed Disk off
iSCSI Name ign.2010-01.com.tandbergdata:storage.rdx1-1.989200012
Target ID/LUN 1/0
Status Good

RDX QuikStation RDX Logical Volume logical device properties:

Property Name

Description

RDX Logical Volume Name Name of the RDX volume.

RDX Logical Volume UUID

Unique identification number of the RDX volume.

RDX Logical Volume Capacity Total capacity of the logical volume.

Fixed Disk Provides a presentation to the iSCSI initiator.
Fixed disk shown as either On or Off.
iSCSI Name Displays full iSCSI name.

Target ID/LUN

Shows “1/0".

Status

Displays the operating status for the device of
either good, offline, or an error state.

[

£ Physical Device

& Convert Device Type

4 @ iSCST Devices

Disk Drivel (Dock01)

Disk Drive2 {Dock02)
Disk Drive3 {Dock03)
Disk Drives (Dock04)

(=] ){ Advanced Options
[Z] Properties ¥ Connection Security
Name Value
Vendor TANDBERG
Product RDX
Revision 0101
Serial Number 9876513210
iSCSI Name ign.2010-01.com tandbergdata:storage.rdx1-1.989200012
Target ID/LUN 1f0
Status Good
Fixed Disk off

RDX QuikStation RDX Drive logical device properties:

Property Name Description

Vendor Shows the SCSI Inquiry Vendor ID.

Product Displays the SCSI Inquiry Product ID.
Revision Provides the firmware version for RDX dock.

Serial Number

Lists the RDX Dock Serial Number.

iSCSI Name

The iSCSI name that identifies the device and is used to
connect the initiators (host computers) to the targets.
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Property Name Description
Target ID/LUN Shows “1/0.”
Status Displays the operating status for the device of either good,

offline, or an error state.

Fixed Disk Provides a presentation to the iSCSl initiator. Fixed disk shown
as either On or Off.

Media Label The default media label is derived from the last eight digits of
the RDX cartridge serial number.

Media State® The media state displays either loaded or unloaded
depending on how the drive is set in your backup application.

aOnly present if media is present in the dock.

Customize the iSCSI Devices View

You can sort the columns in ascending or descending order and select which columns are
visible.

To customize the 1ISCSI Devices view, select the down arrow (¥) which appears when you
move your mouse over the Product or Serial Number column head.

View Active iSCSI Connections for iSCSI Devices

1. From the Logical Device interface, select an iSCSI device target from the tree view in
the left pane.

NOTE: The Connection tab only displays when you have selected an iSCSI device target from the

left pane.
m Convert Device Type =] }é.i.duan:sd Options
A isral Deyi 21 Properties ¥ connection Security

== Disk Drivel (Dock01)
= DSk DriveZ (DockO2)

Disk Drive3 (Dockn3) ign.1561-05 ¢com mic resoft-fmunro-pe | overland my overland net
= Disk Drive4 (Dock04)

Connected Host IQN

2. Select the Connection tab.
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If there is a host connected to the target, the host’s initiator node name is displayed in
the Connection window.

e R

= Convert Device Type =] Xﬁdvan:ad Options

4 @ iSCSI Devices E= Properties ¥ connection Security
== Disk Drivel (Dock01)
== Disk Drive2 (Dock02)

Disk Drive3 {Dock03) ( iqn.1991—D5.|:um.micrusuﬂ.fmunmpc1.uverland.rnyuverland.net)
== Disk Drived (Dock04)

Connected Host IQN

NOTE: You can also set iSCSI security for each iSCSI target. See Chapter 3, “Set iSCSI Security,”
on page 30 for more information.
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Physical Device Management

This chapter describes the Remote Management Console Physical Device interface.

The physical device view is useful for determining the physical location of your RDX
media, since logical library views can differ. You can also use the physical device view to
force-eject RDX media, erase RDX media, and clone data from one RDX media to another.

Topics in Setup and Configuration:

* Viewing Physical Device Properties
¢ Ejecting RDX Media

¢ Reformatting RDX Media

* C(Cloning Data

Viewing Physical Device Properties

10400880

& Fject | (P Erase | F Clone
4 @ VTx1000012 [*] Dock D1 Properties
(7 . Dnckil (O0354273) ) - S
- Dock02 (00625877)
= Docko3 (Empty) Dock Status Good
W Dockd (00601107) Dock Version 0101-00
Cartridge Status Good
Cartridge Serial Humber 854100354273
Cartridge Label 00354273
Cartridge Capacity 500 GE
Cartridge Temp 33°Cr91°F
‘Write Protected Mot protected

The following RDX dock properties are displayed when you select an RDX dock in the left
pane of the Physical Device interface.

Property Name Description
Dock Version The RDX dock firmware version.
Cartridge Status The operating system status for the RDX QuikStation media.

The status can either display good or an error state.

Cartridge Serial Number Serial number of the RDX media.
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Property Name Description

Cartridge Label By default, the text is derived from the RDX media serial
number.

Cartridge Capacity Storage size of the RDX media (used and unused).

Cartridge Temp (Celsius) The current temperature of the inserted RDX media.

Write Protected Displays information on whether the RDX media is write-
protected or not.

Ejecting RDX Media

You can eject an RDX media from the Remote Management Console. However, with
removable disk configurations, unless you first enable the Unsafe Eject option (see
Chapter 4, “Setting Removable Disk Options,” on page 56), the request to eject the RDX
medium will only be executed if the disk is not connected to an 1SCSI host or if the
connected host has granted permission to remove the medium.

NOTE: Make sure that you do not have any backup jobs in progress before you eject RDX media
from the Remote Management Console.

To eject RDX media:
1. From the Physical Device interface, select the dock where the RDX media is located.

[[ £ physicol evice | EREERTE T

| >4_“ Eiect | 7 Erass =¥ Clone

418 wTx1U00012 [*] Dock 01 Properties

ookl (00354273) e e

. Dock0z (00625877)

= 0ocko3 (Empty) Dock Status Good

= Dock04 (00601107) Dock Version o01-00
Cartridge Status Zood
Cartridge Serial Humber 854100354273
Cartridge Label 00354273
Cartridge Capacity 500 GB
Cartridge Temp 33CIO1F
Write Protected Mot protected

2. Click Eject.

The RDX QuikStation ejects the RDX media. The dock displays “Empty” in the tree
view.
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If the RDX media selected is part of an active logical volume, the following Warning
appears:

111 WARNING 11! X
' Eject all disks in the logical volume
This digk is part of an active logical volurme.
Do you wish to continue?

es [{a]

CAUTION: Overland-Tandberg does not recommend ejecting RDX media that is part of an
active logical volume.

Reformatting RDX Media

You can reformat RDX media as a single NTFS partition from the Remote Management
Console.

NOTE: You cannot reformat a disk in an RDX disk configuration if the iSCSI target related to that
disk is connected to a host. You can also not reformat a disk that is part of an active
logical volume.

To erase an RDX media:

1. From the Physical Device interface, select the dock where the RDX media is located.

[ = Physical Device I = Logical Device
4 @ yTx1U00012 ] Dock 01 Properties
™ Dock0l (00354273)
Mame Walue

™ Dock0z (00625877)

= Dock03 (Empty) Dock Status Good

= Dock04 (00601107) Dock Version o01-00
Cartridge Status Zood
Cartridge Serial Humber 854100354273
Cartridge Label 00354273
Cartridge Capacity 500 GB
Cartridge Temp 33CIO1F
Write Protected Mot protected

2. Click Erase.

3. Click Yes to confirm.
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Cloning Data

You can copy data from one RDX media to another by using the cloning feature in the
Remote Management Console. Disks that are part of an active logical volume may not be
used in a cloning operation.

CAUTION: Cloning a 3 TB disk or larger using code that is earlier than v01.002.00 may
cause corruption of the destination disk and render it Not Authorized and unusable.

The cloning function copies the source RDX media to a destination media, sector by sector,
so that the destination media will be an exact image of the source media.

¢ Cloning will be rejected if the destination media is smaller than the source media.

e If the destination RDX media is bigger, a part of the destination disk would be
unreachable after cloning is finished.

NOTE: Disks partitioned with GPT have a backup copy at the end of the media. Using bigger
media will misplace that backup copy and might cause a warning in some OS.
To clone data:

1. Insert both the source and destination RDX media into available docks on the
RDX QuikStation.

2. From the Physical Device interface, click Clone.

[ = Physical Device I.,;_, Logical Device
& Eject | (PErase
4 @ yTx1000012 [*] Dock D1 Properties
= pockat (00354273)

- Dock02 (00625877) plong Yoo

= Docko3 (Empty) Dock Status Good

W Dockd (00601107) Dock Version 0101-00
Cartridge Status Good
Cartridge Serial Humber 854100354273
Cartridge Label 00354273
Cartridge Capacity 500 GE
Cartridge Temp 33°Cr91°F
‘Write Protected Mot protected

The Clone dialog window opens.

Clone ®

m ATTENTION
The source and destination RDX cartridges are offine
during the cloning process. Depending on the size of
the source cartridge, the cloning process could take
a long time to complete.

Also be aware that the current data on the
destination cartridge will be lost once cloning starts.

Source: v

Destination: v

Cancel
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3. Select the Source RDX media from the drop-down menu.

4. Select the Destination RDX media from the drop-down menu.

NOTE: The iSCSI targets related to the source and destination RDX media will be offline
during the cloning process.

5. Click Start.

The RDX QuikStation begins the cloning process. You can monitor the progress of
the cloning job in the bottom-right corner of the Physical Device interface.

réx QUIKSTATION 4 TANDBERG DATA

Welcome, ADMIN {3 System Settings+ |/ System Maintenance~ | U Refresh | [l Sin Out | @ Hele

01523581

= Physical Device 1= Logical Device

4 @ VTx1U00015 ] Dock 02 Properties
wm Dock01 (01523581)
© Docko2 (Offline)
& Docko3 (Offline) Dock Status
= Dock04 (01523594) Dock Version 0101-00

Hame Value

Offline

Cloning Job Status Bar

4, Cloning DockD2 to DockO3.. 5% completed
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System Maintenance

This chapter describes the RDX QuikStation system maintenance tasks that a user with
administrator privileges can perform.

Topics in Setup and Configuration:
* System Maintenance Overview
e Generate System Logs
» Diagnostics Tab Log Options
e RDX QuikStation Restart and Shutdown
* Export RDX QuikStation System Configuration Files
e Import RDX QuikStation System Configuration Files
¢ Update RDX QuikStation Firmware
* Use a USB Flash Drive for System Tasks
* Use the IPMI Remote Management Interface

System Maintenance Overview

As a user with administrator permissions, the following functions are available from the
System Maintenance menu on the Remote Management Console.

Menu Name Description

System Log Allows you to download system log files to a host computer.
These files are encrypted and are meant for Overland-
Tandberg technical support only.

System Restart Allows you to restart the RDX QuikStation.

Important: Before you restart the system for any reason, make
sure there are no active host connections to the iSCSI targets.

System Shutdown Allows you to perform a soft shut down of the RDX
QuikStation, which is the preferred way to turn off the power to
the unit.

If you need to do a hard shut down, press and hold the power
button on the front of the RDX QuikStation for 10 seconds.

Important: Before you shut down the system for any reason,
make sure there are no active host connections to the iSCSI
targets.

Import Configuration Allows you to import RDX QuikStation system configuration
files, such as network information, email notification setting,
time zone, user names and passwords, logical device type
settings, and iSCSI security settings to another RDX
QuikStation.
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Menu Name Description

Export Configuration Allows you to export RDX QuikStation system configuration
settings, such as network information, email notification, time
zone, user names and passwords, logical device type settings,
and iSCSI security settings.

Overland-Tandberg recommend that you export your system
configuration files as a backup in case you ever need to
replace your current unit.

Update Firmware Allows you to automatically check for updates and manually
upload a firmware file.

Important: Before you update firmware, make sure there are
no active host connections to the iSCSI targets.

Generate System Logs

There are three levels of system logs that may be generated from the RDX QuikStation:
Normal, Detail, and Extend (see Chapter 4, “Options for RDX QuikStation,” on page 55).

System logs are encrypted and only intended for use by Overland-Tandberg technical support.
You do not need to generate a system log unless you are instructed to do so by Overland-
Tandberg technical support. Logs may also be generated automatically if some issue is
detected by firmware. You will be asked to save them locally and advised to send them to
Overland-Tandberg technical support.

To generate a system log:

1. From the Remote Management Console main menu, select System Maintenance > System
Log.

|4~ System Maintenance » || {

|E| System Log

E] System Restart

@ System Shutdown
% | Import Configuration
|+ Export Configuration

) Updsate Firmware

2. Save the file to your local host.

The default location is C:\Users\Administrator\Downloads. Click the folder icon in the
confirmation message to go to that folder.

NOTE: You can also generate a log dump by inserting an empty USB flash drive (formatted with a
VFAT32 or NTFS file system) into the RDX QuikStation. The RDX QuikStation automatically
generates a log dump when a USB flash drive is detected. Make sure that the flash drive
does not include any RDX QuikStation system configuration files (see “Use a USB Flash
Drive for System Tasks” on page 106). Otherwise, the RDX QuikStation will read and
process those files instead of generating a system log.
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Diagnostics Tab Log Options

When directed to do so by Overland-Tandbergo support, to access the Diagnostics tab:

IMPORTANT: Overland-Tandberg recommends that you change the log level only if you are
instructed to do so by Overland-Tandberg Technical Support.

1. From the Remote Management Console main menu, select System Settings > Options.

22 System Seftings - | fﬁ' Sy

[ DateTime

4 Metwork

ey Motification

_@_ Uzer Management

m Convert Device Type

' & Options ’

2. Select the Diagnostics tab.

Options

ble Disk Aut tion Diagnostics

Only change the following options if you are instructed to do so by Tandberg Data
technical support.
Diagnostic Log Option

Log Level: Normal £

The log level will default to normal once the browser session is closed.

Remote Access Opftion

Allow Remote Access (SSH)
This option allows or prevents remote access via SSH to the RDX QuikStation 8.

Download S5H Key Re-Initialize 55H Keys

Upload SSH Public Key: Select a fi

[(+]

0K Cancel

3. Use the drop-down menu to change the log level from Normal to either Detail or Extend

NOTE: If you change the log level, the system will default back to Normal once the Remote
Management Console browser session is closed.

RDX QuikStation Restart and Shutdown

CAUTION: Before you restart or shut down the system for any reason, make sure there are no
active hosts that are currently communicating with the iSCSI targets.
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System Restart

1. From the Remote Management Console main menu, select System Maintenance > System
Restart.

.yﬁ' System Mairtenance = | §

|E| System Log

E] System Restart

@ System Shutdown

w | Import Configuration
|+ Export Configuration

) Updsate Firmware

2. Click Yes to confirm.

The system reboots. This process takes three minutes. When the reboot is complete, the
Remote Management Console interface is active again. You do not have to sign in again
to access the Console.

System Shutdown

1. From the Remote Management Console main menu, select System Maintenance > System
Shutdown.

.yﬁ' System Mairtenance = | §

|E| System Log
E] System Restart

@ System Shutdown

w | Import Configuration

|+ Export Configuration

) Updsate Firmware

2. Click Yes to confirm.

If you cannot access the Remote Management Console, verify that your network
infrastructure is up and running and you are using a correct IP address. Contact
technical support if you need further assistance.

If the Remote Management Console is unavailable, you can initiate an OS shutdown by
quickly pressing the power button (less than one second).

CAUTION: If you press and hold power button for more than three (3) seconds, you will
immediately cut off the unit’s power for a hard power-off without any software shut down.
Any non-disconnected iSCSI connection would be terminated. It is strongly advised to
avoid using power button as a standard procedure.

Import RDX QuikStation System Configuration Files

You can only import configuration files generated by an RDX QuikStation. Configuration files
from other Overland-Tandberg products are not compatible.

NOTE: Refer to Export RDX QuikStation System Configuration Files on page 103 for information
about exporting configuration files.
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To import system configuration files:

1. From the Remote Management Console main menu, select System Maintenance > Import
Configuration.

|4~ System Maintenance » || {

|E| System Log
E] System Restart

@ System Shutdown

w | Import Configuration

|+ Export Configuration

) Updsate Firmware
The Import Configuration dialog window opens.
Import Configuration *

Select the configuration settings that you want to import to the RDX
QuikStation 4. In some cases, the systemn restarts after the import completes,

Configuration to import

Network Settings

[ Include identification information (host name, static IP address)

Time Zone/Time Server Maotification Settings
User Account Settings Logical Device Settings
Configuration File:  Select a file, ]

Cancel

2. Select the network settings you want to import.
By default, all configuration settings are selected.

3. Click the green plus sign (& ) to browse to and select the RDX QuikStation
configuration file.

4. Click Import.

The system reboots. This process takes three minutes. When the reboot is complete, the
Remote Management Console interface is active again. You do not have to sign in again
to access the Console.

If the imported file contains different network settings than are currently active, you
may have to reopen the browser with the updated RDX QuikStation IP address. Refer to
Chapter 2, “Obtain the IP Address,” on page 17 to determine the current IP address.

Export RDX QuikStation System Configuration Files

As a best practice, Overland-Tandberg recommends that you export your system configuration
files as a backup in case you ever need to replace your current unit. The system exports all
configuration settings, including network information, email notification settings, time zone
setting, user names and passwords, logical device type settings, and iSCSI security settings.
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To export RDX QuikStation system configuration files:

1. From the Remote Management Console main menu, select System Maintenance > Export
Configuration.

|4~ System Maintenance » || {

|E| System Log
E] System Restart
@ System Shutdown

w | Import Configuration

|+ Export Configuration

) Updsate Firmware

The Export Configuration dialog window opens.

Export Configuration *

Save logical device settings, network settings, notification
settings, and user accounts to your local disk.

Export Cancel

2. Click Export to generate the configuration file.

3. Click OK to download the file to your local host.

Note the name and location of the downloaded file. The default location is
C:\Users\Administrator\Downloads. Click the folder icon in the confirmation message
to go to that folder.

Update RDX QuikStation Firmware

RDX QuikStation firmware can be either automatically or manually updated.

Automatic Firmware Updates

If the Check firmware update automatically option is enabled (see Chapter 4, “Options for RDX
QuikStation,” on page 55), then, when you sign in as an administrator, the RDX QuikStation
detects the firmware version and checks if a newer version exists. If your system is not
running the most current version, the RDX QuikStation prompts you to update the firmware.
If you choose to update, the system automatically installs the new firmware version.

Manual Firmware Updates

Follow these instructions if you need to manually update the firmware file to your system.

CAUTION: Before you update the firmware, make sure there are no active hosts that are
currently communicating with the iSCSI targets.
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To manually update the RDX QuikStation firmware:

1. From the Remote Management Console main menu, select System Maintenance > Update
Firmware.

.yﬁ' System Mairtenance = | §

|E| System Log

E] System Restart

@ System Shutdown
w | Import Configuration

|+ Export Configuration

) Updsate Firmware

The Update Firmware dialog window opens.

Update Firmware *

Current Firmware Level: 01.000.00
Select an option from below:

Cheack for updates automatically
® lpdate the RDX QuikStation 4 firmware manually

Continue Cancel

2. Select Update the RDX QuikStation 4/8 firmware manually and click Continue.

The Update Firmware dialog window changes to show a selection field.

Update Firmware *

If you do not have a firmware file, you may download one from the Tandberg
Data Support web site,

Firrnware File: Select a file, ]

Cancel

3. Click the Overland-Tandberg Technical Support website link to access and download the
most current firmware file.

After you download the file from the website, extract the firmware file from the zipped
file and upload it to the RDX QuikStation. The firmware file names use the following
formats (where “##.###.##” is the version number):

o vix#u-##.###4.##. fw for firmware versions < 2.0
* quikstation-##.###.##.swu for firmware versions > 2.0
4. Click the green plus sign (@ ) in the dialog window to select the configuration file.

The firmware (fw) file must be appropriate for your device, either for QuikStation 4
(vtx1lu) or for QuikStation 8 (vtx2u). These code files are not interchangeable. A
software upgrade (swu) can be used for either QuikStation.

5. Click Update.

6. Click Yes to proceed.

The system reboots. This process takes three minutes. When the reboot is complete, the
Remote Management Console interface is active again. You do not have to sign in again
to access the Console.
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NOTE: You can also update firmware by saving the firmware file to a USB flash drive (formatted

with a VFAT32 or NTFS file system).

* For firmware versions prior to 2.0 (regardless of which model RDX QuikStation you

have), rename the firmware file vtxlu. fw.

* For firmware versions 2.0 or later, rename the file quikstation. swu.

Insert the flash drive into the RDX QuikStation. The RDX QuikStation automatically

detects the firmware and updates the system.

Use a USB Flash Drive for System Tasks

The RDX QuikStation ships with a USB flash drive you can use to perform many system
tasks. If the RDX QuikStation flash drive is unavailable, you can use any USB flash drive that

is formatted with a VFAT32 or NTFS file system.

NOTE: The Tandberg Data-supplied USB flash drive might include configuration example files.
Change file extensions to * . example to make sure the correct action would be performed

by RDX QuikStation firmware.

The following table describes the system tasks you can complete using a USB flash drive.

System Task

Description

Network information

You can get current active network settings by creating an
empty file named network.info on USB stick.

When the flash drive is inserted into the RDX QuikStation, the
system automatically writes detailed network information into
that text file. Any existing content in that file is erased prior to
writing network settings.

Network configuration

You can configure network settings for the RDX QuikStation
via the network. conf file, which is included on your RDX
QuikStation USB flash drive. When the flash drive is inserted
into the RDX QuikStation, the system automatically detects
and imports the network settings from the file. For more
information, see Chapter 4, “Options for RDX QuikStation,” on
page 55.

Important: The file must be named network.conf in order
for the RDX QuikStation to import network settings.

Firmware updates

You can update firmware by saving the firmware file to a USB
flash drive and inserting the flash drive into the RDX
QuikStation. The RDX QuikStation automatically detects the
firmware and updates the system. For more information, see
“Update RDX QuikStation Firmware” on page 104.

Important: Regardless of which model RDX QuikStation you
have, name the firmware file vex1lu. fw so that the RDX
QuikStation can detect and load the file.

Password recovery

You can reset the built-in administrator password via USB by
creating an empty password . reset file. For more
information, see Chapter 4, “Recovering the Built-In
Administrator Password,” on page 50.
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System Task Description

System log dump You can generate a log dump by inserting a USB flash drive
into the RDX QuikStation. The RDX QuikStation automatically
generates a system log when a USB flash drive is detected.
For more information, see “Generate System Logs” on
page 100.

Important: If any of the following files - network.conf,

password.reset, network.infoorvtxlu.fw-
are loaded onto the flash drive, the RDX QuikStation will not
generate a log dump, but will instead read and load the file.

Use the IPMI Remote Management Interface

The Intelligent Platform Management Interface (IPMI) is only available on the RDX
QuikStation 4 model with four 1GbE ports and on the RDX QuikStation 8 model with two
10GbE ports. See rear component illustration on Chapter 1, “8943-RDX Model,” on page 16 for
location of the IPMI port.

The default network configuration for the IPMI port is set for dynamic IP addresses (DHCP).
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Troubleshooting

This appendix provides information on error codes and some basic troubleshooting.

For more detailed troubleshooting help, visit the Support section of the Tandberg Data
website (www.tandbergdata.com), or contact Overland-Tandberg Technical Support at:

https://www.overlandstorage.com/company/contact-us/index.aspx

Basic Troubleshooting Information

The following table describes some basic RDX QuikStation troubleshooting information. If
you have a problem that is not addressed in the table below, contact Overland-Tandberg
Technical Support.

Problem Potential Solutions

Can’t connect to an iSCSI target. ¢ Check to see if another host is already connected to the target
(see Chapter 6, “View Active iSCSI Connections for iSCSI Devices,”
on page 92). In many cases, the RDX QuikStation allows only one
active host connection per iSCSI target (see Chapter 3, “iSCSI
Configuration Overview,” on page 22).

* Check if any iSCSI security is enabled for the target (see
Chapter 3, “Setting iSCSI Security in the Remote Management
Console,” on page 31).

* If the target uses CHAP authentication, make sure the CHAP
secret specified in the Remote Management Console (see
Chapter 3, “Enabling CHAP Authentication,” on page 31) matches
the CHAP secret specified in your iSCSI initiator software.

* Refresh the discovered targets in your iSCSI initiator software. This
may require restarting the iSCSI initiator.

The Remote Management The Remote Management Console times out after 30 minutes of
Console has a “session timeout” inactivity.
error message. Click OK to return to the console sign-in page. Type your user name

and password to re-connect to the Remote Management Console.

RDX dock reports as “empty” in The RDX media may not be seated properly in the dock. Push the

the Remote Management RDX media into the dock until you hear it click in place. If this does

Console when an RDX mediais not work, try re-seating the RDX media by ejecting it and then

loaded in the dock. re-inserting it.

Test email notification is If the network is set to a static IP address, make sure that the

unsuccessful. Default Gateway, Search Domain, and Primary DNS are set correctly
so that the email server may be accessed.

Can’t access the Remote * Verify that your network is operating properly.

Management Console. « Verify that you are using a correct IP address.
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Root Level Access

For troubleshooting purposes, when instructed by Overland-Tandberg technical support, an
RDX QuikStation can be accessed at root level.

CAUTION: To prevent the loss of data or other firmware issues, do NOT access the root level of
the RDX QuikStation unless instructed to do so by Overland-Tandberg technical support.

Console Access

An RDX QuikStation can be accessed via a serial port.
Connect a keyboard directly to the RDX QuikStation using the serial port on the rear.
Connect a monitor directly to the RDX QuikStation using the VGA port on the rear.

Enter vtx as the user name.

A w b=

Enter the password:
If not changed yet, enter the default password (Admin!).

You now has root access and the root prompt (#) is shown.

SSH Access
An RDX QuikStation can be accessed via SSH using the console access method.
Record the IP Address of the RDX QuikStation.
From the Remote Management Console main menu, select System Settings > Options.
Switch to the Diagnostics tab.
If not activated yet, select Allow Remote Access and click OK.

Click Download SSH Key.

o0k W d =

Move the downloaded key (ssh_host_rsa_key) to a location reachable by your
Linux/Unix command prompt.

7. Set the permissions of the key using the following command:
chmod 600 ssh_host_rsa_key

8. Log into the system using the following command:
ssh -i ./ssh host_rsa key vtx@<ip addr>

were <ip_addr> is the IP Address noted above.

You now have root access and the root prompt (#) is shown.
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Specifications

This appendix provides the information about the RDX QuikStation specifications.

Topics in Setup and Configuration:
* Physical Specifications
¢ Power Specifications
¢ Environmental Specifications

e Safety and Regulatory Agency Compliance

Physical Specifications

The following tables give the physical specifications for the three different RDX models.

QuikStation 4 Desktop Appliance

Part Number 8922-RDX

Dimensions (D x W x H) 48.1cm x 44.0cm x 6.8cm / 18.9in. x 17.3in. x 2.7in.

Weight 9.78 kilograms / 21.6 pounds

Form Factor Desktop

Capacity RDX media dependent (online): 4 x 5 TB RDX media.”
Unlimited offline capacity.

Data Transfer Rate Up to 200 MBT/second across multiple docks (write,
uncompressed). See Chapter 4, “Port Configuration Options,”
on page 44.

Network Connectivity 2 x 1GbE or 4 x 1GbE ports

USB Front Panel Ports 1 USB port

USB Rear Panel Ports 2 x USB 2.0 ports

Removable Media Drive 4 x RDX bays

RDX Media Compatibility Backward and forward to all RDX media of all capacities

(Capacity)

* 5 TB cartridge is the largest size available when this product was published; however, the online capacity is
only limited by the size of the RDX cartridge available. Please refer to TandbergData.com for current
maximum capacity cartridges.

1 The data transfer rate is up to 200 MB/second when port configuration is configured for adaptive load
balancing or dynamic link aggregation.
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QuikStation 4 Rackmount Appliance

Part Number

8920-RDX

Dimensions (D x W x H)

47.8cm x 44.0cm x 4.3cm / 18.8in. x 17.3in. x 1.7in.

Weight

6.02 kilograms / 13.3 pounds

Form Factor

1U rackmount

Capacity

RDX media dependent (online): 4 x 5 TB RDX media.”
Unlimited offline capacity.

Data Transfer Rate

Up to 200 MBT/second across multiple docks (write,
uncompressed). See Chapter 4, “Port Configuration Options,”
on page 44.

Network Connectivity

2 x 1GbE or 4 x 1GbE ports

USB Front Panel Ports 1 USB port
USB Rear Panel Ports 2xUSB 2.0
Removable Media Drive 4 x RDX bays

RDX Media Compatibility

(Capacity)

Backward and forward to all RDX media of all capacities

* 5 TB cartridge is the largest size available when this product was published; however, the online capacity is
only limited by the size of the RDX cartridge available. Please refer to TandbergData.com for current

maximum capacity cartridges.

T The data transfer rate is up to 200 MB/second when port configuration is configured for adaptive load
balancing or dynamic link aggregation.

QuikStation 8 Rackmount Appliances

Part Numbers

8930-RDX
8940-RDX
8943-RDX

Dimensions (D x W x H)

47.8cm x 44.0cm x 8.6cm / 18.8in. x 17.3in. x 3.4in.

Weight

14.96 kilograms / 33.3 pounds

Form Factor

2U rackmount

Capacity

RDX media dependent (online): 8 x 5 TB RDX media.”
Unlimited offline capacity.

Data Transfer Rate

* Up to 400 MB/s (4x 1GbE) across multiple drives.
(8930-RDX)

* Up to 400 MB/s (4x 1GbE), optional up to 1000 MB/s (1x
10GbE) across multiple drives. (8940-RDX)

* Up to 2000 MB/s (2x 10GbE) across multiple drives.
(8943-RDX)

See Chapter 4, “Port Configuration Options,” on page 44.

Network Connectivity

* 4 x 1GbE ports (8930-RDX & 8940-RDX)
* 1 x 10GbE ports (8940-RDX)
* 2 x 10GbE ports (8943-RDX)

USB Front Panel Ports

1 USB port

USB Rear Panel Ports

* 6xUSB 2.0 and 2 x USB 3.0 ports (8930-RDX & 8940-RDX)
* 2xUSB 2.0 and 2 x USB 3.0 ports (8943-RDX)
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Removable Media Drive 8 x RDX bays
RDX Media Compatibility Backward and forward to all RDX media of all capacities
(Capacity)

* 5 TB cartridge is the largest size available when this product was published; however, the online capacity is
only limited by the size of the RDX cartridge available. Please refer to Overland-Tandberg website for current
maximum capacity cartridges.

Power Specifications

AC Input Voltage 100-240 VAC
Rated Input Current 2,0-1,0A
Rated Input Frequency 50/60 Hz

Environmental Specifications

Operating Temperature 10° t0 40° C(50° to 104° F)
Non-operating Temperature  -20° to 60° C (-4° to 140° F)
Operating Humidity 20% to 80%

Safety and Regulatory Agency Compliance

Overland-Tandberg products are designed, tested, and classified for their intended
electromagnetic environment. The RDX QuikStation 4 is a Class B device and RDX
QuikStation 8 is a Class A device and both comply with the safety and regulatory agency
standards listed below when installed in accordance with this manual.

For regulatory purposes, the RDX QuikStation 4 regulatory model number is filed as RMN-A-
01-14 and the QuikStation 8 regulatory model number is filed as RMN-A-01-16.

The cTUVus mark for both the RDX QuikStation
4 and 8 demonstrates that they have met the
requirements of UL60950-1,2nd Ed.

The TUV Tested Safety mark for the RDX
QuikStation 4 demonstrates that it has met
the quality and safety requirements set forth
in the German Product Safety Act.

gepriifte
Sicherheit
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European Community

This Information Technology Equipment has been tested and

found to comply with the following European directives:
RDX QuikStation 4:
EN 55032:2015, Class B
EN 61000-3-2:2014
EN 61000-3-3:2013
EN 55035:2017
EN 60950-1:2006 +A2:2013
EN 50581:2012
RDX QuikStation 8:
EN 55032:2015, Class A
EN 61000-3-2:2014
EN 61000-3-3:2013
EN 55035:2017
EN 60950-1:2006 +A2:2013
EN 50581:2012

Waste of Electronic and Electrical Equipment (WEEE)

N
/

This device is in compliance with 2002\96\EC Waste of
Electronic and Electrical Equipment (WEEE).

Australia and New Zealand

RDX QuikStation 4:

This device has been tested and found to comply with the
limits for a Class B digital device, pursuant to the
Australian/New Zealand standard AS/NZS CISPR32:2015
and EN 55032:2015 - Electromagnetic compatibility of
multimedia equipment - Emission requirements set out by the
Australian Communications Agency.

RDX QuikStation 8:

This device has been tested and found to comply with the
limits for a Class A digital device, pursuant to the
Australian/New Zealand standard AS/NZS CISPR32:2015
and EN 55032:2015 - Electromagnetic compatibility of
multimedia equipment - Emission requirements set out by the
Australian Communications Agency.

10400880
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China RoHS

10

This product is marked in accordance with China's Ministry of
Information Industry (Mll) “Management Methods for
Controlling Pollution Cause by Electronic Information
Products” Order #39. The Environmental Protection Use
Period (EPUP) is determined to be 10 years. Packaging
materials are also marked according to Chinese national
standard GB 18455 - 2001 “Packaging and Recycling
Symbols”.

Japan

RDX QuikStation 4:

COER, 77ABHRETY. JOERI. FERRTEATIILZAN
ELTVETH, COREBASIADLTLEYavZERICERLTERSTI
3L, REMEEIFIFECIILNBVEKT.

IS EGRAS LR >TELVEMBEWE LTTEL, VCCl—B

Translation: This is a Class B product based on the standard of
the Voluntary Control Council for Interference from
Information Technology Equipment (VCCI). If this is used near
a radio or television receiver in a domestic environment, it
may cause radio interference. Install and use the equipment
according to the instruction manual.

RDX QuikStation 8:

ZOERE, FSAABBTT, CORREGTRETHATILERGE
R FRITTENBUET. COBBCEERAENEYLNELHRTELS
ERSNBTEHBIET, veel— A

Translation: This is a Class A product based on the standard of
the Voluntary Control Council for Interference by Information
Technology Equipment (VCCI). If this equipment is used in a
domestic environment, radio disturbance may arise. When
such trouble occurs, the user may be required to take
corrective actions.

10400880
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Korea

Of

o] 7|7|= YF&EAE) TAIHY7|7|=2A T
DfAt E£= MEXt= O & FloHA|7| Higt
ol=

0, 7b8 2|2 X[HojA A+ESH

r

Ag 85o=

L CY.

Translation: This equipment is Industrial (Class A)
electromagnetic wave suitability equipment and seller or user
should take notice of it, and this equipment is to be used in
the places except for home.

United States: FCC Declaration of Conformity

10400880

RDX QuikStation 4:

We declare under our sole responsibility that:

To which this declaration relates, is in conformity with the following
standards or other normative documents:

¢ ANSI C63.4-2009 Methods of Measurement

¢ Federal Communications Commission 47 CFR Part 15, Subpart
A/B: 2013

This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the
equipment off and on, the user is encouraged to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit difference from
that to which the receiver is connected.

* Consult the dealer on an experienced radio/TV technician for
help.

C Product Name: RDX QuikStation 4, regulatory model RMN-A-01-14.
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RDX QuikStation 8:

C

We declare under our sole responsibility that:
Product Name: RDX QuikStation 8, regulatory model RMN-A-01-16

To which this declaration relates, is in conformity with the following
standards or other normative documents:

¢ ANSI C63.4-2009 Methods of Measurement

* Federal Communications Commission 47 CFR Part 15, Subpart B:
2013

This equipment has been tested and found to comply with the limits
for a Class A digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in
accordance with this manual, may cause harmful interference to
radio communications.

Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to
correct the interference at his own expense.
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Safety Guidelines

This appendix provides safety guidelines for the RDX QuikStation.

Topics in Setup and Configuration:

General Safety Precautions
Electrical Safety Precautions
ESD Precautions

General Safety Precautions

Keep the area around the RDX QuikStation clean and free of clutter.

Remove any jewelry or metal objects from your body, which are excellent metal
conductors that can create short circuits and harm you if they come in contact with
printed circuit boards or areas where power is present.

Elevated Operating Ambient - If installed in a closed or multi-unit rack
assembly, the operating ambient temperature of the rack environment may be
greater than room ambient. Therefore, consideration should be given to installing
the equipment in an environment compatible with the maximum ambient
temperature (Tmax) specified by the manufacturer (40° C/ 104° F).

Reduced Air Flow - Installation of the equipment in a rack should be such that the
amount of air flow required for safe operation of the equipment is not compromised.

Mechanical Loading - Mounting of the equipment in the rack should be such that
a hazardous condition is not achieved due to uneven mechanical loading.

Circuit Overloading - Consideration should be given to the connection of the
equipment to the supply circuit and the effect that overloading of the circuits might
have on overcurrent protection and supply wiring. Appropriate consideration of
equipment nameplate ratings should be used when addressing this concern.

Reliable Earthing - Reliable earthing of rack-mounted equipment should be
maintained. Particular attention should be given to supply connections other than
direct connections to the branch circuit (for example, use of power strips).

Never place objects on top of rack-mounted equipment.

Electrical Safety Precautions

10400880

Be aware of the locations of the ON/OFF switch on the chassis as well as the room's
emergency power-off switch, disconnection switch, or electrical outlets. The ON/OFF
switch does not disconnect power to the chassis. If an electrical accident occurs,
quickly remove power to the system by removing the plugs from the outlets. Some
models may have multiple power cords which connect to more than one outlet.
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The power cord must include a grounded plug and must be plugged into a grounded
electrical outlet.

Use only one hand when working with powered-on electrical equipment. This is to
avoid making a complete circuit, which will cause electrical shock. Use extreme
caution when using metal tools, which can easily damage electrical components or
circuit boards they come into contact with.

ESD Precautions

10400880

Electrostatic discharge (ESD) is generated by two objects with different electrical charges
coming into contact with each other. An electrical discharge is created to neutralize this
difference, which can damage electronic components and printed circuit boards. The
following measures are generally sufficient to neutralize this difference before contact is
made to protect your equipment from ESD.

Use a grounded wrist strap designed to prevent static discharge.

Discharge static electricity from your body by touching a known grounded surface,
such as a computer’s metal chassis.

Keep all components and printed circuit boards (PCBs) in their anti-static bags until
ready for use.

For grounding purposes, make sure your computer chassis provides excellent
conductivity between the power supply, the case, the mounting fasteners, and the
printed circuit boards.
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