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Revision History

* Rev. 1.0: Initial release.

A IMPORTANT:

The latest VIVOTEK 9xxx series supports H.265 encoding. If the H.265 cameras are attached to
the NVR, you need to manually configure its video streaming codec to H.264 in order to properly
stream video.

A IMPORTANT:

In a complicated wireless network environment where many WiFi APs reside, transmission
latency can occur due to the interferrence of wireless signals or overlapped channels.
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Read Before Use

The use of surveillance devices may be prohibited by law in your country. The Network Video
Recorder is not only a high-performance web-ready camera but can also be part of a flexible
surveillance system. It is the user’s responsibility to ensure that the operation of such devices is
legal before installing this unit for its intended use.

It is important to first verify that all contents received are complete according to the Package
Contents listed below. Take note of the warnings in the Quick Installation Guide before the
Network Video Recorder is installed; then carefully read and follow the instructions in the
Installation chapter to avoid damage due to faulty assembly and installation. This also ensures
the product is used properly as intended.

The Network Video Recorder is a network device and its use should be straightforward for those
who have basic networking knowledge. It is designed for various applications including video
sharing, video recording, general security/surveillance, etc. The Configuration chapter suggests
ways to best utilize the Network Video Recorder and ensure proper operations. For creative and
professional developers, the URL Commands of the Network Video Recorder section serves as a
helpful reference to customizing existing homepages or integrating with the current web server.

ﬁ NOTE:

The operating system and management software are installed on a flash memory mounted
on the main board. Except for the plug-ins for the onscreen control, there is no need to install
software.

Package Contents

m ND8212W (wireless) or ND8312 (wired version) (m a Mouse

m Power adapter m Screws and HDD brackets
m Quick Installation Guide
m 2x wireless antennas

Symbols and Statements in this Document

INFORMATION: provides important messages or advices that might help prevent inconvenient
or problem situations.

ﬁ NOTE: Notices provide guidance or advices that are related to the functional integrity of the
machine.

U

RS

Tips: Tips are useful information that helps enhance or facilitate an installation, function, or
process.

WARNING! or IMPORTANT: These statements indicate situations that can be dangerous or
hazardous to the machine or you.

Electrical Hazard: This statement appears when high voltage electrical hazards might occur
to an operator.

>B



Chapter One Hardware Installation and
Initial Configuration

Introducing the Network Video Recorder

VIVOTEK ND8312 and ND8212W series is a compact Linux embedded 8-CH or 4-CH stand-
alone desktop NVR designed for any small-scale video surveillance installation. The series fea-
tures ease of installation, and facilitates “One Button Setup” with its plug & play and auto setup
functionality. With a wireless 2.4Ghz/5Ghz connectivity, wireless cameras can easily connect
and record to the ND8212W NVR.

The ND8312 is the wired version.

Supporting the HDMI local video output, users can control the GUI OSD interface via mouse &
keyboard, eliminating the need for a separate PC to search video or to playback from the NVR.
The new local display design - Auto Adaptive Stream will dynamically modify Stream 2 resolu-
tion of a camera to best fit the display resolution according to the layout type, resulting in an ef-
ficient display, while maintaining superb image quality.

Together with the VAST CMS software, users can set up an easy-to-use IP surveillance system
with ease. VIVOTEK also provides the mobile application, iViewer or VIVOCloud, for both iOS
and Android handheld devices, enabling users to monitor live video anytime, anywhere.

Special Features

e Runs on embedded Linux

e 1 x HDMI for local display up to 4K resolution

e 1 x HDD bay, for a max. capacity of 6TB

e 1 x Gigabit RJ45 uplink Ethernet port;

e 2 x USB Port (1 in Front/ 1 in Back)

e Size: 198 mm (W) x 200 mm (D) x 47 mm (H)

e 8-CH (ND8312) or 4-CH (ND8212W) Live View & 4-CH Synchronous Playback [max. frame
rate: 3840x2160@30fps(1 CH), 1920x1080@ 120fpx (4 CH).

e H.264 /| MJPEG

e PTZ and joystick support

e Snapshot / Export Media

e PiP Video Control

e Configuration Backup / Restore

e Compatible with VIVOTEK VAST Central Management Software*
e Integration with VIVOTEK Network Cameras

e VIVOTEK iViewer and VIVOCloud Support (iOS/Android)

* The VIVOTEK VAST Central Management Software is not included in the package.



Safety

Connect the system to an earthed main power outlet.

Never open the housing of the power supply unit.

Install and operate the system only in a dry, weather-proof location.

Observe the following safety factors:

+ Is there visible damage to the system or power cord?

+ |s the system operating correctly?

+ Has the system been exposed to rain or moisture?

+ Has the system been in a long storage under harsh conditions or exposed to
unconforming stress?

The relevant electrical engineering regulations must be complied with at all times during the
installation.

Ensure that all maintenance and repair work is handled by qualified personnel such as
electrical engineers or network specialists.

Read this manual before installing or operating the system. The documentation contains
important safety instructions about permitted uses.

The rated AC input is: 100-240V~ 1.5A, 60-50Hz; the max. consumption: 15.6W (DC12V, 3A)
If a fault occurs, disconnect the power cord from the power supply.

Do not install the system close to heaters or other heat sources. Avoid locations with direct
sunlight.

All ventilation openings must not be blocked.

Use only the cables shipped with system or use appropriate cables that can withstand elec-
tromagnetic interference.



Chassis Dimensions
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@/ Physical Description

() Front View

LAN and PoE activity LED: Please refer to page 28 for LED definitions.
USB 2.0 port

N|—

() Rear View

The difference between the ND8212W and ND8312 is the antenna. The ND8312 comes without
the antenna.

1 |Antenna connector 5 |USB port

2 |Power socket (DC12V, 3A) 6 |WPS/Reset button
3 [10/100Mbps uplink port 7 |Antenna connector
4 HDMI




/\ IMPORTANT:

It is important to leave a clearance of 10cm around the chassis. The clearance is required to
ensure an adequate airflow through the chassis to ventilate heat.

To ensure normal operation, maintain ambient airflow. Do not block the airflow around chassis
such as placing the system in a closed cabinet.

@/ Hardware Installation

SATA hard disk(s) are user-supplied. The network video recorder can readily accommodate
most of the off-the-shelf SATA hard drives.

1. Use a Phillips screwdriver to loosen the retention screws from the bottom of the chassis. Re-
move the top cover.
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2. Secure the HDD brackets to the hard drive.

Label side

3. Connect SATA data and the SATA power cables to the hard drive.

SATA Data SATA Power

O

L

@ﬂ
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4. Secure the hard drive to the mounting positions in the chassis with its label side facing up,
and the connectors facing the right hand side of the chassis.

B

5. When done, install the top cover.
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6. Install the included wireless antennas. (ND8212W)

=v '=
O i o e » ©

USB20  RESETWPS

DC 12v

| S

— 7

7. Connect a mouse and/or keyboard to the USB connectors

T | |
U U U

_@_

—

104mm
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@ Interface Connections

1. Connect to a monitor using an HDMI cable.

2. Connect CAT5e or better-quality Ethernet cable to the network.

3. Connect USB devices such as mouse, keyboard, or USB thumb drive (formatted in FAT for-
mat), or UPS.

4. Connect the power adaptor to the power mains and the system.

The NVR works with both wired and wireless cameras.

The ND8312 comes without the wireless connectivity.

AC100~240V
50/60Hz, 1.5A

Pressing the Reset button for longer than 10 seconds will restore the factory detaults.



(’4/ Initial Configuration - via a Local Console

A local console requires the following:
1. A monitor is connected via an HDMI cable.
2. Amouse and/or a keyboard are connected to the system.
3. It is presumed that the system has not been configured yet. The Installation wizard only
appears for an unconfigured machine or one that was restored to its default.

Follow the onscreen messages to complete the initial configuration:

1. When started for the first time, the system will prompt for the forceful configuration of a
password. This ensures security from malicious network attack.

The applicable alpha-numeric characters are [0-9][a-z][A-Z]["[$][%][-]. 1@ L_I[~], with a
max. length of 64 characters.

Hello, Administrator

Click the Apply button when the new password is
accepted.

2. Select the Ul language, Time zone, and current date and time. Click on the Continue button
to proceed.

o

Star Insert cameran Crente Yalurmes Finish

P mone

m [ Camera lint a7 b Chaurel #n diske) Wil te m
tnrmaned alver koo e




A IMPORTANT:

Except in the initial setup, changing system time can produce disruptions to the existing
recordings. Turning the current system time back to a time when video recording was taking
place can generate duplicate files. And those files may not be playable.

3. The system will then start to scan the local subnet for connected cameras.

Search for cameras

~

S

4. All cameras detected on the network will be automatically selected. If necessary, deselect the
cameras you want to exclude from the configuration. Click Continue to proceed.

Cameras properly installed in the same subnet should all be listed. If you cannot find a

camera, examine its network connections.

5 cameras found

Unzelec ail P -
192 1686, 143
1001686, 133
v | 19, 1686, 148
196,150
1921685127

Insest cameras

m *

OO0 -CC-H1-30-04
DO-0C- 0N - 18- AT TE
D00 {31+ 13 21001
DO-02- 0 - - AR
00-02-01-29-54-32

Cresis Yolemaes

Model -

ELR1AN
FOEIISH
IFRESR
FEHT T4
MOEEIIH

)

i)
En
Bd



4 NOTE:

1. The maximum recording bandwidth is 24Mbps. When cameras are recruited into the
configuration, their stream #1 is used as the recording stream.

The resolution and fps (frame rate per second) of stream 1 may vary depending on the
specifications of different cameras.

2. If there are less than 8 cameras, the Auto Setup will automatically move to the next
configuration step.

3. Up to two clients viewing 2x 720P streams is acceptable. If more clients are simultaneously
viewing more video streams, the machine can be stressed.

5. The system will automatically create a volume from the installed disk drive. The process may
take several minutes.

Creating volume(s)
50 %

J

6. An optional utility, VIVOCloud, is available through the Apple and Android App Stores. The
VIVOCIoud works with a server hosted by VIVOTEK for bridging and tunneling video requests
between client devices and network cameras/CMS/NVR. The utility simplifies and facilitates
network configuration for access across the Internet.

The prerequisites for using the VIVOCloud are as follows:
1. Download and install the VIVOCIoud utility to your cell phone.
2. Both the NVR and your cell phone have access to the Internet.

With this utility, you do not need to configure IP port forwarding on router or set up a DDNS
address for the NVR. You do not even need to know the IP address of the NVR. The
VIVOCiloud utility automatically manages the network parameters required for making the
connection. The VIVOCloud comes with viewing and playback interfaces very similar to those
in the iViewer utility.
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To connect the NVR from a cell phone using the VIVOCloud:
6-1. Click on the VIVOCloud button on the wizard.

- = &
St It camara Creaty Vshumes bt

VIVOCloud Service Ta

N L

By o VI ke L, e S TS s e peoy. v
o i i b sl b e P e i e T
wRe s e e YO kel o

= |

6-2. The QR code will be generated.
6-3. Open the utility from your cell phone. If you already registered an account, tap LOG IN. If
not, tap SIGN UP to register an account from a VIVOTEK server.

P —— T —
Saart Insert camenas Croate Volumes Finizh

Ywodoudserdce PN ©

By eratie VIV loud e, wou Sgred 0 or privecy pOICE, A
1o Tl el 7 D sl [ BTN By W s e e
e st e YRCK b nara
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6-4. You can be defaulted to the Live view page. Tap the Add button below to add devices.

Add your devices hare.

6-5. Tap the ADD DEVICES MANUALLY button.

0G 22 P + -

104

Add dovices



6-6. You can then point your cell phone lens at the NVR screen (Step 5-3.) and use the SCAN
QR CODES function to establish the connection. You may also manually enter the device
ID.

S2IPM

Add a now dovice

D

Or

Key in device |D

6-7. The process will take several seconds to complete.




6-8. The NVR and the cameras under it will be ready for access.

7. Click the Done button. The LiveClient screen will display, and, by default, the recording from
the selected cameras will immediately take place.



@ Initial Configuration - Wireless Connection (ND8212W)

1. Press the WPS button on wireless camera for 3 to 5 seconds. Refer to VIVOTEK cameras’
Installation Guide for wireless connection details.

2. Press the WPS button on the NVR for less than 10 seconds. Wait for the system status LED
to change to green.

3. Open the system Settings > Camera Management page. When successfully connected, the
wireless camera will be listed. If the camera is accessed for the first time, you should enter a
new password to access the camera.

E
1P THLI6EL 114
01 - Camera 01 Port L
02 - Camers 02 Protacal:
o Charnei i
B Mot [BEREW
[T O0-AR-D-AR-CO-EF
- ; i <'| root
Faromsii SaEEEEEEES

New password
I At io all carmaras




/\ IMPORTANT:

If you are not connecting your wireless cameras using the WPS function, ready the following:

F'\‘litu?nﬁi%ig E% ggm rder !:/VIV@'E K

MA.C:0002D 1XXXXXX G@ E\’
RLCARE R SR R

MAC:0002D 1 XXX XXX ——
i RoHS

Input ; 12V=3A

&F, No. 182, Lien-Cheng Rd., Chung-Ho, New Taipei City, 235, Taiwan, R.0.C.
Wi volel . coim Made n Takwan

When the wireless NVR is operating in the AP mode, the default SSID and password is VVTK-
XXXXXXIVVTK-XXXXXX. The six digits are the the last six digits of the MAC address on the
NVR's product label.

For example,
MAC: 00:02:D1:60:4B:BF; SSID/PASSWORD: VVTK-604BBF/VVTK-604BBF

It is highly recommended to change the default password to that of your preference. See
Settings - Network - Connection mode for wireless network configuration.



@ Initial Configuration - via a Web Console (Optional)

/\ IMPORTANT:

If you already configured the system using an Ethernet web console, please skip the Auto Setup

steps when you connect the HDMI cable. You may accidentally format your storage
volumes!

1. Connec the power cord to start the NVR. Wait for the system status LED to light green.

2. From a management computer, download and execute the Shepherd utility software. Follow
the onscreen instructions to complete the installation.

& shepherd exe

3. Start the Shepherd utility. The Shepherd utility will discover the NVR located in the same
subnet.

1 selected

iF drvary

0002D1730202

ND8212W




4. Double-click on the ND8312 or ND8212W entry to start a web session with the NVR system.

5. If you have configured a user name and password on the local console, use them to log in.
Ideally, the initial configuration is performed via the local console. Expand the menu on the
right of the Login button. Select and click on the Settings button to begin your configuration.

Remambar ma W D Lrvaviaw

& Search recording clips

You can select the display language from the lower left corner of the screen.

English
Deutsch
Espafiol
Francais
Italiano
=)
Portugués
[l
ERETIX
Cestina
PYCCKMIA

=0

English A

6. On the Settings page, click on Storage > Volume to access your storage volume
configuration.

= aimin
A M Cagon

nection



7. On the Storage settings page, check if your hard drive is present and identified by your
system. Click on the Add Volume € button.

If you have let the setup wizard create single a disk volume, you can manually delete them
and then create new volumes. Note that previous recordings will be erased.

8. Refer to the later discussions for the rest of the configuration procedure.

Q? ) LED Indicators

ND8312

ND8212W




ND8312

Name Behavior Definitions
1. Power 1 |OFF Powered down.
2 |Solid Green Device is up and running.
2. Status 1 |Green solid System is ready.
2 |Blinking Red every 1 |Firmware or device pack is being updated.
second
3 |[Solid Red * Disk errors detected via S.M.A.R.T.
* Hard disk is full.
* Configured disk drive is missing ( the buzzer will
be sounded until it is manually disabled.)
3. NET 1 |OFF The Ethernet port is disconnected.
2 blinking Data is being transmitted and received.
4. Camera 1 |Solid Green All configured cameras have been connected.
2 |Solid Red One or more configued cameras is missing.
3 |OFF No camera is connected.
5. Reset 1 |Blinking Blue Reset is taking place.
2 |OFF Normal status.
ND8212W
Name Behavior Definitions
1. Power 1 |OFF Powered down.
2 |Solid Green Device is up and running.
2. Status 1 |Green solid System is ready.
2 |Blinking Red every 1 |Firmware or device pack is being updated.
second
3 |Solid Red * Disk errors detected via S.M.A.R.T.
* Hard disk is full.
* Configured disk drive is missing ( the buzzer will
be sounded until it is manually disabled.)
3. NET 1 |OFF The Ethernet port is disconnected.
2 blinking Data is being transmitted and received.
4. Wi-Fi 1 |Solid Green Working in the AP mode.
2 |Solid Working in the Station mode, and is connected to an
AP.
3 |Blinking every |Working in the Station mode, and failed to connect
0.2 second to an AP.
4 |OFF Wi-Fi is off.
5. WPS 1 |Blinking Blue WPS is searching for nearby devices.
2 |OFF WPS is not functioning.




@/ Power Up and Power Down

To power up and power down,

On the initial configuration:
Connect the power adapter between the system and power outlet. To power up after a power-
down, re-connect the DC connector.

After the initial connection,
Press the software power down button on the management session to power down. the system
should start flushing the cached contents in system memory and gracefully shut down.

/\ WARNING:

1. No storage system is completely fail-safe. Damage to data might occur due to file system
corruption, operating system malfunction, virus infection, HDD component failures, and so on.
Therefore, it is highly recommended to regularly back up your data, and VIVOTEK disclaims
responsibilities of data loss or recovery.

2. Always power off the system using the software power button. Do not disconnect the power
cord while the system is still operating. Doing so will result in data inconsistencies. The
normal power-off procedure allows cached data to be written to disks.

{J NOTE:
If system buzzer is sounded, move your mouse cursor to reveal the main screen portal, and
then click on the Stop buzzer button.

Serious system faults, such as a missing volume, can trigger the system buzzer. Verify the
cause of system fault and turn off the buzzer.




Section One

Management over a
Local Console

Chapter Two

Introduction to the Local Console Interface
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By default, a live view appears on an HDMI monitor. The interface architecture of the local
console is illustrated as follows:

LiveView Main screen

Main control portals ﬁ%
Layout @

Search panel
Search recording clip —I:
Storyboard

PTZ

Digital zoom

Play recording clip Export recordings

Settings ——— Overview (camera connection & storage)

__Camera Management
Stop buzzer Recording
Media

portal —Alarm —I: Alarm Image
Email Motion detection

PTZ settings
—System Information
Maintenance

Display

UPS

Logs

—User VIVOCiloud service

—Storage Storage
_EScheduIed backup

[ Network I(Ii)onnection mode
DDNS

__pOS Services
—Information

Audio

DI/DO
Snapshot | Manual
recording

Deselect camera

When a view cell is selected

| Virtual keypad

/\ IMPORTANT:

Due to the limitation of system resources, the fisheye dewarp (1R & 1P modes) can only take
place on one view cell, for one fisheye camera.

For the Export recordings function, refer to page 61.



2-1. How to Begin

1. How to access the Configuration Portal?

Make sure a mouse is attached to your NVR. Move your mouse cursor, and the Configuration
Portal will appear on screen. For all the configurable options available through this portal,
please refer to Chapter 3 on page 46.

You can also hide these portal toolbar. Right-click on the LiveView screen to

display the option.
S Camera information > + Camera name
Fit screen with ratio Resolution
v Show toolbar Codec
v Show timestamp Frame rate

[ ]

2. How to access the Camera Portal?

Single click to select a view cell, the Camera Portal will appear. The system automatically
detects the characteristics of an individual camera when you select a view cell.

This portal appears with a camera that supports mechanical PTZ.

This portal appears with a camera that does not support mechanical PTZ.

-‘@'— Tips:
Here are some operation steps using the tool bar:

1. Single-click to select a view cell and bring out the tool bar.
2. Double-click to expand a view cell to the full view.
3. Double-click again to shrink the view cell to the original size.




PTZ control panel for ordinary PTZ control panel for joystick type PTZ

Progats  Spewd

3. How to retrieve and access recorded videos?

3-1. One is to access the video clips taken within 1 hour. Left-click to select a view cell, and
then click on the Recording clips button.

Select a time value by a single click. You will be prompted for User
name and Password, enter admin and admin (the default user name
and password), and then click Login.

User name: | admin v

Login




The Playback window will prompt, and a playback begins from the point in time you selected,
e.g., 30 seconds ago. This function allows you to quickly review what has just happened.

! .-.r ——
'\_ Nl:\.'::l.l.k'h'dn-‘-l- Frere

3-2. Another way to access past recorded videos is to open the Search recording clips
window. Move your mouse cursor to display the Configuration Portal (without selecting
any view cell). Click on the Search recording clips button. Please refer to page 47 for more
information about the search functions.

Search recording clips You will be prompted for User name and Password, enter admin
and admin (the default user name and password) and click Login.

It is highly recommended to change the password after you log in.

LAEF Rame




4. How to recieve system alarm?

Please refer to page 84 for how to configure system alarm triggers. When the alarm is triggered,
e.g., by digital inputs or motion detection, an alarm message will prompt on the screen.

Use the > arrow button to browse through the alarm messages.

B
17:36:31

2014.04.11
New alarm

If the alarm is configured with video recording as the responding action, you can click on the
alarm entry. The Playback window will appear, allowing an instant playback of the alarm-related
footage. You will enter the "Search alarm results" page even if the alarm does not trigger a
recording action.

@ A & =

Adarm search

4 oA ST & -5

Caen g 1- Cri—a—p—

= |'."'i‘|“"1‘.':;7'-':l:"|'|"_' e L e ety



5. Why live view is unavailable?

The default live view receives a camera's stream #1. If a camera's stream #1 is configured using
MPEG-4 as the video codec, the following message will prompt.

You can go to the Settings > Camera > Media > Video window to configure the video codec
of stream #1 into H.264. The same will occur if you connect some newer VIVOTEK 9xxx series
H.265 models. You will then need to chanage the CH1 and CH2 video streams to H.264.

01 = Camara 01
Management He2 LR _
03 - Camera 03
Recording Codec:
et - Camera 0d
Frame size BOxe00
Media 0s- A4
Mazimum lrame rate: 5
4.}
Image Intrs frame e o
a7 -
omart stream I - Dynamic intra frame period
Motken detection 08 Z
Smart
. Codie
PTZ settings Videno quality | Constant bitir._

Tarper bit rane

Policy 0 Frame rate prigrity

Image qualry prigriny




6. How do | move to another layout page?

Move your cursor to the right hand side of your screen. The page turner buttons will appear as
shown below.

For example, if you have 8 cameras placed on 2 2x2 layout pages, use these buttons to visit
different pages.

s 2 5

240416

7. Why the onscreen tool bars disappear after some time?

The system comes with idle modes. Below are the applicable conditions:

1. Live view: if no management activities occur for 5 seconds, the tool bars disappear from
screen. When in the idle mode, mouse cursor and tool bars will disappear. Moving the mouse
cursor will re-activate the screen.

2. Settings page: If left unattended for 10 minutes, system will automatically log out. The
system will prompt for user credentials if a user tries to access the Settings page again.

3. Search recording clips window: If currently there is a video playback, the system will not
enter the idle mode.



2-2. Operation on a Camera View Cell

The following apply when a camera view cell is selected.

2-2-1. PTZ Panel

Once you selected a camera, click on the PTZ button on a camera portal.

The PTZ panel will prompt. Below are the description of its functions:

List of preset positions

PTZ Presets

Focus far

Focus near
Home

ZoOm 1800m out

Patrol

Starts patrol

1. PTZ control: Click and drag the nudget in the center towards the direction you wish
to move to.

. Focus: Click on the Focus near and Focus far buttons to adjust camera focus.

. Home: Click to move the camera lens towards the default home position.

. Zoom: Use the Zoom in and Zoom out buttons to adjust the camera's zoom ratio.

. Presets: If you configured preset positions, a list of preset positions will appear.

. Patrol: If you configured preset positions into a patrolling tour, click on this button
and the camera will proceed with patrolling through preset points.

O WN

Note that on a speed dome camera, the farther you pull the nugget away from the
center, the faster the lens moves. This works like speed control.



Below is the PTZ panel that appears with ordinary PTZ cameras.

List of preset positions
Speed selector

PTZ  Presets Speed

Focus far
A
B S Focus near
oo,
Zoom mZ@@m out
*) Patrol Starts patrol

1. PTZ control: Click on the arrow buttons to move towards the direction you wish to
move to.

2. Focus: Click on the Focus near and Focus far buttons to adjust camera focus.

3. Zoom: Use the Zoom in and Zoom out buttons to adjust the camera's zoom ratio.

4. Presets: If you configured preset positions, a list of preset positions will appear.

5. Speed: Adjusts the speed when moving across the field of view.

6. Patrol: If you configured preset positions into a patrolling tour, click on this button
and the camera will proceed with patrolling through the preset points.

This portal appears with a fisheye camera. The PiP and PTZ buttons will then
be disabled for a fisheye camera.

/\ IMPORTANT:

Due to the limitation of system resources, the fisheye dewarp (1R & 1P) can
only take place on one view cell, for one fisheye camera.




Joystick support !

900002500C

The joystick related operations are listed below:

1. Pan: Continuous move is supported. (joystick X-axis movement)

2. Tilt: Continuous move is supported. (joystick Y-axis movement)

3. Zoom: Continuous move is supported. To zoom in, move joystick Z-axis clockwise. To zoom
out, move joystick Z-axis counter-clockwise.

The NVR supports VIVOTEK's IPD-USB( 3-axis, 12 buttons), AJ-001(3-axis, 8 buttons), and AJ-
002 (3-axis , 29 buttons) joysticks.

The default button functionality are described below:

Button Function Note Live Setting  |Playback
1 Pan V \% -
2 Patrol Supports the first patrol \ \% -
3 Stop \ \% -
4 Home \% \% -
5 Focus Near V \% -
6 Focus Far \% \% -
7 Snapshot \% \
8 Preset V V (PTZ -
setting/
Motion only
9~17,19 [Number 0~9 \% V (PTZ V
setting/
Motion only
18 ESC V Vv V
20 Enter \ V (PTZ
setting/
Motion only
21 Full screen When a view cell is selected, \Y - V
also applies in the Playback.
Press the second time to return
to previous state.




22 Manual Press once to start manual - -
Recording recording. Press the second time
to stop.
23 Change Layout|Consecutively changes layout - V
24 Rewind - Vv
25 Pause - Vv
26 Play - V
27 Speed Up - V
28 Slow down - Vv
29 Change focus [In live view/playback layout, will - Vv
view move from top left to lower right,
from view cell to view cell.

Multi-key Combinations
Button Function NOTE Live Setting | Playback
Number+ Turns a channel into full [None responsive iff V - Vv
Enter view (AJ0O02 only) unconfigured channel

number is entered;

e.g., 9+Enter on an

8-CH NVR.
Preset+ On aPTZ cameraview |None responsive iff V V (PTZ -
Number + cell, moves to a preset unconfigured position setting/
Enter position (AJOO2 only) number is entered Motion only
Preset + On a PTZ camera view |None responsive iff V V (PTZ -
Number cell, moves to a preset unconfigured position setting/

position (AJOO1) number is entered Motion only




2-2-2. Digital Zoom Panel

Digital zoom is a function that allows an operator to zoom in or zoom out on a live
video.

When activated, a Global view window will appear at the lower right of the view cell
as shown below. You can display only a portion of the complete video frame as an
area of your interest. Using a click and drag on the ROl window, you can instantly
move to other areas within the video frame. Use the zoom ratio pull bar at the bottom
to change the zoom ratio. You may also move the ROI around by clicks and drags.

PRl 1/24/2013 ? 02:01 P a—

[=—rr—— —— ==

R SE—" = e e = o |

- — Thale o - o T
- 1 b 3 B
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vy, Zoom In ZoomOut | _
aSmay o & | Global view
S @ - y,
5 - i m |

® i e q)

Note that not every camera supports the PiP function.

4J NoTE:

Please refer to page 136 for the description of fisheye display modes. The working theory on
fisheye modes is identical for use on both local and web consoles. The fisheye mount type
setting is found in the Settings window.




2-2-3. Play Recording Clips Panel

The Play Recording Clips function provides a shortcut to the latest recordings on
the system. You can select 30 secs, 1 min, 3 mins, 10 mins, and 60 mins for an
immediate playback.

For security reasons, using this function requires users to enter his/her credentials.

Login

The Playback window will prompt, and a playback begins from the point in time you selected,
e.g., 30 seconds ago. This function allows you to quickly review what has just happened.

L
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2-2-4, DI/DO

Sameals The DI/DO panel provides a glimpse of all DI and DO signal
2 statuses from the connected cameras. You can manually trigger a
DI-2 digital output by clicking on its indicators.

DI-3

DI-4 When a digital input is triggered, its status will also be indicated on
DO-1 the panel.

DO-2

/\ WARNING:

Please note that DO is triggered by one click. You should then
click again to disable the DO. Otherwise, the DO signal will be
continuously triggered. As the result, if the DO is configured as an
alarm trigger, many alarm messages will be generated.

2-2-5. Others

1. Snapshot : is used to take a snapshot from the camera currently selected. Note that this
function only saves the snapshot (in JPEG) to a USB thumb drive.

/\ IMPPORTANT:

The USB thumb drive has to be one that is formatted in FAT format.

2. Manual Recording @: Press the button to start a manual recording from a selected
camera. Click again to stop the recording.

‘-"\ . . . .
3. Return button : Click to return to the LiveView window.

"
Uinahle to save snapshot
Chisck your USE device and try again

Continge




2-2-6. Right-click Commands

Left-click to select a camera. Right-click to display the selection menu.

1

(&)}

. Camera information: Click to display camera name, resolution, codec, or frame rate on the

view cell. The information will display on the upper left corner of a view cell.

. Auto adaptive stream: Default is enabled. The Auto adaptive stream automatically polls a

video stream of a smaller resolution in order to reduce the streaming efforts. For example,
when a view cell is placed in a 3x3 monitor layout, it may not be necessary to stream the
video in its full resolution. In a full view, the system displays a video in its full resolution. Due
to the size of view cells on your monitor, when in a multi-cell layout, the system automatically
polls the camera for a smaller resolution stream.

The Auto adaptive stream feature can be disabled if you prefer consistent display resolution.

. Fit screen with ratio: The NVR server automatically optimizes the display camera view

cells. However, you can still select this option to display the camera's original aspect ratio: for
example, the original video feed can be 4:3. Without the fit screen, every camera's image will
be expanded to fill the view cell.

. Show tool bar: You can hide the tool bars by deselecting this option.
. Show timestamp: You can hide the time stamp bars by deselecting this option.

. Log in: Log in to enable system configuration.
Camera information > v Camera name
v Auto adaptive stream Resolution
Fit screen witl%ﬁatin Codec
Frame rate
v Show toolbar

v Show timestamp

Log out



Chapter Three
Configuation Using the Local Console

The Main Control Portal

3-1. Layout

| Move your mouse cursor across the screen to display the portal.

Since the ND8212W supports 4 CH, some of the layouts will not be available
for it.

The first functional button is Layout. You can select the 1x1, 2x2, 3x3, 1+5,
1+3, 1P+6, 2P+3 layout as the screen display. If you select the single view

layout, the rotation button ”@'ﬁ“ will appear. Click the rotation button below to
let the system swap the display of different cameras by every 10 seconds.

The rotation speed is configurable via Settings > System > Display.




3-2. Search recording clips

3-2-1. Time Search

Click the button to start searching for recorded clips. A confirm box will
prompt. Enter User name and Password to proceed.

User name: | admin v

Login

The search and calendar view will appear. Select a day on the calendar when the
recordings took place (the days with recorded clips will be highlighted in blue and green).
Single-click on a day to begin playback and search.

The date highlighted in green indicates today, and the green indicator does not
necessarily mean that there are recorded videos today.

Use the layout button Eﬂ to adjust view cell arangement on screen. You can retrieve the
recorded videos from a max. of 4 cameras at the same time.



The timeline bar enables quick skimming through the recording. Its functions are
described as follows:

Timeline scale Control buttons Functional buttons

Current time Span (?f existing
- recording
indicator
Buttons Description
24 Time scale selector. Use the buttons to select the span of time displayed on

the tool bar.

Audio volume tuner.

Plays back from 10 seconds ago.

Previous frame. (I-frame only)

Next frame. (I-frame only) After you paused a playback, use this button to
browse video frame by frame.

Play backwards.

Play. This button is available after you paused a playback.

Pause, available when playing a recorded video.

Each click on it speeds down by 1/2. The slowest speed is 1/16.

Each click on it speeds up by 2x. The fastest speed is 16 times.
The current playback status is indicated on the screen.

This button appears when you select to playback a fisheye camera's
recording. This avails the selection of dewarp modes usable during the
playback.

Digital zoom. This applies when a camera is displaying the full of its field of
view. You can use the Digital zoom function to zoom in on the field of view.

Export clips. Use this function to select a span of time you want to export to
other medias.

LE BYeEMDHNEEER

By default, the playback starts from the beginning of a day's recording. While playing the
recorded video, click on the timeline to replay a point in time in the video.

Click to expand the playback to full screen. This button is located on the

Snapshot. Takes a snapshot of the current FOV. The Snapshot button has
. upper right corner of the screen.

been moved to the right-hand side of each view cell.




When playing the video recorded by a fisheye camera, the fisheye display options m will be
available on screen. You can click to select the 10, 1P (Panoramic), 1R (Regional), 1O3R (1
Original and 3 Regional), 1P3R, or 108R modes. If the 1P, 1R, 103R, 1P3R, or 108R mode is
selected, you can exert the mouse control on screen, such as swiping the view, or hold down
the mouse button and swipe the field of view.

Please refer to the User Manuals that came with the fisheye cameras, or page 136 for
description of fisheye display modes.

Note that by default, audio is not recorded with the video recording. You can enable audio
recording in Settings > Camera Management > Recording page. If ONVIF cameras' audio
configuration is set to AMR or AAC, audio control will be unavailable.



Note that to export a video segment from the playback timeline,

1. Click on the Export button E

. Insert a USB drive formatted in the FAT format. .

3. Select the "From time" by clicking on the timeline. Click on the Edit button to
change the From and To time. You can also manually enter the "From time" and the "To
time."

. Click on the "From time" tab using a single click.

. Repeat steps 3 and 4 to configure the To time.

. Click on the Export button.

13 :51 : 25 . 7 2016.07.14 m
: '

11:48:02 7 11:58:02

N

o O

Inchude PO Erand SCEiGn

data

The export process is indicated on the right. Depending on the length of footage to be
exported, this process can take several minutes.

DM <«»r M@ (o | EENEEE

10:00 10:40 10:50 11:00

When completed, a message will display on screen.

Camera 01_20140408 053320.exe is saved
successfully

The default for export is the span of time starting from 5 minutes before and ends at 5
minutes after the point in time that is currently selected.



3-2-2. Alarm Search

Click on the Alarm search button uon the upper left of the screen to enter the Alarm Search
panel.

You can specify the search criteria by selecting the devices to be involved in the Alarm search.
The default is All.

® A B =

AMlarm search

System

- Camera 01
- Caméra 03
- Camera 04
- Camera 05
= Camra 06

(17 « Camara 07




You can then specify the start time and end time to configure a span of time to be searched.
Click to expand the calendar view and keypad to specify the From the To time to cover the
possible time of occurrences.

o a

Alarm search

Erom

February 152017

ety 1T

You can also determine what alarms will be included in the search. Select the pre-configured
Alarms or select the Trigger types from the pull-down menus.

Alarm search

All alprmma All trigpers

FOE135H_DI_trigger +]
Fisheye 01 trigger oo
Mation window
PFIR
Tamparing deaction
Camera discannected

System DI




When done with the selection, click on the Search button. In the sample screen below, a list
of alarms is displayed, and you can click on any of them to replay the moment when the alarm
was triggered. The alarm-related recording will typically include a length of 5 seconds of pre-
alarm and 20 seconds of post-alarm footage. A maximum of 300 seconds post-event recording
is supported.

oA B = 1 'f"

.08 - Camera k] '
2016.05.16 ;

Alarm search

Up to 200 search result entries will appear. If more than 200 entries have been found, click on
the New results button on the last entry page.

If two cameras participate in the recording of an alarm-related event, the footage of one camera
will be played first, and then that of the other.

If user's operation takes place (pause, rewind, etc.) during the playback, the system will stop the
consecutive playback of multiple alarm footages.

4§ NOTE:

When the Search window is left unattended for 10 minutes, the NVR will return to the live view
display. To enter the Search window, you will have to enter the user credentials again.



3-2-3. POS Search

Search by POS transaction: The NVR station can collect coordinated database information
from a POS machine. This function provides access to the video clips associated with the
sales records on the POS machine. Details of transaction can be listed on screen so that a
manager can see the live view when controversial events occur.

To search the POS-related recordings,

1. Select the connected POS machine, if there are multiple (via the Settings > POS configuration).

2. If you know the approximate time of occurrence (bill void, content adjusted, shortage of
products, and other frauds), use the calendar to select a time span.

3. Select a search confition, such as item name, subtotal, or the transaction number.
You can use the >, <, or = signs to specify the amount you are searching for. For example, key
in >100 for amounts larger than $100.

4. You can click the add button below to append more search conditions.
5. When done, click the search button.

* Note that when you need to search an item by its name, you can not enter Chinese on the
local console. You can install VAST 2 CMS software and search the Chinese item name.

© a4 & =
POS search

POS

POS naume 1

Fram

Decamber 09, 2016 W Decamber 09, 2016

Cearch crieria 9

All

Bl resulefd)
Transaction Mo, ~ Total - Time -

A SAI0T 6 20006 a0 0NB.12.09 145058
A0 5A0 TR 0063 2670 20MB.12.09 145236

A0 SA200 BT 20E004.2 2670 20MB.12.09 145052




6. You can click on any of the search results to display the transaction data or playback the
associated video.

ELi T
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transaction data [CTH]
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Playback
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7. You can export the related video if the need should arise. Make sure you select the "Include
POS transaction data" checkbox when exporting the video.




8. Once exported, you should contact VIVOTEK's technical support for a custom-made
StandalonePlayer. Copy the standalone player to the same folder of your exported video. Use

it to playback the exported video.

§@w| o EfE » KINGSTOM (O:) » NDB8322P_20161209_144542 Clips »
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B 5 % VMSMediaPlayer.exe
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3-2-4. Storyboard

The Storyboard interface E provides a glimpse of past recordings over a timeline. It looks like
doing the film editing after a film was shot.

To enter the Storyboard window, click on the Storyboard shortcut on the upper-left of screen.

Below are the screen elements of the Storyboard window:

Camera selector )
Time selector

Search button

Fore- & backward
buttons

Snapshots during the time
span
o
L&

¥

Click to enter a shorter time span
&

g o

To search for a particular video footage, select the target cameras and the time of recording. On
the Storyboard, the timelines of up to two cameras can be displayed.

™ | 01-Camera 01,02 Camer... April 08, 2014

01 - Camera 01

© o 13:00

03 - Camera 3-FD8154

Click on the Search button .



Mouse over the line of snapshots to display its time of recording. Click on a snapshot of your
interest. The time of recording is immediately displayed on top of it.

=

00:00

09:00:00

The detailed search is based on a narrow-down criteria. The search begins from a 24-hour time
span, and then moving in to a 4-hour, 1-hour, 10-minutes, and 2-minutes span. When the screen
displays a 24-hour span, each snapshot represents a 3-hour time span.

Each click on a snapshot brings you deeper into the timeline.

24 hour Below is a sample screen showing the screen of a 60 minutes time span. Each
\L shapshot represents a point in time 7.5 minutes apart. Click on a snapshot of
your interest to get deeper into the timeline.

4 hour :
Time span:
1 hour

1 hour

10 mins

i 22:15:00 22:22:30
2 mins 22:00:00 22:07:30 W _ 22:30:00 22:37:30




If you find yourself in the wrong segment on the timeline, use the buttons on the upper-right
of the screen to travel.

The definitions of these buttons depend on the time span of your current position. For
example, if you are in a 4-hour time span, the "Back to previous state button" will bring you
back to the 24-hour time span.

Back to Previous Next
previous state | |# hours/mins||# hours/mins

The smallest time span is 2 minutes. And on the screen of 2-mins span, each snapshot
represents a 15 seconds video footage.

You can then click on the Play button to playback the recorded footage.
03:15:00




The playback window will appear. Please refer to page 48 for the operation details.

To return to the Live View window, click on the Back to Search recording clips button and

the Back to Liveview button on the upper-left of the screen.



3-3. Export recordings

The Export recordings button allows users to directly select a piece of recordings by a
specific camera, and export that to a USB thumb drive. Users can select one or multiple
cameras, select a period of time in which the recording took place, and then click
export.

The max. length of recording export is 24 hours.

To export recordings:

1. Attach a USB thumb drive formatted in FAT format to the NVR's USB port.
2. Select one or multiple cameras from the list.

Export recardings
seeccmers [EEEIN
Sebect time

Frosim

BN 10 [

3. Select the start time of the period of recording time.
4. Select the end time of the period of recoding time.
5. Click the Export button.



VIVOTEK - Built with Reliability

6. The Export progress will be shown.

7. When the Export process is done, select to resume another export or go back to the live view.

Note that the Export process can take a long time if the time span of the selected video is very
long.

62 - User's Manual




3-4. Settings
3-4-1. Settings - Overview

Click the Settings button to start the camera and system settings window. A
confirm box will prompt. Enter User name and Password to proceed.

User name; [ admin W

Login

The system will default to the overview page displaying the camera connection and
storage statuses. An empty position will be left in blank, and a disconnected camera will

be indicated as 2

spaces.

. The storage volume usage is displayed as the used and unused

The Stop Buzzer, Reboot, and Power-down buttons are also available on this page.
There are critical conditions that can sound the system buzzer, such as a disk failure.

Camera connection and storage

£ 3
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The Camera menu provides access to Management, Recording, Media, Image, Motion
detection, and PTZ settings pages.

3-4-2. Settings - Camera - Management

On the camera Management page, you can configure the following:
1. Recruit or disband cameras.

Maonagement

2. Create a camera name.

Wactidina 3. Assign User name and Password, or apply the credentials to all cameras in
your configuration.

iz 4. Change the Network settings.
5. Change the cameras' positions on the layout screen.
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For camera name, you can enter up to 64 alphabetic and numeric characters including
[0-9][a-z][A-Z][_][-][ ]- For user name and password, you can enter up to 64 alphabetic
and numeric characters including [0-9][a-z][A-Z]['I[S1[%][-I[.I@]1["1[~]-



To recruit cameras:

1. Click on the Add - * button. A list of cameras in the same subnet will appear.

Edit camera pasition

Managament

¢ 42 WM

Camera 03 Camera Od

2. Click the Add button, the camera will be placed at an unoccupied position. You may
also expand the menu on the side of the Add button to select a position number.

3. When a camera is added, it should appear on the graphical placement below.

4. Click the Apply button after you added cameras.

5. You may click the page back button to return to the previous window.



To disband cameras:

1. Click on the Remove |~ button. A list of cameras will appear.
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2. The Remove button will turn yellow © = . Mouse over to the camera you want to
remove, and its entry will display the Remove message.

3. Click on the Remove message. The camera should then disappear from the camera
list. The recording from that camera will also be discontinued.



Network

On the Network tabbed window, you can configure the network type, IP address, and
the connection ports for video streaming.
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You can select DHCP as the method for cameras to acquire IP addresses, or you

can manually configure static IPs for a single or all cameras. Using static IPs is
recommended. Although the NVR can remember the MAC addresses of cameras, if
IPs are changed under the DHCP configuration, your NVR may still fail to connect the
cameras. Please consult your network administrator for details about network settings.

It is usually not necessary to change port numbers for the HTTP and RTSP ports unless
there is a conflict in your network environment.



Wi-Fi
If wireless cameras are recruited by the NVR, its wireless connection details are shown in here.
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1. Wi-Fi (SSID): Displays the AP (Access Point) this camera is connected to.
2. Security mode: Displays the security mode used for the security encryption.
3. Encryption: Displays the encryption standard currently applied.



Camera position

To change a camera's position on the Liveview layout, click and drag a camera to an
unpopulated position. Note that you cannot swap the positions of two cameras by
dragging a camera onto a position already populated by the other. Also, the camera
index number on the management list is not affected by the change of positions.

Click the Apply button for the configuration change to take effect. The position screen
displays the current layout on the Liveview screen.
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3-4-3. Settings - Camera - Recording

Recording options
On the camera Recording page, you can configure the following:

1.

Configure the duration of camera events, for the concern that camera events can
be too frequently triggered.

. Enter the Pre- and Post-event recording time. The triggering events can be DI,
DO, Motion detection, PIR, or Tampering detection. The max. length for pre- and
post-event recording is 10 and 300 seconds.

. The default recording stream is Stream 1, and the system automatically adjusts
the frame rate, resolution, etc., for optimum performance. However, you can still
change the streaming characteristics. Note that you can not assign the recording
task to other video stream.

. Watermark password: Configure a password in a length of 16 to 64 characters.
You can use it to verify the authenticity of exported videos using the included video
player.
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5. Enable the Activity Adaptive Streaming feature. This feature records the I-frames
only when there are no activities detected. When activities or alarm are triggered,

the camera raises the recording stream to the full frame rate. This feature can
save tremendous amount of bandwidth.

6. Enable or disable audio recording. Note that audio transmission through HDMI
cable is now available.

6. Change the life expectancy of the recording data. Default is 180 days. The
minimum is one day. The maximum is 999 days.

When disk is becoming full or when the recored video reaches the preset days
of preservation, recycle will take place. The recording for the oldest day will be
deleted.

Note that your recording task will temporarily stop until server and cameras re-

make the connection after you change your recording settings.

7. You can apply a typical configuration to all cameras using the Apply to all cameras
checkbox.
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You can refer to the User Manuals that come with your network cameras for more
discussions of these configurable options.

Note that the max. stream resolution is 8 megapixel.



Recording Schedule

By default, all video feeds from cameras are recorded at all time. You can modify the recording
task using the schedule tool:

1. Click to select a recording condition's checkbox - 1. Continuous recording E 2. Event

recording . and 3. Clear . (no recording).

2. Click and drag on the cells on the time table. For example, to stop the recording during a
period of time, select the the Clear checkbox and move the cursor across the time table. The
minimum unit on the table is half an hour.

Corlinie recording
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3. You may also use the scheduler tool on the right to facilitate the process. You can select a
condition checkbox, and then select the All day, Work hour, Off duty, Working day, Weekend
options to apply a time selection.

4. Repeat the process on individual cameras or select the Apply to all checkbox if the schedule
can apply to all cameras.

5. When done with the configuration, E Continuous recording
click on the Apply button.

Default schedules

Note that Event-triggered
recording and continuous
recording can not be take place at Off duty

the same time. Working day

n‘1‘2‘3 4‘5‘5‘7 5‘9‘10‘1112 All day

Wark hour




3-4-4. Settings - Camera - Media

Stream management

The stream here refers to the recording stream, namely, Stream 1. You can use these
preset conditions to configure the resolution, image quality, frame rate, and the bandwidth
consumption of the recording stream on this window.

Recommended setting Configuration

Default Medium resolution; full frame rate

High Quality Guaranteed video quality set as Good; full frame rate
Economical Medium to low resolution; frame rate at 5fps

High quality w/ High resolution, Good image quality; frame rate at 5fps
economical

With each recommended configuration applied, the estimated bandwidth consumption
value is immediately calculated and displayed at the lower screen.

Click the Apply button for the configuration change to take effect.
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Video

The Video window allows you to configure all video streams (the no. of stream available can be

different for different models). You can configure the following:

1. Codec: video compression codec in H.264, MPEG-4, or MJPEG. Note that MPEG-4 is not
supported for Liveview.

2. Frame size: video resolution. Note that due to the limited CPU resources, you may not be
able to change the resolution to a very high value, e.g., 5MP in the 1920x1920 resolution.

3. Maximum frame rate: the highest frame rate.

4. Intra frame period: How often an I-frame will be inserted into the video stream.

5. Smart Stream Il: Some newer camera models come with Smart Stream features. Please refer
to the next page for detailed information.

6. Video quality: You may either select Constant bit rate or Fixed Quality as the defining rules for

video transmission:

Constant bit rate Places a packet size threshold on video frames; This guarantees
the frame rate per second performance, yet image quality can be
compromised if bandwidth is not sufficient in your network environment.

Fixed Quality Guaranteed video quality, and to ensure image quality, some frames may
be dropped when bandwidth is not sufficient.

When done with the configuration, click the Apply button.
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m Dynamic Intra frame period
High quality motion codecs, such as H.265, utilize the redundancies between video frames to deliver
video streams at a balance of quality and bit rate.

The encoding parameters are summarized and illustrated below. The I-frames are completely self-

referential and they are largest in size. The P-frames are predicted frames. The encoder refers to the
previous |- or P-frames for redundant image information.

H.264/265 Frame Types

PI1 PPPPPPPI PPPPPPPI

By dynamically prolonging the intervals for I-frames insertion to up to 10 seconds, the bit rates
required for streaming a video can be tremendously reduced. When streaming a video of a static
scene, the Dynamic Intra frame feature can save up to 53% of bandwidth. The amount of bandwidth
thus saved is also determined by the activities in the field of view. If activities occur in the scene,
firmware automatically shortens the I-frame insertion intervals in order to maintain image quality. In the
low light or night conditions, the sizes of P-frames tend to be enlarged due to the noises, and hence
the bandwidth saving effect is also reduced.

Streaming a typical 2MP scene normally requires 3~4Mb/s of bandwidth. With the Dynamic Intra frame
function, the bandwidth for streaming a medium-traffic scene can be reduced to 2~3Mb/s, and during
the no-traffic period of time, down to 500kb/s.

A A Dynamic Intra Frame w/
| ] static scenes

Static scene
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m Smart codec effectively reduces the quality of the whole or the non-interested areas on a
screen and therefore reduces the bandwidth consumed.

You can manually specify the video quality for the foreground and the background areas.
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Select an operation mode if Smart codec is preferred.

- Auto tracking: The Auto mode configures the whole screen into the non-interested area.
The video quality of part of the screen returns to normal when one or more objects
move in that area. The remainder of the screen where there are no moving objects
(no pixel changes) will still be transmitted in low-quality format.

- Manual: The Manual mode allows you to configure 3 ROl windows (Region of Interest,
with Foreground quality) on the screen. Areas not included in any ROl windows
will be considered as the non-interested areas. The details in the ROI areas will be
transmitted in a higher-quality video format.

As illustrated below, the upper screen may contain little details of your interest,
while the sidewalk on the lower screen is included in an ROI window.

E3 100

Restore | | Close | | Save




As the result, the lower screen is constantly displayed in high details,
while the upper half is transmitted using a lower-quality format. Although
the upper half is transmitted using a lower quality format, you still have an
awareness of what is happening on the whole screen.

= e

' non-ROI: lower-quality

Y

- Hybrid: The maijor difference between the “Manual” mode and the “Hybrid”

Cwality priority. (Help)

mode is that:

In the “Hybrid“ mode, any objects entering the non-interested area will
restore the video quality of the moving objects and the area around
them. The video quality of the associated non-interested area is
immediately restored to normal to cover the moving objects.

In the “Manual” mode, the non-interested area is always transmitted
using a low-quality format regardless of the activities inside.

b \_J a

- Quality priority: Use the slide bar to tune the quality contrast between the ROI

and non-interested areas.

The farther the slide bar button is to the right, the higher the image
quality of the ROI areas. On the contrary, the farther the slide bar button
to the left, the higher the image quality of the non-interested area.

In this way, you may set up an ROl window as a privacy mask by
covering a protected area using an ROl window, while the remaining
screen become the non-interested area. You may then configure the
non-interested area to have a high image quality, or vice versa.

You should also select the Maximum bit rate from the pull-down menu as the
threshold to contain the bandwidth consumption for both the high- and low-
quality video sections in a smart stream.



Audio

The Audio window allows you to configure all audio codec, sampling rate, and Microphone input
gains. Depending on design of the camera models, some codecs may not be available. Also,

there are cameras that come without embedded mircrophones.
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3-4-5. Settings - Camera - Image

Display

The Display window allows users to tune the image display options:
1. Video name: the video name is displayed on the title bar that is displayed on each
view cell. The screen shot below shows a name as "Speed dome."

donks 2014704710 1121410 |

2. Video name and timestamp: Default is enabled. If enabled, the video name and
time is displayed on the view cell.

3. Power line frequency: Depending on power line frequency of your country, select
a matching option, NTSC 60Hz or PAL 50Hz, to avoid image flickering due to
unmatched electricity.

4. Video orientation: select these options if the image from camera needs to be
vertically or horizontally flipped.

5. Click Restore to poll for the original settings or click the Apply button to finish the
process.
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Image adjustment

The Image adjustment window allows users to tune the basics about image display

options:

1. Color: Select to display image as color or black and white.

2. Brightness.

3. Saturation.

4. Contrast.

5. Sharpness.

6. High TV line, Gamma curve, low light compensation, etc. The rest of the options
depend on the lens and image sensor type of each individual camera. Therefore,
the options here can vary. For unique options coming with each individual camera,
please refer to their User Manuals for more information.

Click Restore to poll for the original settings or click the Apply button to finish the
process. For features common among cameras, you may select the Apply to all
cameras checkbox.
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3-4-6. Settings - Camera - Motion Detection

Motion Detection

To set up a detection window:

1.
2.

Select a camera by a single click.
Use the PTZ panel to move to a field of view where you want to place a detection
window. (if using a PTZ camera).

. Click and drag to draw a rectangular or polygon detection window.
. Pull the detection area level up to a preferred position. An object must be larger

than the detection area to trigger an alarm.

. Select a Sensitivity level using the slide bar.
. Click the Apply button for the configuration to take effect.

The sample screen shows a connection with a speed dome camera.

If you already configured Preset positions, expand its menu and click on the
presets to move to a position.
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3-4-7. Settings - Camera - PTZ settings

To configure PTZ preset positions:

1. Select a PTZ camera by a single click.

2. Use the PTZ panel or your joystick to move to a field of view where you want to
designate as a preset position.

3. Click the add button, and enter a name for the position. Press Enter to proceed.
Repeat the configuration to create more positions.

4. Click the Apply button for the configuration to take effect.

Note that the PTZ panel can vary with different PTZ cameras.
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To configure a patrol:

1. Click to enter the Patrol menu. Select a preset position if you want to change its
position on the patrolling order.

2. Click the up and down buttons to change the position on the order, or click the
remove button to disband a position from the order. You can also change the
interval to stay before moving from one position to the next position.

3. You may then click on the Preview patrol button to see if it runs as expected.

4. Click the Apply button for the configuration to take effect.

5. Click on the Back to preset list button to return to the preset window.
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Fisheye camera has its unique options such as the mount types.

Please refer to page 135 or the camera's User Manual for fisheye display mode options.
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timestamp: snapshot
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Video orientation: . Flip . Mirror

Fisheye mount type: o Ceiling Wall Floor



3-4-8. Settings - Alarm - Alarm

The events reported from individual cameras' digital inputs, digital outputs, and motion detection
can be accommodated in the NVR system's alarm settings. These events will then be reported
or trigger corresponding actions as follows:

1. Reporting events via Email or system buzzer.

2. Triggering video snapshot and text message by the occurrences of events to an FTP site.
3. Triggering the camera(s) for its lens to move to a preset position.

4. Triggering the cameras' digital output.

5. Triggering an event push to VIVOCloud (VIVOCloud v1.0 and above)

You can create up to 10 instances of alarm.

Hardware connections to Dls or DOs, e.g., window sensors, should be made separately. The
motion detection configuration can be made in the Camera configuration window.
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When an alarm is triggered, a message prompt
will appear on the Liveview or any configuration
window.

Below is a glimpse of alarm sources and alarm actions:

Sources Actions
DI > Video recording » video footage
DO Email » snapshots
Motion detection Buzzer
Network failure FTP » snapshots
Disk full Camera preset points » Pan-Tilt-Zoom
Disk failure
PIR Camera DO
Tampering

Event push to VIVOCloud

VIVOCIoud app notification




To create an alarm,
1. Click on the Add button * .
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Alarm ™ New atarm
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You can manually enter a name for the current setting. You can enter up to 16 numeric
or alphabetic characters for the name, including symbols such as [0-9][a-z][A-Z][_][ ]. You
can also designate the interval between one alarm and the next triggered alarm to avoid
the situation that the alarms can be too frequently triggered.

Click on the next button to proceed.

Please note that on a fisheye camera's Motion window, you can click and move the corner
marks of a window to change its coverage. The Motion window does not have to be a square.



3. On the Trigger window, select system triggering conditions, or one or more cameras by
selecting their checkboxes. The number of DI or DOs on each camera is automatically
detected and displayed through individual checkboxes. The Motion detection function, if
there are many detection windows configured on a camera, is all triggered by one checkbox.

Note that the triggering sources will be listed even if the camera is currently not connected.
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You may also select the "Copy trigger from" menu to borrow the setting you previously
configured.

Click on the next button to proceed.

NOTE: Camera connection status is polled every 10 seconds. The time span for detecting a
camera disconnection can be as long as 10 seconds.



4. On the Action window, you can select the Action type from a drop-down menu. The
configuration details of each action type is discussion below.

4-1. Recording - When an event is triggered, the selected camera will record a video footage of
the length defined by the pre-/post-event setting, to the NVR system.
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4-2. Email - The Email action sends an Email to the administrator along with a snapshot of the
event.

To configure Email notification, enter valid Email addresses as the Sender and Recipient
addresses, an Email subject, and the SMTP server address through which the Email will
be delivered. If you need to log in to SMTP server to deliver an Email, enter the User name
and password for access to that account.
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The Email subject and addresses can be composed of 254 characters in numeric or
alphabetic characters including: [0-9][a-z][A-Z]I[ I[-I[.1[.]I@]. You can enter the addresses
of multiple recipients. Use semicolons, (;), to separate the addresses of multiple recipients.

. Buzzer - The buzzer is sounded on the occurrence of the event. The buzzer tones are

categorized into: Critical (1 long, 1 sec interval) Major (1 long 2 shorts, 1 sec interval),
Normal (3 shorts, 2 sec interval), Minor (2 shorts, 2 sec interval), and Notify (2 very shorts)
depending on the importance of an event. Select a Buzzer modulation from the drop-down
list. A long tone has a duration of 1 second, while a short tone 0.5 second. A very short tone
lasts only for 0.1 second.

Select how many times the buzzer tones will be repeated on the occurrence of an event.

1. ACtian
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If events of different importance are issued at the same time, e.g., one major and one minor
event, system will ignore the minor event and sound the buzzer tone for the major event
only. The buzzer can be sounded either by the Alarm actions or the system events. If Alarm
actions and system service events occur at the time, Alarm actions have the higher priority.

If multiple Alarm actions occur, the currently-sounded events can be depleted by the new
event.

There are conditions that the system will sound the buzzer, and the conditions are not
configurable.

1. Disk failure - missing drives or SMART detected failures.

2. Disk full - the free space is too small for recording tasks.



VIVOTEK - Built with Reliability

4-4. FTP - Snapshots from specified cameras can be uploaded to an FTP site on the
occurrence of an event. Enter the FTP site address in the dotted-decimal notation, e.g.,
159.22.151.20. Enter the login name and password for the user account. You can enter
a directory name you prefer on the FTP site. The server port default is 21, a different
number between 1025 and 65535 can also be assigned.

The snapshot thus delivered has a size of 320x240 pixels.

If authentication is not applied, login will proceed using the [anonymous] account.
The file names of the snapshot jpeg files will look like this:
[MAC]_[DATE]_[TIME]_[CAMERA_INDEX].jpg - If similar files already exist, an
additional index number will be added to the end of file name.

User's Manual - 89




4-5. Camera DO - A triggered alarm triggers a camera's DO, e.g., an alarm siren.

1. Sramnes

- Copy action from

Action type:

Camera:

0o

4-6. Camera pan-tilt-zoom - A PTZ capable camera can move its lens to the preset position
in case of a triggered alarm. For example, a triggered sensor may indicate an area of
interest has been intruded, and a camera's field of view should be moved to cover that
area. The precondition is that you properly set up preset positions on your PTZ cameras
using a local or a web console.
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4-7. System DO - A triggered alarm can be used to toggle the NVR's digital output, e.g., to
sound an alarm siren.
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4-8. VIVOCloud app notification - A triggered alarm can be used to toggle an event notification
to the VIVOCiIoud utility. You will then be able to receive event notifications from your cell
phone.

To receive push notificatoins on your mobile device, turn on the VIVOCloud service in
System > VIVOCloud service.
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VIVOTEK - Built with Reliability

5. On the Schedule page, you can select to activate or de-activate alarm triggers throughout a
specific timeline. For example, in some situations you can disable the alarm triggers during
the office hours, and choose to enable the triggers only during the off-office hours.

W copy schecuie rom |
@ Aeply Alarm
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6. Click Finish to end the configuration.

7. Repeat the process above to create more alarms according to the needs in your surveillance
deployment.
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3-4-9. Settings - Alarm - Email

This window provides an interface where you can configure the connection to a Mail server. Via
the Mail server, the system can deliver Emails containing system alarm messages to multiple
receivers. A reachable Mail server and Email accounts must be provided before you can apply
the settings.
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The configuration options are identical to those found in the Email configuration in Settings -
Alarm window.



3-4-10. Settings - System - Information

On this window, you can configure the following:

1. Change the system name.
2. Select the Ul text language.

3. Configure system time, time zone, and if you are connected to a DNS server where
Auto Daylight Saving time can be applied, you can acquire the associated setting from

a server within your network.
4. Click the Apply button for the configuration to take effect.

Note that if NTP time server configuration (Auto) is preferred, the system will automatically
configure all cameras to be listening to the system, and therefore to the same time server.
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Changing system time can produce disruptions to the existing recordings. Turning the current
system time back to a time when video recording was taking place can generate duplicate files.

And those files may not be playable.



3-4-11. Settings - System - Maintenance

If the need arises for updating system firmware, acquire the update from VIVOTEK's technical
support or download site. Locate the firmware binaries, and click the Import button. The upgrade
should take several minutes to complete. Note that during the upgrade, the recording task will
be interrupted.

On this window, you can perform 4 maintenance tasks:

1. Update firmware - Download firmware and save it to a USB drive in the FAT format, attach
the USB device to the NVR for firmware upgrade.

2. Update device pack - A device pack allows you to import associated configurations and
parameters for new camera models so that these cameras can be integrated into your NVR
configuration. The information in the device pack is related to some tunable parameters.

3. Backup - You can backup your system configuration using the Backup function. Click Backup,
a message window will prompt. Click Save to preserve your system configurations.

Select a location for your backup file, then click Save to complete the process. If you back up
to a USB thumb drive, that thumb drive must be formatted using the FAT format.

Infarmatian Update firmwars:

Update device pack

Maktenance
Dowmnioad

haepeffveves wrviel comddeac e paci @ downloats

Skl Backup

Rettore

Log

YIVOCloud Service

Note that the backup action does not involve the following:
1. Recorded videos and database,

2. Alarm records, bookmarks, and bookmarked footages.

4. Restore - If you have a previously-saved profile, you can restore your previous configuration.
Click the Restore button.

A file location window will prompt. Locate the backup file, and click Open. The Restore
process will take several minutes to complete, and system operation will be interrupted during
the process.



3-4-12. Settings - System - Display

On this page, you can configure the system to consecutively display (rotate) cameras' view cells
on the Liveview window. For example, if you have 8 cameras in 2 2x2 layouts, the rotation can
let you see the live views of all cameras by every few seconds.

You can also enable or disable the Alarm notification.

Duration of rotating LiveView pages 10 sec(s)

Alarm notifcation, Enable

Information




3-4-13. Settings - System - UPS

On this page, you can configure the system to gracefully shut down when UPS battery is lower
than a certain level. You may also let it shut down when the estimated sustainable time is
reached. We support APC Black 500 UPS.
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3-4-14. Settings - System - Log

System logs are categorized as System, Recording, User, and Error.
To display system logs, select a range of time and click on the Search button.

You can search for past logs in each category window.
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3-4-15. Settings - System - VIVOCloud service

This window provides access to the VIVOCloud configuration. Please refer to page 19 for how
to configure system access using the VIVOCIoud functionality.

VIVOCloud Service T r

Lver imomiton g, from makile

!l Inlormation By enable VIVOCloud service, you agree to our privacy policy, A set
of divice local accountis] will be activated by the device firmware

when you turn on VIVOClowd service

Maintenance

Display

VIVOCloud Service

Ky in drik-1MO3-5cEN-QolN
O Search NDEAIIT




3-4-16. Settings - User

The User window allows you to create more users, to change user password, and place
limitations on users' privileges and administration rights. Up to 16 users can be created,
including the default administrator.

1. By default, there are two user groups: Administrator and Regular user.
2. The regular users cannot access the Settings window, meaning that regular users can not
add or remove cameras, make changes to alarm, network, and all other system settings.

When users try to access the Settings window, the login window prohibits regular users to log
in. There is simply no regular user's name on the login window.

3. The administrator users can access all cameras recruited in the configuration; while the
regular users can be configured to have access to some or all cameras.

4. The system blocks out the video feeds from users who are denied of the access to particular
cameras. The alarms and the alarm-triggered recordings from those cameras will also be
inaccessible for unauthorized users.
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/\ IMPORTANT:

It is highly recommended to change the default password to prevent unauthorized access to the
system.
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To create or edit users,
1. Select a User group by unfolding its pull-down menu. Select either an Administrator or

regular user as the user group. Enter and re-enter a stong password that is composed of
numeric and alphabetic characters.

& = Username _

— Currentuser

& Newuser

2. Enter the User name and password. The max. number of characters for a user name is
64, with alphabetic and numeric characters including [0-9][a-z][A-Z][_I[ II-I[.1L.I[@]. The
max. number for password is also 64.
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3. If you are creating a regular user with limited access to cameras, deselect the checkboxes by
the cameras to deny the user access.

4. Click Apply to close the configuration window. Repeat the process to create more users.

3-4-17. Settings - Storage

The storage page displays the volume information including physcial position, total capacity,
used and free space, and associated commands such as Format and Delete. Since each
volume contains only 1 hard drive, details information about the hard drive is also displayed on
this page.

You can format an existing storage volume in situations such as when you need to re-deploy the
system elsewhere.
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Disk Information:

Model family: The brand name of the HDD manufacturer.

Device model: The disk model name.

Serial number: Serial number assigned to the disk drive.

Firmware version: The version of firmware running on this disk drive.

Last check: The bad block check or S.M.A.R.T. test previously executed on this drive.
Status: S.M.A.R.T. status polled from the disk drive. This is not the results from a manually-
executed S.M.A.R.T. test.



Attribute: The various attributes can vary from different HDD manufacturers.

Value: Value for the currently selected attribute.

Worst: Worst value acquired for that attribute.

Threshold: A predefined threshold or triggering value. The threshold below which the
normalized value will be considered exceeding specifications.

Raw value: The detected parameters for that attribute.

Status: The judgement made to deem the current reading as OK or failed.
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Information:

Model famiby: Seagate Barracuda T200.9
Dewice model: STATBOETTAS

Serial number SETOAHOE

Bad block check: Performs read/write test to drive sectors to locate bad blocks. This action
may take several hours to complete.

Fast S.M.A.R.T. test: Tests the electronic and mechanical performance and disk read
performance, including those on disk buffer, read head, seek time, and integrity of drive
sectors. The short test is performed on a small section of disk platters, and takes about 2
minutes to complete.

S.M.A.R.T. long test: The long test is more thoroughly and is performed to all drive sectors.
The actual completion time depends on drive sizes and the attributes put to test.

The Check disk functions mentioned above, when performed during active I/Os, can consume
system resources and cause dropped frames with the recording tasks.



/\ IMPORTANT:

There are conditions that disk drives will not be available for storage configuration:
1. The disk drives are performing the Verify process.

2. The disk drives considered as "failed" drives by the S.M.A.R.T. self detection.

3. The NVR does not support disk drives in an external storage enclosure.

If you have not created a storage volume during the initial setup, you can manually create a
volume. To create a volume:

1. Click on the Create Volume button on top of the listed disk drives. The Create Volume
window will prompt

Create Volume

Select a volume type
| TSl sl

Select disk{s)

Worst 20

Threshald: |



2. Click to select the member for the volume. When done, click Create to begin the process.

Create Volume

Select a volume type
Single disk

Select disk(s) *
Disk 1

WDC WDANPURX-64T.,,
3726 GB

Worst: 200

Threshaold: 51

4. Creating a volume will erase all data on the member drive. A message prompt will remind you
of the situation. Click Create to continue.
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5. The volume should be created in a short while. When a volume is created, video recording
should also start immediately.

Creating volume(s)
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6. You can see the volume contains a disk member, with all related information.
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3-4-18. Settings - Storage - Scheduled backup

Enable: Default is not selected. The scheduled backup function is not enabled by default. You must
click to enable the configuration options.

Type: Currently the NVR supports the backup to an FTP server.
Enter the Static IP, domain name, and other parameters for access to an FTP server.

Site: the fully qualified domain name of a network host, or its IP address. The max. length is 253
characters. Note that hyphen “-” cannot be used at the beginning or the end of the address.

Port: The port that the remote FTP server listens on. The default ports (which are the most
commonly used) are 21 for standard FTP and explicit FTPS, 990 for implicit FTPS and 22 for SFTP
via SSH. If necessary, change the port number. The range is 1 ~ 65535.

Path: The path is effectively a pathname of a resource and corresponds to a series of FTP
commands, such as a directory tree: ftp://jon:apple@bigcompany.com”. The applicable alpha-
numeric characters are [0-9][a-z][A-Z][-][