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About this document

All the safety and operating instructions should be read and followed before the unit is operated. This
manual should be retained for future reference. The information in this manual was current when
published. The manufacturer reserves the right to revise and improve its products. All specifications are

therefore subject to change without notice.

Regulatory Notices
FCC Notice "Declaration of Conformity Information"

This equipment has been tested and found to comply with the limits for a Class

A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates, uses and
can radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

Warning: Changes or modifications made to this equipment, not expressly approved by EverFocus or
parties authorized by EverFocus could void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired

operation.
EverFocus Electronics Corp.
12F-1, No. 79, Sec. 1, Shin-Tai Wu Rd.,

Hsi-Chi, New Taipei City, Taiwan

Value IP Series camera complies with CE and FCC.



Precautions

Do not install the camera near electric or magnetic fields.

Install the camera away from TV/radio transmitters, magnets, electric motors, transformers and audio

speakers since the electromagnetic fields generated from these devices may distort the video image or

otherwise interfere with camera operation.

Never disassemble the camera beyond the recommendations in this manual nor introduce materials

other than those recommended herein.

Improper disassembly or introduction of corrosive materials may result in equipment failure or other

damage.

Try to avoid facing the camera toward the sun.

In some circumstances, direct sunlight may cause permanent damage to the sensor and/or internal

circuits, as well as creating unbalanced illumination beyond the capability of the camera to compensate.

1.

Keep the power cord away from water and other liquids and never touch the power cord with wet
hands.

Touching a wet power cord with your hands or touching the power cord with wet hands may result in
electric shock.

Never install the camera in areas exposed to oil, gas or solvents.

Oil, gas or solvents may result in equipment failure, electric shock or, in extreme cases, fire.
Cleaning

For cameras with interchangeable lenses, do not touch the surface of the sensor directly with the
hands. Use lens tissue or a cotton tipped applicator and ethanol to clean the sensor and the camera
lens. Use a damp soft cloth to remove any dirt from the camera body. Please do not use complex
solvents, corrosive or abrasive agents for cleaning of any part of the camera.

Do not operate the camera beyond the specified temperature, humidity or power source ratings.
Use the camera at temperatures within -10°C ~ 50°C / 14°F ~ 122°F, and humidity between 0% and
90%; this device is not rated as submersible. The input power source is 12VDC / PoE. Be sure to
connect the proper + / - polarity and voltage, as incorrect polarity or too high a voltage will likely
cause the camera to fail, and such damage is not covered by the warranty. The use of properly fused
or Class 3 power limited type supplies is highly recommended.

Mounting

Use care in selecting a solid mounting surface which will support the weight of the camera plus any
wind, snow, ice or other loading, and securely attach the camera to the mounting surface using
screws and anchors which will properly support the camera. If necessary (e.g. when mounting to

drop ceilings) use a safety wire to provide additional support for the camera.



CONTENTS

0 e o LV o ' Y 1
Physical DeSCription ..cccciiiiiiiiiiiiiiiiiiiiiiiiieiinieienisieeeieasistsessressissssssssssssssnssssssssssnsssssnsssssnsssans 2
0 N B 111 0 1=T 0 1Y [0 o E- 3 ST P PP UUPRPRUPPP 4
(=T | AT o TN 5
LTS o= I 4 6
N - Yol | V= X1 USSR 6
4.2, OPtioNAl ACCESSOIY weeiiiiiiietiitieee e e e eecccte et e e e e e ee et e e e e e e e s e s s sataeaeeeeeeseasasssaraeeeeeseaaanssssaneeaeeesansnnes 7
. T 01 ] =T SO PP PRUPPPPRRUPPPPPPROt 8
4.4, BaSiCINStAlAation ..coc.evieeieiiiee e e e s e e st ae e e e e 10
s S |V, Fo TU T o T =4 Y To IRV LA T T o= SRR 10

4.4.2. Inserting @ Micro SD Card .......ccuuiiiiieiee e cceteeee e e e e e e et e e e e e s e nrrareeeaaaeeas 19
AccesSing the Camera. .. iiiiiiiiiiiiiiiirirrer s raa s s s saessssressssssssssssssssssnsssssnenns 22
5.1. Checking the DYNamic [P AAIESS .......uuiieieiiieiciiiiireiee e e cecctrre e e e e e e e sctree e e e e e e s e s snssaaereeeeeeesannnes 22
5.2.  Settings for Microsoft INternet EXPIOrer.. ... uiiiiiiee et e e e e e 24
5.3. Connecting the Camera to the NetWOrkK........couiiiiiiee e 25
5.4, LIVE VIEW WINGOW ...oiiiiiiiiiiiiiiiiiee ettt sttt e e sttt e e s sttt e e s saste e e s sabaeeeessseeeessansaeeesnnns 27
(O LT T = VT o T = o = N 29
6.1 Y=Y [0 1o F = PPN 29
6.2 (610 1= - PP PSP PSP P P PP PPPPPRPPPPPPPRPRt 30
6.3 (=T T O I O PSP PPPPRRPPPN 30
6.4 JAXollo ] U1 o) PRSP PP PP PP PPPPPPPPPPPPPPPRPRY 31
R0 = o o T 31
/2 YL (=T 0 BT = 1 0 = PP PP TP PPPPPRNt 32
2% 00 S V1= 1Yo o RSP RPPP 32
00 St 0 OO Y Y {3 32

% N [0 ot 1 A Y=Y ] =4SSP 34

7.1.1.3.  DDNS SetINGS .ccuttieiiiiiiieeieiiee e estee ettt e e siee e e s s sbae e e s saraee e s ssaaeeeenans 35

2 O O T 1 =Y A T2 4 <X PO TR TROPRRRRRRRRRN 37
7.1.2.1.  Date/Time SELHINGS ..ccccuveieeirieeeiee ettt ettt e tee et e e et e e ere e e eareeeeans 37

7. 01,220 NTP SOEEINES.ceeiiiiiieieieiieee ettt ettt e e s srre e e s s sbae e e s sabaee e s ssaaeeesans 37

0 T T (o] - T =< PP P PP PP PP PPPPPPPPPPPPPPPRt 38

7.1.4. Display and OVEIIQY .....oeeiiiuiiiiiiiiiee ettt e e st e e s s sbae e e e sabae e e s aeees 39

7.1.5.  System MaiNtENANCE ...ccceeiiiiiiiiiiiiiiiiiiiiieiteeeee ettt ettt ee et ettt aeeeeeeeeeeeeeeeseeesereeesesesesesnnes 40



7.1.5.1. UPErade FIrMWAare . ...cccuuieiiiiiiieeesiiee e seiieee s et e e e ssite e e s ssaae e e s siraeessssaneessnans 40

7.1.5.2.  AULO REDOOT ...t 41

7.0, 5.3, RESEOI . . s 42

7.1.6.  System INFOrmMation .....cooiiiiiiiiiiiee e s 43

0 O S U = PP P PP PP PP PPPPPPPPPPPPPPPRY 44

7.1.8.  Serial ComMMUNICATION.....cccuiiiiiiiiiie ettt s e e e saee e e s e sba e e e e sabaeeeenaseees 46

8 e R o Tor= | BT = £ PSP 47

7.2, CAMEIA SO NS - s 48
7.2.1. Streaming and AUGIO ...cceocviiieiiiiee et e s et e e e s e e e e nrees 48

% 2 S S YU o [ o BN Y=Y i T ¥ £ UPRUPRPRN 48

7.2.1.2.  SEream SeTEINGS. . s 49

7.2.1.3.  Privacy Mask SEttINGS .....cccvvuiiiiiiiiiiie et e 50

0 A - 11 =T - T PP P PP PP PP PP PP PPPPPPPPPPPPPRY 51

0 T [ 4 - T -{ =TT P PO PP P PP PP PP PP PPPPPPPPPPPPPRY 54

7.3, EVENT SO NS e e 55
2 TS B V=T o | AP P PO P PP PP PRPP PP PPPPPPPPPPPPPRY 55

7.3.1.1.  MOtION SEHINGS .. s 55

7.3.1.2. Tamper Detection SettiNgS ....ccoeeeeiiiiicee e 57

2% T e T =14 o T 1Y 1V PP RPN 58

7.3. 1.4, AlGrm OULPUL.ceeiee ettt e eeeerrrer e e e e e e e et rereeeeeseeesntnrreneeeeenas 60

7.3.1.5.  EXCEPLioN SETHINGS ..o ieeeeeeeeee e 61

7.3.2. INOTIFICATION et ettt e st e s e e e sane e e sans 62

7.3.2.1. EMail SETHINGS ceveeeeieireeeee ettt e e aa e e e e 62

2 YT 1 (ol =T [o I o = 1V Ut 63
2 R ] =1V o - Yol PR PP 63

T2, FilBueiiee ettt et et e et e e et e e s bt e e s ne e e s be e e saneeenanes 65

e T VA T= L A I o = RS 67

8. Upgrading Firmware Using IP Utility....ccccccvviiiiiiiiiiiiiiiiiininiinininnrrneessinnnnnnnesssessssssnsnessnnnes 68
= TR e Y=Tol } 1oF- ] 1o ] 1 13ROt 70
10. TroubleshOOting .cccccciiiiiiiiiiiiiciiiin s s e aasss s s s s s e s s s s nanssssssss 71
AP PENAIX ceeuuirienirieirteeiereenierreneereneeraseeressereassessassessssessssssssnsssssssessnssessassssssssssnssssssssssnsssssnsssssnsessnssesens 72
A. TEStEA Card Brands ......oooueeeiiiiiiiiie ettt e st e bt e e st e e sbe e e sbee e sree e e 72

B. Enabling the MUlticast FUNCEION .......uiiiiiiiiieeceecee et 73

C. I UL Y o - R 75

D. Setting up Port FOrwarding FUNCLION.........viviiiiiiiiiiiiiiiieeeeeveeererererererereresereseseserssessrerersressrsrerrrene 76

E. Setting UP DDINS FUNCEION ..ot e e e e e e e e et e e e e e e e eeeasaanneeeaeeenes 78



[; EverFocus Value IP 2MP 288 Series / 3MP 368 Series

1. Introduction

The Value IP 2-megapixel 288 / 3-megapixel 368 series H.265 Outdoor IP camera provides 30fps at 1920 x
1080 / 2048 x 1536 viewing resolution. The series supports dual streams from H.265 or H.264 video
compression formats. In same resolution, the H.265 provides higher compression efficiency and lower
bitrate comparing with H.264 codec, allowing more efficient bandwidth and data storage usage. The True
Wide Dynamic Range (WDR) function on the other hand enables the IP camera to provide clear images

even under back light circumstances where intensity of illumination can vary excessively.

Featured with a motorized zoom lens, EDN288M / EZN288M / EDN368M / EZN368M can provide the
desired field of view with superior video quality in precise focus. Equipped with a weather-proof (IP66)
housing, the Value IP 288 / 368 series meets a wide variety of needs for outdoor surveillance. Except
12VDC power supply, the series also supports Power over Ethernet (IEEE 802.3af), which eliminates the
need for power cables and thus reduce the installation costs.

The Value IP 288 / 368 series conforms to ONVIF for compatibility with other network video devices. You
can also use EverFocus Mobile applications to remotely view the live views of the cameras through your
iOS or android handheld devices; or use EverFocus CMS to remotely manage multiple IP devices connected

on the network.

Model Name Max. Video Resolution  Storage IR/T-WDR IP66/ IK10
EBN288 3.6mm 1920 x 1080 Yes /

- es -
EBN368 Fixed lens 2048 x 1536
EDN288M 2.8-12mm 1920 x 1080

) Micro SD / Yes / Yes

EDN368M Motorized lens | 2048 x 1536

SDHC / SDXC Yes / Yes
EZN288 3.6mm 1920 x 1080 ot

slo
EZN368 Fixed lens 2048 x 1536

(Max. 128G, Yes / -
EZN288M 2.8-12mm 1920 x 1080

up to class 10)
EZN368M Motorized lens | 2048 x 1536

System Requirement

Before installing, please check that your computer meets the following system requirements.
e  Operating System: Microsoft Windows XP / Vista (32-bit) / 7 (32-bit)
e  Microsoft Internet Explorer 11 or later, Chrome (Windows version 44 and earlier), Firefox version 50

and earlier, EverFocus Browser

Note: For using the Internet Explorer, some settings are required. Please refer to 5.2 Settings for

Microsoft Internet Explorer.
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2. Physical Description

Value IP 2MP 288 Series / 3MP 368 Series

EBN288/368

1

IR LEDs

No. ‘ Item Name ‘ Descriptions

IR LEDs for infrared illumination in night

vision applications.

2

Lens

Fixed lens.

‘:a'\ H3Erepocn,
M 3
Y

Light Sensor

Detects lights.

EDN288/368M

No. ‘ Item Name ‘ Descriptions

IR LEDs for infrared illumination in night
1 IR LEDs o o
vision applications.
2 Lens Motorized lens.
3 Light Sensor Detects lights.
4 Micro SD / Insert a micro SD / SDHC card (see
SDHC Slot Appendix for tested card brands).




[] EverFocus Value IP 2MP 288 Series / 3MP 368 Series

EZN288/368

a Sunshield

@ rueo a ||
e Light Sensor f
@ icro sp / SDHC Slot

No. | Item Name Descriptions

1 IR LEDs IR LEDs for infrared illumination in night vision applications.

2 Lens Fixed lens.

3 Light Sensor Detects lights.

4 Sunshield Protect the camera from the direct rays of the sun.

5 Micro SD / SDHC Slot Insert a micro SD / SDHC card (see Appendix for tested card brands).
EZN288/368M

IRLED

®:0

Light Sensor

No. ‘ Item Name ‘ Descriptions

1 IR LEDs IR LEDs for infrared illumination in night vision applications.
2 Lens Motorized lens.

3 Light Sensor Detects lights.

4 Sunshield Protect the camera from the direct rays of the sun.
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2.1. Dimensions

EBN288/368
120mm/4.72"
l Eﬂ l

\ J |,

3

[

.

~N
EDN288/368M

p117.00
¥

EZN288/368

EZN288/368M
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. SONY Progressive Scan CMOS sensor

e  Astounding image quality from the 3.6mm lens (EBN288 / EBN 368 / EZN288 / EZN368)

e  Motorized 2.8-12mm lens to capture the desired field of view (EDN288M / EDN368M / EZN288M
/ EZN368M)

e  True Wide Dynamic Range Function (120dB)

e  Provides True Day/Night functionality with automatic IR filter operation

e Extended IR range up to 30m / 100ft. with IR LEDs (Depending on scene IR reflectivity)

e  Multi-streaming from H.265 / H.264

e  1080p full real time recording

e  Weather proof IP66-rated

e The flexible angle viewing with its 3-Axis rotation design allows wall or ceiling mounting

e  Supports Motion Detection & Email Notification

e  Supports live monitoring of video from mobile devices via MobileFocus / MobileFocus plus Apps
(i0S & Android)

. Supports Power over Ethernet / 12VDC

e Lowlight

e  Two-way audio*

e  Supports Alarm I/O*

e  Supports RS-485 (reserved)*

. EverFocus Genie XMS CMS

e  ONVIF profile S compliant

e  Supports Micro SD card (EDN288M / EDN368M / EZN288 / EZN368 / EZN288M / EZN368M)

* Economic models do not include the feature
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4. Installation

4.1. Packing List

Please check that there is no missing item in the package before installing.

Item Name ‘ EBN288/368 EDN288/368M  EZN288/368 EZN288/368M
Camera x1 x1 x1 x1

2 | MAC Address Sticker x2 X2 X2 X2
Screw Anchor

3 | (in conjunction with x4 x3 X3 x4
Screw)

4 | Screw x4 x3 x3 x4
Hexagon Wrench

5 | (for adjusting the camera x1 - x1 x1
position)

Cable Gland Kit

6 | (connect to the LAN/PoE x1 x1 x1 x1
cable for waterproofing)

7 | Set Screw x3 - - -
Power Pigtail Cable x1 x1 x1 x1
Accessories Instruction

9 | (for installation of Set x1 - - -
Screw)

10 | Software CD x1 x1 x1 x1

11 | Quick Installation Guide x1 x1 x1 x1

12 Sticker x1 x1 x1 x1

(Mounting Template)

Note:
1. Equipment configurations and supplied accessories vary by country. Please consult your local
EverFocus office or agents for more information. Please also keep the shipping carton for

possible future use.

2. Contact the shipper if any items appear to have been damaged in the shipping process.
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4.2. Optional Accessory

Value IP 2MP 288 Series / 3MP 368 Series

You can use the optional accessories to expand the capabilities and versatility of the camera. Please

contact your dealer for more information.

Junction Box

e PBOX-A32

SV
t ”@ 4/‘

Junction Box (For EBN288/368)

Apple White

119.2 x 38mm / 4.7" x 1.5" (D) x (H)

* High-strength Aluminum for better protection against damage.

* Spray painted surface to protect the bracket from corrosion and rust.

e PBOX-A32-1

Junction Box (For EZN288 / EZN368 / EZN288M / EZN368M)
Apple White

119.2 x 38mm / 4.7" x 1.5" (D) x (H)

* High-strength Aluminum for better protection against damage.

* Spray painted surface to protect the bracket from corrosion and rust.

e PBOX-A32-2

| )

e |P Sidekick - ESK1000

e FEverFocus5/8/16/24
Ports PoE Switch

Junction Box (For EDN288M / EDN368M)

Apple White

119.2 x38mm / 4.7" x 1.5" (D) x (H)

* High-strength Aluminum for better protection against damage.

* Spray painted surface to protect the bracket from corrosion and rust.

Using it for installation, you do not need to pre-configure the IP
address or to use an additional monitor to check and adjust all the IP
cameras. The product can assign an IP address to the camera, then you
can connect and check the camera live view using EverFocus mobile
App EF Sidekick. For details about IP Sidekick, please refer to the IP
Sidekick — ESK1000 User’s Manual.

5 Ports: ES0501-40

8 Ports: ES0812-31 / ES0802-41

16 Ports: ES1625-31 / ES1645-51

24 Ports: ES2426-31 / ES2446-51 / ES2448-62
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4.3. Cables

Value IP 2MP 288 Series / 3MP 368 Series

The Cables provide connections for Network, BNC output, power, audio input / output, RS-485 (reserved)
and alarm inputs / output. A Reset Button is also provided. Note that the audio-in / out cable features a
line 3.5mm jack (TRS). Be sure to prepare microphones / speakers with TRS connector (see TRS
Connector image below). Also, microphones / speakers with a (built-in) amplifier and external power
supply are required.

Reset Button

Alarm Output /
RS-485 (Red)

Audio Output (TRS Line-out)
(White)

Alarm Input (Black)

Video Output

12VDC Input

Audio Input (TRS Line-in)
(Red)

LAN / PoE Cable

Cable ‘ EBN288/368 ‘ EDN288/368M EZN288/368 EZN288/368M
Yes (with a Yes (with a Yes (with a Yes (with a
Alarm In x 2 ) ) ) )
terminal block) terminal block) terminal block) terminal block)
Alarm Out / ) ) ) )
RS-485 Yes (with a Yes (with a Yes (with a Yes (with a
terminal block) terminal block) terminal block) terminal block)
(reserved)
Audio In Yes (Red) Yes (Red) Yes (Red) Yes (Red)
Audio Out Yes (White) Yes (White) Yes (White) Yes (White)
BNC Yes Yes Yes Yes
RJ45 Yes Yes Yes Yes
12VvDC Yes Yes Yes Yes
Yes (with a Yes (with a
Reset Button - -
dust-proof cap) dust-proof cap)




[; EverFocus Value IP 2MP 288 Series / 3MP 368 Series

For Economic models, the cables provide connections for Network, power and Reset Button.

W

Reset Button

Economic Models Cables

Cable ‘ EBN288/368 EDN288/368M
RJ45 Yes Yes
12vDC Yes Yes
Reset Yes (with a
ese
12VDC Input dust-proof _
Button
cap)
Cable EZN288/368 EZN288/368M
RJ45 Yes Yes
12vDC Yes Yes
LAN / PoE Cable -
Reset Yes (with a
Button dust-proof cap)
Audio Function
TRS Connector To activate the Audio function, the Complex Stream must be selected.

See Stream in 7.2.1.2 Streaming Settings.

Stream Settings

Ground (Sleeve)
Right Channel (Ring)

Left Channel (Tip) (el e B ol lain Siream (Normal) e

=Y B Complex Stream (Video & Audis) (v

Resolution: K

Pin Assighment

I COM (-) |||‘ GND (-)
Alarm Output AlarmiIn 1
( NO (+) - Alarm In (+)
> RS-485 B (+) Do Alarm In (+)
= |||_ Alarm In 2
(reserved) A(-) GND (-)
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Reset Button

1. Reboot the camera:
When the camera is powered up, press the Reset Button will reboot the camera.

2. Restore the camera:
Keep the Reset Button pressed, at the same time unplug the camera power then plug it back again

will return camera settings to the factory default values.

4.4. Basic Installation

4.4.1. Mounting and Wiring

EBN288/368

1. Before screwing the camera to the wall, stick the Sticker on the wall / ceiling to mark the position
for installation. Drill four holes on the wall / ceiling according to the supplied Sticker and push the
supplied four Screw Anchors into the four holes on the wall / ceiling. Drill another hole in the

middle of the Sticker if you wish to run the wires into the wall / ceiling.

2. Twist the Outer Housing counterclockwise and then remove the Outer Housing from the camera

base.

3. Place the camera base on the wall / ceiling and run the cable through the camera base first.

10
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4. Tread the cables:
a. From the side cut of the camera base

b. Through the wall / ceiling: run the cables through the hole on the wall / ceiling.

Wall or
Ceiling

6. Adjust the camera angle and twist back the Outer Housing simultaneously.

7. Optionally screw back the Set Screw by using the supplied Hexagon Wrench to prevent
uninstallation.

11
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8. Connect the LAN / PoE cable to the camera.
a. Remove the Screw Cap from the Cable Gland.

Screw Cap Cable Gland

b. Insert a RJ-45 network cable (without the RJ-45 connector on the one end) through the Cable

Gland and Screw Cap.

Waterproof Ring Cable Gland Stopper Screw Cap

- | |

c. Place the Waterproof Ring into the LAN / PoE cable. Connect the RJ-45 cable to the RJ-45

Connector Cable. Tightly screw the Cable Gland and Screw Cap to the RJ-45 Connector Cable.
Waterproof Ring

9. Optionally connect the camera to the 12VDC power source using the supplied Power Adapter

Pigtail or a power adapter.

Power Cable

RJ-45 Connector

Power Adapter Pigtail

12



[j EverFocus Value IP 2MP 288 Series / 3MP 368 Series

EDN288/368M

1. Before screwing the camera to the wall, stick the Sticker on the wall / ceiling to mark the position
for installation. According to the supplied Sticker, drill three screw-depth holes on the wall / ceiling,
and then drill a through-wall hole for wiring the camera cables. Push the supplied three Screw

Anchors into the four holes on the wall / ceiling.

Sticker

Anchors

S\ -,;
m LScrews

2. Unscrew the camera cover and screw the camera base to the ceiling / wall by using the supplied

Screws.

3. Optionally insert the micro SDHC / SDXC card. Please refer to 4.4.2 Inserting a micro SD Card.

4. Connect the LAN / PoE cable to the camera.
a. Remove the Screw Cap from the Cable Gland.

Screw Cap Cable Gland

13
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b. Insert a RJ-45 network cable (without the RJ-45 connector on the one end) through the Cable
Gland and Screw Cap.

Waterproof Ring Cable Gland Stopper Screw Cap

| |

c. Place the Waterproof Ring into the LAN / PoE cable. Connect the RJ-45 cable to the RJ-45

Connector Cable. Tightly screw the Cable Gland and Screw Cap to the RJ-45 Connector Cable.
Waterproof Ring

5. Optionally connect the camera to the 12VDC power source using the supplied Power Adapter

Pigtail or a power adapter.

Power Cable

RJ-45 Connector

Power Adapter Pigtail

6. Access the camera live view. See 5. Accessing the Camera. Or using a video Test-Out cable to

connect a monitor to the camera for setting image aim and focus.

7. To adjust camera angles.
Pan Adjustment: Simply turn left / right of the 3-Axis bracket by 75° to the desired position.

1 O J

| S
75° 75°
a8 B
3-Axis © 5

Bracket

14
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Rotational Adjustment: Loosen the rotate screw and rotate the camera left / right to the desired
position, then tighten the rotate screw. Due to the internal connector design, it is recommended

not to rotate the camera more than 30°.

30°

Rotation screw

Tilt Adjustment: Loosen the two tilt screws and adjust the angle by 75° to the desired position, then

tighten the tilt screw.

Tilt screw

8. Secure the cover back to the camera.

EZN288/368 & EZN288/368M

1. Before screwing the camera to the wall, stick the Sticker on the wall / ceiling to mark the position
for installation. Drill three (EZN288/368) or four (EZN288/368M) holes on the wall / ceiling
according to the supplied Sticker and push the supplied Anchors into the three holes on the wall /
ceiling. Drill another hole in the middle of the Sticker if you wish to run the wires into the wall /

ceiling.

EZN288/368 EZN288/368M

15
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2. You can wire the cables from the side of the camera or through the wall.

Wire the cables from the side of the camera Wire the cables through the wall

3. Place the camera’s base against the anchoring surface so that the holes line up. Screw the camera
to the wall / ceiling using the supplied Screws.

4. Optionally insert a micro SD / SDHC card into the card slot. Please refer to 4.4.2 Inserting a micro SD

Card.

5. Connect the LAN / PoE cable to the camera.
a. Remove the Screw Cap from the Cable Gland.

Screw Cap Cable Gland

b. Insert a RJ-45 network cable (without the RJ-45 connector on the one end) through the Cable

Gland and Screw Cap.

Waterproof Ring Cable Gland Stopper Screw Cap

| o | |

c. Place the Waterproof Ring into the LAN / PoE cable. Connect the RJ-45 cable to the RJ-45

Connector Cable. Tightly screw the Cable Gland and Screw Cap to the RJ-45 Connector Cable.
Waterproof Ring
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6. Optionally connect the camera to the 12VDC power source using the supplied Power Adapter
Pigtail or a power adapter.

Value IP 2MP 288 Series / 3MP 368 Series

Power Cable

RJ-45 Connector

Power Adapter Pigtail

7. Access the camera live view. See 5. Accessing the Camera. Or connect a handheld test monitor to
the CVBS wire on the Cable Assembly for adjusting viewing angles.

8. To adjust the camera angles:

Pan Adjustment: Loosen the Set Screw using the supplied Hexagon Wrench. Rotate the camera by
360° to the desired position and screw the Set Screw until it locks against the Camera Base.

| [ I I Camera
Base

(¢—— Set Screw

- 360° Camera Base

Set Screw

B0

&)

EZN288/368 EZN288/368M
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Tilt Adjustment: Loosen the Set Screw using the provided Hexagon Wrench and adjust the angle

by 90°.
L] [ ]
le-g’
Set Screw ) / Set Screw
S .
EZN288/368 EZN288/368M

Rotational Adjustment: Loosen the Screw using the provided Hexagon Wrench and rotate the
camera by 360°.

Set Screw —j

Set Screw
- ¢

EZN288/368 EZN288/368M

[l

Note:

1. Before start operating the IP camera, please make sure the camera date and time are correct.
To configure the camera date/time, go to System > Date/Time setting page on Web Ul.

2. By default, the system will automatically adjust the IR LED strength according to the scene, so
please avoid IR reflection when installing the camera to prevent out-of-focus at night.

3. Under Auto focus mode, if the camera does not focus after switching the Day/Night mode, it is

recommended to switch the focus mode to Manual and adjust focus manually.

18



[j EverFocus Value IP 2MP 288 Series / 3MP 368 Series

‘ 4.4.2. Inserting a Micro SD Card

You can optionally insert a micro SD card to the card slot on the camera module for recording videos.

Before inserting a micro SD card, make sure you turn off the camera first.

EDN288/368M

1. Unscrew and then remove the camera cover.

2. Insert a micro SD card into the card slot.

EZN288/368

4.  Open the cover on the bottom of the camera by loosening the screws.

5. Insert a micro SD card into the card slot.

19
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1. Loosen the two set screws on the bracket.

Set Screw

2. Loosen the three screws on the rear housing. Rotate and then remove the rear housing.

3.

4, Insert a micro SD card into the card slot.

20
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5. Put the water-proof ring on the groove that near the edge of the housing. Place the desiccant
bag beside the IPC board.

F 4 \\—> Desiccant bag

|

s Water-proof ring

6.  Screw back the IPC board, secure the rear housing back to the front housing and tighten the set

screws on the bracket.

Note: Please make sure you wear the antistatic gloves or antistatic wrist strap when installing the

Micro SD card to protect the device from damage.
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5. Accessing the Camera

This section explains how to access the Web interface of the camera for configuration.

5.1. Checking the Dynamic IP Address

You can look up the IP address and access the Web interface of the IP camera using the IP Utility (IPU)
program, which is included in the software CD. The IP Utility can also be downloaded from EverFocus’
Website: http://www.everfocus.com.tw/HQ/Support/DownloadCenter pl.aspx (Support > Download
Center > Keyword Search: IP Utility). Please connect the IP camera on the same LAN of your computer.

1. Save IP Utility Setup .exe @ in your computer. Double click the .exe file and follow the

on-screen instructions to install the IP Utility.

-

[ Setup - IP Utility =

Completing the IP Utility Setup
Wizard

Setup has finished installing IP Utility on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,

Run IpUtility.exe

L

-
2 1P Utility
File Edit View Tool Help

ﬁ é m L}‘QB%@T IP! Po,&' V Q search (%]

Machine Name Mac Address Model IP Address IP Type Port Status 4 |
EBN368 00:5A:20:3E:80:55 EBN368 192.168.31.71 DHCP 80

< m »

Left click to select or unselect devices. Right click to edit ‘

2. To access the Live View window, double click the IP address of the desired device, the login window
pops up. Type the user ID and password to log in. By default, the user ID is userl and the password
is11111111.

B3 EverFocus

User Name:

Password:

(=1 [E Activex

English
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3. Click Submit, the Live View window appears.

Value IP 2MP 288 Series / 3MP 368 Series

Note:

1. To enable Remote Live View, Firmware Upgrade and ActiveX Prompt on Internet Explorer,
some settings have to be complete. Please refer to 5.2 Settings for Microsoft Internet
Explorer.

2. The default IP mode of the IP camera is DHCP. However, if there is no dynamic IP address
assigned to the device, its IP will switch to 192.168.0.10.

4. To optionally configure the Machine Name, IP Address, IP Type or Port Number using the IPU:

a. Login the camera by checking the desired model and then click the Log in @ icon. The Log in
dialog box appears.

. :
2 1P Utility o B8] % |
File Edit View Tool Help Login w
@ ’m &' I@ @ Username  userl Q Search Q
@ Machine Name Password DOOOOOOE Statu ~
; - A L4
<| | ok || concel |
L e meeedr unselect devices. Right click to edit

Model IP Address
EBN368 EBN368 192.168.32.135 |DHCP

Note:
1. The default user ID is userl and the default password is 11111111.

2. If you select more than one camera that has the same user ID / password, you will be
able to log in several cameras at once.

c. Right click the column to configure the settings. Click the Apply Changes V button to apply

and save the settings.

2 1P utility R=HRC)

File Edit View Tool Help

\@\&m\ﬁ?@%‘@@g!"’/w V| o O
Machine Name Model IP Address IP Type Port Status B
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5.2. Settings for Microsoft Internet Explorer

If you have difficulties viewing live view or upgrading firmware, it is suggested to complete the following
settings of your computer.

1. If your PCor laptop is running with Windows, it” s required to run the browser as administrator
when first entering the remote web page of the device. Go to C:\Program Files (x86)\Internet
Explorer, right-click the browser and then click Run as administrator.

* Computer » Local Disk (C:) » Program Files (86) » Internet Explorer »
— ————————————— —

=) Open Burn New folder

Mame Date modified

€ iexple= 11/21/2010 1

F— (%] hm 2 200991
Yaces %) ieco #' Run as administrator ¥ 0101

2. You may need to turn User Account Control off if you still can’t see the Remote Live View. On the

computer, click Start > Control Panel > System and Security > Action Center (click Change User
Account Control Settings), the User Account Control Settings window appears. Adjust the slide bar
to Never Notify and then click OK. Restart your computer if requested.

| @ User Account Control Setti Eh ]1

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful pregrams from making changes te your computer,
Tell me more about User Account Control settings

Always notify

| [ Never notify me when:

®  Programs try to install software or make changes to
| my computer

I'make changes to Windows settings

Never natify @ Notrecommended. Choose this only if you need to
use programs that are not certified for Windows 7
because they do not support User Account Contrel.

[ '$'OK ][ Cancel
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5.3. Connecting the Camera to the Network

There are three methods to connect the IP camera to the network: Router or LAN Connection, Direct
High-Speed Connection and One-to-One Connection.

Router or LAN connection

This is the most common connection in which the IP camera is connected to a router and allows multiple
users on and off site to see the IP camera on a LAN / WAN (Internet). The camera must be assigned an IP
address that is compatible with its LAN. By setting up port forwarding on the router, you can remotely
access the cameras from outside of the LAN via the Internet. To remotely access the Web interface of
the IP camera, please refer to 7.1.1 Network (DDNS Settings). To set up port forwarding, please refer to
Appendix D. Setting up Port Forwarding Function.

Cat 5 Straight Through Cable

w Internet

" a'm

High-speed modem
Straight-through LAN patch cable
T
Router

Left: Pinout of a straight-through cable.

AR
=
@

Pin number  Wire Color

Pin 1 ==> Orange/White

Pin 2 ==> Orange 1 - 1
Pin 3 ==> Green/White

Pin 4 ==> Blue 2 mm) 2
Pin 5 ==> Blue/\White

Pin 6 ==> Green 3 - 3
Pin 7 ==> Brown/\White

Pin 8 ==> Brown 6 - 6
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Direct High-Speed Connection

In a Direct High-Speed Connection, the camera connects directly to a modem without the need for a
router. You need to set the static or dynamic WAN IP address assigned by your ISP (Internet Service
Provider) in the camera’s configuration web pages. To access the camera, just type
“http://XXX.XXX.XXX.XXX", where xxx.xxx.xxx.xxx is the |P address given by your ISP. If you have a dynamic
IP address, this connection may require that you use DDNS for a reliable connection. Please refer to
Appendix E. Setting up DDNS Function.

w Internet

T S a'm
High-speed modem
Cat5 |
Straight Through Cable —_—
r\

One-to-One Connection (Directly from PC to IP Camera)

You can connect directly without using a switch, router or modem. However, only the PC connected to
the camera will be able to view the IP camera. You will also have to manually assign a compatible IP
address to both the computer and the IP camera. Unless the PC has another network connection, the IP

camera will be the only network device visible to the PC. See the diagram below:

Pins 4,5, 7and 8
are not used

- o
Pins 4,5 7and8
—— are not used
T— .
B AN |
Pin 1 ==> Orangc/White
Pin 2 ==> O |
Pin 3 ==> G:::gleWhile 1 o
Pin 4 ==> Blue 2 - 6
Pin § ==> Blue/White
. . D; Pin 6 ==> G| =
Right: Pinout of a crossed-over cable. ool oo 3 =y 1
Pin 8 s=> Brown 6 - 2

26
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5.4. Live View Window

[:H:} Home Streaming Camera LensCTRL System X

1. Home
Click the tab to display the Live View window. On the Live View Window, you can directly operate
the zoom in / out by scrolling your mouse wheel over the image.

2. Streaming
Click the Streaming tab to display the Streaming quick setup panel. See 6.1 Streaming for more
details.

3. Camera
Click the tab to display the Camera quick setup panel. See 6.2 Camera for more details.

4. Lens CTRL
Click the tab to display the Lens Control quick setup panel. See 6.3 Lens CTRL for more details. The
function is only available for EDN288/368M and EZN288/368M.

5. System
Click the tab to enter the Settings page. See 7. System for more details.

6. Account

Click the E button to display the Account panel. You can check the current log-in information, or

log out of the Web interface by clicking Lougout. See 6.4 Account for more details.
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7.

10.

11.

Event signal icons

When an event is triggered, the alarm icon at the top of the Live View window will turn red

and blink o to alert the user. Click the icon to view the alarm information. On the pop-up window,
click Disarming / Arming to stop / start prompting alarm information, click Clear Alarm to remove
the current alarm information from the list.

Alarm Info

Ch Event Type Start Time End Time

1  Motion Detected 2016-12-21 06:34:30 2016-12-21 06:34:35

Disarming  Clear Alarm

Snapshot

Click the Snapshot button to take a snapshot, and the storage folder will pop up automatically. By
default, the snapshot will be saved at C:Everfocus/Value_3M/Snapshots. To change the location, see
Live View Snapshot in 7.1.9 Local Settings.

Record

Click the Record button to start / stop recording the current video stream. By default, the recordings
will be saved at C:Everfocus/Value_3M/Recordings. To change the location, see Live View Recording
in 7.1.9 Local Settings.

Two-way Audio

Click the Two-way Audio buttons to switch the sound on / off for the speakers and microphones (if
such external devices have been connected to the camera directly or via the network). To activate
the Audio function, the Complex Stream must be selected. See Stream in 7.2.1.2 Stream Settings.
Note that the camera provides the TRS line-in / out terminal I/O, therefore, TRS microphones /
speakers with a (built-in) amplifier and external power supply are required.

Full Screen

Click to display the current camera stream in full screen. To exit full screen, right-click the mouse or
press the ESC button on keyboard. Under full screen mode, these icons help you quickly be alerted
of motion events, turn the audio on/off and take snapshots.

When a motion event is triggered, the alarm icon will turn red B3 to alert the user.

EH Click the Audio buttons to switch the sound on / off for the speakers (if such external devices
have been connected to the camera directly or via the network).

& Click the Snapshot button to take a snapshot.
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6. Quick Setup Panel

You can click the » button to display the panel over the live view. Click the <« button to fix the panel on

the right-side. Click the X button or the Close Control Panel button to close the panel.

6.1 Streaming

Click the Streaming tab to display the streaming quick setup panel.

Live View Stream Main Stream s

DI:II

Stream Info

Alarm Info

Live View Size [Full v

Live View Mode 0

Camera Title CHIM

Show Camera Title [

Video Format

Resolution [3M v

Frame Rate

Rate Control

Quality

pirate (kops) [ 6000
]

GOFP

Close Control Panel

Live View Stream: Select from Main Stream and Sub
Stream.

Stream Info: Check to show the current bitrate and
current frame rate at the top of the Live View
window.

Alarm Info: Check to show the current triggered
alarm type and trigger time.

Live View Size: Select the appropriate view size of the
live view window.

Live View Mode: Slide the bar to set up the live
stream performance between Real Time (smaller
value) and Smooth way (larger value).

Camera Title: Type a name in the column to change
the title.

Show Camera Title: Check to show the camera title.
Format: Select the encoding format — H.265 or H.264.
Resolution: Select the most suitable resolution for
your needs.

Frame Rate: Select from 1fps to Full Frame. The
default frame rate is Full Frame.

Rate Control: If required, select whether you want
the stream to stream a CBR (Constant Bit Rate) or a
VBR (Variable Bit Rate), and set the values of
whichever option you choose.

Quality: Select the desired front end devices video
coding quality, from Lowest to Highest.

Bitrate (kbps): For CBR, Slide the bar to adjust the
customized Constant Bit Rate. For VBR, Slide the bar
to adjust the Variable Constant Bit Rate limit.

GOP: Slide the bar to adjust the GOP (Group of
pictures) level to adjust the frequency of generating
I-frames per second.
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6.2 Camera
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Click the Camera tab to display the camera quick setup panel.

Brightness
Hue
Saturation
Contrast

Sharpness

Color Mode

Wirmor

4 M

UL

M

148
128
Default
Normal s
|OFF v|

Exposure Time

AGC

TWDR

OFF W~

Close Control Panel

6.3 Lens CTRL

Brightness: Slide the bar to adjust brightness.

Hue: Slide the bar to adjust hue.

Saturation: Slide the bar to adjust saturation.
Contrast: Slide the bar to adjust contrast.
Sharpness: Slide the bar to adjust sharpness.
Default: Click to return the above value to factory
default.

Color Mode: Select a color mode from Normal, Bright
or Nature. The default color mode is Normal.

Mirror: Select a mirror mode from OFF, Horizontal
Mirror, Vertical Mirror or 90 / 180 / 270 degree
Rotation (see 7.2.3 Image for more details). The
default Mirror mode is OFF.

Exposure Time: Select an exposure mode from auto
or a shutter speed (from 1/25 ~ 1/10,000 seconds).
AGC: For Auto Exposure mode, you can further
configure the AGC value. Select the Auto Gain Control
level from Low to High (see 7.2.2 Camera for more
details). The default AGC level is Mid-High.

TWDR: There are four value options: Close, Low, Mid
and High (see 7.2.2 Camera for more details). The
default TWDR mode is OFF.

Click the Lens CTRL tab to display the lens control quick setup panel.

Focus Mode

Speed

Zoom In
Foom Out

Focus Mear

Focus Far

Close Control Panel

n

Focus Mode: Select a focus mode from Auto, or
Manual. For Manual, use the Focus Near / Focus Far
buttons to adjust focus.

Speed: Use the slider to adjust the speed for Zoom
and Focus.

Zoom In / Zoom Out: Use the buttons to adjust Zoom
in or out.

Focus Near / Focus Far: Use the buttons to adjust
Focus near or far.
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Note:

1. By default, the system will automatically adjust the IR LED strength according to the scene, so please
avoid IR reflection when installing the camera to prevent out-of-focus at night.

2. Under Auto focus mode, if the camera does not focus after switching the Day/Night mode, it is

recommended to switch the focus mode to Manual and adjust focus manually.

6.4 Account

Click the E button to display the account panel.

Account: Display the current user's login account.

Logout: Click to log out of the Web interface.

Close Controls

Click the System tab on the Live View Window to enter the setting page. Click the item of the one you want

to see in the setting menu to display the details.

B3EverFocus
System Settings

Network
Date / Time

Storage
Display and Overlay

System Information

System Maintenance
System Information

Device Name: [SRkLs]

Model Name
User

Serial Communication Device Type
Local Settings Firmware Version

50Hz

Camera Settings Format

Streaming and Audio
Camera

Image
Event Settings

Event
Notification

Search and Play

File

Log
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7.1. System Settings
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‘ 7.1.1. Network

You can configure network-related settings, including IP, Multicast, DHCP, DDNS and Port on this
page. Click the tab of the one you want to see.

7.1.1.1. IP Settings

Enter the IPv4 details in this area, which applies to your system.

F3EverFocus @) Home System L
System Settings
Network
IP Settings
Multicast Settings IP Settings

DDNS Settings
HTTP Port: g&ld]

Date / Time

HTTPS Port: EEK

Storage 1Pv4 0

Display and Overlay Static IP @

System Maintenance IP Address:

RTSP Port: 8

RTMP Port: gekid

System Information Subnet Mask:

Enable UPnP: i

User Gateway: gt

. Enable PPPoE: |l
Serial Communication Primary DNS:

Local Settings Secondary DNS:

(WINoR 51 2:62:97-08
Camera Settings Confirm PWD:

[adxISH 2 100.100.100.100

User Name:

Password:

Streaming and Audio
Camera

Image

IPV4: Click the radio to enable IPv4 (Internet Protocol version 4), and then enter the IPv4 details

in this area.

Static IP: Click the radio to enable Static IP. You can manually set the Static IP address. This type of
address is stable and cannot change, but the user has to make sure there are no address conflicts
with other network-connected devices.

DHCP: Click the radio to enable DHCP. This setting lets the system use an automatically assigned
(dynamic) IP address. This address can change under certain circumstances. For instance, when
the camera’s network switch / hub has to be rebooted. Do not assign to the DHCP server the

same IP addresses used for the other network cameras and PCs with unique IP addresses.
IP Address: When DHCP is not used, the user needs to manually enter the IP address of the

camera. Do not enter an IP address that is already used for your computer or other network

cameras.
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Subnet Mask: This field is used to set the subnet mask for your network, so that the IP camera
will be recognized within the network. Example: 255.255.255.0. When DHCP is selected, the
DHCP server will assign this value automatically.

Gateway: This field is used to set the gateway for your network so that the IP camera will be
recognized within the network. When DHCP is selected, the DHCP server will assign this value
automatically.

Primary DNS: Enter the IP address of the DNS server if this is provided by an ISP.

Secondary DNS: If your ISP provided you with a secondary DNS address, please enter it here.
MAC: The value of MAC address cannot be changed on this page, and are for reference only.

HTTP Port: Enter HTTP port numbers. The default port number is 80.

HTTPS Port: Enter HTTPS port numbers. The default port number is 443.

RTSP Port: Use domain name to access and login device need mapping RTSP. The default port
number is 554.

RTMP Port: Use domain name to access and login device need mapping RTMP. The default port
number is 1935.

Enable UPnP: Click the box to enable UPnP. Promoted by the UPnP Forum (Universal Plug and
Play), the UPnP is a networking architecture providing compatibility among networked devices
listed in the networked device table. Enable the UPnP function means you can directly connect
the cameras listed in the networked device table by clicking on them.

Device Port: Enter device port numbers. The default port number is 5050.

Enable PPPoE: Click the box to enable PPPoE. This is a DSL-connection application. The ISP will
ask the user to input a username and password. Contact your ISP for these details.

User Name: Enter the account’s username for PPPoE.

Password: Enter the account’s password for PPPoE.

Confirm PWD: Enter the password again to confirm it.

PPPoE IP: Enter the device’s dynamic IP address.

After complete the settings, click Save to apply the changes.
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7.1.1.2. Multicast Settings

Enable if required, fill in the setting options for main stream / sub stream video and audio. For

more details, please refer to Appendix B. Enabling the Multicast Function.

I3EverFocus @) Home System 2

System Settings

Network Multicast Settings

P
Sotinge Enable Mutticast

Multicast Settings Primary Stream Video

DDNS Settings IP address :

Date/Time
Port:

Storage

Display and Overlay
System Maintenance Sub Stream Video
System Information IP address
User Port
Serial Communication

=

3
r r
=
]
0

Local Settings
Primary Stream Audio

Camera Settings IP address -

Streaming and Audio Port:
Camera

Image
Sub Stream Audio

Event Settings IP address :

Event Port

Notification

3

=

: I\ @
o
&

Search and Play

File

Enable Multicast: Check the box to enable the Multicast function.

IP Address: Fill in the multicast IP address. IP addresses in the range of 224.0.0.0 through
239.255.255.255 are reserved for multicasting. For devices, you can use 225.x.x.x - 232.x.x.x and
234.x.x.x - 238.x.x.x. Click here for more details.

Port: Change the port number if necessary.

TTL: Input a Time-To-Live (TTL) value. The TTL value specifies the number of routers (hops) that

multicast traffic is permitted to pass through before expiring on the network.

After complete the settings, click Save to apply the changes.
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7.1.1.3. DDNS Settings

B3EverFocus @ Home System 2L
System Settings

Network
IP Settings
Multicast Settings DDNS Settings

DDNS Settings

Enable DoNs: M

Date / Time

Server Type: EE
Date / Time Settings i

RELGNEL T members 3322 0
NTP Settings

Port:
Storage

Display and Overiay User Name:
System Maintenance Password
System Information Confirm PWD
User

Domain:
Serial Communication

Local Settings

Camera Settings

DDNS (Dynamic Domain Name System) is a service used to map a domain name to the dynamic
IP address of a network device. You can set up the DDNS service for remote access to the IP
camera. DDNS assigns a domain name (URL) to the IP camera, so that the user does not need to
go through the trouble of checking if the IP address assigned by DHCP Server has changed. Once
the IP is changed, the IP camera will automatically update the information to the DDNS to ensure
it is always available for remote access. For setting up the DDNS function, please refer to

Appendix E. Setting up DDNS Function.

Before enabling the following DDNS function, user should have applied for a host name from the
DDS service provider’s website. We support these DDNS server providers:
www.everfocusddns.com, members.dyndns.org, ddns.oray.org, dynupdate.no-ip.com,

members.3322.org and www.dnsdynamic.org

Note: We highly recommend that you use xxxx.everfocusddns.com for the simplicity of

setting up your IP cameras.

Enable DDNS: Check the box to enable DDNS function.

Service: You can either apply for a host name from EverFocus or other DDNS server providers
(Dyndns, PeanutHull, NO-IP, 3322 and DnsDynamic). If you choose the EverFocus DDNS server,

you can obtain a free host name from EverFocus.

From EverFocus: To obtain a free host name from EverFocus, type a desired host name in the
Domain field (there is no need to enter username / password).

From other DDNS server providers: To obtain a domain name from one of the three DDNS server
providers, you have to register your name with the provider first, and then select the provider
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and fill in the required information. Please refer to the specific DDNS company’s website for

further information.

Server Name: The server name of the DDNS provider. For example, www.everfocusddns.com. You

can modify the server name if required.
Port: Enter the port numbers. The default port number is 80.

User Name / Password: Type the login account of your DDNS server provider. Type the password
again in the Confirm PWD field.
Domain: Type the registered domain name from the DDNS server provider.

After complete the settings, click Save to apply the changes.

Note:

1. Inorder to support the full functionality of the camera, you must open the port
numbers (80, 554, 443) on the router for remote access to the IP camera. This function
is available on most routers in the market and is often known as “Port Forwarding”. To
set up Port Forwarding, please consult the manual of the router.

2. In certain router models, it is possible that you will not be able to access the camera
using DDNS while inside the router’s network. Please try using a PC located outside of

your router’s network.
Default Ports on All EverFocus IP Cameras:

HTTP: 80
RTSP: 554
HTTPS: 443
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‘ 7.1.2. Date/Time

You can set up the system’s time and NTP server. Click the tab of the one you want to see.

Note: Before start operating the IP camera, please make sure the camera date and time are

correct.

7.1.2.1. Date/Time Settings

F3EverFocus @) Home System L

System Settings
Network
IP Settings

Multicast Settings Date / Time Settings
DDNS Settings

Date / Time PEULERILEN 00 16-12-19 141226 Apply PC

i .
Date / Time Settings s

NTP Settings

Device Time: Display the device current time. You can manually set up and click Apply to save the

time setting. Click PC to automatically adjust the camera’s time by synchronizing with the PC.

After complete the settings, click Save to apply the changes.

7.1.2.2. NTP Settings

§3EverFocus @) Home System 2L
System Settings
Network
IP Settings
Multicast Settings NTP Settings

DDNS Settings
¥ Enable

NTP Server Adcress - (RIS
e port - (K.

Interval for Time Sync : ¥4

Date / Time
Date / Time Settings
NTP Settings

Storage
Display and Overlay BECARI-pOou - GMT+0:00 London, Morocco

System Maintenance omT: (R nour G Mo W Adiust

System Information

Save
User

Serial Communication

Enable: Check the box to enable NTP function.
NTP Server Address: Enter the Network Time Protocol server, if applicable. The camera’s time will

be automatically adjusted by synchronizing with the NTP server.
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NTP Port: Enter the Network Time Protocol port. The default port number is 123.

Interval for Time Sync: Input the interval time for automatic time synchronization with NTP.

Select Time Zone: Select the time zone of the camera’s location.

GMT: Check the Adjust box to enable adjusting the offset and set the desired minute in the

min field.

After complete the settings, click Save to apply the changes.

7.1.3. Storage

You can check the SD Card utility or format the SD Card using this page.

I3EverFocus
System Settings

MNetwork
IP Settings
Multicast Settings Storage
DDNS Settings

ndex Record Status Capacity(MB) Free Space{MB) Status  Type
Date/Time Ny (o] 601 Moma | Lecal HDD
Date/Time Settings N ® 7767 Moma | Lecal HDD
NTP Setfings
Storage

Display and Overlay

0 Home System A

If a micro SD card has been inserted to the micro SD card slot of the camera, the micro SD card

information will be displayed in this field, such as capacity, available free space and record status.

To format the card, click the Format button and all data saved on the micro SD card will be removed

(see 4.4.2 Inserting a Micro SD Card).

Note:

1. The Storage function is only available for EDN288/368M, EZN288/368 and EZN288/368M.

2. Before you insert or remove the SD card, please turn off the IP camera first.
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‘ 7.1.4. Display and Overlay

You can enable displaying camera information on the live view / backup images using this page.

']EverFocus @) Home System L

System Settings

Network
Date / Time Display and Overlay
Storage
Display and Overlay Camera
T show
System Maintenance Title:
System Information Main Stream
24pt v
User OSD: S

Serial Communication Sub Stream

12pt v
s i

Camera Settings Multi-line A
Streaming and Audio Ted e M show
A et Camera Title:
R ) 24-Hour v
[l o 24-Hou A 0osD Date & Time:
Stream Settings
BRI TR XOXXX-XX-XX Year Month D3| v | Multi-line Text:

Privacy Mask Settings
Camera

Image

Camera Title: Check the Show box to enable the Camera Title function. Type a name in the column
to change the title.

Main Stream OSD: Select the font size for main stream OSD.

Sub Stream OSD: Select the font size for sub stream OSD.

Multi-line Text: Enter the desired text in the input field, and check the Show box to display the text.
Time Format: Check the OSD box to enable the Time Format function. Select the desired time
format from the drop-down list.

Date Format: Check the OSD box to enable the Date Format function. Select the desired date

format from the drop-down list.

Camera Title:

Date & Time

Muiti-line Text

Camera Title: You can adjust the position of the title by the arrow buttons.
Date & Time: You can adjust the position of the date / time by the arrow buttons.
Multi-line Text: You can adjust the position of the Multi OSD by the arrow buttons.
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‘ 7.1.5. System Maintenance

7.1.5.1. Upgrade Firmware

B3EverFocus
System Settings

MNetwork
IP Settings
Multicast Seitings Upgrade Firmware
DDNS Settings
Date/Time
Date/Time Settings
NTP Settings
Storage
Display and Overlay
System Maintenance
Upgrade Firmware

Auto Reboot

o Home System &L

Click the Browse button to find a previously prepared firmware upgrade file. Click the Update

button to install the new firmware. You can also upgrade firmware using IP Utility, see 8.

Upgrading Firmware Using IP Utility.

Note:

1. System updating should only be accomplished by trained staff.
2. Do not disconnect power to the IP camera during the upgrade sequence. The IP camera
will reboot automatically after the upgrade has completed (1-5 minutes).
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7.1.5.2. Auto Reboot

B3EverFocus

System Settings

Network
IP Settings

Multicast Settings Auto Reboot

Date / Time Settings Save

DDNS Settings

Date / Time

NTP Settings
Storage
Display and Overiay

System Maintenance

Upgrade Firmware

Auto Reboot

Restore

Select OFF to disable the Auto Reboot function, or select an interval for the Auto Reboot function
from Every Day, Every Week or One Time. The IP camera will automatically reboot at the specified
time.

e OFF: The IP camera will not reboot automatically.

e Every Day: The IP camera will reboot automatically every day at the specified time (hh:mm).

Auto Reboot

Maintenance Time: [dsait

Maintenance Mode:
Save

e Every Week: On the selected day, the IP camera will reboot automatically at the specified
time (hh:mm).

Auto Reboot

Weekly Schedule: M sun ¥ von M Tue

M wed M Thu M Fri M sat
Maintenance Time:

Save
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e One Time: The IP camera will reboot at the specified time (YYYY/MM/DD hh:mm:ss).

Auto Reboot

T 20 16/12/1 10:00:00

Save

After complete the settings, click Save to apply the changes.

7.1.5.3. Restore

" EverFocus @ Home System
System Settings
Network
Date / Time
Storage

Restore
Display and Overiay

System Maintenance
Upgrade Firmware
Auto Reboot
Restore

System Information

User

Serial Communication

Save Config: To make a backup file of the machine’s current configurations, click this button to
export all the configurations to a configuration file. This will enable the user to reload these
configuration settings if the settings are changed and there is unexpected behavior.

Load Config: Click to import a previously prepared configuration file and then apply the
parameters from the configuration file to the system.

Restore: This button should be used with caution. Clicking this button will return the selected

camera settings to the factory default values.
Restore

™ All

¥ Network Parameters ¥ Account Settings

¥ Alarm & Exception ¥ Miscellaneous

OK Cancel

Reboot: Click to reboot the IP camera without changing any of the settings. Use this function if

the IP camera is not behaving as expected.
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‘ 7.1.6. System Information

You can check the system information or set up NTSC / PAL on this page.

l]EverFocus @ Home System 2
System Settings

Network
Date / Time

Storage
System Information

Display and Overiay

System Maintenance e
i Device Name: [SEREEE]

Upgrade Firmware
Model Name:

Auto Reboot
Restore
System Information
User
Serial Communication
Local Settings

Device Name: If required, enter a desired name for the machine. This name will be visible in the
Machine Name field of the IP Utility software.

F2 1P Utility =B

File Edit View Tool Help

@0 | [ p=a L) A= %; Ih | 1P Por F Seeich

O @ (m S 138 (o] 4 W 4 Q searc

. Machine Name Mac Address Model IP Address IP Type Port
EBN368 E:1C:FA:62:97:08 IPC 192.168.31.44 N/A 80
, 3
Left click to select or unselect devices. Right click to edit ‘

Model Name: Display the model name of the camera. The values cannot be changed on this page.
Device Type: Display the device type. The values cannot be changed on this page.

Firmware Version: Display the current software version. The values cannot be changed on this page.
Format: Select NTSC (60Hz) or PAL (50Hz) for your local scanning system.

Note: Modifying the Format will cause the system to reboot automatically. Please create a new

network connection to the IP camera when the reboot is complete.

After complete the settings, click Save to apply the changes.
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‘ 7.1.7. User

The system administrator can create user accounts on this page.

B3EverFocus

System Settings

Network
Date / Time
Storage User
Display and Overiay

System Maintenance User Name User Group Operation

Upgrade Firmware admin Admin Modify Delete Authority
Auto Reboot default Guest Modify Delete Authority

Restore useri Admin Modify Delete Authority

System Information Create User
User

Serial Communication

To add a user account:

1. Click the Create User button and the following dialog box appears.
Create / Modify User

User Name: RS
Password
Confirm PWD:

User Group: LEliES

2. Type the user name and password for the account. Type the password again in the Confirm
PWD field.

3. Select an authority level for the user account from the User Group drop-down list. The default
authority for each group is listed below. You can still configure the privileges for each account
by clicking Authority.

Default Authority Operator
Remote PTZ Yes - Yes
Remotely Playback Yes Yes Yes

Remote Parameter Setting Yes - -

Remotely Query Log Yes Yes Yes
Remotely Upgrade and Format Yes - Yes

Remote 2-Way Audio Yes - Yes

Remote Live View Yes Yes Yes
Remotely Reboot Yes Yes Yes
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Note: Multiple Guest / Operator account can be configured, but only one Admin account

can be created for an IP camera.

4. Click Save to add the user account.

To modify a user account:

1. Click the Modify button in the Operation column. The following dialog box appears.

Create / Modify User

User Name: RENIE

Password

2. Edit the user name and password for the account. Type the password again in the Confirm PWD
field.
3. Edit the authority level for the user account from the User Group drop-down list.

4. Click Save to save all the settings.

To delete a user account:

1. Click the Delete button in the Operation column. The following dialog box appears. The

following dialog box appears.

Message

2. Click OK to delete the user account.
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To set up privileges for a user account:
1. Click the Authority button in the Operation column. The following dialog box appears.

Authority

Remole PTZ
Remotely Playback
Remole Parameter Selling

Remofely Guery Log

=
| ]
=
[
=

2. Checkthe box to grant the privileges to this user account.
3. Click Save to save all the settings.

After complete the settings, click Save to apply the changes.

7.1.8. Serial Communication

The function is currently reserved.
I3EverFocus @ Home System L

System Settings

Network

Date/Time
Date/Time Settings
NTP Settings

Storage Serial Communication
Display and Overlay

System Maintenance Protocol: [szde] ﬂ
System Information Address B
User

Baud Rate: Esli] ﬂ

Serial Communication

Local Settings Save

Camera Settings

Protocol: Select a protocol from Pelco-D or Pelco-P.

Address: Enter the address from 0 to 255.

Baud Rate: This field is to set the speed at which is used to transmit instruction or information
through the RS-485 port (reserved) on the video encoder. There are six different speeds, from 50 to
115200.

After complete the settings, click Save to apply the changes.
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‘ 7.1.9. Local Settings

You can configure the storage path for storing the recordings / snapshot on your PC.

F3EverFocus © Home System L
System Settings

Network

Date / Time

Storage Local Settings
Display and Overlay

System Maintenance View Size

System Information (A R C \E verfocus|Value_3M\Snapshots

User
Playback Snapshol : [oRI==e us\Value_3M\Playback
Sefial Communication

Local Settings RS C \Everfocus\Value_3VIFlle

AR R C \Everfocus\Value_3M\Backup

Camera Settings

(AL ER L B \Everfoc us\Value_3M\Recordings
Streaming and Audio — - -

Camera Recording Format

Image Live View Mode (0) Smoothway
Event Settings

Event

Nolific ation

View Size: Select the appropriate view size of the live view window.
Live View Snapshot: Type the storage path for snapshots captured in the Home page (Live View
window).
Playback Snapshot: Type the storage path for snapshots captured in the Playback page.
File Snapshot: Type the storage path for snapshots captured in the File page.
Backup file: Type the storage path for recording files backed up in the Playback page.
Live View Recording: Type the storage path for recordings recorded in the Home page (Live View
window).
Record Format: Currently only AVI is available.
Live View Mode: Slide the bar to set up the live stream performance between Real Time and
Smooth way.

After complete the settings, click Save to apply the changes.

Note: The Playback related settings are only functional if the micro SD Card has been inserted

in the camera’s micro SD card slot.

47


rachel_chen
打字機文字

rachel_chen
打字機文字

rachel_chen
打字機文字


'; EverFocus Value IP 2MP 288 Series / 3MP 368 Series

7.2. Camera Settings

You can configure camera related settings, such as video, audio, image and privacy mask.

7.2.1. Streaming and Audio

7.2.1.1. Audio Settings

I3EverFocus @ Home System 2L
System Settings
Network
Date/Time
Date/Time Settings

Audio Settings
NTP Setfings

System Information
User Save

Serial Communication

Local Settings
Camera Settings

Streaming and Audio

Audio Settings

Stream Settings

The camera can transmit audio to your computer if you have connected an external line-in audio
device to its audio Input. Select an audio source (currently only Line-in is available) then adjust
the audio input / output volume. Note that the camera provides the line-in / out audio ports,
therefore, microphones / speakers with an (built-in) amplifier and external power supply are

required.

After complete the settings, click Save to apply the changes.
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7.2.1.2. Stream Settings

I:IEVEI"FDCUS @) Home System AL
System Settings

MNetwork

Date / Time

Slorage Stream Settings

Display and Qvertay

System Maintenance il B ain Slream (Normal)

System Information Stream:

Resolution: il

LA e Full Frame

Video Format: gty

Camera Settings

S i HighProfile
Streaming and Audio
GOP:
Audio Settings =

Bilrate Type: [EskR
Stream Settings

. : Elliei=0 Self-Define(16-3000kby | » 6000 gl
Privacy Mask Sallings -
Camera Save
Image

Compress Type: Select from Main Stream or Sub Stream.
Stream: Select from Video Stream (video only) or Complex Stream (video & audio).
Resolution: Select the most suitable resolution for your needs.
Frame Rate: Select from 1fps to Full Frame. The default frame rate is Full Frame.
Video Format: Select the encoding format — H.265 or H.264.
H264 Profile: Select the video coding level from Main Profile, Baseline or High Profile.
GOP: Enter the I-frame interval time from 2 to 255 to adjust the frequency of generating I-frames
per second.
Bitrate Type: If required, select whether you want the stream to stream a Constant Bit Rate or a
Variable Bit Rate, and set the values of whichever option you choose.
Bitrate: For Constant Bit Rate only. Select the desired Bit Rate from the drop-down list or
enter a customized Constant Bit Rate (16 to 8000 kbit) in the |:| Kbps field.
Max Bitrate: For Variable Bit Rate only. Select the desired Max Bit Rate from the drop-down
list or enter a customized Max Bit Rate (16 to 8000 kbit) in the |:| Kbps field.
Quality: For Variable Bit Rate only. Select the desired front end devices video coding quality,

from Lowest to Highest.

After complete the settings, click Save to apply the changes.

Note: If you connect to the camera via the Internet and experience a delay (lag time) in the
video feed, try to reduce the quality and resolution of the streams — but keep the frame rate

at its maximum.
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7.2.1.3. Privacy Mask Settings

The Privacy Mask can block out sensitive areas from view, covering the areas with black boxes in
both live view and recorded clips. This feature is useful when users’ don’t want the sensitive
information visible. Up to four Privacy Masks can be configured.

B3EverFocus @ Home System 2L
System Settings
Network
Date/Time
Date/Time Selfings Privacy Mask Settings
NTP Settings

¥ Enable
—

Storage

Display and Overlay Area settings:
System Maintenance

System Information

User

Serial Communication

Local Settings
Camera Settings
Streaming and Audio
Audio Settings
Stream Settings

Privacy Mask Settings

Camera

To set up a Privacy Mask:

1. Check the Enable box to enable the Privacy Mask function.

2. In the Area Settings field, move the cursor to the position where you want the mask rectangle
to start and then click it. Move the cursor to the position (diagonally opposing corner) where
you want the mask rectangle to end and then click it.

3. You can remove the configured mask by clicking the Clear button.

After complete the settings, click Save to apply the settings.
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‘ 7.2.2. Camera

B3EverFocus
System Settings

Network

Date / Time

Storage

Display and Overlay
System Maintenance
System Information
User

Serial Communication
Local Settings

Camera Settings

Streaming and Audio
Camera
Image
Event Settings
Event
Notification
Search and Play
Playback
File

Log

Day/Night Mode

§) Home System 2R

Camera

Day/Night Mode
oce
Switching time : _(CHO)
Day to Night : _ (0-255)
Night to Day: CEIE >
Light Board Control
Mode: [

enorvcs: (R 100

Advanced Settings
Gamma
3DNR : R
SRS CURVE 2 2 vl

[P OF F

Lens: @ Manual © Semiautomatic

Flickerless: [eidd v
Slow Shutter: [sigg v

Exposure Settings
Mode: © Auto (AGC) ® Manual

AGC: )

Shutter: |EEENRERS

Mode: Select a mode from the drop-down list. The default Day/Night mode is Auto(Light sensor).

o Auto(Light sensor): Select to let the camera automatically switch to Day mode (color images)

or Night mode (black and white images with IR LED on) based on the light sensor’s detection

on the light level.

o Auto(AGC): Select to let the camera automatically switch to Day mode (color images) or
Night mode (black and white images with IR LED on) based on the AGC value of the current

video image.

o Color: Select to keep the camera in Day mode (color images with IR LED off), even in

nighttime.

« Black White: Select to keep the camera in Night mode (black and white images with IR LED

on), even in daytime.

Switching Time: Select the transition duration a switching will take for Auto(AGC) Day/Night Mode,

from 0 to 30 second(s). The default switching time is 3 seconds.

Day to Night: You can configure the sensitivity for Auto(AGC) Day/Night Mode ranging from 0-255.
The camera will automatically switch from day mode to night mode based on the setup sensitivity.

The default value is 20.
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Night to Day: You can configure the sensitivity for Auto(AGC) Day/Night Mode ranging from 0-255.
The camera will automatically switch from night mode to day mode based on the setup sensitivity.
The default value is 35.

Light Board Control

Mode: Select a mode (OFF, Manual, Auto) from the drop-down list. The default Light Board Control
mode is OFF.

Brightness: You can configure the brightness for Manual Light Board Control Mode.

Advanced Settings

TWDR (True Wide Dynamic Range): The WDR function provides clearer images when both of the
very bright and dark areas simultaneously appear on the camera view. There are four value options:
OFF, Low, Mid and High. Note that when WDR is enabled, some parts of the image may appear

solarized. This is normal for WDR, and is not a camera malfunction. The default TWDR mode is OFF.

3DNR (3D Noise Reduction): Noise Reduction limits the amount of digital “video noise” that is
usually found in any video stream, and helps to reduce file size. There are five value options: OFF,
Low, Mid, Mid-High and High. The default 3DNR mode is Low.

Defogging: The Defog function makes the subject appear clearer when the surrounding area of the
subject is foggy and low contrast. There are four value options: OFF, Low, Mid and High. The default
defogging mode is OFF.

Slow Shutter: Select from OFF or ON.

Note: Modifying the TWDR mode will cause the system to reboot automatically. Please create a new

network connection to the IP camera when the reboot is complete.

Exposure Control

Mode: Select a mode from Auto or Manual. The default Exposure mode is Auto.
o Auto(AGC): Selecting Auto for the camera to automatically adjust the Shutter based on the
measured light level. You can further configure the AGC value.

o Manual: Select this option to manually set up the Shutter value.

AGC: For Auto(AGC) Exposure mode, you can further configure the AGC value. Select the Auto Gain
Control level from Low to High. The lower the AGC level, the lower the video signal and the noise.
The higher the AGC level, the better the sensitivity under low illumination, while the noise will be
more obvious. The default AGC level is Mid-High.
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Shutter: For Manual Exposure mode, you can further configure the Shutter value. If enabled, this
setting lets you set the shutter speed yourself (measured in fractions of a second).

Aperture

Lens: Select a mode from Manual or Semiautomatic. The default Iris mode is Semiautomatic.

Note: The Aperture function is only available for EDN288/368M and EZN288/368M.

Gamma

Gamma: Users can use this field to optimize video quality of the monitor. Choose CURVE_1_6,
CURVE_1_8, CURVE_2_ 0 or CURVE_2_2 from the drop down list. The darker the environment is, the

higher Gamma value you should choose. The default Gamma mode is CURVE_2_0.

Flikerless: Choose between OFF, 50HZ or 60HZ. The default Flikerless mode is OFF.

After complete the settings, click Save to apply the changes.
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‘ 7.2.3. Image

I3EverFocus @ Home System 2
System Settings

Network

Date / Time

Display and Overiay
System Maintenance Mirror: (8133
System Information

(eIl Normal
User

w
w

Serial Communication Sharpness:

Local Settings Brightness:

[=1
=]

Camera Settings Contrast:

s
@

Streaming and Audio Saturation:

[=}
=]

Audio Settings
Hue:

---
(< Q<

Stream Settings

Privacy Mask Settings
Camera

Image

Mirror: Select a mirror mode from OFF, Horizontal Mirror, Vertical Mirror, 180 degree Rotation, 90
degree Rotation or 270 degree Rotation. The default Mirror mode is Close.

« Horizontal Mirror: The image will be rotated horizontally around a vertical axis.

« Vertical Mirror: The image will be rotated vertically around a horizontal axis.

« 180 degree Rotation: The image will be rotated 180 degree.

« 90 degree Rotation: The image will be rotated 90 degree.

« 270 degree Rotation: The image will be rotated 270 degree.

Note: Set up 90 / 180 / 270 degree rotation will cause the system to reboot automatically. Please

create a new network connection to the IP camera when the reboot is complete.

Color Mode: Select a color mode from Normal, Bright or Nature. The default color mode is Normal.
Sharpness: Slide the bar to adjust the sharpness.

Brightness: Slide the bar to adjust the brightness.

Contrast: Slide the bar to adjust the contrast.

Saturation: Slide the bar to adjust the saturation.

Hue: Slide the bar to adjust the hue.

Click the Default button to return the color settings (Bright, Contrast, Saturation and Hue) to

the default value.

After complete the settings, click Save to apply the changes.
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7.3. Event Settings

You can set up the Motion Detection event or Tampering Detection event to automatically notify the

users when an event occurs.

7.3.1. Event

7.3.1.1. Motion Settings

Use this page to configure the area in which motion will be detected, and set up schedules to

active alarm functions. When a motion is detected by the camera, the alarm icon at the top

of the Live View window will turn red and blink 0 to alert the user. Up to four Motion areas

can be configured.

F3EverFocus ) Home System L

NTP Settings
Storage

Dispiay and Overlay Motion Settings
System Maintenance

System Information ' B Enable

User

ArmSchedule
Serial Communication

Local Settings
Camera Settings
Streaming and Audio
Audio Settings
Stream Settings

Privacy Mask Settings
Camera

Image

Event Settings

Event LinkType

Motion Settings Snapsnot interva:

Email: [l Snapshot [l Record: |l Alarm Output [l

ey Snapsho N
naj Ot NO.- |

Alarm Input

Alarm Out Save

Exception Settings

To set up a Motion Detection area:
1. Check the Enable box to enable the Motion Detection function. Select a value from the
drop-down list to set the sensitivity of the Motion Detection.

2. Select a day (Monday ~ Sunday) from the Week drop-down list to configure the schedule.
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3. Set up schedules to active the alarm functions and send alarm notification. Check the box of
the desired section to configure the schedule, and select a start / end time from the
drop-down list for the section.

4. On the preview window, click and drag to draw the desired Motion Detect area, the area will
be marked in red.

5. You can remove the configured Motion Detection area by clicking the Clear button.

6. Set up event reactions for the Motion Detection function. Check the box of the desired
reaction (Email, Snapshot, Record or Alarm output) to link with the function.

Email: Check the box to enable transmitting the alarm notification to the mail server. To
configure Email settings, see 7.3.2.1 Email Settings.

Snapshot: Check the box to enable taking snapshots to the micro SD Card when an event
occurs. You can further configure the Snapshot settings including Snapshot Interval and
Snapshot No.. For example, if you set up the Snapshot Interval to 5 and Snapshot No. to 3,
system will take 3 snapshots every 5 seconds.

Record: Check the box to enable recording to the micro SD Card when an event occurs.
Alarm Output: Check the box to enable triggering the external alarm device.

After complete the settings, click Save to apply the settings.

Note: The Snapshot and Record settings are only functional if the micro SD Card has been

inserted in the camera’s micro SD card slot.
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7.3.1.2. Tamper Detection Settings

Use this page to configure the area in which tampering will be detected and set up schedules to

active alarm functions. When a tampering is detected by the camera, the alarm icon at the

top of the Live View window will turn red and blink 0 to alert the user.

B3EverFocus @ Home System 2L

System Settings

Tamper Detection Settings
Network pe o

Date/Time

M Enable
Storage
Display and Overlay ArmSchedule
System Maintenance
System Information
User

Serial Communication M section3: v

Local Settings

W secrons: (D CONEESD - SR SR

Camera Settings

™ cocors: (D O
Streaming and Audio
Camera W Sections oV
moge o (NS (NS - D O
Event Settings  scevrs CHNEED (OIS - O NS
Event LinkType
Motion Settings
- Srapars ot
Tamper Detection Setti( Email: [lj Snapshot ] Record: Jl§ Alarm Output i

Alarm Out Save

Alarm Input

Exception Settings

To set up a Tampering Detection area:

1. Check the Enable box to enable the Tampering Detection function. Select a value from the
drop-down list to set the sensitivity of the Tampering Detection.

2. Select a day (Monday ~ Sunday) from the Week drop-down list to configure the schedule.

3. Set up schedules to active the alarm functions and send alarm notification. Check the box of
the desired section to configure the schedule, and select a start / end time from the
drop-down list for the section.

4. On the preview window, click and drag to draw the desired Tampering Detection area, the
area will be marked in red.

5. You can remove the configured Tampering Detection area by clicking the Clear button.

6. Set up event reactions for the Tampering Detection function. Check the box of the desired
reaction (Email, Snapshot, Record or Alarm output) to link with the function.
Email: Check the box to enable transmitting the alarm notification to the mail server. To

configure Email settings, see 7.3.2.1 Email Settings.
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Snapshot: Check the box to enable taking snapshots to the micro SD Card when an event
occurs. You can further configure the Snapshot settings including Snapshot Interval and
Snapshot No.. For example, if you set up the Snapshot Interval to 5 and Snapshot No. to 3,
system will take 3 snapshots every 5 seconds.

Record: Check the box to enable recording to the micro SD Card when an event occurs.
Alarm Output: Check the box to enable triggering the external alarm device.

After complete the settings, click Save to apply the settings.

Note: The Snapshot and Record settings are only functional if the micro SD Card has been

inserted in the camera’s micro SD card slot.

7.3.1.3. Alarm Input

Use this page to configure the alarm input channel in which event will be triggered and set up

schedules to active alarm functions. When an event is triggered by the alarm input, the alarm

icon at the top of the Live View window will turn red and blink 0 to alert the user.

F3EverFocus @) Home sSystem 2L

System Settings ‘ Alarm Input

Network
Date/Time
Storage Alam in Name - (R
R o

System Maintenance

Alarm Input : M Enable: H

Arm Schedule
System Information

User
Serial Communication

<}

Local Settings

<]

Camera Settings

<]

Streaming and Audio

1<}

Camera

Image

< <

Event Settings :
LinkType
Event Email: [l Snapshot il Record: ] Alarm Output: il

Motion Settings

Snapshot Interval:
Tamper Detection Setting

Snapshot No.:

Alarm Input
Alarm Out

Exception Settings

58



[; EverFocus Value IP 2MP 288 Series / 3MP 368 Series

To set up the Alarm Input function:

1. Select a camera’s Alarm Input channel from the drop-down list and check the Enable box to
enable this channel. After enabling this channel, you can further configure the Alarm Input
schedules and event reactions.

2. Enter a name for the Alarm Input channel in the Alarm Input Title field (the name will show
up in the event notifications and logs) and select Normally Open or Normally Close from the
Trigger Type drop-down list.

3. Set up schedules to active the alarm functions and send alarm notification. Check the box of
the desired day (Monday ~ Sunday) to configure the schedule, and select a start / end time
from the drop-down list for each day.

4. Set up event reactions for the Alarm Input channel. Check the box of the desired reaction
(Email, Snapshot, Record or Alarm output) to link with the function.

Email: Check the box to enable transmitting the alarm notification to the mail server. To
configure Email settings, see 7.3.2.1 Email Settings.

Snapshot: Check the box to enable taking snapshots to the micro SD Card when an event
occurs. You can further configure the Snapshot settings including Snapshot Interval and
Snapshot No.. For example, if you set up the Snapshot Interval to 5 and Snapshot No. to 3,
system will take 3 snapshots every 5 seconds.

Record: Check the box to enable recording to the micro SD Card when an event occurs.

Alarm Output: Check the box to enable triggering the external alarm device.

After complete the settings, click Save to apply the settings.

Note: The Snapshot and Record settings are only functional if the micro SD Card has been

inserted in the camera’s micro SD card slot.
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7.3.1.4. Alarm Output

I3EverFocus @ Home System 2

System Maintenance

System Information

User

Serial Communication Alarm Out

Local Settings

Output Relay Status: [Rldat=IEel=0] e
Camera Settings
Qutput Delay: E&] ﬂ

Streaming and Audio

- Save
Camera

Image

Event Settings

Event
Motion Setfings
Tamper Detection Sefting
Alarm Input
Alarm Out

Excepfion Settings

Output Relay Status: Select Normally Open or Normally Close from the drop-down list.

Output Delay: Select the duration (5 seconds - 10 minutes) for the buffer. This will determine the

length of time after the event trigger moment that the external alarm device will keep alarming.

After complete the settings, click Save to apply the settings.
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7.3.1.5. Exception Settings

I3Everfocus @ Home System 2L

Sysem mMaintenance
System Information
User

Serial Communication

Local Settings
g Exception Settings

SRR =l Metwork Broken ]

. Record ® Alarm Out

Camera Settings

Streaming and Audio
Camera

Image Save

Event Settings

Event
Motion Settings
Tamper Detection Setting
Alarm Input
Alarm Out

Exception Settings

Notification

Exception Type: Select an exception type from Network Broken, IP Address Conflict or lllegal

Access.
Record: Check the box to enable recording to the micro SD Card when an event occurs.

Alarm Output: Check the box to enable triggering the external alarm device.

After complete the settings, click Save to apply the settings.

Note: The Record setting is only functional if the micro SD Card has been inserted in the

camera’s micro SD card slot.

61



§3EverFocus
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7.3.2.1. Email Settings

l]EverFocus O Home System
System Settings

Network

Date / Time

Storage

Display and Overiay
System Maintenance
System Information
User

Serial Communication

Email Settings

Sender Address:
Password:
Confirm PWD:

SMTP Server:

Local Settings SMTP Port

’ Email Sending Interval: P&ES]
Camera Settings

Email Title:
Streaming and Audio

Recelver Address :
Camera

Image

Event Settings

Event

Motion Settings

Tamper Detection Settings

Alarm Input

Alarm Output

Exception Settings
Notification

Email Settings

Sender Address: Input the sender’s e-mail address, so that the receiver can recognize the sender

when an event message is received.

Password: Input the user’s login password if the SMTP server requires authentication.
Confirm PWD: Type the password again to confirm it.

SMTP Server: Enter the IP address or the host name of the SMTP server used to send e-mails.
SMTP Port: Enter the port number for SMTP.

Email Sending Interval: Input the interval time for sending e-mail notification.

Email Title: Type the e-mail title.

Receiver Address: Input the e-mail addresses for receiving an e-mail message when events occur.

Currently only one receiver address can be configured.

After complete the settings, click Save to apply the settings.
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7.4. Search and Play

You can remotely play back the recordings stored in the on-camera micro SD card in Playback page, or play

back the snapshots / recordings stored in the computer in File page.

7.4.1. Playback

Playback is designed as a quick way to check recent event recordings in the on-camera micro SD
card.

I3EverFocus @ Home System L

: ’ \ ] N ) ¥ : —
System Settings = CH01 NS 1 o X 4 ‘ | 2016-12-20
Network 1 N g o »- 2016 | VI|DEC |V
\ o 1 °

Date / Time Y A 8 i 2 e Smn Mon Tur Wed Thu Fri Sat

Storage
Display and Overlay
System Maintenance
System Information
User

Serial Communication
Local Settings

Camera Settings
Sireaming and Audio
Camera
Image

Event Settings
Event
Notification

Search and Play

Playback
File

Log

Speed: Normal dx

To search and then play back the recording:
Check the CHO1 box to select the IP camera on the left-side panel, and then select the date you
want to search on the right-side panel. Click Search to get your search results. Double-click on the

Time Bar to play back from the specified time, or click the Start to play back from the start.

Speed: Mormal kS

Kk 1

Start / Pause: Click ¥ 1o play the recording file. Clic to pause playing back.
Stop: Click u to stop playing back.

slow: Click “ to slow down the playback speed (switch between 1/2, 1/4, 1/8 and 1/16).

Fast: Click » to speed up the playback speed (switch between 2, 4, 8 and 16).
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Capture: Click to take a snapshot.

4
Backup: Click = and a Video Download window will pop up.

Video Download

Channel: Il 01

s v (D (D D D G

0se| v

e v IS ECED D D D

Tl C \Everfocus\Value_3M\Backup

File Format O Av1

Backingupthe 0
Channel

Progress

To back up the recording:

1. Check the 01 box to select the IP camera
Select the Start/End Time for the recordings you want to back up.
Specify the storage path for the backup files in the Up to column.

A w N

Click Start to download the recording files; click Stop to stop downloading.

Frame Play: Click M to play the recording file frame by frame.

Full Screen: Click “* to display the current recordings in full screen.

Speed: Display the current playback speed.

Voice: Click Y o adjust the volume or switch the sound on / off for of the recording.

Note: The Playback page is only accessible if the micro SD Card has been inserted in the camera’s

micro SD card slot.
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7.4.2. File

File is a tool to check all the snapshots, recordings and backup files in the on-camera micro SD card

or the local storage.

I3EverFocus

To search and then view the snapshot / recording file:

1.
2.

3.

4.

System Settings

Network

Date / Time

Storage

Display and Overlay
System Maintenance
System Information
User

Serial Communication

Local Settings
Camera Settings

Streaming and Audio
Camera

Image
Event Settings

Event

Notification
Search and Play

Playback

File
Log

Search

i- M Playback Snapshot
©3- M Backup file

B Event Snapshot

- Live View Snapshot
I File Snapshot

@) Home System 2L

00:00:01/00:00:05

> B « » ) =

Speed: Normal

On the left-side panel, select the date you want to search and then click Search.
Click the node of the desired file type to expand the sub-folder (date folder).

- Playback Snapshot

- Backup file

E- B Event Snapshot

E- I Live View Snapshot

- File Snapshot

E- M Live View Recording
e 20161221

Click the node of the desired date folder to list all files captured or recorded on this date.

Double-click on the file to display it.
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E-B Playback Snapshot
E=- Backup file
- Event Snapshot

- Live View Snapshot
- File Snapshot
- Live View Recording

Playback Snapshot: Click to list all snapshots captured in the Playback page.

Backup file: Click to list all recording files backed up in the Playback page.

Event Snapshot: Click to list all snapshots captured by the triggering of Events.

Live View Snapshot: Click to list all snapshots captured in the Home page (Live View window).
File Snapshot: Click to list all snapshots captured in this (File) page.

Live View Recording: Click to list all recordings recorded in the Home page (Live View window).

Speed: Normal

Start / Pause: Click ” to play the file. Click T 4 pause playing.

Stop: Click " w0 stop playing.
slow: Click “ to slow down the play speed (switch between 1/2, 1/4, 1/8 and 1/16)
Fast: Click " to speed up the play speed (switch between 2, 4, 8 and 16)

Frame Play: Click g to play the recording file frame by frame.

Capture: Click to take a snapshot.

Speed: Display the current speed.

Kk O

Voice: Clic to adjust the volume or switch the sound on / off for of the recording file.

To change the storage path, see 7.1.9 Local Settings.

Note: The Playback Capture / Backup / Linkage Capture folders are only accessible if the micro SD

Card has been inserted in the camera’s micro SD card slot.
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7.4.3. View Log

l]EverFocus @) Home System L

System Settings User Address
Log
Network m 1 2016-12-1
Log T v
Date / Time o I

Storage Start Time 016-12-10

Set up NTP Application
Additional Information 1 192.168.31.100
Parameters

2 2016-12-15 08:00:44 Additional Information Set up Device Time 1 192.168.31.100

Set up NTP Application
Display and Overfay SR 2016-12-15 3 2016-12-15 16:35:43 Additional Information 1 192 168.31.100

Parameters
System Maintenance "
No. per Page 2] 4 2016-12-15 16:35:36 Additional Information Setup Device Time 1 192.168.31.100
System Information 5
e 2016-12-1 31 Operation Remotely Logoff 1
User
6 Operation Remotely Logoff 1
Serial Communication
7 O Remotely Logoff 1
Local Settings
3 2016-12-15 08:28:54 Remotely Uparade 1
Camera Settings 9 2016121 Remotely Logoft 1
1 2016-12-15 Operat el T
Seaming ot A 0 016-12-15 08 Operation Remotely Logoff 1
11 2016-12-1 Operation Remotely Reboot 1 192.168.31.100
Audio Settings
12 2016-12-15 06:21:41 Additional Information Set up SENSOR 1 192.168.31.100
Shean Selier Set up OSD Image
2016-12-15 06:21:40 Additional Information S 1 192.168.31.100

Privacy Mask Settings. Parameters

oy 14 2016121506 Operation Remotely Logoff 1
mae 15 2016121 Operation Remotely Logofl 1
= 16 016-12-1 Operation Remotely Logoff 1
EvontSeiiigs 7 20161241 Operation Remotely Logoff 1
Event 18 Agditional Information Set up Multi-card Parameters 1
Notification 19 Operation Remotely Logoff 1
20 Operation Remotely Reboot 1 192.168.31.44
Search and Play 21 Agditional Information undefined 1 192.168.31.44
Operation Remotely Logoff 1

Total 636 Records Current 1 Page Next Page Last Page Go tolIRPage

To search the system log:

1. Onthe left-side panel, click on the Main Type drop-down list to select a log type from All, Alarm,
Exception Settings, Operation and Setup.
Click on the Start/End Time column to bring up the calendar and then select a start/end date.
Click the Search button, the search result will be displayed in the right part of the page.

4. You can specify how many logs to display on each page in the No. per Page column.
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8. Upgrading Firmware Using IP Utility

You can upgrade the Firmware using the IP Utility software included in the software CD. The IP Utility can
also be downloaded from EverFocus’ Website:

http://www.everfocus.com.tw/HQ/Support/DownloadCenter pl.aspx (Support > Download Center >

Keyword Search: IP Utility). Please connect the IP camera on the same LAN of your computer.

1. Install and then start the IPU program @, the following IPU window appears. The IPU will

automatically search the IP devices connected in the LAN.

ﬁ IP Utility
File Edit View Tool Help

RéIZBBOE 2 v T

[ Machine Name Mac Address Model IP Address IP Type Port Status - I.

"] EBN368 00:5A:20:3E:80:55  EBN368 192.168.31.71 DHCP 80 (3
< 1t '

—

2. Loginthe camera by checking the desired model and then click the Log in ‘é‘ icon. The Log in dialog

Left click to select or unselect devices. Right click to edit

box appears.

File Edit View Tool Help rLogin g

‘@ ' ' ‘ %’ IE, % Username userl Q search (X

Machine Name Mac Address P d —’l IP Type Port Status -

SWO! Ll L] =

9 EaN3o0s narasocrsro | T -
[ OK ][ Cancel ] e

ect devices. Right click to edit

3. Type the Username and Password. Click the OK button, the Login status displays.

@ Machine Name Mac Address Model IP Address IP Type Port Status

00:11:14:12:30:A4 | EBN368 1192.168.31 67 IDHCP (80

Note:

1. The default user ID is userl and the default password is 11111111.

2. If you select more than one camera that has the same user ID / password, you will be
able to log in several cameras at once.

3. Upto 10 cameras can be simultaneously upgraded to the latest firmware. If you connect
the cameras to a PoE switch, please make sure the Power Consumption of the PoE
switch is sufficient.
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4. Click the Upgrade Firmware button %, a browsing window appears.

Select a firmware file

LDDkiI‘I:|E} Firrmware 1'v'*| Q F M-
| exn-1.2.4.evh

File name: | v| | Open |

Files of type: | Firmware Fils (¥.evb) v

5. Select the firmware file (.evb) and then click Open. The IPU will automatically upgrade the firmware.

The camera will reboot once the upgrade process is complete.

@ Machine Name Model IP Address IP Type Port Status
EBN368 192.168.31.215 |StaticIP Success
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Model

Camera

Megapixel

‘ EBN288/368

Value IP 2MP 288 Series / 3MP 368 Series

9. Specifications

EDN288/368M

288 Series: 2MP ; 368 Series : 3MP

EZN288/368

EZN288/368M

Pickup Device

Sony Progressive Scan CMOS sensor

Min. llluminations

Color: 0.05Lux @
F1.4;
B/W: 0.005Lux @
F1.4

Color: 0.05Lux @
F1.4;
B/W: 0.005Lux @
F1.4

Color: 0.05Lux @
F1.4;
B/W: 0.005Lux @
F1.4

Color: 0.05Lux @
F1.4;
B/W: 0.005Lux @
F1.4

Day/Night

True Day/Night with ICR

Shutter Time

1/25~1/10,000

Scanning System

NTSC / PAL

Lens

Lens

3.6mm fixed lens

Motorized

2.8-12mm lens

WDR True Wide Dynamic Range Function (120dB)
AGC Yes
AWB Yes

3.6mm fixed lens

Motorized

2.8-12mm lens

Lens Angle of View

Horizontal 150°,

Horizontal 360°,

Horizontal 90°,

Video

Video Compression

H.265 / H.264

Vertical 75° Vertical 90° Vertical 180°
Day/Night True Day/Night with ICR
IR Distance 30m / 100ft. 30m / 100ft. 30m / 100ft. 30m / 100ft.
. 3 (High Power IR
IR LED Quantity 18 12 15
LEDs)
IRIS Fixed Iris Fixed Iris Fixed Iris Fixed Iris

Max. Video Resolution

288 Series: 1920 x 1080 ; 368 Series : 2048 x 1536

Frame Rate

25fps / 30fps

S/N Ratio

> 50db (AGC OFF)

Image Settings

Audio Compression

G.711A / 64Kbps / Two-way audio*

Contrast, Brightness, Saturation, Sharpness, Mirroring of Images

Audio Input / Output

1 In (Line-in 3.5mm stereo TRS jack)*
1 Out (Line-out 3.5mm stereo TRS jack)*
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Interface

RJ-45 10M/100M adaptive

Supported Protocols

TCP/IP, UDP, HTTP, DHCP, RTSP, DDNS, NTP, PPPOE, UPNP, SMTP, ONVIF

Power

12VDC, PoE

Connector

Ethernet
Event / Notification

Event Trigger

RJ-45

Motion Detection

Notification

Email Notification

Micro SD / SDHC

Micro SD / SDHC

Micro SD / SDHC

/ SDXC slot / SDXC slot / SDXC slot
Storage -
(Max. 128G, up (Max. 128G, up (Max. 128G, up
to class 10) to class 10) to class 10)
RS-485 RS-485 x 1 (reserved)*
Alarm Input / Output 2/1%*
Video Output Video test output cable*
Power Supply 12VDC / PoE (IEEE802.3af Class 3)
Max. Power
. 12vDC5.2W / 12vDC 4.5W / 12vDC3.5W / 12vDC 7.4W /
Consumption
PoE 5.8W PoE 4.9W PoE 3.9W PoE 8.2W
(IR LEDs on)
Water Proof IP66
Humidity 0% ~ 90% not condensing
Operating Temperature | -10°C~50°C/ 14°F~ 122°F
. . 120 x 95mm / 117 x 86mm / 186 x 71mm / 263 x93mm /
Dimensions
4.72" x 3.74" 4.61" x 3.39"” 7.32" x 2.80" 10.35” x 3.66”
Weight 740g / 1.63Ib 660g / 1.46lb 600g / 1.32Ib 957g / 2.11lb
Certificates CE/ FCC

10. Troubleshooting

* Economic models do not include the feature

Low Frame Rate

If the frame rate is lower than expected, follow the steps below to fix the problem.

1. Reduce the number of applications running on your PC.

ve W

and Audio).

Limit the number of users that access camera live view.
Check whether the network bandwidth is sufficient.

Lower the video resolution.
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Appendix

Value IP 2MP 288 Series / 3MP 368 Series

A. Tested Card Brands

This IP Camera supports micro SD / SDHC card up to 128GB. The following brands of the micro SD cards

have been tested by EverFocus and are recommended to work with EverFocus IP camera.

Brand Transcend SanDisk SanDisk SanDisk
Format SDXC SDHC SDXC SDXC
Card Speed UHS-I UHS-I UHS-I UHS-I
Card Capacity Class 10 Class 10 Class 10 Class 10
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B. Enabling the Multicast Function

Value IP 2MP 288 Series / 3MP 368 Series

The Multicast Function is a technique for one-to-many communication over an IP infrastructure in a
network that is designed to share IP camera loading and reduce network bandwidth. Note that for this
function to work, the router / switch must support multicast function.

IP Camera Multicast

Streaming

__I=

Router

Rout
outer Switch

Switch

=
-

1=

1=

=
-

To enable the Multicast Function:

1. Complete the installation of the IP cameras, routers / switches and computers (refer to diagram above).

2. Access to the Web Ul of the IP camera to enable the Multicast function. Click the Save button to save

the setting. (System > System Settings > Network > Multicast Settings > Enable Multicast)

I3EverFocus
System Settings

Metwork

1P Settings

Multicast Setlings

System Information

ommunication

Local Settings
Camera Settings

Streaming and Audis
Camera

Image

Event Settings

Event

Motification

Search and Play

File

Multicast Settings

Enable Multicast
Main Stream Video
1P Address: FEEPELTE]
m pass
Sub Stream Video

TTL: e

1P Add

0-255
Main Stream Audio

TTL a3

IP Add

Sub Stream Audio

IF Address:

23825503
Port: 2=

TTL: paad

0-255
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3. Go to the setting page of the router / switch to enable the Multicast function.
Here we use a D-Link DIR655 router and EverFocus 24-port switch for example.

ADVARCED STATUS SUPPORT

] s

¥ you are not farmer with thase Advanced Netwsrk settings, please read the hib
secton before sttemptng to modfy thase settngs.

Sove Settrgs Dont Save Settrgs |

EverFocus’

Configuration IGMP Configuration

WARDING

APPLICATION
WAL

05 ENGDNE

ERLRIEE | (jirsersal Phag and Play (UPNP) supports pesr to- peer Mg and Pley E{,?,‘:’" IGMP Enabled ]
farctionality for netwirk deviom. VLANs Router Ports 10 20 30 40 50 60 70 8O
t}?%’agam" 9100110120130 14015416 0
2y P
Enable UPNP : RSTP X 17018019020021022023 0240
ﬁxf,,-fg“""'"g Unregistered IPMC Flooding enabled ]

o
WAN PING -

Quality of Service
ilter

Hf yous ernable this festure, the WAR port of your router wil respand 1o png Pouwer over Etheret [LVLANID |[ IGMP Snooping Enabled |[ IGMP Querying Enabled
requists from the Internet that are sent to the WAN 1P gf;remlg“o'}mol C | v I ™ I

Enable w“m - Monitoring

WAN Ping Inbound flter : | Alow Al ¥ Statistics Overview

Detailed Statistics

Detals : Alow A LACP Status
! TEM Satue
> fatus
ADVANCED i
HETWORK 1 Fing
WAN Port Speod : | Auto 10/100/1303M2ps ¥ Maintenance

s
option & enatied.

MULTICAST STREAMS

4. The Multicast function setup is now complete.
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C. RTSP URL Syntax

Following is the RTSP URL syntax of EverFocus’ IP cameras.

rtsp://[device-ip-address]/ch1_[main]
* [device-ip-address] is the IP address of the IP camera

* [main] is for Main Stream; [sub] is for Sub Stream

For example, if the IP address of the IP camera is 192.168.37.55, the RTSP URL (main stream / sub stream)
of this IP camera will be:

Main Stream:

rtsp://192.168.37.55/chl_main

Sub Stream:

rtsp://192.168.37.55/ch1_sub

Note: If you have difficulty getting the live view image, please reduce the number of clients accessing the

IP camera.
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D. Setting up Port Forwarding Function
IP Camera port forwarding can be used when users need to access a certain IP camera from outside of the
local network where the IP camera is connected to.

To enable the IP camera port forwarding function, you have to configure the port forwarding settings both

on the IP camera and the router (UPnP-enabled). Please follow the steps below:

Internet Local Network
IP Camera

aaaaaa

PC
- I Router l Switch

Notebook

1. Go to System > System Settings > Network > IP Settings.

f] EverFocus 9 Home System XL
System Settings
Network
IP Settings
Multicast Seltings IP Settings

DDMNS Seftings
- HTTP Port: By

Date ! Time

Storage

RTMP Port: gk

ne:
System Intormation 3 : s Device Fort
Ueer 2.168.31.254 Enable PPFoE- I

Uszar Name:

Display and Overlay

System Mainlenance

Sarial Communication P 202 210,230,285

ocal Settings
Local Settings et

Camera Settings e : Canfirm PWD:
A1 (10 100,100,100

Streaming and Audio
Camera
Image:

a. Set up a static IP for the IP camera. Type in the subnet mask, gateway and the DNS if provided

by the Internet Service Provider.

b. Enter the port numbers and check the Enable UPnP box to enable the port forwarding function.
Click the Save button.

The default ports of all EverFocus’ IP cameras are as below. You can change the port numbers if
necessary. Be sure the port numbers setup on the router match the ones setup here.
HTTP: 80
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HTTPS: 443
RTSP: 554
2. Set up the port forwarding settings on the router. Here we use D-Link’s router for example.

Product Page: DIR-615 Hardware Version: B2 Firmware Version: 2.27

e
el
LI porT cORWARMm

IM This option is used to open multiple ports or a range of ports in your router and redirect data f‘:ﬁeﬁ;;:zg,ﬁar::g
PPLIC TS through those ports to a single PC on your network. This feature allows you to enter ports in for a list of predefined
various formats including, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mixed applications. If you select

% . s applications, dick the
[ Save Settings ] [DontSave Settings I arrow button next to the
drop down menu to fill out
the corresponding field.
24 -- PORT FORWARDING RULES Ve aketa oot
e

5SS
INBOUND FILTER dients in the Computer
Name drop down menu,
/AN

Name TCP Schedule or you ca / ente
g - - r ST 0 = - Lo you can manually enter
FIREW ETTINGS EDN3260_http |Application Name  [w] 80 Aways [ the IP address of the LAN

ter to which yi
ADVANCED WIRELESS @] 1P Address : - , uDP Inbound Fitter ﬁons,mié t‘:. QDIETL;,ZU
<<| | Computer Name | ecibe
WI-FI PROTECTED 22168.0.12 Computer Name [ ] [Alow All[] | [ESETEE
Name . . . TCP - Schedule Select a schedule for when
<<

EDN3260_https

| Application Name E 443 Always the rule will be enabled. If

WIRELESS
@ P Address T __UDP  Inbound Fiter =
192.168.0.172 |Computer Name [ [ Allow Al (=] Staf Schedkies o 1o the
Name Tcp Schedule e il
\ p— e sareen and create a new
7 EDN3260_RTSP |Application Name [+] 554 Always [+ SEes
1P Address S — UDP  Inbound Fiter You can enter ports in
192.168.0.172 |Computer Name [ ] [Alow All[w] | [

Please be noted that each router may look different in some ways, however, the concept of the

port forwarding setting is the same. For more details, please consult the manual of your router.

Ports to Open
Name TCP Schedule

EDN3260_http Applcation Name [ | Aways [v]

V]
——192.168.0.172 | Computer Name [ ] - m:l%:nglF[ﬁr
Name - e — = TCP i;?edt{:i}
__ EDN3260_https El— ays
‘ uDP Inbound Filter
| e Il gl Compicr e 1) ow =]
Name : TCP Schedule
g NSO RT Application Name [ ] Aways [+]
1P Address ubP Inbound Filter
192.168.0.172 Computer Name [ Allow All[ ]
v 4
Enter the IP address of the IP camera Enter the HTTP/HTTPS/RTSP port

numbers of the IP camera

3. Open a browser and type in the IP address of the router, now you are able to access the IP camera

from the Internet.
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E. Setting up DDNS Function

If you set up your IP Camera with DHCP network, the IP address of your IP Camera may change at different
times for different reasons, particularly after a power failure. The changing IP address of the IP Camera
may cause you difficulties accessing the IP Camera. To solve this problem, you can set up the DDNS
function to your IP Camera, and access your IP Camera with a fixed host name whenever the IP address of
your IP Camera changes.

DDNS (Dynamic Domain Name System) is a service used to map a domain name to the dynamic IP address
of a network device. It assigns a domain name (URL) to the IP Camera, so that the user does not need to
go through the trouble of checking if the IP address assigned by DHCP Server has changed. Once the IP is
changed, the IP Camera will automatically update the information to the DDNS to ensure it is always

available for remote access.
To set up DDNS for your IP Camera, you have to 1) enable the DMZ or Port Forwarding function of your

router 2) configure the network setting of your IP Camera 3) configure the DDNS setting of your IP Camera.
Please follow the steps below.
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To enable the DDNS function:
1. In order to access the IP camera from outside of the local network, enable either the Port Forwarding
or DMZ function of your router. Please refer to the manual of your router for more details.

ADVANCED | STATUS SUPPORT

3 | = il
e

I PORT FORWARDING This option & used to open mukiple ports or a range of ports in your router and redrect data Lock St “"p"“""":

through those ports to a sngle PC on your network. This feature alows you to enter ports n
various formats ncuding, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mixed
(1020-5000, 689).

: Schedule
coR <<| | Always |

S
" IP Address bound Fiter
192,168.0.172 [<< Alow Al [w]

Note: If you enable the Port Forwarding of your router, the Enable UPnP Port Forwarding function
must be enabled on the IP camera (see Port Settings field in the Step 2 image).

DIR-865L ADVANCED TOOLS STATUS

VIRTUAL SERVER

aiiatethl | DMZ means “Demilitarized Zone". DMZ allows computers behind the router firewall to be accessible
APPLICATION RULES | to Internet traffic. Typically, your DMZ would contain Web servers, FTP servers and others.

QOS ENGINE [ Save Settings H Don't Save Settings ]

NETWORK FILTER

FIREWALL SETTINGS
AQCESS CONTROL

WEBSITE FILTER Enable SPI : ]

INBOUND FILTER

ANTI-SPOOF CHECKING

FIREWALL SETTINGS
ROUTING Enable anti-spoof checking : [ ]

ADVANCED WIRELESS

DMZ HOST
WI-FI PROTECTED
SETUP

The DMZ (Demiitarized Zone) option lats you sat a single computer on your network outside of the

ADVANCED NETWORK router. If you have 3 computer that cannot run Internet applications successfully from behind the
router, then you can place the computer into the DMZ for unrestricted Intemet access.

DLNA SETTINGS

ITUNES SERVER Note: Putting 3 computer in the DMZ may expose that computer to a variety of security risks, Uss
e of this option is only recommended as a last resort.

GUEST ZONE
Enable DMZ :
1PVS FIREWALL

DMZ 1P Address : I;gz,le.s_o‘uﬁ

IPVS ROUTING

ey "
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2. On the Network Setting page (Setting > System Settings > Network > IP Settings), configure the IP
Settings, keep the default Port Settings and then click the Save button.

['EVGFFOCUS @) Home System L
System Settings

Network
1P Settings
Multicast Seltings IP Settings

DDMS Seffings
b HTTP Port BN

Date / Tims

Storage

Display and O

m Maind

m Information

Enable PPPoE:

User Naima:

202,210,230, 255
202 210.255.255

Fassword:

camera Semngs Confirm PWD:
eI Rl 100 100100100

Streaming and Audio
Camera

Image:

e If Static IP is selected: Enter the IP address, subnet mask, default gateway and the DNS Server.
Please consult with your ISP service provider for the information of subnet mask, default gateway
and the DNS Server.

e If DHCP is selected: The IP address, subnet mask, default gateway and the DNS Server will be
assigned automatically by DHCP server.

e If Enable PPPoE is selected: Enter the User Name (e.g. xxxx@hinet.net) and Password provided by

your ISP service provider.

3. In the DDNS Settings field (Setting > System Settings > Network > DDNS Settings), register a free host
name from EverFocus DDNS and then click the Save button.

I3EverFocus @) Home System 2L
System Settings
Matwork
IP Sellings
Multicast Settings DDMWS Settings

DONS Settings
Enabie DDNS:

LR ol EverFocusDONS e

Diate/Time

g e eul v w everfocusddns.com

User Name:
Password:

conirm ows: ([

Serial Communication
Local Saettings

. Domiain:
Camera Settings

Save
Streaming and Audio

Camera

a. Check Enable DDNS to enable the DDNS function.

80


mailto:xxxx@hinet.net

§3EverFocus

b. Select www.everfocusddns.com and enter a desired host name in the Domain field.

Value IP 2MP 288 Series / 3MP 368 Series

Note: The host name should not include a space, or a dot (period) or any special characters
particularly ~1 @ #S% " & * ()+<>";:.,

c. Click Save.

4. The DDNS setup is now complete. Open a browser and enter the domain name (http://[host
name].everfocusddns.com) in the address field. The Web interface of the device should be displayed.

For example, if you’ve obtained the host name “HQtest” from EverFocus DDNS server, enter
http://HQtest.everfocusddns.com in the address field of the browser.

6 & httpy//HQtest.everfocusddns.com I P ~ 2 || @ EverfocusIP Camera

']EverFocus €) Home Streaming Camera LensCTRL System £
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