Firmware Upgrade/Backup and Image Swap
on the SG350XG and SG550XG

Objectives

This objective of this document is to explain how to upgrade, backup or swap the firmware
on the SG350XG and SG550XG switches.

Using the latest firmware is a best practice for both security and performance. More than one
firmware version may be saved onto the switch and may be swapped when desired.
Firmware versions can also be backed up. This can be useful to save backup copies of
firmware in case of device failure.

Applicable Devices

- SG350XG
- SG550XG

Software Version

- v2.0.0.73

Table of Steps

1. Login
2. Update/Backup Firmware
- Method: HTTP/HTTPS
. Method: USB
- Method: TFTP
- Method: SCP

3. Swap Image

Login

Note: The following screenshots are from the Advanced Display. This can be toggled by
clicking the Display Mode drop-down list located in the top right of the screen



‘cisco  SG550XG-48T 48-Port 10GBase-T Stackable Managed Switch

1l IR— i Erais - e Sosic
b

ey Rad
Configuration Wizards

This page provides easy steps to configure your device

~ Initial Setup | QuickAccess

Hanage Stack Change Devics Password

Change Applications and Sevices Upgrade Device Software
Change Device IP Address Backup Device Configuration
Create VLAN Create MAC-Based ACL
Configure Port Settings Create IP-Based ACL

Canfigure QoS
Device Status
» Quality of Sevice T —
Port Statistics
RMON Statistics

ViewLog

Other resources |

[7) Do not show this page on startup

©20711-2015 Cisco Systems, Inc. All Rights Reserved.

n Logout About Heip

Step 1. Log in to the web configuration utility and chooseAdministration > File
Management > Firmware Operations. The Firmware Operations page opens.

Firmware Operations

Active Firmware File: image1.bin
Active Firmware Version: 2.0.0.73

Operation Type: @ Update Firmware
(") Backup Firmware
) Swap Image

Copy Method: ‘@ HTTPMHTIPS
™ UsB
O TFTP
(1 SCP (File Transfer via S3H)

% File Name: No file selected.
[—im—” Cancel l

Note:You can see the current firmware file and version in the Active Firmware File field and

the Active Firmware Versionfield.
Step 2. Click the desired radio button in the Operation Type area.

Firmware Operations

Active Firmware File: image1.bin
Active Firmware Version: 2.0.0.73
Operation Type: [a Update Firmware ]

(1 Backup Firmware
) Swap Image

Copy Method: @ HTTRHTTPS
A e —
) TFTP
(1 SCP (File Transfer via S5H)

“ File Name: Mo file selected.
[—ﬁqﬁ)—” Cancel ]

The options are described as follows:

- Update Firmware — Updates the device’s firmware.




- Backup Firmware — Creates a backup of the device’s firmware.

- Swap Image — Changes the device’s firmware with one stored in the device’s flash memory.

Update/Backup Firmware

Step 1. Click the radio button in the Copy Method section for the desired method of
transferring the file.

Firmware Operations

Active Firmware File: image1.bin
Active Firmware Version: 2.0.0.73

Operation Type: @ Update Firmware
Backup Firmware
Swap Image

Copy Method: @ HTTPMHTTPS
: e

TFTP
SCP (File Transfer via SSH),

2 File Mame: | Browse.. | Nofile selected.

fsppiy—| | cancel |

The options are described as follows:

- HTTP/HTTPS — Uses the facilities provided by the browser.

- USB - Uses the switches USB port.

- TETP — Trivial File Transfer Protocol (TFTP) is a simple file transferring protocol which allows
a client to get from or put a file onto a remote host.

- SCP (File Transfer via SSH) — Secure Copy Protocol(SCP)supports file transfers between
hosts on a network. It uses Secure Shell (SSH) for data transfer and uses the same
mechanisms for authentication, thereby ensuring the authenticity and confidentiality of the
data in transit.

HTTP/HTTPS

Step 1. Click the Browse button in the File Name field to select the image file to be updated.
This step is not relevant for Backup by HTTP/HTTPS.

Copy Method: @ HTTPHTTPS
USB ST -
TFTP
SCP (File Transfer via 35H)
# File Mame: E Browse.. | image1.bin ]

[—&pn&y—][ Cancel ]




Step 2. Click Apply.

Copy Method: @ HTTPMHTTPS

° e— —
o TFTR
1 BCP (File Transfer via S5H)

# File Name: image1.oin

===

Step 3. Navigate toAdministration > Reboot. The Reboot page opens.

Reboot

To reboot the device, click the "‘Reboot button.
Reboot: @ Immediate
= Date | Jan 01 Time | 0OC 00 HH:MM
S n OC Days | OC Hours | 0L Minutes
[7] Restore to Factory Defaults
[] Clear Startup Configuration File

Step 4. Click Reboot. A confirmation window will appear.

Reboot

To reboot the device, click the ‘Reboot’ button.

Reboot: @ Immediate
= Date | Jan 01 Time | 0C 00 HH:MM
n 00 Days | 0L Hours | 00 Minutes
[] Restore to Factory Defaults
[] Clear Startup Configuration File

Step 5. Click Ok.

i This command will reboot the device and disconnect your
U current session. Unsaved changes in the configuration will
be lost. Do you want to continue?

Note: The device will now reboot which will disconnect the current session. Once the reboot



is complete, a new session will connect.

USB

Step 1. Enter the path of the image file located on the USB in the File Name field.

Copy Method: (©) HTTPHTTPS ~
3 AT - By
) TFTP
1 SCP (File Transfer via 33H)

Iimages:’imagezbin (171153
[—&ppﬁ)—” Cancel ]

“t File Name:

Step 2. Click Apply.

Copy Method: ) HTTPMHTTPS

B,
@ USB T B
o TFTP

(*) SCP (File Transfer via SSH)

= File Name: Iimagesfimagez.bin (171153 characters used)
Full path and file name. Explore the USB drive on the File Directory page.
' [—W—]I Cancel ]

Step 3. On web configuration utility and chooseAdministration > Reboot. The Reboot page
opens.

Reboot

To reboot the device, click the ‘Reboot’ buttan.

Reboot. @ Immediate
~ Date Time HH:MM

n Days Hours Minutes

[7] Restore to Factory Defaults
[] Clear Startup Configuration File

Step 4. Click Reboot.



Reboot

To reboot the device, click the ‘Reboot’ button.

Reboot @ Immediate
Date Time

In Days Hours

[7] Restore to Factory Defaults
[] Clear Startup Configuration File

Minutes

Step 5. A confirmation window will appear. Click OK.

be lost. Do you want to continue?

This command will reboot the device and disconnect your
current session. Unsaved changes in the configuration will

Note: The device will now reboot which will disconnect the current session. Once the reboot

is complete, a new session will connect.

TFTP

Step 1. Select the corresponding radio button for how you would like to define the TFTP
server. The server can be defined either By IP address or By name. If you selected By

name, skip to Step 5.

o awvap nnays

il 2! L LEALL R T o
USB

é TFTP
1 SCP (File Transfer via 35H)

Server Definition: [9 By IP address El].rnama

IP Version: ~ Version 6 @ Version 4

I'_

“ Server IP Address/MName: I

% Source File Name: |

fhppiy| [ cancel |

Step 2. (Optional) Select the version of the server’s IP address. If Version 4 is selected skip

to Step 5.



;oawvap nnayc

Copy Method: ) HTTPHTTPS
: T -
) usB
@ TFTP
~1 SCP (File Transfer via S5H)
Server Definition: @ BylP address (' Byname
IP Version: () version6 @ Version4)

I'_

# Berver IP Address/Mame: |

# Source File Name: | 0/160 characters used

[—Aﬂaﬁl—” Cancel ]

The options are described as follows:

- IPv4 — A 32-bit (four-byte) address.
- IPv6 — A successor to IPv4, consists of a 128-bit (8-byte) address.

Step 3. (Optional) Select the type of IPv6 address. You may select either Link Local or
Global for your address type. If Global was selected, skip to Step 5.

Server Definition: @ BylIP address () Byname
IP Version: @ Mersion6 () Version 4
IPv6 Address Type: (a LinkLocal ) Global )

Link Local Intarface: IVI_AN 1 :

“ Server IP AddressiName: |

“ Source File Name: | 0/160 characters used

[—uﬂ;—” Cancel ]

Step 4. (Optional) Select the desired VLAN from the Link Local Interface drop-down list.

Server Definition: @ BylIP address () Byname
IP Version: @ Mersion6 () Version 4
IPv6 Address Type: @ LinkLocal () Global

Link Local Intarface: IVI_AN 1 :

“ Server IP AddressiName: |

“ Source File Name: | 0/160 characters used

[—uﬂ;—” Cancel ]

Step 5. Enter the name or IP address of the server in the Server IP Address/Name field.



e 1 DL T s
UsB

@ TFTP
SCP (File Transfer via 55H)

Server Definition: @ ByIP address By name

IP Version: Version 6 @ Version 4

£ ServerIPAddressﬂ\JameG192.D.2.1 ]

# Source File Name: |

[—M-pd-y—][ Cancel ]

Note: The following field depends on the option selected in Step 1.

Step 6. Enter the file name in the Source/Destination File Name field.

e PR T -
usB
@ TFTP
SCP (File Transfer via S5H)
Server Definition: @ By IP address By name
IP Version: Version 6 @ Version 4

I'_

£ Berver IP AddressiMame: |192.D.2.1

4 Source File Mame: [limage:?.bin ] 10/160 characters usec

{hpply—| | Cancel |

Note: The following field is titled Destination File Name for Backup by TFTP.

Step 7. Click Apply.

S PR C e R
UsB
@ TFTP
SCP (File Transfer via S5H)
Server Definition: @ By IP address By name
IP Version: Version 8 @ Version 4

I'_

% Berver IP AddressiMame: |192.U.2.1

“ Source File Name: |imag92.bin

=

SCP (File Transfer via SSH)

Step 1. To enable SSH server authentication (which is disabled by default), click Edit by
Remote SSH Server Authentication. This takes you to the Client SSH UserAuthentication
page to configure the SSH User.



Remote $3H Server Authentication:{ Disabled Edit

S58H Client Authentication: @ Use 55H Client System Credentials
Use §5H Client One-Time Credentials:

—
—

Server Definition: @ ByIP address By name

IP Version: Version 6 @ Version 4

—

# Server P Address/Mame:

I
= Source File Name: |

|Apply—|| cancel |

Note: For more information on SSH Client System Credentials refer to the SSH User
Authentication article.

Step 2. Select the desired SSH authentication in the SSH Client Authentication field.

Remaote S5H Server Authentication: Disabled Edit

S5H Client Authentication: @ Use SSH Client System Credentials
Use 55H Client One-Time Credentials:

—
—

Server Definition: @ BylP address By name

IP Version: Version 6 @ \ersion 4

o
|
|

“ Server IP Address/Mame:

“t Source File Name:

[—Aaply—] [ Cancel ]

The available options are defined as follows:

- Use SSH Client System Credentials — Sets permanent SSH user credentials. Click

- System Credentials to go to the SSH User Authentication page where the user/password
can be set once for all future use

- Use SSH Client One-Time Credentials — Sets one-time SSH user credentials.

Note: For more information on SSH Client System Credentials refer to the SSH User
Authentication article.

Step 3. (Optional) Enter the desired Username and Password in their respective fields.



Remaote S5H Server Authentication: Disabled Edit

S5H Client Authentication: ) Use S5H Client System Credentials
@ Use 55H Client One-Time Credentials:

Username: [ILISEF ]

Password: Io.oo.o.o
Server Definition: @ BylP address (") Byname
IP Version: 1 Version 6 @ \ersion 4

l'_

“ Server IP Address/MName: |

% Source File Name: |

|Apply—|| Cancel |

Step 4. Select the corresponding radio button for how you would like to define the SCP
server. The server can be defined either By IP address or By name. If you selected By
name, skip to Step 8.

Remaote S5H Server Authentication: Disabled Edit

S5H Client Authentication: @ Use 38H Client System Credentials
1 Use 88H Client One-Time Credentials:

—
—

Server Definition: [@ By IP address (- Elyname]

IP Version: 0 Version & @ \Version 4

I'_

Z Server IP Address/MNamae:

|
% Source File Name: |

[—Aaal-y—] [ Cancel ]

Step 5. (Optional) Select the version of the server’s IP address. If Version 4 is selected skip
to Step 8.

Remaote S5H Server Authentication: Disabled Edit

SSH Client Authentication: @ Use SSH Client System Credentials
~1 Use 33H Client One-Time Credentials:

—
—

Server Definition: [9 By IP address Elyname]

IP Version: 0 Version & @ \ersion 4

I'_

< Server [P Address/Mame:

|
% Source File Name: |

[—Aaal-y—] [ Cancel ]

The options are described as follows:

- IPv4 — A 32-bit (four-byte) address.
- IPv6 — A successor to IPv4, consists of a 128-bit (8-byte) address.
Step 6. (Optional) Select the type of IPv6 address. You may select either Link Local or



Global for your address type. If Global was selected, skip to Step 8.

Remaote S5H Server Authentication: Disabled Edit

SSH Client Authentication: @ Use SSH Client System Credentials
1 Use 35H Client One-Time Credentials:

Username l—
Password I—

Server Definition: @ BylP address () Byname
IP Version: @ \Version & () Version 4
IPVE Address Type: (a Link Local () Global)
Link Local Interface: [VLAN 1 [+ |

“t Server IP AddressiName: |

# Source File Mame: | (01160 characters used)

|-~appiy—|| Cancel |

Step 7. (Optional) Select the desired VLAN from the Link Local Interface drop-down list.

Remote SSH Server Authentication: Disabled Edit

SSH Client Authentication: @ Use SSH Client System Credentials
1 Use 35H Client One-Time Credentials:

Username l—
Password I—

Server Definition: @ BylP address () Byname
IP Version: @ Version & () Version 4
IPv6 Address Type: @ LinkLocal ) Global

Link Local Interface: IVLJ\N 1 :

“ Server IP AddressiName: I

“t Source File Name: (0160 characters used)

[—m—” Cancel ]

Step 8. Enter the name or IP address of the server in the Server IP Address/Name field.

Remote SSH Server Authentication: Disabled Edit

S5H Client Authentication: @ Use SSH Client System Credentials
1 Use 3SH Client One-Time Credentials:

Server Definition: @ ByIP address () Byname

IP Version: () Version 6 @ Version 4

# Berver IP Address/MName: "192.0.2.1 '

“ Source File Mame: I (0ME0 characters used
{pply|| Cancel |

Step 9. Enter the file name in the Source/Destination File Name field.



Remote 55H Server Authentication: Disabled Edit

S5H Client Authentication: @ Use SSH Client System Credentials
() Use S8H Client One-Time Credentials:

EcTETE l—
Password l—

Server Definition: @ BylP address () Byname
IP Version: () Mersion 6 @ Version 4
Pvi Address T @ LinkLoca G
“ Server IP Address/MName: |‘192.[].2.1
“ Source File Name: [|image2.bin J 10/160 characters used)

[—&ppﬁ)—][ Cancel ]

Note: The field is titled Destination File Name for Backup by SCP.

Step 10. Click Apply.

Remote S5H Server Authentication: Disabled Edit

SSH Client Authentication: @ Use SSH Client System Credentials
(1 Use 88H Client One-Time Credentials:

Usermname l—
Password l—

Server Definition: @ BylP address (7) Byname
IP Version: () Version & @ Version 4
PvG A T @ LinkLoca G
“ Server IP Address/MName: |‘192.0.2.1
“ Source File Name: |image2.bin (101160 characters used)

Swap Image

Step 1. Select the firmware file that you want to be active after reboot from the Active Image
After Reboot drop-down list.

Firmware Operations

Active Firmware File: image1.bin
Active Firmware Version: 20073
Cperation Type: (71 Update Firmware

(1 Backup Firmware
@ SwapImage

Active Image After Reboot: |mage1 bin

: . ~ image.bin
Active Image Version Mumber After Reboot: m

[—Apply—] [ Cancel ]

Step 2. Click Apply.



Firmware Operations

Active Firmware File: image1.bin
Active Firmware Version: 20073
Operation Type: (") Update Firmware

(1 Backup Firmware
@ Swap lmage

Active Image After Reboot: Iimage‘I.bin :

Active Image Version Mumber After Reboot: 20073

===

Step 3. On web configuration utility and choose Administration > Reboot. The Reboot
page opens.

Reboot

To reboot the device, click the ‘Reboot’ button.

Reboot: @ Immediate
= Date | Jan 01 Time | 0C 00 HH:MM
n 00 Days | 0L Hours | 00 Minutes
[] Restore to Factory Defaults
[] Clear Startup Configuration File

Step 4. Click Reboot. A confirmation window will appear.

Reboot

To reboot the device, click the ‘Reboot’ buttan.

Reboot. @ Immediate
7 Date |.Jan 01 Time | OC 0] HH:MM

n 00 Days | 0L Hours | 00 Minutes

[7] Restore to Factory Defaults
[] Clear Startup Configuration File

Step 5. Click Ok.




i This command will reboot the device and disconnect your
U current session. Unsaved changes in the configuration will
be lost. Do you want to continue?

Note: The device will now reboot which will disconnect the current session. Once the reboot
is complete, a new session will connect.

View a video related to this article...

Click here to view other Tech Talks from Cisco
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