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Section 1 — BIOS Configuration

The first step before installing Linux is to make sure the system BIOS is setup
correctly.

e Boot into BIOS by pressing the function F1 key at the “Lenovo” splash
screen.

Lenovo.




Tab over to the Security tab and select “Secure Boot”.

LNO| - Flasn BLUS L0 @ Previous Of CUITeNnt version 1s alowea ~

Windows UEFI Firmware Update |Enab|ed v|

This option enables or disables windows UEFI firmware update feature.
[Enabled] Allow windows UEFI firmware update.
[Disabled] BIOS will skip windows UEFT firmware update.

Smart USB Protection | Disabled v |
Sta rt MenU Smart USB Protection could block copying data from the computer to the
USB storage device in Windows
@ Main Read Only mode: the user can copy data from USB storage device to the

Camputer but cannot copy data from the computer to USB storage device
No Access mode: the user cannot use USB storage device in Windows

4 Devices

secure wipe Disabled v
')F Advanced [Enabled] Display the "secure wipe" option on the F12 BIOS Startup Menu.

Users can select this option to securely erase HDD data
™ Power [Disabled] Hidden the "secure wipe" option on the F12 BIOS Startup Menu.
g& Startup

> TCG Feature Setu

E) Exit P

Contains TCG security features.

System Event Log

View or clear the system event log

Secure Boot

Lenovo

Customizable Secure Boot settings

F1  Help N Select Item +/-  Change Values F9  Setup Defaults
ESC  Exit €3> Select Menu Enter  Select > Sub-Menu F10  Save and Exit

Version 2.21.0052. Copyright (€) 2021 AMI

Check whether Secure Boot is disabled. If found enabled, disable it.

é

Secure Boot

System Mode Deployed Mode
Start Menu

QA Main Secure Boot Enabled v

[Enabled] Enables Secure Boot,BIOS will prevent un-authorised 0S be
_ fosded. Enabled

@ Devices , .

¥ Advanced

O Power > Restore Factory Keys

_ Restore Factory Keys will put secure boot into factory defaults.

éﬁ Startup Reset Platform to Setup Mode

B Exit

Reset to setup mode will move secure boot to setup mode.

Exit Deployed Mode

Transition between Deployment and User Mode.

Lenovo.

Key Management

Enables users to modify Secure Boot Policy variables

F1  Help N Select Item +/-  Change Values F9  Setup Defaults
ESC  Exit €>  Select Menu Enter  Select > Sub-Menu

10 Save and Exit

Version 2.21.0052. Copyright (€) 2022 AMI



e Save changes by pressing F10 function key.

Save & Reset

A\ . .
("7} save configuration and reset?
\o/




Section 2 — Installing RHEL 8.6

Please refer to the following instructions and screenshots on how to install RHEL
on the Lenovo ThinkStation P360.

e Insert the RHEL installation media (either through USB or CD/DVD)
e Power on the system and press the F12 function key whenever the
following Lenovo splash screen appears.

Lenovo.




e Select the Linux bootable installation media from the F12 boot menu list.

Startup Device Menu

Ue t Option
Network 1-[UEFL: PXE IPv4 Intel(R) Ethernet Connection (17) 1219-LM]
|USB HDD 1-[UEFI: USB, Partition 1] |

@ App Menu

T Select Item €3> Select Menu E Select > Sub-Menu ESC  Exit

Del key to enter Deployment boot mode

72210052 Copyright (C) 2022 AMI

e Select “Install Red Hat Enterprise 8.6” from the GRUB boot menu

Install Red Hat Enterprise Linux 8.6
Test this media & install Red Hat Enterprise Linux 8.6
Troubleshooting -->

Use the a and v keys to change the selection
Press e’ to edit the selected item. or 'c’ for a command prompt.




e The Red hat Enterprise Linux Welcome Screen should appear. Select the
appropriate language and “Continue”.

RED HAT ENTERPRISE LINUX 8.6 INSTALLATION
B Helpl
WELCOME TO RED HAT ENTERPRISE LINUX 8.6.

What language would youlike to use during the installation process?

English {Hong Kang SAR China
beta English (Philippines)

ergin Engih
Afrikaans frik English {United Kingdom)
o Amh English {India)
ol b English (Australia)
e, I English (Canada)
English (Denmark)
Asturianu Asturiar English fireland)
Eenapyckan elaruslal English (New Zealand)
Bunrapcki English (Nigeria)
afeerf

Bosanski Bosr English (Singapore)
ot el English (South Africa)
. English (Zambia)
cestina English (Zimbabwe)
Cymraeg ! English (Botswana)
Dansk Danish English {Antigua & Barbuda)
Deutsch @ English (Israel)
EMvIK eek

Espafiol Spanish

Eesti Estoniar

Euskara B

w)ls Perstar

Suomi Finnish

Filipina Filif

Francais Frenc

Furlan Ei

e Select “SOFTWARE SELECTION” and choose the type of software to
install.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 8.6 INSTALLATION

e Helpl

LOCALIZATION SOFTWARE

[ Keybourd

Engleh (US)

Connect to Red Hat
Mot regtered.

KDUMP

Language Support

@ Installation Source
Englsh (Unled States) Loca

Kekumpis ensties!

® Time & Date Software Selection ~» Network & Host Name
AmericaiNew Tark timesane s s € ot commcted

Security Policy
USER SETTINGS. Mo profe seiccted

Root Password

User Creation

auit

L Please complete items marked with this icon before continuing to the next step.




e Select the type of “Base Environment” as well as each “Add-Ons” to install.
In this example, “Workstation was selected for the “Base Environment” and

all “Add-Ons” were selected.

SOFTWARE SELECTION

Done

Base Environment

Server with Gl
An integrated, sasy-to-manage server with a graphical interface.

ated, easy-to-manage server
Minimal Install
Basic functioralty

* Workstation I
Workstation is 3 user-frisndly desktop system for laptops and PLs

Custom Operating System

Basic bulding block far a custom RHEL system
Virtualization Hest

Minimal uirualzation hos.

e Select “Installation Destination”.

INSTALLATION SUMMARY

RED HAT ENTERPRI

NSTALLATIO

Additional saftware for Selected Environment

[ sackup cuent

Client tools for connecting to a backup server and doing backups.

AGNOME Applications

A set of commonly used GNOME Appiications.

g
Tools for managing the system without an attached graphical console.
intemet Applications.

mai, chat, and videa conferencing software

1A ful-purpose office suite. and ather productivty tools.
Remote Desktop Clients

&
vAorfice Suite and Productivity
&
o

Smart Card Support
Support for using smart card suthentcation

Legacy UNIX Compatiblliy

Compatibilty programs for migraticn from or working with legacy UNIX emronments

[ container Management

Tools for managing Linux containers

A basic davetopment emvironment

| NET Core Development

[Tools to deveiop NET and NET Core appications.

Tools
Graphical system acministration tocls for manags

g many aspects of a system.

Servers
These packages include network-based servers such as DHCP, Kerberos and NI,

| Dovetapment Tacls

[Tools used for building RPMs, such a5 rpmbuld

LOCALIZATION

[ Keybourd

Engleh (US)

Language Support
B olish (Uned States)

Time & Date
Americas/New Tark

USER SETTINGS

Root Password

Root sccount s cbled.

User Creation

Ly Plexse complete items marked with this icon before continuing o the next step.

Support
ITeols for mathematical and scientfic computations, and parallel computing

A security Toals

Security toals for integrity and trust verificatior

‘System Tools
“This group is a collection of various tools for the system, such as the clint for connecting to SMB shares and tools to monitor network traffic
RED HAT ENTERPRISE LINUX 8.6 INSTALLATION
. Helpl
SOFTWARE
m Connect to Red Hat
e regstered.
Installation Source
- i 2
i Software Selection =P Network & Host Name
Serverwin Gl € ot comectes
& security Policy
No proffe seiected
3
it




Select the device on where to install the operating system and “Done” in

the upper left.

ALLATION DESTINATION

Device Selection

Select the device(s) youd like to install to, They will be left untouched until you click on the main menu's “Begin Installation” button,

Local Standard Disks

93151 GIB

ATA WDC WD10EZEX-08W 50014ee214644cTe
sda / 1.68 MiB free

Specialized & Network Disks
el
Add a disk...

Starage Configuration
2) Automatic. ) Custom

J I would like to make additional space avallable.
Encryption
(] Encrypt my data.

i

RED HAT ENTERPRISE LINUX 8

Disks left unselected here will not be touched.

Disks left unselected here will not be toudhed.

1 disk selected: 93151 GiB capacity. 168 MB free Refresh,

For storage devices with previous partitions created. Select “Reclaim

space”.

INSTALLATION OPTIONS
Your current Red Hat Enterprise Linux software selection requires 17.31 GIB of available
space. including 9.74 GIB for software and 7.57 GIB for swap space. The disks youve
selected have the following amounts of free space:
168 MiB Free space avallable for use.
0B Free space unavailable but rectaimable from existing partitions.

You don't have enough space avallable o install Red Hat Enterprise Linux. You can shrink
o remove existing partitions via our guided reclaim space tool, or you can adjust your

partitions on your own n the custom parttioning Interface.

Cancal & add more disks
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Select “Delete all” to delete all the previously created partitions or select
each partition to delete and select the “Delete” option. When done, select
“Reclaim space” at the bottom.

RECLAIM DISK SPACE

You can remove existing file systems you no longer need to free up space for this Installation. Removing a file system will permanentiy delate al of the data It contains.
ing file systems y ng ip spac g yst [ 'y

There i also free space avaiable in pre-existing file systems. Wi 1s risky and we racommend you back up your data first, you can recover that free disk space and make it availaie for this installation below

5 Gi§ ATA WDC WDI0EZEX-08W 50014ee s
Joootiefi {Red Hat Enterprise Linux 8.6 for X sdal  EFl System Partition ot resizes
/oot {Red Hat Enterprise Linux 8.6 for x86.. saa2 s 0BoOf1024MB  Preserve

el 33 physical volume (LVM) Preserve

1 disk; 930.51 GiB reclaimable space (in fie systems)

S,

Total selected space to recksim: 0
Installation requires a total of 12.17 GiB for system data.

11




Select “Root Password”.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 8.6 INSTALLATION

s Helpl

LOCALIZATION SOFTWARE SYSTEM
Keyboard Connect to Red Hat

2 R 101 ot
Language Support Installation Source

e Time & Date
AmericaNew Yo tinezne

=) Network & Host Name
&

Mat comected

n Securi
Ho pct

USER SETTINGS

Quit

L Plase completa items marked with this icon before continuing to the next step.

Enter a root password in both of boxes below and select “Done” in the upper
left.

ROOT PASSWORD

Dene.

The raot

is used for admiristering th system._Enter a password for the root user.

Root Password I | I

Empty

Confirm: I

12



Select “User Creation”.

INSTALLATION SUMMARY

LOCALIZATION

R Keybourd

Engleh (US)

Language Support
aes)

Englsh (Unted S

Time & Date

America/New Yerk timezme

USER SETTINGS

(€7 Foot Passward
A rox "

L Plase completa items marked with this icon before continuing to the next step.

SOFTWARE

m Connect to Red Hat
Nee regtered.

Installation Source

ﬁsr

RED HAT ENTERPRISE LINUX 8.6 INSTALLATION

s Helpl

SYSTEM

@ Installation Destination

Q KDUMP
[

rk & Host Name
wected

n Security Policy

No prcfe seiected

Quit

Fill in the appropriate boxes below and select “Done” in the upper left.

RED HAT ENTE

Full name

User name

Make this

ser administrator

¥ Require & password to use this account

Password

Confirm password

Empty

13




e Select “Begin Installation” in the bottom right.

INSTALLATION SUMMARY

LOCALIZATION
R Keyboard
English (US)
Language Support
Engleh (Unked Staes)

G Time & Date
Anese imezane

USER SETTINGS

© Root P

ssword
Root possverd s set

RED HAT ENTERPRISE LINUX 8,6 INSTALLATION

e Help

SOFTWARE SYSTEM

m Connect to Red Hat Installation Destination
Not regstred. A—————

e Installation Source Q KDUMP
Localmeds Kampis enstled

Software Selection > Network & Host Name
Workstaon € Notcamected

ﬂ Security Policy
Noprfie selected

o

e Once the installation completes, select “Reboot” at the bottom right.

INSTALLATION PROGRESS

RED HAT ENTERPRISE LINUX 8.6 INSTALLATION

L Use of this produet is subject to the

found at

lease/EULA

Red Hat Enterprise Linux i 1

14




e Select “License Information”.

RED HAT ENTERPRISE LINUX 8.6
s Help!

INITIAL SETUP

LICENSING SYSTEM

m Lichse Information | (g Subscription Manager

p 7 to the next step.

e Check the box at the bottom left and “Done” at the upper left.

License Information RED HAT ENTERPRISE LINL

-

License Agreement

END USER LICENSE AGREEMENT RED HAT(R) ENTERPRISE LINUX{R) AND RED HAT APPLICATIONS

This end user license agreement (EULA') governs the use of any Red Hat software appication that inchudes o refers to this Iicense and any related updates, source code, appearance, structure and organization (the Programs’), regardiess of the debvery mechanism.

the GNU General Public License v.2 (hetps:f/
to run, copy. modfy,

1. License Grant. Subject to the following terms, Red Hat, Inc. {'Red Hat) grants to you a perpetual, worldwide license to the Programs (each of which may include multipie software components) pursuant t
W gnu org/icenses/oldicenses/gpi-2.0 entm). With the exception of certain image files identified In Section 2 below, each software component Is governed by a license located in the software component's source code that permits you
and redstribute (subject to certain obilgations i some cases) the software component. The license rights for the biary only firmware components are located with the components themselves. This EULA pertans solely to the Programs and does not imit your

terms of any particular component

ights under, or grant you rights that supersade, the icens

d under copytight Law and other Laws as applicable. Title to the Programs and any component, or to any copy o modification shall
e "Red Hat" lago are trademarks or regtered trademarks of Red Hat and its afflistes in the LS. and other countries. This EULA does
nake a commercal redistribution of the Programs only If (a) permitted under a separate written agreement with Red Hat

the software may cormupt the Programs. You shouid read the information found at http//ww.redhat com/about/corporat

sliectual Property Rights. The Prograr
remain with Red Hat and other lic

ot permt you to dstribute the Programs using Red Hat
authoriing such commercial redstribution of (b) you remove and replace all occurrences of Red Hat trademarks and logos. Modfications
trademarkd before dstributing a copy of the Programs

and each of their components are wned by Red Hat and other licans
ject to the applicable license. The "Red Hat” mark, the individual Prog
reqardiess of whether the Programs have been modified. You may

trademark:

3. Limited Warranty. Except as specificaly stated in this Section 3, a separate agreement with Red Hat, or a license for a particular component, to the maxmum extent permitted under applicable law, the Programs and the components are prowided and licensed ‘as
Is™ without warranty of any kind. express or Implied, incuding the impled warranties of merchantability, nor-infringement or fitness for a particular purpose. Red Hat warrants that the media on which the Programs and the components are provided wil be free from
defects in materias and manufacture under normal use for 3 period of 30 days from the date of delivery to you. Nelther Red Hat nor its affilates warrant that the functions contained i the Programs will meet your requirements or that the operation of the
jescribed in the accompanying documentation, or comply with fegulatory requirements. This warranty extends only to the party that purchases subscription services for the Programs from Red Hat

Programs will be entirey error free, appear of perform precise
andior its affiates or a Red Hat authorized distributor

4. Limitation of Remedies and Lisbilty. To the maximum extent permitted by a Low, your exclusive remedy under this EULA ve mecia within 30 days of delvery along with a copy of your pyment receipt and Red Hat, at its option, wil
replace it or refund the money you pad for the media. To the maximum extent permitted under appicabie Law, under no circumstances will Red Hat, ts affilites, any Red Hat authorized distributor. or the licensor of any component provided to you under this EULA
be kabe to you for any Incidental or consequential damages, Including lost profits or lost sangs arfsing out of the use or inabiity to use the Programs o any component, even f Red Hat, ts #fiates, an authorized dstrioutor, and/or Lcensor has been advised of
possibilty of such damages. In no event shal Red Hat's or Its affilates’ Iabiity, an authorized dstriutor's kabikty or the babiity of the censor of a component provided to you under this EULA exceed the amount that you paid to Red Hat for the media under this
EULA

0 retum any def
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o Select “FINISH CONFIGURATION".

INITIAL SETUP RED HAT ENTERPRISE LINUX 8.6
s Helpl

LICENSING SYSTEM

aum FINISH CONFIGURATION

e Log in to the Linux Desktop using the login credentials created above.

Apr 26 14:05

RedHat

16



e Red Hat Enterprise Linux 8.6 Desktop screen.

RedHat
Enterprise Linux

17



Section 3 — Installing the Nvidia Graphics
Driver

In order to get optimal performance out of the Nvidia GPU, it is a good idea to
install the Nvidia graphics driver.

e Download the latest Nvidia graphics driver for the appropriate Nvidia GPU
from http://www.nvidia.com/download

e Blacklist the Linux Nouveau driver by following the steps below.

e Open a terminal window and log in as root: su

e Enter /etc/modprobe.d directory and create a file named blacklist.conf

= lenovo@localhost:fetc/modprobe.d

File Edit View Search Terminal Help

[root@localhost modprobe.d]# cd /etc/modprobe.d
[root@localhost modprobe.d]# touch blacklist.conf
[root@localhost modprobe.d]#

18


http://www.nvidia.com/download

e Add a line blacklist nouveau in the blacklist.conf file, then save and exit.

= lenovo@Ilocalhost:/etc/modprobe.d

File Edit View Search Terminal Help
GNU nano 2.9.8 blacklist.conf Modified

blacklist nouveaul]

[ Read ® lines ]
B¢ Get Help QY Write Out @l Where Is @d Cut Text g#] Justify MY Cur Pos
B Exit Bi Fead File g} Replace Uncut Textjl] To Spell gl Go To Line

19



e Run the command: dracut -f to update the initramfs file

Note: yum and dnf managers can be used for the next steps. In this example has
been used yum manager.

= lenovo@localhost:/etc/modprobe.d

File Edit View Search Terminal Help
[root@localhost modprobe.d]# cd /etc/modprobe.d
@localhost modprobe.d]# touch blacklist.conf
ocalhost modpr .d]# nano blacklist.conf
[root@localhost modprobe.d]# dracut -f

e Install all prerequisites using the following commands-
yum groupinstall “Development Tools”
yum install elfutils-libelf-devel

Note: If you don’t have a valid RHEL subscription, install the packages above from
the installation media. This will require manual intervention steps to modify the yum
repository. Once done modifying the yum repository, install “Development Tools”
and “elfutils-libelf-devel’” as mentioned in the beginning of this step.

20



To manually update the yum repository, mount the RHEL installation media to your
system and follow the steps below:

***Yellow highlighted text signifies directory path to installation media, so it may
slightly vary for every user.

» Copy “media.repo” from the installation source to /etc/yum.repos.d/
directory.

# cp -v /run/media/lenovo/RHEL-8-6-0-/BaseOS-x86_64/media.repo
/etc/lyum.repos.d/redhat.repo

» Set permission levels accordingly.

# chmod 644 /etc/yum.repos.d/redhat.repo

= lenovo@localhost:/home/lenovo

File Edit View Search Terminal Help

[root@localhost lenovol# cp -v /run/media/lenovo/RHEL-8-6-0-Base05-x86 64/media.
repo /etc/yum.repos.d/redhat.repo
‘/run/media/lenovo/RHEL-8-6-0-Base05-x86 64/media.repo’' -= '/etc/yum.repos.d/red
hat.repo’

[root@localhost lenovo]# chmod 644 /etc/yum.repos.d/redhat.repo

21



> Edit the redhat.repo file using gedit or vi or nano to look something like this:

[InstallMedia-BaseOS]

name=Red Hat Enterprise Linux 8.6.0 — BaseOS
metadata_expire=-1

gpgcheck=1

enabled=1
baseurl=file:///run/media/lenovo/RHEL-8-6-0-x86_64/BaseQS/
gpgkey=file://letc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release
[InstallMedia-AppStream]

name=Red Hat Enterprise Linux 8.6.0 — BaseOS
metadata_expire=-1

gpgcheck=1

enabled=1
baseurl=file:///run/media/lenovo/RHEL-8-6-0-x86_64/AppStream/
gpgkey=file://letc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

= lenovo@localhost:/home/lenovo

File Edit Vie Search Terminal Help

GNHU nano 2.9.8 fetc/yum. repos.d/redhat. repo

[linstallMedia-Base0s]
d Hat Enterprise Linux 8.6.8 - BaseDS

B.6.8 - AppStream

[ Read 15 lines ]

We Get Help WY Write Out @Y% Where Is Cut Text B Justify By Cur Pos
B Exit i Read File @I Replace il Uncut Text g To Spell M Go To Line
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» Once done editing the repo, do yum update:

# yum update

= lenovo@localhost:/home/lenovo

File Edit View ch Terminal Help

im update
repositories.

2 ago on Wed 27 Apr 2022 11:15:04 AM EDT.

23



» Once the yum update is complete, install the “Development Tools” and
“elfutils-libelf-devel” with the help of commands mentioned in the beginning
of Step 3.

= lenovod@localhost:/home/lenovo

File Edit View ch  Terminal Help

ovo]# yum groupir relopment Tools"
Updating HSCE Ma sment re
Unable to read consumer identity

tem 15 not re tered with an entitlement server. You can use subscription-manage
2822 11:15:84 AM EDT.

Repository

Is this ok
Comp |

= lenovod@localhost:/home/lenovo

File Edit View

27 Apr 11:15:84 AM EDT.

stalled.

hing to do.
Complete!
[ro scalhost lenovo]#

¢ Reboot the system.

24



Follow the steps below to install the Nvidia driver-

e Loginasroot: su

e Type “init 3” to stop X-windows

e Navigate to the directory consisting of the Nvidia driver by using the
command: cd directory_name

e Make the driver executable: chmod +x Nvidia_driver

[root@localhost lenovolft cd ~home/lenovo-Downloads

[root@Plocalhost Dounloads1Ift ls

UVIDIA-Linux-x86_64-518.68 .82 .run

[root@localhost DouwnloadsI#t chmod +x NUIDIA-Linux-x86_64-518.68 .82 .run
[root@localhost Douwnloads 1t

e Install the driver by using command: ./Nvidia_driver

[root@localhost Downloadsl##t . NUIDIA-Linux-x86_64-518.68 .82 .run
i OK

ing NUIDIA Act ted Graphics Driver for Linux-x86_64

25



e Choose whether to install the 32-bit compatibility libraries

Install NUIDIA's 32-bit compatibility libraries?

NUIDIA Sof tware Installer for Unix-Linux WA . Nuidia.com

e Select “Yes” to update the X-configuration file to use the Nvidia X driver.

Would you like to run the nvidia-xconfig utility to automatically update your X conf iguration
file so that the NUIDIA X driver will be used when you restart X7 Any pre-existing X
conf iguration file will be backed up.

[Yes No

NUIDIA Sof tware Installer for Unix-Linux WA . Nuidia.com

26



e Press “OK” when the screen shoots installation completed message.

Your X conf iguration file has been s fully updated. Installation of the NUIDIA Accelerated
Graphics Driver for Linux-x86_64 (vers : 518.68.82) is mow complete.

OK

NUIDIA Sof tware Installer for Unix-Linux WA . Nuidia.com

e Execute the following command to verify the Nvidia driver is loaded: nvidia-
smi

[rootPlocalhost DownloadsI#t nvidia-smi
xd Apr 27 11:49:21 2822

NUIDIA-SHMI 518.68 .82 Driver L ion: 518.68.82 CUDA Version: 11.6
+
GPU Name Per stence-M| Bus-Id Disp.A Uolatile Uncorr. ECC
Fan Temp Perf Puwr :Us e ( Memory-Usage GPU-Util mpute M.
HMIG M.

NUIDIA T6HH f HHHHUHHA :H1 88 .8 Of f N-A
46C ra BMiB ~ 4896MiB P Default

GI C PID Type Proc s name GPU Memory
ID ) Usage

[rootPlocalhost Downloads

¢ Reboot the system.

27



Section 4 — Revision History

Version Date Author Changes/Updates

1.1 7/12/2022 Aleksandr Added support for P360 Ultra
Panteleev

1.0 5/17/2022 Aleksandr Initial launch release
Panteleev
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