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Preface

* Preface, on page ix

Preface

The Preface contains these topics:

Changes to This Document
This table lists the technical changes made to this document since it was first released.

Table 1: Changes to This Document

Date Summary
May 2021 Republished for Release 7.3.15
March 2020 Initial release of this document for the Release 7.0.12.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Preface |

. Preface

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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IGMP Commands

* access-group (IGMP), on page 2

* clear igmp counters, on page 3

* clear igmp group, on page 5

* clear igmp reset, on page 7

* explicit-tracking, on page 8

* join-group, on page 10

* maximum groups, on page 12

* maximum groups-per-interface, on page 15
» nsf lifetime (IGMP) , on page 19

* query-interval, on page 21

* query-max-response-time, on page 23
* query-timeout, on page 25

* robustness-count, on page 27

* router, on page 28

* router igmp, on page 30

* show igmp groups, on page 31

* show igmp nsf, on page 33

* show igmp nsr, on page 35

* show igmp ssm map, on page 37

* show igmp summary, on page 38

* show igmp traffic, on page 41

* show igmp vrf vrf_name groups, on page 44
* ssm map, on page 45

* static-group, on page 46

* version, on page 48

* vrf (igmp), on page 50
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. access-group (IGMP)

access-group (IGMP)

To set limits on an interface for multicast-group join requests by hosts, use the access-group command in
the appropriate configuration mode. To return to the default behavior, use the no form of this command.

access-group access-list
no access-group accessist

Syntax Description  access-list Number or name of a standard IP access list. Range is 1 to 99.

Command Default No default behavior or values

Command Modes IGMP interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines If this command is not specified in router Internet Group Management Protocol (IGMP) configuration mode,
the interface accepts all multicast join requests by hosts.

Task ID Task ID Operations

multicast read,
write

Examples In the following example, hosts serviced by HundredGigE 0/0/0/24 can join only group 225.2.2.2:
Router# configure
Router (config) # ipv4 access-list mygroup permit 225.2.2.2 0.0.0.0
Router (config) # router igmp
Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if)# access-group mygroup
Related Commands | Command Description

ipv4 access-list | Defines a standard IP access list. For information, see |P Addressesand Services Command
Reference for Cisco 8000 Series Routers
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clear igmp counters

To clear IGMP traffic statistics, use the clear igmp counters command in EXEC mode.

clear igmp [{ipv4 vrf vrf-name|vrf vrf-name}] counters

Syntax Description ipv4 (Optional) Specifies IPv4 addressing. IPv4 is the default for Internet Group Management
Protocol (IGMP) groups.

vrf vrf-name (Optional) Specifies a VPN routing and forwarding (VRF) instance.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines After IGMP statistics are cleared, statistics begin incrementing again.

Task ID Task ID Operations

multicast execute

Examples The following example shows sample output before and after clearing IGMP traffic statistics:

Router# show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 00:00:19

Received Sent
Valid IGMP Packets 0 12
Queries
Reports
Leaves
Mtrace packets
DVMRP packets
PIM packets

O O O O o O
O O O O W

Errors:

Malformed Packets

Bad Checksums

Socket Errors

Bad Scope Errors

Auxiliary Data Len Errors 0

Subnet Errors

Packets dropped due to invalid socket
Packets which couldn't be accessed
Other packets drops

O O O O

O O O O
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. clear igmp counters

Router# clear igmp counters
Router# show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 00:00:12

Received Sent
Valid IGMP Packets
Queries
Reports
Leaves
Mtrace packets
DVMRP packets
PIM packets

O O O O O o o
O O O o ok

Errors:

Malformed Packets

Bad Checksums

Socket Errors

Bad Scope Errors

Auxiliary Data Len Errors

Subnet Errors

Packets dropped due to invalid socket
Packets which couldn't be accessed
Other packets drops

O O O O OO o oo

Related Commands Command Description

show igmp traffic, on page 41 Displays all the Internet Group Management Protocol (IGMP)
traffic-related counters.
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clear igmp group

To clear Internet Group Management Protocol (IGMP) groups on one or all interfaces, use the clear igmp
group command in EXEC mode.

clear igmp [{ipv4

clear igmp group .

vrf vrf-name|vrf vrf-name}] group [{ip-address|type interface-path-id}]

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 addressing. IPv4 is the default for IGMP groups.

vrf vrf-name (Optional) Specifies a VPN routing and forwarding (VRF) instance.

ip-address (Optional) IP hostname or group address.

type (Optional) Interface type. For more information, use the question mark (?) online help

function.

interface-path-id

(Optional) Physical interface or virtual interface.
Note Use the show interfaces command to see a list of all interfaces currently

configured on the router.

For more information about the syntax for the router, use the question mark (?) online
help function.

If no group address is specified, all IGMP groups are cleared.

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

To clear all IGMP groups, use the clear igmp group command without using an argument. To clear a
particular group, use the ip-address or typeinterface-path-id arguments.

The following groups cannot be cleared:

*224.0.0.2

*224.0.0.13
*224.0.0.22
+224.0.0.40

Task ID

Task ID Operations

multicast execute
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. clear igmp group

Examples The following example uses the show igmp group command to display the IGMP Connected Group
Membership, the clear igmp group command to clear address 239.1.1.1, and the show igmp
groups command again to display the updated list.

Router# show igmp groups HundredGigE 0/0/0/24

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.0.0.2 HundredGigE0/0/0/24 3w6ed never 10.114.8.44
224.0.0.5 HundredGigE0/0/0/24 3wed never 10.114.8.44
224.0.0.6 HundredGigE0/0/0/24 3w6ed never 10.114.8.44
224.0.0.13 HundredGigE0/0/0/24 3w6ed never 10.114.8.44
224.0.0.22 HundredGigE0/0/0/24 3w6ed never 10.114.8.44
Router# clear igmp groups HundredGigE0/0/0/24

Router# show igmp groups HundredGigEO0/0/0/24

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.0.0.2 HundredGigE0/0/0/24 3woed never 10.114.8.44
224.0.0.5 HundredGigE0/0/0/24 3woed never 10.114.8.44
224.0.0.6 HundredGigE0/0/0/24 3woed never 10.114.8.44
224.0.0.13 HundredGigE0/0/0/24 3woed never 10.114.8.44
224.0.0.22 HundredGigE0/0/0/24 3woed never 10.114.8.44

Related Commands  Command Description

show igmp groups, on page 31 Displays the multicast groups that are directly connected to the router
and that were learned through Internet Group Management Protocol
(IGMP).
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clear igmp reset .

clear igmp reset

To clear all Internet Group Management Protocol (IGMP) membership entries and reset connection in the
Multicast Routing Information Base (MRIB), use the clear igmp reset command in EXEC mode.

clear igmp [{ipv4 vrf vrf-name|vrf vrf-name}] reset

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 addressing. IPv4 is the default for IGMP groups.

vrf vrf-name  (Optional) Specifies a VPN routing and forwarding (VRF) instance.

No default behavior or values

EXEC

Command History

Usage Guidelines

)

Release Modification

Release 7.0.12 This command was introduced.

Every IGMP group membership that IGMP learns is downloaded to the MRIB database.

The clear igmp reset command is used to clear all information from the IGMP topology table and reset the
MRIB connection.

Note

This command is reserved to force synchronization of IGMP and MRIB entries when communication between
the two components is malfunctioning.

Task ID

Examples

Task ID Operations

multicast execute

The following example shows how to clear the group memberships in MRIB:

Router# clear igmp reset

Related Commands

Command Description

show igmp groups, on page 31 | Displays the multicast groups that are directly connected to the router and
that were learned through IGMP

show mrib route Displays all route entries in the MRIB table.
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IGMP Commands |

explicit-tracking

To configure explicit host tracking under Internet Group Management Protocol (IGMP) Version 3, use the
explicit-tracking command in the appropriate configuration mode. To disable explicit host tracking, use the
no form of this command.

explicit-tracking [{access-list | disable}]
no explicit-tracking

Syntax Description

Command Default

Command Modes

accesslist (Optional) Access list that specifies the group range for host tracking.

disable (Optional) Disables explicit host tracking on a specific interface. This option is available only
in interface configuration mode.

If this command is not specified in IGMP configuration mode, then explicit host tracking is disabled.

IGMP VREF configuration

IGMP interface configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

By default, IGMP supports Version 3, unless a Version 2 or Version 1 IGMP host message is detected in the
network. For backward compatibility, IGMP downgrades to run at the IGMP version level that is installed.

This feature allows the router to achieve minimal leave latencies when hosts leave a multicast group or channel.
To monitor IGMP membership of hosts, use the show igmp groups command in EXEC mode.

In router configuration mode, the explicit-tracking command enables explicit host tracking for all
interfaces.To disable explicit tracking for all interfaces, use the no form of the command from IGMP
configuration mode. To disable the feature on specific interfaces, use the explicit-tracking command in
interface configuration mode with the disable keyword, as shown in the following example.

Note

If you configure this command in IGMP VRF configuration mode, parameters are inherited by all new and
existing interfaces. However, you can override these parameters on individual interfaces from IGMP interface
configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to enable explicit host tracking for the access list named router!
on all interfaces and how to disable explicit host tracking for a specific GigabitEthernet interface:
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Router# configure

Router (config) # router igmp

Router (config-igmp) # explicit-tracking routerl

Router (config-igmp) # interface hundredGigE 0/0/0/24
Router (config-igmp-default-if) # explicit-tracking disable

Related Commands  Command Description

Displays the multicast groups that are directly connected to the router
and that were learned through Internet Group Management Protocol

(IGMP).

show igmp groups, on page 31
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0

n-group

IGMP Commands |

To have the router join a multicast group, use the join-group command in the appropriate configuration
mode. To return to the default behavior, use the no form of this command.

join-group group-address [source-address]
no join-group group-address [source-address)

Syntax Description

Command Default

Command Modes

group-address  Address of the multicast group. This is a multicast IP address group in IPv4 format

* [P address as defined in the Domain Name System (DNS) hosts table or with the
domain IPv4 host in the format A.B.C.D.

source-address  (Optional) Source address of the multicast group to include in IPv4 prefixing format

* IP address as defined in the Domain Name System (DNS) hosts table or with the
domain IPv4 host in the format A.B.C.D.

No multicast group memberships are predefined. If not specified, include is the default.

IGMP interface configuration

Command History

Usage Guidelines

A

Release Modification

Release 7.0.12 This command was introduced.

The join-group command permits the IP packets that are addressed to the group address to pass to the IP
client process in the Cisco IOS XR software.

If all the multicast-capable routers that you administer are members of a multicast group, pinging that group
causes all routers to respond. This command can be a useful administrative and debugging tool.

Another reason to have a router join a multicast group is when other hosts on the network are prevented from
correctly answering IGMP queries. When the router joins the multicast group, upstream devices learn multicast
routing table information for that group and keep the paths for that group active.

Caution

Joining a multicast group can result in a significant performance impact, because all subscribed multicast
packets are punted to the route processor.

Task ID

Examples

Task ID Operations

multicast read,
write

In the following example, the router joins multicast group 225.2.2.2:
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join-group .

Router (config) # router igmp
Router (config-igmp) # interface GigabitEthernet 0/1/0/0
Router (config-igmp-default-if) # join-group 225.2.2.2

The join-group command can have an include/exclude mode for IGMPv3 interfaces as shown in
the following example:

Router (config) #router igmp
Router (config-igmp) #int gigabitEthernet 0/5/0/1
RP/0/RSP0O/CPUO:router (config-igmp-default-if) #join-group ?

A.B.C.D

IP group address

Router (config-igmp-default-if) #join-group 225.0.0.0 ?

A.B.C.D
exclude

Source address to include
Exclude the only following source address include Include only the following

source address <cr>
Router (config-igmp-default-if) #join-group 225.0.0.0 10.10.10.10 ?

<cr>

Router (config-igmp-default-if) #join-group 225.0.0.0 ?

A.B.C.D
exclude

Source address to include
Exclude the only following source address

include Include only the following source address <cr>
Router (config-igmp-default-if)#join-group 225.0.0.0

Related Commands

Command

Description

ping

Checks host reachability and network connectivity on IP networks. For information, see |P
Addresses and Services Command Reference for Cisco 8000 Series Routers.
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IGMP Commands |

maximum groups

To configure the maximum number of groups used by Internet Group Management Protocol (IGMP) and
accepted by a router, use the maximum groups command in the appropriate configuration mode. To return
to the default behavior, use the no form of this command.

maximum groups number
no maximum groups

Syntax Description

number Maximum number of groups accepted by a router. Range is 1 to 75000.

Command Default ~ Number : 50000
Command Modes IGMP configuration

IGMP VREF configuration
Command History Release Modification

Usage Guidelines

Release 7.0.12 This command was introduced.

When configuring this command within IGMP VRF configuration mode, you may either use the default
(unspecified) VRF or a specific VRF by specifying its name.

The maximum combined number of groups on all interfaces can be 75000. After the maximum groups value
is met, all additional memberships learned are ignored. The maximum number includes external and local
membership.

The following groups obtain local membership on each interface when multicast is enabled and are added
into the group totals for each interface: 224.0.0.13 (for PIM), 224.0.0.22 and 224.0.0.2 (for IGMP).

You cannot use the maximum groups command to configure the maximum number of groups below the
number of existing groups. For instance, if the number of groups is 39, and you set the maximum number of
groups to 10, the configuration is rejected.

The router supports a maximum of 16,000 multicast routes per system.

Furthermore, you can use the maximum groupsper-interface command to configure the maximum number
of groups for each interface accepted by a router.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to display the number of groups (39) and the maximum number
of groups configured (50000) . Through use of the maximum groups command, a configuration
is committed to change the maximum number of groups to 40. Before and after configuration, the
show igmp summary command is used to confirm the configuration change:
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Router# show igmp summary
IGMP summary
Robustness Value 2

No. of Group x Interfaces 61
Maximum number of Group x Interfaces 50000

Supported Interfaces : 18

Unsupported Interfaces : 2

Enabled Interfaces : 18

Disabled Interfaces : 2

Interface Grp No Max Grp No
MgmtEth0/RSPO/CPUO/0 0 25000
Loopback0 4 25000
Bundle-Ether24 3 25000
Bundle-Ether28 3 25000
Bundle-Ether28.1 3 25000
Bundle-Ether28.2 3 25000
Bundle-Ether28.3 3 25000
MgmtEth0/RP1/CPU0/0 0 25000
HundredGigE0/0/0/24 3 25000
HundredGigE0/0/0/25 5 25000
HundredGigE0/0/0/26 5 25000

Router# configure

Router (config) # router igmp

Router (config-igmp) # maximum groups 65
Router (config-igmp) # commit

Router:May 13 12:26:59.108 : config[65704]: SLIBTARCFG-6-COMMIT : Configuration committed
by user 'cisco'. Use 'show commit changes 1000000025' to view the changes.

Router# show igmp summary
Robustness Value 2

No. of Group x Interfaces 61
Maximum number of Group x Interfaces 65

Supported Interfaces : 18

Unsupported Interfaces : 2

Enabled Interfaces : 18

Disabled Interfaces : 2

Interface Grp No Max Grp No
MgmtEth0/RSPO/CPUO/0 0 25000
Loopback0 4 25000
Bundle-Ether28 3 25000
Bundle-Ether28.1 3 25000
Bundle-Ether28.2 3 25000
Bundle-Ether28.3 3 25000
MgmtEth0/RP1/CPU0/0 0 25000
HundredGigE0/0/0/25 5 25000
HundredGigE0/0/0/26 5 25000

Related Commands  Command Description

maximum groups-per-interface, on page 15 Configures the maximum number of groups for each interface
accepted by a router.
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. maximum groups

Command Description

show igmp summary, on page 38 Displays group membership information for Internet Group
Management Protocol (IGMP).
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maximum groups-per-interface

To configure the maximum number of groups for each interface accepted by a router, use the maximum
groups-per-interface command in the appropriate configuration mode. To return to the default behavior,
use the no form of this command.

maximum groups-per-interface number
no maximum groups-per-interface

Syntax Description number Maximum number of groups accepted by a router for each interface. Range is 1 to 40000.

Command Default number : 20000

Command Modes IGMP configuration
IGMP VREF configuration

IGMP interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The following groups obtain local membership on each interface when multicast is enabled and are added
into the group totals for each interface: 224.0.0.13 (for Protocol Independent Multicast [PIM]), 224.0.0.22
and 224.0.0.2 (for Internet Group Management Protocol [IGMP]). The number of groups for each interface
reflects both external and local group membership.

\}

Note  You cannot use the maximum groups-per-interface command to configure the maximum number of groups
for each interface below the number of existing groups on an interface. For example, if the number of groups
is 39, and you set the maximum number of groups to 10, the configuration is rejected.

When you use the maximum groups-per-interface command for a specific interface, it overrides the
inheritance property of this command specified under IGMP configuration mode.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to display the maximum number of groups for each interface. A

configuration is committed to change the maximum number of groups for each interface to 12. Before
and after configuration, use the show igmp summary command to confirm the configuration
change:

Router# show igmp summary
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IGMP summary

Robustness Value 2
No. of Group x Interfaces 61
Maximum number of Group x Interfaces 50000

Supported Interfaces : 18

Unsupported Interfaces : 2

Enabled Interfaces : 18

Disabled Interfaces : 2

Interface Grp No Max Grp No
MgmtEth0/RSPO/CPUO/0 0 25000
Loopback0 4 25000
Bundle-Ether28 3 25000
Bundle-Ether28.1 3 25000
Bundle-Ether28.2 3 25000
Bundle-Ether28.3 3 25000
MgmtEth0/RP1/CPU0/0 0 25000
HundredGigE 0/0/0/24 3 25000
HundredGigE 0/0/0/25 5 25000
HundredGigE 0/0/0/26 5 25000
HundredGigE 0/0/0/27 3 25000

Router# configure

Router (config) # router igmp

Router (config-igmp) # maximum groups-per-interface 5
Router (config-igmp) # commit

Router# show igmp summary
Robustness Value 2

No. of Group x Interfaces 61
Maximum number of Group x Interfaces 65

Supported Interfaces : 18
Unsupported Interfaces : 2

Enabled Interfaces : 18

Disabled Interfaces H

Interface Grp No Max Grp No
MgmtEth0/RSP0/CPU0/0 0 5
Loopback0 4 5
Bundle-Ether28 3 5
Bundle-Ether28.1 3 5
Bundle-Ether28.2 3 5
Bundle-Ether28.3 3 5
MgmtEth0/RP1/CPU0/0 0 5
HundredGigE 0/0/0/24 3 5
HundredGigE 0/0/0/25 5 5
HundredGigE 0/0/0/26 5 5

The following example shows how to configure all interfaces with 3000 maximum groups per interface
except HundredGigE 0/0/0/24, which is set to 4000:

Router# configure

Router (config) # router igmp

Router (config-igmp) # maximum groups-per-interface 3000

Router (config-igmp) # interface HundredGigE 0/0/0/24

Router (config-igmp-default-if) # maximum groups-per-interface 4000
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IGMP summary

Robustness Value 2
No. of Group x Interfaces 61

Maximum number of Group x Interfaces 50000

Supported Interfaces : 18
Unsupported Interfaces : 2
Enabled Interfaces : 18
Disabled Interfaces : 2

Interface
MgmtEthO/RP0O/CPUO/0
Loopback0
Bundle-P0S24
Bundle-Ether28
Bundle-Ether28.1
Bundle-Ether28.2
Bundle-Ether28.3
MgmtEthO/RP1/CPU0/0
HundredGigE 0/0/0/25
HundredGigE 0/0/0/26
HundredGigE 0/0/0/27

(9]
Fs
o]
b=
o

UUwoWwwwwwh o

Router# configure
Router (config) # router igmp

Router (config-igmp) # maximum groups-per-interface 5

Router (config-igmp) # commit
Router# show igmp summary

Robustness Value 2
No. of Group x Interfaces 61
Maximum number of Group x Interfaces 65

Supported Interfaces : 18
Unsupported Interfaces : 2

Enabled Interfaces : 18

Disabled Interfaces H

Interface Grp No
MgmtEth0/RP0O/CPUO/0 0 5
Loopback0 4 5
Bundle-P0S24 3 5
Bundle-Ether28 3 5
Bundle-Ether28.1 3 5
Bundle-Ether28.2 3 5
Bundle-Ether28.3 3 5
MgmtEth0/RP1/CPUO/0 0 5
HundredGigE 0/0/0/24 3 5
HundredGigE 0/0/0/25 5 5
HundredGigE 0/0/0/26 5 5
POS0/1/0/1 5 5
POS0/1/4/2 3 5

Router# configure
Router (config) # router igmp

Router (config-igmp) # maximum groups-per-interface 3000

Max Grp No
25000
25000
25000
25000
25000
25000
25000
25000
25000
25000
25000

Max Grp No

maximum groups-per-interface .
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. maximum groups-per-interface

Router (config-igmp) # interface POS 0/4/0/0
Router (config-igmp-default-if)# maximum groups-per-interface 4000

Related Commands Command Description

Configures the maximum number of groups used by Internet Group
Management Protocol (IGMP).

maximum groups, on page 12

show igmp summary, on page 38 Displays group membership information for Internet Group
Management Protocol (IGMP).
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nsf lifetime (1IGMP) [J|]

nsf lifetime (IGMP)

To configure the maximum time for the nonstop forwarding (NSF) timeout on the Internet Group Management
Protocol (IGMP) process, use the nsf lifetime command in the appropriate configuration mode. To return
to the default behavior, use the no form of this command.

nsf lifetime seconds
no nsf lifetime

Syntax Description

seconds Maximum time for NSF mode. Range is 10 to 3600 seconds.

Command Default ~ Seconds: 60
Command Modes IGMP configuration

IGMP VREF configuration
Command History Release Modification

Usage Guidelines

Release 7.0.12 This command was introduced.

The IGMP NSF process is triggered by the restart of the IGMP process. While in IGMP NSF mode, the
Multicast Routing Information Base (MRIB) purges the routes installed by the previous IGMP process when
the IGMP NSF process times out.

The IGMP NSF lifetime is the period for IGMP to relearn all the host membership of the attached network
through membership queries and reports. During this NSF period, PIM continues to maintain forwarding state
for the local members while IGMP recovers their membership reports.

Additionally, IGMP recovers the internal receiver state from Local Packet Transport Services (LPTS) for IP
group member applications (including the Session Announcement Protocol (SAP) Listener) and updates the
MRIB.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the IGMP NSF timeout value to 120 seconds:

RP/0/RP0O/CPUO:router (config) # router igmp
RP/0/RPO/CPUO:router (config-igmp) # nsf lifetime 120

Related Commands

Command Description
nsf (multicast) Enables NSF capability for the multicast routing system.
nsf lifetime (PIM) Configures the NSF timeout value for the PIM process.
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Command Description

show igmp nsf, on page | Displays the state of NSF operation in IGMP.
33

show mfib nsf Displays the state of NSF operation for the MFIB line cards.
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query-interval

To configure the frequency at which the Cisco IOS XR Software sends Internet Group Management Protocol
(IGMP) host-query messages, use the queryinterval command in the appropriate configuration mode. To
return to the default frequency, use the no form of this command.

query-interval seconds
no query-interval

Syntax Description  seconds Frequency used to send IGMP host-query messages. Range is 1 to 3600.

Command Default If this command is not specified in interface configuration mode, the interface adopts the query interval
parameter specified in IGMP configuration mode.

If this command is not specified in IGMP configuration mode, the query interval time is 60 seconds.

Command Modes IGMP VREF configuration

IGMP interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines Multicast routers send host membership query messages (host-query messages) to discover which multicast
groups have members on the attached networks of the router. Hosts respond with IGMP report messages
indicating that they want to receive multicast packets for specific groups (that is, that the host wants to become
a member of the group). Host-query messages are addressed to the all-hosts multicast group, which has the
address 224.0.0.1, and has an IP time-to-live (TTL) value of 1.

The designated router for a LAN is the only router that sends IGMP host-query messages:

* For IGMP Version 1 (only), the designated router is elected according to the multicast routing protocol
that runs on the LAN.

» For IGMP Versions 2 and 3, the designated querier is the lowest IP-addressed multicast router on the
subnet.

If the router hears no queries for the timeout period (controlled by the query-timeout command), it becomes
the querier.

Note Changing the value of the seconds argument may severely impact network performance. A short query
interval may increase the amount of traffic on the attached network, and a long query interval may reduce the
querier convergence time.
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Note

If you configure the query-interval command in IGMP configuration mode, parameters are inherited by all
new and existing interfaces. You can override these parameters on individual interfaces from interface

configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

This example shows how to change the frequency at which the designated router sends IGMP
host-query messages to 2 minutes:

Router (config) # router igmp

Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if)# query-interval 120

Related Commands

Command

Description

hello-interval (PIM)

Configures the frequency of PIM hello messages.

query-timeout

Configures the timeout value before the router takes over as the querier for
the interface.

show igmp groups, on page 31

Displays the multicast groups that are directly connected to the router and
that were learned through IGMP.
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query-max-response-time .

guery-max-response-time

To configure the maximum response time advertised in Internet Group Management Protocol (IGMP) queries,
use the querymax-response-time command in the appropriate configuration mode. To return to the default
behavior, use the no form of this command.

guery-max-response-time seconds
no query-max-response-time

Syntax Description

Command Default

Command Modes

seconds Maximum response time, in seconds, advertised in IGMP queries. Range is 1 to 12.

If this command is not specified in interface configuration mode, the interface adopts the maximum response
time parameter specified in IGMP configuration mode.

If this command is not specified in IGMP configuration mode, the maximum response time is 10 seconds.

IGMP VREF configuration

IGMP interface configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The query-max-response-time command is not supported on IGMP Version 1.

This command is used to control the maximum response time for hosts to answer an IGMP query message.
Configuring a value less than 10 seconds enables the router to prune groups much faster, but this action results
in network burstiness because hosts are restricted to a shorter response time period.

If you configure this command in IGMP configuration mode, parameters are inherited by all new and existing
interfaces. You can override these parameters on individual interfaces in interface configuration mode.

Note

If the hosts do not read the maximum response time in the query message correctly, group membership might
be pruned inadvertently. Therefore, the hosts must know to respond faster than 10 seconds (or the value you
configure).

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure a maximum response time of 8 seconds:

Router (config) # router igmp
Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if) # query-max-response-time 8

Multicast Command Reference for Cisco 8000 Series Routers .



IGMP Commands |

. query-max-response-time

Related Commands | Command Description

hello-interval (PIM) Configures the frequency of PIM hello messages.

show igmp groups, on page 31 | Displays the multicast groups that are directly connected to the router and
that were learned through IGMP.
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query-timeout

To configure the timeout value before the router takes over as the querier for the interface, use the
guery-timeout command in the appropriate configuration mode. To return to the default behavior, use the
no form of this command.

guery-timeout seconds
no query-timeout

Syntax Description seconds Number of seconds that the router waits after the previous querier has stopped querying before it
takes over as the querier. Range is 60 to 300.

Command Default If this command is not specified in interface configuration mode, the interface adopts the timeout value
parameter specified in IGMP VRF configuration mode. If this command is not specified in IGMP VRF
configuration mode, the maximum response time is equal to twice the query interval set by the query-interval
command.

Command Modes IGMP VREF configuration

IGMP interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The query timeout command is not supported on Internet Group Management Protocol (IGMP) Version 1.

By default, the router waits twice the query interval specified by the query-interval command, after which,
if the router has heard no queries, it becomes the querier. By default, the query interval is 60 seconds, which
means that the query timeout value defaults to 120 seconds.

If you configure a query timeout value less than twice the query interval, routers in the network may determine
a query timeout and take over the querier without good reason.

\}

Note Ifyou configure this command in IGMP configuration mode, parameters are inherited by all new and existing
interfaces. You can override these parameters on individual interfaces in interface configuration mode.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure the router to wait 30 seconds from the time it received

the last query before it takes over as the querier for the interface:

Router (config) # router igmp
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Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if) # query-timeout 30

Related Commands Command Description

query-interval, on page 21 Configures the frequency at which the Cisco 10S XR Software sends
Internet Group Management Protocol (IGMP) host-query messages.
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robustness-count

To set the robustness variable to tune for expected packet loss on a network, use the robustness-count
command in the appropriate configuration mode. To return to the default setting, use the no form of this
command.

robustness-count count
no robustness-count

Syntax Description  count Value of the robustness count variable. Range is 2 to 10 packets.

Command Default Default is 2 packets.

Command Modes IGMP VREF configuration

IGMP interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines IGMP is a soft-state protocol. State must be periodically refreshed or it times out. At a robustness-count
command setting, for example, of 4, a network might lose three IGMP packets related to some specific state
yet still maintain the state. If, however, a network lost more than three IGMP packets in the sequence, the
state would time out. You might then consider changing the robustness-count setting to maintain state.

Task ID Task ID Operations

multicast read,
write

Examples The following example illustrates the use of the robustness-count command:

RP/0/RPO/CPUO:router (config) # configure
RP/0/RP0O/CPUO:router (config) # router igmp
RP/0/RPO/CPUO:router (config-igmp) # robustness-count 2
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IGMP Commands |

To disable or enable Internet Group Management Protocol (IGMP) membership tracking, use the router
command in the appropriate configuration mode. To return to the default behavior, use the no form of this
command.

router {disable|enable}
no router {disable|enable}

Syntax Description

Command Default

Command Modes

disable Turns off IGMP membership tracking.

enable Turns on IGMP membership tracking.

If this command is not specified in IGMP VRF configuration mode, router functionality is enabled on all
interfaces.

IGMP interface configuration

Command History

Usage Guidelines

\}

Release Modification

Release 7.0.12 This command was introduced.

The router command is used to enable and disable the IGMP router functionality on a specific interface.
For instance, IGMP stops queries from an interface when the router functionality is disabled on that interface.
Disabling IGMP router functionality does not prevent local group membership from being announced through
the group membership report.

Note

This command is useful if you want to disable or enable IGMP interfaces that have been previously enabled
through the multicast-routing command.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to enable IGMP membership tracking functionality on all multicast
enabled interfaces, except Packet-over-SONET/SDH (POS) interface HundredGigE 0/0/0/24:

Router (config) # router igmp
Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if) # router enable
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router .

Related Commands Command Description

multicast routing | Enables multicast routing and forwarding on all enabled interfaces of the router and
enters multicast routing configuration mode.
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router igmp

Syntax Description

Command Default

Command Default

To enter Internet Group Management Protocol (IGMP) configuration mode, use the router igmp command
in global configuration mode. To return to the default behavior, use the no form of this command.

router igmp
no router igmp

This command has no keywords or arguments.
No default behavior or values

Global configuration

Command History

Usage Guidelines

\}

Release Modification

Release 7.0.12 This command was introduced.

From IGMP VRF configuration mode, you can configure the maximum response time advertised in IGMP
queries and modify the host query interval.

Note

The IGMP process is turned on when the router igmp command or the multicast-routing command is
initiated.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to enter IGMP configuration mode:

Router (config) # router igmp
Router (config-igmp) #

Related Commands

Command Description

interface all disable | Disables IGMP membership tracking on all interfaces.

multicast routing Enables multicast routing and forwarding on all enabled interfaces of the router and
enters multicast routing configuration mode.
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show igmp groups

To display the multicast groups that are directly connected to the router and that were learned through Internet
Group Management Protocol (IGMP), use the show igmp groups command in EXEC mode.

show igmp groups .

show igmp [vrf vrf-name] groups [{group-address|type interface-path-id | not-active | summary}]

[detail] [explicit]

Syntax Description

Command Default

Command Modes

vrf vrf-name

(Optional) Specifies a VPN routing and forwarding (VRF) instance.

group-address

(Optional) Address or name of the multicast group. An address is a multicast IP address
in four-part dotted-decimal notation. A name is as defined in the Domain Name System
(DNS) hosts table.

type

(Optional) Interface type. For more information, use the question mark (?) online help
function.

interface-path-id

(Optional) Either a physical interface or a virtual interface.
Note Use the show interfaces command in EXEC mode to see a list of all

interfaces currently configured on the router.

For more information about the syntax for the router, use the question mark (?) online
help function.

not-active (Optional) Displays group joins that are not processed.

summary (Optional) Displays the total number of (* , G) and (S, G) states in IGMP.

detail (Optional) Displays detail information such as IGMP Version 3 source list, host, and
router mode.

explicit (Optional) Displays explicit tracking information.

No default behavior or values

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

If you omit all optional arguments, the show igmp groups command displays (by group address and interface
name) all the multicast memberships that the directly connected networks have subscribed.

Task ID

Task ID Operations

multicast read
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Examples

interface:

Router# show igmp groups HundredGigE 0/0/0/24

IGMP Connected Group Membership

Group Address

224.0.0.2
224.0.0.5
224.0.0.6
224.0.0.13
224.0.0.22

This table describes the significant fields shown in the display.

Interface

HundredGigE
HundredGigE
HundredGigE
HundredGigE
HundredGigE

0/0/0/24
0/0/0/24
0/0/0/24
0/0/0/24
0/0/0/24

Table 2: show igmp groups Field Descriptions

Uptime
3wed
3woed
3wed
3wed
3wed

Expires
never
never
never
never
never

IGMP Commands |

The following is sample output from the show igmp groups command on a specific (HundredGigE)

Last Reporter

10.
10.
10.
10.
10.

114

.8.

114.8

114.
114.
114.

O ©o o

44

.44
.44
.44
.44

Field

Description

Group
Address

Address of the multicast group.

Interface

Interface through which the group is reachable.

Uptime

How long (in hours, minutes, and seconds) this multicast group has been known.

Expires

How long (in hours, minutes, and seconds) until the entry is removed from the IGMP groups

table.

Last Reporter

Last host to report being a member of the multicast group.
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show igmp nsf

To display the state of the nonstop forwarding (NSF) operation in Internet Group Management Protocol
(IGMP), use the show igmp nsf command in EXEC mode

show igmp [vrf vrf-name] nsf

Syntax Description  old-output  (Optional) Displays the old show output—available for backward compatibility.

vrf vrf-name (Optional) Specifies a VPN routing and forwarding (VRF) instance.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The show igmp nsf command displays the current multicast NSF state for IGMP. The NSF state that is
displayed may be either normal or activated for NSF. The activated state indicates that recovery is in progress
due to an IGMP failure. The total NSF timeout and time remaining are displayed until NSF expiration.

Task ID Task ID Operations

multicast read

Examples The following is sample output from the show igmp nsf command:

RP/0/RP0O/CPUO:router# show igmp nsf

IGMP AFD
Non-Stop Forwarding Status: Multicast routing state: Normal

NSF Lifetime
00:01
:00

This table describes the significant fields shown in the display.

Table 3: show igmp nsf Field Descriptions

Field Description

Multicast routing state | Multicast NSF status of IGMP (Normal or Non-Stop Forwarding Activated).
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Field

Description

NSF Lifetime

Timeout for IGMP NSF. IGMP remains in the NSF state, recovering the IGMP route
state through IGMP reports for this period of time, before making the transition back
to the normal state and signaling the Multicast Routing Information Base (MRIB).

NSF Time Remaining

If IGMP NSF state is activated, the time remaining until IGMP reverts to Normal
mode displays.

Related Commands Command

Description

nsf (multicast)

Enables NSF capability for the multicast routing system.

nsf lifetime (IGMP)

Configures the NSF timeout value for the IGMP or MLD process. Configures the NSF
timeout value for the IGMP process.

nsf lifetime (PIM)

Configures the NSF timeout value for the PIM process.

show mfib nsf

Displays the state of NSF operation for the MFIB line cards.

show mrib nsf

Displays the state of NSF operation in the MRIB.

show pim nsf

Displays the state of NSF operation for PIM.
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show igmp nsr .

show igmp nsr

To display the nonstop routing (NSR) information in Internet Group Management Protocol (IGMP), use the
show igmp nsr command in EXEC mode.

show igmp ipv4|ipv6 nsr

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 address prefixes.

ipv6 (Optional) Specifies IPv6 address prefixes

No default behavior or values

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The show igmp nsr command displays the current multicast NSR information for IGMP. The NSR state
that is displayed may be either normal or activated for NSR. The activated state indicates that recovery is in
progress due to an IGMP failure. The total NSR timeout and time remaining are displayed until NSR expiration.

Task ID

Examples

Task ID Operations

multicast read

The following is sample output from the show igmp nsr command:

Router# show igmp nsr

IGMP NSR Data :-

NSR State : Not Ready (uptime 4w0d)
Converged with collaborators HE ¢

Partner connection state : Not-coverged/Down

RMF Notif done HE ¢

Last RMF ready notified Never [O0]

Last RMF not ready notifed 4w0d [1]

Last partner process conn up Never [0]

Last partner process conn down : Never [0]

This table describes the significant fields shown in the display.

Table 4: show igmp nsr Field Descriptions

Field Description

NSR State Multicast Non-Stop Routing State: Ready or Not Ready
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Field

Description

Converged with collaborators

Yes or No

Partner connection state

Converged/Yes or Non-converged/No

RMF Notif done

RMF notification whether activated: Yes or No

Last RMF ready notified

The Time when the last RMF ready notification was received: Yes, No, or
Never.

The number in the brackets indicate the number of times the RMF ready
notification was received.

Last RMF not ready notified

The Time when the last RMF not ready notification was received: Yes, No,
or Never.

The number in the brackets indicate the number of times the RMF ready
notification was received.

Related Commands | Command Description

show msdp nsr | Displays the state of NSR operation for MSDP.

show mrib nsr | Displays the state of NSR operation in MRIB.

show pim nsr | Displays the state of NSR operation for PIM.
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show igmp ssm map

To query the source-specific mapping (SSM) state, use the show igmp ssm map command in EXEC mode.

show igmp [vrf vrf-name] ssm map [group-address] [detail]

Syntax Description vrf (Optional) Specifies a VPN routing and forwarding (VRF) instance to be queried.

vrf-name (Optional) Specifies the name of the specific VRF instance.

group-address  (Optional) Specifies the address of the SSM group for which to obtain the mapping state.

detail (Optional) Displays detailed source information.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines No specific guidelines impact the use of this command.

Task ID Task ID Operations

multicast read

Examples The following example illustrates the use of the show igmp ssm map command:
Router# show igmp ssm map 232.1.1.1

232.1.1.1 is static with 1 source
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show igmp summary

To display group membership information for Internet Group Management Protocol (IGMP), use the show
igmp summary command in EXEC mode.

show igmp [vrf vrf-name] summary

Syntax Description  old-output  (Optional) Displays the old show output—available for backward compatibility.

vrf vrf-name  (Optional) Specifies a VPN routing and forwarding (VRF) instance.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The show igmp summary command is used to display the total group membership. The value for number
of groups is the total number of group members on all interfaces. The value for maximum number of groups
is the total number of external and local members possible for all interfaces. The maximum number of groups
and the default value for the maximum number of groups is 50000 members. The maximum number of groups
for each interface, and the default value for the maximum number of groups for each interface, is 25000
members.

Task ID Task ID Operations

multicast read

Examples The following example shows the number of groups for each interface that are IGMP members and

the maximum number of groups that can become members on each interface:
Router# show igmp summary

IGMP summary

Robustness Value 2

No. of Group x Interfaces 61
Maximum number of Group x Interfaces 65

Supported Interfaces : 18
Unsupported Interfaces : 2
Enabled Interfaces : 18
Disabled Interfaces I
Interface

Grp No
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Max Grp No
Bundle-Ether28.1 3 5
MgmtEth0/RSPO/CPU0/0

0
5
Loopback0

4
5
MgmtEth0/RP1/CPU0/0 0 5
Bundle-Ether28
3 5
Bundle-Ether28

3
5
Bundle-Ether28.1

3
5
Bundle-Ether28.2

3

5
Bundle-Ether28.3

3 5
MgmtEthO
/RP1
/CPUO
/0
0

5
GigabitEthernet0/1
/5/0

3 5

GigabitEthernet0/1
/5/1
5

5

This table describes the significant fields shown in the display.

Table 5: show igmp summary Field Descriptions

Field Description

No. of Group x Interfaces Number of multicast groups that are joined through the interface.

Maximum number of Group x Interfaces | Maximum number of multicast groups that can be joined through
the interface.

Supported Interfaces Interfaces through which the multicast groups are reachable.
Unsupported Interfaces Number of unsupported interfaces.
Enabled Interfaces Number of enabled interfaces.
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Field Description
Disabled Interfaces Number of disabled interfaces.
Related Commands  Command Description
show igmp groups, on page 31 Displays the multicast groups that are directly connected to the router
and that were learned through Internet Group Management Protocol
(IGMP).
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show igmp traffic

To display all the Internet Group Management Protocol (IGMP) traffic-related counters, use the show igmp
traffic command in EXEC mode.

show igmp [vrf vrf-name] traffic

Syntax Description

Command Default

vrf vrf-name  (Optional) Specifies a VPN routing and forwarding (VRF) instance.

No default behavior or values

Command Modes EXEC

Command History Release Modification
Release This command was introduced.
7.0.12

Usage Guidelines

The show igmp traffic command is used to display the state of all counters for IGMP traffic. It gives
information about the length of time the counters have been active and the count of different types of IGMP
packets received, such as queries, leaves, and reports. Also, this command keeps a count of all the erroneous
IGMP packets received.

Task ID

Examples

Task ID Operations

multicast read

The following is sample output from the show igmp traffic command:

RP/0/RPO/CPUO:router# show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared: 15:27:38

Received Sent
Valid IGMP Packet 2784 5576
Queries 0 2784
Reports 2784 2792
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Bad Checksums 0
Socket Errors 0
Bad Scope Errors 0
Auxiliary Data Len Error 0
Subnet Errors 0
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IGMP Commands |

Packets dropped due to invalid socket 0
Packets which couldn’t be accessed 0

This table describes the significant fields shown in the display for the showigmp traffic command.

Table 6: show igmp traffic Field Descriptions

Field

Description

Valid IGMP Packet

Total number of valid protocol packets sent and received. Valid packet types
include:

* Queries
* Membership reports
* Leaves

Queries

Total number of query packets sent and received. IP Multicast routers send
queries to determine the multicast reception state of neighboring interfaces.

Reports

Total number of membership report packets received. Membership reports
indicate either the current multicast reception state of a neighboring interface
or a change to that state.

Leaves

Total number of leaves received. A leave group packet indicates a neighboring
interface no longer has multicast reception state for a particular group.

Mtrace packets

Total number of Mtrace packets sent and received. Mtrace traces the route
from a receiver to a source using a particular multicast address.

DVMRP packets

Total number of Distance Vector Multicast Routing Protocol (DVMRP) packets
sent and received. DVMREP is an Internet routing protocol that provides a

mechanism for connectionless datagram delivery to a group of hosts across an
internetwork. This protocol dynamically generates IP multicast delivery trees
using Reverse Path Multicasting. Packet type 0x13 indicates a DVMRP packet.

PIM packets

Total number of sent and received Protocol Independent Multicast (PIM)
packets.

Malformed Packets

Total number of malformed packets received. A malformed packet is a packet
smaller than the smallest valid protocol packet.

Bad Checksums

Total number of packets received with a bad protocol header checksum.

Socket Errors

Total number of read and write failures on the protocol socket.

Bad Scope Errors Total number of packets received with an invalid multicast scope.
Note IGMP has no invalid scopes; this counter, therefore, never
increments in IGMP.
Auxiliary Data Len Errors | Total number of packets received with a non-zero auxilary data length.

. Multicast Command Reference for Cisco 8000 Series Routers



| IGMP Commands

show igmp traffic .

Field

Description

Subnet Errors

Total number of packets received that were not sourced on the same subnet as
the router.

DVMRP and MTRACE packets received are not checked for this error as they
may be validly sourced from a different subnet.

Packets dropped due to
invalid socket

Total number of packets dropped due to an invalid socket.

Packets which couldn’t be
accessed

Total number of packets that could not be sent or received.
This might occur if:

* Packet buffer does not form a valid protocol packet.
* [P header is not written to the packet.

* Outgoing packet interface handle was not set.

* Errors occurred calculating the protocol checksum.

Other Packet Drops

Packets dropped for any other reason.

Related Commands

Command Description

show pim traffic | Displays PIM traffic counter information.
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. show igmp vrf vrf_name groups

show igmp vrf vif_name groups

To display the IGMP group membership information, use the show igmp vrf vrf_name groupscommand
in the EXEC mode.

show igmp vrf vrf_name groups ip_address

Syntax Description ip_address Specifies the IP address or group address.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release This command was

7.0.12 introduced.
Usage Guidelines No specific guidelines impact the use of this command.
Task ID Task ID Operation

multicast read

Router# show igmp vrf vrfl groups 232.1.1.1

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
232.1.1.1 tunnel-mtel 12:39:31 never 110.110.110.110
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sSm map

ssm map .

To map group memberships from legacy hosts in Source-Specific Multicast (SSM) groups accepted by an
access control list (ACL) to a Protocol Independent Multicast (PIM)-SSM source or to configure DNS mapping
for PIM-SSM sources to a set of SSM groups, use the SSm map command in the appropriate configuration
mode. To revert to default behavior, use the no form of this command.

ssm map { static source-address access-list }
no ssm map { static source-address access-list }

Syntax Description

Command Default

Command Modes

source-address PIM-SSM source address to be used to create a static mapping.

accesslist ACL specifying the groups to be used to create a static mapping.

Legacy host membership reports in the SSM group range are discarded.

IGMP VREF configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

PIM-SSM requires the use of IGMPv3 (IPv4) to determine local memberships. Under normal operating
conditions, IGMP discards older version group membership reports for groups in the SSM group range. This
means that a host with a legacy group membership protocol is unable to receive data from a PIM-SSM source.

The ssm map static command maps an older group membership report to a set of PIM-SSM sources. If the
ACL associated with a configured source accepts the SSM group, then that source is included in its set of
sources for the SSM group.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows PIM-SSM mapping in IGMP routing configuration mode:

Router (config) # configuration

Router (config) # router igmp

Router (config-igmp) # ssm map static 10.0.0.1 mc2
Router (config-igmp) #
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static-group

To configure the router to be a statically configured member of the specified group on the interface, or to
statically forward for a multicast group onto the interface, use the static-group command in the appropriate
configuration mode. To return to the default behavior, use the no form of this command.

static-group group-address [inc-mask mask count cnt] [source-address [inc-mask mask count
cnt]]

no static-group group-address [inc-mask mask count cnt] [source-address [inc-mask mask count
cnt]]

Syntax Description

Command Default

Command Modes

group-address [P address of the multicast group in IPv4 prefixing format:

* [P address as defined in the Domain Name System (DNS) hosts table or with the
domain IPv4 host in the format A.B.C.D .

inc-mask mask (Optional) Specifies a mask for the increment range. This is an IP address expressed range
in [Pv4 format. This mask is used with the group address to generate subsequent group
addresses:

* [P address as defined in the Domain Name System (DNS) hosts table or with the
domain IPv4 host in the format A.B.C.D

Note This mask is used with the group address to generate subsequent group
addresses.
count cnt (Optional) Specifies a number of group addresses to generate using the increment mask.

Range is 1 to 512.

source address  (Optional) Source address of the multicast group to include in IPv4 prefixing format:

* IP address as defined in the Domain Name System (DNS) hosts table or with the
domain IPv4 host in the format A.B.C.D .

A router is not a statically connected member of an I[P multicast group.

IGMP interface configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

When you configure the static-group command, packets to the group are switched out the interface, provided
that packets were received on the correct Reverse Path Forwarding (RPF) interface.

The static-group command differs from the join-group command. The join-group command allows the
router to join the multicast group and draw traffic to an IP client process (that is, the route processor). If you
configure both the join-group and static-group command for the same group address, the join-group
command takes precedence and the group behaves like a locally joined group.
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\}

static-group .

Note

The static-group command has no impact on system performance. Configuring a static-group on a loopback
interface has no effect on the router.

Task ID

Examples

Task ID Operations

multicast read,
write

In the following example, the router statically joins two multicast groups 225.2.2.2 and 225.2.2.4
for the specific source 1.1.1.1:

Router (config) # router igmp
Router (config-igmp) # interface HundredGigE 0/0/0/24
Router (config-igmp-default-if) # static-group 225.2.2.2 inc-mask 0.0.0.2 count 2 1.1.1.1
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version

IGMP Commands |

To configure an Internet Group Management Protocol (IGMP) version for the router, use the version command
in the appropriate configuration mode. To restore the default value, use the no form of this command.

version {1|2]3}
no version

Syntax Description

Command Default

Command Modes

1 Specifies IGMP Version 1.

2 Specifies IGMP Version 2.

3 Specifies IGMP Version 3.

If this command is not specified in interface configuration mode, the interface adopts the IGMP version
parameter specified in IGMP VRF configuration mode.

If this command is not specified in IGMP configuration mode, IGMP uses Version 3.
IGMP configuration
IGMP VREF configuration

IGMP interface configuration

Command History

Usage Guidelines

\}

Release Modification

Release 7.0.12 This command was introduced.

All routers on the subnet must be configured with the same version of IGMP. For example, a router running
Cisco IOS XR software does not automatically detect Version 1 systems and switch to Version 1. Hosts can
have any IGMP version and the router will correctly detect their presence and query them appropriately.

The query-max-response-time and query-timeout commands require IGMP Version 2 or 3.

Note

If you configure this command in IGMP configuration mode, parameters are inherited by all new and existing
interfaces. You can override these parameters on individual interfaces from interface configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the router to use IGMP Version 3:
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version .

Router (config) # router igmp
Router (config-igmp) # version 3

Related Commands Command Description
Configures the maximum response time advertised in Internet Group
Management Protocol (IGMP) queries.

Configures the timeout value before the router takes over as the
querier for the interface.

query-max-response-time, on page 23

query-timeout, on page 25
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vrf (igmp)

IGMP Commands |

To configure a virtual private network (VRF) instance, use the vrf command in IGMP routing configuration
mode. To remove the VRF instance from the configuration file and restore the system to its default condition,
use the nNo form of this command.

vrf vrf-name
no vrf vrf-name

Syntax Description

Command Default

Command Modes

vrf-name Name of the VRF instance.

No default behavior or values.

IGMP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

When you use the vrf command from the IGMP routing configuration mode to configure a VRF instance,
you enter the IGMP VRF configuration submode.

A VREF instance is a collection of VPN routing and forwarding tables maintained at the provider edge (PE)
router.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure a VRF instance in IGMP configuration submode
and to enter VRF configuration submode:

Router (config) # router igmp
Router (config-igmp) # vrf wvrf 1
Router (config-igmp-vrf 1)#

. Multicast Command Reference for Cisco 8000 Series Routers



Multicast Source Discovery Protocol Commands

» cache-sa-state, on page 52

* cache-sa holdtime, on page 54

* clear msdp peer, on page 55

* clear msdp sa-cache, on page 56

* clear msdp stats, on page 57

* connect-source, on page 58

* default-peer , on page 60

* description (peer), on page 61

» maximum external-sa, on page 62

* maximum peer-external-sa, on page 64
* mesh-group (peer), on page 65

* global maximum external-sa, on page 66
* originator-id, on page 67

* password (peer), on page 68

* peer (MSDP), on page 70

* remote-as (multicast), on page 71

» sa-filter, on page 72

* show msdp globals, on page 74

* show msdp nsr, on page 76

* show msdp peer, on page 77

* show msdp rpf, on page 79

* show msdp sa-cache, on page 81
 show msdp statistics peer, on page 85
* show msdp summary, on page 87

* shutdown (MSDP), on page 89

* show msdp vrf context, on page 90

* ttl-threshold (MSDP), on page 92
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Multicast Source Discovery Protocol Commands |

cache-sa-state

To control cache source-active (SA) state on a router, use the cache-sa-state command in MSDP configuration
mode. To return to the default behavior, use the no form of this command.

cache-sa-state {list access-list-number | rp-list access-list-name}
no cache-sa-state {list access-list-number | rp-list access-list-name}

Syntax Description

Command Default

Command Modes

list access-list-number  Specifies an IP access list that defines which (S, G) pairs to cache.

rp-list access-list-name  Specifies an access list name for the originating rendezvous point (RP).

The router creates SA state.

MSDP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

When a new member joins a group immediately after an SA message arrives, latency may occur and an SA
message may be missed. To overcome this problem, you can configure this command and the router will
supply SA information (from cache memory) to the new member instead of requiring that the member wait
until the next SA message is received.

The cache-sa-state command is required in every Multicast Source Discovery Protocol (MSDP) speaker,
to cache SA messages received from peers.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the cache state for all sources in 10.0.0.0/16 sending
to groups 224.2.0.0/16:

RP/0/RP0O/CPUO:router# configure

RP/0/RP0/CPUO:router (config) # MSDP

RP/0/RP0O/CPUO:router (config-msdp) # cache-sa-state list 100
RP/0/RPO/CPUO:router (config-msdp) # exit
RP/0/RP0O/CPUO:router (config) # ipv4

access-list 100 permit 10.0.0.0 0.0.255.255 224.2.0.0 0.0.255.255
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\)

Note The source and destination fields in the access list matches on the (S,G) fields in the SA messages.
We recommend that the first address and mask field in the access list is used for the source and the
second field in the access list is used for the group or destination.

Related Commands  Command Description

show msdp sa-cache, on page 81 Displays the (S, G) state learned from Multicast Source Discovery
Protocol (MSDP) peers.
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cache-sa holdtime

To configure the cache source-active (SA) state hold-time period on a router, use the cache-sa-holdtime
command in MSDP configuration mode. To return to the default behavior, use the no form of this command.

cache-sa-holdtime holdtime-number
no cache-sa-holdtime holdtime-number

Syntax Description

Command Default

Command Modes

holdtime-number  Hold-time period (in seconds). Range is 150 to 3600.

holdtime-number : 150 seconds

MSDP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The cache-sa-holdtime command is used to increase the cache SA state hold time. Any cache entry that is
created usually expires after 150 seconds. For troubleshooting purposes, you may need Multicast Source
Discovery Protocol (MSDP) to keep SA cache entries for a longer period.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the cache SA state hold-time period to 200 seconds:

RP/0/RP0O/CPUO:router# configure
RP/0/RP0O/CPUO:router (config) # router

msdp
RP/0/RP0/CPUO:router (config-msdp) # cache-sa-holdtime
200
Related Commands  Command Description
cache-sa-state, on page 52 Controls cache source-active (SA) state on a router.
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clear msdp peer

To clear the TCP connection of the specified Multicast Source Discovery Protocol (MSDP) peer, use the
clear msdp peer command in EXEC mode.

clear msdp [ipv4] peer peer-address

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

peer-address IPv4 address or hostname of the MSDP peer to which the TCP connection is cleared.

Command Default IPv4 addressing is the default.

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The clear msdp peer command closes the TCP connection to the MSDP peer, resets all the MSDP peer
statistics, and clears the input and output queues to and from the MSDP peer.

Task ID Task ID Operations

multicast execute

Examples The following example shows how to clear the TCP connection of the MSDP peer at address
224.15.9.8:
RP/0/RP0/CPUO:router# clear msdp peer 224.15.9.8

Related Commands  Command Description

peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MSDP) peer.
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clear msdp sa-cache

To clear external Multicast Source Discovery Protocol (MSDP) source-active (SA) cache entries, use the
clear msdp sa-cache command in EXEC mode.

clear msdp [ipv4] sa-cache [group-address)

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 address prefixes.

group-address  (Optional) Multicast group address or name for which external SA entries are cleared from
the SA cache.

No default behavior or values

EXEC

Command History

Usage Guidelines

N

Release Modification

Release 7.0.12 This command was introduced.

Note

SA caching is enabled by default on Cisco IOS XR software.

If you do not specify a multicast group by group address or group name with the group-address argument,
the clear msdp sa-cache command clears all external SA cache entries.

Note

Local SA cache entries can be cleared using the clear pim topology command.

Task ID

Examples

Task ID Operations

multicast execute

The following example shows how to clear the external SA entries for the multicast group at address
224.5.6.7 from the cache:

RP/0/RPO/CPUO:router# clear msdp sa-cache 224.5.6.7

Related Commands

Command Description

show msdp sa-cache, on page 81 Displays the (S, G) state learned from Multicast Source Discovery
Protocol (MSDP) peers.
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clear msdp stats

To reset Multicast Source Discovery Protocol (MSDP) peer statistic counters, use the clear msdp stats
command in EXEC mode.

clear msdp [ipv4] stats [peer peer-address] [allvalues]

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

peer peer-address (Optional) Clears MSDP peer statistic counters for the specified IPv6 MSDP peer
address or peer name.

allvalues (Optional) Clears all statistic counters for all MSDP peers.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The clear msdp stats command resets MSDP peer statistic counters such as the number of keepalives sent
and received and the number of Source Active (SA) entries sent and received.

If you do not specify an MSDP peer with the peer keyword and peer-address argument, this command
clears statistic counters for all MSDP peers.

Task ID Task ID Operations

multicast execute

Examples The following example shows how to clear all statistics for all peers:
RP/0/RPO/CPUO:router# clear msdp stats peer 224.0.1.1
Related Commands Command Description

show msdp statistics peer, on page 85 Displays Multicast Source Discovery Protocol (MSDP) peer
statistic counters.
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connect-source

To configure a source address used for a Multicast Source Discovery Protocol (MSDP) connection, use the
connect-source command in the appropriate configuration mode. To return to the default behavior, use the
no form of this command.

connect-source type [interface-path-id]
no connect-source type [interface-path-id]

Syntax Description  type Interface type. For more information, use the question mark (?) online help function.

interface-path-id  (Optional) Physical interface or virtual interface.
Note Use the show interfaces command in EXEC mode to see a list of all

interfaces currently configured on the router.

For more information about the syntax for the router, use the question mark (?) online
help function.

Command Default If a source address is not configured for the MSDP connection, the IP address of the interface toward the peer
is used as a source address.

Command Modes MSDP configuration
MSDP peer configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The connect-source command:

* Specifies the interface type and path ID whose primary address becomes the source IP address for the
TCP connection.

* Is recommended for MSDP peers that peer with a router inside the remote domain.

* Can be configured globally for MSDP (and is inheritable by MSDP peers). This global configuration
can be overridden if the command is issued again in peer configuration mode.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure a loopback interface source address for an MSDP

connection:

RP/0/RPO/CPUO:router (config)# interface loopback 0
RP/0/RP0O/CPUO:router (config-if) # ipv4 address 10.1.1.1/24
RP/0/RP0O/CPUO:router (config-if) # exit
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RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO: router (config-msdp) # connect-source loopback 0
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default-peer

To define a default peer from which to accept all Multicast Source Discovery Protocol (MSDP) source-active
(SA) messages, use the default-peer command in MSDP configuration mode. To return to the default
behavior, use the no form of this command.

default-peer ip-address
no default-peer

Syntax Description

Command Default

Command Modes

ip-address IP address or Domain Name System (DNS) name of the MSDP default peer.

No default MSDP peer exists.

MSDP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

A default peer configuration accepts all MSDP Source-Active (SA) messages, as a last Reverse Path Forwarding
(RPF) rule, when all other MSDP RPF rules fail.

Use the default-peer command if you do not want to configure your MSDP peer to be a BGP peer also.

When the prefix-list list keyword and argument are not specified, all SA messages received from the
configured default peer are accepted.

Remember to configure a BGP prefix list to configure the prefix-list list keyword and argument with the
default-peer command.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the router 172.16.12.0 as the default peer to the local
router:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # default-peer 172.16.12.0

Related Commands

Command Description

peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MSDP) peer.
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description (peer)

To add descriptive text to the configuration for a Multicast Source Discovery Protocol (MSDP) peer, use the
description command in peer configuration mode. To return to the default behavior, use the no form of this
command.

description peer-address text
no description peer-address text

Syntax Description

Command Default

Command Modes

peer-address IP address or hostname for the peer to which this description applies.

text Description of the MSDP peer. Use up to 80 characters to describe this peer.

No description is associated with an MSDP peer.

MSDP peer configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

Configure a description to make the MSDP peer easier to identify. This description is visible in the show
msdp peer command output.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the router at the IP address 10.0.5.4 with a description
indicating that it is a router at customer site A:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # peer 10.0.5.4
RP/0/RP0O/CPUO:router (config-msdp-peer) # description 10.0.5.4 router at customer_site A

Related Commands

Command Description
peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MISDP) peer.
show msdp peer, on page 77 Displays information about the Multicast Source Discovery

Protocol (MSDP) peer.
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maximum external-sa

To configure the maximum number of external Multicast Source Discovery Protocol (MSDP) source-active
(SA) entries that can be learned by the router or by a specific MSDP peer, use the maximum external-sa
command in the appropriate configuration mode. To return to the default behavior, use the no form of this
command.

maximum external-sa entries
no maximum external-sa

Syntax Description

Command Default

Command Modes

entries Maximum number of SA entries that can be learned by the router or a specific MSDP peer. Range
is 1 to 75000.

entries: 20000

MSDP peer configuration

MSDP configuration

Command History

Usage Guidelines

)

Release Modification

Release 7.0.12 This command was introduced.

When issued from MSDP configuration mode, the maximum external-sa command configures the total
number of external SA entries (that is, the total cumulative SA state for all peers) that can be learned by the
router. This command is used to control router resource utilization under heavy traffic conditions.

Note

The configuration fails if you configure the maximum number of external SA entries to be lower than the
current accumulated SA state.

When issued from MSDP peer configuration mode, the maximum external-sa command configures the
total number of external SA entries that can be learned by a specific MSDP peer. From MSDP configuration
mode, this command can also be used to configure a specific MSPD peer to override the maximum external
SA entry value configured with the maximum peer-external-sa command.

Note

The configuration fails if you configure the maximum number of external SA entries for a specific MSDP
peer to be higher than the maximum number of external SA entries that can be learned by the router.

Task ID

Task ID Operations

multicast read,
write
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Examples

maximum external-sa .

This example shows how to configure the maximum number of external SA entries that can be learned
by the router to 30000 SA entries:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0/CPUO:router (config-msdp) # maximum external-sa 30000

This example shows how to configure the maximum number of external SA entries that can be learned
by the MSDP peer at address 10.1.5.3 to 25000 SA entries:

RP/0/RP0/CPUO:router (config) # router msdp
RP/0/RPO/CPUO:router (config-msdp) # peer 10.1.5.3
RP/0/RP0O/CPUO:router (config-msdp-peer) # maximum external-sa 25000

Related Commands

Command Description

maximum peer-external-sa, on page 64 Configures the maximum number of external Multicast Source
Discovery Protocol (MSDP) Source-Active (SA) entries that can be
learned from MSDP peers.

show msdp summary, on page 87 Displays Multicast Source Discovery Protocol (MSDP) peer status.
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. maximum peer-external-sa

maximum peer-external-sa

To configure the maximum number of external Multicast Source Discovery Protocol (MSDP) Source-Active
(SA) entries that can be learned from MSDP peers, use the maximum peer-external-sa command in MSDP
configuration mode. To return to the default behavior, use the no form of this command.

maximum peer-external-sa entries
no maximum peer-external-sa

Syntax Description

entries  Maximum number of SA entries to be learned by MSDP peers. Range is 1 to 75000.

Command Default entries : 20000
Command Modes MSDP configuration
Command History Release Modification

Usage Guidelines

N

Release 7.0.12 This command was introduced.

The maximum peer-external-sa command configures the maximum number of external SA entries that
can be learned for each configured MSDP peer, whereas the maximum external-sa command (in MSDP
configuration mode) configures the maximum number of SA entries accepted by the router as a cumulative
total.

Note

The configuration fails if you attempt to configure the maximum number of external SA entries for MSDP
peers to be higher than the maximum number of external SA entries that can be learned by the router.

Task ID

Examples

Task ID Operations

multicast read,
write

This example shows how to configure the maximum number of external SA entries that each MSDP
peer can learn to 27000 SA entries:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # maximum peer-external-sa 27000

Related Commands

Command Description

maximum external-sa, on page 62 Configures the maximum number of external Multicast Source
Discovery Protocol (MSDP) source-active (SA) entries that can be
learned by the router or by a specific MSDP peer.

show msdp summary, on page 87 Displays Multicast Source Discovery Protocol (MSDP) peer status.
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mesh-group (peer)

To configure a Multicast Source Discovery Protocol (MSDP) peer to be a member of a mesh group, use the
mesh-group command in peer configuration mode. To return to the default behavior, use the no form of
this command.

mesh-group name
no mesh-group name

Syntax Description name Name of the mesh group.

Command Default MSDP peers do not belong to a mesh group.

Command Modes MSDP peer configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines A mesh group is a group of MSDP speakers that have fully meshed MSDP connectivity among themselves.
Any Source-Active (SA) messages received from a peer in a mesh group are not forwarded to other peers in
the same mesh group.

Mesh groups can be used to:

* Reduce SA message flooding

* Simplify peer Reverse Path Forwarding (RPF) flooding (no need to run Border Gateway Protocol [BGP]
among MSDP peers)

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure the MSDP peer at address 10.0.5.4 to be a member

of the mesh group named internal:

RP/0/RP0O/CPUO:router# configure
RP/0/RP0O/CPUO:router (config) # router msdp
RP/0/RPO/CPUO:router (config-msdp) # peer 10.0.5.4
RP/0/RP0O/CPUO:router (config-msdp-peer) # mesh-group internal
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. global maximum external-sa

global maximum external-sa

To limit the total number of source active (SA) messages across all VRFs, use the global maximum
external-sa command in the MSDP configuration mode. To remove the set SA messages limit use the no
form of the command.

global maximum external-sa value
no global maximum external-sa

Syntax Description

value Specifies the maximum-limit for the source active messages. Range is 1 to 75000.

Command Default None

Command Modes MSDP configuration mode

Command History Release Modification
Release This command was
7.0.12 introduced.

Usage Guidelines

The value configured using the global maximum external-sa command must be greater than the maximum
value of any VRF, which, in turn, must be greater than the maximum value of any peer in that VRF. When
the set limit is reached, a syslog message is issued.

Task ID

Task ID Operation

multicast read,
write

This example shows the maximum-limit value for the source active messages, set to 100:

RP/0/RPO/CPUO:router (config-msdp) # global maximum external-sa 100
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originator-id

To identify an interface type and instance to be used as the rendezvous point (RP) address in a Multicast
Source Discovery Protocol (MSDP) Source-Active (SA) message, use the originator-id command in MSDP
configuration mode. To return to the default behavior, use the no form of this command.

originator-id type interface-path-id
no originator-id type interface-path-id

Syntax Description

Command Default

Command Modes

type Interface type. For more information, use the question mark (?) online help function.

interface-path-id  Physical interface or virtual interface.
Note Use the show interfaces command in EXEC mode to see a list of all

interfaces currently configured on the router.

For more information about the syntax for the router, use the question mark ( ? ) online
help function.

The RP address is used as the originator ID.

MSDP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The originator-id command allows an MSDP speaker that originates an SA message to use the IP address
of the interface as the RP address in the SA message.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure Gigabit Ethernet interface 0/1/1/0 to be used as the
RP address in SA messages:

Route (config) # router msdp
Router (config-msdp) # originator-id HundredGigE0/0/0/24
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password (peer)

To enable Message Digest 5 (MDS5) authentication on a TCP connection between two Multicast Source
Discovery Protocol (MSDP) peers, use the password command in MSDP peer configuration mode. To return
to the default behavior, use the no form of this command.

password {clear | encrypted} password
no password {clear | encrypted} password

Syntax Description clear Specifies that an unencrypted password follows. The password must be a case-sensitive,
clear-text unencrypted password.

encrypted Specifies that an encrypted password follows. The password must be a case-sensitive, encrypted
password.

password  Password of up to 80 characters. The password can contain any alphanumeric characters.
However, if the first character is a number or the password contains a space, the password must
be enclosed in double quotation marks; for example, “2 password.”

Command Default No password is configured.

Command Modes MSDP peer configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The password command supports MDS signature protection on a TCP connection between two MSDP peers.
When MDS5 authentication is enabled between two MSDP peers, each segment sent on the TCP connection
between the peers is verified. MDS5 authentication must be configured with the same password on both MSDP
peers; otherwise, the connection between them is not made. Configuring MD5 authentication causes the Cisco
I0S XR software to generate and verify the MD5 digest of every segment sent on the TCP connection.

Use the show msdp peer command to check if a password has been configured on a peer.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure the MSDP password on a peer:

RP/0/RP0O/CPUO:router# configure
RP/0/RP0/CPUO:router (config) # router msdp
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RP/0/RPO/CPUO:router (config-msdp) # peer 10.0.5.4
RP/0/RP0O/CPUO:router (config-msdp-peer) # password encrypted a34bi5m

Related Commands Command Description

show msdp peer, on page 77 Displays information about the Multicast Source Discovery
Protocol (MSDP) peer.
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peer (MSDP)

To configure a Multicast Source Discovery Protocol (MSDP) peer, use the peer command in MSDP
configuration mode. To return to the default behavior, use the no form of this command.

peer peer-address
no peer peer-address

Syntax Description

Command Default

Command Modes

peer-address 1P address or Domain Name System (DNS) name of the router that is to be the MSDP peer.

No MSDP peer is configured.

MSDP configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

Configure the specified router as a Border Gateway Protocol (BGP) neighbor.

If you are also BGP peering with this MSDP peer, use the same IP address for MSDP as you do for BGP.
However, you are not required to run BGP with the MSDP peer, as long as there is a BGP path between the
MSDP peers. If there is no path, you must configure the default-peer command from MSDP configuration
mode.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the router at the IP address 172.16.1.2 as an MSDP
peer to the local router and enter MSDP peer configuration mode:

RP/0/RP0O/CPUO:router# configure
RP/0/RP0/CPUO:router (config) # router msdp
RP/0/RPO/CPUO:router (config-msdp) # peer 172.16.1.2
RP/0/RP0O/CPUO:router (config-msdp-peer) #

Related Commands

Command Description

default-peer, on page 60 Defines a default peer from which to accept all Multicast Source
Discovery Protocol (MSDP) source-active (SA) messages.
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remote-as (multicast)

To configure the remote autonomous system number of this peer, use the remote-as command in peer
configuration mode. To return to the default behavior, use the no form of this command.

remote-as as-number
no remote-as as-number

Syntax Description

Command Default

Command Modes

as-number  Autonomous system number of this peer. Range for 2-byte numbers is 1 to 65535. Range for
4-byte numbers is 1.0 to 65535.65535.

If this command is not issued during peer configuration, the remote autonomous system value is derived from
BGP (if also configured) or initialized to zero, when only Interior Gateway Protocol (IGP) is present.

MSDP peer configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

Use the remote-as command to configure remote autonomous system if deriving the autonomous system
value from the configured Border Gateway Protocol (BGP) is not required.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the autonomous system number for the specified peer to
250:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # peer 172.16.5.4
RP/0/RP0O/CPUO:router (config-msdp-peer) # remote-as 250
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To configure an incoming or outgoing filter list for Source-Active (SA) messages received from the specified
Multicast Source Discovery Protocol (MSDP) peer, use the sa-filter command in the appropriate configuration
mode. To return to the default behavior, use the no form of this command.

safilter {in|out} {list accesslist-name|rp-list access-list-name}
no sa-filter {in|out} {list access-list-name|rp-list access-list-name}

Syntax Description

Command Default

Command Modes

in | out Specifies incoming or outgoing SA filtering.

list access-list-name Specifies an IP access list number or name. If no access list is specified, no (S,

G) pairs from the peer are filtered.

rp-list access-list-name  Specifies an originating rendezvous point (RP) access list in SA messages.

Ifthe sa-filter command is not configured, no incoming or outgoing messages are filtered; all incoming SA
messages are accepted from the peer, and all outgoing SA messages received are forwarded to the peer.

MSDP configuration

MSDP peer configuration

Command History

Usage Guidelines

N

Release Modification

Release 7.0.12 This command was introduced.

Note

You can configure the sa-filter command globally for MSDP (and is inheritable by MSDP peers); however,
this global configuration can be overridden if it is issued again in peer configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

In the following example, only (S, G) pairs that pass access list 10 are forwarded in an SA message
to the peer with IP address 131.107.5.4:

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # peer 131.107.5.4
RP/0/RPO/CPUO:router (config-msdp-peer) # sa-filter out list 10

In the following example, only (S, G) pairs for the rendezvous point that passes access list 151 are
forwarded in an SA message to the peer with the IP address 131.107.5.4:
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sa-filter .

RP/0/RPO/CPUO:router (config) # router msdp
RP/0/RP0O/CPUO:router (config-msdp) # peer 131.107.5.4
RP/0/RPO/CPUO:router (config-msdp-peer) # sa-filter out rp-list list_151

Note The source and destination fields in the access list matches on the (S,G) fields in the SA messages.
We recommend that the first address and mask field in the access list is used for the source and the
second field in the access list is used for the group or destination.

Related Commands  Command Description

peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MSDP) peer.
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show msdp globals

To display the Multicast Source Discovery Protocol (MSDP) global variables, use the show msdp globals
command in EXEC mode.

show msdp [ipv4] globals

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

Command Default IPv4 addressing is the default.

Command Modes EXEC

Command History Release Modification
Release This command was introduced.
7.0.12
Usage Guidelines Some global variables associated with MSDP sessions are displayed, such as the originator ID, default peer,

and connection state with Protocol Independent Multicast (PIM), Source.

Task ID Task ID Operations

multicast read

Examples The following is sample output from the show msdp globals command:

RP/0/RP0O/CPUO:router# show msdp globals

Multicast Source Discovery Protocol - msdp[405672]
AS: 10, caching, originator: not set, default peer: not set
Connected to PIM: yes

Active RP Grange/len Source Count
ADV/RPF (Total, Active)

10.10.2.1 224.0.0.0/4 0,0

10.10.10.3 0.0.0.0 1,1

Max/active group count: 1/1

Max/active SA count: 1/1

General stats

Current lists alloced/free: 2/0
Total list items alloced/free: 9/1
Total source buffers alloced/free: 1/0
Total group buffers alloced/free: 1/0
Total RP buffers alloced/free: 2/0
TLV buffers alloced/free: 1/1
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show msdp globals .

This table describes the significant fields shown in the display.

Table 7: show msdp globals Field Descriptions

Field Description

AS Local autonomous system.

caching SA caching that is enabled.

originator Local rendezvous point (RP).

default peer Default peer to accept Source Active (SA) messages from when all Reverse
Path Forwarding (RPF) rules fail.

Active RP All RPs involved in sending SA messages to this router.

Grange/len Multicast Group Range or Multicast Group Mask.

The field is visible only when there is a specified group range for the local
RP. If a group range is unspecified (for example, for RPs that advertise
SAs) only the Advertiser address and the RPF information is displayed
(see ADV/RPF below).

Source Count

Total and active SA messages advertised by the respective RP.

ADV/RPF

Adpvertiser and RPF entry.

Max/active group count

Maximum group count since router was booted and number of active
groups.

Max/active SA count

Maximum SA message count since router was booted, and number of active
SA messages.

Total source buffers alloced/free

Number of internal source buffers allocated and freed after allocation.

Total group buffers alloced/free

Number of internal group buffers allocated and freed after allocation.

Total RP buffers alloced/free

Number of internal RP buffers allocated and freed after allocation.

TLV buffers alloced/free

Number of internal time-to-live buffers allocated and freed after allocation.

Related Commands

Command

Description

show msdp peer, on page 77

Displays information about the Multicast Source Discovery Protocol
(MSDP) peer.

show msdp sa-cache, on page 81

Displays the (S, G) state learned from Multicast Source Discovery
Protocol (MSDP) peers.
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show msdp nsr

To display nonstop routing (NSR) information in the Multicast Source Discovery Protocol (MSDP), use the
show mrib nsr command in the appropriate mode.

show msdp ipvé4|ipv6 nsr

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

ipv6 (Optional) Specifies IPv6 address prefixes.

Command Default IPv4 addressing is the default.

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The show msdp nsr command displays the current multicast NSR state for the MSDP. The state may be
normal or activated for NSR. The activated state indicates that recovery is in progress due to a failure in MRIB
or Protocol Independent Multicast (PIM). The total NSR timeout and time remaining are displayed until NSR
expiration.

Task ID Task ID Operations

multicast read

Examples The following is sample output from the show msdp nsr command:
RP/0/RPO/CPUO:router# show msdp nsr
Related Commands | Command Description

show mrib nsr | Displays the state of NSR operation in the MRIB.

show igmp nsr | Displays the state of NSR operation for IGMP.

show pim nsr | Displays the state of NSR operation for PIM.
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show msdp peer

To display information about the Multicast Source Discovery Protocol (MSDP) peer, use the show msdp
peer command in EXEC mode.

show msdp [ipv4] peer [peer-address]

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

peer-address  (Optional) IP address or hostname of the MSDP peer for which information is displayed.

Command Default IPv4 addressing is the default.

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines No specific guidelines impact the use of this command.

Task ID Task ID Operations

multicast read

Examples The following is sample output from the show msdp peer command:

RP/0/RPO/CPUO:router# show msdp peer 10.10.10.2

MSDP Peer 10.10.10.2 (?), AS 20
Description:
Connection status:
State: Up, Resets: 0, Connection Source: 10.10.10.12
Uptime (Downtime) : 00:00:26, SA messages received: 0
TLV messages sent/received: 1/1
Output messages discarded: 0
Connection and counters cleared 00:00:26 ago
SA Filtering:
Input (S,G) filter: none
Input RP filter: none
Output (S,G) filter: none
Output RP filter: none
SA-Requests:
Input filter: none
Sending SA-Requests to peer: disabled
Password: None
Peer ttl threshold: 0
Input queue size: 0, Output queue size: 0
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This table describes the significant fields shown in the display.

Table 8: show msdp peer Field Descriptions

Field Description

MSDP Peer IP address of the MSDP peer.

AS Autonomous system to which the peer belongs.

State State of the peer.

Uptime(Downtime) Days and hours the peer is up or down, per state shown in previous column.

If less than 24 hours, it is shown in terms of hours:minutes:seconds.

Msgs Sent/Received

Number of Source-Active (SA) messages sent to peer/number of SA messages
received from peer.

Peer Name

Name of peer.

TCP connection source

Interface used to obtain IP address for TCP local connection address.

SA input filter

Name of the access list filtering SA input (if any).

SA output filter

Name of the access list filtering SA output (if any).

SA-Request filter

Name of the access list filtering SA request messages (if any).

Sending SA-Requests to peer

There are no peers configured to send SA request messages to.

Password Information on the password. If the password is set on an active peer,
“Configured, set on active socket” is displayed.
Peer ttl threshold Multicast packets with an IP header that shows time-to-live greater than or
equal to this value are sent to the MSDP peer.
Related Commands Command Description

peer (MSDP), on page 70

Configures a Multicast Source Discovery Protocol (MSDP) peer.

show msdp sa-cache, on page 81

Displays the (S, G) state learned from Multicast Source Discovery
Protocol (MSDP) peers.
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show msdp rpf

To display the Multicast Source Discovery Protocol (MSDP) Reverse Path Forwarding (RPF) rule that governs
whether an Source-Active (SA) from an originating RP will be accepted, use the show msdp rpf command
in EXEC mode.

show msdp [ipv4] rpf rpf-address

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 address prefixes.

rpf-address  IP address or hostname of the RPF next hop.

IPv4 addressing is the default.

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The show msdp rpf command displays the peer interface and autonomous system to which the SAs are sent
and forwarded based on the MSDP RPF rule. The rule is displayed and applied on the RP address field of the
arriving SAs.

Task ID

Examples

Task ID Operations

multicast read

The following is sample output from the show msdp rpf command for RP peer 10.1.1.1:

RP/0/RP0/CPUO:router# show msdp rpf 10.1.1.1

RP peer for 172.16.1.1 is 10.1.1.1 AS 200, rule: 1
bgp/rib lookup: nexthop: 10.1.1.1, asnum: 200

This table describes the significant fields shown in the display.

Table 9: show msdp rpf Field Descriptions

Field Description

RP peer for 172.16.1.11is 10.1.1.1 | IP address of the MSDP RPF peer.

AS 200 Autonomous system to which the peer belongs.
rule: 1 MSDP RPF rule that matches what was learned from SAs.
bgp/rib lookup: Multicast RPF routing table lookup.
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Field Description
nexthop: 10.1.1.1 Router where the SA is sent to reach the final destination.
asnum: 200 Autonomous system number for the next-hop neighbor router.
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show msdp sa-cache

To display the (S, G) state learned from Multicast Source Discovery Protocol (MSDP) peers, use the show
msdp sa-cache command in EXEC mode.

show msdp [ipv4] sa-cache [source-address] [group-address] [all] [asnum as-number] [peer
peer-address] [rpaddr rp-address] [summary]

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 address prefixes.

source-address (Optional) Source address or hostname of the source about which (S, G) information
is displayed.

group-address (Optional) Group address or name of the group about which (S, G) information is
displayed.

all (Optional) Displays all Source Active (SA) entries with PI (PIM Interested) flags.

asnum as-number  (Optional) Displays SA entries of the specified autonomous system number. Range
for 2-byte Autonomous system numbers (ASNs) is 1 to 65535. Range for 4-byte
Autonomous system numbers (ASNs) in asplain format is 1 to 4294967295. Range
for 4-byte Autonomous system numbers (ASNs) is asdot format is 1.0 to 65535.65535.

peer peer-address (Optional) Displays peer entry information, including peer name and peer address.

rpaddr rp-address (Optional) Displays SA entries that match the specified rendezvous point (RP) address.

summary (Optional) Displays the count of all SA entries, RPs, sources, and groups.

[Pv4 addressing is the default.

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The show msdp sa-cache command is used to examine the (S, G) entries and the attributes, flags (L, E, EA),
uptime, autonomous system number, and RP addresses that are stored in the SA cache.

These guidelines apply when this command is used:

» The cache-sa-state command is enabled by default.

* When you specify the summary keyword, the total number of cache, group, and source entries, and
entries advertised by each RP and autonomous system are displayed.

* When you specify two addresses or names, an (S, G) entry corresponding to those addresses is displayed.
* When you specify a single group address, all sources for that group are displayed.

» When you specify no options, the entire SA cache is displayed, excluding the PI flag entries.
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Task ID

Examples

Task ID Operations

multicast read

This is a sample output from the show msdp sa-cache command:

RP/0/RP0O/CPUO:router# show msdp sa-cache

MSDP Flags:
E - set MRIB E flag, L - domain local source is active,
EA - externally active source, PI - PIM is interested in the group,

DE - SAs have been denied.

Cache Entry:

(10.10.5.102, 239.1.1.1), RP 10.10.4.3, AS 20, 15:44:03/00:01:17
Learned from peer 10.10.2.2, RPF peer 10.10.2.2

SA's recvd 1049, Encapsulated data received: 0O

grp flags: PI, src flags: E, EA, PI

This table describes the significant fields shown in the display.

Table 10: show msdp sa-cache Field Descriptions

Field Description

(10.10.5.102, 239.1.1.1) The first address (source) is sending to the second address (group).

RP 10.10.4.3 Rendezvous point (RP) address in the originating domain where the SA
messages started.

MBGP/AS 20 RP is in autonomous system AS 20 according to the unicast RPF table:

« If Multiprotocol Border Gateway Protocol (MBGP) is not
configured—RIB table 1.

* If MBGP is configured—RIB table 2 or multicast table.

15:44:03/00:01:17 The route has been cached for 15 hours, 44 minutes, and 3 seconds. If no SA

message is received in 1 minute and 17 seconds, the route is removed from
the SA cache.

Encapsulated data received: | MSDP SA captures any data information when the source starts so that the
0 receiver does not miss data when the SA path is established.

The following is sample output using the all keyword option:

RP/0/RP0/CPUO:router# show msdp sa-cache all

MSDP Flags:

E - set MRIB E flag , L - domain local source is active,

EA - externally active source, PI - PIM is interested in the group,
DE - SAs have been denied. Timers age/expiration,

Cache Entry:

(*, 239.1.1.1), RP 0.0.0.0, AS 0, 06:32:18/expired
Learned from peer local, RPF peer local
SAs recvd 0, Encapsulated data received: 0 grp flags: PI, src flags:
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show msdp sa-cache .

es the significant fields shown in the display.

Table 11: show msdp sa-cache all Field Descriptions

Field

Description

(*,239.1.1.1)

Protocol Independent Multicast (PIM) interest in the group due to a local Internet Group
Management Protocol (IGMP) join.

RP 0.0.0.0

There is no RP associated with this entry.

ASO

This entry is 0, autonomous system (AS) rendezvous point (RP) is null.

06:32:18/expired

Route is alive in hours, minutes, and seconds. Note that MSDP does not monitor this route
as it is received from the MRIB and PIM.

The following is s

RP/0/RPO/CPUO:r

Total # of SAs
Total # of RPs
Total # of Sour
Total # of Grou

Originator-RP

172.16.1.1
172.17.1.1
AS-num SA tota

200 3

ample output using the summary keyword option:

outer# show msdp sa-cache summary

3
=2
ces = 1
ps = 3
SA total RPF peer
0 0.0.0.0
3 172.17.1.1

1

This table describes the significant fields shown in the display.

Table 12: show msdp sa-cache summary Field Descriptions

Field

Description

Total # of SAs

Total number of SAs that are currently active in the system.

Total # of RPs

Total number of RPs that have distributed the SA information to this system.

Total # of Sources

Total number of sources that are active from all domains.

Total # of Groups

Total number of groups to which sources are sending data from all domains.

Originator-RP

SA information based on the individual RPs and the originating domains that distributed
them.

AS-num

SA information based on the originating autonomous system.

The following is sample output using the asnum keyword option:

RP/0/RP0O/CPUO:router# show msdp sa-cache asnum 200
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MSDP Flags:

E - set MRIB E flag , L - domain local source is active,

EA - externally active source, PI - PIM is interested in the group,
DE - SAs have been denied. Timers age/expiration,

Cache Entry:

(172.31.1.1, 239.1.1.1), RP 5.1.1.1, AS 200, 00:00:25/00:02:04
Learned from peer 5.1.1.1, RPF peer 172.17.1.1
SAs recvd 1, Encapsulated data received: 100
grp flags: none, src flags: EA
(172.31.1.1, 239.1.1.2), RP 172.17.1.1, AS 200, 00:00:16/00:02:13
Learned from peer 172.17.1.1, RPF peer 172.17.1.1
SAs recvd 1, Encapsulated data received: 100
grp flags: none, src flags: EA
(172.31.1.1, 239.1.1.3), RP 172.17.1.1, AS 200, 00:00:13/00:02:16
Learned from peer 172.17.1.1, RPF peer 172.17.1.1
SAs recvd 1, Encapsulated data received: 100
grp flags: none, src flags: EA

Related Commands

Command Description
cache-sa-state, on page 52 Controls cache source-active (SA) state on a router.
peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MSDP) peer.
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show msdp statistics peer

To display Multicast Source Discovery Protocol (MSDP) peer statistic counters, use the show msdp statistics
peer command in EXEC mode

show msdp [ipv4] statistics peer [peer-address]

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Specifies IPv4 address prefixes.

peer-address  (Optional) IP address or name of the MSDP peer.

[Pv4 addressing is the default.

EXEC

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The show msdp statisticspeer command displays MSDP peer statistics such as the number of keepalive
messages sent and received and the number of Source-Active (SA) entries sent and received.

If you do not specify an MSDP peer with the peer-address argument, this command displays statistics for
all MSDP peers.

Task ID

Examples

Task ID Operations

multicast read

The following is sample output from the show msdp statistics peer command:

RP/0/RP0/CPUO:router# show msdp statistics peer
MSDP Peer Statistics :-

Peer 10.1.2.3 : AS is 10, State is Up, 0 active SAs

TLV Rcvd : 57 total
57 keepalives, 0 notifications
0 SAs, 0 SA Requests
0 SA responses, 0 unknowns

TLV Sent : 57 total
54 keepalives, 0 notifications
3 SAs, 0 SA Requests
0 SA responses

SA msgs 0 received, 3 sent

Peer 10.2.3.4 : AS is 0, State is Connect, 0 active SAs
TLV Rcvd : 0 total

0 keepalives, 0 notifications
0 SAs, 0 SA Requests
0 SA responses, 0 unknowns
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TLV Sent : 0 total
0 keepalives, 0 notifications
0 SAs, 0 SA Requests
0 SA responses

SA msgs 0 received, 0 sent

This table describes the significant fields shown in the display.

Table 13: show msdp statistic peer Field Descriptions

Field Description

Peer All statistics are displayed for MSDP peer.
10.1.2.3

AS 10 Peer belongs to autonomous system (AS) 10.

State is UP | Peer state is established.

0 active SAs | There are no active SAs from this peer.

TLV Revd | Information about the time-to-lives (TLVs) received from this peer.

TLV Sent | Information about the TLVS sent to this peer.

SA msgs Information about the SA messages for this peer.
Related Commands  Command Description
clear msdp stats, on page 57 Resets Multicast Source Discovery Protocol (MSDP) peer statistic
counters.
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show msdp summary

To display Multicast Source Discovery Protocol (MSDP) peer status, use the show msdp summary command
in EXEC mode.

show msdp [ipv4] summary

Syntax Description ipv4 (Optional) Specifies IPv4 address prefixes.

Command Default IPv4 addressing is the default.

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The show msdp summary command displays peer status such as the following:

* Peer address

* Peer autonomous system
* Peer state

» Uptime and downtime

» Number of Source-Active (SA) messages sent or received

Task ID Task ID Operations

multicast read

Examples The following is sample output from the show msdp summary command:

RP/0/RPO/CPUO:router# show msdp summary
Out of Resource Handling Enabled
Maximum External SA's Global : 20000

Current External Active SAs : 0

MSDP Peer Status Summary

Peer Address AS State Uptime/ Reset Peer Active Cfg.Max TLV
Downtime Count Name SA Cnt Ext.SAs recv/sent
10.1.1.1 0 NoIntf 00:10:07 O ? 0 0 0/0
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This table describes the significant fields shown in the display.

Table 14: show msdp summary Field Descriptions

Field Description

Peer Address Neighbor router address from which this router has MSDP peering established.

AS Autonomous system to which this peer belongs.

State State of peering, such as UP, inactive, connect, and Nolntf.

Uptime/Downtime | MSDP peering uptime and downtime in hours, minutes, and seconds.

Reset Count Number of times the MSDP peer has reset.
Peer Name DNS name of peer (if available).
Active SA Cnt Total number of SAs that are active on this router.

Cfg. Max Ext. SAs | Total number of maximum external SAs after the SAs are dropped. If 0, nothing is

configured.
TLV recv/sent Total number of time-to-lives (TLVs) sent and received.
Related Commands  Command Description
show msdp peer, on page 77 Displays information about the Multicast Source Discovery Protocol
(MSDP) peer.
show msdp sa-cache, on page 81 Displays the (S, G) state learned from Multicast Source Discovery

Protocol (MSDP) peers.

. Multicast Command Reference for Cisco 8000 Series Routers
88



| Multicast Source Discovery Protocol Commands
shutdown (MsDP) [

shutdown (MSDP)

To shut down a Multicast Source Discovery Protocol (MSDP) peer, use the shutdown command in peer
configuration mode. To return to the default behavior, use the no form of this command.

shutdown
no shutdown

Syntax Description ~ This command has no keywords or arguments.

Command Default No default behavior or values
Command Modes MSDP peer configuration
Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines Use the shutdown command to shut down the peer. To configure many MSDP commands for the same peer,
shut down the peer, configure it, and activate the peer later.

You might also want to shut down an MSDP session without losing configuration information for the peer.

When a peer is shut down, the TCP connection is terminated and is not restarted.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to shut down the peer with the address 172.16.5.4:
RP/0/RP0O/CPUO:router (config) # router msdp
RP/0/RPO/CPUO:router (config-msdp) # peer 172.16.5.4
RP/0/RP0O/CPUO: router (config-msdp-peer) # shutdown

Related Commands Command Description

show msdp peer, on page 77 Displays information about the Multicast Source Discovery
Protocol (MSDP) peer.
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show msdp vrf context

To show the MSDP information configured for a VPN routing and forwarding (VRF) context, use the show
msdp vrf context command in EXEC mode.

show msdp vrf vrf-name context

Syntax Description  vrf-name VPN routing and forwarding (VRF) interface.

Command Default None

Command Modes EXEC

Command History Release Modification

Release This command was

7.0.12 introduced.
Usage Guidelines No specific guidelines impact the use of this command.
Task ID Task ID Operation

multicast read

Example

This example shows how to use the show msdp vrf context command:

RP/0/RP0O/CPUO:router # show msdp vrf red context
Fri Feb 8 18:13:51.599 PST

MSDP context information for red

VRF ID : 0x60000002

Table ID : 0xe0000002

Table Count (Active/Total) : 1/1
Inheritable Configuration

TTL )

Maximum SAs : 0

Keepalive Period : 30

Peer Timeout Period : 75
Connect Source

SA Filter In

SA Filter Out

RP Filter In

RP Filter Out

Configuration
Originator Address : 0.0.0.0
Originator Interface Name
Default Peer Address : 0.0.0.0
SA Holdtime : 150
Allow Encaps Count : 0
Context Maximum SAs : 20000
SA Cache Counts (Current/High Water Mark)
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Groups

Sources

RPs

External SAs
MRIB Update Counts

Total updates

With no changes

(*,G) routes

(S,G) routes
MRIB Update Drops

Invalid group

Invalid group length

Invalid source

Auto-RP Address

oN OoON

N O O O

0/0
0/0
2/0
0/0

show msdp vrf context .
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ttl-threshold (MSDP)

To limit which multicast data packets are sent in Source-Active (SA) messages to a Multicast Source Discovery
Protocol (MSDP) peer, use the ttl-threshold command in MSDP configuration mode or peer configuration
mode. To return to the default behavior, use the no form of this command.

ttl-threshold ttl
no ttl-threshold ttl

Syntax Description

Command Default

Command Modes

ttl  Time to live value. Range is 1 to 255.

ttl ;1

MSDP configuration

MSDP peer configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The ttl-threshold command limits which multicast data packets are sent in data-encapsulated Source-Active
(SA) messages. Only multicast packets with an IP header time-to-live (TTL) greater than or equal to the ttl
argument are sent to the MSDP peer specified by the IP address or name.

Use the ttl-threshold command to use TTL to examine your multicast data traffic. For example, you can
limit internal traffic to a TTL of 8. If you want other groups to go to external locations, send the packets with
a TTL greater than 8.

Note

This command can be configured globally for MSDP (and to be inheritable by MSDP peers). However this
global configuration can be overridden if issued again in peer configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure a TTL threshold of eight hops:

RP/0/RP0/CPUO:router (config) # router msdp
RP/0/RPO/CPUO:router (config-msdp) # ttl-threshold 8

Related Commands

Command Description

peer (MSDP), on page 70 Configures a Multicast Source Discovery Protocol (MSDP) peer.
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* accept-register, on page 95

* auto-rp candidate-rp, on page 96

* bsr candidate-bsr, on page 98

* bsr candidate-rp, on page 100

* clear pim counters, on page 102

* clear pim topology, on page 105

* dr-priority, on page 107

* global maximum, on page 108

* global maximum bsr crp-cache threshold, on page 109
* global maximum group-mappings bsr threshold, on page 111
* hello-interval (PIM), on page 113

* interface (PIM), on page 115

* join-prune-interval, on page 117

* join-prune-mtu, on page 118

* maximum register-states, on page 119

* maximum route-interfaces, on page 120

* maximum routes, on page 121

* mofir rib, on page 122

» neighbor-check-on-recv enable, on page 124
* neighbor-check-on-send enable , on page 125
* neighbor-filter, on page 126

* nsf lifetime (PIM), on page 127

* old-register-checksum, on page 128

* router pim, on page 129

* rp-address, on page 130

* rpf topology route-policy, on page 132

* rpf-redirect, on page 133

* rpf-redirect bundle, on page 134

* rp-static-deny , on page 136

* rpf-vector , on page 137

* rpf-vector use-standard-encoding , on page 138
* show auto-rp candidate-rp, on page 139

* show pim global summary, on page 141
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 show pim nsr, on page 143

* show pim rpf-redirect, on page 145

* show pim rpf-redirect route, on page 146

* show pim segment-database, on page 147

* show pim context, on page 149

* show pim context table, on page 152

* show pim group-map, on page 154

* show pim interface, on page 156

* show pim join-prune statistic, on page 159

* show pim mstatic, on page 161

* show pim neighbor, on page 163

* show pim nsf, on page 166

 show pim range-list, on page 168

* show pim rpf, on page 170

* show pim rpf hash, on page 172

* show pim rpf route-policy statistics, on page 174
* show pim rpf route-policy test, on page 176

* show pim rpf summary, on page 178

* show pim summary, on page 180

* show pim topology, on page 182

* show pim topology detail, on page 188

* show pim topology entry-flag, on page 191

* show pim topology interface-flag, on page 193
* show pim topology summary, on page 195

* show pim traffic, on page 197

* show pim tunnel info, on page 199

* show pim vrf vrf name rpf, on page 201

* show pim vrf vrf name topology, on page 202
* spt-threshold infinity, on page 203

* ssm, on page 204
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accept-register

To configure a rendezvous point (RP) router to filter Protocol Independent Multicast (PIM) register messages,
use the accept-register command in PIM configuration mode. To return to the default behavior, use the no
form of this command.

accept-register access-list-name
no accept-register

Syntax Description

Command Default

Command Modes

access-list-name  Access list number or name.

No default behavior or values

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The accept-register command prevents unauthorized sources from registering with the rendezvous point.
If an unauthorized source sends a register message to the rendezvous point, the rendezvous point immediately
sends back a register-stop message.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to restrict the rendezvous point. Sources in the Source Specific
Multicast (SSM) range of addresses are not allowed to register with the rendezvous point. These
statements need to be configured only on the rendezvous point.

RP/0/RPO/CPUO:router (config) # router pim

RP/0/RPO/CPUO:router (config-pim-default-ipv4) # accept-register no-ssm-range
RP/0/RP0O/CPUO:router (config-pim-default-ipvd) # exit

RP/0/RPO/CPUO:router (config)# ipv4 access-list no-ssm-range
RP/0/RP0O/CPUO:router (config-ipv4-acl)# deny ipv4 any 232.0.0.0 0.255.255.255
RP/0/RPO/CPUO:router (config-ipv4-acl) # permit any
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auto-rp candidate-rp

To configure a router as a Protocol Independent Multicast (PIM) rendezvous point (RP) candidate that sends
messages to the well-known CISCO-RP-ANNOUNCE multicast group (224.0.1.39), use the

auto-rp candidate-rp command in PIM configuration mode. To return to the default behavior, use the no
form of this command.

auto-rp candidate-rp type interface-path-id scope ttl-value [group-list access-list-name] [interval
seconds] [bidir]
no auto-rp candidate-rp type interface-path-id scope ttl-value [group-list access-list-name] [interval
seconds] [bidir]

Syntax Description

Command Default

Command Modes

type Interface type. For more information, use the question mark (?) online help
function.

interface-path-id Physical interface or virtual interface.
Note Use the show interfaces command in EXEC mode to see a list of

all interfaces currently configured on the router.

For more information about the syntax for the router, use the question mark (?)
online help function.

scope ttl-value Specifies a time-to-live (TTL) value (in router hops) that limits the scope of
the auto-rendezvous point (Auto-RP) announce messages that are sent out of
that interface. Range is 1 to 255.

group-list access-list-name (Optional) Specifies an access list that describes the group ranges for which
this router is the rendezvous point.

interval seconds (Optional) Specifies the time between rendezvous point announcements. Range
is 1 to 600.
bidir (Optional) Specifies a bidirectional rendezvous point for PIM.

A router is not configured as a PIM rendezvous point candidate by default.

seconds : 60

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The auto-rp candidate-rp command is used by the rendezvous point for a multicast group range. The router
sends an Auto-RP announcement message to the well-known group CISCO-RP-ANNOUNCE (224.0.1.39).
This message announces the router as a candidate rendezvous point for the groups in the range described by
the access list.
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auto-rp candidate-rp .

When the interval keyword is specified, the interval between Auto-RP announcements is set to number of
seconds with the total hold time of the announcements automatically set to three times the interval time. The
recommended interval time range is from 1 to 180 seconds.

The hold time of the Auto-RP announcement is the time for which the announcement is valid. After the
designated hold time, the announcement expires and the entry is purged from the mapping cache until there
is another announcement.

Ifthe optional group-list keyword is omitted, the group range advertised is 224.0.0.0/4. This range corresponds
to all IP multicast group addresses, which indicates that the router is willing to serve as the rendezvous point
for all groups.

A router may be configured to serve as a candidate rendezvous point for more than one group range by a
carefully crafted access list in the router configuration.

Note

The auto-rp candidate-rp command is available for IPv4 address prefixes only.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to send rendezvous point announcements from all PIM-enabled
interfaces for a maximum of 31 hops. The IP address by which the router wants to be identified as
a rendezvous point is the IP address associated with GigabitEthernet interface 0/1/0/1. Access list 5
designates the groups that this router serves as the rendezvous point.

Router (config) # ipv4 access-list 5
Router (config-ipvéd-acl) # permit ipv4 any 224.0.0.0 15.255.255.255
Router (config-ipv4-acl) # exit
Router (config) # router pim

Router (config-pim-default-ipv4) # auto-rp candidate-rp HundredGigE 0/0/0/24 scope 31
group-list 5

Router (config-pim-default-ipv4) # end

The router identified in the following example advertises itself as the candidate rendezvous point
and is associated with loopback interface 0 for the group ranges 239.254.0.0 to 239.255.255.255 and
224.0.0.0 to 231.255.255.255:

Router
Router
Router
Router
Router
Router

config)# ipv4 access-list 10

config-ipvé4-acl) # permit ipv4 any 239.254.0.0 0.0.255.255

config-ipvéd-acl) # exit

config)# router pim

config-pim-default-ipv4)# auto-rp candidate-rp loopback 0 scope 16 group-list 10
config-pim-default-ipv4) # end
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bsr candidate-bsr

To configure the router to announce its candidacy as a bootstrap router (BSR), use the bsr candidate-bsr
command in PIM configuration mode. To return to the default behavior, use the no form of this command.

bsr candidate-bsr ip-address [hash-mask-len length] [priority value]
no bsr candidate-bsr

Syntax Description

Command Default

Command Modes

ip-address IP address of the BSR router for the domain. For IPv4, this is an IP address in four-part
dotted-decimal notation. For IPv6, the IP address is specified in hexadecimal format
using 16-bit values between colons.

hash-mask-len (Optional) Specifies the length of a mask that is to be used in the hash function.

length * All groups with the same seed hash (correspond) to the same rendezvous point

(RP). For example, if this value is 24, only the first 24 bits of the group addresses
matter. This fact allows you to get one RP for multiple groups.

* For IPv4 addresses, we recommend a value of 30. The range is 0 to 32.

* For IPv6 addresses, we recommend a value of 126. The range is 0 to 128.

priority value (Optional) Specifies the priority of the candidate BSR. Range is 1 to 255. We
recommend the BSR with the higher priority. If the priority values are the same, the
router with the higher IP address is the BSR.

*value: 1

* Default C-RP cache state limit in both Candidate BSR and Elected BSR is 100.

* Configurable maximum C-RP cache in both BSR and Elected BSR is in the range of 1 - 100000.
* Default RP-group mapping state limit in PIMv2 router is 100.

* Configurable maximum RP-group mapping state in PIMv2 router is in the range of 1 - 100000.

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The bsr candidate-bsr command causes the router to send bootstrap messages to all its Protocol Independent
Multicast (PIM) neighbors, with the address of the designated interface as the BSR address. Each neighbor
compares the BSR address with the address it had from previous bootstrap messages (not necessarily received
on the same interface). If the current address is the same or higher address, the PIM neighbor caches the
current address and forwards the bootstrap message. Otherwise, the bootstrap message is dropped.

This router continues to be the BSR until it receives a bootstrap message from another candidate BSR saying
that it has a higher priority (or if the same priority, a higher IP address).
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\}

Note Use the bsr candidate-bsr command only in backbone routers with good connectivity to all parts of the
PIM domain. A subrouter that relies on an on-demand dial-up link to connect to the rest of the PIM domain
is not a good candidate BSR.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure the router as a candidate BSR with a hash mask

length of 30:

RP/0/RP0/CPUO:router (config) # router pim
RP/0/RPO/CPUO:router (config-pim-default-ipv4) # bsr candidate-bsr 10.0.0.1 hash-mask-len 30
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bsr candidate-rp

To configure the router to advertise itself as a Protocol Independent Multicast (PIM) Version 2 candidate
rendezvous point (RP) to the bootstrap router (BSR), use the bsr candidate-rp command in PIM configuration
mode. To return to the default behavior, use the no form of this command.

bsr candidate-rp ip-address [group-list access-list] [interval seconds] [priority value][bidir]
no bsr candidate-rp ip-address
[bidir]

Syntax Description

Command Default

Command Modes

ip-address IP address of the router that is advertised as a candidate rendezvous point address.

group-list access-list  (Optional) Specifies the IP access list number or name that defines the group prefixes
that are advertised in association with the rendezvous point address. The access list
name cannot contain a space or quotation mark, and must begin with an alphabetic
character to avoid confusion with numbered access lists.

interval seconds (Optional) Specifies the candidate rendezvous point advertisement interval in seconds.
Range is 30 to 600.
priority value (Optional) Indicates the rendezvous point priority value. Range is 1 to 255.
bidir (Optional) Configures a bidirectional (bidir) rendezvous point.
evalue: 1

* Default C-RP cache state limit in both Candidate BSR and Elected BSR is 100.
* Configurable maximum C-RP cache in both BSR and Elected BSR is in the range of 1 - 100000.
* Default RP-group mapping state limit in PIMv2 router is 100.

* Configurable maximum RP-group mapping state in PIMv2 router is in the range of 1 - 100000.

PIM configuration

Command History

Usage Guidelines

N

Release Modification

Release 7.0.12 This command was introduced.

The bsr candidate-rp command causes the router to send a PIM Version 2 message advertising itself as a
candidate rendezvous point to the BSR. The addresses allowed by the access list, together with the router
identified by the IP address, constitute the rendezvous point and its range of addresses for which it is responsible.

Note

Use the bsr candidate-rp command only in backbone routers that have good connectivity to all parts of the
PIM domain. That is, a stub router that relies on an on-demand dial-up link to connect to the rest of the PIM
domain is not a good candidate rendezvous point.
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bsr candidate-rp .

Task ID

Examples

Task ID Operations

multicast read,

write

The following example shows how to configure the router to advertise itself as a candidate rendezvous
point to the BSR in its PIM domain. Access list number 4 specifies the group prefix associated with
the candidate rendezvous point address 172.16.0.0. This rendezvous point is responsible for the
groups with the prefix 239.

RP/0/RP0O/CPUO
RP/0/RP0O/CPUO
RP/0/RP0O/CPUOQ
RP/0/RP0O/CPUO
RP/0/RP0O/CPUO
RP/0/RP0O/CPUOQ

:router (config) # router pim

:router (config-pim-default-ipv4) # bsr candidate-rp 172.16.0.0 group-list 4
:router
:router
:router (config-ipv4-acl) # permit ipv4 any 239.0.0.0 0.255.255.255
:router (config-ipvéd-acl) # end

config-pim-default-ipv4) # exit

(
(
(
(config) # ipv4 access-list 4
(
(

Related Commands

Command

Description

bsr candidate-bsr, on page 98 Configures the router to announce its candidacy as a bootstrap

router (BSR).
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clear pim counters

To clear Protocol Independent Multicast (PIM) counters and statistics, use the clear pim counters command

in EXEC mode.

clear pim [vrf vrf-name] [ipv4] counters

Syntax Description

Command Default

vrf vrf-name  (Optional) Specifies a VPN routing and forwarding (VRF) instance.

ipv4 (Optional) Specifies IPv4 address prefixes.

No default behavior or values

Command Modes EXEC

Command History Release Modification
Release This command was introduced.
7.0.12

Usage Guidelines

If you do not explicitly specify a particular VRF, the default VRF is used.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows sample output before and after clearing PIM counters and statistics:

RP/0/RPO/CPUO:router# show pim traffic
PIM Traffic Counters
Elapsed time since counters cleared: 1d0lh

Received Sent
Valid PIM Packets 15759217 15214426
Hello 9207 12336
Join-Prune 1076805 531981
Data Register 14673205 0
Null Register 73205 0
Register Stop 0 14673205
Assert 0 0
Batched Assert 0 0
Bidir DF Election 0 0
BSR Message 0 0
Candidate-RP Adv. 0 0
Join groups sent 0
Prune groups sent 0
Output JP bytes 0
Output hello bytes 4104

Errors:
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Malformed Packets

Bad Checksums

Socket Errors

Subnet Errors

Packets dropped since send queue was full
Packets dropped due to invalid socket
Packets which couldn't be accessed

Packets sent on Loopback Errors

Packets received on PIM-disabled Interface
Packets received with Unknown PIM Version

O O o0y OO OO o o o

This table describes the significant fields shown in the display.

Table 15: show pim traffic Field Descriptions

Field Description

Elapsed time since counters cleared Time (in days and hours) that had elapsed since the counters
were cleared with the clear pim counters command.

Valid PIM Packets Total PIM packets that were received and sent.

HelloJoin-PruneRegisterRegister StopAssert | Specific type of PIM packets that were received and sent.

Bidir DF Election

Malformed Packets Invalid packets due to format errors that were received and sent.

Bad Checksums Packets received or sent due to invalid checksums.

Socket Errors Packets received or sent due to errors from the router’s IP host
stack sockets.

Packets dropped due to invalid socket Packets received or sent due to invalid sockets in the router’s
IP host stack.

Packets which couldn't be accessed Packets received or sent due to errors when accessing packet
memory.

Packets sent on Loopback Errors Packets received or sent due to use of loopback interfaces.

Packets received on PIM-disabled Interface | Packets received or sent due to use of interfaces not enabled

for PIM.
Packets received with Unknown PIM Packets received or sent due to invalid PIM version numbers
Version in the packet header.

RP/0/RPO/CPUO:router# clear pim counters
RP/0/RPO/CPUO:router# show pim traffic

PIM Traffic Counters
Elapsed time since counters cleared: 00:00:04

BSR Message 0 0
Candidate-RP Adv. 0 0
Join groups sent 0
Prune groups sent 0
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Output JP bytes 0
Output hello bytes 0

Errors:

Malformed Packets

Bad Checksums

Socket Errors

Subnet Errors

Packets dropped since send queue was full
Packets dropped due to invalid socket
Packets which couldn't be accessed
Packets sent on Loopback Errors

Packets received on PIM-disabled Interface
Packets received with Unknown PIM Version

O O O OO OoO oo oo

Related Commands Command Description

show pim traffic, on page 197 Displays Protocol Independent Multicast (PIM) traffic counter
information.
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clear pim topology

To clear group entries from the Protocol Independent Multicast (PIM) topology table and reset the Multicast
Routing Information Base (MRIB) connection, use the clear pim topology command in EXEC mode.

clear pim [vrf vrf-name] [ipv4] topology [{ip-address-name|reset}]

Syntax Description vrf vrf-name (Optional) Specifies a VPN routing and forwarding (VRF) instance.

ipv4 (Optional) Specifies IPv4 address prefixes.

ip-address-name  (Optional) Can be either one of the following:

» Name of the multicast group, as defined in the Domain Name System (DNS) hosts
table or with the domain IPv4 or domain IPv6 host command.

* IP address of the multicast group, in IPv4 or IPv6 format according to the specified
address family.

reset (Optional) Deletes all entries from the topology table and resets the MRIB connection.

Command Default No default behavior or values

Command Modes EXEC

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The clear pim topology command clears existing PIM routes from the PIM topology table. Information
obtained from the MRIB table, such as Internet Group Management Protocol (IGMP) local membership, is
retained. If a multicast group is specified, only those group entries are cleared.

When the command is used with no arguments, all group entries located in the PIM topology table are cleared
of PIM protocol information.

Ifthe reset keyword is specified, all information from the topology table is cleared and the MRIB connections
are automatically reset. This form of the command can be used to synchronize state between the PIM topology
table and the MRIB database. The reset keyword should be strictly reserved to force synchronized PIM and
MRIB entries when communication between the two components is malfunctioning.

If you do not explicitly specify a particular VRF, the default VRF is used.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to clear the PIM topology table:
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RP/0/RP0/CPUO:router# clear pim topology
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dr-priority

To configure the designated router (DR) priority on a Protocol Independent Multicast (PIM) router, use the
dr-priority command in the appropriate configuration mode. To return to the default behavior, use the no
form of this command.

dr-priority value
no dr-priority

Syntax Description  value An integer value to represent DR priority. Range is from 0 to 4294967295.

Command Default If this command is not specified in interface configuration mode, the interface adopts the DR priority value
specified in PIM configuration mode.

If this command is not specified in PIM configuration mode, the DR priority value is 1.

Command Modes PIM interface configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines If all the routers on the LAN support the DR priority option in the PIM Version 2 (PIMv2) hello message that
they send, you can force the DR election by use of the dr-priority command so that a specific router on the
subnet is elected as DR. The router with the highest DR priority becomes the DR.

When PIMv2 routers receive a hello message without the DR priority option (or when the message has priority
of 0), the receiver knows that the sender of the hello message does not support DR priority and that DR election
on the LAN segment should be based on IP address alone.

)

Note If this command is configured in PIM configuration mode, parameters are inherited by all new and existing
interfaces. You can override these parameters on individual interfaces from PIM interface configuration mode.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to configure the router to use DR priority 4 for

Packet-over-SONET/SDH (POS) interface 0/1/0/0, but other interfaces will inherit DR priority 2:

RP/0/RPO/CPUO:router (config) # router pim

RP/0/RP0O/CPUO:router (config-pim-default-ipv4) # dr-priority 2
RP/0/RP0/CPUO:router (config-pim-default-ipv4)# interface pos 0/1/0/0
RP/0/RP0O/CPUO:router (config-pim-ipv4-if) # dr-priority 4
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global maximum

To configure the global maximum limit states that are allowed by Protocol Independent Multicast (PIM) for
all VRFs, use the global maximum command in PIM configuration mode. To return to the default behavior,
use the no form of this command.

global maximum [{register states|route-interfaces|routes number}]
no global maximum [{register states|route-interfaces|routes}]

Syntax Description  register states  (Optional) Specifies the PIM source register states for all VRFs. Range is 0 to 75000.
Note PIM registers throttle at 20000 due to the default global threshold set.

route-interfaces (Optional) Specifies the total number of PIM interfaces on routes for all VRFs. Range
is 1 to 600000.

routes (Optional) Specifies the PIM routes for all VRFs. Range is 1 to 200000.

Command Default Default value is 20000.

Command Modes PIM configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines The global maximum command is used to set an upper limit for register states, route interfaces, and routes
on all VRFs. When the limit is reached, PIM discontinues route interface creation for its topology table.
S

Note  After the maximum threshold values for routes or route-interfaces are reached, throttling begins and will
remain in effect until the values fall below 95% of the Maximum value.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to set the upper limit for PIM route interfaces on all VRFs to

200000:

RP/0/RP0O/CPUO:router# router pim
RP/0/RP0/CPUO:router (config-pim-default-ipv4)# global maximum route-interfaces 200000
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global maximum bsr crp-cache threshold

To configure the global maximum bsr crp-cache threshold limit that are allowed by Protocol Independent
Multicast (PIM) for all VRFs, use the global maximum bsr crp-cache threshold command in PIM
configuration mode. To return to the default behavior, use the no form of this command.

[global] maximum [{bsr crp-cachethreshold}]
no [global] maximum [{bsr crp-cachethreshold}]

Syntax Description

Command Default

Command Modes

global (Optional) Configures the
maximum value for CRP cache and
threshold limit to the sum of the
caches in all VRFs.

crp-cache Specifies the CRP cache value. The
range is from 1 to 10000.

threshold Specifies the threshold value for the
crp-cache value. Range is between
1 to the set crp-cache value.

No default behavior or values.

PIM configuration

Command History

Usage Guidelines

Release Modification
Release This command was introduced.
7.0.12

The global maximum bsr command is used to the threshold limits for the crp-cache levels.

Use the global keyword to configure the maximum value for CRP cache and threshold limit to the sum of
the caches in all VRF. However, each VREF, including the default, will still have its own smaller maximum
and threshold values. To set the maximum and threshold values in the default VRF, you should omit the
global keyword.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set a crp-cache of 2000 and the threshold level to 500 for the
crp-cache in the router PIM configuration mode.

RP/0/RP0/CPUO:router# router pim

RP/0/RPO/CPUO:router (config-pim) # global maximum bsr crp-cache 2000 ?
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threshold
<cr>
RP/0/RP0O/CPUO:

Multicast PIM Commands |

Set threshold to print warning

router (config-pim) # global maximum bsr crp-cache 2000 threshold ?

<1-2000> Threshold value

RP/0/RPO/CPUO:
RP/0/RP0O/CPUO:

router (config-pim) # global maximum bsr crp-cache 2000 threshold 500
router (config-pim) #

The following example shows how to set a crp-cache of 2000 and the threshold level to 500 for the
crp-cache in the router PIM configuration mode in VRF sub-mode.

RP/0/RP0O/CPUO:

RP/0/RP0O/CPUO:

RP/0/RPO/CPUO:
500

RP/0/RP0O/CPUO:

RP/0/RP0O/CPUO:

router# router pim
router (config-pim) # address-family ipv4

router (config-pim-default-ipv4) # global maximum bsr crp-cache 2000 threshold

router (config-pim-default-ipv4) # maximum bsr crp-cache 1800 threshold 450

router (config-pim-default-ipvd) #

The following configuration shows how to set the maximum and threshold level in the default VREF,
while all VRFs together have a larger global maximum and threshold level:

RP/0/RP0O/CPUO:

RP/0/RP0O/CPUO:

RP/0/RPO/CPUO
550

RP/0/RP0O/CPUO:

RP/0/RP0O/CPUO:

router# router pim

router (config-pim) # address-family ipv4

:router (config-pim-default-ipv4) # global maximum bsr crp-cache 600 threshold

router (config-pim-default-ipv4)# maximum bsr crp-cache 500 threshold 450

router (config-pim-default-ipv4) #
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global maximum group-mappings bsr threshold

To configure the global maximum group-mappings and the threshold levels that are allowed by Protocol
Independent Multicast (PIM) for all VRFs, use the global maximum group-mappingsbsr threshold command
in PIM configuration mode. To return to the default behavior, use the no form of this command.

global maximum [{group-mappings bsr threshold}]
no global maximum [{group-mappings bsr threshold}]

Syntax Description

Command Default

Command Modes

bsr Specifies the bsr value. Range is 1
to 10000.
threshold Specifies the threshold value for the

bsr value. Range is between 1 to
the set bsr value.

No default behavior or values.

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The global maximum group-mappings command is used to the threshold limits for the crp-cache levels.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set a bsr of 2000 and the threshold level to 500 for the bsr in
the router PIM configuration mode.

RP/0/RP0O/CPUO:router# router pim

RP/0/RPO/CPUO:router (config-pim) # global maximum group-mappings bsr

RP/0/RP0O/CPUO:router (config-pim) # global maximum group-mappings bsr 2000 threshold ?
<1-2000> Threshold value

RP/0/RP0O/CPUO:router (config-pim) # global maximum group-mappings bsr 2000 threshold 500
RP/0/RP0/CPUO:router (config-pim) #

The following example shows how to set a crp-cache of 2000 and the threshold level to 500 for the
crp-cache in the router PIM configuration mode in VRF sub-mode.

RP/0/RPO/CPUO:router# router pim
RP/0/RP0O/CPUO:router (config-pim) # address-family ipv4
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RP/0/RPO/CPUO:router (config-pim-default-ipv4) # global maximum bsr-crp-cache 2000 threshold
500
RP/0/RP0/CPUO:router (config-pim-default-ipv4) # maximum bsr-crp-cache 1800 threshold 450
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hello-interval (PIM)

To configure the frequency of Protocol Independent Multicast (PIM) hello messages, use the hello-interval
command in the appropriate configuration mode. To return to the default behavior, use the no form of this
command.

hello-interval seconds
no helo-interval

Syntax Description

Command Default

Command Modes

seconds Interval at which PIM hello messages are sent. Range is 1 to 3600.

Default is 30 seconds.

PIM interface configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

Routers configured for I[P multicast send PIM hello messages to establish PIM neighbor adjacencies and to
determine which router is the designated router (DR) for each LAN segment (subnet).

To establish these adjacencies, at every hello period, a PIM multicast router multicasts a PIM router-query
message to the All-PIM-Routers (224.0.0.13) multicast address on each of its multicast-enabled interfaces.

PIM hello messages contain a hold-time value that tells the receiver when the neighbor adjacency associated
with the sender should expire if no further PIM hello messages are received. Typically the value of the hold-time
field is 3.5 times the interval time value, or 120 seconds if the interval time is 30 seconds.

Use the show pim neighbor command to display PIM neighbor adjacencies and elected DRs.

Note

If you configure the hello-interval command in PIM configuration mode, parameters are inherited by all
new and existing interfaces. You can override these parameters on individual interfaces from PIM interface
configuration mode.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure the PIM hello message interval to 45 seconds. This
setting is adopted by all interfaces excluding the 60 second interval time set for
Packet-over-SONET/SDH (POS) interface 0/1/0/0:

RP/0/RPO/CPUO:router (config) # router pim
RP/0/RP0O/CPUO:router (config-pim-default-ipv4)# hello-interval 45
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RP/0/RP0/CPUO:router (config-pim-default-ipv4) # interface pos 0/1/0/0
RP/0/RP0O/CPUO: router (config-pim-ipv4-if) # hello-interval 60

Related Commands Command Description

dr-priority, on page 107 Configures the designated router (DR) priority on a Protocol
Independent Multicast (PIM) router.

show pim neighbor, on page 163 Displays the Protocol Independent Multicast (PIM) neighbors
discovered by means of PIM hello messages.
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interface (PIM)

To configure Protocol Independent Multicast (PIM) interface properties, use the interface command in PIM
configuration mode. To disable multicast routing on an interface, use the no form of this command.

interface type interface-path-id
no interface type interface-path-id

Syntax Description  type Interface type. For more information, use the question mark (?) online help function.

interface-path-id  Physical interface or virtual interface.
Note Use the show interfaces command in EXEC mode to see a list of all

interfaces currently configured on the router.

For more information about the syntax for the router, use the question mark (?) online
help function.

Command Default No default behavior or values

Command Modes PIM configuration

Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines Use the interface command to configure PIM routing properties for specific interfaces. Specifically, this
command can be used to override the global settings for the following commands:

* dr-priority
* hello-interval
* join-prune-interval

Use the interface command also to enter PIM interface configuration mode.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to enter interface configuration mode to configure PIM routing

properties for specific interfaces:

RP/0/RP0/CPUO:router (config) # router pim
RP/0/RP0O/CPUO: router (config-pim-default-ipv4) # interface pos 0/1/0/0
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RP/0/RP0O/CPUO: router
/CPUO:router (config-pim-ipv4-if) #

Related Commands Command Description

dr-priority, on page 107 Configures the designated router (DR) priority on a Protocol
Independent Multicast (PIM) router.

hello-interval (PIM), on page 113 Configures the frequency of Protocol Independent Multicast (PIM)
hello messages.

join-prune-interval, on page 117 Configures the join and prune interval time for Protocol Independent
Multicast (PIM) protocol traffic.
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join-prune-interval

To configure the join and prune interval time for Protocol Independent Multicast (PIM) protocol traffic, use
the join-prune-interval command in the appropriate configuration mode. To return to the default behavior,
use the nNo form of this command.

join-prune-interval seconds
no join-prune-interval

Syntax Description

Command Default

Command Modes

seconds Interval, in seconds, at which PIM multicast traffic can join or be removed from the shortest path
tree (SPT) or rendezvous point tree (RPT). Range is 10 to 600.

If this command is not specified in PIM interface configuration mode, the interface adopts the join and prune
interval parameter specified in PIM configuration mode.

If this command is not specified in PIM configuration mode, the join and prune interval is 60 seconds.

PIM interface configuration

PIM configuration

Command History

Usage Guidelines

N

Release Modification

Release 7.0.12 This command was introduced.

Note

If this command is configured in PIM configuration mode, parameters are inherited by all new and existing
interfaces. You can override these parameters on individual interfaces from PIM interface configuration mode.

The join-prune-interval command is used to configure the frequency at which a PIM sparse-mode router
sends periodic join and prune messages.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to change the join and prune interval time to 90 seconds on
Packet-over-SONET/SDH (POS) interface 0/1/0/0:

RP/0/RPO/CPUO:router (config) # router pim
RP/0/RP0O/CPUO:router (config-pim-default-ipv4) # interface pos 0/1/0/0
RP/0/RPO/CPUO:router (config-pim-ipv4-if) # join-prune-interval 90
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join-prune-mtu

To configure the maximum size of a PIM Join/Prune message, use the join-prune-mtu command in the
appropriate mode. To return to the default value, use the no form of the command.

join-prune-mtu value
no join-prune-mtu value

Syntax Description

Command Default

Command Modes

value Join-prune MTU in bytes. Range is 576 to 65535.

65535 bytes

Router PIM configuration mode

Command History

Usage Guidelines

Release Modification
Release This command was introduced.
7.0.12

The actual maximum size used for PIM Join/Prune messages is the smaller of the, IP MTU value of the
interface and the join-prune-mtu value. In normal operation without this configuration, the PIM Join/Prune
packet is packed with Join/Prune messages until the interface MTU size limit is reached. This can lead to
large PIM Join/Prune message packets getting sent out, which may affect the processing efficiency on some
neighboring routers. Configuring the maximum size of a PIM Join/Prune message helps controlling the MTU
size of the PIM Join/Prune packet getting sent out.

Task ID

Task ID Operation

multicast read,
write

Example

This example shows how to use the join-prune mtu command:

RP/0/RPO/CPUO:router (config-pim) # join-prune-mtu 1000
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maximum register-states

To configure the maximum number of sparse-mode source register states that is allowed by Protocol
Independent Multicast (PIM), use the maximum register-states command in PIM configuration mode. To
return to the default behavior, use the no form of this command.

maximum register-states number
no maximum register-states

Syntax Description

Command Default

Command Modes

number Maximum number of PIM sparse-mode source register states. Range is 0 to 75000.

number : 20000

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The maximum register-states command is used to set an upper limit for PIM register states. When the limit
is reached, PIM discontinues route creation from PIM register messages.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the upper limit for PIM register states to 10000:

RP/0/RP0O/CPUO:router# router pim
RP/0/RPO/CPUO:router (config-pim-default-ipv4) # maximum register-states 10000

Related Commands

Command Description

show pim summary, on page 180 Displays configured Protocol Independent Multicast (PIM)
out-of-resource (OOR) limits and current counts.
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maximum route-interfaces

To configure the maximum number of route interface states that is allowed by Protocol Independent Multicast
(PIM), use the maximum route-interfaces command in PIM configuration mode. To return to the default
behavior, use the no form of this command.

maximum route-interfaces number
no maximum route-interfaces

Syntax Description

Command Default

Command Modes

number Maximum number of PIM route interface states. Range is 1 to 600000.

number : 30000

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The maximum route-interfaces command is used to set an upper limit for route interface states. When the
limit is reached, PIM discontinues route interface creation for its topology table.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the upper limit for PIM route interface states to 200000:

RP/0/RP0O/CPUO:router# router pim
RP/0/RPO/CPUO:router (config-pim-default-ipv4) # maximum route-interfaces 200000

Related Commands

Command Description

show pim summary, on page 180 Displays configured Protocol Independent Multicast (PIM)
out-of-resource (OOR) limits and current counts.
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maximum routes

To configure the maximum number of routes that is allowed by Protocol Independent Multicast (PIM), use
the maximum routes command in PIM configuration mode. To return to the default behavior, use the no
form of this command.

maximum routes number
no maximum routes

Syntax Description

Command Default

Command Modes

number Maximum number of PIM routes. Range is 1 to 200000.

number : 100000

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The maximum routes command is used to set an upper limit for PIM routes. When the limit is reached,
PIM discontinues route creation for its topology table.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to set the upper limit for PIM routes to 200000:

RP/0/RP0O/CPUO:router# router pim
RP/0/RP0O/CPUO:router (config-pim-default-ipv4) # maximum routes 200000

Related Commands

Command Description

show pim summary, on page 180 Displays configured Protocol Independent Multicast (PIM)
out-of-resource (OOR) limits and current counts.
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mofrr rib

Multicast PIM Commands |

To perform a fast convergence (multicast-only fast reroute, or MoFRR) of specified routes/flows when a
failure is detected on one of multiple equal-cost paths between the router and the source, use the mofrr
command under PIM address-family IPv4 configuration submode.

mofrr rib acl_name
no mofrr rib acl_name

Syntax Description

Command Default

Command Modes

acl_name Specifies the flows (S, G) s to be enabled by MoFRR.

MoFRR is not enabled by default.
If no VREF is specified, the default VRF is operational.

PIM vrf configuration

PIM address-family IPv4 configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

MoFRR is a mechanism in which two copies of the same multicast stream flow through disjoint paths in the
network. At the point in the network (usually the PE closer to the receivers) where the two streams merge,
one of the streams is accepted and forwarded on the downstream links, while the other stream is discarded.
When a failure is detected in the primary stream due to a link or node failure in the network, MoFRR instructs
the forwarding plane to start accepting packets from the backup stream (which now becomes the primary
stream) .

MoFRR is triggered when the hardware detects traffic loss on the primary path of a given flow or route. Traffic
loss is defined as no data packet having been received for 30 ms. When MoFRR is triggered, the primary and
secondary reverse-path forwarding (RPF) interfaces are exposed to the forwarding plane and switchover
occurs entirely at the hardware level.

Note

MoFRR supports all ECMP hashing algorithms except the source-only hash algorithm. The secondary path
is chosen by running the same algorithm on the set of paths that does not include the primary path.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure MoFRR:

Router (config) # router pim
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mofrr rib .

Router (config-pim) # mofrr rib acl-green

# router pim
(config-pim) # address-family ipv4
(config-pim-default-ipv4) # mofrr acl-green

Related Commands | Command Description

show mfib counter Displays Multicast Forwarding Information Base (MFIB) counter
statistics for packets that have dropped.

show mfib route Displays route entries in the MFIB.

show mrib route Displays all entries in the Multicast Routing Information Base
(MRIB).

show pim rpf hash, on page 172 Displays MoFRR hashing information for Routing Information Base
(RIB) lookups used to predict RPF next-hop paths for routing tables
in PIM.

show pim rpf summary, on page 178 | Displays summary information about the interaction of PIM with the
RIB.

show pim topology detail, on page | Displays detailed PIM routing topology information that includes
188 references to the tables in which reverse path forwarding (RPF)
lookups occurred for specific topology route entries.

show pim topology, on page 182 Displays PIM routing topology table information for a specific group
or all groups.
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neighbor-check-on-recv enable

To block the receipt of join and prune messages from non-Protocol Independent Multicast (PIM) neighbors,
use the neighbor-check-on-recv enable command in PIM configuration mode. To return to the default
behavior, use the no form of this command.

neighbor-check-on-recv enable
no neighbor-check-on-recv enable

Syntax Description ~ This command has no keywords or arguments.

Command Default Join and prune messages that are sent from non-PIM neighbors are received and not rejected.
Command Modes PIM configuration
Command History Release Modification

Release 7.0.12 This command was introduced.

Usage Guidelines No specific guidelines impact the use of this command.

Task ID Task ID Operations

multicast read,
write

Examples The following example shows how to enable PIM neighbor checking on received join and prune
messages:
RP/0/RP0O/CPUO:router# router pim
RP/0/RP0/CPUO:router (config-pim-default-ipv4) # neighbor-check-on-recv enable
Related Commands Command Description

neighbor-check-on-send enable , on page Enables Protocol Independent Multicast (PIM) neighbor checking
125 when sending join and prune messages.
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neighbor-check-on-send enable .

neighbor-check-on-send enable

Syntax Description

Command Default

Command Modes

To enable Protocol Independent Multicast (PIM) neighbor checking when sending join and prune messages,
use the neighbor-check-on-send enable command in PIM configuration mode. To return to the default
behavior, use the no form of this command.

neighbor-check-on-send enable
no neighbor-check-on-send enable

This command has no keywords or arguments.
Join and prune messages are sent to non-PIM neighbors.

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

No specific guidelines impact the use of this command.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to enable PIM neighbor checking when sending join and prune
messages:

RP/0/RP0O/CPUO:router# router pim
RP/0/RP0/CPUO:router (config-pim-default-ipv4) # neighbor-check-on-send enable

Related Commands

Command Description

neighbor-check-on-recv enable, on page  Blocks the receipt of join and prune messages from non-Protocol
124 Independent Multicast (PIM) neighbors.
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neighbor-filter

To filter Protocol Independent Multicast (PIM) neighbor messages from specific IP addresses, use the
neighbor-filter command in PIM configuration mode. To return to the default behavior, use the no form of
this command.

neighbor-filter access-list
no neighbor-filter

Syntax Description

Command Default

Command Modes

access-list  Number or name of a standard IP access list that denies PIM packets from a source.

PIM neighbor messages are not filtered.

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

The neighbor-filter command is used to prevent unauthorized routers on the LAN from becoming PIM
neighbors. Hello messages from addresses specified in the command are ignored.

Task ID

Examples

Task ID Operations

multicast read,
write

The following example shows how to configure PIM to ignore all hello messages from IP address
10.0.0.1:

RP/0/RP0O/CPUO:router (config-pim-default-ipv4) # neighbor-filter 1
RP/0/RP0O/CPUO:router (config-pim-default-ipv4) # exit
RP/0/RPO/CPUO:router (config) # ipv4 access-list 1

RP/0/RP0/CPUO:router (config-ipvid-acl) # deny ipv4 any 10.0.0.1/24
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nsf litetime (PIM) ]

nsf lifetime (PIM)

To configure the nonstop forwarding (NSF) timeout value for the Protocol Independent Multicast (PIM)
process, use the nsf lifetime command in PIM configuration mode. To return to the default behavior, use
the no form of this command.

nsf lifetime seconds
no nsf lifetime

Syntax Description

Command Default

Command Modes

seconds Maximum time for NSF mode in seconds. Range is 10 to 600.

seconds: 120

PIM configuration

Command History

Usage Guidelines

Release Modification

Release 7.0.12 This command was introduced.

While in PIM NSF mode, PIM is recovering multicast routing topology from the network and updating the
Multicast Routing Information Base (MRIB). After the PIM NSF timeout value is reached, PIM signals the
MRIB and resumes normal operation.

Task ID

Examples

Task ID Operations

multicast read,
write

The following command shows how to set the PIM NSF timeout value to 30 seconds:

RP/0/RP0O/CPUO:router (config) # router pim
RP/0/RP0O/CPUO:router (config-pim-default-ipv4