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Introduction

This chapter contains the following sections:

* Overview, on page 2

* User Privilege Levels, on page 3

* CLI Command Modes, on page 4

* Interfaces for Debug Access, on page 6

* Accessing the CLI, on page 7

* CLI Command Conventions, on page 9

* Editing Features, on page 10

* Interface Naming Conventions, on page 12
* [Pv6z Address Conventions, on page 14

* Loopback Interface, on page 15

* Managing Ports Via CLI, on page 17

* Remote [P Address and OOB Port, on page 18
* PHY Diagnostics, on page 19

* CLI Output Modifiers, on page 20
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. Overview

Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes, on page 4.
Users are assigned privilege levels. Each user privilege level can access specific CLI modes.

User levels are described in the section below.
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User Privilege Levels

Users can be created with one of the following user levels:

* Level 1—Users with this level can only run User EXEC mode commands. Users at this level cannot
access the web GUI or commands in the Privileged EXEC mode.

» Level 7—Users with this level can run commands in the User EXEC mode and a subset of commands
in the Privileged EXEC mode. Users at this level cannot access the web GUI.

* Level 15—Users with this level can run all commands. Only users at this level can access the web GUI.

A system administrator (user with level 15) can create passwords that allow a lower level user to temporarily
become a higher level user. For example, the user may go from level 1 to level 7, level 1 to 15, or level 7 to
level 15.

The passwords for each level are set (by an administrator) using the following command:
enable password [level privilege-level]{password|encrypted encrypted-password}

Using these passwords, you can raise your user level by entering the command: enable and the password for
level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The higher level holds only for the
current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with command level 15,
can create users at this level.

Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxx#configure

switchxxxxxx<conf># enable password level 7 level7@aBc
switchxxxxxx<conf># enable password level 15 levell5@aBc
switchxxxxxx<conf>#

Create a user with user level 1:

switchxxxxxx#configure
switchxxxxxx<conf> username john password Johnl234 privilege 1
switchxxxxxx<conf>

Example 2— Switch between Level 1 to Level 15. The user must know the password:

switchxxxxxx#

switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- Levell5@abc)

switchxxxxxx#

)

Note If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords assigned to
user level 7 and user level 15 must be configured on the external server and associated with the $enable7$
and $enable15$ user names, respectively.
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CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which they are
accessed):

* User EXEC mode
* Privileged EXEC mode

* Global Configuration mode

Each command mode has its own unique console prompt and set of CLI commands. Entering a question mark
at the console prompt displays a list of available commands for the current mode and for the level of the user.
Specific commands are used to switch from one mode to another.

Users are assigned privilege levels that determine the modes and commands available to them.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that do not change
the configuration, such as performing basic tests and listing system information.

The user-level prompt consists of the switch host name followed by a #. The default host name is switchxxxxxx
where xxxxxx is the last six digits of the device’s MAC address, as shown below

switchxxxxxx#

The default host name can be changed via the hostname command in Global Configuration mode.

Privileged EXEC Mode
A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when prompted, the
password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system level, as opposed
to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure command at the
Privileged EXEC mode prompt and press Enter. The Global Configuration mode prompt, consisting of the
device host name followed by (config)#, is displayed:

switchxxxxxx(config)#

Use any of the following commands to return from Global Configuration mode to the Privileged EXEC mode:
* exit
* end

» Ctrl+Z
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The following example shows how to access Global Configuration mode and return to Privileged EXEC
mode:

switchxxxxxx#
switchxxxxxx# configure
switchxxxxxx (config)# exit
switchxxxxxx#

Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their
speed:

The exit command returns to Global Configuration mode.

switchxxxxxx#

switchxxxxxx# configure

switchxxxxxx (config)# interface range vlanl
switchxxxxxx (config-if) #speed 10
switchxxxxxx (config-if) fexit

switchxxxxxx (config) #

The following is a sample of some of the available submodes:

* Interface—Contains commands that configure a specific interface (port, VLAN, port channel, or tunnel)
or range of interfaces. The Global Configuration mode command interface is used to enter the Interface
Configuration mode. The interface Global Configuration command is used to enter this mode.

* Line Interface—Contains commands used to configure the management connections for the console,
Telnet and SSH. These include commands such as line timeout settings, etc. The line Global Configuration
command is used to enter the Line Configuration command mode.

* VLAN Database—Contains commands used to configure a VLAN as a whole. The vlan database Global
Configuration mode command is used to enter the VLAN Database Interface Configuration mode.

* Management Access List—Contains commands used to define management access-lists. The management
access-list Global Configuration mode command is used to enter the Management Access List
Configuration mode.

* MAC Access-List, [IPv6 Access List, IP Access List—Configures conditions required to allow traffic
based on MAC addresses, [Pv6 address and IPv4 address, respectively. The mac access-list, ipv6 access-list
and ip access-list Global Configuration mode commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the exit command.

Cisco Catalyst 1300 Switches Series CLI Guide .



Introduction |
. Interfaces for Debug Access

Interfaces for Debug Access

In addition to the standard CLI interface modes detailed above, the device supports additional interfaces for
device debug access. These interlaces are intended to be used by a Cisco Support Team personnel, in cases
where it is required to debug device’s behavior. These interfaces are password protected.

The device supports the following debug interfaces:
» U-BOOT access during boot sequence (access is possible only via serial console terminal)
* Linux Kernel access during boot sequence (access is possible only via serial console terminal)

* Run time debug modes - allows Cisco Support Team personnel to view device settings, and to apply
protocol and layer 1 debug commands and settings (access is possible via serial, telnet or SSH console
terminal)

The password for these interfaces is generated as follows:

*» Upon access to debug interface the device generates a random hash value and displays it on the screen.

* The hash value is sent by the device administrator and the Cisco support person for signing on a secure
Cisco server using a private key.

* The output of this operation is used as the password for debug interface access.

* The password is good for current session. On the next attempt to enter a debug interface, or following a
device reboot the device will generate a new random hash.
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Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following tasks:

* Running a terminal application, such as HyperTerminal, on a computer’s com port that is directly
connected to the switch’s console port,

or

* Running a Telnet session from a command prompt on a computer with a network connection to the
switch.

» Using SSH from an application that supports SSH client running on a computer with a network connection
to the switch.

)

Note Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before using CLI
commands:

* The switch has a defined IP address
* Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other

Using a Terminal over the Console Interface

The device supports a dual console management interface - a Type-C USB interface and an RJ45 port. If both
Type-C USB and RJ45 are connected the Type-C USB interface has precedence. To support the Type-C
interface a driver may need to be installed on the management station.

\)

Note The Type-C USB interface will become active a few seconds after the device is turned on/rebooted.

After the computer and switch are connected, run a terminal application to access the CLI. The terminal
emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the Password prompt.

)

Note Ifthis is the first time that you have logged on with the default username and password, the device will display
a prompt to change username and Password. The new password needs to comply to password complexity
rules.

The switchxxxxxx# prompt is displayed.
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You can now enter CLI commands to manage the switch. For detailed information on CLI commands, refer
to the appropriate chapter(s) of this reference guide.

Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.

To establish a telnet session from the command prompt, perform the following steps

Step 1 Click Start, then select All Programs > Accessories > Command Prompt to open a command prompt.

Step 2 At the prompt, enter telnet 1<IP address of switch>, then press Enter.

Step 3 CLI will be displayed.

Step 4 When the CLI appears, enter the defined username at the User Name prompt and then enter the defined password at the
Password prompt.

Note If this is the first time that you have logged on with the default username and password, the device will
display a prompt to change username and Password. The new password needs to comply to password
complexity rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage the switch. For detailed information
on CLI commands, refer to the appropriate chapter(s) of this reference guide.
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CLI Command Conventions

When entering commands there are certain command entry standards that apply to all commands. The following
table describes the command conventions.

Convention

Description

[]

In a command line, square brackets indicate an optional entry.

{3

In a command line, curly brackets indicate a selection of compulsory parameters
separated the | character. One option must be selected. For example, flowcontrol
{autolon|off} means that for the flowcontrol command, either auto, on, or off must
be selected

"" (inverted commas)

When the input string contains space and/or reserved words (i.e. VLAN), put the
string in inverted commas.

parameter

Italic text indicates a parameter.

press key

Names of keys to be pressed are shown in bold.

Ctrl+F4

Keys separated by the + character are to be pressed simultaneously on the keyboard

Screen Display

Fixed-width font indicates CLI prompts, CLI commands entered by the user, and
system messages displayed on the console.

all

When a parameter is required to define a range of ports or parameters and all is an
option, the default for the command is all when no parameters are defined. For
example, the command interface range port-channel has the option of either entering
a range of channels, or selecting all. When the command is entered without a
parameter, it automatically defaults to all.

text

When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words separated by
blanks, the entire string must appear in double quotes. For example: snmp-server
contact "QA on floor 8"
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Editing Features

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and arguments specify
configuration parameters. For example, in the command show interfaces status Gigabitethernet 1, show,
interfaces and status are keywords, Gigabitethernet is an argument that specifies the interface type, and1
specifies the port.

To enter commands that require parameters, enter the required parameters after the command keyword. For
example, to set a password for the administrator, enter:

switchxxxxxx(config)# username admin password Alansmith1

When working with the CLI, the command options are not displayed. The standard command to request help
is ?

There are two instances where help information can be displayed:

» Keyword lookup—The character ? is entered in place of a command. A list of all valid commands and
corresponding help messages are is displayed

* Partial keyword lookup—If a command is incomplete and or the character ? is entered in place of a
parameter, the matched keyword or parameters for this command are displayed.

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally managed Command History buffer.
Commands stored in the buffer are maintained on a First In First Out (FIFO) basis. These commands can be
recalled, reviewed, modified, and reissued. This buffer is not preserved across device resets.

Keyword Description

Up-Arrow key Recalls commands in the history buffer, beginning with the most recent
command. Repeat the key sequence to recall successively older commands.

Down-Arrow key Returns to more recent commands in the history buffer after recalling
commands with the up-arrow key. Repeating the key sequence will recall
successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more information on
enabling or disabling the history buffer, refer to the history command.

There is a standard default number of commands that are stored in the buffer. The standard number of 10
commands can be increased to 216. By configuring 0, the effect is the same as disabling the history buffer
system. For more information on configuring the command history buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect of a command
or reset the configuration to the default value. This Reference Guide provides a description of the negation
effect for each CLI command.
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Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the appropriate error
message is displayed. This assists in entering the correct command. By pressing Tab after an incomplete
command is entered, the system will attempt to identify and complete the command. If the characters already
entered are not enough for the system to identify a single matching command, press ? to display the available
commands matching the characters already entered.

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The following table describes
the CLI shortcuts.

Keyboard Key Description

Up-arrow Recalls commands from the history buffer, beginning with the most recent
command. Repeat the key sequence to recall successively older commands.

Down-arrow Returns the most recent commands from the history buffer after recalling
commands with the up arrow key. Repeating the key sequence will recall
successively more recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.

Ctrl+E Moves the cursor to the end of the command line.

Ctrl+Z / End Returns back to the Privileged EXEC mode from any configuration mode.
Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

\)

Note It is the user’s responsibility to ensure that the text copied into the device consists of legal commands only.

When copying and pasting commands from a configuration file, make sure that the following conditions exist:
* A device Configuration mode has been accessed.
The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data cannot be copied

and pasted into the device except for encrypted passwords where the keyword encrypted is used before the
encrypted data (for instance in the enable password command).
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Interface Naming Conventions

Interfaces on the device can be one of the following types:

* Gigabit Ethernet (10/100/1000 kbits) ports—These can be written as either GigabitEthernet or gi or GE.

* 2.5 Gigabit Ethernet (10/100/1000/25000 kbits) ports—These can be written as either
TwoPointFiveGigabitEthernet or tw.

* 5 Gigabit Ethernet (10/100/1000/25000/50000 kbits) ports—These can be written as either
FiveGigabitEthernet or fi.

* LAG (Port Channel)—Written as either Port-Channel or po.
 VLAN—Written as VLAN
* Tunnel—Written as tunnel or tu

* OOB—Written as OutOfBand or oob

Within the CLI, interfaces are denoted by concatenating the following elements:

* Type of Interface—As described above

* Unit Number—Unit in stack.

* Slot Number—The slot number is always 0.

* The syntax for interface names in stacking mode is:
{<port-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel | po |
[ 1<port-channel-number> |
{tunnel | tu}[ ]<tunnel-number> | vlan[ ]<vlan-id>

* Interface Number—Port, LAG, tunnel or VLAN numbers

Samples of these various options are shown in the example below:

switchxxxxxx (config) #interface GigabitEthernet 1
switchxxxxxx (config) #interface GE 1
switchxxxxxx (config) #interface TwoPointFiveGigabitEthernet
switchxxxxxx (config) #interface pol

switchxxxxxx (config)# interface vlan 1

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range command has the
following syntax:

<interface-range> ::=

{<port-type>[
][<unit-number>/]<slot-number>/<first-port-number>] -
<last-port-number]} |

port-channel[ ]<first-port-channel-number>| -
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<last-port-channel-number>] |
tunnel| ]<first-tunnel-number>[ - <last-tunnel-number>] |
vlan[ J<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx (config-if)#interface range gil-5g

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the following format:
<range-list> ::= <interface-range> | <range-list>, <interface-range>

Up to five ranges can be included.

)

Note Range lists can contain either ports and port-channels or VLANs. Combinations of port/port-channels and
VLANS are not allowed.

The space after the comma is optional.
When a range list is defined, a space after the first entry and before the comma (,) must be entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure
switchxxxxxx (config) #interface range gil-5, vlan 1-2
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IPv6z Address Conventions

The following describes how to write an IPv6z address, which is a link-local IPv6 address.

The format is: <ipv6-link-local-address>%-<egress-interface>

where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> | port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress interface = 0 is equal
to not defining an egress interface.

The following combinations are possible:

* ipv6_address%egress-interface—Refers to the IPv6 address on the interface specified.
* ipv6_address%0—Refers to the IPv6 address on the single interface on which an IPv6 address is defined.

* ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6 address is defined.

. Cisco Catalyst 1300 Switches Series CLI Guide



| Introduction

Loopback Interface .

Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must select the
local IP address to be used as its IP address. It can use any IP address defined on the router, but if this link
goes down, the communication is aborted, even though there might well be another IP route between these
IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP address that is
configured on this virtual interface is used as the local address when communicating with remote IP applications,
the communication will not be aborted even if the actual route to the remote application was changed.

The name of the loopback interface is loopback].

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no layer 2 protocol
can be enabled on it.

Layer 3 Specification
IP Interface
IPv4 and IPv6 addresses can be assigned to a loopback interface.

The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on the loopback
interfaces via the routing protocol redistribution mechanism.

Configuration Examples
Static Routing

The following example shows you how to configure IP on a switch with static routing:

Switch# configure terminal
Switch(config)# interface vlan 1
Switch (config-if)# ip address 10.10.10.2 /24

Switch (config-if)# ipv6 address 2001:DB8:2222:7270::2312/64
Switch (config-if)# exit

Switch(config)# interface vlan 2

Switch (config-if)# ip address 10.11.11.2 /24

Switch (config-if)# ipv6é address 2001:DB8:3333:7271::2312/64
Switch (config-if)# exit

Switch(config)# interface loopback 1

Switch (config-if)# ip address 172.25.13.2 /32

Switch (config-if)# ipv6é address 2001:DB8:2222:7272::72/128
Switch (config-if)# exit

Switch (config)# ip route 0.0.0.0/0 10.10.11.1

Switch (config)# ip route 10.11.0.0 /16 10.11.11.1

Switch (config)# ipv6 route 0::/0 2001:DB8:2222:7270::1
Switch (config)# ipv6 route 2001:DB8:3333::/48
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route 172.25.13.2 /32
10.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route 172.25.13.2 /32
10.11.11.2.
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The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with the following
static route:

ipv6 route 2001: DB8:2222:7272::72/128 2001: DB8:2222:7270::2312

The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with the static route
defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312
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Managing Ports Via CLI

To access a port interface on units that support stacking, type “interfaceGigabitEthernetX/0/Z (for 1gig
interfaces), or “interface TenGigabitEthernetX/0/Y for 10gig ports with X (1-4) being the stack ID, Y for the
uplink ports number (1-4), and Z for the downlink port number; Z is between 1- 48 even for the units that
have less than 48 ports.

Fiber cableand Transceivers

Cisco brand provides a panoply a SFP modules, while our switches support other 3rd party, it is important to
pay attention on the type of fiber cable to use in conjunction with the specific SFP module.

Fiber cables can be classified in two types: Single Mode and Multimode. The main difference is the distance
they are capable of covering and their diameter. Single Mode fibers cover greater distance compared to
Multimode and has lower diameter (around 9 micrometer) while the Multimode fibers diameter is 50-62.5
micrometer.

DAC cables for Direct Attach Copper Cable, on the other hand, can be used for short distances. They are
mainly based on the Multimode-Standard type of transceivers due to the fact that the max distance they can
cover is 15m. The AOC (Active Optical Cable), however, is a different story.

When troubleshooting fiber connectivity related issues, it is important to make a distinction between SMF
(Single Mode Fiber cables), and MMF (Multimode Fiber cables) and their corresponding SFP transceivers a
given fiber can support.

Cisco has matrix that we can refer to when trying to make a determination of the correct pairing. The following
link provide some insight on Cisco 10gig SFP

Example:

The Cisco SFP-10G-SR only works with MMF type of cable of 62.5 micrometer diameter, while the Cisco
SFP-10G-LR works only with SMF type of cable. The MMF range from OM1-OMS5. OM is for Optical
Multimode. OM1 type cables have a diameter of 62.5 micrometer, while all other types (OM2-OMS5) have a
diameter of 50 micrometer.

So, it is important to know what is being done to avoid mixing them up.
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Remote IP Address and 00B Port

The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from the IP stack
running on the ASIC ports, and it requires specific route table configuration

If the switch supports more than one IP interface, when you specify a remote IP address or a DNS name, you
must also specify the IP stack that is being referred to.
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PHY Diagnostics

The following exceptions exist:

* Copper Ports—PHY diagnostics are only supported on copper ports.

* 10G ports—TDR test is supported when the operational port speed is 10G. Cable length resolution is 20
meters.
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CLI Qutput Modifiers

To all show and more commands (except show technical support) an output modifier may be added as
follows:

<show/more command> | <output-modifier> <regular-expression-pattern>

The output modifiers are:

* begin: Start output from the first line that has a sequence of characters matching thegiven regular
expression pattern

* include: Includes only lines that have a sequence of characters matching the given regular expression
pattern.

« exclude: Excludes all lines that have a sequence of characters matching the given regular expression
pattern.

« count: Counts all lines that have a sequence of characters matching the given regular expression pattern
and displays the result (no other output is displayed).

Note

Only 1 output modifier can be used in each command. The remainder of the text typed in is part of the regular
expression pattern.

A regular expression is a pattern (a phrase, number, or more complex pattern). The CLI String Search feature
matches regular expressions to the show or more command output. Regular expressions are case-sensitive
and allow for complex matching requirements.

A regular expression can be a single-character pattern or a multiple-character pattern. That is, a regular
expression can be a single character that matches the same single character in the command output or multiple
characters that match the same multiple characters in the command output. The pattern in the command output
is referred to as a string. This section describes creating both single-character patterns and multiple-character
patterns. It also discusses creating more complex regular expressions, using multipliers, alternation, anchoring,
and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in the command
output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character pattern. You can also use other
keyboard characters (such as ! or ~) as single-character patterns, but certain keyboard characters have special
meaning when used in regular expressions. The following table lists the keyboard characters that have special
meanings

Character Meaning

Matches any single character, including white space.

* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
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Character Meaning
A Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by preceding each
character with a backslash (\).

The following examples are single-character patterns matching a dollar sign, an underscore, and a plus sign,
respectively.

\$\

You can specify a range of single-character patterns to match against command output. For example, you can
create a regular expression that matches a string containing one of the following letters: a, e, i, 0, or u. Only
one of these characters must exist in the string for pattern matching to succeed. To specify a range of
single-character patterns, enclose the single-character patterns in square brackets ([ ]). For example, [aeiou]
matches any one of the five vowels of the lowercase alphabet, while [abcd ABCD] matches any one of the
first four letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-).

Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it with a backslash:
[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as shown here:
[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase alphabet, a dash, or
a right square bracket. You can reverse the matching of the range by including a caret (") at the start of the
range. The following example matches any letter except the ones listed:

[*a-dgsv]
The following example matches anything except a right square bracket (]) or the letter d:

[M\d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple characters. You create
multiple-character regular expressions by joining letters, digits, or keyboard characters that do not have special
meaning. For example, a4% is a multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the character a
followed by a 4 followed by a % sign. If the string does not have a4%, in that order, pattern matching fails.
The multiple-character regular expression a. uses the special meaning of the period character to match the
letter a followed by any single character. With this example, the strings ab, a!, or a2 are all valid matches for
the regular expression.

You can remove the special meaning of the period character by inserting a backslash before it. For example,
when the expression a\. is used in the command syntax, only the string a. will be matched.
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You can create a multiple-character regular expression containing all letters, all digits, all keyboard characters,
or a combination of letters, digits, and other keyboard characters. For example, telebit 3107 v32bis is a valid
regular expression.

Multipliers

You can create more complex regular expressions that instruct the system to match multiple occurrences of
a specified regular expression. To do so, use some special characters with your single-character and
multiple-character patterns. Table 1 lists the special characters that specify multiples of a regular expression.

Table 1: Table 1: Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character patterns.

+ Matches 1 or more single-character or multiple-character patterns.
? Matches 0 or 1 occurrences of a single-character or multiple-character
pattern.

The following example matches any number of occurrences of the letter a, including none:
a*

The following pattern requires that at least one letter a be in the string to be matched:

a+t

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the following
example, the pattern matches any number of the multiple-character string ab:

(ab)*

The following pattern matches one or more instances of alphanumeric pairs, but not none (that is, an empty
string is not a match):

([A-Za-z][0-9])+

The order for matches using multipliers (¥, +, or ?) is to put the longest construct first. Nested constructs are
matched from outside to inside. Concatenated constructs are matched beginning at the left side of the construct.
Thus, the regular expression above matches A9b3, but not 9Ab3 because the letters are specified before the

numbers.

Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate the alternative
patterns with a vertical bar (]). Only one of the alternatives can match the string. For example, the regular
expression codex|telebit either matches the string codex or the string telebit, but not both codex and telebit.
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Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the end of the
string. You anchor these regular expressions to a portion of the string using the special characters shown in
Table 2.

Table 2: Table 2: Special Characters Used for Anchoring

Character Description

A

Matches the beginning of the string.

$ Matches the end of the string.

For example, the regular expression “con matches any string that starts with con, and $sole matches any string
that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the logical function
not when used in a bracketed range. For example, the expression [*abcd] indicates a range that matches any
single letter, as long as it is not the letters a, b, ¢, or d.
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802-1x Commands

This chapter contains the following sections:

* aaa authentication dotlx, on page 26

* clear dotlx statistics, on page 27

* dotlx authentication, on page 28

* dotlx guest-vlan, on page 29

* dotlx guest-vlan enable, on page 30

* dotlx guest-vlan timeout, on page 31

* dotlx host-mode, on page 32

* dotlx max-hosts, on page 35

* dotlx max-req, on page 36

* dotlx port-control, on page 37

* dotlx re-authenticate, on page 39

* dotlx system-auth-control, on page 40

* dotlx timeout quiet-period, on page 41

* dotlx timeout reauth-period, on page 42

+ dotlx timeout server-timeout, on page 43

* dotlx timeout silence-period, on page 44

* dotlx timeout supp-timeout, on page 45

* dotlx timeout tx-period, on page 46

* dotlx traps authentication failure, on page 47
* dotlx traps authentication quiet, on page 48
* dotlx traps authentication success, on page 49
* dotlx unlock client, on page 50

* dotlx violation-mode, on page 51

* show dotlx, on page 52

* show dotlx statistics, on page 57

* show dotlx users, on page 59
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aaa authentication dot1x

To specify which servers are used for authentication when 802.1X authentication is enabled, use the aaa
authentication dot1x command in Global Configuration mode. To restore the default configuration, use the
no form of this command.

Syntax
aaa authentication dot1x default {radius| none| {radiusnone}}

no aaa authentication dot1x default

Parameters

« radius - Uses the list of all RADIUS servers for authentication

* none - Uses no authentication

Default Configuration

RADIUS server.

Command Mode

Global Configuration mode

User Guidelines
You can select either authentication by a RADIUS server, no authentication (none), or both methods.

If you require that authentication succeeds even if no RADIUS server response was received, specify none
as the final method in the command line.

Example

The following example sets the 802.1X authentication mode to RADIUS server authentication. Even if no
response was received, authentication succeeds.

switchxxxxxx (config)# aaa authentication dotlx default radius none
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clear dot1x statistics

To clear 802.1X statistics, use the clear dot1x statistics command in Privileged EXEC mode.

Syntax

clear dotlx statistics [interface-id]

Parameters

» interface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dot1x statistics command.

Example

switchxxxxxx# clear dotlx statistics
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dot1x authentication

To enable authentication methods on a port, use the dot1x authentication command in Interface Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x authentication [802.1x] [mac] [web]

no dotlx authentication

Parameters
+ 802.1x—Enables authentication based on 802.1X (802.1X-based authentication).
* mac—Enables authentication based on the station's MAC address (MAC-Based authentication).

» web—Enables WEB-Based authentication.

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Static MAC addresses cannot be authorized by the MAC-based method.

It is not recommended to change a dynamic MAC address to a static one or delete it if the MAC address was
authorized by the MAC-based authentication:

1. Ifadynamic MAC address authenticated by MAC-based authentication is changed to a static one, it will
not be manually re-authenticated.

2. Removing a dynamic MAC address authenticated by the MAC-based authentication causes its
re-authentication.
802.1x enabled on a port associated with a port channel has the following limitations:

* Only the 802.1X-based authentication is supported.

* Only the multi-host (legacy 802.1x mode) mode is supported.

Example

The following example enables authentication based on 802.1x and the station’s MAC address on port gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx authentication 802.1x mac
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dot1x guest-vian

To define a guest VLAN, use the dot 1x guest-vlan mode command in Interface (VLAN) Configuration mode.
To restore the default configuration, use the no form of this command.

Syntax
dot1x guest-vlan

no dot1x guest-vlan

Default Configuration

No VLAN is defined as a guest VLAN.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

A device can have only one global guest VLAN.

The guest VLAN must be a static VLAN and it cannot be removed.
An unauthorized VLAN cannot be configured as guest VLAN.

Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx (config) # interface vlan 2
switchxxxxxx (config-if)# dotlx guest-vlan
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dot1x guest-vlan enable

To enable unauthorized users on the access interface to the guest VLAN, use the dot1x guest-vlan enable
command in Interface Configuration mode. To disable access, use the no form of this command.

Syntax
dot1x guest-vlan enable

no dot1x guest-vlan enable

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The guest VLAN and the WEB-Based authentication cannot be configured on a port at the same time.
This command cannot be configured if the monitoring VLAN is enabled on the interface.

If the port does not belong to the guest VLAN it is added to the guest VLAN as an egress untagged port.
If the authentication mode is single-host or multi-host, the value of PVID is set to the guest VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged traffic and tagged
traffic not belonging to the unauthenticated VLANSs from unauthorized hosts are mapped to the guest VLAN.

If 802.1X is disabled, the port static configuration is reset.

Example

The following example enables unauthorized users on gil/0/1 to access the guest VLAN.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx guest-vlan enable
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dot1x guest-vlan timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to the guest VLAN, use the
dot1x guest-vlan timeout command in Global Configuration mode. To restore the default configuration, use
the no form of this command.

Syntax
dot1x guest-vlan timeout timeout

no dot1x guest-vlan timeout

Parameters

« timeout—Specifies the time delay in seconds between enabling 802.1X (or port up) and adding the port
to the guest VLAN. (Range: 30-180).

Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the timeout adds a delay
from enabling 802.1X (or port up) to the time the device adds the port to the guest VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port to a guest VLAN to 60
seconds.

switchxxxxxx (config)# dotlx guest-vlan timeout 60
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dot1x host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port, use the dot1x host-mode
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

dot1x host-mode {multi-host | single-host | multi-sessions}

Parameters
» multi-host—Enable multiple-hosts mode.
» single-host—Enable single-hosts mode.

» multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Single-Host Mode

The single-host mode manages the authentication status of the port: the port is authorized if there is an
authorized host. In this mode, only a single host can be authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to the guest VLAN.
Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the unauthenticated VLANS. If guest
VLAN is not enabled on the port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is bridged based on the static
vlan membership configured at the port. Traffic from other hosts is dropped.

A user can specify that untagged traffic from the authorized host will be remapped to a VLAN that is assigned
by a RADIUS server during the authentication process. In this case, tagged traffic is dropped unless the VLAN
tag is the RADIUS-assigned VLAN or the unauthenticated VLANS.

The switch removes from FDB all MAC addresses learned on a port when its authentication status is changed
from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is authorized after at least one
host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to the guest VLAN.
Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the unauthenticated VLANS. If guest
VLAN is not enabled on the port, only tagged traffic belonging to the unauthenticated VLANS is bridged.
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When a port is authorized, untagged and tagged traffic from all hosts connected to the port is bridged based
on the static vlan membership configured at the port.

A user can specify that untagged traffic from the authorized port will be remapped to a VLAN that is assigned
by a RADIUS server during the authentication process. In this case, tagged traffic is dropped unless the VLAN
tag is the RADIUS assigned VLAN or the unauthenticated VLANS.

The switch removes from FDB all MAC addresses learned on a port when its authentication status is changed
from authorized to unauthorized.

Multi-Sessions M ode

Unlike the single-host and multi-host modes (port-based modes) the multi-sessions mode manages the
authentication status for each host connected to the port (session-based mode). If the multi-sessions mode is
configured on a port the port does have any authentication status. Any number of hosts can be authorized on
the port. The dotlx max-hosts command can limit the maximum number of authorized hosts allowed on the
port.

Each authorized client requires a TCAM rule. If there is no available space in the TCAM, the authentication
is rejected.

When using the dot1x host-mode command to change the port mode to single-host or multi-host when
authentication is enabled, the port state is set to unauthorized.

If the dot1x host-mode command changes the port mode to multi-session when authentication is enabled,
the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dot1x port-control) to force-unauthorized,
change the port mode to single-host or multi-host, and set the port to authorization auto.

multi-sessions mode cannot be configured on the same interface together with Policy Based VLANs configured
by the following commands:

* switchport general map protocol-group vlans

* switchport general map macs-group vlans
Tagged traffic belonging to the unauthenticated VLANS is always bridged regardless if a host is authorized
or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized hosts not belonging to the
unauthenticated VLANS is bridged via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static configuration. A user can specify
that untagged and tagged traffic from the authorized host not belonging to the unauthenticated VLANs will
be remapped to a VLAN that is assigned by a RADIUS server during the authentication process.

The switch does not remove from FDB the host MAC address learned on the port when its authentication
status is changed from authorized to unauthorized. The MAC address will be removed after the aging timeout
expires.

802.1x enabled on a port associated with a port channel has the following limitations:

* Only the 802.1X-based authentication is supported.

* Only the multi-host (legacy 802.1x mode) mode is supported.
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Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx host-mode multi-host
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dot1x max-hosts

To configure the maximum number of authorized hosts allowed on the interface, use the dot1x max-hosts
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x max-hosts count

no dot1x max-hosts

Parameters

» count—Specifies the maximum number of authorized hosts allowed on the interface. May be any 32
bits positive number.

Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited. To limit the number of
authorized hosts allowed on an interface, use the dot1x max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet port gi1/0/1 to 6:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx max-hosts 6
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dot1x max-req

To set the maximum number of times that the device sends an Extensible Authentication Protocol (EAP)
request/identity frame (assuming that no response is received) to the client before restarting the authentication
process, use the dot1x max-req command in Interface Configuration mode. To restore the default configuration,
use the nNo form of this command.

Syntax
dot1x max-reg count

no dot1x max-req

Parameters

+ count—Specifies the maximum number of times that the device sends an EAP request/identity frame
before restarting the authentication process. (Range: 1-10).

Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Example

The following example sets the maximum number of times that the device sends an EAP request/identity
frame to 6.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx max-req 6
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dot1x port-control

To enable manual control of the port authorization state, use the dot1x port-control command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x port-control {auto | force-authorized | force-unauthorized} [time-range time-range-name]

no dot1x port-control

Parameters

» auto—Enables 802.1X authentication on the port and causes it to transition to the authorized or
unauthorized state, based on the 802.1X authentication exchange between the device and the client.

» force-authorized—Disables 802.1X authentication on the interface and causes the port to transition to
the authorized state without any authentication exchange required. The port sends and receives traffic
without 802.1X-based client authentication.

« force-unauthorized—Denies all access through this port by forcing it to transition to the unauthorized
state and ignoring all attempts by the client to authenticate. The device cannot provide authentication
services to the client through this port.

« time-range time-range-name—Specifies a time range. When the Time Range is not in effect, the port
state is Unauthorized. (Range: 1-32 characters).

Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

802.1X authentication cannot be enabled on an interface if port security feature is already enabled on the same
interface.

The switch removes all MAC addresses learned on a port when its authorization control is changed from
force-authorized to another.

)

Note It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on 802.1X edge ports
in auto state that are connected to end stations, in order to proceed to the forwarding state immediately after
successful authentication.

Example

The following example sets 802.1X authentication on gil/0/1 to auto mode.
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switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx port-control auto
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dot1x re-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified 802.1X-enabled port, use
the dot1x re-authenticate command in Privileged EXEC mode.

Syntax

dot1x re-authenticate [interface-id]

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode
Privileged EXEC mode

Example
The following command manually initiates re-authentication of 802.1X-enabled gil/0/1:

switchxxxxxx# dotlx re-authenticate gil/0/1
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dot1x system-auth-control

To enable 802.1X globally, use the dot1x system-auth-control command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax

dot1x system-auth-control

no dot1x system-auth-control

Default Configuration
Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx (config)# dotlx system-auth-control
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dot1x timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed authentication exchange,
use the dot1x timeout quiet-period command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dot1x timeout quiet-period seconds

no dot1x timeout quiet-period

Parameters

» seconds—Specifies the time interval in seconds that the device remains in a quiet state following a failed
authentication exchange with a client. (Range: 10-65535 seconds).

Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines
During the quiet period, the device does not accept or initiate authentication requests.

The default value of this command should only be changed to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default value should be entered.
For 802.1x and MAC-based authentication, the number of failed logins is 1.
For WEB-based authentication, the quiet period is applied after a number of failed attempts.

For 802.1x-based and MAC-based authentication methods, the quiet period is applied after each failed attempt.

Example

The following example sets the time interval that the device remains in the quiet state following a failed
authentication exchange to 120 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout quiet-period 120
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dot1x timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dot1x timeout reauth-period
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout reauth-period seconds

no dot1x timeout reauth-period

Parameters

« reauth-period seconds—Number of seconds between re-authentication attempts. (Range:
300-4294967295).

Default Configuration
3600

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The command is only applied to the 802.1x authentication method.
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout reauth-period 5000
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dot1x timeout server-timeout

To set the time interval during which the device waits for a response from the authentication server, use the
dot1x timeout server-timeout command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x timeout server-timeout seconds

no dot1x timeout server-timeout

Parameters

* server-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response from the authentication server. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by this command to the result
of multiplying the number of retries specified by the radius-server retransmit command by the timeout period
specified by the radius-server transmit command, and selecting the lower of the two values.

Example

The following example sets the time interval between retransmission of packets to the authentication server
to 3600 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout server-timeout 3600
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dot1x timeout silence-period

To set the authentication silence time, use the dot1x timeout silence-period command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x timeout silence-period seconds

no dotlx timeout silence-period

Parameters

* seconds—Specifies the silence interval in seconds. The valid range is 60 - 65535.

Default Configuration

The silence period is not limited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The silence time is the number of seconds that if an authorized client does not send traffic during this period,
the client is changed to unauthorized.

If an authorized client does not send traffic during the silence period specified by the command, the state of
the client is changed to unauthorized.

The command is only applied to WEB-based authentication.

Example

The following example sets the authentication silence time to 100 seconds:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout silence-period 100
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dot1x timeout supp-timeout

To set the time interval during which the device waits for a response to an Extensible Authentication Protocol
(EAP) request frame from the client before resending the request, use the dot1x timeout supp-timeout
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout supp-timeout seconds

no dot1x timeout supp-timeout

Parameters

* supp-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response to an EAP request frame from the client before resending the request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits for a response to an EAP request
frame from the client before resending the request to 3600 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout supp-timeout 3600
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dot1x timeout tx-period

To set the time interval during which the device waits for a response to an Extensible Authentication Protocol
(EAP) request/identity frame from the client before resending the request, use the dot1x timeout tx-period
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout tx-period seconds

no dot1x timeout tx-period

Parameters

* seconds—Specifies the time interval in seconds during which the device waits for a response to an
EAP-request/identity frame from the client before resending the request. (Range: 30-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following command sets the time interval during which the device waits for a response to an EAP
request/identity frame to 60 seconds.

switchxxxxxx (config)# interface gil/0/1:
switchxxxxxx (config-if)# dotlx timeout tx-period 60
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dot1x traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the dot1x trapsauthentication
failure command in Global Configuration mode. To restore the default configuration, use the no form of this

command.

Syntax
dot1x traps authentication failure {[802.1x] [mac] [web]}

no dot1x traps authentication failure

Parameters

» 802.1x—Enables traps for 802.1X-based authentication.

» mac—Enables traps for MAC-based authentication.

» web—Enables traps for WEB-based authentication.

Default Configuration

All traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

dot1x traps authentication failure .

Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address fails to be authorized by the 802.1X

mac-authentication access control.

switchxxxxxx (config)# dotlx traps authentication failure 802.1x
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dot1x traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the maximum sequential attempts
of login, use the dot1x traps authentication quiet command in Global Configuration mode. To disable the
traps, use the no form of this command.

Syntax
dot1x traps authentication quiet

no dot1x traps authentication quiet

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
The traps are sent after the client is set to the quiet state after the maximum sequential attempts of login.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx (config)# dotlx traps authentication quiet

. Cisco Catalyst 1300 Switches Series CLI Guide



| 802-1x Commands
dot1x traps authentication success .

dot1x traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X authentication method, use the
dot1x traps authentication success command in Global Configuration mode. To disable the traps, use the
no form of this command.

Syntax
dot1x traps authentication success {[802.1x] [mac] [web]}

no dot1x traps authentication success

Parameters
» 802.1x—Enables traps for 802.1X-based authentication.
» mac—Enables traps for MAC-based authentication.

» web—Enables traps for WEB-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address is successfully authorized by the 802.1X
MA C-authentication access control.

switchxxxxxx (config)# dotlx traps authentication success mac
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dot1x unlock client

To unlock a locked (in the quiet period) client, use the dot1x unlock client command in Privileged EXEC
mode.

Syntax

dot1x unlock client interface-id mac-address

Parameters

« interface-id—Interface ID where the client is connected to.

» mac-address—Client MAC address.

Default Configuration

The client is locked until the silence interval is over.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to unlock a client that was locked after the maximum allowed authentication failed attempts
and to end the quiet period. If the client is not in the quiet period, the command has no affect.

Example

switchxxxxxx# dotlx unlock client gil/0/1 00:01:12:af:00:56
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dot1x violation-mode

To configure the action to be taken when an unauthorized host on authorized port in single-host mode attempts
to access the interface, use the dot1x violation-mode command in Interface Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
dot1x violation-mode {restrict | protect | shutdown} [traps seconds]

no dot1x violation-mode

Parameters

* restrict—Generates a trap when a station, whose MAC address is not the supplicant MAC address,
attempts to access the interface. The minimum time between the traps is 1 second. Those frames are
forwarded but their source addresses are not learned.

* protect—Discard frames with source addresses that are not the supplicant address.

« shutdown—Discard frames with source addresses that are not the supplicant address and shutdown the
port.

* trap seconds - Send SNMP traps, and specifies the minimum time between consecutive traps. If seconds
= 0 traps are disabled. If the parameter is not specified, it defaults to 1 second for the restrict mode and
0 for the other modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address are not discarded in Protect
mode.

BPDU message whose MAC addresses are not the supplicant MAC address cause a shutdown in Shutdown
mode.

Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx violation-mode protect

Cisco Catalyst 1300 Switches Series CLI Guide .



802-1x Commands |
. show dot1x

show dot1x

To display the 802.1X interfaces or specified interface status, use the show dot1x command in Privileged
EXEC mode.

Syntax
show dot1x [interface interface-id | detailed]

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

« detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on which 802.1x is enabled:

switchxxxxxx# show dotlx
Authentication is enabled
Authenticator Global Configuration:
Authenticating Servers: Radius, None
MAC-Based Authentication:

Type: Radius

Username Groupsize: 2

Username Separator: -

Username case: Lowercase

Password: MD5 checksum 1238af77aacal7568£12988601fcabed
Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.1lx+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
Supplicant Global Configuration:
Supplicant Authentication failure traps are enabled
Supplicant Authentication success traps are enabled
gil/0/1

Authenticator is enabled

Supplicant is disabled

Authenticator Configuration:

Host mode: multi-sessions

Authentication methods: 802.1x+mac

Port Adminstrated status: auto

Guest VLAN: enabled

VLAN Radius Attribute: enabled, static

Open access: disabled

Time range name: work hours (Active now)

Server-timeout: 30 sec
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Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec

gil/0/2

Authenticator is enabled

Supplicant is disabled
Authenticator Configuration:

Host mode: single-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: auto

Port Operational status: authorized
Guest VLAN: disabled

VLAN Radius Attribute: enabled

Open access: enabled

Time range name: work hours (Active now)

Server-timeout: 30 sec
Aplied Authenticating Server: Radius

Applied Authentication method: 802.1x

Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 2
Authentication fails: 0

gil/0/3

Authenticator is enabled

Supplicant is disabled
Authenticator Configuration:

Host mode: multi-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: auto

Port Operational status: authorized
Guest VLAN: disabled

VLAN Radius Attribute: disabled

show dot1x .
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Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: 0
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec

gil/0/4

Authenticator is disabled
Supplicant is enabled
Authenticator Configuration:
Host mode: multi-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: force-auto
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 0
Authentication fails: 0
Supplicant Configuration:
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retry-max: 2

EAP time period: 15 sec

Supplicant Held Period: 30 sec
Credentials Name: Basic-User

Supplicant Operational status: authorized

The following describes the significant fields shown in the display:

* Port—The port interface-id.

» Host mode—The port authentication configured mode. Possible values: single-host, multi-host,
multi-sessions.

* single-host
e multi-host
* multi-sessions

+ Authentication methods—Authentication methods configured on port. Possible values are combinations
of the following methods:

* 802.1x
* mac
* wba
« Port Administrated status—The port administration (configured) mode. Possible values: force-auth,
force-unauth, auto.

* Port Operational status—The port operational (actual) mode. Possible values: authorized or
unauthorized.

» Username—Username representing the supplicant identity. This field shows the username if the port
control is auto. If the port is Authorized, it displays the username of the current user. If the port is
Unauthorized, it displays the last user authorized successfully.

* Quiet period—Number of seconds that the device remains in the quiet state following a failed
authentication exchange (for example, the client provided an invalid password).

+ Silence period—Number of seconds that If an authorized client does not send traffic during the silence
period specified by the command, the state of the client is changed to unauthorized.

» EAP timeout—Time interval in seconds during which the EAP Server (EAPAuthenticator) waits for a
response from the EAP client (EAP Peer) before the requestretransmission

* EAP Max Retrans—Maximum number of times that the EAP Server (EAPAuthenticator) retransmits
an EAP request when no response from a EAP client (EAPPeer) was received.

* Tx period—Number of seconds that the device waits for a response to an Extensible Authentication
Protocol (EAP) request/identity frame from the client before resending the request.

* Max reg—Maximum number of times that the device sends an EAP request frame (assuming that no
response is received) to the client before restarting the authentication process.

* Server timeout—Number of seconds that the device waits for a response from the authentication server
before resending the request.

* Session Time—Amount of time (HH:MM:SS) that the user is logged in.
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* MAC address—Supplicant MAC address.

+ Authentication success—Number of times the state machine received a Success message from the
Authentication Server.

« Authentication fails—Number of times the state machine received a Failure message from the
Authentication Server.
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show dot1x statistics

To display 802.1X statistics for the specified port, use the show dot1x statistics command in Privileged EXEC
mode.

Syntax

show dot1x statistics inter face interface-id

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for gil/0/1.

switchxxxxxx# show dotlx statistics interface gil/0/1
EapolEapFramesRx: 10

EapolStartFramesRx: 0
EapolLogoffFramesRx: 1
EapolAnnouncementFramesRx: 0
EapolAnnouncementRegFramesRx: 0
EapolInvalidFramesRx: O
EapolEapLengthErrorFramesRx: 0
EapolMkNoCknFramesRx: 0
EapolMkInvalidFramesRx: O
EapollLastRxFrameVersion: 3
EapolLastRxFrameSource: 00:08:78:32:98:78
EapolSuppEapFramesTx: 0
EapolStartFramesTx: 1
EapolLogoffFramesTx: 0
EapolAnnouncementFramesTx: 0
EapolAnnouncementRegFramesTx: 0
EapolAuthEapFramesTx: 9

EapolMkaFramesTx: 0

The following table describes the significant fields shown in the display:

Field Description
Eapoll nvalidFramesRx The number of invalid EAPOL frames of any type that have been
received by this PAE.

EapolEapLengthErrorFramesRx | The number of EAPOL frames that the Packet Body Length does not
match a Packet Body that is contained within the octets of the received
EAPOL MPDU in this PAE.

EapolAnnouncementFramesRx The number of EAPOL-Announcement frames that have been received
by this PAE.

Cisco Catalyst 1300 Switches Series CLI Guide .



. show dot1x statistics

802-1x Commands |

Field

Description

EapolAnnouncementReqFramesRx

The number of EAPOL-Announcement-Req frames that have been
received by this PAE.

EapolStartFramesRx The number of EAPOL-Start frames that have been received by this
PAE.

EapolEapFramesRx The number of EAPOL-EAP frames that have been received by this
PAE.

EapolLogoffFramesRx The number of EAPOL-Logoff frames that have been received by this
PAE.

EapolMkNoCknFramesRx The number of MKPDU s received with MK A not enabled or CKN not

recognized in this PAE.

EapolMkInvalidFramesRx

The number of MKPDU s failing in message authentication on receipt
process in this PAE.

EapolLastRxFrameVersion

The version of last received EAPOL frame by this PAE.

EapolLastRxFrameSource

The source MAC address of last received EAPOL frame by this PAE.

EapolSuppEapFramesTx The number of EAPOL-EAP frames that have been transmitted by the
supplicant of this PAE.
EapolLogoffFramesTx The number of EAPOL-Logoff frames that have been transmitted by

this PAE.

EapolAnnouncementFramesTx

The number of EAPOL-Announcement frames that have been transmitted
by this PAE.

EapolAnnouncementReqFramesTx

The number of EAPOL-Announcement-Req frames that have been
transmitted by this PAE.

EapolStartFramesTx The number of EAPOL-Start frames that have been received by this
PAE.

EapolAuthEapFramesTx The number of EAPOL-EAP frames that have been transmitted by the
authenticator of this PAE.

EapolMkaFramesTx The number of EAPOL-MKA frames with no CKN information that

have been transmitted by this PAE.
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show dot1x users

To display active 802.1X authorized users for the device, use the show dot1x users command in Privileged
EXEC mode.

Syntax

show dot1x users[username username]
Parameters

* username username—Specifies the supplicant username (Length: 1-160 characters).
Default Configuration

Display all users.

Command Mode

Privileged EXEC mode

Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Username |MAC Auth Auth Session VLAN
Address Method Server Time |-
gil/0/1 Bob - 1020
gil/0/2 (000836798787 O00R 36711111 802.1x Remote 09:01:00
gil/0/2 John O00B3PERT MAC Remote 00:11:12
0008 3bea 0022 WBA Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username Bob:

switchxxxxxx# show dotlx users username Bob

Port Username | MAC Address | Auth Auth Session VLAN
Method Server Time ~  |-----—--
gil/0/1 Bob 0008.3b71.1111 1020
802.1x Remote 09:01:00
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ACL Commands

This chapter contains the following sections:

* ip access-list (IP extended), on page 62

* permit ( IP ), on page 63

* deny (IP ), on page 66

* ipv6 access-list (IPv6 extended), on page 69
* permit ( [Pv6 ), on page 70

* deny ( IPv6 ), on page 73

* mac access-list, on page 76

* permit ( MAC ), on page 77

* deny (MAC), on page 79

* service-acl input, on page 81

* service-acl output, on page 83

* time-range, on page 84

* absolute, on page 86

* periodic, on page 87

* show time-range, on page 88

* show access-lists, on page 89

» clear access-lists counters, on page 90

* show interfaces access-lists trapped packets, on page 91
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ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an IPv4 access list (ACL) and
to place the device in IPv4 Access List Configuration mode. All commands after this command refer to this
ACL. The rules (ACEs) for this ACL are defined in the permit ( IP ), on page 63 and deny ( IP ), on page 66
commands. The service-acl input, on page 81 command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended acl-name

no ip access-list extended acl-name

Parameters

« acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al) #
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permit ( IP)

Use the permit IP Access-list Configuration mode command to set permit conditions for an IPv4 access list
(ACL). Permit conditions are also known as access control entries (ACEs). Use the no form of the command
to remove the access control entry.

Syntax

permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [log-input]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type] [any
| icmp-code]] [ace-priority priority] [dscp number | precedence number] [time-r ange time-range-name]

[log-input]

permit igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type] [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [log-input]

permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number] [match-all list-of-flags] [time-range time-range-name] [log-input]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number] [time-r ange time-range-name] [log-input]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number
| precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number] [time-range time-range-name] [log-input]

no permit igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type] [dscp
number | precedence number] [time-range time-range-name] [log-input]

no permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags] [time-range time-range-name] [log-input]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [time-range
time-range-name] [log-input]

Parameters

« protocol—The name or the number of an IP protocol. Available protocol names are: icmp, igmp, ip, tcp,
egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis. To match any protocol, use the ip keyword.(Range: 0-255)

* source—Source IP address of the packet.

» source-wildcard—Wildcard bits to be applied to the source IP address. Use ones in the bit position that
you want to be ignored.

« destination—Destination IP address of the packet.
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destination-wildcard—Wildcard bits to be applied to the destination IP address. Use ones in the bit
position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

dscp humber—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: echo-reply, destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded, parameter-problem, timestamp,
timestamp-reply, information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of the following
values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by using hyphen.
E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179), chargen (19), daytime
(13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),

hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp
(25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff (512), bootpc (68), bootps (67),
discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138),

netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmep (177).(Range: 0-65535).

source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

match-all list-of-flags—List of TCP flags that should occur. If a flag should be set, it is prefixed by “+”.
If a flag should be unset, it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode
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User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is also used for a source port
in another ACE. If a range of ports is used for the destination port in an ACE, it is not counted again if it is
also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# permit ip 176.212.0.0 00.255.255 any
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Use the deny IP Access-list Configuration mode command to set deny conditions for IPv4 access list. Deny
conditions are also known as access control entries (ACEs). Use the no form of the command to remove the
access control entry.

Syntax

deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority priority]
[dscp number | precedence number] [time-range time-range-name] [disable-port|log-input ]

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type] [any
| icmp-code]][ace-priority priority] [dscp number | precedence number][time-range time-range-name]
[disable-port [log-input ]

deny igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type][ace-priority
priority] [dscp number | precedence number][time-r ange time-range-name] [disable-port |log-input ]

deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination destination-wildcard}
{any|destination-port/port-range} [ace-priority priority] [dscp number | precedence number][match-all
list-of-flags][time-r ange time-range-name] [disable-port |log-input ]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number ][time-range time-range-name] [disable-port |log-input ]

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number |
precedence number][time-range time-range-name] [disable-port |log-input ]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number J[time-r angetime-range-name] [disable-port [log-input

]

no deny igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type] [dscp
number | precedence number][time-range time-range-name] [disable-port |log-input ]

no deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp humber | precedence number][match-all
list-of-flags] [time-range time-range-name] [disable-port |log-input ]

no deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input ]

Parameters

« protocol—The name or the number of an IP protocol. Available protocol names: icmp, igmp, ip, tcp,
egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis. To match any protocol, use the Ip keyword. (Range: 0-255)

* source—Source IP address of the packet.

« source-wildcard—Wildcard bits to be applied to the source IP address. Use 1s in the bit position that
you want to be ignored.

* destination—Destination IP address of the packet.
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« destination-wildcard—Wildcard bits to be applied to the destination IP address. Use 1s in the bit position
that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

« dscp number—Specifies the DSCP value.
« precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: echo-reply, destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded, parameter-problem, timestamp,
timestamp-reply, information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of the following
values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by using hyphen.
E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179), chargen (19), daytime
(13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),

hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp
(25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff (512), bootpc (68), bootps (67),
discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138),

netbios-ns (137), non500-isakmp (4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177). (Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No IPv4 access list is defined.
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Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is used for a source
port in ACE it is not counted again if it is also used for source port in another ACE. If a range of ports is used
for destination port in ACE it is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# deny ip 176.212.0.0 00.255.255 any
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ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6 access list (ACL) and to
place the device in Ipv6 Access-list Configuration mode. All commands after this command refer to this ACL.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [acl-name]

no ipv6 access-list [acl-name]

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have the
same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any any nd-na any, and
deny ipv6 any any statements as its last match conditions. (The former two match conditions allow for
ICMPv6 neighbor discovery.)

The IPv6 neighbor discovery process uses the [Pv6 network layer service, therefore, by default, [IPv6 ACLs
implicitly allow IPv6 neighbor discovery packets to be sent and received on an interface. In IPv4, the Address
Resolution Protocol (ARP), which is equivalent to the IPv6 neighbor discovery process, uses a separate data
link layer protocol; therefore, by default, IPv4 ACLs implicitly allow ARP packets to be sent and received
on an interface.

Example

switchxxxxxx (config)# ipv6é access-list acll
switchxxxxxx (config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80
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Use the permit command in Ipv6 Access-list Configuration mode to set permit conditions (ACEs) for IPv6
ACLs. Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [ace-priority priority][dscp
number | precedence number] [time-range time-range-name] [log-input] [flow-label flow-label-value]

permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type} {any|icmp-code}
[ace-priority priority][dscp number | precedence number] [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit tcp {any | {source-prefix/length} {any | source-port} } {any | destination-prefix/length} {any |
destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [log-input] [flow-label flow-label-value]

permit udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any |
destination-port} [ace-priority priority][dscp number | precedence humber][time-r ange time-range-name]
[log-input] [flow-label flow-label-value]

no permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [dscp number | precedence
number] [time-range time-range-name] [log-input] [flow-label flow-label-value]

no permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-r angetime-range-name] [log-input] [flow-label
flow-label-valuge]

no permit tcp {any | {source-prefix/length} {any | source-port} } {any | destination- prefix/length} {any]|
destination-port} [dscp humber | precedence number] [match-all list-of-flags] [time-r ange time-range-name]
[log-input] [flow-label flow-label-value]

no permit udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any]
destination-port} [dscp number | precedence number] [time-range time-range-name] [log-input] [flow-label
flow-label-value]

Parameters

* protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58), tcp (6)
and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0-255)

« source-prefix / lenght—The source IPv6 network or class of networks about which to set permit
conditions. This argument must be in the form documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

» destination-prefix/ lenght—The destination [IPv6 network or class of networks about which to set permit
conditions. This argument must be in the form documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* dscp number—Specifies the DSCP value. (Range: 0-63)
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« precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3), parameter-problem
(4), echo-request (128), echo-reply (129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

* icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

« destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or one of the
following values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp (4500), ntp (123),
rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs (49), talk (517), tftp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

* source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

« match-all list-of-flag —List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

» flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these arguments must be
in range 0—1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Flow label and port range cannot be configured together.
Flow label cannot be configured into an output ACL.

Example 1. This example defines an ACL by the name of server and enters a rule (ACE) for tcp packets.
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switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit tcp 3001::2/64 any any 80

Example 2. This example defines an ACL with the flow-label keyword:

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit ipvé any any flow-label 5
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deny ( IPv6 )

Use the deny command in Ipv6 Access-list Configuration mode to set deny conditions (ACEs) for IPv6 ACLs.
Use the no form of the command to remove the access control entry.

Syntax

deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [ace-priority priority] [dscp
number | precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]

deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type} {any|icmp-code}
[ace-priority priority][dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

deny tcp {any | {source-prefixlength} {any | source-port}} {any | destination-prefix/length} {any|
destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

deny udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any]
destination-port} [ace-priority priority] [dscp number | precedence number] [time-r angetime-range-name]
[disable-port |log-input] [flow-label flow-label-value]

no deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [dscp number | precedence
number] [time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

nodeny icmp {any | {source-prefix/length} {any | destination-prefix/length} {anylicmp-type} {any|icmp-code}
[dscp number | precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-valuge]

no deny tcp {any | {source-prefix/length} {any | source-port}} {any | destination-prefix/length} {any]|
destination-port} [dscp humber | precedence number ] [match-all list-of-flags] [time-r ange time-range-name]
[disable-port |log-input] [flow-label flow-label-value]

no deny udp {any | {source-prefix/length}} {any | source-port} } {any | destination-prefix/length} {any|
destination-port} [dscp number | precedence number] [time-rangetime-range-name] [disable-port log-input]
[flow-label flow-label-value]

Parameters

* protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58), tcp (6)
and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0-255)

« source-prefix/length—The source IPv6 network or class of networks about which to set permit conditions.
This argument must be in the format documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

» destination-prefix / lenght—The destination IPv6 network or class of networks about which to set permit
conditions. This argument must be in the format documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)
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« dscp number—Specifies the DSCP value. (Range: 0-63)
» precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3), parameter-problem
(4), echo-request (128), echo-reply (129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

« icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

« destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or one of the
following values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data 20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp (4500), ntp (123),
rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs (49), talk (517), tftp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

» source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

 match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)
» disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

+ flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these arguments must be
in range 0—-1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Flow label and port range cannot be configured together.
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Flow label cannot be configured into an output ACL.
Example

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipv6-al) # deny tcp 3001::2/64 any any 80

Cisco Catalyst 1300 Switches Series CLI Guide .



. mac access-list

ACL Commands |

mac access-list

Use the mac access-list Global Configuration mode command to define a Layer 2 access list (ACL) based
on source MAC address filtering and to place the device in MAC Access-list Configuration mode. All
commands after this command refer to this ACL.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended acl-name

no mac access-list extended acl-name

Parameters

acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration

No MAC access list is defined.

Command Mode

Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name. If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority,
then the command is rejected.

Example

switchxxxxxx (config)# mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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permit ( MAC )

Use the permit command in MAC Access-list Configuration mode to set permit conditions (ACEs) for a
MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

per mit {any | source source-wildcard} {any | destination destination-wildcard} [ ace-priority priority] [ eth-type
0| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [cos cos
cos-wildcard] [time-range time-range-name]

[log-input]

no per mit {any | source source-wildcard} {any | destination destination-wildcard} [ eth-type O | aarp | amber
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard] [time-range
time-range-name]

[log-input]

Parameters

* source—Source MAC address of the packet.

» source-wildcard—Wildcard bits to be applied to the source MAC address. Use 1s in the bit position that
you want to be ignored.

« destination—Destination MAC address of the packet.

* destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in the bit
position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.

* vlan-id—The VLAN ID of the packet. (Range: 1-4094)

» cos—The Class of Service of the packet. (Range: 0-7)

* cos-wildcard—Wildcard bits to be applied to the CoS.

» time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
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(in the current ACL) +20. The ACE-priority must be unique per ACL.If the user types already existed priority,
then the command is rejected.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode
Example

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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deny (MAC)

Use the deny command in MAC Access-list Configuration mode to set deny conditions (ACEs) for a MAC
ACL. Use the no form of the command to remove the access control entry.

Syntax

deny {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority priority] [{eth-type
0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos
cos-wildcard] [time-range time-range-name] [disable-port |log-input ]

no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type O}| aarp | amber
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard] [time-range
time-range-name] [disable-port |log-input ]

Parameters

* source—Source MAC address of the packet.

« source-wildcard—Wildcard bits to be applied to the source MAC address. Use ones in the bit position
that you want to be ignored.

» destination—Destination MAC address of the packet.

« destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in the bit
position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.

* vlan-id—The VLAN ID of the packet. (Range: 1-4094).

» cos—The Class of Service of the packet.(Range: 0-7).

« cos-wildcard—Wildcard bits to be applied to the CoS.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)
« disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode

Cisco Catalyst 1300 Switches Series CLI Guide .



ACL Commands |
B denymac)

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any
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service-acl input

Use the service-acl input command in Interface Configuration mode to bind an access list(s) (ACL) to an
interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
service-acl input acl-namel [acl-name2] [default-action {deny-any | permit-any}]

no service-acl input

Parameters
« acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range: 1-32 characters).
» deny-any—Deny all packets (that were ingress at the port) that do not meet the rules in this ACL.

* permit-any—Forward all packets (that were ingress at the port) that do not meet the rules in this ACL.

Default Configuration

No ACL is assigned. Default action for ACL is deny-any.

Command Mode

Interface Configuration mode (Ethernet, Port-Channel, VLAN )

User Guidelines
The following rules govern when ACLs can be bound or unbound from an interface:

* [Pv4 ACLs and IPv6 ACLs can be bound together to an interface.

* A MAC ACL cannot be bound on an interface which already has an IPv4 ACL or IPv6 ACL bound to
it.

» Two ACLs of the same type cannot be bound to a port.

* An ACL cannot be bound to a port that is already bound to an ACL, without first removing the current
ACL. Both ACLs must be mentioned at the same time in this command.

* MAC ACLs that include a VLAN as match criteria cannot be bound to a VLAN.
» ACLs with time-based configuration on one of its ACEs cannot be bound to a VLAN.
» ACLs with the action Shutdown cannot be bound to a VLAN.

* When the user binds ACL to an interface, TCAM resources will be consumed. One TCAM rule for each
MAC or IP ACE and two TCAM rules for each IPv6 ACE.The TCAM consumption is always even
number, so in case of odd number of rules the consumption will be increased by 1.

* An ACL cannot be bound as input if it has been bound as output.
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Example

switchxxxxxx (config) # mac access-list extended server-acl

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx (config-mac-al)# exit

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# service-acl input server-acl default-action deny-any
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service-acl output

Use the service-acl output command in Interface Configuration mode to control access to an interface on the
egress (transmit path).

Use the no form of this command to remove the access control.

Syntax
service-acl output acl-namel [acl-name2] [default-action {deny-any | per mit-any}]

no service-acl output

Parameters

« acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range: 1-32 characters).
+ deny-any—Deny all packets (on the output of port) that do not meet the rules in this ACL.

* permit-any—Forward all packets (on the output of port) that do not meet the rules in this ACL.

Default

No ACL is assigned. Default action is deny-any

Command Mode

Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines

The rule actions: log-input is not supported. Trying to use it will result in an error.

The deny rule action disable-port is not supported. Trying to use it will result in an error.
[Pv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an IPv4 ACL or IPv6 ACL.
Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is already bounded to an ACL, without first removing the current ACL
and binding the two ACLs together.

An ACL cannot be bound as output if it has been bound as input.

Example

This example binds an egress ACL to a port:

switchxxxxxx (config)# mac access-list extended server

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:£ff any
switchxxxxxx (config-mac-al)# exit

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# service-acl output server

Cisco Catalyst 1300 Switches Series CLI Guide .



. time-range

time-range

ACL Commands |

Use the time-range Global Configuration mode command to define time ranges for different functions. In
addition, this command enters the Time-range Configuration mode. All commands after this one refer to the
time-range being defined.

This command sets a time-range name. Use the absolute, on page 86 and periodic, on page 87 commands to
actually configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

time-range-name—Specifies the name for the time range. (Range: 1-32 characters)

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

If a time-range command has both absolute and periodic values specified, then the periodic items are evaluated
only after the absolute start time is reached, and are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should be set by the
user or by SNTP. If the software clock is not set by the user or by SNTP, the time range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:

* dotlx port-control
* power inline

* operation time

* permit (IP)

* deny (IP)

* permit (IPv6)

* deny (IPv6)

* permit (MAC)
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* deny (MAC)

Example

switchxxxxxx (config)# time-range http-allowed
console (config-time-range) #periodic mon 12:00 to wed 12:00
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Use the absolute Time-range Configuration mode command to specify an absolute time when a time range
is in effect. Use the no form of this command to remove the time limitation.

Syntax

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

Parameters

* start—Absolute time and date that the permit or deny statement of the associated function going into
effect. If no start time and date are specified, the function is in effect immediately.

» end—Absolute time and date that the permit or deny statement of the associated function is no longer
in effect. If no end time and date are specified, the function is in effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
« day—Day (by date) in the month. (Range: 1-31)
» month—Month (first three letters by name). (Range: Jan...Dec)

* year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # absolute start 12:00 1 jan 2005
switchxxxxxx (config-time-range) # absolute end 12:00 31 dec 2005
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Use the periodic Time-range Configuration mode command to specify a recurring (weekly) time range for
functions that support the time-range feature. Use the no form of this command to remove the time limitation.

Syntax

periodic day-of-the-week hh: mm to day-of-the-week hh:mm

no periodic day-of-the-week hh: mmto day-of-the-week hh: mm

periodic list hh:mmto hh: mm day-of-the-week1 [ day-of-the-week?2... day-of-the-week7]
no periodic list hh:mmto hh: mm day-of-the-week1 [ day-of-the-week2... day-of-the-week7]
periodic list hh:mmto hh:mmall

no periodic list hh:mmto hh:mmall

Parameters

« day-of-the-week—The starting day that the associated time range is in effect. The second occurrence is
the ending day the associated statement is in effect. The second occurrence can be the following week
(see description in the User Guidelines). Possible values are: mon, tue, wed, thu, fri, sat, and sun.

» hh:mm—The first occurrence of this argument is the starting hours:minutes (military format) that the
associated time range is in effect. The second occurrence is the ending hours:minutes (military format)
the associated statement is in effect. The second occurrence can be at the following day (see description
in the User Guidelines). (Range: 0-23, mm: 0—59)

* list day-of-the-week—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means that the time
range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".
Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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show time-range

Use the show time-range User EXEC mode command to display the time range configuration.

Syntax

show time-range time-range-name

Parameters

time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx> show time-range
http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00
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show access-lists

Use the show access-lists Privileged EXEC mode command to display access control lists (ACLs) configured
on the switch.

Syntax
show access-lists [name]

show access-lists time-range-active [ name]

Parameters
» name—Specifies the name of the ACL.(Range: 1-160 characters).

« time-range-active—Shows only the Access Control Entries (ACEs) whose time-range is currently active
(including those that are not associated with time-range).

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays
switchxxxxxx# show access-lists time-range-active

Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
switchxxxxxx# show access-lists ACL1

Extended IP access list ACLL

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40
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clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear access-lists (ACLs) counters.

Syntax

clear access-lists counters[interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet port or
port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters gil/0/1
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show interfaces access-lists trapped packets

Use the show interfaces access-lists trapped packets Privileged EXEC mode command to display Access
List (ACLs) trapped packets.

Syntax

show interfaces access-lists trapped packets [interface-id | port-channel-number | VLAN]

Parameters

» interface-id—Specifies an interface 1D, the interface ID is an Ethernet port port-channel.
« port-channel—Specifies a port-channel.

* VLAN—Specifies a VLAN

Command Mode

Privileged EXEC mode

User Guidelines
This command shows whether packets were trapped from ACE hits with logging enable on an interface.
Example 1:

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: gil/0/1-gil/0/3, chl-ch3, ch4

VLANs: VLAN1l, VLAN12-VLAN1S5

Packets were trapped globally due to lack of resources

Example 2:

switchxxxxxx# show interfaces access-lists trapped packets gil/0/1
Packets were trapped on interface gil/0/1
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This chapter contains the following sections:

* bridge multicast filtering, on page 95

* bridge multicast mode, on page 96

* bridge multicast address, on page 98

* bridge multicast forbidden address, on page 99

* bridge multicast ip-address, on page 100

* bridge multicast forbidden ip-address, on page 102

* bridge multicast source group, on page 103

* bridge multicast forbidden source group, on page 104
* bridge multicast ipv6 mode, on page 105

* bridge multicast ipv6 ip-address, on page 107

* bridge multicast ipv6 forbidden ip-address, on page 108
* bridge multicast ipv6 source group, on page 109

* bridge multicast ipv6 forbidden source group, on page 110
* bridge multicast unregistered, on page 111

* bridge multicast forward-all, on page 112

* bridge multicast forbidden forward-all, on page 113

* bridge unicast unknown, on page 114

* show bridge unicast unknown , on page 115

» mac address-table static , on page 116

* clear mac address-table , on page 118

» mac address-table aging-time , on page 119

* port security, on page 120

* port security mode, on page 122

* port security max, on page 123

* port security routed secure-address, on page 124

* show mac address-table , on page 125

» show mac address-table count , on page 127

* show bridge multicast mode, on page 129

* show bridge multicast address-table, on page 130

* show bridge multicast address-table static, on page 132
* show bridge multicast filtering, on page 134

* bridge multicast unregistered, on page 135
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* show ports security, on page 136
* show ports security addresses, on page 137
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bridge multicast filtering

To enable the filtering of Multicast addresses, use the bridge multicast filtering Global Configuration mode
command. To disable Multicast address filtering, use the no form of this command.

Syntax
bridge multicast filtering
no bridge multicast filtering

Parameters

This command has no arguments or keywords.

Default Configuration

Multicast address filtering is disabled. All Multicast addresses are flooded to all ports.

Command Mode

Global Configuration mode

User Guidelines
When this feature is enabled, unregistered Multicast traffic (as opposed to registered) will still be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups.

Example
The following example enables bridge Multicast filtering.

switchxxxxxx (config)# bridge multicast filtering

Cisco Catalyst 1300 Switches Series CLI Guide .



. bridge multicast mode

Address Table Commands |

bridge multicast mode

To configure the Multicast bridging mode, use the bridge multicast mode Interface (VLAN) Configuration
mode command. To return to the default configuration, use the no form of this command.

Syntax
bridge multicast mode {mac-group | ipv4-group | ipv4-src-group}

no bridge multicast mode

Parameters

» mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address.

* ipv4-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address for
non-IPv4 packets, and on the packet's VLAN and IPv4 destination address for IPv4 packets.

* ipv4-src-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address
for non-IPv4 packets, and on the packet's VLAN, IPv4 destination address and IPv4 source address for
IPv4 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that uses a MIB based on the Multicast
MAC address. Otherwise, it is recommended to use the ipv4 mode, because there is no overlapping of IPv4
Multicast addresses in these modes.

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a function
of the IGMP version that is used in the network:

FDB mode IGMP version 2 IGMP version 3

mac-group MAC group address MAC group address
ipv4-group IP group address IP group address
ipv4-src-group * IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that case, no new FDB
entry is created, but the port is added to the static (S,G) entries (if they exist) that belong to the requested
group. It is recommended to set the FDB mode to ipv4-group or mac-group for IGMP version 2.

If an application on the device requests (*,G), the operating FDB mode is changed to ipv4-group.
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Example
The following example configures the Multicast bridging mode as an mac-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast mode mac-group
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bridge multicast address

To register a MAC-layer Multicast address in the bridge table and statically add or remove ports to or from
the group, use the bridge multicast address Interface (VLAN) Configuration mode command. To unregister
the MAC address, use the no form of this command.

Syntax

bridge multicast address {mac-multicast-address | ipv4-multicast-address} [{add | remove} {ethernet
interface-list | port-channel port-channel-list}]

no bridge multicast address mac-multicast-address

Parameters
» mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
» add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified without specifying add or remove,
the default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
mac-multicast-addr ess parameter only.

Static Multicast addresses can be defined on static VLANSs only. You can execute the command before the
VLAN is created.

Example 1 - The following example registers the MAC address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports statically.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 01:00:5e:02:02:03 add gil/0/1-2
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bridge multicast forbidden address

To forbid adding or removing a specific Multicast address to or from specific ports, use the bridge multicast
forbidden address IInterface (VLAN) Configuration mode command. To restore the default configuration,
use the no form of this command.

Syntax

bridge multicast forbidden address {mac-multicast-address | ipv4-multicast-address} {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast for bidden address mac-multicast-address

Parameters
» mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
» add—Forbids adding ports to the group.
» remove—Forbids removing ports from the group.

« ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered, using bridge multicast address.

You can execute the command before the VLAN is created.

Example

The following example forbids MAC address 0100.5¢02.0203 on port gil/0/4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 0100.5e02.0203
switchxxxxxx (config-if)# bridge multicast forbidden address 0100.5e02.0203 add gil/0/4
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bridge multicast ip-address

To register IP-layer Multicast addresses to the bridge table, and statically add or remove ports to or from the
group, use the bridge multicast ip-addressIInterface (VLAN) Configuration mode command. To unregister
the IP address, use the no form of this command.

Syntax

bridge multicast ip-addressip-multicast-address [[add | remove] {interface-list | port-channel
port-channel-list}]

no bridge multicast ip-address ip-multicast-address

Parameters
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Adds ports to the group.
» remove—(Optional) Removes ports from the group.

« interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANSs only.

You can execute the command before the VLAN is created.

Example

The following example registers the specified IP address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.
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switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2 add gil/0/4
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bridge multicast forbidden ip-address

To forbid adding or removing a specific IP Multicast address to or from specific ports, use the bridge multicast
forbidden ip-addressinterface (VLAN) Configuration mode command. To restore the default configuration,
use the no form of this command.

Syntax

bridge multicast forbidden ip-address {ip-multicast-address} {add | remove} {ethernet interface-list |
port-channel port-channel-list}

no bridge multicast forbidden ip-addressip-multicast-address

Parameters
* ip-multicast-addr ess—Specifies the group IP Multicast address.
» add—(Optional) Forbids adding ports to the group.
* remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list —(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers IP address 239.2.2.2, and forbids the IP address on port gi1/0/4 within VLAN
8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2
switchxxxxxx (config-if)# bridge multicast forbidden ip-address 239.2.2.2 add gil/0/4
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bridge multicast source group

To register a source IP address - Multicast IP address pair to the bridge table, and statically add or remove
ports to or from the source-group, use the bridge multicast source group Interface (VLAN) Configuration
mode command. To unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast source ip-address group ip-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast source ip-address group ip-multicast-address

Parameters
» ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Adds ports to the group for the specific source IP address.
» remove—(Optional) Removes ports from the group for the specific source IP address.

» ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2
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bridge multicast forbidden source group

To forbid adding or removing a specific IP source address - Multicast address pair to or from specific ports,
use the bridge multicast forbidden source group IInterface (VLAN) Configuration mode command. To
return to the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden sourceip-address group ip-multicast-address {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address

Parameters
» ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Forbids adding ports to the group for the specific source IP address.
» remove—(Optional) Forbids removing ports from the group for the specific source IP address.

» ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge table, and forbids
adding the pair to port gil/0/4 on VLAN 8&:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2

switchxxxxxx (config-if)# bridge multicast forbidden source 13.16.1.1 group 239.2.2.2 add
gil/0/4

. Cisco Catalyst 1300 Switches Series CLI Guide



| Address Table Commands
bridge multicast ipv6 mode .

bridge multicast ipv6 mode

To configure the Multicast bridging mode for IPv6 Multicast packets, use the bridge multicast ipv6 mode
Interface (VLAN) Configuration mode command. To return to the default configuration, use the no form of
this command.

Syntax
bridge multicast ipv6 mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipvé mode

Parameters

» mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC destination
address.

* ip-group—Specifies that Multicast bridging is based on the packet's VLAN and IPv6 destination address
for IPv6 packets.

* ip-src-group—Specifies that Multicast bridging is based on the packet's VLAN, IPv6 destination address
and IPv6 source address for IPv6 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group mode when using a network management system that uses a MIB based on the Multicast
MAC address.

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a function
of the MLD version that is used in the network:

FDB mode MLD version 1 MLD version 2

mac-group MAC group address MAC group address

ipv6-group IPv6 group address IPv6 group address
ipv6-src-group * IPv6 source and group addresses

(*) In ip-src-group mode a match is performed on 4 bytes of the multicast address and 4 bytes of the source
address. In the group address the last 4 bytes of the address are checked for match. In the source address the
last 3 bytes and 5th from last bytes of the interface ID are examined.

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group. In that case, no new FDB entry
is created, but the port is added to the (S,G) entries (if they exist) that belong to the requested group.
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If an application on the device requests (*,G), the operating FDB mode is changed to ip-group.

You can execute the command before the VLAN is created.

Example

The following example configures the Multicast bridging mode as an ip-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast ipv6é mode
ip-group
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bridge multicast ipv6 ip-address

To register an IPv6 Multicast address to the bridge table, and statically add or remove ports to or from the
group, use the bridge multicast ipv6 ip-address Interface (VLAN) Configuration mode command. To
unregister the IPv6 address, use the no form of this command.

Syntax

bridge multicast ipv6 ip-addressipve-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast ipv6 ip-address ip-multicast-address

Parameters
* ipv6-multicast-address—Specifies the group IPv6 multicast address.
» add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces; use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
ipv6-multicast-addr ess parameter only.

Static Multicast addresses can be defined on static VLANSs only. You can execute the command before the

VLAN is created.

Example 1 - The following example registers the IPv6 address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1

Example 2 - The following example registers the IPv6 address and adds ports statically.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ipvé ip-address FF00:0:0:0:4:4:4:1 add gil/0/1-2
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bridge multicast ipv6 forbidden ip-address

To forbid adding or removing a specific IPv6 Multicast address to or from specific ports, use the bridge
multicast ipv6 for bidden ip-addressInterface (VLAN) Configuration mode command. To restore the default
configuration, use the no form of this command.

Syntax

bridge multicast ipv6 for bidden ip-address {ipv6-multicast-address} {add |remove} {ethernet interface-list
| port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-addr ess ipv6-multicast-address

Parameters
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—(Optional) Forbids adding ports to the group.
» remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the IPv6 address on port gil/0/4 within
VLAN 8.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if)# bridge multicast ipvé forbidden ip-address FF00:0:0:0:4:4:4:1 add
gil/o0/4
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bridge multicast ipv6 source group

To register a source IPv6 address - Multicast IPv6 address pair to the bridge table, and statically add or remove
ports to or from the source-group, use the bridge multicast ipv6 sour ce group Interface (VLAN) Configuration
mode command. To unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast ipv6 sour ceipve-source-address group ipv6-multicast-address [[add | remove] {ether net
interface-list | port-channel port-channel-list}]

no bridge multicast ipv6 sour ce ipv6-address group ipv6-multicast-address

Parameters
* ipv6-sour ce-addr ess—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—(Optional) Adds ports to the group for the specific source IPv6 address.
» remove—(Optional) Removes ports from the group for the specific source IPv6 address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group FF00:0:0:0:4:4:4:1
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bridge multicast ipv6 forbidden source group

To forbid adding or removing a specific IPv6 source address - Multicast address pair to or from specific ports,
use the bridge multicast ipv6 forbidden source group Interface (VLAN) Configuration mode command.
To return to the default configuration, use the no form of this command.

Syntax

bridge multicast ipv6 for bidden sourceipvé-source-address group ipv6-multicast-address {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 for bidden sour ce ipv6-address group ipv6-multicast-address

Parameters
* ipv6-sour ce-addr ess—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—Forbids adding ports to the group for the specific source IPv6 address.
» remove—Forbids removing ports from the group for the specific source [Pv6 address.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge table, and
forbids adding the pair to gil/0/4 on VLAN 8:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group FF00:0:0:0:4:4:4:1
switchxxxxxx (config-if)# bridge multicast forbidden source 2001:0:0:0:4:4:4:1 group
FF00:0:0:0:4:4:4:1 add gil/0/4
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bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast unregistered Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
bridge multicast unregistered {forwarding| filtering}
no bridge multicast unregistered

Parameters

« forwar ding—Forwards unregistered Multicast packets.

« filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because the 224.0.0.x
address range should not be filtered. Note that routers do not necessarily send IGMP reports for the 224.0.0.x
range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are filtered on gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge multicast unregistered filtering
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bridge multicast forward-all

To enable forwarding all multicast packets for a range of ports or port channels, use the bridge multicast
forward-all Interface (VLAN) Configuration mode command. To restore the default configuration, use the
no form of this command.

Syntax

bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forward-all

Parameters
» add—Forces forwarding of all Multicast packets.
» remove—Does not force forwarding of all Multicast packets.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration

Forwarding of all Multicast packets is disabled.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example enables all Multicast packets on port gil/0/4 to be forwarded.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast forward-all add gil/0/4
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bridge multicast forbidden forward-all

To forbid a port to dynamically join Multicast groups, use the bridge multicast forbidden forward-all
Interface (VLAN) Configuration mode command. To restore the default configuration, use the no form of
this command.

Syntax

bridge multicast for bidden forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forbidden forward-all

Parameters
» add—Forbids forwarding of all Multicast packets.
* remove—Does not forbid forwarding of all Multicast packets.

« ethernet interface-list —Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Use this command to forbid a port to dynamically join (by IGMP, for example) a Multicast group.
The port can still be a Multicast router port.

Example

The following example forbids forwarding of all Multicast packets to gil/0/1 within VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast forbidden forward-all add ethernet gil/0/1
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bridge unicast unknown

To enable egress filtering of Unicast packets where the destination MAC address is unknown to the device,
use the bridge unicast unknown Interface (Ethernet, Port Channel) Configuration mode command. To restore
the default configuration, use the no form of this command.

Syntax

bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown

Parameters
« filtering—Filter unregistered Unicast packets.

» forwar ding—Forward unregistered Unicast packets.

Default Configuration

Forwarding.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode.

Example

The following example drops Unicast packets on gil/0/1 when the destination is unknown.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge unicast unknown filtering

. Cisco Catalyst 1300 Switches Series CLI Guide



| Address Table Commands

show bridge unicast unknown .

show bridge unicast unknown

To display the unknown Unicast filtering configuration, use the show bridge unicast unknown Privileged
EXEC mode command.

Syntax

show bridge unicast unknown [interface-id]

Parameters

interface-id—(Optional) Specify an interface ID. The interface ID can be one of the following types: Ethernet
port or port-channel

Command Mode

Privileged EXEC mode

Example

Console # show bridge unicast unknown
Port Unregistered
gil/0/1 Forward
gil/0/2 Filter

gil/0/3 Filter
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mac address-table static

To add a MAC-layer station source address to the MAC address table, use the mac address-table static
Global Configuration mode command. To delete the MAC address, use the no form of this command.

Syntax

mac address-table static mac-address vlan vian-id interface interface-id [per manent | delete-on-reset |
delete-on-timeout | secure]|

no mac address-table static [mac-address] vlan vian-id

Parameters
» mac-address—MAC address (Range: Valid MAC address)
* vlan-id— Specify the VLAN

« interface-id—Specify an interface ID. The interface ID can be one of the following types: Ethernet port
or port-channel (Range: valid ethernet port, valid port-channel)

* permanent—(Optional) The permanent static MAC address. The keyword is applied by the default.
» delete-on-reset—(Optional)The delete-on-reset static MAC address.
* delete-on-timeout—(Optional)The delete-on-timeout static MAC address.

* secure—(Optional)The secure MAC address. May be used only in a secure mode.

Default Configuration

No static addresses are defined. The default mode for an added address is permanent.

Command Mode

Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any mode or to add a secure MAC
address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and time-to-live.
The following value of time-of-live is supported:

» permanent—MAC address is saved until it is removed manually.

* delete-on-reset—MAC address is saved until the next reboot.

delete-on-timeout—MAC address that may be removed by the aging timer.

The following types are supported:

» static— MAC address manually added by the command with the following keywords specifying its
time-of-live:
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permanent

delete-on-reset

delete-on-timeout

A static MAC address may be added in any port mode.

secure— A MAC address added manually or learned in a secure mode. Use the mac address-table
static command with the secure keyword to add a secure MAC address. The MAC address cannot be
relearned.

A secure MAC address may be added only in a secure port mode.

 dynamic— a MAC address learned by the switch in non-secure mode. A value of its time-to-liveattribute
is delete-on-timeout.

Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:bl vlan 1 interface gil/0/1
switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
permanent

Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
secure
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clear mac address-table

To remove learned or secure entries from the forwarding database (FDB), use the clear mac address-table
Privileged EXEC mode command.

Syntax

clear mac address-table dynamic interface interface-id

clear mac address-table secure inter face interface-id

Parameters

+ dynamic interface interface-id—Delete all dynamic (learned) addresses on the specified interface. The
interface ID can be one of the following types: Ethernet port or port-channel. If interface ID is not
supplied, all dynamic addresses are deleted.

« secureinterfaceinterface-id—Delete all the secure addresses learned on the specific interface. A secure
address on a MAC address learned on ports on which port security is defined.

Default Configuration

For dynamic addresses, if interface-id is not supplied, all dynamic entries are deleted.

Command Mode

Privileged EXEC mode

Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port gil/0/1.

switchxxxxxx# clear mac address-table secure interface gil/0/1
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mac address-table aging-time

To set the aging time of the address table, use the mac address-table aging-time Global configuration
command. To restore the default, use the no form of this command.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters

seconds—Time is number of seconds. (Range:10-400)

Default Configuration
300

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# mac address-table aging-time 600

Cisco Catalyst 1300 Switches Series CLI Guide .



. port security

Address Table Commands |

port security

To enable port security learning mode on an interface, use the port security Interface (Ethernet, Port Channel)
Configuration mode command. To disable port security learning mode on an interface, use the no form of
this command.

Syntax
port security [forward | discard | discard-shutdown] [trap seconds]

no port security

Parameters

» forwar d—(Optional) Forwards packets with unlearned source addresses, but does not learn the address.
» discar d—(Optional) Discards packets with unlearned source addresses.

» discar d-shutdown—(Optional) Discards packets with unlearned source addresses and shuts down the
port.

» trap seconds—(Optional) Sends SNMP traps and specifies the minimum time interval in seconds between
consecutive traps. (Range: 1-1000000)

Default Configuration
The feature is disabled by default.
The default mode is discard.

The default number of seconds is zero, but if trapsis entered, a number of seconds must also be entered.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Port Security cannot be enabled on an interface if 802.1X authentication is already active on the interface.

When the port security command enables the lock mode on a port all dynamic addresses learned on the port
are changed to per manent secure addresses.

When the port security command enables a mode on a port differing from the lock mode all dynamic addresses
learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure addresses defined on the port
are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the switch should perform
on a frame which source MAC address cannot be learned.
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Example

The following example forwards all packets to port gi1/0/1 without learning addresses of packets from unknown
sources and sends traps every 100 seconds, if a packet with an unknown source address is received.

switchxxxxxx (config) # interface gil/0/4

switchxxxxxx (config-if)# port security mode lock

switchxxxxxx (config-if)# port security forward trap 100
(

switchxxxxxx (config-if)# exit
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port security mode

To configure the port security learning mode, use the port security mode Interface (Ethernet, Port Channel)
Configuration mode command. To restore the default configuration, use the no form of this command.

Syntax
port security mode {max-addresses | lock | secure permanent | secure delete-on-reset}

no port security mode

Parameters
» max-addresses— Non-secure mode with limited learning dynamic MAC addresses.
* lock— Secure mode without MAC learning.

* secur e per manent—Secure mode with limited learning permanent secure MAC addresses with the
permanent time-of-live. The static and secure MAC addresses may be added on the port manually by
the mac addr ess-table static command.

* secure delete-on-reset—Secure mode with limited learning secure MAC addresses with the
delete-on-reset time-of-live. The static and secure MAC addresses may be added on the port manually
by the mac address-table static command.

Default Configuration

The default port security mode islock.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The default port mode is called regular. In this mode, the port allows unlimited learning of dynamic addresses.

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Example
The following example sets the port security mode to Lock for gil/0/4.
switchxxxxxx (config) # interface gil/0/4

switchxxxxxx (config-if)# port security mode
lock

switchxxxxxx (config-if)# port security
switchxxxxxx (config-if)# exit
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port security max

To configure the maximum number of addresses that can be learned on the port while the port is in port,
max-addresses or secure mode, use the port security max Interface (Ethernet, Port Channel) Configuration
mode command. To restore the default configuration, use the no form of this command.

Syntax
port security max max-addr

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on the port. (Range: 0-256)

Default Configuration

This default maximum number of addresses is 1.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Example

The following example sets the port to limited learning mode:

switchxxxxxx (config) # interface gil/0/4
switchxxxxxx (config-if)# port security mode max
switchxxxxxx (config-if)# port security max 20
switchxxxxxx (config-if)# port security
switchxxxxxx (config-if)# exit
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port security routed secure-address

To add a MAC-layer secure address to a routed port. (port that has an IP address defined on it), use the port
security routed secure-address Interface (Ethernet, Port Channel) Configuration mode command. To delete
a MAC address from a routed port, use the no form of this command.

Syntax
port security routed secure-address mac-address

no port security routed secure-addr ess mac-address

Parameters

mac-address—Specifies the MAC address.

Default Configuration

No addresses are defined.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode. It cannot be configured for a range of interfaces (range
context).

User Guidelines

This command enables adding secure MAC addresses to a routed port in port security mode. The command
is available when the port is a routed port and in port security mode. The address is deleted if the port exits
the security mode or is not a routed port.

Example

The following example adds the MAC-layer address 00:66:66:66:66:66 to gil1/0/1.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# port security routed secure-address 00:66:66:66:66:66
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show mac address-table

To display entries in the MAC address table, use the show mac address-table Privileged EXEC mode
command.

Syntax

show mac address-table[dynamic| static| secure] [vlan Vian] [inter faceinterface-id] [address mac-address]|

Parameters

» dynamic—(Optional) Displays only dynamic MAC address table entries.
« static—(Optional) Displays only static MAC address table entries.

» secure—(Optional) Displays only secure MAC address table entries.

» vlan—(Optional) Displays entries for a specific VLAN.

« interface interface-id—(Optional) Displays entries for a specific interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

« address mac-address—(Optional) Displays entries for a specific MAC address.

Default Configuration

If no parameters are entered, the entire table is displayed.

Command Mode

Privileged EXEC mode

User Guidelines
Internal usage VLANs (VLANS that are automatically allocated on routed ports) are presented in the VLAN
column by a port number and not by a VLAN ID.

Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table
Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:bl gil/0/1 static
1 00:21:b0:69:63:£3 gil/0o/2 dynamic
2 00:21:b0:69:63:£3 gil/0/3 dynamic
gil/0/4 00:a1:b0:69:61:12 gil/0/4 dynamic
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. show mac address-table

Example 2 - Displays address table entries containing the specified MAC address.
show mac address-table address 00:3f:bd:45:5a:bl

switchxxxxxx#

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:3f:bd:45:5a:bl static gil/0/4
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show mac address-table count

To display the number of addresses present in the Forwarding Database, use the show mac address-table
count Privileged EXEC mode command.

Syntax

show mac address-table count [vlan vian | interface interface-id]

Parameters

» vlan vlan—(Optional) Specifies VLAN.

« interface-id interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

User Guidelines

Use the show mac address-table count command to display the Forwarding Database capacity (total number
of entries), free entries (the number of entries that can still be used) and the consumed entries breakdown by
type of entry. The following entry types are displayed:

* Used Unicast - Occupied Forwarding Database entries which are layer 2 MAC unicast addresses.

» Used Multicast - Occupied Forwarding Database entries which are layer 2 MAC Multicast addresses.
* |Pv4 hosts - Occupied Forwarding Database entries which are IPv4 Layer 3 host entries.

* |Pv6 hosts - Occupied Forwarding Database entries which are IPv6 Layer 3 host entries.

* Secure - The amount of the secure unicast entries.

» Dynamic Unicast- The amount of the dynamic unicast entries.

« Static Unicast - The amount of the static (configured by user) unicast entries.

* Internal - The amount of the internal entries. For example device own MAC address.
The Secure, Dynamic Unicast, Static Unicast and Internal entry types present further breakdown of the Used
Unicast entries.

The total number of consumed entries is the aggregate value of the following entry types: Used Unicast; Used
Multicast ;IPv4 hosts ;IPv6 hosts .

If the I nterface parameter is used the command will display only the following entry types: Used Unicast,
secure, Dynamic Unicast, Static Unicast and Internal.

Example 1 - The following example displays the number of entries present in forwarding table for
the entire device:
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switchxxxxxx# show mac address-table count
This may take some time.

Capacity : 16384

Free : 16378

Used unicast :

Used multicast
Used IPv4 hosts
Used IPv6 hosts
Secure

Dynamic unicast
Static unicast
Internal
console#

(each IPv6 host consumes 2 entires in MAC address table)

PFNMNNORFR R RFP O

Example 2 - The following example displays the number of entries present in forwarding table for
a specific device interface.

switchxxxxxx# show mac address-table count interface gil/0/1
This may take some time.

Capacity : 16384

Free : 16378

Used unicast
Secure

Dynamic unicast
Static unicast
Internal
console#

oN DN OO

. Cisco Catalyst 1300 Switches Series CLI Guide



| Address Table Commands

show bridge multicast mode

To display the Multicast bridging mode for all VLANSs or for a specific VLAN, use the show bridge multicast
mode Privileged EXEC mode command.

Syntax

show bridge multicast mode [Vlan vian-id]

Parameters

vlan vlan-id—(Optional) Specifies the VLAN ID.

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast bridging mode for all VLANs

show bridge multicast mode .

switchxxxxxx# show bridge multicast mode
VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper
1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP
11 IPv4-GROUP IPv4-GROUP IPv6-GROUP IPv6-GROUP
12 IPv4-SRC- IPv4-SRC- IPv6-SRC- IPv6-SRC-
GROUP GROUP GROUP GROUP
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show bridge multicast address-table

To display Multicast MAC addresses or IP Multicast address table information, use the show bridge multicast
address-table Privileged EXEC mode command.

Syntax
show bridge multicast address-table [vlan vian-id]
show bridge multicast address-table [vlan vian-id] [addr ess mac-multicast-address] [format {ip | mac}]

show bridge multicast address-table [vlan vian-id] [addr ess ipv4-multicast-address] [source
ipv4-source-address]

show bridge multicast address-table [vlan vian-id] [addr ess i pv6-multicast-address] [source
ipv6-source-address]

Parameters

» vlan-id vlan-id—(Optional) Display entries for specified VLAN ID.

+ address—(Optional) Display entries for specified Multicast address. The possible values are:
mac-multicast-address—(Optional) Specifies the MAC Multicast address.
ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast address.
ipv6-multicast-address—(Optional) Specifies the IPv6 Multicast address.

» format—(Optional) Applies if mac-multicast-address was selected. In this case either MAC or IP format
can be displayed. Display entries for specified Multicast address format. The possible values are:

ip—Specifies that the Multicast address is an IP address.
mac—Specifies that the Multicast address is a MAC address.

* source —(Optional) Specifies the source address. The possible values are:
ipv4-address—(Optional) Specifies the source IPv4 address.

ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

If the format is not specified, it defaults to mac (only if mac-multicast-address was entered).
If VLAN ID is not entered, entries for all VLANS are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000 through
0100.5¢7f.fff.

Multicast router ports (defined statically or discovered dynamically) are members in all MAC groups.

Changing the Multicast mode can move static Multicast addresses that are written in the device FDB to a
shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.

switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:

Vlan MAC Address Type Ports

8 01:00:5€:02:02:03 Static 1-2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 gil/0/4

Multicast address table for VLANSs in IPv4-GROUP bridging mode:
Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic gil/0/2
Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

1 232.5.6.5

1 233.22.2.6

Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic gil/0/1
Forbidden ports for Multicast addresses:

Vlan Group Address Source Address Ports

8 239.2.2.2 * gil/0/4

8 239.2.2.2 1.1.1.11 gil/0/4

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 £ff02::4:4:4 Static gil/0/1-2, gil/0/3, Pol

Forbidden ports for Multicast addresses:
VLAN IP/MAC Address Ports

8 ££02::4:4:4 gil/0/4
Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports
8 £ff02::4:4:4 * Static gil/0/1-2,9i1/0/3,Pol
8 f£02::4:4:4 fe80::200:7ff: Static
fe00:200
Forbidden ports for Multicast addresses:
Vlan Group Address Source address Ports
8 ££02::4:4:4 * gil/0/4
8 ££02::4:4:4 fe80::200:7ff: £ gil/0/4
e00:200

Cisco Catalyst 1300 Switches Series CLI Guide .



Address Table Commands |
. show bridge multicast address-table static

show bridge multicast address-table static

To display the statically-configured Multicast addresses, use the show bridge multicast address-table static
Privileged EXEC mode command.

Syntax
show bridge multicast address-table static [vlan vian-id] [all]
show bridge multicast address-table static [vlan vian-id] [addr ess mac-multicast-address] [mac]| ip]

show bridge multicast address-table static [vlan vian-id] [addr ess i pv4-multicast-address] [sour ce
ipv4-source-address]

show bridge multicast address-table static [vlan vian-id] [addr ess ipv6-multicast-address] [sour ce
ipv6-source-address]

Parameters

» vlan vlan-id—(Optional) Specifies the VLAN ID.

+ address—(Optional) Specifies the Multicast address. The possible values are:
mac-multicast-address—(Optional) Specifies the MAC Multicast address.
ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast address.
ipv6-multicast-address—(Optional) Specifies the IPv6 Multicast address.

* sour ce—(Optional) Specifies the source address. The possible values are:
ipv4-address—(Optional) Specifies the source IPv4 address.

ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode

Privileged EXEC mode

User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000—- 0100.5e7.ffff.

Example

The following example displays the statically-configured Multicast addresses.

switchxxxxxx# show bridge multicast address-table static
MAC-GROUP table

Vlan MAC Address Ports

1 0100.9923.8787 gil/0/1, gil/0/2
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show bridge multicast address-table static .

Forbidden ports for multicast addresses:

Vlan MAC Address Ports

IPv4-GROUP Table

Vlan IP Address Ports

1 231.2.2.3 gil/0/1, gil/0/2
19 231.2.2.8 gil/0/2-3

Forbidden po

rts for multicast addresses:

Vlan IP Address Ports

L 231.2.2.3 5i1/0/2

19 231.2.2.8 gil/0/3

IPv4-SRC-GROUP Table:

Vlan Group Address Source address Ports
Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports
IPv6-GROUP Table

Vlan IP Address Ports

101 FF12::8 5i1/0/1-4

Forbidden ports for multicast addresses:

Vlan IP Address Ports

1 FF12::3 si1/0/4

191 FF12::8 gil/0/4

IPv6-SRC-GROUP Table:

Vlan Group Address Source address Ports
1oz FRl2:i8 FE80::201:COR9: FE40:8988| gi1/0/1-4

Forbidden po

rts for multicast addresses:

Vlan

192

Group Address

Source address

FE80::201:COA9:FE40:8988|

gil/0/4
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show bridge multicast filtering

To display the Multicast filtering configuration, use the show bridge multicast filtering Privileged EXEC
mode command.

Syntax
show bridge multicast filtering vian-id

Parameters

vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1
Filtering: Enabled

VLAN: 1

Forward-All

Port Static Status
gil/0/1 Forbidden Filter
gil/o/2 Forward Forward (s)
gil/0/3 - Forward (d)
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bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast unregistered Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
bridge multicast unregistered {forwarding| filtering}
no bridge multicast unregistered

Parameters

« forwar ding—Forwards unregistered Multicast packets.

« filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because the 224.0.0.x
address range should not be filtered. Note that routers do not necessarily send IGMP reports for the 224.0.0.x
range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are filtered on gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge multicast unregistered filtering
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Address Table Commands |

To display the port-lock status, use the show ports security Privileged EXEC mode command.

Syntax

show ports security [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security

Port Status Learning Action Maximum Trap Frequency
gil/0/1
Enabled Max- Discard 3 Enabled 100
Addresses
gil/0/2
Disabled Max- - 28 - -
Addresses
gil/0/3
Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

iDescription

”ﬂhe port number.

he port security status. The possible values are: Enabled or Disabled.

ﬁiﬂ‘he action taken on violation.

he maximum number of addresses that can be associated on this port
in the Max-Addresses mode.

#iﬂ'he status of SNMP traps. The possible values are: Enable or Disable.

hhe minimum time interval between consecutive traps.
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show ports security addresses

To display the current dynamic addresses in locked ports, use the show ports security addresses Privileged
EXEC mode command.

Syntax

show ports security addresses [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays dynamic addresses in all currently locked port:

Port Status Learning Current Maximum
gil/0/1 Disabled Lock 0 10
gil/0/2 Disabled Lock 0 1
gil/0/3 Disabled Lock 0 1
gil/0/4 Disabled Lock 0 1
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AAA Commands

This chapter contains the following sections:

* aaa authentication login, on page 140

* aaa authentication enable, on page 142

* login authentication, on page 144

* enable authentication, on page 145

* ip http authentication, on page 146

* show authentication methods, on page 147
* login block-for, on page 148

* login delay, on page 150

* login quiet-mode access-class, on page 151
* show login, on page 152

* show login failures, on page 154

* clear login failures, on page 156

* clear login quiet-mode, on page 157

* password, on page 158

* enable password , on page 160

* service password-recovery, on page 162

* username , on page 163

* show users accounts, on page 165

* aaa accounting login start-stop, on page 166
* aaa accounting dotlx , on page 168

* show accounting, on page 170

* passwords complexity, on page 171

* passwords aging, on page 172

* password complexity history, on page 173
» aaa login-history file, on page 174

* show passwords configuration, on page 175
* show users login-history, on page 176
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aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one or more authentication
methods to be applied during login. Use the no form of this command to restore the default authentication
method.

Syntax
aaa authentication login [authorization] {default | list-name} methodl [method?2...]

no aaa authentication login {default | list-name}

Parameters

« authorization—Specifies that authentication and authorization are applied to the given list. If the keyword
is not configured, then only authentication is applied to the given list.

» default—Uses the authentication methods that follow this argument as the default method list when a
user logs in (this list is unnamed).

« list-name—Specifies a name of a list of authentication methods activated when a user logs in. (Length:
1-12 characters)

» method1 [method2...]—Specifies a list of methods that the authentication algorithm tries (in the given
sequence). Each additional authentication method is used only if the previous method returns an error,
not if it fails. To ensure that the authentication succeeds even if all methods return an error, specify none
as the final method in the command line. Select one or more methods from the following list::

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

local Uses the locally-defined usernames for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and passwords. This is the same as entering
the command aaa authentication login local.

Command Mode

Global Configuration mode
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User Guidelines

Create a list of authentication methods by entering this command with the list-name parameter where list-name
is any character string. The method arguments identifies the list of methods that the authentication algorithm
tries, in the given sequence.

Note. If authorization is enabled for login and the switch receives from a TACACS+ server user level 15,
then the enable command is not required and if received level 1 the enable command is required.

The no aaa authentication login list-name command deletes a list-name only if it has not been referenced
by another command.

Example

The following example sets the authentication login methods for the console.

switchxxxxxx (config) # aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication authen-list
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aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or more authentication methods
for accessing higher privilege levels. To restore the default authentication method, use the no form of this

command.

Syntax

aaa authentication enable [authorization] {default | list-name} method [method2...]}

no aaa authentication enable {default | list-name}

Parameters

AAA Commands |

« authorization—Specifies that authentication and authorization are applied to the given list. If the keyword
is not configured, then only authentication is applied to the given list.

» default—Uses the listed authentication methods that follow this argument as the default method list,
when accessing higher privilege levels.

* list-name—Specifies a name for the list of authentication methods activated when a user accesses higher
privilege levels. (Length: 1-12 characters)

» method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the given
sequence. The additional authentication methods are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the authentication
succeeds, even if all methods return an error. Select one or more methods from the following list:

Keyword

Description

enable

Uses the enable password for authentication.

line

Uses the line password for authentication.

none

Uses no authentication.

radius

Uses the list of all RADIUS servers for authentication.

tacacs

Uses the list of all TACACS+ servers for authentication.

Default Configuration

No Authentication lists exist by default.

Command Mode

Global Configuration mode

User Guidelines

Create a list by entering the aaa authentication enable list-name method1 [ method2...] command where
list-name is any character string used to name this list. The method argument identifies the list of methods
that the authentication algorithm tries, in the given sequence.
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All aaa authentication enablerequests sent by the device to a RADIUS server include the username $enabx$.,
where X is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS+ server include the username that
is entered for login authentication.

The additional methods of authentication are used only if the previous method returns an error, not if it fails.
Specify none as the final method in the command line to ensure that the authentication succeeds even if all
methods return an error.

no aaa authentication enable list-name deletes list-name if it has not been referenced.

Example

The following example sets the enable password for authentication for accessing higher privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-1list radius none
switchxxxxxx (config)# line console
switchxxxxxx (config-line) # enable authentication enable-list
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login authentication

The login authentication Line Configuration mode command specifies the login authentication method list
for a remote Telnet or console session. Use the no form of this command to restore the default authentication
method.

Syntax
login authentication {default | list-name}

no login authentication

Parameters

» default—Uses the default list created with the aaa authentication login command.

» list-name—Uses the specified list created with the aaa authentication login command.

Default Configuration

default

Command Mode

Line Configuration Mode

Example1 - The following example specifies the login authentication method as the default method
for a console session.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication default

Example 2 - The following example sets the authentication login methods for the console as a list
of methods.

switchxxxxxx (config)# aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication authen-1list
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enable authentication

The enable authentication Line Configuration mode command specifies the authentication method for
accessing a higher privilege level from a remote Telnet or console. Use the no form of this command to restore
the default authentication method.

Syntax
enable authentication {default | list-name}

no enable authentication

Parameters
« default—Uses the default list created with the aaa authentication enable command.

» list-name—Uses the specified list created with the aaa authentication enable command.

Default Configuration
default.

Command Mode

Line Configuration Mode

Example1 - The following example specifies the authentication method as the default method when
accessing a higher privilege level from a console.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for accessing higher privilege
levels.

switchxxxxxx (config)# aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# enable authentication enable-list
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Ip http authentication

The ip http authentication Global Configuration mode command specifies authentication methods for HTTP
server access. Use the no form of this command to restore the default authentication method.

Syntax
ip http authentication aaa login-authentication [login-authorization] method1 [method?2...]

no ip http authentication aaa login-authentication

Parameters

« login-authorization—Specifies that authentication and authorization are applied. If the keyword is not
configured, then only authentication is applied.

» method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the given
sequence. The additional authentication methods are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the authentication
succeeds, even if all methods return an error. Select one or more methods from the following list:

Keyword Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The local user database is the default authentication login method. This is the same as entering the ip http
authentication local command.

Command Mode

Global Configuration mode

User Guidelines

The command is relevant for HTTP and HTTPS server users.

Example

The following example specifies the HTTP access authentication methods.

switchxxxxxx (config)# ip http authentication aaa login-authentication radius local none

. Cisco Catalyst 1300 Switches Series CLI Guide



| AAA Commands
show authentication methods .

show authentication methods

The show authentication methods Privileged EXEC mode command displays information about the
authentication methods.

Syntax

show authentication methods

Command Mode

Privileged EXEC mode

Example
The following example displays the authentication configuration:

switchxxxxxx# show

authentication methods

Login Authentication Method Lists

Default: Radius, Local, Line

Consl Login(with authorization): Line, None
Enable Authentication Method Lists

Default: Radius, Enable

Consl Enable(with authorization): Enable, None

Line Login Method List Enable Method List
Console Consl Login Consl Enable
Telnet Default Default

SSH Default Default

HTTP, HHTPS: Radius, local
Dotlx: Radius
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login block-for

Login Block-for

Use the following global configuration mode command to configure a quiet mode period followed specified
number of failed login attempts. Use the no form of command to return to default settings:

Syntax
login block-for seconds attemptstries within seconds

no login block-for

Parameters

* Block for seconds - Duration (in seconds) of quiet mode period (the time in which login attempts are
denied) (range 1 - 65535 (18 hours) seconds).

« attemptstries - The number of failed login attempts that triggers the quiet mode period (range 1-100).

« within seconds - Duration of time (in seconds) in which the number of failed login attempts must be
made before the quiet mode period is triggered (range 1 - 3600 (1 hour) seconds).

Default Configuration

Quiet mode is not configured on device.

Command Mode

Global Configuration mode.

User Guidelines

If the specified number of connection attempts fails (attempt tries) within a specified time (within seconds),
the device will not accept any additional login attempts for a specified period of time (block-for seconds).

During the quiet-mode period, management connections to device are restricted by the quiet-mode access-class
which allows only the specified connections (command login quiet-mode access-class). For devices that
support a console connection the “console_only” management access-list is used as the default quiet-mode
access-class. In this case, all login attempts over the network (Telnet, SSH, SNMP, HTTP or HTTPS) are
denied during the quiet-mode period.

This command can be configured only if a quiet-mode access-class (default or user defined) is configured —
see “login quiet-mode access-class”

If the login block-for command is already configured on device and the command is reconfigured with new
parameters during the “watch period” — then the current count will be terminated, and a new count will begin
using new parameters. The Command is rejected if configured during login attack quiet-mode period.

The no form of command disables the feature and terminates the quiet mode period, if active.
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Examples

Example 1 - The following example shows how to block all login requests for 180 seconds if 18 failed login
attempts are exceeded within 180 seconds:

switchxxxxxx (config)# login block-for 180 attempts 18 within 180

Example 2 -The following example displays an attempt to configure command during device quiet mode
period:

switchxxxxxx (config)# login block-for 18 attempts 8 within 50
Cannot configure login block-for setting while device is in Quiet-Mode.

Example 3 - The following example displays an failure to configure command. Failure reason: quiet-mode
access class (default or user defined) is not configured:

switchxxxxxx (config)# login block-for 770 attempts 7 within 613

Cannot configure login block-for setting since quiet-mode access-class is not configured.
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login delay

Use the login delay Global Configuration mode command to configure a delay in device response to a failed
login attempts. Use the no form of this command to return to the default setting.

Syntax
login delay seconds

no login delay

Parameters

* seconds - The delay (in seconds) that is imposed between failed login attempts (range 1-10 seconds).

Default Configuration

By default, login delay is disabled.

Command Mode

By default, login delay is disabled.

User Guidelines

The login delay command introduces a delay in device response following a failed login attempt (HTTP,
HTTPS, Telnet, SSH and SNMP). The delay provides better protection from possible dictionary attacks.

Examples

Example 1 - The following example sets a delay of 5 seconds following a failed login attempt:

switchxxxxxx (config) # login delay 5
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login quiet-mode access-class

Use the login quiet-mode access-class Global Configuration mode command to to specify a management
access control list (MACL) that will be applied when the device transitions to the login quiet-mode. Use the
no form of this command to return to the default setting.

Syntax
login quiet-mode access-class name

no login quiet-mode access-class

Parameters

» name — the name of the management ACL to apply on the device while in login quiet mode.

Default Configuration

By default, the "console-only" management access list is applied as the default quiet-mode access-class. For
devices that do not support console - the quiet-mode access-class has no default.

Command Mode

Global configuration mode.

User Guidelines

Use the login quiet-mode access-class command to allow selective hosts access to the device management
during a login quiet period. Access is allowed based on the specified Management ACL. The management
access list needs to be created prior to configuring this command using the management access-list command.

This settings provides the ability to grant access to a client or list of clients even during a quiet-mode period.
On devices that support a console connection the "console-only" management access-list is applied by default
during a quiet-mode period, meaning all network login connections (telnet, SSH, SNMP, HTTP, HTTPS) are
denied, while a connection from the console is allowed. On devices that do not support a console there is no
default access-class and the login block-for command cannot be configured if user did not first define a
quiet-mode access-class.

The command is rejected if it is configured during a quiet-mode period.

The no form of the command returns quiet-mode access-class to the default setting. On devices without a
console the no command cannot be applied if login block-for command is configured.

Examples

Example 1 - The following example shows how to configure the device to accept connection during quiet
mode period based on quiet-acl management access list:

switchxxxxxx (config)# login quiet-mode access-class quiet-acl
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show login

Use the following privileged exec mode command to display login setting and status:

Syntax

show login

Parameters

N/A

Default Configuration
N/A

Command Mode

Privileged EXEC mode

User Guidelines

This command displays setting and status related to commands login delay, L ogin block-for and login
quiet-mode access-class.

Examples
Example 1 - The following example shows output if no login settings have been applied or changed:

switchxxxxxx# show login

Login delay: disabled

Login Attacks watch: disabled

Quiet-Mode access list: console-only (the default)

Example 2 - The following example shows the show login command output where the user set the login delay
to 5 seconds, configured a login block period and the device is not in quiet-mode:

switchxxxxxx# show login

Login delay: 5 second

Login Attacks watch: enabled

If more than 4 login failures occur in 60 seconds or less, logins will be disabled for 60
seconds.

Quiet-Mode access list: console-only (the default)

Quiet-Mode: inactive

Watch Window remaining time: 44 seconds.

Present login failure count: 3.

\)

Note Login failure count is counted from the earliest failed login that is still valid (within a watching windows)

Example 3 - The following example shows output where user set login delay to 5 seconds, configured a login
block period and device is in quiet mode:

switchxxxxxx# show login
Login delay: 5 second
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Login Attacks watch: enabled

If more than 4 login failures occur in 60 seconds or less, logins will be disabled for 60
seconds.

Quiet-Mode access list: console-only (the default)

Quiet-Mode: active (time remaining: 20 seconds)

Cisco Catalyst 1300 Switches Series CLI Guide .



. show login failures

AAA Commands |

show login failures

Use the following privileged exec mode command to display information on failed login attempts:

Syntax

Show login failures

Parameters

NA

Default Configuration
NA

Command Mode

Privileged EXEC mode

User Guidelines

This command displays information on last 50 failed login attempts. Information includes the username
provided in the failed attempt (if provided as part of attempt), source IP used in failed attempt, service requested
in the failed attempt, the number of failed attempts for this connection and the time stamp of last failed attempt
for this connection. Entries are sorted from the newest time stamp to the oldest.

Examples
switchxxxxxx# show login failures

Information about last 50 login failure's with the device.

Username Source P Service Count TimeStamp

ffff 10.5.44.25 telnet 3 00:01:23 edt Wed
Jul 7 2021

fff 10.5.44.25 telnet 4 08:37:08 edt Thu Jul
82021

bb 10.5.44.25 ssh 2 00:17:59 edt Wed
Jul 7 2021

fff 10.5.44.25 ssh 2 00:20:37 edt Wed
Jul 72021

ffff 10.5.44.25 ssh 2 00:21:12 edt Wed
Jul 7 2021
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Username Source P Service Count TimeStamp

aaaa fe80::1111 ssh 2 00:21:26 edt Wed
Jul 7 2021

10.5.44.25 telnet 3 00:38:14 edt Wed

Jul 7 2021

aaa 10.5.44.22 telnet 1 08:37:16 edt Thu Jul
82021

555 10.5.44.23 telnet 1 08:37:26 edt Thu Jul

82021
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clear login failures

Use the following privileged exec mode command to clear login failure database:

Syntax

clear login failures

Parameters

NA

Default Configuration
NA

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to clear all entries in login failure database (command show login failures).

Examples

switchxxxxxx# clear login failures
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clear login quiet-mode

Use the following privileged exec mode command to immediately terminate an active quiet-mode period:

Syntax

clear login quiet-mode

Parameters

NA

Default Configuration
NA

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to terminate an active quiet-period, without disabling the feature (command login block-for).
Quiet mode period will be terminated even if the quiet mode period timer did not expire.

Examples

switchxxxxxx# clear login quiet-mode
11-Aug-2021 10:33:12 :%ABC-I-XXX: Quiet-Mode is OFF, terminated by user

Cisco Catalyst 1300 Switches Series CLI Guide .



. password

password

AAA Commands |

Use the password Line Configuration mode command to specify a password on a line (also known as an
access method, such as a console or Telnet). Use the no form of this command to return to the default password.

Syntax
password {unencrypted-password [method hash-method] | encrypted-password encrypted}
password generate-password [method hash-method]

no password

Parameters

* unencrypted-password—The authentication password for the user. (Range: 1-64)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

+ shab12 - PBKDF2 encryption with HMAC using the SHA512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type>$<salt>$<encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash
* <salt> - The base64 encoding of the 96 bits used for salt (Ilength — 16 bytes)

* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

Default Configuration

No password is defined.

Command Mode

Line Configuration Mode

User Guidelines
The unencrypted-password must comply to password complexity requirements.

If the gener ate-password option is selected, the user does not need to input a password. Instead, the device
will automatically generate a random based password suggestion. This suggestion will be displayed to the
user, and the user will be presented with an option to accept or reject the proposed password. If user selected
to accept the proposed password, then the specified username with this password (in encrypted format) will
be added to device configuration file. If user rejects the proposed password then a new command needs to be
entered by the user.
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Example
Example 1 -The following example specifies the password ‘secreT123!” on the console line.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# password secreT123!

Example 2 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# password generate-password

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use.”

Example 3 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to reject the
proposed password.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# password generate-password

Generated password: aBgrT9!59HgS$S

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration”
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enable password

Use the enable password Global Configuration mode command to set a local password to control access to
normal and privilege levels. Use the no form of this command to return to the default password.

Syntax

enable password [level privilege-level] {{method hash-method] unencrypted-password | encrypted
encrypted-password}

no enable password [level privilege-level]

Parameters

* level privilege-level—Level for which the password applies. If not specified, the level is 15. (Range:
1-15)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

+ shab12 - PBKDF2 encryption with HMAC using the SHA512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

« unencrypted-password—Password for this level. (Range: 0—159 chars)

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type> $< salt>$< encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash
* <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)
* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

Default Configuration

Default for level is 15.

Command Mode

Global Configuration mode

User Guidelines
The unencrypted-password must comply to password complexity requirements

When the administrator configures a new enable password, this password is encrypted automatically and
saved to the configuration file. No matter how the password was entered, it appears in the configuration file
with the keyword encrypted and the encrypted value. The administrator is required to use the encrypted
keyword only when actually entering an encrypted keyword.
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If the administrator wants to manually copy a password that was configured on one switch (for instance,
switch B) to another switch (for instance, switch A), the administrator must add encrypted in front of this
encrypted password when entering the enable command in switch A. In this way, the two switches will have
the same password.

The administrator is required to use the encrypted keyword only when actually entering an encrypted keyword.

If the gener ate-password option is used, instead of entering a password the user will be presented with a
randomly generated password suggestion. This suggestion will comply with all current password strength
settings

The user will be given the choice to accept or reject the proposed password. If the user elects to accept the
password, then this password will be added for the configured enable level (in encrypted format) in the
configuration file.

If the user rejects the password suggestion, the command will need to be entered again to configure this enable
level.

Example

Example 1 - The command sets a password that has already been encrypted. It will be copied to the
configuration file just as it is entered. To login to device using this password, the user must know its unencrypted
form.

switchxxxxxx (config) # enable password encrypted
$15$TgKC13RgV/QJIb2Ma$4ImeD7wgRGH2 iwGKMM+g4M53uQxpOM1hkUNS56UMAEUuMghwObsRH27zakc7
2hLxt/YhEknPAGLX7fTggwZn6eVw==

Example 2 - The command sets an unencrypted password for level 1 (it will be encrypted in the configuration
file).

switchxxxxxx (config)# enable password level 1 let-me-In

Example 3 - The command in this example includes the gener ate-passwor d key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config) # enable password generate-password

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use”

Example 4 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to rejects the
proposed password.

switchxxxxxx (config)# enable password generate-password

Generated password: aBgrT9!59HgS$

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration”
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service password-recovery

Use the service passwor d-recovery Global Configuration mode command to enable the password-recovery
mechanism. This mechanism allows an end user, with physical access to the console port of the device, to
enter the boot menu and trigger the password recovery process. Use the no service passwor d-recovery
command to disable the password-recovery mechanism. When the password-recovery mechanism is disabled,
accessing the boot menu is still allowed and the user can trigger the password recovery process. The difference
is, that in this case, all the configuration files and all the user files are removed. The following log message
is generated to the terminal: “All the configuration and user files were removed”.

Syntax
service passwor d-recovery

No service passwor d-recovery

Default Configuration

The service password recovery is enabled by default.

Command Mode

Global Configuration mode

User Guidelines

« If password recovery is enabled, the user can access the boot menu and trigger the password recovery
in the boot menu. All configuration files and user files are kept.

* If password recovery is disabled, the user can access the boot menu and trigger the password recovery
in the boot menu. The configuration files and user files are removed.

» If a device is configured to protect its sensitive data with a user-defined passphrase for (Secure Sensitive
Data), then the user cannot trigger the password recovery from the boot menu even if password recovery
is enabled.

Example

The following command disables password recovery:

switchxxxxxx (config) # no service password recovery
Note that choosing to use Password recovery option in the Boot Menu during the boot process
will remove the configuration files and the user files. Would you like to continue ? Y/N.
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username

Use the username Global Configuration mode command to create or edit a username based user authentication
account. Use the no form to remove a user account.

Syntax

username name {[method hash-method] password {unencrypted-password | {encrypted
encrypted-password} } | {privilegeprivilege-level {{method hash-method] unencrypted-password | {encrypted
encrypted-password} } } }

username name {[method hash-method] generate-password | {privilege privilege-level {{method
hash-method] gener ate-password}

No username name

Parameters

» name—The name of the user. (Range: 1-20 characters)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

» shab512 - PBKDF?2 encryption with HMAC using the SHAS512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

* passwor d—Specifies the password for this username.
» unencrypted-password—The authentication password for the user. (Range: 1-64)

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type> $< salt>$< encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash.
* <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)
* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

« gener ate-passwor d - The device automatically generates a random based password suggestion. The user
has an option to accept or reject the proposed password.

* privilege privilege-level —User account privilege level. If not specified the level is 1. (Range: 1-15).

Default Configuration

No user is defined.

Command Mode

Global Configuration mode
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The unencrypted-password must comply to password complexity requirements.

If the generate-password option is used, instead of entering a password the user will be presented with a
randomly generated password suggestion. This suggestion will comply with all current password strength
settings. The user will be given the choice to accept or reject the proposed password. If the user elects to
accept the password, then this password will be added for the configured user name (in encrypted format) in
the configuration file.

If the user rejects the password suggestion, the command will need to be entered again to configure this user.

The knowledge of the current password is required if the user requests to modify the password of the account
used to login to the current session (while maintaining the current username). The user will be prompted to
provide the current password in clear-text format. The password change will succeed only if the user correctly
provided the current password.

The last level 15 user cannot be removed and cannot be a remote user

Example

Example 1- Sets an unencrypted password for user tom (level 15). It will be encrypted in the configuration
file.

switchxxxxxx (config) # username tom password 1234Ab$5678

Example 2 - Sets a password for user jerry (level 15) that has already been encrypted. It will be copied to the
configuration file just as it is entered. To use it, the user must know its unencrypted form.

switchxxxxxx (config)# username jerry privilege 15 encrypted
$15$ToKC13RgV/QJb2Ma$4JmeD7TwgRGH2 1wGKMMH+g4MS5 3uQxpOML hkUNS 6UMAEUUMahwObsRH2 7zake72hLikt / YhEKNPAGLX 7 £ TgqwZn V=

Example 3 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config) # username tom generate-password privilege 15
Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use.”

Example4 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to reject the
proposed password.

switchxxxxxx (config)# username tom generate-password privilege 15

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration.”
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The show users accounts Privileged EXEC mode command displays information about the users local

database.

Syntax

show users accounts

Command Mode

Privileged EXEC mode

Example

show users accounts .

The following example displays information about the users local database:

switchxxxxxx# show users accounts

Username
Bob
Robert
Smith

Privilege

15
15
15

Password

Expiry date
Jan 18 2005
Jan 19 2005

The following table describes the significant fields shown in the display:

Field

Description

Username

The user name.

Privilege

The user’s privilege level.

Password Expiry date

The user's password expiration date.
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aaa accounting login start-stop

Use the aaa accounting login start-stop command in Global Configuration mode to enable accounting of
device management sessions. Use the no form of this command to disable accounting.

Syntax
aaa accounting login start-stop group {radius| tacacs+}

no aaa accounting login start-stop

Parameters

* group radius—Uses a RADIUS server for accounting.

* group tacacs+—Uses a TACACS+ server for accounting.

Default Configuration
Disabled

Command Mode

Global Configuration mode

User Guidelines
This command enables the recording of device management sessions (Telnet, serial and WEB but not SNMP).

It records only users that were identified with a username (e.g. a user that was logged in with a line password
is not recorded).

If accounting is activated, the device sends a “start”/“stop” messages to a RADIUS server when a user logs
in / logs out respectively.

The device uses the configured priorities of the available RADIUS/TACACS+ servers in order to select the
RADIUS/TACACS+ server.

The following table describes the supported RADIUS accounting attributes values, and in which messages
they are sent by the switch.

Name Start Message | Stop Message |Description
User-Name (1) Yes Yes User’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address that is used for the

session with the RADIUS server.

Class (25) Yes Yes Arbitrary value is included in all accounting
packets for a specific session.

Called-Station-1D (30) | Yes Yes The switch IP address that is used for the
management session.
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Name Start Message |Stop Message |Description

Calling-Station-ID (31) | Yes Yes The user IP address.

Acct-Session-1D (44) Yes Yes A unique accounting identifier.

Acct-Authentic (45) Yes Yes Indicates how the supplicant was
authenticated.

Acct-Session-Time (46) |No Yes Indicates how long the user was logged in.

Acct-Terminate-Cause |No Yes Reports why the session was terminated.

(49)

The following table describes the supported TACACS+ accounting arguments and in which messages they

are sent by the switch.

Name Description Start Message Stop Message
task_id A unique accounting session identifier. Yes Yes

user username that is entered for login Yes Yes

authentication

rem-addr IP address of the user Yes Yes
elapsed-time Indicates how long the user was logged in. | No Yes

reason Reports why the session was terminated. | No Yes

Example

switchxxxxxx (config) # aaa accounting login start-stop group radius
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aaa accounting dot1x

To enable accounting of 802.1x sessions, use the aaa accounting dot1x Global Configuration mode command.
Use the no form of this command to disable accounting.

Syntax
aaa accounting dot1x start-stop group radius

no aaa accounting dot1x start-stop group radius

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines
This command enables the recording of 802.1x sessions.

If accounting is activated, the device sends start/stop messages to a RADIUS server when a user logs in / logs
out to the network, respectively. The device uses the configured priorities of the available RADIUS servers
in order to select the RADIUS server.

If a new supplicant replaces an old supplicant (even if the port state remains authorized), the software sends
a stop message for the old supplicant and a start message for the new supplicant.

In multiple sessions mode (dot1x multiple-hosts authentication), the software sends start/stop messages for
each authenticated supplicant.

In multiple hosts mode (dot1x multiple-hosts), the software sends start/stop messages only for the supplicant
that has been authenticated. The software does not send start/stop messages if the port is force-authorized.

The software does not send start/stop messages for hosts that are sending traffic on the guest VLAN or on the
unauthenticated VLANS.

The following table describes the supported Radius accounting Attributes Values and when they are sent by
the switch.

Name Start | Stop Description
User-Name (1) Yes Yes Supplicant’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address that is

used for the session with the
RADIUS server.

NAS-Port (5) Yes Yes The switch port from where
the supplicant has logged in.
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Name Start | Stop Description

Class (25) Yes Yes The arbitrary value that is
included in all accounting
packets for a specific session.

Called-Station-I D (30) Yes Yes The switch MAC address.

Calling-Station-ID (31) Yes Yes The supplicant MAC address.

Acct-Session-1 D (44) Yes Yes A unique accounting
identifier.

Acct-Authentic (45) Yes Yes Indicates how the supplicant
was authenticated.

Acct-Session-Time (46) No Yes Indicates how long the
supplicant was logged in.

Acct-Terminate-Cause (49) | No Yes Reports why the session was
terminated.

Nas-Port-Type (61) Yes Yes Indicates the supplicant
physical port type.

Example

switchxxxxxx (config)# aaa accounting dotlx start-stop group radius
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show accounting

The show accounting EXEC mode command displays information as to which type of accounting is enabled
on the switch.

Syntax

show accounting

Command Mode

User EXEC mode

Example

The following example displays information about the accounting status.
switchxxxxxx# show accounting

Login: Radius
802.1x: Disabled
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passwords complexity

Use the passwor ds complexity Global Configuration mode commands to control the minimum requirements
from a password when password complexity is enabled. Use the no form of these commands to return to
default.

Syntax

passwor ds complexity {min-length number} | {min-classes number} | {no-repeat number} | not-current
| not-username | not-manufacturer-name

no passwor ds complexity min-length | min-classes | no-repeat | not-current | not-username |
not-manufacturer-name
Parameters

» min-length number—Sets the minimal length of the password. (Range: 8—64)

» min-classes number—Sets the minimal character classes (uppercase letters, lowercase letters, numbers,
and special characters available on a standard keyboard). (Range: 1-4)

* no-repeat number—Specifies the maximum number of characters in the new password that can be
repeated consecutively. (Range: 1-16)

* not-cur rent—Specifies that the new password cannot be the same as the current password.

* not-user name—Specifies that the password cannot repeat or reverse the user name or any variant reached
by changing the case of the characters.

* not-manufacturer-name—Specifies that the password cannot repeat or reverse the manufacturer’s name
or any variant reached by changing the case of the characters.

Default Configuration

The minimal length is 8.

The number of classes is 3.
The default for no-repeat is 3.

All the other controls are enabled by default.

Command Mode

Global Configuration mode

Example

The following example configures the minimal required password length to 10 characters.

switchxxxxxx (config) # passwords complexity min-length 10
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passwords aging

Use the passwor ds aging Global Configuration mode command to enforce password aging. Use the no form
of this command to return to default.

Syntax
passwor ds aging days

no passwords aging

Parameters

« days—Specifies the number of days before a password change is forced. You can use 0 to disable aging.
(Range: 0-365).

Default Configuration

Password aging is disabled by default.

Command Mode

Global Configuration mode

User Guidelines
The password aging setting is relevant to local database users, enable passwords and line passwords.

If password aging is enabled, when a user logs into the device within the 10 days preceding the password
expiration date, a warning will be displayed alerting the user that the password will expire soon. The user is
granted access to the device without changing the password. At this stage it is the user’s responsibility to
change the password before the expiration date.

Is the user logs into the device after the password expiration date, they are prompted to enter a new password
and are not allowed access to the device management until a new password has been configured.

To disable password aging, use passwordsaging 0.

Example

The following example configures the aging time to be 24 days.

witchxxxxxx (config)# passwords aging 24
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password complexity history .

password complexity history

The passwords complexity history Global Configuration mode command configures the number of password
changes required before a password can be reused. Use the no form of this command to return to the default
setting

Syntax

passwor ds complexity history number

no passwor ds complexity history

Parameters

number—Specifies the number of password changes required before a password can be reused. (Range:
3-12).

Default Configuration

By default the number of passwords changes that are needed before password reuse is 12.

Command Mode

Global configuration mode.

User Guidelines

The setting is relevant to local users’ passwords, line passwords and enable passwords.

The local user history is maintained for users up to the number of local users supported on the device.
Password history is not checked during a configuration download.

The password history is kept even if the password history check is disabled.

Example

The following example sets the number of password changes required before a password can be reused to 10.

switchxxxxxx (config)# passwords complexity history 10
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aaa login-history file

The aaa login-history file Global Configuration mode command enables writing to the login history file. Use

the no form of this command to disable writing to the login history file.

Syntax
aaa login-history file

no aaa login-history file

Default Configuration

Writing to the login history file is enabled.

Command Mode

Global Configuration mode.

User Guidelines

The login history is stored in the device internal buffer.

Example

The following example enables writing to the login history file.

switchxxxxxx (config) # aaa login-history file
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show passwords configuration .

show passwords configuration

The show passwor dsconfigur ation Privileged EXEC mode command displays information about the password
management configuration.

Syntax

show passwor ds configur ation

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show passwords configuration

Passwords aging is enabled with aging time 180 days.

Passwords history is enabled, the number of previous passwords to check is 12
Passwords complexity is enabled with the following attributes:

Minimal length: 8 characters

Minimal classes: 3

Maximum consecutive same characters: 3

Password cannot include more than 2 sequential numbers or characters
Password cannot contain the username, manufacturer name or product name
Password must be different from current password

Password cannot contain commonly used passwords or known breached passwords
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. show users login-history

show users login-history

The show users login-history Privileged EXEC mode command displays information about the user’s login
history.
Syntax

show user slogin-history [username name]

Parameters

» name—Name of the user. (Range: 1-20 characters).

Default Configuration
N/A

Command Mode

Privileged EXEC mode.

User Guidelines

This command displays information on users authenticated using the local AAA database and not on users
authenticated using remote AAA servers like Radius and TACACS.

Example
The following example displays information about the users’ login history.

Example 1 - The following example shows how to block all login requests for 180 seconds if 18 failed login
attempts are exceeded within 180 seconds:

switchxxxxxx# show users login-history
File save: Enabled.

Login Time Username Protocol Location
Jan 18 2004 23:58:17 Robert HTTP 172.16.1.8
Jan 19 2004 07:59:23 Robert HTTP 172.16.1.8
Jan 19 2004 08:23:48 Bob Serieal

Jan 19 2004 08:29:29 Robert HTTP 172.16.1.8
Jan 19 2004 08:42:31 John SSH 172.16.0.1
Jan 19 2004 08:49:52 Betty Telnet 172.16.1.7
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Auto-Update and Auto-Configuration

This chapter contains the following sections:

* boot host auto-config, on page 178

* boot host auto-update, on page 179

* show boot, on page 180

» ip dhep tftp-server ip address, on page 182
* ip dhcp tftp-server file, on page 183

* ip dhcp tftp-server image file, on page 184
* show ip dhep tftp-server, on page 185
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Auto-Update and Auto-Configuration |

boot host auto-config

Use the boot host auto-config Global Configuration mode command to enable auto configuration via DHCP.
Use the no form of this command to disable DHCP auto configuration.

Syntax
boot host auto-config [tftp | scp | auto [extension]]

no boot host auto-config

Parameters
» tftp—Only the TFTP protocol is used by auto-configuration.
» scp—Only the SCP protocol is used by auto-configuration.

+» auto—(Default) Auto-configuration uses the TFTP or SCP protocol depending on the configuration file's
extension. If this option is selected, the extension parameter may be specified or, if not, the default
extension is used.

» extension—The SCP file extension. When no value is specified, 'scp' is used. (Range: 1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload a configuration file.

Example 1. The following example specifies the auto mode and specifies "scon" as the SCP extension:

switchxxxxxx (config) # boot host auto-config auto scon
Example 2. The following example specifies the auto mode and does not provide an SCP extension.

In this case "scp" is used.

switchxxxxxx (config)# boot host auto-config auto

Example 3. The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config)# boot host auto-config scp
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boot host auto-update .

boot host auto-update

Use the boot host auto-update Global Configuration mode command to enable the support of auto update
via DHCP. Use the no form of this command to disable DHCP auto configuration.

Syntax
boot host auto-update [tftp | scp | auto [extension]]

no boot host auto-update

Parameters
« tftp—Only the TFTP protocol is used by auto-update.
* scp—Only the SCP protocol is used by auto-update.

+ auto (Default)}—Auto-update uses the TFTP or SCP protocol depending on the Indirect image file's
extension. If this option is selected, the extension parameter may be specified or, if not, the default
extension is used.

» extension—The SCP file extension. When no value is specified, 'scp' is used. (Range: 1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload an image file.

Example 1—The following example specifies the auto mode and specifies "scon" as the SCP
extension:

switchxxxxxx (config) # boot host auto-update auto scon

Example 2—The following example specifies the auto mode and does not provide an SCP extension.
In this case "scp" is used.

switchxxxxxx (config) # boot host auto-update auto

Example 3—The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config) # boot host auto-update scp
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. show boot

show hoot

Use the show boot Privilege EXEC mode command to show the status of the IP DHCP Auto Config process.

Syntax

show boot

Command Mode

Privileged EXEC mode

Examples

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: auto

SCP protocol will be used for files with extension: scp

Configuration file auto-save: enabled

Auto Config State: Finished successfully

Server IP address: 1.2.20.2

Configuration filename: /config/configfilel.cfg
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Opening <hostname>-config file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

"Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: tftp

Configuration file auto-save: enabled

Auto Config State: Searching device hostname in indirect file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config
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Config Download via DHCP: enabled
Download Protocol: tftp
Configuration file auto-save: enabled
Auto Update
Image Download via DHCP: enabled
Auto Update State: Downloaded indirect image file
Indirect Image filename: /image/indirectimage.txt

show boot .
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ip dhcp tftp-server ip address

Use the ip dhcp tftp-server ip address Global Configuration mode command to set the backup server’s IP
address. This address server as the default address used by a switch when it has not been received from the
DHCEP server. Use the no form of the command to return to default.

Syntax
ip dhep tftp-server ip addressip-addr

no ip dhcp tftp-server ip address

Parameters

* ip-addr—IPv4 Address, or IPv6 Address or DNS name of TFTP or SCP server.

Default Configuration
No IP address

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

Example 1. The example specifies the IPv4 address of TFTP server:
switchxxxxxx (config)# ip dhcp tftp-server ip address 10.5.234.232
Example 2. The example specifies the IPv6 address of TETP server:
switchxxxxxx (config)# ip dhcp tftp-server ip address 3000:1::12
Example 3. The example specifies the IPv6 address of TFTP server:

switchxxxxxx (config)# ip dhcp tftp-server ip address tftp-server.company.com
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ip dhcp tftp-server file

Use the ip dhcp tftp-server file Global Configuration mode command to set the full file name of the
configuration file to be downloaded from the backup server when it has not been received from the DHCP
server. Use the no form of this command to remove the name.

Syntax

ip dhcp tftp-server filefile-path

no ip dhcp tftp-server file

Parameters

» file-path—Full file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or an SCP server.

Examples

switchxxxxxx (config)# ip dhcp tftp-server file conf/conf-file
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. ip dhcp tftp-server image file

ip dhcp tftp-server image file

Use the ip dhcp tftp-server image file Global Configuration mode command to set the indirect file name of
the image file to be downloaded from the backup server when it has not been received from the DHCP server.
Use the no form of this command to remove the file name.

Syntax

ip dhcp tftp-server image file file-path

no ip dhcp tftp-server imagefile

Parameters

» file-path—Full indirect file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

switchxxxxxx (config)# ip dhcp tftp-server image file imag/imag-file
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show ip dhcp tftp-server

show ip dhep titp-server .

Use the show ip dhcp tftp-server EXEC mode command to display information about the backup server.

Syntax
show ip dhcp tftp-server

Command Mode

User EXEC mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Example

show ip dhcp tftp-server

server address

active 1.1.1.1 from sname

manual 2.2.2.2

file path on server

active conf/conf-file from option 67
manual conf/conf-filel
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. show ip dhep tftp-server
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Bluetooth Commands

This chapter contains the following sections:

* bluetooth device-name, on page 188
* bluetooth pin, on page 189

* shutdown, on page 190

* show bluetooth status, on page 191
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Bluetooth Commands |

bluetooth device-name

Use the bluetooth device-name command in Bluetooth Interface mode to configure the Bluetooth device name
to use in the pairing process, and in subsequent Bluetooth operations. Use the no form of command to return
to the default setting.

Syntax
bluetooth device-name device-name

no bluetooth device-name

Parameters

device name- Specifies a name associated with the Bluetooth interface. (Length: 1-20 characters).

Default Configuration

The default device-name is the device hostname.

Command Mode

Bluetooth interface Configuration mode.

User Guidelines

Use the bluetooth device-name command to configure the device-name associated with the Bluetooth interface.
The Bluetooth device-name is used to identify the Bluetooth interface in the Bluetooth pairing process. If a
Bluetooth device-name is not configured then the device hostname will be used as the device-name.

Examples

The following example shows how enter the Bluetooth interface configuration mode and configuring "Switch
BT" as the Bluetooth interface device-name:

switchxxxxxx (config)# interface bluetooth 0
switchxxxxxx (config-if)# bluetooth device-name "Switch BT"
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bluetooth pin

Use the bluetooth pin command in Bluetooth Interface mode to configure the 6-digit pin used in the pairing
process. Use the no form of command to return to the default setting.

Syntax
bluetooth pin pin
no bluetooth pin.

Parameters

pin- a 4-digit personal identification number

Default Configuration
The default PIN is 9999.

Command Mode

Bluetooth interface Configuration mode.

User Guidelines

Use the bluetooth pin command to configure the 4-digit PIN which is used use in the Bluetooth pairing process
between the device Bluetooth interface and a Bluetooth partner.

Examples

This example shows how to configure a pin of 1234 on the Bluetooth interface:

switchxxxxxx (config)# interface bluetooth 0
switchxxxxxx (config-if)# shutdown

Cisco Catalyst 1300 Switches Series CLI Guide .



Bluetooth Commands |
. shutdown

shutdown

Use the shutdown command in Interface (Bluetooth) Configuration mode to disable the operation of the
Bluetooth interface. Use the no form of command to return to the default setting.

Syntax

shutdown

no shutdown

Default Configuration

he Bluetooth interface is active by default

Command Mode

Interface (Bluetooth) Configuration mode.

Examples
Example 1

The following example shuts down the Bluetooth operation.

switchxxxxxx (config)# interface bluetooth 0
switchxxxxxx (config-if)# shutdown
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show bluetooth status

To display information about the Bluetooth interface configuration and status, use the show bluetooth status
command in Privileged EXEC mode.

Syntax
show bluetooth status

Default Configuration
N/A

Command Mode

Privileged EXEC mode.

User Guidelines

Use the show bluetooth status command, to display information about the device bluetooth interface.

Examples
Example 1

This example shows BT interface information at the default state when dongle is not inserted into USB port:

switchxxxxxx# show bluetooth status
Dongle MAC: Not Available

BT Dongle Present: no

State: not ready

BT Local Name: switchl12233 (the default)
PIN: 999999 (the default)

BT Partner Name: Not Available

Example 2

The following example displays the Bluetooth interface information when a dongle is inserted into USB port,
and the user configured on the Bluetooth interface a Device Name and PIN. The Bluetooth interface is
discoverable but did not connect yet with a remote Bluetooth partner:

switchxxxxxx# show bluetooth status

Dongle MAC: 00:la:7d:da:71:13

Bus: USB

BT Dongle Present: Yes

State: Discoverable

BT Local Name: My BT

PIN (encrypted): 8nPzy2hzuba9pG31iiC/q0451RynUn7kg94LI9WORFrRM=
BT Partner Name: Not Available

Example 3

The following example displays the Bluetooth interface information when it is paired and connected to a
remote Bluetooth partner:

switchxxxxxx# show bluetooth status

Dongle MAC: 00:1la:7d:da:71:13

Bus: USB
BT Dongle Present: Yes
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. show bluetooth status

State: Connected

BT Local Name: My BT

PIN (encrypted): 8nPzy2hzuba9pG31iC/q0451RynUn7kg94L9WORFrRM=
BT Partner Name: Tabletl23

Example 4

The following example displays the Bluetooth interface information when it is paired and connected to a
remote Bluetooth partner:switchxxxxxx# show bluetooth status

switchxxxxxx# show bluetooth status

Dongle MAC: 00:la:7d:da:71:13

Bus: USB

BT Dongle Present: Yes

State: Admin Down

BT Local Name: My BT

PIN (encrypted): 8nPzy2hzuba9pG31iC/q0451RynUn7kgq94LI9WORFrRM=
BT Partner Name: Not available
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Bonjour Commands

This chapter contains the following sections:

* bonjour enable, on page 194
* bonjour interface range, on page 195
* show bonjour, on page 196
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. bonjour enable

bonjour enable

To enable Bonjour globally, use the bonjour enable command in Global Configuration mode. To disable
Bonjour globally, use the no format of the command.

Syntax
bonjour enable

no bonjour enable.

Default Configuration

Enable

Command Mode

Global Configuration mode

Examples

switchxxxxxx (config) # bonjour enable
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bonjour interface range .

bonjour interface range

To add L2 interfaces to the Bonjour L2 interface list, use the bonjour interface range command in Global
Configuration mode. To remove L2 interfaces from this list, use the no format of the command.

Syntax
bonjour interface range interface-list

no bonjour interface range [interface-list]

Parameters

« interface-list—Specifies a list of interfaces. Only interfaces supporting L2 Multicast forwarding can be
specified. The follow: LAN and point, which support be of the following types: OOB, Ethernet port,
Port-channel, and VLAN.

Default Configuration

The list includes the Default VLAN and OOB.

Command Mode

Global Configuration mode

User Guidelines
The Bonjour L2 interface list specifies a set of interfaces on which Bonjour is enabled.

Use the bonjour interface range interface-list command, to add the specified interfaces to the Bonjour L2
interface list.

Use the no bonjour interface range interface-list command, to remove the specified interfaces from the
Bonjour L2 interface list.

Use the no bonjour interface range command, to clear the Bonjour L2 interface list.

Examples

switchxxxxxx (config)# bonjour interface range VLAN 100-103
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show honjour

Bonjour Commands |

To display Bonjour information, use the show bonjour command in Privileged EXEC mode.

Syntax

show bonjour [interface-id]

Parameters

» interface-id—Specifies an interface.

Command Mode

Privileged EXEC mode

Examples

The example displays Bonjour status.

switchxxxxxx# show bonjour
Bonjour global status: enabled

Bonjour L2 interfaces list: vlans 1

Service Admin Status Oper Status
csco-sb enabled enabled
http enabled enabled
https enabled disabled
ssh enabled disabled
telnet enabled disabled
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CDP Commands

This chapter contains the following sections:

* cdp advertise-v2, on page 198

* cdp appliance-tlv enable, on page 199
* cdp device-id format, on page 200

* cdp enable, on page 201

* cdp holdtime, on page 202

* cdp log mismatch duplex, on page 203
* cdp log mismatch native, on page 204
* cdp log mismatch voip, on page 205

* cdp mandatory-tlvs validation, on page 206
* cdp pdu, on page 207

* cdp run, on page 208

* cdp source-interface, on page 209

* cdp timer, on page 210

* clear cdp counters, on page 211

* clear cdp table, on page 212

* show cdp, on page 213

* show cdp entry, on page 214

* show cdp interface, on page 216

* show cdp neighbors, on page 217

* show cdp tlv, on page 221

* show cdp traffic, on page 224
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. cdp advertise-v2

cdp advertise-v2

To specify version 2 of transmitted CDP packets, use the cdp advertise-v2 command in Global Configuration
mode. To specify version 1, use the no form of this command.

Syntax
cdp advertise-v2

no cdp advertise-v2

Default Configuration

Version 2.

Command Mode

Global configuration mode
Example

switchxxxxxx (config)# cdp run
switchxxxxxx (config) # cdp advertise-v2
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cdp appliance-tlv enable

To enable sending of the Appliance TLV, use the cdp appliance-tlv enable command in Global Configuration
mode. To disable the sending of the Appliance TLV, use the no form of this command.

Syntax
cdp appliance-tlv enable

no cdp appliance-tlv enable

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines
This MIB specifies the Voice Vlan ID (VVID) to which this port belongs:

* 0—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with value of 0.
VoIP and related packets are expected to be sent and received with VLAN-ID=0 and an 802.1p priority.

* 1..4094—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with N.
VoIP and related packets are expected to be sent and received with VLAN-ID=N and an 802.1p priority.

* 4095—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with value
of 4095. VoIP and related packets are expected to be sent and received untagged without an 802.1p
priority.

* 4096—The CDP packets transmitting through this port do not include Appliance VLAN-ID TLV; or, if
the VVID is not supported on the port, this MIB object will not be configurable and will return 4096.

Example

switchxxxxxx (config)# cdp appliance-tlv enable
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CDP Commands |

cdp device-id format

To specify the format of the Device-ID TLV, use the cdp device-id format command in Global Configuration
mode. To return to default, use the no form of this command.

Syntax
cdp device-id format {mac | serial-number | hostname}

no cdp device-id format

Parameters

» mac—Specifies that the Device-ID TLV contains the device’s MAC address.
* serial-number—Specifies that Device-ID TLV contains the device’s hardware serial number.

* hostname—Specifies that Device-ID TLV contains the device’s hostname.

Default Configuration

MAC address is selected by default.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp device-id format serial-number
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cdp enable

Tp enable CDP on interface, use the cdp enable command in Interface (Ethernet) Configuration mode. To
disable CDP on an interface, use the no form of the CLI command.

Syntax
cdp enable

Default Configuration
Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

For CDP to be enabled on an interface, it must first be enabled globally using cdp advertise-v2, on page 198.

Example

switchxxxxxx (config)# cdp run
switchxxxxxx (config-if)# interface gil/0/1
switchxxxxxx (config-if)# cdp enable
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. cdp holdtime

cdp holdtime

To specify a value of the Time-to-Live field into sent CDP messages, use the cdp holdtime command in
Global Configuration mode. To return to default, use the no form of this command.

Syntax
cdp holdtime seconds

no cdp holdtime

Parameters

seconds—Value of the Time-to-Live field in seconds. The value should be greater than the value of the
Transmission Timer.

Parameters range

seconds—10 - 255.

Default Configuration

180 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config) # cdp holdtime 100
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cdp log mismatch duplex

To enable validating that the duplex status of a port received in a CDP packet matches the ports actual
configuration and generation the SYSLOG duplex mismatch messages if they do not match, use the cdp log
mismatch duplex command in Global Configuration mode and Interface (Ethernet) Configuration mode. To
disable the generation of the SYSLOG messages, use the no form of the CLI command.

Syntax
cdp log mismatch duplex

no cdp log mismatch duplex

Default Configuration

The switch reports duplex mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch duplex
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. cdp log mismatch native

cdp log mismatch native

To enable validating that the native VLAN received in a CDP packet matches the actual native VLAN of the
port and generation the SYSLOG VLAN native mismatch messages if they do not match, use the cdp log
mismatch native Global and Interface Configuration mode command in Global Configuration mode and
Interface (Ethernet) Configuration mode. To disable the generation of the SYSLOG messages, use the no
format of the CLI command.

Syntax
cdp log mismatch native

no cdp log mismatch native

Default Configuration

The switch reports native VLAN mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch native
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cdp log mismatch voip

To enable validating that the VoIP status of the port received in a CDP packet matches its actual configuration
and generation the SYSLOG voip mismatch messages if they do not match, use the cdp log mismatch voip
Global and Interface Configuration mode command in Global Configuration mode and Interface (Ethernet)
Configuration mode. To disable the generation of the SYSLOG messages, use the no format of the CLI
command.

Syntax
cdp log mismatch voip

no cdp log mismatch voip

Default Configuration

The switch reports VoIP mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch voip
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. cdp mandatory-tlvs validation

cdp mandatory-tlvs validation

To validate that all mandatory (according to the CDP protocol) TLVs are present in received CDP frames,
use the cdp mandatory-tlvsvalidation command in Global Configuration mode. To disables the validation,
use the nNo form of this command.

Syntax
cdp mandatory-tlvs validation

no cdp mandatory-tlvsvalidation

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

Use the command to delete CDP packets not including all the mandatory TLVs.

Example

This example turns off mandatory TLV validation:

switchxxxxxx (config)# no cdp mandatory-tlvs validation
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cdp pdu

cdp pdu .

To specify CDP packets handling when CDP is globally disabled, use the cdp pdu command in Global
Configuration mode. To return to default, use the no form of this command.

Syntax
cdp pdu [filtering | bridging | flooding]
no cdp pdu

Parameters
« filtering—Specify that when CDP is globally disabled, CDP packets are filtered (deleted).

* bridging—Specify that when CDP is globally disabled, CDP packets are bridged as regular data packets
(forwarded based on VLAN).

« flooding—Specify that when CDP is globally disabled, CDP packets are flooded to all the ports in the
product that are in STP forwarding state, ignoring the VLAN filtering rules.

Default Configuration

bridging

Command Mode

Global Configuration mode

User Guidelines
When CDP is globally enabled, CDP packets are filtered (discarded) on CDP-disabled ports.

In the flooding mode, VLAN filtering rules are not applied, but STP rules are applied. In case of MSTP, the
CDP packets are classified to instance 0.

Example

switchxxxxxx (config) # cdp run
switchxxxxxx (config)# cdp pdu flooding
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cdp run

To enable CDP globally, use the cdp run command in Global Configuration mode. To disable CDP globally,
use the nNo form of this command.

Syntax
cdp run

no cdp run

Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

CDP is a link layer protocols for directly-connected CDP/LLDP-capable devices to advertise themselves and
their capabilities. In deployments where the CDP/LLDP capable devices are not directly connected and are
separated with CDP/LLDP incapable devices, the CDP/LLDP capable devices may be able to receive the
advertisement from other device(s) only if the CDP/LLDP incapable devices flood the CDP/LLDP packets
they receives. If the CDP/LLDP incapable devices perform VLAN-aware flooding, then CDP/LLDP capable
devices can hear each other only if they are in the same VLAN. It should be noted that a CDP/LLDP capable
device may receive advertisement from more than one device if the CDP/LLDP incapable devices flood the
CDP/LLDP packets.

To learn and advertise CDP information, it must be globally enabled (it is so by default) and also enabled on
interfaces (also by default).

Example

switchxxxxxx (config) # cdp run
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cdp source-interface

To specify the CDP source port used for source IP address selection, use the cdp sour ce-inter face command
in Global Configuration mode. To delete the source interface, use the no form of this command.

Syntax
cdp source-interface interface-id

no cdp source-interface

Parameters

inter face-id—Source port used for Source IP address selection.

Default Configuration

No CDP source interface is specified.

Command Mode

Global Configuration mode

User Guidelines

Use the cdp sour ce-inter face command to specify an interface whose minimal IP address will be advertised
in the TVL instead of the minimal IP address of the outgoing interface.

Example

switchxxxxxx (config) # cdp source-interface gil/0/1
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cdp timer

To specify how often CDP packets are transmitted, use the cdp timer command in Global Configuration
mode. To return to default, use the no form of this command.

Syntax
cdp timer seconds

no cdp timer

Parameters

seconds—Value of the Transmission Timer in seconds. Range: 5-254 seconds.

Default Configuration

60 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp timer 100
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clear cdp counters

To reset the CDP traffic counters to 0, use the clear cdp counters command in Privileged EXEC mode.

Syntax

clear cdp counters[global | interface-id]

Parameters

» global—Clear only the global counters.

» interface-id—Specifies the interface identifier of the counters that should be cleared.

Command Mode

Privileged EXEC mode

User Guidelines
Use the command clear cdp counter s without parameters to clear all the counters.
Use the clear cdp counters global to clear only the global counters.

Use the clear cdp countersinterface-id command to clear the counters of the given interface.

Example

Example 1. The example clears all the CDP counters:

switchxxxxxx# clear cdp couters

Example 2. The example clears the CDP global counters.

switchxxxxxx# clear cdp couters global

Example 3. The example clears the CDP counters of Ethernet port gil/0/1:

switchxxxxxx# clear cdp couters interface gil/0/1
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clear cdp table

To delete the CDP Cache tables, use the clear cdp table command in Privileged EXEC mode.

Syntax
clear cdp table

Command Mode

Privileged EXEC mode

Example The example deletes all entries from the CDP Cache tables:

switchxxxxxx# clear cdp table
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To display the interval between advertisements, the number of seconds the advertisements are valid and version
of the advertisements, use the show cdp Privileged EXEC mode command in Privileged EXEC mode.

Syntax

show cdp

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp

CDP information:

is globally enabled

log duplex mismatch is globally enabled

log voice VLAN mismatch is globally enabled

log native VLAN mismatch is globally disabled

Mandatory TLVs are
Device-ID TLV
Address TLV
Port-ID TLV
Capabilities TLV
Version TLV
Platform TLV

Sending CDPv2 advertisements is enabled

Sending Appliance TLV is enabled

Device ID format is Serial Number

Sending CDP packets every 60 seconds

Sending a holdtime value of 180 seconds

Global
cdp
cdp
cdp
cdp
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show cdp entry

To display information about specific neighbors, use the show cdp entry command in Privileged EXEC mode.

Syntax

show cdp entry {* | device-name} [protocol | version]

Parameters

» *—Specifies all neighbors
» device-name—Specifies the name of the neighbor.
* protocol—Limits the display to information about the protocols enabled on neighbors.

* ver sion—Limits the display to information about the version of software running on the neighbors.

Default Configuration

All of the entry information is display if the protocol and version keywords are not specified.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp entry
device.cisco.com
Device ID: device.cisco.com
Advertisement version: 2
Entry address(es):

IP address: 192.168.68.18

CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1
Platform: cisco 4500, Capabilities: Router
Interface: gil/0/1, ©Port ID (outgoing port): Ethernet0
Holdtime: 125 sec
Version:
Cisco Internetwork Operating System Software
IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4), MAINTENANCE INTERIM SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart
switchxxxxxx# show cdp entry device.cisco.com protocol
Protocol information for device.cisco.com:

IP address: 192.168.68.18

CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1
switchxxxxxx# show cdp entry device.cisco.com version
Version information for device.cisco.com:
Cisco Internetwork Operating System Software
IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4), MAINTENANCE INTERIM SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart

switchxxxxxx# show cdp entry device.cisco.com protocol
Protocol information for device.cisco.com:
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IP address: 192.168.68.18
CLNS address: 490001.1111.1111.1111.00
DECnet address: 10.1

switchxxxxxx# show cdp entry device.cisco.com version

Version information for device.cisco.com:

Cisco Internetwork Operating System Software

IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4), MAINTENANCE INTERIM
SOFTWARE

Copyright (c) 1986-1997 by cisco Systems, Inc.

Compiled Mon 07-Apr-97 19:51 by dschwart
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show cdp interface

To display information about ports on which CDP is enabled, use the show cdp interface command in

Privileged EXEC mode.

Syntax

show cdp interface interface-id

Parameters

interface-id—Port ID.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp interface gil/0/1

CDP is globally enabled
CDP log duplex mismatch
Globally is enabled
Per interface is enabled
CDP log voice VLAN mismatch
Globally is enabled
Per interface is enabled
CDP log native VLAN mismatch
Globally is disabled
Per interface is enabled
gil/0/1 is Down, CDP is enabled
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
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show cdp neighbors

To display information about neighbors kept in the main or secondary cache, use the show cdp neighbors
command in Privileged EXEC mode.

Syntax

show cdp neighbor s [interface-id] [detail | secondary]

Parameters

» interface-id—Displays the neighbors attached to this port.

* detail—Displays detailed information about a neighbor (or neighbors) from the main cache including
network address, enabled protocols, hold time, and software version.

» secondar y—Displays information about neighbors from the secondary cache.

Default Configuration
If an interface ID is not specified, the command displays information for the neighbors of all ports.

If detail or secondary are not specified, a summary table of all neighbors is displayed.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,P - VoIP Phone,
M - Remotely-Managed Device, C - CAST Phone Port, W - Two-Port MAC Relay
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - VoIP Phone
M - Remotely-Managed Device, C - CAST Phone Port,
W - Two-Port MAC Relay
Device ID Local Adv Time To Capability Platform Port ID
Interface Ver. Live

PTK-SW-A-86.company gids 2 147 S I Company gi3/39
1l.com XX-10R-E
ESW-520-8P gi4ds 2 153 S IM ESW-520-8P gl
ESW-540-8P gi4ds 2 146 S IM ESW-540-8P g9
003106131611 gi4ds 2 143 S I Company fa2/1
XX-23R-E
001828100211 gi4ds 2 173 S I Company fa2/2
XX-23R-E
c47d4£fed9302 gids 2 137 S I Company fa2/5
XX-23R-E

Device ID: lab-7206
Advertisement version: 2
Entry address(es):
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IP address: 172.19.169.83

Platform: company x5660, Capabilities: Router
Interface: Ethernet(O, Port ID (outgoing port): gil/0/0
Time To Live : 123 sec

Version

Company Network Operating System Software

NOS (tm) x5660 Software (D5660-I-N), Version 18.1(10.4),
SOFTWARE

Copyright (c) 1986-1997 by company Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by xxdeeert

Duplex: half

Device ID: lab-as5300-1

Entry address(es):

IP address: 172.19.169.87

Platform: company TD6780, Capabilities: Router
Device ID: SEP000427D400ED

Advertisement version: 2

Entry address(es):

IP address: 1.6.1.81

Platform: Company IP Phone x8810, Capabilities: Host
Interface: gil/0/1, Port ID (outgoing port): Port 1
Time To Live: 150 sec

Version

P00303020204

Duplex: full

sysName: a-switch

Power drawn: 6.300 Watts

switchxxxxxx# show cdp neighbors secondary
Interface gil/0/1, Port ID (outgoing port): gi2/0/20
MAC Address: 00:00:01:23:86:9c

Holdtime: 157

Capabilities: Router Switch

VLAN-ID: 10

Platform: 206VXRYC

Device-ID: 00000123869c

Addresses: IP 60.0.0.5, IPv6e 2020::2020

nterface gil/0/2, Port ID (outgoing port): gi2/0/21
MAC Address: 00:00:01:53:86:9c

Holdtime: 163

Capabilities: Router Switch

VLAN-ID: 10

Platform: ABCD-VSD

Device-ID: 00000153869c

Addresses: IP 61.0.0.4

Power Available: 30000

Request-ID: 1

Power management-ID: 234

Management-Power-Level is OxFFFFFFFF

Interface gil/0/3, Port ID (outgoing port): gi2/0/25
MAC Address: 00:00:22:23:86:9c

Holdtime: 144

Capabilities: Router Switch

VLAN-ID: 1210

Platform: bbbb

Device-ID: 00002223869c

Addresses: IP 70.0.0.4

4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: Yes

Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled

PSE Spare Pair Operational State: Disabled

Power Available: 154000

Request-ID: 5
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Power management-ID: 969
Management-Power-Level is OxFFFFFFFF

Interface gil/0/3, Port ID (outgoing port):

MAC Address: 00:00:01:2c:86:9c
Holdtime: 120

Capabilities: Switch

VLAN-ID: 1005

Platform: CAT-3000

Device-ID: 0000012c869c
Addresses: IP 70.0.0.5

Field Definitions:

show cdp neighbors .

gil/0/11

 Advertisement version—The version of CDP being used for CDP advertisements.

+ Capabilities—The device type of the neighbor. This device can be a router, a bridge, a transparent bridge,
a source-routing bridge, a switch, a host, an IGMP device, or a repeater.

« COSfor Untrusted Ports—The COS value with which all packets received on an untrusted port should
be marked by a simple switching device which cannot itself classify individual packets.

* Device | D—The name of the neighbor device and either the MAC address or the serial number of this

device.

* Duplex—The duplex state of connection between the current device and the neighbor device.

* Entry address(es)—A list of network addresses of neighbor devices.

» Extended Trust—The Extended Trust.

* External Port-I D—Identifies the physical connector port on which the CDP packet is transmitted. It is
used in devices, such as those with optical ports, in which signals from multiple hardware interfaces are
multiplexed through a single physical port. It contains the name of the external physical port through

which the multiplexed signal is transmitted.

* Interface—The protocol and port number of the port on the current device.

* |P Network Prefix—TIt is used by On Demand Routing (ODR). When transmitted by a hub router, it is
a default route (an IP address). When transmitted by a stub router, it is a list of network prefixes of stub
networks to which the sending stub router can forward IP packets.

» Management Address—When present, it contains a list of all the addresses at which the device will
accept SNMP messages, including those it will only accept when received on interface(s) other than the

one over which the CDP packet is being sent.

* MTU—The MTU of the interface via which the CDP packet is sent.

* Native VL AN—The ID number of the VLAN on the neighbor device.

» Physical L ocation—A character string indicating the physical location of a connector which is on, or
physically connected to, the interface over which the CDP packet containing this TLV is sent.

« Platfor m—The product name and number of the neighbor device. In the case of the Secondary Cache
only the 8 last characters of the value are printed.

» Power Available—Every switch interface transmits information in the Power Available TLV, which
permits a device which needs power to negotiate and select an appropriate power setting. The Power

Available TLV includes four fields.
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» Power Consumption—The maximum amount of power, in milliwatts, expected to be obtained and
consumed from the interface over which the CDP packet is sent.

» Power Drawn—The maximum requested power.

Note: For IP Phones the value shown is the maximum requested power (6.3 Watts). This value can be
different than the actual power supplied by the routing device (generally 5 watts; shown using the show
power command).

* Protocol-Hello—Specifies that a particular protocol has asked CDP to piggyback its "hello" messages
within transmitted CDP packets.

* Remote Port_| D—Identifies the port the CDP packet is sent on
» sysName—An ASCII string containing the same value as the sending device's sysName MIB object.
* sysObjectl D—The OBJECT-IDENTIFIER value of the sending device's sysObjectID MIB object.

» Time To Live—The remaining amount of time, in seconds, the current device will hold the CDP
advertisement from a transmitting router before discarding it.

* Version—The software version running on the neighbor device.
* Voice VLAN-ID—The Voice VLAN-ID.

« VTP Management Domain—A string that is the name of the collective group of VLANS associated
with the neighbor device.
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show cdp tlv

To display information about TLVs sent by CDP on all ports or on a specific port, use the show cdp tlv
command in Privileged EXEC mode.

Syntax

show cdp tlv [interface-id]

Parameters

interface-id—Port ID.

Default Configuration

TLVs for all ports.

Command Mode

Privileged EXEC mode

User Guidelines

You can use the show cdp tlv command to verify the TLVs configured to be sent in CDP packets. The show
cdp tlv command displays information for a single port if specified or for all ports if not specified. Information
for a port is displayed if only CDP is really running on the port, i.e. CDP is enabled globally and on the port,
which is UP.

Example 1 - In this example, CDP is disabled and no information is displayed.

switchxxxxxx# show cdp tlv
cdp globally is disabled

Example 2 - In this example, CDP is globally enabled but disabled on the port and no information
is displayed.

switchxxxxxx# show cdp tlv gil/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/2

CDP is disabled on gil/0/2

Example 3 - In this example, CDP is globally enabled and enabled on the port, but the port is down
and no information is displayed.

switchxxxxxx# show cdp tlv interface gil/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/3

CDP is enabled on gil/0/3

Ethernet gil/0/3 is down
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Example 4 - In this example, CDP is globally enabled, and no ports are specified, so information is
displayed for all ports on which CDP is enabled who are up.

switchxxxxxx# show cdp tlv interface

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/1

CDP is enabled

Ethernet gil/0/1 is up,

Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44

Address TLV: IPv4: 1.2.2.2 IPvG6:

Port ID TLV: gil/0/1

Capabilities: S, I

Version TLV: 1 and 2

Platform TLV: VSD Ardd

Native VLAN TLV: 1

Full/Half Duplex TLV: full-duplex

Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100

COS for Untrusted Ports TLV: 1

sysName: a-switch

4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: No

Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxXFFFFFFFF

Interface TLV: gil/0/2

CDP is disabled on gil/0/2

Interface TLV: gil/0/3

CDP is enabled on gil/0/3

Ethernet gil/0/3 is down

Example5 - In this example, CDP is globally enabled and enabled on the PSE PoE port, which is
up and information is displayed.

switchxxxxxx# show cdp tlv interface gil/0/1
cdp globally is enabled
Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
P - VoIP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Interface TLV: gil/0/1
CDP 1is enabled
Ethernet gil/0/1 is up,
Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4: 1.2.2.2 IPv6:
Port ID TLV: gil/0/1
Capabilities: S, I
Version TLV: 1 and 2
Platform TLV: VSD Ardd
Native VLAN TLV: 1
Full/Half Duplex TLV: full-duplex
Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100
COS for Untrusted Ports TLV: 1
sysName: a-switch
Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled
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PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
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show cdp traffic

To display the CDP counters, including the number of packets sent and received and checksum errors, use

the show cdp traffic command in Privileged EXEC mode.

Syntax
show cdp traffic [global | interface-id]

Parameters

» global—Display only the global counters

« interaface-id—Port for which counters should be displayed.

Command Mode

Privileged EXEC mode

User Guidelines
Use the command show cdp traffic without parameters to display all the counters.
Use the show cdp traffic global to display only the global counters.

Use the show cdp traffic interface-id command to display the counters of the given port.

Example

switchxxxxxx# show cdp traffic
CDP Global counters:
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O
gil/0/1
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O
gil/0/2
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O

Field Definition:

CDP Commands |

« Total packetsoutput—The number of CDP advertisements sent by the local device. Note that this value
is the sum of the CDP Version 1 advertisements output and CDP Version 2 advertisements output fields.

* |nput—The number of CDP advertisements received by the local device. Note that this value is the sum
of the CDP Version 1 advertisements input and CDP Version 2 advertisements input fields.
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» Hdr syntax—The number of CDP advertisements with bad headers, received by the local device.

» Chksum error—The number of times the checksum (verifying) operation failed on incoming CDP
advertisements.

* No memor y—The number of times the local device did not have enough memory to store the CDP
advertisements in the advertisement cache table when the device was attempting to assemble advertisement
packets for transmission and parse them when receiving them.

* I nvalid—The number of invalid CDP advertisements received.

» CDP version 1 advertisements output — The number of CDP Version 1 advertisements sent by the
local device.

» CDP version 1 advertisements | nput—The number of CDP Version 1 advertisements received by the
local device.

» CDP version 2 advertisements output—The number of CDP Version 2 advertisements sent by the
local device.

» CDP version 2 advertisements I nput—The number of CDP Version 2 advertisements received by the
local device.
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Clock Commands

This chapter contains the following sections:

* absolute, on page 228

* clock dhcp timezone, on page 229

* clock set, on page 230

* clock source, on page 231

* clock summer-time, on page 232

* clock timezone, on page 234

* periodic, on page 235

* sntp anycast client enable, on page 236
* sntp authenticate, on page 237

* sntp authentication-key, on page 238

* sntp broadcast client enable, on page 239
* sntp client enable, on page 240

* sntp client enable (interface), on page 241
* sntp server, on page 242

* sntp source-interface, on page 244

* sntp source-interface-ipv6, on page 245
* sntp trusted-key, on page 246

* sntp unicast client enable, on page 247
* sntp unicast client poll, on page 248

* show clock, on page 249

* show sntp configuration, on page 251

* show sntp status, on page 252

* show time-range, on page 254

* time-range, on page 255
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To specify an absolute time when a time range is in effect, use the absolute command in Time-range
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax

absolute start hh: mm day month year

no absolute start

absolute end hh:mm day month year

no absoluteend

Parameters

* start—Absolute time and date that the permit or deny statement of the associated function going into
effect. If no start time and date are specified, the function is in effect immediately.

» end—Absolute time and date that the permit or deny statement of the associated function is no longer
in effect. If no end time and date are specified, the function is in effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
« day—Day (by date) in the month. (Range: 1-31)
» month—Month (first three letters by name). (Range: Jan...Dec)

* year—Year (no abbreviation) (Range: 2020-2037)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # absolute start 12:00 1 jan 2005
switchxxxxxx (config-time-range) # absolute end 12:00 31 dec 2005
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clock dhcp timezone

To specify that the timezone and the Summer Time (Daylight Saving Time) of the system can be taken from
the DHCP Timezone option, use the clock dhcp timezone command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
clock dhcp timezone

no clock dhcp timezone

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

The TimeZone taken from the DHCP server has precedence over the static TimeZone.

The Summer Time taken from the DHCP server has precedence over static SummerTime.

The TimeZone and SummerTime remain effective after the IP address lease time has expired.
The TimeZone and SummerTime that are taken from the DHCP server are cleared after reboot.

The no form of the command clears the dynamic Time Zone and Summer Time from the DHCP server are
cleared.

In case of multiple DHCP-enabled interfaces, the following precedence is applied: Disabling the DHCP client
from where the DHCP-TimeZone option was taken, clears the dynamic Time Zone and Summer Time
configuration.

* information received from DHCPv6 precedes information received from DHCPv4.

* information received from DHCP client running on lower interface precedes information received from
DHCEP client running on higher interface.

Example

switchxxxxxx (config)# clock dhcp timezone
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clock set

Clock Commands |

To set the system clock manually, use the clock set command in Privileged EXEC mode.

Syntax
clock set hh:mm:ss {[day month] | [month day]} year

Parameters

» hh:mm:ss—Specifies the current time in hours (military format), minutes, and seconds. (Range: hh:
0-23, mm: 0-59, ss: 0-59)

» day—Specifies the current day of the month. (Range: 1-31)
» month—Specifies the current month using the first three letters of the month name. (Range: Jan—Dec)

» year—Specifies the current year. (Range: 2020-2037)

Default Configuration

The time of the image creation.

Command Mode

Privileged EXEC mode

User Guidelines

After boot the system clock is set to the time of the image creation.

Example
The following example sets the system time to 13:32:00 on March 7th, 2005.

switchxxxxxx# clock set 13:32:00 7 Mar 2005
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clock source

To configure an external time source for the system clock, use the clock source command in Global
Configuration mode. To disable the external time source, use the Nno form of this command.

Syntax
clock source {sntp | browser}

no clock source {sntp | browser}

Parameters

* sntp—(Optional) Specifies that an SNTP server is the external clock source.

* browser—(Optional) Specifies that if the system clock is not already set (either manually or by SNTP)
and a user login to the device using a WEB browser (either via HTTP or HTTPS), the system clock will
be set according to the browser’s time information.

Default Configuration
SNTP

Command Mode

Global Configuration mode

User Guidelines
After boot the system clock is set to the time of the image creation.
If no parameter is specified, SNTP will be configured as the time source.

if the command is executed twice, each time with a different clock source, both sources will be operational,
SNTP has higher priority than time from browser.

Example

The following example configures an SNTP server as an external time source for the system clock.

switchxxxxxx (config)# clock source sntp
switchxxxxxx (config) # clock source browser
switchxxxxxx (config) # exit

switchxxxxxx# show clock

*10:46:48 UTC May 28 2013

Time source is sntp

Time from Browser is enabled
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clock summer-time

To configure the system to automatically switch to summer time (Daylight Saving Time), use the clock
summer -time command in Global Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax

clock summer-time zone recurring {usa | eu | {week day month hh:mm week day month hh:mm} } [offset]
clock summer-time zone date day month year hh: mm date month year hh: mm [offset]

clock summer-time zone date month day year hh: mm month day year hh: mm [offset]

no clock summer-time

Parameters

» zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be included in the
acronym.

* recurring—Indicates that summer time starts and ends on the corresponding specified days every year.

» date—Indicates that summer time starts on the first date listed in the command and ends on the second
date in the command.

» Uusa—The summer time rules are the United States rules.

» eu—The summer time rules are the European Union rules.

» week—Week of the month. Can be 1-5, first to last.

+ day—Day of the week (first three characters by name, such as Sun).

+ date—Date of the month. (Range: 1-31)

» month—Month (first three characters by name, such as Feb).

* year—year (no abbreviation). (Range: 2020-2037)

» hh:mm—Time (military format) in hours and minutes. (Range: hh:mmbhh: 0-23, mm: 0-59)

« offset—(Optional) Number of minutes to add during summer time (default is 60). (Range: 1440)

Default Configuration

Summer time is disabled.

Command Mode

Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the command specifies when summer
time begins, and the second part specifies when it ends. All times are relative to the local time zone. The start
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time is relative to standard time. The end time is relative to summer time. If the starting month is chronologically
after the ending month, the system assumes that you are in the southern hemisphere.

USA rules for Daylight Saving Time:

» From 2007:
Start: Second Sunday in March
End: First Sunday in November
Time: 2 AM local time

* Before 2007:
Start: First Sunday in April
End: Last Sunday in October
Time: 2 AM local time

EU rules for Daylight Saving Time:
« Start: Last Sunday in March

 End: Last Sunday in October
Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

switchxxxxxx (config)# clock summer-time abc date apr 1 2010 09:00 aug 2 2010 09:00
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clock timezone

To set the time zone for display purposes, use the clock timezone command in Global Configuration mode.
To restore the default configuration, use the no form of this command.

Syntax
clock timezone zone hours-offset [minutes-offset]

no clock timezone

Parameters

» zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be included in the
acronym.

* hours-offset—Hours difference from UTC. (Range: (-12)—(+13))
* minutes-offset—(Optional) Minutes difference from UTC. (Range: 0-59)

Default Configuration
Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT), which is the same:
* Offsets are 0.

» Acronym is empty.

Command Mode

Global Configuration mode

User Guidelines

The system internally keeps time in UTC, so this command is used only for display purposes and when the
time is manually set.

Example

switchxxxxxx (config)# clock timezone abc +2 minutes 32
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periodic

periodic .

To specify a recurring (weekly) time range for functions that support the time-range feature, use the periodic
command in Time-range Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

periodic day-of-the-week hh: mm to day-of-the-week hh:mm

no periodic day-of-the-week hh: mmto day-of-the-week hh: mm

periodic list hh:mmto hh: mm day-of-the-week1 [day-of-the-week2... day-of-the-week7]
no periodic list hh:mmto hh: mm day-of-the-week1 [day-of-the-week?2... day-of-the-week7]
periodic list hh:mmto hh:mmall

no periodic list hh:mmto hh:mmall

Parameters

« day-of-the-week—The starting day that the associated time range is in effect. The second occurrence is
the ending day the associated statement is in effect. The second occurrence can be the following week
(see description in the User Guidelines). Possible values are: mon, tue, wed, thu, fri, sat, and sun.

» hh:mm—The first occurrence of this argument is the starting hours:minutes (military format) that the
associated time range is in effect. The second occurrence is the ending hours:minutes (military format)
the associated statement is in effect. The second occurrence can be at the following day (see description
in the User Guidelines). (Range: 0-23, mm: 0—59)

* list day-of-the-weekl—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means that the time
range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".
Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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sntp anycast client enable

To enable the SNTP Anycast client, use the sntp anycast client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp anycast client enable [both | ipv4 | ipv6]

Parameters

 both—(Optional) Specifies the IPv4 and IPv6 SNTP Anycast clients are enabled. If the parameter is not
defined it is the default value.

* ipv4—(Optional) Specifies the IPv4 SNTP Anycast clients are enabled.
* ipv6—(Optional) Specifies the IPv6 SNTP Anycast clients are enabled.

Default Configuration

The SNTP anycast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the SNTP Anycast client.

Example

The following example enables SNTP Anycast clients.

switchxxxxxx (config) # sntp anycast client enable
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sntp authenticate .

sntp authenticate

To enable authentication for received SNTP traffic from servers, use the sntp authenticate command in
Global Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp authenticate

no sntp authenticate

Default Configuration

Authentication is disabled.

Command Mode

Global Configuration mode

Examples

The following example enables authentication for received SNTP traffic and sets the key and encryption key.

switchxxxxxx (config)# sntp authenticate
switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx (config) # sntp trusted-key 8
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sntp authentication-key

To define an authentication key for Simple Network Time Protocol (SNTP), use the sntp authentication-key
command in Global Configuration mode. To restore the default configuration, use the N0 form of this command.

Syntax
sntp authentication-key key-number md5 key-value
encrypted sntp authentication-key key-number md>5 encrypted-key-value

no sntp authentication-key key-number

Parameters
* key-number—Specifies the key number. (Range: 1-4294967295)
* key-value—Specifies the key value. (Length: 1-8 characters)

« encrypted-key-value—Specifies the key value in encrypted format.

Default Configuration

No authentication key is defined.

Command Mode

Global Configuration mode

Examples

The following example defines the authentication key for SNTP.

switchxxxxxx
switchxxxxxx

config)# sntp authentication-key 8 md5 ClkKey
config)# sntp authentication-key 8 md5 ClkKey
config) # sntp trusted-key 8

)# sntp authenticate

switchxxxxxx

switchxxxxxx (config
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sntp broadcast client enable .

sntp broadcast client enable

To enable SNTP Broadcast clients, use the sntp broadcast client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp broadcast client enable[both | ipv4 | ipv6]

no sntp broadcast client enable

Parameters

* both—(Optional) Specifies the IPv4 and IPv6 SNTP Broadcast clients are enabled. If the parameter is
not defined it is the default value.

* ipv4—(Optional) Specifies the IPv4 SNTP Broadcast clients are enabled.

* ipv6—(Optional) Specifies the IPv6 SNTP Broadcast clients are enabled.

Default Configuration
The SNTP Broadcast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp broadcast client enable Interface Configuration mode command to enable the SNTP Broadcast
client on a specific interface.

Example

The following example enables SNTP Broadcast clients.

switchxxxxxx (config)# sntp broadcast client enable
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sntp client enable

To enable the SNTP Broadcast and Anycast client, use the sntp client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp client enable interface-id

no sntp client enableinterface-id

Parameters

« interface-id—Specifies an interface ID, which can be one of the following types: Ethernet port,
Port-channel or VLAN.

Default Configuration
The SNTP client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp client enable command to enable SNTP Broadcast and Anycast clients.

Example

The following example enables the SNTP Broadcast and Anycast clients on VLAN 100:

switchxxxxxx (config) # sntp client enable vlan 100
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sntp client enable (interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the sntp client enable command in
Interface Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp client enable

no sntp client enable

Default Configuration

The SNTP client is disabled on an interface.

Command Mode

Interface Configuration mode

User Guidelines

This command enables the SNTP Broadcast and Anycast client on an interface. Use the no form of this
command to disable the SNTP client.

Example

The following example enables the SNTP broadcast and anycast client on an interface.

switchxxxxxx (config) # interface vlan 100
switchxxxxxx (config-if)# sntp client enable
switchxxxxxx (config-if)# exit
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sntp server

To configure the device to use the SNTP to request and accept Network Time Protocol (NTP) traffic from a
specified server (meaning to accept system time from an SNTP server), use the sntp server command in
Global Configuration mode. To remove a server from the list of SNTP servers, use the no form of this command.

Syntax
sntp server {default | {{ip-address| hostname} [poll] [key keyid]}}

no sntp server [ip-address | hostname]

Parameters

* default—Default defined SNTP servers.
» ip-address—Specifies the server IP address. This can be an IPv4, IPv6 or IPv6z address.

* hostname—Specifies the server hostname. Only translation to IPv4 addresses is supported. (Length:
1-158 characters. Maximum label length for each part of the hostname: 63 characters)

* poll—(Optional) Enables polling.

* key keyid—(Optional) Specifies the Authentication key to use when sending packets to this peer.
(Range:1-4294967295)

Default Configuration
The following servers with polling and without authentication are defined:
« time-a.timefreq.bldrdoc.gov
- time-b.timefreq.bldrdoc.gov
« time-c.timefreq.bldrdoc.gov
« pool.ntp.org

* time-pnp.cisco.com

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server {ip-address| hostname} [poll] [key keyid] command to define a SNTP server. The switch
supports up to 8 SNTP servers.

Use the sntp server default command to return to the default configuration.
Use the no sntp server ip-address | hostname command to remove one SNTP server.

Use the no sntp server to remove all SNTP servers.
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Example

The following example configures the device to accept SNTP traffic from the server on 192.1.1.1 with polling.

switchxxxxxx (config)# sntp server 192.1.1.1 poll
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sntp source-interface

To specify the source interface whose IPv4 address will be used as the source IPv4 address for communication
with IPv4 SNTP servers, use the sntp sour ce-interface command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
sntp sour ce-interface interface-id

no sntp source-interface

Parameters

« interface-id—Specifies the source interface.

Default Configuration

The source IPv4 address is the [IPv4 address defined on the outgoing interface and belonging to next hop IPv4
subnet.

Command Mode

Global Configuration mode

User Guidelines

If the source interface is the outgoing interface, the interface IP address belonging to next hop IPv4 subnet is
applied.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the interface is
applied.

If there is no available IPv4 source address, a SYSLOG message is issued when attempting to communicate
with an IPv4 SNTP server.

OOB cannot be defined as a source interface.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config)# sntp source-interface vlan 10
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sntp source-interface-ipv6 .

sntp source-interface-ipvé

To specify the source interface whose IPv6 address will be used ad the Source IPv6 address for communication
with IPv6 SNTP servers, use the sntp source-interface-ipv6 command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
sntp sour ce-interface-ipv6 interface-id

no sntp source-interface-ipv6

Parameters

» interface-id—Specifies the source interface.

Default Configuration

The IPv6 source address is the [IPv6 address defined of the outgoing interface and selected in accordance with
RFC6724.

Command Mode

Global Configuration mode

User Guidelines

The outgoing interface is selected based on the SNTP server's IP address. If the source interface is the outgoing
interface, the IPv6 address defined on the interfaces and selected in accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the interface and
with the scope of the destination IPv6 address is applied.

If there is no available IPv6 source address, a SYSLOG message is issued when attempting to communicate
with an I[Pv6 SNTP server.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config)# sntp source-interface-ipvé vlan 10
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sntp trusted-key

To define the trusted key, use the sntp trusted-key command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
sntp trusted-key key-number
no sntp trusted-key key-number

Parameters

* key-number—Specifies the key number of the authentication key to be trusted. (Range: 1-4294967295).

Default Configuration

No keys are trusted.

Command Mode

Global Configuration mode

User Guidelines

The trusted key is used for authentication of all servers not having personal keys assigned.

Examples

The following example authenticates key 8.

switchxxxxxx (config)# sntp trusted-key 8

# sntp authentication-key 8 md5 ClkKey
# sntp trusted-key 8
#

sntp authenticate

switchxxxxxx (config

( )
switchxxxxxx (confiqg)
( )
switchxxxxxx (confiqg)
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sntp unicast client enable

To enable the device to use Simple Network Time Protocol (SNTP) Unicast clients, use the sntp unicast
client enable command in Global Configuration mode. To disable the SNTP Unicast clients, use the no form
of this command.

Syntax
sntp unicast client enable

no sntp unicast client enable

Default Configuration

The SNTP unicast clients are enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server Global Configuration mode command to define SNTP servers.

Example

The following example enables the device to use SNTP Unicast clients.

switchxxxxxx (config) # sntp unicast client enable
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sntp unicast client poll

To enable polling for the SNTP Unicast clients, use the sntp unicast client poll command in Global

Configuration mode. To disable the polling, use the no form of this command.

Syntax
sntp unicast client poll

no sntp unicast client poll

Default Configuration

Polling is enabled.

Command Mode

Global Configuration mode

User Guidelines

The polling interval is 1024 seconds.

Example

The following example enables polling for SNTP unicast clients.

switchxxxxxx (config) # sntp unicast client poll
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show clock

To display the time and date from the system clock, use the show clock command in User EXEC mode.

Syntax
show clock [detail]

Parameters

» detail—(Optional) Displays the time zone and summer time configuration.

Command Mode

User EXEC mode

User Guidelines

The default output of the command shows the current system date and time, information on the operational
source of the system time and general clock related configurations.

The detailed output of the command shows additional information about time-zone and daylight savings
configuration.

The possible values for operational system time source are:

* RTC - Indicates that the system time was set from the Real Time Clock component. This happens if the
system clock hasn’t been set by SNTP, by a user or by the browser.

* User - If the system clock was last set manually by a user.

* SNTP - if the system clock was last set by SNTP. In this case, the time since the last synchronization
with the SNTP server is also displayed.

* None - If the clock hasn’t been set by any method since the last reboot and the system does not have an
RTC component.

Example 1 - The following example displays general system time and date information.

switchxxxxxx# show clock
15:29:03 PDT(UTC-7) Jun 17 2019
Operational Time Source: SNTP (last synchronized 2 days, 18 hours, 29 minutes and 3 seconds
ago)
Time from SNTP is enabled
Time from Browser is disabled

Example 2 - The following example displays the system time and date along with the time zone and
daylight saving configuration.

switchxxxxxx# show clock detail
15:22:55 SUN Apr 23 2019

Operational Time Source: User

Time from SNTP is disabled

Time from Browser is enabled

Time zone (DHCPv4 on VLANI1) :

Acronym is RAIN
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Offset is UTC+2

Time zone (Static):

Offset is UTC+0

Summertime (DHCPv4 on VLANL) :
Acronym is SUN

Recurring every year.

Begins at first Sunday of Apr at 02:00.

Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):

Acronym is GMT

Recurring every year.

Begins at first Sunday of Mar at 10:00.

Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.
DHCP timezone: Enabled
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show sntp configuration

To display the SNTP configuration on the device, use the show sntp configuration command in Privileged
EXEC mode.

Syntax

show sntp configuration

Command Mode

Privileged EXEC mode

Examples

The following example displays the device’s current SNTP configuration.

switchxxxxxx# show sntp configuration
SNTP port : 123
Polling interval: 1024 seconds
MD5 Authentication Keys
2 Johnl23
3 Aliced56
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: 3001:1:1::1
Polling: enabled
Encryption Key: disabled
Server: dns_serverl.comapany.com
Polling: enabled
Encryption Key: disabled
Server: dns_server2.comapany.com
Polling: enabled
Encryption Key: disabled
Broadcast Clients: enabled for IPv4 and IPv6
Anycast Clients: disabled
No Broadcast Interfaces
Source IPv4 interface: vlan 1
Source IPv6 interface: vlan 10
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show sntp status

To display the SNTP servers status, use the show sntp status command in Privileged EXEC mode.

Syntax
show sntp status

Command Mode

Privileged EXEC mode

Example
The following example displays the SNTP servers status:

switchxxxxxx# show sntp status
Clock is synchronized, stratum 4, reference is 176.1.1.8, unicast
Reference time is afe2525e.70597b34 (00:10:22.438 PDT Jul 5 1993)
Unicast servers:
Server: 176.1.1.8
Source: DHCPv4 on VLAN 1
Status: Up
Last response: 19:58:22.289 PDT Feb 19 2015
Last request: 19:58:21.555 PDT Feb 19 2015
Stratum Level: 1
Offset: 7.33mSec
Delay: 117.79mSec
Server: dns_server.comapany.com
Source: static
Status: Unknown
Last response: 12:17.17.987 PDT Feb 19 2015
Last request: 12:58:21.555 PDT Feb 19 2015
Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec
Server: 3001:1:1::1
Source: DHCPv6 on VLAN 2
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Server: dnsl.company.com
Source: DHCPv6 on VLAN 20
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Anycast servers:
Server: 176.1.11.8
Interface: VLAN 112
Status: Up
Last response: 9:53:21.789 PDT Feb 19 2005
Last request: 9:53:21.689 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec
Delay: 289.19mSec
Broadcast servers:
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Server: 3001:1::12
Interface: VLAN 101
Last response: 9:53:21.789 PDT Feb 19 2005
Last regeust: 9:53:21.689 PDT Feb 19 2005

Stratum Level: 255
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show time-range

To display the time range configuration, use the show time-range command in User EXEC mode.

Syntax

show time-range time-range-name

Parameters

» time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx# show time-range
http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00
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time-range

time-range .

To define time ranges and to enter to Time-range Configuration mode, use the time-range command to define
time ranges and to enter to Time-range Configuration mode in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

« time-range-name—Specifies the name for the time range. (Range: 1-32 characters).

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

After entering to Time-range Configuration mode with this command, use the absoluteand periodic commands
to actually configure the time-range. Multiple periodic commands are allowed in a time range. Only one
absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then the periodic items are evaluated
only after the absolute start time is reached, and are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should be set by the
user or by SNTP. If the software clock is not set by the user or by SNTP, the time range is not activated.

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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DoS Commands

This chapter contains the following sections:

* security-suite deny fragmented, on page 258

* security-suite deny icmp, on page 259

* security-suite deny martian-addresses, on page 260
* security-suite deny syn, on page 262

* security-suite deny syn-fin, on page 263

* security-suite dos protect, on page 264

* security-suite dos syn-attack, on page 265

* security-suite enable, on page 266

* security-suite syn protection mode, on page 268

* security-suite syn protection recovery, on page 269
* security-suite syn protection threshold, on page 270
* show security-suite configuration, on page 271

* show security-suite syn protection, on page 272
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security-suite deny fragmented

To discard IP fragmented packets from a specific interface, use the security-suite deny fragmented Interface
(Ethernet, Port Channel) Configuration mode command.

To permit IP fragmented packets, use the no form of this command.

Syntax

security-suite deny fragmented {[add {ip-address | any} {mask | /prefix-length}] | [remove {ip-address |
any} {mask | /prefix-length}]}

Nno security-suite deny fragmented

Parameters
« add ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

Default Configuration

Fragmented packets are allowed from all interfaces.

If mask is unspecified, the default is 255.255.255.255.
If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 271 must be enabled both globally and
for interfaces.

Example

The following example attempts to discard IP fragmented packets from an interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny fragmented add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny icmp

To discard ICMP echo requests from a specific interface (to prevent attackers from knowing that the device
is on the network), use the security-suite deny icmp Interface (Ethernet, Port Channel) Configuration mode
command.

To permit echo requests, use the N0 form of this command.

Syntax

security-suite deny icmp {[add {ip-address | any} {mask | /prefix-length}] | [remove {ip-address | any}
{mask | /prefix-length}]}

No security-suite deny icmp

Parameters
« ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

Default Configuration

Echo requests are allowed from all interfaces.

If mask is not specified, it defaults to 255.255.255.255.
If prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 271 must be enabled both globally and
for interfaces.

This command discards ICMP packets with "ICMP type= Echo request" that ingress the specified interface.

Example

The following example attempts to discard echo requests from an interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny icmp add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny martian-addresses

To deny packets containing system-reserved IP addresses or user-defined IP addresses, use the security-suite
deny martian-addresses Global Configuration mode command.

To restore the default, use the no form of this command.

Syntax

security-suitedeny martian-addresses{add {ip-address{mask | /prefix-length}} | remove {ip-address{mask
| /prefix-length}} (Add/remove user-specified IP addresses)

security-suitedeny martian-addressesreserved {add | remove} (Add/remove system-reserved IP addresses,
see tables below)

No security-suite deny martian-addresses (This command removes addresses reserved by security-suite
deny martian-addresses {add {ip-address {mask | /prefix-length}} | remove {ip-address {mask |
/prefix-length}}, and removes all entries added by the user. The user can remove a specific entry by using
remove ip-address {mask | /prefix-length} parameter.

There is no no form of the security-suite deny martian-addressesreserved {add | remove} command. Use
instead the security-suite deny martian-addresses reserved remove command to remove protection (and
free up hardware resources).
Parameters

* reserved add/remove—Add or remove the table of reserved addresses below.

* ip-address—Adds/discards packets with the specified IP source or destination address.

» mask—Specifies the network mask of the IP address.

« prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

* reserved—Discards packets with the source or destination IP address in the block of the reserved (Martian)
IP addresses. See the User Guidelines for a list of reserved addresses.

Default Configuration

Martian addresses are allowed.

Command Mode

Global Configuration mode

User Guidelines
For this command to work, show security-suite configuration, on page 271 must be enabled globally.

security-suite deny martian-addresses reserved adds or removes the addresses in the following table:
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Address Block Present Use

0.0.0.0/8 (except when 0.0.0.0/32 | Addresses in this block refer to source hosts on "this" network.

isthe source address)

127.0.0.0/8 This block is assigned for use as the Internet host loopback
address.

192.0.2.0/24 This block is assigned as "TEST-NET" for use in
documentation and example code.

224.0.0.0/4 as source This block, formerly known as the Class D address space, is
allocated for use in IPv4 multicast address assignments.

240.0.0.0/4 (except when This block, formerly known as the Class E address space, is

255.255.255.255/32 isthe reserved.

destination address)

\}

Note Ifthe reserved addresses are included, individual reserved addresses cannot be removed.

Example

The following example discards all packets with a source or destination address in the block of the reserved

IP addresses.

switchxxxxxx (config) # security-suite deny martian-addresses reserved add
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security-suite deny syn

. Cisc

To block the creation of TCP connections from a specific interface, use the security-suite deny syn Interface
(Ethernet, Port Channel) Configuration mode command. This a complete block of these connections.

To permit creation of TCP connections, use the N0 form of this command.

Syntax

security-suitedeny syn {[add {tcp-port | any} {ip-address| any} {mask | /prefix-length}] | [remove {tcp-port
| any} {ip-address | any} {mask | /prefix-length}]}

No security-suite deny syn

Parameters
* ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask— Specifies the network mask of the destination IP address.

» prefix-length—Specifies the number of bits that comprise the destination IP address prefix. The prefix
length must be preceded by a forward slash (/).

» tcp-port | any—Specifies the destination TCP port. The possible values are: http, ftp-control, ftp-data,
ssh, telnet, smtp, or port number. Use any to specify all ports.

Default Configuration

Creation of TCP connections is allowed from all interfaces.
If the mask is not specified, it defaults to 255.255.255.255.
If the prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 271 must be enabled both globally and
for interfaces.

The blocking of TCP connection creation from an interface is done by discarding ingress TCP packets with
"SYN=1", "ACK=0" and "FIN=0" for the specified destination IP addresses and destination TCP ports.

Example

The following example attempts to block the creation of TCP connections from an interface. It fails because
security suite is enabled globally and not per interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny syn add any /32 any
To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny syn-fin
To drop all ingressing TCP packets in which both SYN and FIN are set, use the security-suite deny syn-fin
Global Configuration mode command.

To permit TCP packets in which both SYN and FIN are set, use the no form of this command.

Syntax
security-suite deny syn-fin

no security-suite deny syn-fin

Parameters

This command has no arguments or keywords.

Default Configuration

The feature is enabled by default.

Command Mode

Global Configuration mode

Example

The following example blocks TCP packets in which both SYN and FIN flags are set.

switchxxxxxx (config)# security-suite deny syn-fin
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security-suite dos protect

To protect the system from specific well-known Denial of Service (DoS) attacks, use the security-suite dos
protect Global Configuration mode command. There are three types of attacks against which protection can
be supplied (see parameters below).

To disable DoS protection, use the no form of this command.

Syntax
security-suite dos protect {add attack | remove attack}

No security-suite dos protect

Parameters

add/remove attack—Specifies the attack type to add/remove. To add an attack is to provide protection against
it; to remove the attack is to remove protec