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ThinkShield Key Vault Portal Overview

Lenovo ThinkSystem SE350 Edge server (hereinafter Device) is supplied to customers in locked state for
security reasons.

One-time code (Secure Activation Code) is generated and shipped to the customer admin separately from
the Device. This code will be used for secure device claiming within the ThinkShield Key Vault Portal
(hereinafter Portal).

The Device can be unlocked in three different ways:

1. Automatically
2. Manually
3. Viathe Mobile App — Action is done NOT on Portal side.

The web application is available worldwide.

Supported languages:

e English
o Simplified Chinese
e Traditional Chinese

e French
e German
e |talian
e Spanish
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Roles vs Capabilities

Roles - &:’: ‘E’a %1 % 5 5
o © ® |5 3 >
P ¢z g % 5
S o
Function \/ ~
Can Login to ThinkShield Key Vault Portal X X
Edit My Profile X X
Logout X X
Access to an Organization X X
Create an Organization
Devices Tab X X
Claiming a Device X X
Unclaiming a Device X X
Automatic Activation X N
Manual Activation X X
Re-sync X X
Edit Device Name X X
Update Device Key X
Transfer X
Import / Export Devices X
Bulk Claim X X
Users Tab X
Invite a User X
Remove a User X
Import / Export Users X
Bulk Invite Users X
Groups Tab X X
Create a Group X X
Delete a Group X X
Group Devices / Remove Devices from Group X X
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Role Descriptions

This user has a Lenovo ID account but does not have role permissions to any portal organizations.

This user can login to organizations but has no access to any capabilities. This user can also login to the
ThinkShield Edge Mobile Management Application within the same organizations. This user is primarily
used to onboard users from an external authentication service (e.g. Active Directory Federated Services,
ADFS).

This user can login to organizations. This user can also login to the ThinkShield Edge Mobile
Management Application within the same organizations. This user is primarily used to give permissions
to users who will activate the SE350 which physical presence to the device (at the “edge”). This user
does not have the ability to conduct user or grouping functions.

This user can login to organizations. This user can also login to the ThinkShield Edge Mobile
Management Application within the same organizations. This user is primarily used to for maintenance
users who will perform device actions (e.g. claim and activate) as well as device grouping. This user role
is the only role who can update the device key in the event of motherboard failure which requires
device key exchange.

This user can login to organizations. This user can also login to the ThinkShield Edge Mobile
Management Application within the same organizations. This user has top level permissions within an
organization. However, this user role cannot update the device key in the event of motherboard failure
which requires device key exchange.
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Capabilities

The following features are available based on Role vs Capabilities:

WoONOU A WDNR
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Claim Device (add a Device to the Organization)

Unclaim Device (remove a Device from the Organization)
Transfer (send a Device to other Organization)

Import Devices

Export Devices
Automatic activation

Manual activation
Re-sync
Create a Group

. Group Devices
. Remove Devices from Group

. Delete a Group
. Create an Organization
. Edit My Profile

. Logout
. Edit Device Name

. Update Device Key
. Invite a User
. Remove a User

. Import Users

. Export Users
. Bulk Invite Users

. Help/Contact Support
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Visit https://portal.thinkshield.lenovo.com as the starting location to:

1) Login to an organization
2) Create new organizations
3) Find your organization ID

When logging into an organization, an organization ID is required. The organization ID is what uniquely
identifies your organizations from other organizations. At anytime users can utilize the “Forgot your
Organization ID? Find it” for their relevant information.

Note: You can also change language on this page.

Signin

Organization D
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https://portal.thinkshield.lenovo.com/

Lenovo

Log in using your Lenovo ID and password in ‘Username’ and ‘Password’ fields and click ‘Log In” button. If
you don’t have Lenovo ID click ‘Sign up’ next to ‘Don’t have an account’ and follow the instructions to
create Lenovo account.

ThinkShield

Sign in with your
Lenovo ID

Username

Password

Dont have an account

In order to use web application, you need to accept Terms and Conditions. Read and click ‘Continue’
button.
Note: Terms and Conditions are displayed only after user logs into the Portal for the first time.

Terms and Conditions

The following are terms of a legal agreement between you and Lenovo ("we," “us,” or "our”). By accessing,
browsing and/or using this web site, UDS Portal, ThinkShield Key Vault Portal, ThinkReality Platform, its related
web pages, interactive features and Services (defined as applications or other tools or programs), and their
respective contents, or any other website linking to these terms, whether accessed via computer, mobile device
or other technology (collectively, the “Web Site"), you acknowledge that you have read, understood, and agree,
to be bound by these “Site Terms of Use" and to comply with all applicable laws and regulations, including export
and re-export control laws and regulations. If you do not agree to all of these terms, we are unwilling to grant you
access to the Web Site, and you must immediately cease use of the Web Site and any Services.

PLEASE READ CAREFULLY THESE TERMS (AND THEIR INCLUDED LINKED INFORMATION, SUCH AS
OUR PRIVACY STATEMENT WHICH IS HEREBY INCORPORATED BY REFERENCE). BY ACCESSING,
BROWSING OR USING THE WEB SITE, YOU ACKNOWLEDGE AND REPRESENT THAT YOU (i) HAVE READ
THESE TERMS AND THE PRIVACY POLICY, (ii) UNDERSTAND THEM, (iii) ACCEPT AND AGREE TO BE
BOUND BY THEM, (iv) ARE ABLE TO FORM LEGALLY BINDING CONTRACTS, AND (v) AGREE TO COMPLY
WITH ALL LAWS AND REGULATIONS APPLICABLE TO YOU, TO THE USE OF THE WEB SITE, AND/OR THE

D | have read this Agreement and agree to the terms and conditions.

Page 9 of 74



In order to use web application, you need to accept Privacy Policy. Read and click ‘Continue’ button.
Note: Privacy Policy is displayed only after user logs into the Portal for the first time.

Privacy Policy

Lenavo recegnizes that privacy [s of great importance to Indhduals everywher & — aur custamers, website visitors,
product users... everyane, This 5 why the responsible use and protection of personal and other information under
our carels a core Lenovo value, To learn more about our privacy practices, please click any of the lTnks below, IFyou
hawe ary further queastions ar cancerns, pleases feel freeto reach us st privecyi@l enovo.corm

Lenown Privacy Statesment

| have read this Policy and agree to the terms.

User is redirected to ‘Devices’ page after successful login.

Organization Adenin =

ThinkShield

Devices €3 Q

More ~

+ STATUS
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If there are no Devices in the Organization, click ‘Claim device’ in order to claim a Device.

Devices

0

If there are any Devices in the Organization, click ‘+" icon at the top of the page in order to claim a Device.

ThnkShiel

Devices s Q

More =
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"Manual Claim’ allows to claim one Device at a time. To claim a Device provide Machine Type, Serial
Number and Activation Code, all these fields are required.
‘Name™* field is optional, if you do not provide it, the system will generate a unique Device name.

Note: There are two Activations Codes that can be used to claim a Device. The first Activation Code is
provided with the Activation Flyer (Secure Activation Guide). Another Activation Code can be read from a
Device (for example, using Mobile App). Both codes are valid and can be used for Device claiming.

*Device Name must be unique within Organization.

Claim a Device MANUAL CLAIM BULK CLAIM

A feds vecuirad unkess noted otherwise,

Manually claim a device by entering its Machine Type, Serial Number and Secure Activation Code.

Click ‘Claim” when all the data is provided.

Claim a Device MANUAL CLAIM BULK CLAIM

Al felds required except where 1

im a device by Machine Type, Serial Number and Secure Activation Code.

Mame foptional]

device1l
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The Device starts displaying in the Devices list. The status of the Device is Pending.

e e/ sk
ThinkShield
ey Devices ()
More «
Device Manager
[1 +STATUS VICE NAME MACHINE TYF
0 oevica11 7z
(] {] 748

"Bulk Claim” allows to claim up to 1000 Devices at a time.

Claim a Device MANUAL CLAIM

Upload a CSV file with all the devices you want to claim.
] Download CSV template

& Click to select file to upload

BULK CLAIM

220

22222222

5555/

555:

5

Organization Admin > | O
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Download CSV template and fill in all the required data. The required fields are: Machine Type, Serial

Number and Activation Code. All other fields are optional.

‘Name’ field will be generated by the system if you do not provide it.

Text Import - [Devices%20(1).csv]

Import

Character set:

Language: Default - English (USA) v |

From rows: 1 =
Separator Options
() Fixed width (®) Separated by
Tab Comma Semicolon O Space O Other

O Merge delirmiters [ Trim spaces String delimiter:
Other Options
[[] Format quoted field as text [[] Detect special numbers
Fields

Column type: I:I

|Standard |Standard |Standard |Standard Etandard |

1 '\Ialﬂe Machine Type serial number Activation code Group

B C D | £ |
_ 1 |Name Machine Type Serial Number Activation Code Group
2| 1146 TIITLXXCCOOCR
3 1246 22222222 XXXXXXXAAXXXXHAX
4 1246 33333333 XXX XXXXAAXX
5
6|
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Upload a CSV file to the Portal. Click ‘Verify’ after the file has been uploaded.

Claim a Device MANUAL CLAIM BULK CLAIM

Upload aCSV file with all the devices you want to claim.
(] Download CSV template

Drop C5V file here o

& Click to select file to upload

As soon as the verification process is over you will get a confirmation email to the email address
associated with your profile.

Claim a Device MANUAL CLAIM BULK CLAIM

We are working on your request...

anotificati il with the results of claiming process
atthe following address:

Please press Close to continue.
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In case of successful upload, the Device(s) starts displaying in the Devices list. The status of the Device(s)

is Pending.

Devices £ )
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Unclaiming a Device

Check the Device(s) you want to unassign from the Organization and click ‘Unclaim’ in ‘More’ drop-down

at the top of the page in order to unclaim a Device.

§ ThinkStield

Confirm the action by clicking ‘Yes’” on ‘Are you sure...” pop-up.

Unclaim Device

A

Are you sure you want to Unclaim this device?

Devices €
@ Group @ Activa More ~
estarus @ Unclgm DEVICE NAME MACHINE TYPE SERIALNUMBER
¥ import
device12 7226 1
& Export
m| device13 7246 nnmn
m| devicald 7246 33333333
device11 7286 22222222
device? 7246 nRRn
device10 72 55555555

Organization Admin = | =]
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The selected Device(s) are removed from the Organization list.

Devices € Q

More =

4 STATUS
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Transfer

‘Transfer' option allows to send one Device or several Devices to other organization.

Send

To send the Devices to other organization check the Device(s) you want to transfer and click 'Send' in
'"Transfer' drop-down at the top of the page.

Organization Admin =

ThinkShigld
Key Vault Portal Devices o
Transfer ~ 2w Q
+ STATUS \ e &
¥ Receive
Users /246 22222222

@ cancel all transfers

Groups

Page 19 of 74



Click 'Download file' on the pop-up window 'Send Devices'. A .CSV file with the Device(s) you want to
transfer will be downloaded to your computer.

Send Devices

By transferring these files, the ownership of these
devices will be transferred to someone else.

2 devices will be transferred.

Download the CSV file with the devices
you want to transfer?

U

After a .CSV file has been downloaded, the passphrase will be shown on 'Send Devices' pop-window.
Copy and save the passphrase and click 'Done’. Provide the downloaded .CSV file and the passphrase to
a person who will receive your Devices.

Note: The passphrase and a .CSV file expire after 24 hours. Please make sure you have sent them to a
receiver within 24 hours after they were generated.

Send Devices

CSV file successfully downloaded!

Please do the following:
1. Save the passphrase

A The passphrase and the csv file will expire in 24 hours

63673418 @

2. Provide the csv file and passphrase to the person who
will receive your devices.
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Receive

To receive the Device(s) from other organization click 'Receive' in 'Transfer' drop-down.

Tn. I(SI]- m B Organization Admin ~
Key Vault Portal o
Devices €3
Device Manager Transfer ~ 3w —Q
»
[] +STATUS U send NAME MACHINE TYPE T T S
7 Receive
Users 0 e

@ Cancel all transfers

Groups O devicel 7246

Provide a passphrase and upload a .CSV file with a list of Devices you received from other organization.
Click 'Receive' after all the information has been provided. The Devices will be transferred to your
organization.

Receive Devices

Enter the passphrase

Upload a CSV file with all the devices you want to receive.

& Click to select file to upload
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Cancel all Transfers

To cancel the transfer(s) click 'Cancel all transfers’ in 'Transfer' drop-down at the top of the page. This
will stop all your current transfers and a receiver will be unable to transfer the Device(s) to their

organization.

Organization Admin -

ThinkShigld
LOA ortal .
‘ Devices 3
Device Manager ety " = Q
[0 +STATUS § send DEVICE NAME MACHINE TYPE SERIAL NUMBER GROUP
¥ Receive
] (Chctve device2 7248 brrrrrvs]

@ Cancel all transfe%

u] devicet 76 sssaneed

Confirm the action by clicking ‘Yes’ on ‘Cancel all transfers’ pop-up.

Cancel all transfers

Are you sure you want to cancel all transfers?
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All current transfers are canceled.

+ All active transfer requests were cancelled

ThinkShield

Key Vault Portal Devices o

Device Manager Transfer v More ~ Q
Users ] +STATUS

Groups device2 7246
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Export Devices

‘Export’ option allows to download a file with the list of all the Devices and their associated attributes. To
export a list of Devices, click ‘Export” in ‘More’ drop-down at the top of the page.

“] ksn m B iome / Devices Organization Adein - | O
Devices 3 Q
More ~
Device Manager
O + STATUS JEVH MACHINE TYPE SERIAL NUMBER GROUP
¥ Import
deviced 7246 22222272
[ Expn.ib
device12updated 7246 11111111
device1 7246 nnnn
devceto ross

Click “Yes’ on ‘Export Devices’ pop-up to initiate downloading process.

Export Devices

S devices will be exported into CSV file.
Are you sure you want to continue?
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Import Devices

‘Import’ option allows to upload updated Devices information. To start importing process click ‘Import” in
‘More’ drop-down at the top of the page.

. . D Organization Admin > | O
ThinkShield
feyier Devices €2 Q
More ~
Device Manager
»STATUS EVICENAN MAGHINETYPY SEALAL NUMEE! anol
W Impo
(] . Exw{h devica? 7246 2222022
I device12 111114
e e s
[m] devica 10 Z46
[ devicel TZ46 333333

Upload a CSV file with all the devices you want to update and click ‘Verify’.

Import Devices

Upload a CSV file with all the devices you want to import.

& Click to select file to upload
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As soon as the updating process is over you will get a confirmation email to the email address associated

with your profile.

Import Devices

We are working on your request...

You will be sent a notification email with the results of importing process
atthe following address:

Please press Close to continue.

Close

In case of successful import, the updates will be reflected in the Devices list.

> . . Home / Devices Organization Admin - | a
E ThikSiel
Devices €3 . Q
More =
Device Manager
| wsmarus EVICENAME AACHINE TYPE
O deviced 7246 wnnn
=] device12updated 7246 1111111
] device13 246 nnR1RN
] evice10 7246 55555555
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Check the Device(s) that need to be activated automatically and click ‘Activate’.

ThinkShield

ey Vault Portal

Devices €3 Q

& Group @ Activate  More ~

J
4 STAT

’

The status of such Devices will change to ‘Ready’.

ThinkShiet

Devices €3 Q

Mare ~
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Connect XClarity Controller management port to Internet. The Device will connect with the Portal and
finish activation process automatically*. After successful activation, the Device will become unlocked. —
Action is done NOT on Portal side.

* From device plug in the first call to the Portal happens after 10 minutes, thereafter the call happens
every 5 minutes for 2 hours and 20 minutes. After that time the device requires a Device restart (or power
cycle) to reinitialize this process.

Device status changes to Active on the Portal.

Organization Admin ~ | g

ThinkShield

Key Vault Portal

Devices () Q

More »

+ DEVICE NAME
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NOTE: to activate device manually actions should be performed on Portal (highlighted in green) and BMC
web console (highlighted in blue).

Open BMC web console and check if system is in lockdown mode. Login with BMC credentials.

Note: If “System Lockdown Mode” is asserted state, system is currently in lockdown mode and needs to
be activated. If “System Lockdown Mode” is de-asserted state, it means that system has been activated.

c @ of ! 10.104.197.116, o0 InNo»® =

Lenovo. &

Clarity Controller

Hodaka Planner (2143IT CPU)

System Events No Event

Machine Type 7246
Serial Number ABCDEF0001
Power State off

BM 10.104.197 116

The system is currently in lockdown mode. You may activate the system to unlock it
Login
System Lockdown Mode

Secure Activation Guide

ThinkSystem

Go to “System Lockdown Mode” page.
Clarity Controller % Hodaka Planner (2143IT CPU) System name: < Expot & USERD @ 235PM =

ssL

SSH

|
System Lockdown Mode @ Asserted ﬂ |
A PMl
|
' | SYS FW
| TPMTCM
PWD MGR
|
LOCKDOWN
SED AK
o )
tection @
» Al
¥ BMC Configuration
Backup and Restore
License SED Authentication Key (AK) Manager @
Network > £0AK @
> (]
Securi
ooy > 3

User/LDAP
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|Il

Scroll “System Lockdown Mode” toggle button to De-asserted state. Write down the Challenge Text from

‘Key Vault Activation’ pop-up.

Key Vault Activation

The challenge text is centrally managed on the ThinkShield Key Vault Portal by the IT
administrator. Provide the challenge textin order to obtain the challenge response from the IT

administrator.

Challenge Text

Challenge Respanse

I ]

Cancel

Log into Portal as Organization Admin and click on the Device that needs to be activated manually.

"] |Sh m Home / Devlces Organization Admin - | o
Devices €3 : a
More ~
Device Manager
status £ DEVICE NAME MACHINE TYPE SERIALNUMBER f—
u
P 24 ssssssss
O devicell 7Z48 22222222
a deviceld 7Zas 22222202
sedeets - —
ke 248 arrze
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Click ‘Manually Activate’ button on the Device tray (Device top navigation panel).

device10

device13

device?

Provide Challenge Text from ‘Key Vault Activation’

+ DEVICE NAME MACHINE TY

‘Generate Response’. If Challenge Text is valid, the Challenge Response will be displayed on the screen.

Manually Activate

Ask the user to read out their Challenge Text
from their device.

9B1-508-9XX

b

(@) Activate

(@ Manually Activate

55555555

pop-up into ‘Manually Activate’ pop-up and click
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Lenovo

Write down ‘Challenge Response’.

Manually Activate

Ask the user to read out their Challenge Text
from their device.

£ Generate Response
Challenge Response
Read the following back to the user

toactivate the device:

8AB1-9999

’

Provide ‘Challenge Response’ into ‘Key Vault Activation” pop-up (BMC web console) and click ‘OK’.

Key Vault Activation
The challenge textis centrally managed on the ThinkShield Key Vault Portal by the IT

administrater. Provide the challenge textin order to obtain the challenge respense from the IT

administrator.

Challenge Text

Challenge Response

E3C6 F3D2
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Lenovo

Click ‘Apply’. System Lockdown Mode changes to De-asserted state. The Device gets activated.

~
Clarity Controller !| Hodaka Planner (214311 B saved successfully! <, Export & USERD @ 324PM =
Home
Security Passwerd Manager (7] O
1
Events Third-party Password Disabled | SsL
SSH
Allow Third-Party Password Retrieval Disabled I
Inventory | 1PMI
I SYS FW
Utilization TPMITCM
system Lockdown Mode @ De-asseried + PWD MGR
Remote Console LOCKDOWN
i "Motion Detection"is in disabled state, system now loses the capability to defect motion event and trigger lockdown mode automatically |
SED AK
Firmware Update when semeone moves system unexpectedly. I
Chassis infrusion Detectior’ is in disabled state, system now loses the capability to detect ehassis intrusion event and trigger lockdown
Server Configuration mode automatically when someone opens enclosure top cover or front bezel unexpectedy.
BMG Configuration Mation Detection @ Disabled
Chassis Intrusion Detection @ Disabled
Backup and Restore P Additional Configurations
License
Network
Security SED Authentication Key (AK) Manager @
LDAP P Change the SED AK @
P Backup the SED AK @ —
2 Edge Networking
Y Y P Recover the SED AK @
v

Click ‘Activate’ button on ‘Manually Activate’ pop-up (Portal).

Manually Activate

Ask the user to read out their Challenge Text
from their device.

Challenge Text

9B1-608-90C

£ Generate Response

Read the following back to the user
toactivate the device:

8A81-9999

o
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The Device changes its status to ‘Manually Activated’.

ThinkShield
eyt port Devices 2 Q

More
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‘Re-sync’ counters option allows a user to reset the counters on the ThinkShield Key Vault Portal and a
Device. To re-sync counters click ‘Re-sync’ on the Device tray.

ThinkShigld

Key Vault Partal

Devices €3

Transfer =  Mare =

+ STATUS 7246 5678DOUGE1 no group
Users

Groups devicel

> Manually Activate

The counters are re-synced.

ThinkShield
oo Devices
Transter = More Q
o sTATUS
Users O G device2 s
Groups . s 2
l;
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In order to add a new Group go to ‘Groups’ page and click ‘Create Group’.

Groups

If there are Groups in the Organization, click ‘+" icon at the top of the page in order to add a new Group.

ThinkSte

Groups Q
s &
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Fill in a required field ‘Group Name’ and check the Device(s) you want to assign to the Group. Click
‘Assign’.

Please note that all the Devices that are already assigned to other groups will be reassigned.

Add group

ices already assigned to other groups will be reassigned
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Group Devices

In order to assign a Device to the Group, go to the list of your Devices on ‘Devices’ page and check the
Device(s) you want to assign to the Group. Click ‘Group’ at the top of the page.

kSl S Organeston Admin -0
ThinkShield
Devices 3 Q
@ Group . More =
O +STATUS JEVICE NAME MACHINE TYF SERIAL NUMBE
] devicell 7Z86 22N
-] device? 7248 22222272
o dwice1s s nam =
devce1n 724 ssssssss P et |
deviceld 745 33333333
B

Choose the Group you want to assign the Device(s) to and click ‘Assign’.

Group Devices

@ Devices already assigned to other groups will be reassigned

Group1

Group?
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The Device is assigned to the Group.

Note: You can see the name of the Group next to each assigned Device.

miﬂksniﬂld

Devices € Q
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Select the Group by clicking on it.

ThinkShield == LN
Growss @ R
Groups. » 918:
Click ‘X" next to the Device that needs to be removed from the Group.
. . i Groupl
ThinkShield -
Groups (@ ey
NAME + Add M

2019-09-19 18:46:18 2019-09-19 18:46:17
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Delete a Group

Check the Group(s) you want to delete from the Organization and click ‘Delete’.

Organization Admin

ThinkShigld
e Grouwps @ _ o
g \:l
= Groupl 0170917 184418

Click “Yes’ on ‘Are you sure...” pop-up.

Delete Group

Are you sure you want to delate
Group3?

)
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The Group is removed from the Organization

An alternative way to delete a group is to click ‘Delete’ button on the Group Tray.

! Group2
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To create a new organization go to https://portal.thinkshield.lenovo.com/ and select the “Create
Organization”.

it §

Signin

Organization ID

Log in using your Lenovo ID and password in ‘Username’ and ‘Password’ fields and click ‘Log In” button. If
you don’t have Lenovo ID click ‘Sign up’ next to ‘Don’t have an account’ and follow the instructions to
create Lenovo account.

ThinkShield

Sign in with your
Lenovo ID
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Lenovo ID Authentication

Provide a unique Organization ID and select the Lenovo ID authentication type.

Note: The Organization ID will be required for logging in.

Sign up for an Organization ID

Enter a unique organization ID for your company's portal and select
authentication type. ® ) Organization ID

Lenovo

OrganizationID @
organization100 Lenovo ID hd

Create organization

Go to Portal
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For ‘Lenovo ID’ authorization type provide the required information about your Organization. Required
fields are:

e Display Name
e Country
e First Name
e [ast Name
e Address
Note: All other fields are optional.

Click ‘Submit” after all the information is provided. The system will process your request and notify you as
soon as the organization has been created.

Create organization

INFORMATION

Lenovo

‘, Organization ID

Country

USA h

CONTACTS
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Click ‘Go to Portal’ to log in to your Organization. Provide your Organization ID, enter your Lenovo ID
credentials and click ‘Log in’ to enter your organization.

. Organization ID

Lenovo

@ % . Create organization

Your ThinkShield organization has been successfully created

Go to Portal

® | Go to Portal
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Active Directory Authentication

Provide a unique Organization ID and select the Active Directory authentication type.

Note: Make sure that your Organization ID name matches the IDP configuration.

Sign up for an Organization ID

Lenovo
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For ‘Active Directory’ authorization type provide the required information about your Organization.
Required fields are:

e Display Name

e Country

e First Name

e [astName

e Address

e QOrganization Admin Username (Make sure your admin email matches the IDP configuration)
Note: All other fields are optional.
Required actions are:

e Upload IDP Configuration File (Obtain your IDP metadata from your service provider, ensure the
metadata is in XML format).

e Download SAML Metadata (for upload to SAML server).

Click ‘Submit” after all the information is provided. The system will process your request and send the
Organization Admin Username specified an email verification to complete the organization creation.

Create organization

o

Upload the IDP Configuration file to create the organization.
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Click ‘Go to Portal’ to log in to your Organization. Provide your Organization ID, enter your Active
Directory credentials and click ‘Log in” to enter your organization.

. Organization ID

Lenovo

@ % . Create organization

Your ThinkShield organization has been successfully created

Go to Portal

® | Go to Portal
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Edit My Profile

To edit profile information, click the ‘User’ icon in the right upper corner and select ‘My Profile’ from the
drop-down.

Home / Devices

§ ThinkShield

Devices €3

d
H
5

lo

-3 Device Manager

+ STATUS DEVICE NAME MACHINE TYPE SERIAL NUMBER

[m] Cetoated )  device 2 7246

In ‘My Profile’ pop-up window, edit/update your profile information and click ‘Update’.

Note: The editable fields are ‘First Name’ and ‘Last Name’.

My Profile

Administrator

orgadmuser@gmall.com
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In order to upload/update a profile picture, click the ‘Photo’ icon, upload an image from your computer
and click ‘Update’.

Note: An image size should not exceed 1 Mb.

My Profile
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Logout

In order to log out from the profile, click the ‘User’ icon in the right upper corner and select
the drop-down.

. s B Home 7 Davicas Organization Admin
W & MiyProfie
Devices ) 8 Preferances
[ LosOut
Device Manager Transfer = More ~ e}
[0 +STATUS DEVICE NAME MACHINE TYPE SERIAL NUMBER
a Desctivated device: 2 7246 mmn
a devicel 7Z46 55555555

Confirm the action by clicking ‘Yes’ in the pop-up window.

Are you sure you want to log out?

‘Log Out’ in
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Select the Device you want to edit by clicking on it.

ThinkShield '
Key Vault Portal Devices o
Transfer =  More = Q
| TATUS
O (eessy )  devel 4  naoun
_
Update/edit a Device name on the device tray and click ‘Save’.
ThinkShield -
Key Vault Portal Devices o
Transfer ~ More = e
Groups O devicel
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A Device name is successfully updated.

g s

Devices €3
»E3 Device Manager Transfer = More = Y
.% Users + STATUS
& Groups L devicel 7245
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Update Device Key

Update public key option is to facilitate exchange of a motherboard on failure when a new public / private
key information is needed for an existing Machine Type and Serial Number.

Click the Device you want to update a key for to open a device tray. Select ‘Update Key’ on the device
tray.

ome / Devices =t
3 DETAILS

Devices 3 '
Na
devi

T 3 More ~

[0 +sTaTus DEVICE NAME MACHINE TYPE Jras o

O ice3 7246

o 7246 CTION!

(m] device2 7246 ® Activate
@7 Manually Activate
&£ Restore Key Backup
O Re-syr

Provide Activation Code and old Public Key and click ‘Update’.

Note: Old Public Key is displayed in the ThinkShield Mobile Application. (This option is available for
Maintenance User)

Update Key

s areracuires encess whare notes

Enter the activation code and key.

5551AD6EEBBSX0
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Confirm action by clicking ‘Yes’ in ‘Update Key’ pop-up window.

Update Key

A

Are you sure you want to continue?
This action is permanent.

A public key is successfully updated.

g'  The device key has been updated successfully
Cloud
E Portal
Devices o Hodaka organization =
[r— Transfer = More » " Q
[ — 0 +STATUS DEVICE NAME MACHINE TYPE SERIAL NUMBER GROUP
1 deviced 7244 20N
] devicel 7286 1111111
a davice? 7246 2000
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In order to invite a User to the Organization go to ‘Users’ page and click ‘Invite a User’.

ThkSil

Users soo

If there are users in the Organization click ‘+’ icon at the top of the page in order to invite a new User.

ThinkShield
Fov ot Users 2 e

More = Q
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Select ‘Manual Invite’ tab on ‘Invite User’ pop-up window. Provide First Name, Last Name, Email Address,
select a user role and click ‘Invite’.

Note: Please make sure that the email address provided is correct. An email with an invitation will be sent
to the email address provided.

208 racpirad cape whers noted

Invite User MANUAL INVITE BULK INVITE

INFORMATION CONTACT @
stName

newuser @test.com

Doe

Organization Admin

A user is successfully invited to the Organization.

Note: All the invited users have ‘Invited’ status. As soon as a user accepts an invitation sent to their email
address their status will change to ‘Active’.
2 ) X + User John Doe has been created successfully
g ThinkShied
ey aultportal Users € e

More v eaa = Q

Device Manager

+ NAME ROLE EMAIL STATUS GROUP

Users —
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Check a User you want to remove from the Organization and click ‘Delete’ at the top of the page.

Admin Admin ey v

ThinkShild

An alternative way to remove a User is to open a User tray by clicking on a User you want to remove and
click ‘Delete’ at the bottom of the tray.

ThinkShield
ot Users

H Delete More ~

20191117 21:10:07

perete m
‘
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Confirm the action by clicking ‘Yes’ on the pop-up window.

Delete User

Are you sure you want to delete this user?

Delete User
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A User is successfully removed from the Organization.

+ The user has been removed successfully

ThinkShielt

Users —
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‘Import’ option allows to upload updated/edited Users information.

To edit a user list open a .CSV file downloaded while exporting.

: B | C | D | E
Last Name Role Email Action (update/delete)
User Three Organization Admin |userthree@test.com
User Two Edge User usertwo@test.com

User One Maintenance User |userone@email.com

e |
e |
4
3 |
_6
7
_8
9
10

u]

Make necessary changes to the list and save the file.
Note: Available actions are update user’s information or delete a user from the list.

Put ‘update’ next to a User whose information you want to update. Editable fields are First Name, Last
Name and Role.

Put ‘delete’ next to a User you want to remove from the Organization.

A | B | c —— E
1 |First Name Last Name |Role Email Action (update/delete)
_ 2 |User Three Edge User userthree@test.com |update
_ 3 |User Two Edge User usertwo@test. com
_ 4 |User One Maintenance User  userone@email.com delete ;
5
6 |
7
i)
o 3
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To start importing process click ‘Import’ in ‘More” drop-down at the top of the page.

Organization Admin ey

Xz -

More ~ Q
el t
mpor LE EMAI A R
@ Export
User One <=

Upload a .CSV file to the Portal. Click ‘Verify” after the file has been uploaded.

Import Users

Upload a CVS file with all the users you want to edit.

& Click to select file to upload
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As soon as the verification process is over you will get a confirmation email to the email address

associated with your profile.

Import Users

The User list is updated.

Users

More ~

m] + NAME

We are working on your request..

Please press Close to continue.

Organization Admin -
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To see the detailed import results, click ‘lmport Results in ‘More’ drop-down.

Organization Admin ey

ThinkShield
Key Vault Portal Users o -
mare - Q
] W Import
| &7 Exvort
B nnmﬁr-;-‘yw.t‘.‘ |
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Select the file you want to view and click ‘Download’ icon in ‘Action’ section next to that file.

Import Results

Page 66 of 74



Export Users

‘Export” option allows to download a file with the list of all the Users and their profile information. To

export a list of Users, click ‘Export” in ‘More’ drop-down at the top of the ‘Users’ page.

1"l

Confirm the action by clicking ‘Yes’ on ‘Export Users’ pop-up window.

Export Users

Jusers will be exported into CSV file.
Are you sure youwant to cantinue?

STATUS

Organization Admin gz ~

xyz ~

N7
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A .CSV file with a list of Users is downloaded to your computer.

1
. Import
[ Character set: lic (Wind ws‘l?.'ﬂl
¥ Language: Default - English (USA) ~ |
g From row: 1 =
Separator Options
O Fixed width ® separated by
I Tab Comma Semicolon L] Space [ oth er
[] Merge delimiters (] Trim spaces String delimiter:  |" ¥
Other Options
4 [ Format quoted field as text [] Detect special nurmbers
| Fields
g Column type: I:l
Standard |5tar1dard |5tar1dard Standard Standz A
1 First Name Last Name Role Email Actio
" "2 User one Edge User userone@test.com
"3 User Three Maintenance User  userthree@test.com
4 Pser Two organization Admin usertwo@test.com
v
£ >
Help oK Cancel
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Bulk Invite Users

"Bulk Invite’ allows to invite up to 1000 Users at a time.

Select ‘Bulk Invite’ tab on ‘Invite User’ pop-up window and download .CSV template.

Invite User MANUAL INVITE BULK INVITE

Upioad a CSV file with all users you want to invite.

b

f] Download CSV templ

Drop CSV file here or

& Click to select file to upload
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Fill in all the required data and save the file. The required fields are: First Name, Last Name, Role and

Email Address.

Import

Character set:

Language: Default - English (U5A)

Fram row: 1 2

Separator Options
O Eixed width
Tab Comma
[ Merge delimiters
Other Options
[ Farmat quoted field as text

Fields

(®) Separated by

Semicolon O Space O Other

[ Trim spaces

Calurmn type: |:|

[ Detect special numbers

String delimiter " |¥

|Standard ‘Standard Standard |Standard |

1 First Name Last Name RoTe

Email

Help

Cancel

B

Edge User
Organization Admin
Maintenance User

A
First Name Last Name Role
User One
User Two
User Three

Email
userone@test.com
usertwo@test com
userthree@test.com
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Upload a CSV file to the Portal. Click ‘Verify’ after the file has been uploaded.

Invite User MANUAL INVITE BULK INVITE

Upload a CSV file with all users you want to invite.
£] Download CSV template

Drop CSV file here
& Click to select file to upload

As soon as the verification process is over you will get a confirmation email to the email address
associated with your profile.

Invite User MANUAL INVITE BULK INVITE

We are working on your request.

illbe results of inviting process
at the following address:

Please press Close to continue.

Close
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In case of successful upload, the Users start displaying in the User list. The status of the Users is ‘Invited’.

ThinkStied

Users ) .
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Help/ Contact Support

Click ‘Help’ button at the top right corner of the screen. Select the document from the drop-down
window and click on it. The document selected will be opened in a new tab.

The documents available are:
e ThinkShield Key Vault User Guide
e ThinkShield Key Vault Portal Troubleshooting Guide

e SE350 Product Guide

ThinkShield

Devices €3
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To contact our Customer Support click ‘Contact Support’ in ‘Help’ drop-down or contact us directly at
thinkshield@lenovo.com.

T
Ly

ThinkShield

. ST ———
Devices €3
kel e vk ol
"
Transfer ~ More ~
——

Page 74 of 74


mailto:thinkshield@lenovo.com

