EtherScope® nXG v2.0 Release Notes

June 8, 2022

These EtherScope® nXG version 2.0 Release Notes briefly describe the new
features and enhancements included in the release.

Go to Software Upgrading Instructions at the end of this document

Wi-Fi 6 and 6GHz (6E) Support

This release adds support for the new 802.11ax 2x2 tri-band test radio on the
EXG-300 model of the EtherScope nXG. Because of the new radio you will now
be able to:

Gain visibility of Wi-Fi devices and utilization on the 6 GHz band.

Perform Wi-Fi 6/6E site surveys with the AirMapper™ app.

Validate actual Wi-Fi 6/6E network connectivity and performance.

Validate WPA3 and OWE authentication.

Note: This functionality is only available for EXG-300 models. Please contact
your local NetAlly sales representative if you are interested in upgrading from
an EXG-200 model to the EXG-300 model.

Note: To differentiate 6 GHz band channels, and ‘E’ suffix has been added to
the 6 GHz channels.
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General Settings

General settings allow you to select the
bands and channel that the EtherScope

will scan on allowing you to: Wi-Fi Band(s)
2.4GHz

Channels

e Selectthe 2.4 GHz,5GHz,and 6
GHz bands.

e Select which channels to scanin

each band 6 GHz (UNII-5)
5.945 GHz - 6.425 GHz
e Selectif you only want to scan

Preferred Channels (PSC) on the 6 6GHZ(U

GHz band. I

CANCEL

Additionally, each band have a custom offset.

- ¥ 1 456
=  Custom Signal Adjustments
6 GHz Channels
Signal Adjustments
D Al Enabled ‘
Preferred Scanning Channels
80 MHz 160 MHz 2.4 GHz Channels -2dB
&
O 1e
5 GHz Channels 0dB
5E ‘
9E 6 GHz Channels +4 dB
=8

CANCEL
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Connection Test Enhancements

You will now be able to validate Wi-Fi 6/6E network connectivity when

running an AutoTest. The improvements include:

. . SRR,
e Connectto a network including n
. = VZTest
auto band or band selection. =
e Connect to Wi-Fi 6/6E SSIDs = ?ﬁe‘:::mec"o" to ASUSGE
e Connect using WPA3 Personal, ‘9 Asus6E-6G 5
. -31dB 1.1 Gb R -0
WPA3 Enterprise, or OWE. " - o
|.I.|.| Channel 37E N
e Monitor connection and roaming 802.11: 8% Non802.11: 0%
on Wi-Fi 6/6E networks. T 7T James_Asus6E "
AsusbE-6G
pHcp 192.168.1.51 5
584 ms

57 o BB e » B U
= VZTests
Authentication
27 Asus6E-6G
c -57dBm 816 Mbps Roams: 0 O OWE Enhanced Open
SSID: Asus6E-6G (O  WEP Shared
Security: WPA3-P
Roams: 0 O  WEP Auto
AP: James_Asus6E
WPA Personal
BSSID: ASUSTek:04421a-73e418 o
Channel: 37E
o i s (O  WPA2 Personal
Result .
esults O  WPA Enterprise
Signal (dBm) : :
-20
40 (O  WPA2 Enterprise
-60
-80
100 @ WPA3 Personal
4:48:09 PM 4:49:36 PM
~ i p
Cur  Min Max Avg (O  WPA3 Enterprise
Signal (dBm) 57 75 -30 -45
B Noise (dBm) 90 90 -90 -90 CANCEL
SNR (dB) 33 45
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Wi-Fi Monitoring Enhancements

The Wi-Fi app has been updated as follows:

e To make it easier to differentiate between the 5 GHz and 6 GHz band

channels, all channel designationsuse RF>
o 177 & o P U
an ‘E’ suffix for the 6 GHz band
channels.
53 m
e The Channel Map on the Wi-Fi app = NGl Chatclciiviap
now provides visibility into the 6 GHz MAP MAP 6E OVERLAP
band in the MAP 6E tab. Including: il w el chusn
- . 6.GHz =— :
o 802.11 utilization — :;:;7‘*%;?&!.
o Non-802.11 utilization
i 6.GHz
O Retry Percentage 'r 65 69 73 77 B1 85 89 93 97 101105109 113 117
o Number of Access Points 6 GHz
O Number Of Clients 121 125 129 133 137 141 145 149 153 157 161 165 169 173 177
| |
| 6.GHz |

e The Overlap screen on the Wi-Fi app

now provides visibility into the 6 GHz

band. It will also allow you quickly MAP MAP 6E OVERLAP
change between UNII bands by using v CH 33€ - 61€(6 GHz UNIL-)
the options provided at the bottom of 0
the screen. e
-40
60
-80 l
-100

-120
CH B33E 37E 41E 45E 49E 53E S7E 61E
AP 1 2

< 1E-29E 65E - 93E >
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e BSSIDs details now indicate if they are carrying a Reduced Neighbor
Report (RNR) or Multi-BSSID element.

83 Y Sl ® @
Wi-Fi - BSSID =  Wi-Fi-BSSID
_—

’-=‘| T ASUSTek:04421a-73e418 T _ASUSTek:04421a-73e410
Multi-BSSID (Transmitted) Reduced Neighbor Report (Transmitted)
SSID: Asus6E-6G SSID: Asus6E
AP: James_Asus6E AP: James_Asus6E

BSSID: 04421a-73e418 BSSID: 04421a-73e410
802.11 802.11

Channel: 37E (80 MHz, 33E - 45E) Channel: 1

Type: ax Types: ax, ac,n, g, b

Signal: -42 dBm Signal: -18 dBm

SNR: 49 dB SNR: 72 dB

Tx Power: 17 dBm Tx Power: 26 dBm

Security Type: WPA3-P Security Type: WPA2-P

QBSS Station Count: 2 QBSS Station Count: 0

QBSS Channel Utilization: 13% QBSS Channel Utilization: 22%

Last Seen: 5:00:46 PM Last Seen: 5:01:22 PM
=
L Multi-BSSIDs 3> 7 RNRBSSIDs 4>

T, Rates and Capabilities ° 1, Rates and Capabilities °

Note: Reduced Neighbor Reports or Multi-BSSID may not be supported by all

Access Point vendors.
Additionally, Wi-Fi BSSID lists now allow you to sort BSSIDs by:

o QBSS Station Count
o QBSS Channel Utilization

o Channel Width
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AirMapper — Wi-Fi 6/6E Site Surveys

You can now easily map and visualize Wi-Fi 6/6E network coverage and
performance with the AirMapper Site Survey app on the EXG-300 model of the

EtherScope nXG. This release introduces the ability to perform:

e Native Wi-Fi 6 active surveys.
e Native Wi-Fi 6 passive surveys.

e Active or passive surveys on the 6 GHz band.

¥ 0O 553

Briargate Doctors Office B

Name
6E Survey

Description

Floor Plan
Doctors Office

Survey Mode

Current Scan (Passive)

Override Bands and Channels .
Enabled

Wi-Fi Bands and Channels
2.4 GHz, 5 GHz, 6 GHz (UNII-5), 45 Channels
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Spectrum Analysis App (new in 2.0)

Troubleshooting non-802.11 interference problems will now be easier than

before! Using the new NXT-1000 Portable Spectrum Analyzer, both owners of
the EXG-200 and EXG-300 models of the EtherScope nXG will gain accessto a

2.4 GHz and 5 GHz spectrum analysis app.

o

Spectrum

The new spectrum analysis app will allow you to select between the 2.4 GHz

and 5 GHz bands, plus it will provide access to the following graphs:

Real-Time Spectrum - The graph displays in real time the value of RF
power as a function of radio frequency. The X-axis shows the
frequency range of each channel in the selected radio band; the Y-axis

shows power readings in dBm. Double tap to zoom in.
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Frequency Spectrum - The graph shows the spectrum density of a

particular frequency/power reading over time. The X-axis shows the

frequency or channel for the selected 802.11 radio band; the Y-axis

shows the minimum and maximum power readings in dBm.
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Spectrum - Frequency Spectrum

Amplitude (dBm)

e Spectrogram - The Waterfall graph (commonly called Spectrogram)
allows you to visualize the changes in the spectrum over time and to
easily identify any shift in frequency use and the duration of such
shifts. The X-axis shows the frequency range covered by the selected
radio band. The Y-axis shows the time on which the measurement was

performed.

Spectrum - Waterfall O Cc & :

View Type: Current -85 dBm I T M. -37 dBm
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09:41:38
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Note: If after upgrading to the v2.0 software the Spectrum app does not show
up on your home screen, go to the apps screen and move it to the home
screen.
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Performance Test Improvements

When configuring a Performance Test stream, you can now override the UDP
port on a per stream basis. This allows a separation of the port used for
management communication from the port used for the UDP payload.

FTERL= I /| 3 O @ 542

=  Endpoint Device

IPv4 Address
ki

Communication UDP Port
3842 (netally-perf)

Endpoint Type
Reflector

T I

=  Layer 3 Options

UDP Port
5060 (sip)

QoS
TOS With DSCP

DSCP
Default (0)

Validate QoS
Enabled
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If you have claimed your unit to Link-Live.com, we highly recommend
following the Over the Air (OTA) Firmware Update procedure:

1. To check for available software updates at any time, open the Link-Live
App from the Home screen.

2. Inthe Link-Live App, touch the menu icon or swipe right to open the left-
side Navigation Drawer.

E= Link-Live
B Job:

< Software Update

0 About

3. Touch Software Update. The Software Update screen opens and displays
the version number of any available updates.

4. Touch Download + Install to update the System.

5. When finished, the unit will restart.

10 May 6, 2022



