A-l Lo\

by HARMAN

WEBCONSOLE AND PROGRAMMING GUIDE

NX-SERIES CONTROLLERS

ENOVA® DVX ALL-IN-ONE PRESENTATION SWITCHERS
ENOVA® DGX DIGITAL MEDIA SWITCHERS

MASSIO" CONTROLPADS

NX-1200, NX-2200, NX-3200, NX-4200

DVX-3250HD-SP, DVX-3250HD-T, DVX-3255HD-SP, DVX-3255HD-T, DVX-3256HD-SP, DVX-3256HD-T
DVX-2250HD-SP, DVX-2250HD-T, DVX-2255HD-SP, DVX-2255HD-T, DVX-2210HD-SP, DVX-2210HD-T
DGX8-ENC, DGX16-ENC, DGX32-ENC-A, DGX64-ENC

MCP-106, MCP-108

System Configuration

ENOVA
06X 8

NETLINX

AV FOR AN IT WORLD



IMPORTANT SAFETY INSTRUCTIONS

READ these instructions.
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KEEP these instructions.

HEED all warnings.

FOLLOW all instructions.

DO NOT use this apparatus near water.

CLEAN ONLY with dry cloth.

DO NOT block any ventilation openings. Install in accordance with the manufacturer's instructions.

DO NOT install near any heat sources such as radiators, heat registers, stoves, or other apparatus (including amplifiers) that
produce heat.

DO NOT defeat the safety purpose of the polarized or grounding type plug. A polarized plug has two blades with one wider than the
other. A grounding type plug has two blades and a third grounding prong. The wider blade or the third prong are provided for your
safety. If the provided plug does not fit into your outlet, consult an electrician for replacement of the obsolete outlet.

PROTECT the power cord from being walked on or pinched, particularly at plugs, convenience receptacles, and the point where
they exit from the apparatus.
ONLY USE attachments/accessories specified by the manufacturer.

USE ONLY with a cart, stand, tripod, bracket, or table specified by the manufacturer, or sold with the apparatus. When a cart is
used, use caution when moving the cart/apparatus combination to avoid injury from tip-over.

UNPLUG this apparatus during lightning storms or when unused for long periods of time.

REFER all servicing to qualified service personnel. Servicing is required when the apparatus has been damaged in any way, such as
power-supply cord or plug is damaged, liquid has been spilled or objects have fallen into the apparatus, the apparatus has been
exposed to rain or moisture, does not operate normally, or has been dropped.

DO NOT expose this apparatus to dripping or splashing and ensure that no objects filled with liquids, such as vases, are placed on
the apparatus.

To completely disconnect this apparatus from the AC Mains, disconnect the power supply cord plug from the AC receptacle.
Where the mains plug or an appliance coupler is used as the disconnect device, the disconnect device shall remain readily operable.
DO NOT overload wall outlets or extension cords beyond their rated capacity as this can cause electric shock or fire.

The exclamation point, within an equilateral triangle, is intended to alert the user to the presence of important operating and maintenance
(servicing) instructions in the literature accompanying the product.

The lightning flash with arrowhead symbol within an equilateral triangle is intended to alert the user to the presence of uninsulated "dangerous
voltage" within the product's enclosure that may be of sufficient magnitude to constitute a risk of electrical shock to persons.

ESD Warning: The icon to the left indicates text regarding potential danger associated with the discharge of static electricity from an outside
source (such as human hands) into an integrated circuit, often resulting in damage to the circuit.

To reduce the risk of fire or electrical shock, do not expose this apparatus to rain or moisture.
No naked flame sources - such as candles - should be placed on the product.

Equipment shall be connected to a MAINS socket outlet with a protective earthing connection.
To reduce the risk of electric shock, grounding of the center pin of this plug must be maintained.
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NetLinx NX Integrated Controllers

NetLinx NX Integrated Controllers (Masters) can be programmed to control RS-232/422/485, Relay, IR/Serial, and Input/Output
devices using the NetLinx Studio application (version 4.0 or higher).

NetLinx NX Integrated Controllers

Name Description

NX-1200 NetLinx NX Integrated Controller
NX-2200 NetLinx NX Integrated Controller
NX-3200 NetLinx NX Integrated Controller
NX-4200 NetLinx NX Integrated Controller

NOTE: Refer to the Products > Central Controllers > NetLinx NX Integrated Controllers page at www.amx.com for details and
variations available for these products.

NX controllers feature an on-board Web Console which allows you to connect to the NX controller via a web browser and make
various configuration and security settings. The WebConsole is described in this document (starting with the On-Board WebConsole
User Interface section on page 34).

NX controllers are Duet-compatible and can be upgraded via firmware. Duet is a dual-interpreter firmware platform from AMX which
combines the proven reliability and power of NetLinx with the extensive capabilities of the Java® MicroEdition (Java Standard
Edition Embedded) platform. Duet simplifies the programming of a system that includes the NX controller and other third party
devices by standardizing device and function definitions, defaulting touch panel button assignments, and controlling feedback
methods.

Dynamic Device Discovery makes integration even easier by automatically identifying and communicating with devices which
support this beaconing technology.

Enova DVX All-in-One Presentation Switchers

Enova Digital Media Switchers

Name Description

DVX-3250HD 10x4 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI Inputs)
DVX-3255HD 10x4 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI, 2 DXLink Inputs)
DVX-3256HD 10x4 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI, 4 DXLink Inputs)
DVX-2250HD 6x3 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI Inputs)
DVX-2255HD 6x3 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI, DXLink Inputs)
DVX-2210HD 4x2 All-In-One Presentation Switchers with NX Control (Multi-Format, HDMI Inputs)

NOTE: Refer to the Products > All-in-One Presentation Switchers page at www.amx.com for details and variations available for these
products.
Enova DVX-22xxHD & DVX-325xHD

Enova DVX-22xxHD All-in-One Presentation Switchers utilize an NX-2200 Controller, therefore all controller-related information
that applies to the NX-2200 is fully applicable to DVX-22xxHD products.

Enova DVX-325xHD All-in-One Presentation Switchers utilize an NX-3200 Controller, therefore all controller-related information
that applies to the NX-3200 is fully applicable to DVX-325xHD products.

e Enova DVX All-In-One Presentation Switchers features many functions that do not apply to NX-series Controllers, most of
which relate directly to the Audio/Video capabilities of the DVX.

e Refer to the Enova DVX-325xHD/22xxHD All-in-One Presentation Switchers Instruction Manual for information specific to
Enova DVX products.
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Enova DGX Digital Media Switchers

Enova Digital Media Switchers

Name Description

DGX8-ENC Enova DGX 8 Enclosure
DGX16-ENC Enova DGX 16 Enclosure
DGX32-ENC-A Enova DGX 32 Enclosure
DGX64-ENC Enova DGX 64 Enclosure

NOTE: Refer to the Products > Digital Media Switchers page at www.amx.com for details and variations available for these products.

Massio  ControlPads

Massio ControlPads

Name Description
MCP-106 6-Button Massio ControlPad
MCP-108 8-Button Massio ControlPad

NOTE: Refer to the Products > ControlPads page at www.amx.com for details and variations available for these products.

About This Document

This document describes using the on-board WebConsole, as well as NetLinx send commands and terminal communications to
configure the NX controllers:
e Each major section of the WebConsole is described in a separate section of this document. Refer to:
o the On-Board WebConsole User Interface section on page 34,
o the WebConsole - Network Options section on page 46,
o the WebConsole - Security Options section on page 41,
o the WebConsole - System Options section on page 57, and
o the WebConsole - Switching Options section on page 67.)
e The Initial Configuration and Firmware Upgrade section on page 5 describes upgrading the firmware on NX controllers.
e The NetLinx Programming section on page 82 lists and defines the NetLinx send commands that are supported by the NX
controllers.
e The Terminal (Program Port/Telnet) Commands section on page 104 describes the commands and options available via a
Telnet terminal session with the NX controller.

Differences in DEFINE_PROGRAM Program Execution

Due to differences in the underlying architecture of the X-Series masters, changing variables in the DEFINE_PROGRAM section of
code can negatively impact program performance. It has always been considered poor programming practice to change a variable
within the DEFINE_PROGRAM section of code. If you have legacy NetLinx code that does change a variable in this section it's very
likely that timing differences will cause your code to run slower and appear less responsive on an NX-Series controller and can have
other adverse effects on platform reliability in the area of connectivity and data throughput.
The DEFINE_PROGRAM section of NetLinx code contains the code known as mainline. Mainline is the section of the program that is
executed on a periodic basis by the NetLinx Master Controller. Under normal operation, the DEFINE_PROGRAM section executes at
least once every half second. Various system activities can cause the DEFINE_PROGRAM section to execute more frequently than
every half second. For example, any time an external event occurs (button push, level change), the DEFINE_PROGRAM section must
re-execute to ensure that any change caused by the event processes through the DEFINE_PROGRAM section code block. This is
also the case for changes to global variables. Any variable change requires the DEFINE_PROGRAM section to re-execute to process
the new variable value through the DEFINE_PROGRAM code block.
Because high CPU usage can be detrimental to the system functionality on an NX master, AMX recommends the complete
deprecation of the DEFINE_PROGRAM section. Syntactically, it is still valid to use the DEFINE_PROGRAM section in your NetLinx
application, but it is no longer recommended. All logic that you would normally place in the DEFINE_PROGRAM section is handled
better in the DEFINE_EVENT section.
Feedback statements remain the most common usage in the DEFINE_PROGRAM section. Because of periodically executing
DEFINE_PROGRAM, you can rely on the program to update user feedback at a regular interval. However, if the DEFINE_PROGRAM
section executes too frequently with the needless iterations expending the CPU to repetitively evaluate the feedback statements.
TIMELINE_EVENTS provide a much more efficient mechanism for evaluating feedback statements. A single timeline triggering every
500ms provides the same periodic execution as the DEFINE_PROGRAM section without the unwanted recursive execution behavior.
Consider the following DEFINE_PROGRAM section containing feedback statements in PRGM EX. 1:

DEFI NE_PROGRAM

[dvTP, 1] = [dvDev, 1]

[dvTP, 2] val uel

[dvTP, 3] = ![dvTP, 3]
PRGM EX. 1 DEFINE_PROGRAM with feedback statements
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The code in PRGM EX. 1 would be better implemented using a timeline, as illustrated in PRGM EX. 2:

DEFI NE_CONSTANTS

LONG FEEDBACK_TI MES[ 1] = {500}

| NTEGER FEEDBACK_TI MELINE = 1

DEFI NE_START

TI MELI NE_CREATE( FEEDBACK_TI MELI NE, FEEDBACK_TI MES, 1, TI MELI NE_RELATI VE, TI MELI NE_REPEAT)
DEFI NE_EVENT

TI MELI NE_EVENT[ FEEDBACK_TI MELI NE]

{

[dvTP, 1] = [dvDev, 1]
[dvTP, 2] = val uel
[dvTP, 3] = ![dvTP, 3]
}

PRGM EX. 2 Using feedback statements in a timeline
The code in PRGM EX. 2 evaluates the feedback statements every half second regardless of other program activity. If a shorter
feedback refresh is needed, you can specify a smaller constant in the FEEDBACK_TIMES constant. Even a time of 100ms executes
far less frequently than a DEFINE_PROGRAM section stuck in an infinite execution loop due to a global variable change.
By moving all code out of the DEFINE_PROGRAM section, you ensure your NetLinx application is executing only when needed, and
therefore not expending unnecessary CPU cycles.
If you choose to continue to use the DEFINE_PROGRAM section, it is critical that you ensure that you are not modifying a variable
within the section. Any variable change will force a repeated execution of the section, thereby creating an infinite execution loop.
Variables should never fall on the left-hand side of an evaluation statement, as in PRGM EX. 3.

DEFI NE_PROGRAM

Varl = I'Varl

PRGM EX. 3 Variable declared within the DEFINE_PROGRAM section
You must also take care to not inadvertently change a variable. For example, if a function is called within DEFINE_PROGRAM, then
that function must likewise not change a global variable. Additionally, accessing global “values” such as TIME and DATE constitute
a variable change. Take for example the code in PRGM EX. 4:

IF (TIME = ' 22:00: 00")

{.}

PRGM EX. 4 Time check
At first glance, this code does not appear to change a variable. It is simply checking to see if the current time is equal to 22:00:00.
However, this code effectively changes the TIME variable by retrieving the current system time and assigning it to the TIME variable.
If this code were present in a DEFINE_PROGRAM section, it would infinitely re-execute the DEFINE_PROGRAM section. You should
place evaluations such as this in a TIMELINE_EVENT similar to the feedback timeline described earlier.

CPU Usage
The new NX masters provide several diagnostics that can be used to determine if your program is overloading the CPU and, if so,
what might be causing its excessive use. All of these commands are accessible through a Telnet or USB terminal connection with
the master.

>cpu usage

Gat hering CPU usage over a 10 second period. Please wait

CPU usage = 2.10% over a 10 second peri od.
An idle application normally runs below 5% of the CPU. If your idle application shows more usage than this, then it is probable that
your application is experiencing excessive execution of the DEFINE_PROGRAM section.
You can use the following diagnostic to diagnose executions of the DEFINE_PROGRAM section:

>superuser 10

>enable interp stats

>show interp stats

-- Mainline Executions due to:
Vari abl e Change :
Pendi ng I nt Event
Pul se Expiration :
Hol d Expiration :
DoPush Expiration :
Wait Expiration :
Until Expiration :
Tineline Expiration :
Periodic Mainline :

Current internal event count = 0

O O O OO o oo

o
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These statistics indicate how many times mainline has been executed and why it has been executed. Repeatedly executing “show
interp stats” will give you an idea which code construct is causing mainline to execute. For example, if a variable is being changed,
you will see the “Variable Change” count increasing. If a timeline is firing quickly, you will see the TIMELINE_EXPIRATION count
increasing. A normal idle application that is executing DEFINE_PROGRAM every half second will only see the “Periodic Mainline”
count increasing.

For example, consider this diagnostic output from a NetLinx application that is changing a variable in DEFINE_PROGRAM:

>show interp stats

-- Minline Executions due to:
Vari abl e Change : 50927
Pendi ng I nt Event 1
Pul se Expiration : 0
Hol d Expiration : 0
DoPush Expiration : 0
Wait Expiration : 0
Until Expiration : 0
Tinmeline Expiration : 0
Periodic Mainline : 0

Current internal event count =1

>show interp stats

-- Mainline Executions due to:
Vari abl e Change : 62295
Pendi ng I nt Event 1
Pul se Expiration : 0
Hol d Expiration : 0
DoPush Expiration : 0
Wait Expiration : 0
Until Expiration : 0
Tinmeline Expiration : 0
Periodic Mainline : 0

Current internal event count = 0

>show interp stats

-- Minline Executions due to:

Vari abl e Change : 72386

Pendi ng I nt Event 1

Pul se Expiration : 0

Hol d Expiration : 0

DoPush Expiration : 0

Wait Expiration : 0

Until Expiration : 0

Tinmeline Expiration : 0

Periodic Mainline : 0

Current internal event count =1

Notice the “Variable Change” count is increasing rapidly.
These diagnostics will not tell you where in your application the offending code resides. Finding the offending code requires a
process of code analysis and possibly selectively commenting out sections of code to isolate the offender.

NOTE: NetLinx modules each have a DEFINE_PROGRAM section that must abide by the same rules as the main program, so the
offending code could be in a module.
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Quick Setup and Configuration Overview

Installation Procedures

The general steps involved with most common installations of this device include:
e Unpack and confirm the contents of box (see the Specifications tables in the Hardware Reference Guide for each controller).
e Connect all rear panel components and supply power to the NX controller from the external power supply.

Configuration and Communication
The general steps involved with setting up and communicating with the NX controller’s on-board Master. In the initial
communication process:

e Set the boot-time operations on the rear Configuration DIP switch. (The DIP switch is located on the front panel of the
NX-1200.)

Connect and communicate with the on-board Master via the Program port.

Set the System Value being used with the on-board Master.

Re-assign any Device values.

Retrieve the DHCP Address for the on-board Master or assign a Static IP to the on-board Master.

Once the IP information is determined, re-work the parameters for Master Communication to connect to the on-board
Master via the LAN and not the Program port.

Update the On-board Master and Controller Firmware
e Before using your new NX controller, you must first update your NetLinx Studio to the most recent release.

e Upgrade the Integrated Controller firmware through an IP address via the LAN connector (Upgrading Firmware section on
page 28) (IP recommended).

e Upgrade the on-board Master firmware through an IP address via the LAN connector (Upgrading Firmware section on
page 28) (IP recommended).
Configure NetLinx Security on the NX Controller
e Setup and finalize your NetLinx Security Protocols (WebConsole - Security Options section on page 41).
e Program your NX controller (NetLinx Programming section on page 82).

Using Zero Configuration

NetLinx Masters support using "zero-configuration" client software to quickly install multiple devices on the network.

Bonjour (Zero-Configuration) Client

You can use a zero-configuration client to determine the IP address of the Controllers. There are many zero-configuration clients
available which are free and widely available for download. NetLinx Studio includes a zero-configuration client which we will use for
the purposes of this document.

If you don’t already have it installed on your PC, download and install NetLinx Studio 4.0 before you begin.

Connecting to a Network with a DHCP Server

By using the Controller’s Zeroconf feature and the NetLinx Studio, you can install and configure multiple devices on the network
without pre-configuring each device before installation.

The dealer only needs to match the serial number printed on the backside of the device or from the label on the box to the serial
number that is displayed in the Bonjour browser pane.

1. Launch NetLinx Studio 4.0.

2. Once power is applied to the device, select the Zero-Config tab on the Workspace bar (see FIG. 1).

< r_“.’ﬁ Workspace J\E OnLine Tree J\g IR Data\’\.&. Zero-Config r

FIG. 1 Zero-Config tab
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3. Inthe Workspace area, right-click and select Refresh Zero Config List. The controller appears in the list of devices as shown in
FIG. 2:

Woaorkspace Bar *

il AME-2100-210504x0500029
H-ol AME-2100-210504%4520035
H-ol AME-21X¥-120130dombetal
H-M AME-3000-

H-l AME-3100-

H-ob AME-3100-210505x7654321
H-ol BME-3150-

H-ol AME-3150-190515%18c0015
H-ob AME-3200-210601x1a3b3c
H-ol BME-3200-5

H-<l BMK-700-

H-ob AME-T00-210503%3860698
H-ob AME-T00-'210503x4160092",0,0
H-ob AME-T00-210570x20b0203
H-ob AME-900-210509x1180076
H-ob AME-900-210590x08e0048

e OO OO o OO o O OO O OO OO o OO o O O O = O OO e O e

4 d‘ Waorkspace @ Online Tree lé IR Datﬁ\.& Zero-Config l|>_
FIG. 2 Workspace bar (Zero-Config tab selected)

4. Double-click the Master you want to access it in the WebConsole.

Accessing the Master requires valid login information. The browser will prompt you for User ID and Password before displaying
the configuration pages for the selected device.

Note that the serial number is appended to the name of the device.

After logging in, you can configure the device (changing IP settings, NetLinx settings, User settings, etc) via the pages in the
WebConsole (see the On-Board WebConsole User Interface section on page 34).
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Initial Configuration
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This section describes using the NetLinx Studio software application to perform the initial configuration of the NetLinx Master.
NetLinx Studio is used to setup a System number, obtain/assign the IP/URL for the NX controller, as described in this section (as
well as to transfer firmware Kit files to the Master - see the Upgrading Firmware section on page 28).

Before You Start

1. Verify you have the latest version of the NetLinx Studio application version 4.0 installed on your PC.

NetLinx Studio is available to download from www.amx.com. Login to download the latest version. Alternatively, if it is already
installed, use the Web Update option in NetLinx Studio’s Help menu to obtain the latest version.

The default location for the NetLinx Studio application is Start > Programs > AMX Control Disc > NetLinx Studio > NetLinx
Studio.

Verify that a LAN cable is connected from the Master to the LAN Hub.

Connect a programming cable (Type-B USB) from the Program Port on the Master to a USB port on the PC being used for
programming.

4. Apply power to the Master.

Preparing the Master for USB Communication

To establish USB communication with the Master via the PROGRAM port with Type-B-to-Type-A cable:
1. Launch NetLinx Studio and select Settings > Workspace Communication Settings (FIG. 3):

settings | Window  Help

o Workspace Communication Settings.,

&

ﬁ Customize..
#) Preferences.

FIG. 3 NetLinx Studio menu bar - Settings > Workspace Communication Settings

2. This opens the Workspace Communication Settings dialog (FIG. 4).

Workspace Communication Settings g

Avalable System(z)

[ <Please Select a System>>

System Settngs.... ‘

| Mo Active System - Default Settings

. Default Settings.. l

S—— =

FIG. 4 Workspace Communication Settings dialog
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3. Click the System Settings button to open the Communications Settings dialog (FIG. 5). If there is no system selected, click the
Default Settings button to open the dialog.

Communications Settings ﬂ
Current Master Connection |
OK

Cancel

Recent [.;f; Hetwork I- Serial I= use I/_ Virtual Nettink Master |
Recent Connections
Type Description
Netwark 192,168, = NI-4200 [AMYMISBESS] Salact
VM 192.168. -
Network ddswpvbeta -
Network 192. 168, ¥ - DVX-2155HD-T [AMXMIEF520]

— |
.Humebl
FIG. 5 Communication Settings dialog - Recent tab
4. Select the USB tab to view the USB options (FIG. 6).
Communications Settings ﬂ

Current Master Connection

Cancel

Recent [gf; Hetwork I- serial .~ E== usE [_ Virtual Nettink Master |

Avaiable USB Connections

Model Host Name Serial Number MAC Address  IPv4 Address LUsar Name

| selectiP
Addresa_...

FIG. 6 Communications Settings dialog - USB tab

5. Onthe USB tab, highlight the Master you want to connect to and click Select.

6. Click Edit to open the Edit USB Master’s Username/Password dialog to set the user name and password for authentication

access to the Master. This step is optional. You can only change the user name and password in the dialog. The additional
fields are view-only.

7. Click OK to close the USB Master’s Username/Password dialog, and click OK in the Communication Settings dialog to return to
the Communication Settings dialog, now indicating the USB-connected Master as the current connection configuration.

8. Click OK to close the Communication Settings dialog and return to the main application.
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9. Right-click the Online Tree tab entry and select Refresh System: the Controller should appear in the Device Tree (FIG. 7):

Waorkipace Bar X

==l Syatem 1 Dewices [192.16B.583
i-[E 00000 = NI Master (wd.l.404)
i Jgl, 05001 - WI-3100 {v1.30.8)
-l Dynamic/Virtual Devices
[@-[EL 32001 - MSX Application (vi.0.1.1013)
=& Lost NDP Devices
[l 00000 - DXLINE-HOMI-MFTX-v1.6.7
-J§l 05301 - DHLINE-HOMI-MFIX-v1.6.7
if§] 05302 - DKLINK-HDMI-MFTX-v1.6.7
Al 05303 - DNLINE-HOMI-METX-v1.6.7
ﬂ 05401 - DXLINK-HDMI-RX.e-vl1.9.1
-l 05401 - DKLINE-HDMI-BX.e-v1.9.1
L.[jl 06005 - EXB-COM2-v1.0.57
==l Tnbound NDP Devices
LBl UMASN - SDM-SIMP-DXL-v98,98.01

o o

Master(s) Devices Ports
I 1 I 3 I 20 Display |
1 c.-’ 'Nork:paf}\ E Online Tree L! IR Data qu. Zero-Config [ [

FIG. 7 Workspace Bar - Online Tree

NOTE: If the Master does not appear in the list, verify that the USB cable is connected properly.

Once USB communication has been established, use NetLinx Studio to configure the Controller for LAN Communication, as
described in the next section.

Configuring the NX Controller for LAN Communication

1. Use a LAN cable to connect the Controller to the LAN to which the PC running NetLinx Studio is connected.

2. Select Diagnostics > Network Addresses from the menu bar to open the Network Addresses dialog (FIG. 8). Use the options in
this dialog to select to either use DHCP or specify an IP address.

MNebwork Addresses (3]
Spsteme 1 Device: O Rebaot Device...
IP Addnezs DNS Address
Host Hame: Dioman Suffi
Use DHCP
Specity |P Addess
IP Addiess: DNS IP B1:
Subnet Mask: » DNS IP B2
Gateway: DHS IP #3:
Get IF information Set |P Information Get OHS Infomation Set DNS Informiation
Set Default Communication Settings with this [P

FIG. 8 Network Addresses dialog
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3. Click Get IP Information to enable the fields for editing (FIG. 9):

Metwork Addresses @
Swstey 0 Device: O Rebaot Device...
IP Addnezs DNS Address
Host Mame:  master Dioman Sullis
@ Lse DHCP
| Speciy |P Addess
|F ddrese: 0 0 0 1] DNS IF B1:
SubretMazk: 255 0 25 . 356 0 » DHS 1P 52
Galeway: 152 . 183 . 1 . 2 DNS IP &3
|GHIF‘ ll inform a.mn ] Set IP Infarmation l I Get DHS Infoemation l Set DNS Infomiation
Set Defauit Communication Settings with this |2 |

FIG. 9 Network Addresses dialog showing initial IP information

4.

hyphen ('-').

Enter the System, Device (0 for NetLinx Masters), and Host Name information.
NOTE: Host names may contain only the ASCII letters 'a’ through 'z' (in a case-insensitive manner), the digits '0' through '9', and the

5. To configure a network address via DHCP (FIG. 10):

Metwork Addresses @
Swstey 0 Device: O Rebaot Device....
IP Addnezs DNS Address
Host Mame:  master Domain Sulfi
CHE
| Speciy |P Addess
|F ddrese: 0 0 1] DNS IF B1:
SubretMazk: 255 0 25 . 356 0 » DHS 1P 52
Gatepray: 192 . 183 1.2 DHS IP 83
Get |F information Set |P Information l I Get OHS Infomation l Set DNS Informiation
Set Defauit Communication Settings with this |2 |

Initial Configuration

FIG. 10 Network Addresses dialog (DHCP)

Select Use DHCP.

Click Set IP Information to retain the DHCP setting.
To finish the process, click Reboot Device.

Click Done to close the dialog.

6. To specify a network IP address (FIG. 11):

an oT o

MNebwork Addresses
Reboat Device...

DNS Address
Derman Sulli

System O Deviee: 0
IF &ddress

Host Mams:  masle

|F ddiess: 0 ] o .0 DNS IF #1;

Subnat Mask:

.2 DNS IP #3:

0 @ DNS 1P 12

Gateyray:
[ Get DNS Informiation l Set OMS Informztion

FIG. 11 Network Addresses dialog (Specify IP Address)

Get P information Set IF Information l

Set Defaut Communication Settings with this |P |

Select Specify IP Address.

Enter the IP parameters into the available fields.

Click Set IP Information to retain the pre-reserved IP address to the Master.
To finish the process, click Reboot Device.

Click OK to close the dialog.

o0 oW
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7. Repeat steps 1 - 5 from the previous section, but rather than selecting the USB tab, select Network and edit the settings to
match the IP address you are using (Static or Dynamic).

8. If you want the Master to require authentication for access, enter a User Name and Password in the provided fields to secure
the Master.

9. Click the OK to close all dialogs and return to the main application.

Obtaining the NX Controller’s IP Address (using DHCP)

NOTE: Verify there is an active LAN connection on the NX controller’s LAN port before beginning these procedures.

1. In NetLinx Studio, select Diagnostics > Network Addresses from the Main menu to access the Network Addresses dialog

(FIG. 12).
MNebwork Addresses @
Systemc 1 Device 0 Rebaat Device..
1P Address DINS Addresss
Hast Narne Diomai Sulfi

Spaciy IP Address

IP ez DNS 1P B:

Subnet M ask: DNS IP B2

Gateway: DHS 1P #3:
Get IF' information Set |P Information Get OHS Infomation ] Set DNS Informiaton

Set Defaut Communication Settings with this |F Done |

FIG. 12 NetLinx Studio: Network Addresses dialog

2. Verify that both the System number corresponds to the System value previously assigned within the Device Addressing tab
and that zero (0) is entered into the Device field.

NOTE: The system value must correspond to the Device Address entered in the Device Addressing dialog. Refer to the Manage System
- System Number section on page 46 for more detailed instructions on setting a system value.

3. Click Get IP Information to enable the Use DHCP and Specify IP Address options.
4. Select Use DHCP.

NOTE: DO NOT enter ANY IP information at this time; this step only gets the System Master to recognize that it should begin using an
obtained DHCP Address.

5. Click Reboot Device.
6. After the device has booted, repeat steps 1-3.

7. Note the obtained IP address (read-only). This information is later entered into the Communication Settings dialog and used
by NetLinx Studio to communicate to the NX controller via an IP. This address is reserved by the DHCP server and then given to
the Master.

NOTE: If the IP Address field is empty, give the Master a few minutes to negotiate a DHCP Address with the DHCP Server, and try
again. The DHCP Server can take anywhere from a few seconds to a few minutes to provide the Master with an IP address.

NOTE: Verify that these IP values are also entered into the related fields within either the IP Settings section of the System
Connection page (on the touch panel) or within the Address field on the web browser.

8. Click Done to close the dialog.

NOTE: On the front panel of the NetLinx Master, the STATUS and OUTPUT LEDs should begin to alternately blink during the
incorporation. Wait until the STATUS LED is the only LED to blink.

Complete the communication process by continuing on to the Communicating via IP Address section on page 25.
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Assigning a Static IP to the NX Controller

NOTE: Verify there is an active LAN connection on the LAN port of the Master before beginning these procedures.

1. In NetLinx Studio, select Diagnostics > Network Addresses to open the Network Addresses dialog (FIG. 13):

Netwaork Addresses =
System I Device: 0 Rebaat Device..
1P Address: DNS Address
Host Name: Diomai Sulfi
Us= DHCP
Spaciy IP Addess
IP Addiezz: DNS IP B1;
Subnet M ask: DNS IP B2
Gateveay: DNSIP B3
Get IF' information Set |P Information Get OHS Infomation ] Set DNS Informiaton
Set Defaut Communication Settings with this [F Done ]

FIG. 13 NetLinx Studio: Network Addresses dialog

Verify that both the System number corresponds to the System value previously assigned within the Device Addressing tab
and that zero (0) is entered into the Device field.

NOTE: The system value must correspond to the Device Address previously entered in the Device Addressing tab. Refer to the Manage
System - System Number section on page 46 for more detailed instructions on setting a system value.

Click the Get IP Information button to enable the Use DHCP and Specify IP Address options.

2.

3.

4. Select Specify IP Address to enable the IP fields for editing (FIG. 14):
MNetwork Addresses ExT
Systemy 0 Deyice: 0 Rebeot Device..

IF Address DNS Address
Host Name:  master Diomain Sulf
Use DHCP

IP isddress: 0 1] o .0 DNS IP 81

SunetMask: 255 255 256 0 [ DNS IP 82
Gatepay: 192 . 163 1 . 2 DNS IP #3:

. Get IP information [ Set |P Infarmation l . Get DHS Infomation ] Set DNS Informiation
. Set Defaut Communication Settings with this [P | [one ]

FIG. 14 NetLinx Studio: Network Addresses dialog (Specify IP Address)

5. Enter the IP Address, Subnet Mask, and Gateway information into their respective fields (as defined by the System

Administrator).
NOTE: Verify that these IP values are also entered into the related fields within either the IP Settings section of the System

Connection page (on the touch panel) or within the Address field on the web browser.

6. Click Set IP Information to cause the on-board Master to retain this new IP address.

7. Click Reboot Master.

8. Click Done to close the dialog.
NOTE: On the front panel of the NetLinx Master, the STATUS and OUTPUT LEDs should begin to alternately blink during the

incorporation. Wait until the STATUS LED is the only LED to blink.
Complete the communication process by continuing on to the Communicating via IP Address section on page 25.
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Communicating via IP Address

Whether the on-board Master’s IP address was set or obtained via DHCP, use the IP address information from the Network
Addresses dialog to establish communication via the LAN-connected Master.

1. Use NetLinx Studio to obtain the IP address of the NX controller. If you do not have an IP address, follow the steps outlined in
either the Obtaining the NX Controller’s IP Address (using DHCP) section on page 23, or the Assigning a Static IP to the NX
Controller section on page 24.

2. Select Settings > Workspace Communication Settings from the Main menu to open the Workspace Communication Settings
dialog (FIG. 15):

Workspace Communication Settings g

Avalable System(z)

[ <Please Select a System>>

| Mo Active System - Default Settings

E Defeuk Settings..

S—— =

FIG. 15 NetLinx Studio - Workspace Communication Settings dialog

3. Click System Settings to open the Communications Settings dialog. If you do not have a system selected, click the Default
Settings button (FIG. 16).

Communications Settings &

Current Master Connection

Recent [.;i; Network I- Serial I: usB I/_ Virtual Netline Master
Recent Connections
Type Description
Netwark 192,168, - NI-4200 [AMKMSEBES4] Salact
VM 192.168. -
Network ddswpvbeta -
Network 192. 168, - DVX-2155HD-T [AMXMIEF520]

FIG. 16 NetLinx Studio - Communication Settings dialog (TCP/IP selected)
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4. Select the Network tab (FIG. 17).

Initial Configuration

Communications Settings

Current Master Connection

Cancel

El Rmnl/.;f.i Network I- Serial

UsB

T_ Virtual Netlink Master I

(]

1P Address:URL Description Port Ping Hest
ek 192.168 . - Lower 1319 TRUE
= 192,168 NI-4200 [AMEMS..., 1319 TRUE
Hew 192.168 NI-4200 [AMXMI.... 1319 TRUE
192,168 My Netlin Master 1319 TRUE
e 192,168 DVX-2155HD-T [A... 1319 TRUE
— 192,158 NI-3200 [AMXMA.... 1319 TRUE
192,168 - NI-2200 [AMEMS..., 1319 TRUE
Delete 192.168 NI-3200 [AMXMY.... 1319 TRUE
192,168 NX-3200 [AMXMS, .. 1319 TRUE
Delata 192.168 New Mester Cﬁﬂl . 1319 TRLE

Listen For Masters...

Ussr Name =

FIG. 17 Communications Settings dialog - Network tab

5.  Click New to open the New TCP/IP Setting dialog. In this dialog, you can enter both a previously obtained DHCP or static IP
address and an associated Description for the connection into their respective fields. (FIG. 18):

New TCP/IP Setting
TCPAP Address. 192168.220.123
Desciiptione My MetLirs Mazter | Cancel ]
Bat 1319 || Awtoratically Fing e Mastes Cortroller b ensure availabliy
Uszar Mame:  UsEiname
Password  #esessss

sl

FIG. 18 NetLinx Studio - New TCP/IP Setting dialog

e Verify that the Automatically Ping the Master Controller to ensure availability option is selected to make sure the Master is
initially responding on-line before establishing full communication.

e If the authentication is required for connecting to the Master at this address, enter a User Name and Password in the text

fields provided.

6. Click OK to close the New TCP/IP Settings dialog and return to the Communication Settings dialog: (FIG. 19).

Communications Settings

Current Master Connection

!

. o ] »

Listen For Masters...

FIG. 19 NetLinx Studio - Communication Settings dialog

a. Click on the new IP address entry in the List of Addresses window

b. Click Select to use the selected IP address as the current IP address.

NX-Series Controllers - WebConsole & Programming Guide

Conee |
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7. Click OK to save your newly entered information and close the Communication Settings dialog and return to the
Communication Settings dialog. Note the selected IP address is indicated in the Configuration field (FIG. 20):

Current Master Connection

FIG. 20 NetLinx Studio - Communication Settings dialog (Current Master Connection field indicating the selected IP address)

8. Click OK to begin the communication process to your Master (and close the dialog).

e If you are currently connected to a Master, a pop-up asks whether you would want to stop communication to the current
Master and apply the new settings.

e Click Yes to interrupt the current communication from the Master and apply the new settings.
NOTE: On the front panel of the NetLinx Master, the STATUS and OUTPUT LEDs should begin to alternately blink during the
incorporation. Wait until the STATUS LED is the only LED to blink.
9. Click the OnLine Tree tab in the Workspace window to view the devices on the System. The default System value is one (1).

10. Right-click the associated System number and select Refresh System. This establishes a new connection to the specified
System and populates the list with devices on that system. The communication method is then highlighted in green on the
bottom of the NetLinx Studio window.

NOTE: If the connection fails to establish, a Connection Failed dialog appears. Try selecting a different IP address if communication
fails. Press the Retry button to reconnect using the same communication parameters. Press the Change button to alter your
communication parameters and repeat the steps above.
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Upgrading Firmware

Overview

The basic process of upgrading firmware on NX-series controllers involves downloading the latest firmware files from
www.amx.com and using NetLinx Studio to transfer the files to a target NX controller.

Use the OnLine Device tree in NetLinx Studio to view the firmware files currently loaded on the Central Controller. FIG. 21 shows an
example OnLine Tree indicating an NX-3200:

—|- =il System 1 Devices [192.168. 1
-[0], 00000 - NX-3200 Master (v3.4.555)
-[o], 05001 - NX-3200 (v1.0.39)

FIG. 21 NetLinx Studio - Sample OnLine Tree

While the method of upgrading firmware files is the same for all Central Controllers, there are some specific points relative to the
specific model and type of controller that must be noted:

NX Controllers - Firmware Files
NX controllers contain two devices (NX Master and Device Controller), each of which require a separate firmware (*.kit) file.
The NX Master firmware file is not the same as the Device Controller firmware file. These two devices must be kept at compatible

firmware versions for proper operation. Therefore, both files should be used when upgrading any firmware associated with the
Integrated Controllers.

NX Controllers - Firmware Files

NX Master Firmware The on-board NX Master is listed first in the OnLine Tree as

"00000 NX Master (<firmware version>)"

For example, the NX Master in FIG. 21 above is "00000 - NX-3200 Master (v3.4.555)".

* "00000" represents Device ID 0, which is reserved for the Master

* The number in parenthesis (in this case "v3.4.555") is the current NX Master firmware
version.

Device Controller Firmware The Device Controller is listed next as "05001 NX-XXXX (<firmware version>)"

For example, the Device Controller in FIG. 21 above is "05001 - NX-3200 (v1.0.35)".

* "05001" represents Device ID 5001, which is reserved for the Device Control ports.

* The number in parenthesis (in this case "v1.0.35") is the current Device Controller firmware
version.

Enova DVX

Enova DVX All-In-One Presentation Switchers contain three devices (NX Master, Device Controller, and A/V Switcher/ Scaler), each
of which require a separate Kit file. These three devices must be kept at compatible firmware versions for proper operation.
Therefore, all three files should be used when upgrading any firmware associated with the Enova DVX All-In-One Presentation
Switchers.

DVX Controllers - Firmware Files

NX Master Firmware The on-board NX Master is listed first in the Online Tree as
"00000 NX Master (<firmware version>)"

* "00000" represents Device ID 0, which is reserved for the Master
* The number in parenthesis is the current Master firmware version.

Device Controller Firmware The Device Controller is listed next as

"05001 NX-XXXX (<firmware version>)"

* "05001" represents Device ID 5001, which is reserved for the Device Control ports.
* The number in parenthesis is the current Device Controller firmware version.

A/V Switcher/Scaler Firmware The A/V Switcher/Scaler is listed third as

"05002 NX-XXXX (<firmware version>)"

* "05002" represents Device ID 5002, which is reserved for the A/V Switcher/Scaler.
* The number in parenthesis is the current Device Controller firmware version.
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Before You Start

1. Verify you have the latest version of the NetLinx Studio application installed on your PC.

NetLinx Studio is available to download from www.amx.com. Login to download the latest version. Alternatively, if it is already
installed, use the Web Update option in NetLinx Studio’s Help menu to obtain the latest version.

The default location for the NetLinx Studio application is Start > Programs > AMX Control Disc > NetLinx Studio > NetLinx
Studio.

Verify that a LAN cable is connected from the controller to the LAN Hub.
Verify that the controller is powered on.
Connect to the controller via IP address.

oW

Establish what version of firmware is currently loaded on the controller (see Verifying the Current Firmware Version below).

Verlfylng the Current Firmware Version

Use the OnLine Tree in NetLinx Studio (see FIG. 21 on page 28) to verify which version of each firmware file is currently installed.

NOTE: These steps assume that you have already established a connection with the target Central Controller (see the Initial
Configuration section on page 19 for details).
In NetLinx Studio, click on the OnLine Tree tab (in the Workspace Bar) to view the devices on the System.

2. Click Display and select Refresh System from the context menu. This establishes a new connection to the System and
populates the device tree with devices on that system.

3.  After the Communication Verification dialog indicates active communication between the PC and the Central Controller, verify
the Central Controller and associated devices are listed in the OnLine Tree.

4. Check the appropriate product page on www.amx.com for the latest NX Master and Device Controller firmware files for your
device.

If necessary, follow the procedures outlined in the following sections to obtain these firmware (*.kit) files from www.amx.com and
then transfer the new firmware files to the device.

Downloading the Latest Firmware Files from www.amx.com

NetLinx Integrated Controllers

NX-series Controllers require two firmware (* kit) files: Master firmware and Device firmware. The Master firmware file is not the
same as the Device firmware file.

Both files should be used when upgrading any firmware associated with the Integrated Controllers.

IMPORTANT: The process of downloading and transferring firmware files is the same for all types of firmware. However, it is
important that the firmware files are upgraded in specific following order for NX-series Controllers (see the Required Order of
Firmware Updates section on page 31).

Master and Device Firmware Kit Files for NX-Series Controllers

Below is a table outlining the Master and Device Firmware (*.kit) files used by NetLinx Integrated Controllers:

Master and Device Firmware Files for NX-Series Controllers

NX-4200 / 3200 / Master Firmware: SW2106_NX_X200_Master_vx_x_xxx.kit
2200/ 1200 HTTP Firmware Kit: SW2106_NX_X200_10x_vx_x_xxx-http.kit

NOTE: The HTTP firmware kit enables you to upgrade firmware via an HTTP server. Follow the same steps in NetLinx Studio as you
would with a typical firmware upgrade. Upgrading firmware via HTTP server is typically much faster than upgrading with the standard
firmware kit files. See the Upgrading Firmware via NetLinx Studio section on page 31 for more information.
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Downloading NX-Series Controller Firmware Files on www.amx.com

Visit the appropriate product page on www.amx.com for the latest NX Master and Device Controller firmware (*.kit) files for your NX
controller. Firmware file links are available along the right-side of the catalog page (FIG. 22):

Firmware
ZIP | 74.56 MB | v 1.3.47

Firmware
ZIP |52 KB |v1.1.28

FIG. 22 www.amx.com - sample NX Controller Firmware File links

Firmware files are bundled in a ZIP file, along with a ReadmeTXT file that provides details on this firmware release.
1. Accept the AMX Licensing Agreement.
2. Download the ZIP file and unzip the contents to a known location.

Enova DVX All-In-One Presentation Switchers

Enova DVX All-In-One Presentation Switchers require an additional Switcher Firmware file for the built-in switcher. ALL files should
be used when upgrading any firmware associated with the Integrated Controllers.

NOTE: The process of downloading and transferring firmware files is the same for all types of firmware. However, it is important that
the firmware files are upgraded in specific following order for DVX Controllers (see the Required Order of Firmware Updates for DVX
Controllers section on page 31).

Master, Switcher and Device Firmware Files for Enova DVX All-In-One Presentation Switchers

Below is a table outlining the Master, Device, and Switcher firmware (*.kit) files used by Enova DVX Controllers:

Master Firmware Kit File Usage for Enova DVX Controllers

DVX-3250/3255/3256 Master Firmware: SW2106_NX-X200_Master_v1_x_xxx.kit
2250/2255/2210HD Device Firmware: SW2106_NX_X200_Device_v1_x_xx.kit
HTTP Firmware Kit: SW2106_NX_X200_10x_vx_x_xxx-http.kit

NOTE: The HTTP firmware kit enables you to upgrade firmware via an HTTP server. Follow the same steps in NetLinx Studio as you
would with a typical firmware upgrade. Upgrading firmware via HTTP server is typically much faster than upgrading with the standard
firmware kit files. See the Upgrading Firmware via NetLinx Studio section on page 31 for more information.

Downloading Enova DVX Firmware Files on www.amx.com

Visit the appropriate product page on www.amx.com for the latest NX Master, Device Controller, and A/V Switcher/Scaler firmware
(*.kit) files for your Enova DVX All-In-One Presentation Switcher. Firmware file links are available along the right-side of the catalog
page (FIG. 23):

MX Series DWH-325:0/2 255
Master Firmware
ZIP | 180.35 MB | v 1.3.104

MX Series DWH-325:0/2 255
Device Firmware
ZIP |52 KB | v 1.1.37

DWX-325:/225% Swite her
Firmware
ZIP | 1.70MB | v 1.7.22

FIG. 23 www.amx.com - sample Enova DVX Firmware File links

Firmware files are bundled in a ZIP file, along with a ReadmeTXT file that provides details on this firmware release.
1. Accept the AMX Licensing Agreement.

2.  Download the ZIP file and unzip the contents to a known location.
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Master and Device Firmware Kit Files for Massio ControlPads
Below is a table outlining the Master and Device Firmware (*.kit) files used by Massio ControlPads:

Master and Device Firmware Files for Massio ControlPads

MCP-106/108 Master Firmware: SW2102_MCP_10x_vx_x_xxx.kit
Device Firmware: SW2102_MCP_10x_Device_vx_xx_x.kit
HTTP Firmware Kit: SW2102_MCP_10x_vx_x_xxx-http.kit

NOTE: The HTTP firmware kit enables you to upgrade firmware via an HTTP server. Upgrading a Massio ControlPad to firmware
version 1.4 or higher requires the current firmware version on the ControlPad to be version 1.3.106 or higher. Follow the same steps
in NetLinx Studio as you would with a typical firmware upgrade. Upgrading firmware via HTTP server is typically much faster than
upgrading with the standard firmware kit files. See the Upgrading Firmware via NetLinx Studio section on page 31 for more
information.

Required Order of Firmware Updates

The Upgrading Firmware via NetLinx Studio instructions (below) apply equally to all types of firmware files. However, it is important
that the firmware files are upgraded in the following order:

1.  First, upgrade the Master firmware.

2. When that process is complete, upgrade the Device firmware.

IMPORTANT: ALWAYS consult the Readme.TXT file bundled with the firmware file for any special instructions before upgrading to a
newer firmware version. If no specifics are provided, use the order provided above.

Required Order of Firmware Updates for DVX Controllers

Upgrade firmware in the following order:

1.  First, upgrade the A/V Switcher/Scaler firmware.

2. When that process is complete, upgrade the Master firmware.

3.  When that process is complete, upgrade the Device firmware.

IMPORTANT: ALWAYS consult the Readme.TXT file bundled with the firmware file for any special instructions before upgrading to a
newer firmware version. If no specifics are provided, use the order provided above.

Upgrading Firmware via USB

All X-Series controllers support firmware upgrades via a USB solid-state drive. You can upgrade via USB by selecting the
appropriate .kit file and initiating the upgrade via telnet. The “IMPORT KIT” telnet command causes the controller to search the
attached USB drive for all valid .kit files and display the files as a list. From here you can select the .kit file to use and initiate the
firmware upgrade. See the IMPORT KIT section on page 107 for more information.

Upgrading Firmware via NetLinx Studio

NOTE: These steps assume that you have already established a connection with the target Central Controller (IP connection is
preferred.) See the Initial Configuration section on page 19 for details.

1. In NetLinx Studio. click on the OnLine Tree tab (in the Workspace Bar) to view the devices on the System.

2. Inthe OnLine Tree tab, click Display and select Refresh System from the context menu. Doing so establishes a new connection
to the System and populates the device tree with devices on that system.

3.  After the Communication Verification dialog indicates active communication between the PC and the Central Controller, verify
the Master and associated devices (including the Device Controller) are listed in the OnLine Tree.

4. In NetLinx Studio, select Tools > Firmware Transfers > Send to NetLinx Device (FIG. 24):

Toals | Settings Windew  Help

B File Transfer... |)‘B -

Firmrware Transfers | £ Send to Netlinx Device..,
H Terminal Session i Send to Axcess Device...
BT Teinet session ‘
FIG. 24 NetLinx Studio - Tools > Firmware Transfers > Send to NetLinx Device

This step opens the Send to NetLinx Device dialog.
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5. Click the Browse button (...) to locate and select the firmware (*.kit) file that will be transferred, in the Browse for Folders
dialog (FIG. 25):

Send to Metlin Device g o]

— e

Location

Files Click to locate the KIT file in

the Browse for Folder
diglog

File Name Date/Time Size(...
SW2108_NN-x200_factory_v1_2 266kk | 040022014 02, | 7360,

Descripcion: Official

i
-

Contents:

Firmrare: M¥-xZ00 o-boot Image
Version.: vl.2.26€€

Tazget..: NX-XIDJ Master

Read Me.: WX-x200 Master Build

. m | '
Targat Progress
TSK Fles Ready
e T |
Devie: O I Reboot Device Kit Fie Transfer
port: | 1 | |
System: o

it e

FIG. 25 NetLinx Studio - Send to NetLinx Device dialog

The selected file is indicated in the Files window.

6. \Verify the target’s System number matches the value listed within the active System folder in the OnLine Tree.
e The Device number is always 0 for the NX Master.
e Note that the Port field is disabled (FIG. 26).

Sand te Netline Device -'"_ — e
Locaton
'mm (._q\ - L -
| Selectthe e
Master firmware
Fles file
Fiie Hamea

| 7360

SW2108_NX-x200_factory_v1_2_ 268 ki

04302014 02

Dascripsion: Official Boild: VERSION = 1.2 266 u

Contents:

Firmmare: NE-x200 c-boot Image
Version.: wvl.2.266

Target..: NK-xiD0 Master

Read Me.: HE-#200 Master Build

The device and
system must match
those indicated in
the Online tree.

4 m | ]

T5K Fles Ready

Kit Fle Transfer

L [ e

FIG. 26 Send to NetLinx Device dialog (showing on-board NX Master firmware update)

h =

7. Click Send to begin the transfer. The file transfer progress is indicated in the Progress section of the dialog. The Master
reboots when the file transfer is complete.

Click Close once the Master is finished rebooting.

In the OnLine Tree, right-click on the Master and select Refresh System. This establishes a new connection and refreshes the
device list and their firmware versions in your system.
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Once the process is complete, you can upgrade the remaining firmware files. All device files must be kept at compatible firmware
versions for proper operation. Therefore, all files should be used when upgrading any firmware associated with the Integrated
Controllers.

Be sure to follow the required order for installing firmware files. See the Required Order of Firmware Updates section on page 31 for
more information.

Resetting the Factory Default System and Device Values

1. In NetLinx Studio, access the Device Addressing dialog:
e Right-click on any system device listed in the Workspace and select Device Addressing.
e Select Diagnostics > Device Addressing from the Main menu.

2. Click the Set Device/System to Factory Default button (FIG. 27):

Device Addressing (=]
Device/System Change of Address Opbonz 10 Mode:
Diesice to Changs
= = i . 0
Device: & Mew Device: Bt i i
Change Device Change 1o Device
Device: U
Spstem to Change
Syatem: 1 Mew Spztem: | [ Syaten: 0
| Change System —
Stant dertify Mode
Change Dewvice/System Nymber _
|
|| Set Device/System to Eactory Defaut | [
ol Master, [
Rgba | Done |

FIG. 27 Device Addressing dialog
This resets both the system value and device addresses (for definable devices) to their factory default settings. The system
information (in the OnLine Tree tab of the Workspace window) refreshes and then displays the new information.

NOTE: By setting the system to its default value (#1), Modero panels that were set to connect to the Master on another System value
will not appear in the OnLine Tree tab of the Workspace window. For example: A Modero touch panel was previously set to System #2.
The system is then reset to its default setting of System #1 and then refreshed from within the Workspace window. The panel will not
reappear until the system is changed (from within the System Connection page on the Modero) to match the new value and both the
Master and panel are rebooted.

3. Click Done to close the Device Addressing dialog.
4. Click Reboot (from the Tools > Reboot the Master Controller dialog) and wait for the System Master to reboot.

NOTE: The STATUS and OUTPUT LEDs should begin to alternately blink during the incorporation. Wait until the STATUS LED is the only
LED to blink.

5. Click Done. Wait until the Master Reboot Status field reads *Reboot of System Complete*.
6. Click the OnLine Tree tab in the Workspace window to view the devices on the System.

7. Right-click the associated System number (or anywhere within the tab itself) and select Refresh System. This establishes a
new connection to the specified System and populates the list with devices on that system.

8. Use Ctrl+S to save these changes to your NetLinx Project.
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On-Board WebConsole User Interface

WebConsole UI Overview

NetLinx Masters have a built-in System Configuration interface that allows you to make various configuration settings via a web
browser on any PC that has access to the Master. The System Configuration interface (an on-board web configuration) contains a
comprehensive set of web pages that can be used during setup to manage your system’s network, security, and system needs, as
well as configure its inputs and outputs while executing switches (FIG. 28).

System Configuration Welcome, administrator

BRI e

System Configuration

FIG. 28 WebConsole - Web Controls page (initial view)

The WebConsole offers five primary sections from a menu located at the top of the page, indicated by five menu options across the
top of the main page (FIG. 29):

APDT  tome

FIG. 29 System Configuration Menu Options

e Home: This option appears when you access the System Configuration page. Use these options to view any connected
device or access a module.

e Network: Click to access the Network Settings for the Master. The options on these pages enable you to view and modify
the IPv4 and IPv6 network settings and the clock settings for the system (see the WebConsole - Network Options section
on page 36).

e Security: Click to access the System Security page. The options in this page allow you to configure various aspects of
NetLinx System and Security on the Master, including network configuration and creating users and roles (see the
WebConsole - Security Options section on page 41).

e System: Click to access the System Details page. The options on this page allow you to view and configure various aspects
of the NetLinx System (see the WebConsole - System Options section on page 57).

e Modules: Click to access several different device-related pages (see the WebConsole - Modules Options section on page 59).

e Switcher: Click to access the Enova Switcher Configuration page (see the WebConsole - Switching Options section on
page 67). This page only appears for Enova devices.

From the Home page, Web Control options become available (e.g., RMS, Virtual Keypad, and device details pages for any connected
devices).

System Configuration Interface Tips:

e Itis recommended that you use the latest, industry accepted version of HTML5 browsers. If a browser is inconsistent,
upgrade or try a different browser. To-date, browsers tested include Google Chrome (preferred), Mozilla Firefox, Apple
Safari, and Microsoft Internet Explorer 10+/Edge.

e To access the interface after initial setup, simply type the integrated Master’s IP address in the address bar of the browser
and press the Enter key. On the DVX, DGX, and NX-4200, the IP address is available on the front panel display.

e Some devices run on a secured file-system. As such, file-system operations (e.g., Load and Save operations) may not be
supported by the device’s default capabilities and may require downloading a file manager application.

e When selecting Inputs and Outputs for switches — you may select an input followed by multiple outputs, but only one input
is selectable if you select an output first.

e Inputs and Outputs can only have one name each, regardless of whether the name is set via the Video tab or the Audio tab
in the Configuration page (or via NetLinx SEND_COMMANDs VIDIN_NAME, VIDOUT_NAME, AUDIN_NAME, AUDOUT_NAME).
Inputs and Outputs may be named independently.
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Accessing the WebConsole
From any PC that has access to the LAN that the target Master resides on:
1. Open a web browser and type the IP Address of the target Master in the Address Bar.
2. Press Enter to access WebConsole for that Master. The initial view is the Web Control page (FIG. 28).
When using the Microsoft Internet Explorer browser in Windows 8, you may not be able to login and connect to the Master via the
WebConsole. If you cannot login and connect, try any of the following options:
e Shift+Right-click Internet Explorer icon and select Run as administrator.
e Select Internet Options | Advanced | Security Settings, and check Enable Enhanced Protection Mode. A Windows 8 restart
will be required.

e Use the Master’s Hostname instead of its IP numeric address to enter the URL (e.g.: http://AMXM98A1A2B rather than
http://192.168.1.123)

e Use a non-Windows 8 device if Internet Explorer 10+ is required.

Default User Names and Passwords

The following table lists the default user names and passwords for accessing the NX-series controllers through NetLinx Studio or
the WebConsole.

Default User Names and Passwords

User Name Password
NetLinx Studio netlinx password
WebConsole administrator password
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WebConsole - Network Options

Network Overview

The Network page (FIG. 30) is accessed by clicking Network on the page’s main heading. This page allows you to view and
configure various aspects of the Master’s network:
e IPv4 Setup - Options on this page allow you to view/change the Master’s IP and DNS address information. See the Network
- IPv4 Setup section on page 37 for details.
e IPv6 Setup - This page allows you to view the IPv6 address, subnet mask, and gateway for the Master. See the Network -
IPv6 Setup section on page 38 for details.
e Date/Time - Options on this page allow you to enable/disable using a network time source and provide access to Daylight
Saving configuration and which NIST servers to use as a reference. See the Network - Date/Time section on page 38 for
details.

System Configuration Welcome, administrator

Network

Ol P seup  Date
Modify IPv4 Network Settings for the System
Press the Accept button 10 save changes. Press the Cancel button to revert values from the System
¥ b
1P Hostname: Domain:
b amx inteenal
B sescic 1P address DNS IP 1:
1P Address: L,
DNS 1P 2:
Subnet Mask: i
DNS IP 3
Gateway:
ZeroConfig Networking Netlinx Discovery Protocol (NDP)

Copyrght & 201

FIG. 30 Network page
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Network - IPv4 Setup

Click IPv4 Setup to access the IPv4 page (FIG. 31) and view and configure IP and DNS addresses for the Master. Use the options on
this page to view/edit the Master’s network settings. A user can only modify the information on this page if it is assigned a Role that
includes the Network Configuration permission. Without the proper permission, a user can only view the information on this page.

System Configuration Welcome, administrator
IPv4 Setup

Modify IPv4 Network Stting: tem.

Press the Accept button to save changes. Press the Cancel button to revert om the System

1P Address DNS Address
1P Hostmame: Domain
amxntens
B svecifc 1P Address DNS IP 1:
IP Address: b
DNS 1P 2:
Subnet Mask:
DNS 1P 3:
Gateway:
Zero-Config Networking NetLinx Discovery Protocol (NDP)
% Cancel

FIG. 31 Network - IPv4 Setup page

IPv4 Options
The IPv4 options are described in the following table:

IPv4 Options

Option Description
IP Address: This section enables you to set IP information for the Master’s network.
IP Hostname Enter the IP host name in this field.
DHCP/Specific IP | Use the buttons to select a DHCP or static IP address. Additional options in this area become available if you select
Address Specific IP Address.
IP Address Enter the IPv4 address in this field. This field is only available if you select Specific IP Address.
Subnet Mask Enter the IPv4 subnet mask in this field. This field is only available if you select Specific IP Address.
Gateway Enter the gateway IPv4 address in this field. This field is only available if you select Specific IP Address.
DNS Address: This section enables you to set DNS information for the Master’s network.
Domain Enter the domain name of the DNS server in this field.
DNS IP Enter up to three DNS server addresses in the provided fields.
Zero-Config Use the buttons to activate zero-config networking functionality on the Master’s network. Zero-config networking
Networking provides the ability to automatically discover devices that are present on the LAN. By default, zeroconf is enabled

(On option selected). With zeroconf enabled, the Master's web interface will be registered via zeroconf and can be
viewed through a zeroconf browser plug-in such as Bonjour for IE.

NetLinx Discovery Use the buttons to indicate whether you want the Master to search for any NDP-capable devices currently
Protocol (NDP) connected to the Master.
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Network - IPv6 Setup

Click IPv6 Setup to access the IPv6 page (FIG. 32) and view the IPv6 address, subnet mask, and gateway for the Master. This
information is view-only.

System Configuration Welcome, administrator
V¥ Network
s sep EUECRU Date

1P Network Sattings for the System

1Pv6 Address

1PY6 Address:

IPv5 Subnet Mask:
T . .
IPv6 Gateway:

unavaliable

FIG. 32 Network - IPv6 Setup page

Network - Date/Time

Click the Date/Time link (on the Network page) to access the Date/Time page (FIG. 33). The options on this page allow you to
enable/disable using a network time source and provide access to Daylight Saving configuration and which NIST servers to use as
a reference.

System Configuration Welcome, User

"
Modify Clock Settings for the System
Clock Manager
Timezone: System Clock:
GMT-12:00 Intemational Date Line West ~
Time Sync: 10:45:16
[ Netucr Time [EEFEPTEN
09/16/2015
Re-Sync Period:
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Daylight Savings Time Manager

Daylight Savings:

MIST Server Manager

Select Server Name n Location Remove

nime-a timetreq bidrdoc gov 132.163.4.101 NIST, Boulder, Colorada

time-D.tir

80 bidrdoc.gov

fime-< tmefreq DIAIdoE gov

=+ Add Server

* Cancel

FIG. 33 Network - Date/Time page

The Clock Manager Options are separated into three areas:
e Clock Manager - The Clock Manager allows you to set the Clock Manager Mode (Network Time or Stand Alone).

e Daylight Savings Time Manager - The Daylight Savings Time Manager allows you to specify how and when to implement
Daylight Savings rules on the clock.

e NIST Server Manager - The NIST Server Manager allows you to connect to a specific NIST (Internet Time Service) Server.
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Setting the Mode for the Clock Manager

1. Inthe Manage System tab (FIG. 33), select a Time Sync option.

o Network Time: This option allows the Master to manage it's clock by connecting to a NIST (Internet Time Service) Server.
When this option is selected, the Master will connect to the default NIST Server to get date and time information.

You can select a different NIST Server (or specify the IP Address of a known NIST Server) in the NIST Server Manager
section (see the Selecting a Custom NIST Server section on page 39).

e Stand Alone: This option lets the Master use its own internal clock. When this option is selected, two additional fields are
available on this tab:

o Date - Enter the current date in this field (mm/dd/yyyy).
o Time - Enter the current time in these fields (Hours/Minutes/Seconds).
2. Click Accept to save these settings to the Master.
Setting Daylight Savings Rules
1. Inthe Daylight Savings Time Manager section (FIG. 34), enable Daylight Savings mode by clicking the On button. Clicking On
reveals additional Daylight Savings options.

Daylight Savings Time Manager

Daylight Savings:
Offset Hours: Offset Minutes:
o o
Starts Ends
[ by Occumence by Occurence
Day: Month Day: Month:

1 Janw 1 = Jan~

Hours: Minutes: Hours: Minutes:

0 0 0 0

FIG. 34 Date/Time Options - Daylight Savings Time Manager

2. Use the Offset drop-down menus to adjust the amount of time (hours and minutes) to offset Daylight Savings. By default, the
offset is set to 1 hour.

NOTE: Although most places that support Daylight Savings usually adjust the local time by one hour this doesn't cover all locations.
To provide flexibility for such locations it is possible to configure a different daylight savings time offset.
3. Use the Starts fields to specify when Daylight Savings should start. The Starts rules include:

e Select Fixed to specify the calendar date when the rule applies as a specific date ("March 21"). When Fixed is selected, use
the Day, Month, Hours, and Minutes fields to specify the date and time (hh:mm) to start Daylight Savings time.

e Select by Occurrence to specify the calendar date when the rule applies as a heuristic, ("the 3rd Sunday in March"). When
by Occurrence is selected, use the Wk of the Month, Day, Month, Hours, and Minutes fields to specify the occurrence to
start Daylight Savings time.

The range for Wk of the Month is 1 through Last, where Last indicates the last occurrence of a particular day of the
month. This is to accommodate months that include four weeks as well as those that include five.

4. Use the Ends fields to specify when Daylight Savings should end. The Ends rules match the Start rules, and follow the same
logic. Select Fixed or by Occurrence, and specify the End date/time information accordingly.

5. Click Accept to save these settings to the Master.
Selecting a Custom NIST Server

NIST Server Manager

Select Server Name w Location Remove

fime-a.tmefreq bidrdoc gov 321634101 NIST, Boulder, Colorado
fime-b.tmefreq bidrdoc gov 32,1634.102 NIST, Boulder, Colorado

time-c timefreq bidrdoc gov 132.1634.103 NIST, Bouider, Colorado

+ Add Server

FIG. 35 Date/Time Options - NIST Server Manager

1. Inthe NIST Server Manager section (FIG. 35), use the option buttons to select one of the NIST Servers in the list.
2. Click Accept to save the selection to the Master.
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Adding a Custom NIST Server to the List
1. Click Add Server. The Add New Server dialog opens (FIG. 36).

Add New Server

New Server URL:*
L |
New IP:*

New Location: *

x cancel
FIG. 36 Add New Server dialog

2. Inthe New Server URL field, enter the URL of the NIST Server. The URL is used only to help you manage entries, and is not
verified or used internally by the clock manager.
3.  Enter the NIST Server’s IP Address in the New IP field. This is used internally and must be a valid IP address.

NOTE: The strings entered into the URL and Location fields are not used to connect to NIST Servers. The IP Address (entered
into the IP field) specifies the NIST Server(s) that will be used. As stated above, the address entered into the IP field must be
must be a valid IP address (not a URL).

4. Enter the NIST Server’s location in the New Location field. This is used only to help the user manage entries and it is not
verified or used internally by the clock manager.

5. Click Accept to save these settings to the Master.
Removing an NIST Server From the List
1. Click on the Remove (x) button to the right of a user-added NIST Server in the NIST Server Manager list.
2. Click Accept to save these settings to the Master.
NOTE: The built-in entries cannot be removed.

Clock Manager NetLinx Programming API

Refer to Appendix C: Clock Manager NetLinx Programming API section on page 145 for a listing and description of the Types/
Constants and Library Calls that are included in the NetLinx.AXI to support Clock Manager functions.
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WebConsole - Security Options

Security Overview

The Security page is accessed by clicking Security on the page’s main heading. This page allows you to view configure and modify
the Master’s security settings at three levels (System, Role, and User). See the Security Presets section on page 45 for more
information on the three presets.

e System Level - changes made at this level affect the system globally. See the Security - General section on page 43 for
details.

e Role Level - changes made at this level affect specific Roles. See the Security - Roles section on page 47 for details.
e User Level - changes made at this level affect individual Users. See the Security - Users section on page 51 for details.
The default view for the option is System Security Settings (FIG. 37).

System Configuration Welcome, administrator
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Authenticate AMX Devices On ICSLAN Ports
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Authenticate AMX Devices On LAN Ports

2 LAN AMX Device Connectior

FIG. 37 System Security Settings

NOTE: By default, all System-level security options are disabled, except for Authentication On Server Ports, which requires a login for
access to the web or command line interface.

Additional security configuration options are available via Terminal/Telnet Commands. See the Accessing the Security
Configuration Options section on page 121.

Login Rules

There is no limit to the number of concurrent logins allowed for a single user. This allows for the creation of a single user that is
provided to multiple ICSP devices (touch panels, for example) using the same login to obtain access to the Master.

For example, if you have 50 devices connected to a Master, you do not have to create 50 individual user accounts, with one for each
device. Instead, you only need to create one which all 50 devices use for access.

The first layer of security for the Master is to prompt a user to enter a valid user name and password before gaining access to a
secured feature on the target Master.

Depending on the Security configuration, users may be prompted to enter a valid user name and password before gaining access to
various features of the WebConsole. User access is specified by the administrator in the Role and User Level pages of the Security
section.

NOTE: This user name and password information is also used by both G5 touch panels (within the System Connection firmware page)
and AMX software applications such as NetLinx Studio v 4.0 and above to communicate securely with a Master using encrypted
communication.
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User and Role Name Rules

User account and role names must follow these rules:
e (Case-sensitive
e Must be between 4 and 20 alpha-numeric characters: A-Z, a-z, 0-9
e The following characters are allowed: - _ . # and <space>.

Password Rules

The rules for changing a password vary according to the Password Complexity setting for the user. A user’s password complexity
can be set to Low, Medium, or High.

e Low - Minimum length is 4 characters, and must be different from previous password.

e Medium - Minimum length is 8 characters, must contain characters from 3 character classes listed in the table below, must
contain at least 4 changes from the previous password, and must be different from the previous 10 passwords.

e High - Minimum length is 15 characters, must contain characters from all of the characters classes listed in the table below,
must contain at least 8 changes from the previous password, and must be different from the previous 30 passwords.

The requirements for each setting are listed in the following table:

Password Complexity Requirements

Requirement Low Medium High
Case Change Only No No Yes
Character Classes Required 0 3 4
Library Check No No Yes
Minimum Length 4 8 15
Palindrome Check No No Yes
Same Consecutive Characters No check 5 3
Similarity Check 1 4 8
User Name Check (straight or reversed) No Yes Yes
Different from Previous # of Passwords 1 10 30

The definitions of each requirement are listed below:
e Case Change Only: A new password cannot differ from the previous passwords solely by a change in case (upper/lower)

e Character Classes Required: A password must contain characters from a set number of character classes. See the
Character Classes table below for the list and definitions of character classes.

Library Check: The password cannot contain a word from a dictionary file supplied with the 0S.
Minimum Length: The password must contain a minimum set number of characters.
Palindrome Check: The password does not contain a palindrome of a 7-letter length or greater.

Same Consecutive Characters: The password does not contain more than a set number of the same consecutive
characters.

e Similarity Check: The password differs from the previous password by a set number of characters.

e User Name Check: The password does not contain the user’s user name.

e Different from Previous # of Passwords: The password differs from a set number of previous passwords.
The following table lists the characters available in each character class:

Character Classes

Character Class Example

Uppercase Letters A-Z

Lowercase Letters a-z

Numbers 0-9

Other Characters ~l@#S%AR*()_-+={}[]\I|:;""'<>,.?/ (including "space")
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Security - General

The General Security Settings page provides global permissions for various options that may be individually selected and applied to
all users. The Master provides 3 levels of security settings presets: Low, Medium, and High. The levels are simply presets of various
security settings. When a preset is selected, the settings are not applied until you click Accept. You can customize any settings as
needed on the security preset before accepting and applying the settings. The default for the settings will match the Low presets.

System Level Security - System Security Settings

Click the System Security Settings link to access the System Security Details page (FIG. 38). The options in this page allow you to
establish whether the Master will require a valid user name and password be entered prior to gaining access to the configuration
options.
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FIG. 38 System Security Settings
These are global options that enable or disable the login requirement for both users and roles.

System Security Options
The System Security options are described in the following table:

System Security Options

Option Description

Security Presets The Master provides three levels of security setting presets: Low, Medium, and High. Each level is a preset of
various security settings (see the Security Presets section on page 45 for more information.) When a preset is
selected, that setting is applied after clicking Accept.

NOTE: If a security preset is not selected, all subordinate options are grayed-out and not selectable, meaning
that the Master is completely unsecured and can be altered by any user (regardless of their rights).

Audit Log Select to enable/disable remote syslog. See the Audit Logs section on page 46 for more information.

Banner Display Select to turn on or turn off banner messages. Banners enable you to display pre- and post-login text in the
WebConsole. See the Banners section on page 46 for more information.

USB Host Port Select to enable all Type-A USB connectors on the Master.

Inactivity Timeout Select to enable the Master to log out a user after a defined period of inactivity. After enabling the inactivity

timeout option, use the spin box to set the number of minutes before the timeout activates. You can set a timeout
in the range of 1 to 60 minutes. The default setting is 10 minutes. The timeout applies to Program Port, Telnet,
SSH, HTTP, and HTTPS sessions.
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System Security Options (Cont.)

Option

Description

Password Expiration

Select to force a user to change its password after a set period of time. After enabling the password expiration
options, use the spin box to set the interval for password expiration. You can set an amount of time in the range of
1 to 180 days. The default setting is 60 days.

NOTE: This option is only valid on locally-maintained accounts. When external LDAP is enabled, only the
administrator and device user accounts are affected.

Cryptography
Strength:

Set the cryptography strength of the Master to Low or High. On the High setting, only FIPS 140-2 validated
binaries are used.

Password Complexity

Set the password complexity to Low, Medium, or High. When the password complexity level is raised from a lower
level to a higher level, the Master requires confirmation from the user. When the user confirms the change, all
passwords are marked as expired on all local user accounts, and the passwords must be changed to meet the new
complexity requirements. Password complexity requirements are as follows:

* Low - Minimum length is 4 characters, and must be different from previous password.

* Medium - Minimum length is 8 characters, must contain characters from 3 of the following characters sets
(uppercase letters, lowercase letters, numbers, other characters), must contain at least 4 changes from the
previous password, and must be different from the previous 10 passwords.

* High - Minimum length is 15 characters, must contain characters from all of the following characters sets
(uppercase letters, lowercase letters, numbers, other characters), must contain at least 8 changes from the
previous password, and must be different from the previous 30 passwords.

NOTE: This option is only valid on locally-maintained accounts. When external LDAP is enabled, only the
administrator and device user accounts are affected.

Lockout Access

Select to enable a lock on a user account after a set number of failed logins. When enabled, use the Attempts spin
box to set the number of login attempts allowed. Use the Lockout Duration options menu to indicate the amount of
time you want the lockout to last. The default setting is 60 minutes.

NOTE: This option is only valid on locally-maintained accounts. When external LDAP is enabled, only the
administrator user is affected.

HTTP/HTTPS

Select to enable HTTP and HTTPS access to the Master.

HTTP: The port value used for unsecure HTTP Internet communication between the web browser’s UI and the
target Master. By disabling this port, the administrator (or other authorized user) can require that any consecutive
sessions between the UI and the target Master are done over a more secure HTTPS connection.

By default, the Master does not have security enabled and must be communicated with using http:// in the
Address field. The default port value is 80.

NOTE: One method of adding security to HTTP communication is to change the Port value. If the port value is
changed, any consecutive session to the target Master has to add the port value at the end of the address
(within the Address field). An example is if the port were changed to 99, the new address information would
be: http://192.192.192.192:99.

HTTPS: The port value used by web browser to securely communicate between the web server UI and the target
Master. This port is also used to simultaneously encrypt this data using the SSL certificate information on the
Master as a key.

This port is used not only used to communicate securely between the browser (using the web server UI) and the
Master using HTTPS but also provide a port for use by the SSL encryption key (embedded into the certificate).
Whereas SSL creates a secure connection between a client and a server, over which any amount of data can be
sent securely, HTTPS is designed to transmit individual messages securely. Therefore both HTTPS and SSL can be
seen as complementary and are configured to communicate over the same port on the Master. These two methods
of security and encryption are occurring simultaneously over this port as data is being transferred. The default
port value is 443.

Another method of adding security to HTTPS communication would be to change the port value. If the port
value is changed, any consecutive session to the target Master has to add the port value at the end of the
address (within the Address field). An example is if the port were changed to 99, the new address information
would be: http://192.192.192.192:99.

Telnet/SSH/SSH FTP
Access

Select to enable Telnet, SSH, and SSH FTP access to the Master.

Telnet: The port value used for Telnet communication to the target Master. Enabling this feature allows future
communication with the Master via a separate Telnet application.

* The default port value for Telnet is 23.

» Refer to the NetLinx Security with a Terminal Connection section for more information on the related procedures.
SSH: The port value used for secure Telnet communication. A separate secure SSH Client would handle
communication over this port. When using a secure SSH login, the entire login session (including the transmission
of passwords) is encrypted; therefore it is secure method of preventing an external user from collecting
passwords.

* SSH version 2 is supported.

* The default port value is 22.

NOTE: If this port’s value is changed, make sure to use it within the Address field of the SSH Client
application.

NX-Series Controllers - WebConsole & Programming Guide 44




WebConsole - Security Options

System Security Options (Cont.)

Option

Description

FTP Access

Select to enable FTP access to the Master. The default port value used for FTP communication is 21.

NOTE: This port can be disabled/enabled, but its value cannot be changed.

Authenticate on
Server Ports

Select to require user name and password authentication on Telnet, Program, and HTTP/HTTPS ports.
Authentication is always required on FTP/SFTP and SSH ports.

NOTE: If Authenticate on Server Ports is disabled but LDAP is enabled, a login is still required. If you do not
desire a login, LDAP must also be disabled.

Authenticate AMX

Select to require user name and password authentication on devices connected to the ICSLAN ports on the Master.

Devices On ICSLAN

Ports
ICSLAN AMX Device | Select to allow ICSP access to the Master for Device-type users connected to the ICSLAN ports. Expand the
Connection ICSLAN AMX Device Connection section to view this option.

ICSLAN Encryption

Select to enable encryption on the ICSLAN ports on the Master. Expand the ICSLAN AMX Device Connection
section to view this option.

Authenticate AMX
Devices On LAN Ports

Select to require user name and password authentication on devices connected to the LAN ports on the Master.

LAN AMX Device
Connection

Select to allow ICSP access to the Master for Device-type users connected to the LAN ports. Expand the LAN AMX
Device Connection section to view this option.

LAN Encryption

Select to enable encryption on the LAN ports on the Master. Expand the LAN AMX Device Connection section to
view this option.

Security Presets

The Master provides three levels of security setting presets: Low, Medium, and High. Each level is a preset of various security
settings. The following table describes each of the Security Presets presented on the General section of the Security page:

Security Presets

Preset Low Medium High
Audit Log Off On On
Banner Display off On On

USB Host Port Enabled Enabled Disabled
Authentication On Server Ports | Required Required Required
Inactivity Timeout Off On On
Password Expiration Disabled Enabled Enabled
Cryptography Strength Low Low High
Password Complexity Low Medium High
Lockout Access Off On On

ICSLAN Ports

FTP Access Both enabled Disabled/Enabled Disabled/Disabled
HTTP/HTTPS Both enabled Disabled/Enabled Disabled/Disabled
Telnet/SSH/SSH FTP Access Both enabled Disabled/Enabled Disabled/Disabled
Authenticate AMX Devices on Not required Required Required

ICSLAN AMX Device Connection

ICSPS enabled, ICSP enabled -
without encryption

ICSPS enabled, ICSP enabled -
with encryption

ICSPS enabled, ICSP disabled

Authenticate AMX Devices on
LAN Ports

Not required

Required

Required

LAN AMX Device Connection

ICSPS enabled, ICSP enabled -
without encryption

ICSPS enab