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Deployment Scenarios Overview

Welcome to the SonicWall SMA Deployment Guide. SonicWall”® Secure Mobile Access 210/410 provides a unified
secure gateway to access all network and cloud resources. This guide contains configuration guidelines for
deployment scenarios involving new DMZ, existing DMZ, and LAN deployments, along with basic configuration
settings for those scenarios.

Topics:
e Selecting a Deployment Scenario

e SMA 210/410 Deployment Scenarios

Selecting a Deployment Scenario

The deployment scenarios described in this guide are based on actual customer deployments and are
SonicWall-recommended deployment best practices for SMA appliances.

An SMA appliance is commonly deployed in one-arm mode over the DMZ interface on an accompanying
gateway appliance, such as a SonicWall NSA 3600. This method of deployment offers additional layers of
security control, plus the ability to use SonicWall’s security services, including Gateway Anti-Virus,
Anti-Spyware, Content Filtering, Intrusion Prevention Service, and Comprehensive Anti-Spam Service, to scan all
incoming and outgoing traffic.

The primary interface (X0) on the SonicWall SMA connects to an available segment on the gateway device. The
encrypted user session is passed through the gateway to the SMA appliance. The SonicWall SMA appliance
decrypts the session and determines the requested resource.

The session traffic then traverses the gateway appliance to reach the internal network resources. The gateway
appliance applies security services as data traverses the gateway. The internal network resource then returns
the requested content to the SonicWall SMA appliance through the gateway, where it is encrypted and sent to
the client.

SMA 210/410 Deployment Scenarios

Gateway Appliance Deployment Scenario  Requirements on Gateway Appliance
SonicOS 5.8.1 or higher: SMA on New DMZ e Anunused interface
e TZSeries e NEW DMZ configured for NAT or Transparent
e NSA E-Class Mode
e NSA Series SMA on Existing DMZ e One dedicated interface in use as an existing
e SM 9000 Series bMZ

(SonicOS 6.1+) SMA on LAN e None
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The following illustrations provide an overview of each deployment scenario:
e Overview of Scenario A: SMA on a New DMZ
e Overview of Scenario B: SMA on an Existing DMZ

e Overview of Scenario C: SMA on the LAN

Overview of Scenario A: SMA on a New DMZ
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Overview of Scenario B: SMA on an Existing DMZ
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Overview of Scenario C: SMA on the LAN
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Internet
Router

Remote Users

® [ [
g‘l‘é‘l’é‘w T
SMA Appliance

WAN LAN
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Connecting the SMA on a New DMZ

The following procedures explain how to configure your gateway appliance on a new DMZ:
e Connecting the SMA to the Gateway
e Allowing a WAN to SMA Connection

e Allowing an SMA to LAN Connection

Connecting the SMA to the Gateway

To connect the SMA 210/410 using Scenario A:
1 Connect one end of an Ethernet cable to an unused port on your SonicWall gateway appliance.

2 Connect the other end of the Ethernet cable to the X0 port on the front of your SonicWall Secure Mobile
Access 210/410. The X0 Port LED lights up indicating an active connection.

3 Configure the SMA X0 IP address. Refer to Configuring the X0 IP Address.

Allowing a WAN to SMA Connection
®

NOTE: Before continuing, you must add a new SMA custom zone. Refer to Adding a New SMA Custom
Zone for more information.

To allow a WAN to SMA connection:

1 Click the Wizards icon in the top right corner of the gateway appliance management interface.

SMA 210/410 Deployment Guide
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2 Onthe Welcome page, select the Public Server Guide, and then click Next.

Selecta guide: Public Server Guide v

Welcome

Welcome to the Configuration Guide
Select one of the wizards below to easily configure your SonicWALL:

(' Setup Guide - This wizard will help you quickly configurs the Sonic\WALL to secure your Internet connection.
Once completed, you can use the SonicWALL Web Management Interface for additional configuration.

PortShield Interface Guide - Select the initial ports assignment in integrated managed LAN switch of the
SonicWALL.

I&! Public Server Guide - Quickly configure your SonicWALL to provide public access to an internal server.

(1 VPN Guide - Create a new site-to-site VPN Palicy or configure the WAN Group'PN to accept connections from
the Global VPN Client.

(1 Wireless Guide - Configure the network settings and security features of the WLAN Radio Interface.
' App Rule Guide - Configure the security features for App Rule
(' WXA Setup Guide - Configure the coupled WXA series appliance for WAN Acceleration

Click the "Next" button to proceed.

= Next [+ Exit Guide

3 Onthe Public Server Guide, select these options:

Service Type Other

Services Create new group

4 Inthe Add Service Group dialog box, create a service group for HTTP and HTTPS:
e Enter a Name for the service.

e Select both HTTP and HTTPS and click the arrow button to move them to the right column.
e Click OK.

Name: |SI'\~'IA Connection |

HTTP -
HTTPS

AD Directory Services
AD Server

NT Domain Login

HTTP Management
HTTPS Management
SeonicWALL SS0O Agents
SonicWALL TS Agents
RADIUS Accounting
IDENT

IMAP3 - -

M

-> < Remove All
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5 On the Server Private Network Configuration page, enter the following server and SMA information, and
then click Next:

Server Name Specify the name for the SMA appliance
Server Private IP Address SMA appliance X0 IP address
Server Comment Brief description of the server

6 On the Server Public Information page, accept the default IP address, or enter an IP address in your
allowed public IP range. Click Next.

@ NOTE: The default IP address is the WAN IP address of your SonicWall security appliance. If you
accept this default, all HTTP and HTTPS traffic to this IP address will be routed to your SMA
appliance.

7 The Public Server Configuration Summary page displays all the configuration actions that will be
performed. Click Apply to create the configuration and allow access from the WAN to the SMA on the
DMZ.

Allowing an SMA to LAN Connection

When users have connected to the SMA, they need to be able to connect to resources on the LAN.

To allow an SMA to LAN connection:
1 Navigate to the Network > Address Objects page on the gateway appliance.
2 Inthe Address Objects tab, click Add.

3 Inthe Add Address Object dialog box, create an address object for the X0 interface IP address of your
SMA appliance:

Name Name of the SMA appliance
Zone Assignment SMA
Type Host
IP Address SMA appliance X0 IP address (default 192.168.200.1)
Name: |NetExtender Connection |
Zone Assignment: [sMaA v
Type: |Range Y]
Starting IP Address:  |192.168.200.100 |
Ending IP Address:  |192.168.200.200 |
| Ready
Add Close

4 Click Add to create the object. Once done, click Close.

5 Click Add again to create an address object for the NetExtender range.

SMA 210/410 Deployment Guide
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6 Inthe Add Address Object dialog box, create an address object for the NetExtender range:

Name Name for NetExtender range
Zone Assighment SMA
Type Range

Starting IP Address Start of the NetExtender IP address range (default 192.168.200.100)

Ending IP Address End of the NetExtender IP address range (default 192.168.200.200)

7 Click Add to create the object. Once added, click Close.
8 On the Network > Address Objects page, click the Address Groups tab.
9 Click Add Group.

10 In the Add Address Object Group dialog box, create a group for the X0 interface IP address of your SMA
appliance and the NetExtender IP range:

e Enter a name for the group.
e Inthe left column, select the address objects you created and click the right arrow button.

e (Click OK to create the group when both objects are in the right column.

Name: |SMA and NetExtender |
All Authorized Access Points  « MNetExtender Connection -
All Interface P . SMA Appliance

All Interface IPv6 Addresses

All Regue Access Points

All Regue Devices =
All SonicPoints -
All UD Management I[P

Al WD Management [P

All WAN IP

All X0 Management I[P - -

| Ready

QK Cancel

11 Navigate to the Firewall > Access Rules page, and select the Matrix view style.

12 Click the SMA > LAN icon.

Firevzll | Access Rules

Restore Defaults...

Access Rules

View Style: O Al Rules | ® Matrix | (0] Drropy

LAN

WAN

VPN

FROM SELVPN

WLAN

000000 %

SMA
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13 On the page that displays for SMA to LAN, click Add.

14 In the Add Rule window, create a rule to allow access to the LAN for the address group you just created:

From SMA

To LAN

Source Port Any

Service Any

Source The address group you just created, such as SMA and
NetExtender.

Destination Any

Users Allowed All

Users Excluded None

Schedule Always on

Select the following check box(es) e Enable Logging

e Allow Fragmented Packets

15 Click OK to create the rule.

This completes Scenario A.

NOTE: Some gateway appliances have a default zone named SSLVPN. Do not select this zone when
configuring for the SMA appliance. The SSLVPN zone is intended for use with the more limited SSLVPN
features that are included in the firewall products.

Continue to Additional Configuration and Testing and Troubleshooting Your Remote Connection.

SMA 210/410 Deployment Guide
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Connecting the SMA on an Existing
DMZ

The following procedures explain how to configure your gateway on an existing DMZ:
e Connecting the SMA to the Gateway
e Allowing WAN to DMZ Connection
e Allowing DMZ to LAN Connection

Connecting the SMA to the Gateway

To connect the SMA using Scenario B:

1 Connect one end of an Ethernet cable to your DMZ, either directly to the corresponding port on your
existing SonicWall gateway appliance, to a hub, or to a switch on your DMZ.

2 Connect the other end of the Ethernet cable to the X0 port on your SonicWall SMA 210/410. The X0 Port
LED lights up indicating an active connection.

3 Configure the SMA X0 with an IP address in the DMZ subnet. Refer to Configuring the X0 IP Address for
more information.

Allowing WAN to DMZ Connection

If you are already forwarding HTTP or HTTPS to an internal server and you only have a single public IP address,
you will need to select different (unique) ports of operation for either the existing servers or for the SMA
appliance, because both cannot concurrently use the same IP address and port combinations.

To allow a WAN to DMZ connection:

1 Log into your gateway appliance as an administrator and click the Wizards icon at the top right of the
interface.

2 Onthe Welcome page, select the Public Server Guide, and then click Next.

3 Onthe Public Server Guide page of the Wizard, select:

Service Type Other

Services Create new group

The Add Service Group dialog box is displayed.

SMA 210/410 Deployment Guide
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In the Add Service Group dialog box, create a service group for HTTP and HTTPS:
e Enter a name for the service.
e Select both HTTP and HTTPS and click the arrow button to move to the right column.
e Click OK.

On the Server Private Network Configuration page, enter the following Server information and click Next:

Server Name Name for the SMA appliance

Server Private IP Address The X0 IP address of the SMA appliance within your DMZ range,
such as 10.1.1.10/24.

Server Comment Brief description of the server

On the Server Public Information page, accept the default IP address or enter a new IP address in your
allowed public IP range. Click Next.

NOTE: The default IP address is the WAN IP address of your SonicWall firewall. If you accept this
default, all HTTP and HTTPS traffic to this IP address will be routed to your SMA appliance.

The Public Server Configuration Summary page displays all configuration actions that will be performed.
Click Apply to create the configuration and allow access from the WAN to the SMA appliance on the
DMZ.

Allowing DMZ to LAN Connection

When users have connected to the SMA, they need to be able to connect to resources on the LAN.

To allow a DMZ to LAN connection:

1
2
3

On your gateway appliance, navigate to the Network > Address Objects page.
In the Address Objects tab, click Add.
In the Add Object dialog box, create an address object for the X0 interface IP address of your SMA

appliance:

Name Name for the SMA appliance

Zone Assignment DMZ

Type Host
IP Address X0 IP address of the SMA appliance within your DMZ range, such as 10.1.1.10.

Click OK to create the object. Once added, click Close.
Click Add again to create an address object for the NetExtender range.
In the Add Object dialog box, create an address object for the NetExtender range using the following

options, then click Add:

Name Name for NetExtender

Zone Assignment DMz

Type Range

SMA 210/410 Deployment Guide
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Starting IP address Start of the NetExtender IP
address range within your DMZ
range, such as 10.1.1.220.

Ending IP address  End of the NetExtender IP
address range within your DMZ
range, for example 10.1.1.249.

Name: INetExtender 2 |
Zone Assignment: |DMZ v |
Type: |Range v]
Starting IP Address:  |10.1.1.220 |
Ending TP Address: 110.1.1.249 |

7 On the Network > Address Objects page, click the Address Groups tab.
8 Click Add Group.

9 In the Add Address Object Group dialog box, create a group for the X0 interface IP address of your SMA
appliance and the NetExtender IP range:

e Enter a name for the group.
e |nthe left column, select the address objects you created and click the right arrow button.

e Click OK to create the group when both objects are in the right column.

Name: [SMA and NetExtender 2 |
All Authorized Access Points « NetExtender 2 -
All Interface IP . SMA Appliance 2

All Interface IPvE Addresses
All Rogue Access Points

All Rogue Devices =
All SonicPoints -
All UD Management IP
All' WO Management [P
All WAN IP

All X0 Management IP A -

| Ready

Ok Cancel

10 On the Network > Interfaces page, verify that the assigned zone is DMZ for the interface connected to
your SMA appliance.

11 Navigate to the Firewall > Access Rules page, and select the Matrix view style.
12 Click the DMZ > LAN icon.
13 On the page that displays for DMZ to LAN, click Add.

14 In the Add Rule window, create a rule to allow access to the LAN for the address group you just created:

From DMz
To LAN
Service Port Any
Service Any

SMA 210/410 Deployment Guide
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Source The address group you just created, such as SMA and NetExtender 2.

Destination Any

Users Allowed All

Users Excluded None

Schedule Always on

Select the following e Enable Logging

check box(es) e Allow Fragmented Packets

15 Click OK to create the rule.

This completes Scenario B.

NOTE: Some gateway appliances have a default zone named SSLVPN. Do not select this zone when
configuring for the SMA appliance. The SSLVPN zone is intended for use with the more limited
SSLVPN features that are included in the firewall products.

Continue to Additional Configuration and Testing and Troubleshooting Your Remote Connection.

SMA 210/410 Deployment Guide
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Deploying SMA on the LAN

The following procedures explain how to configure your gateway appliance on the LAN:
e Connecting the SMA to the Gateway

e Configuring SMA to LAN Connectivity

Connecting the SMA to the Gateway

To connect the SMA on the LAN:
1 Connect one end of an Ethernet cable to an unused port on your LAN hub or switch.

2 Connect the other end of the Ethernet cable to the X0 port on the front of your SonicWall SMA 210/410.
The X0 Port LED lights up indicating an active connection.

3 Configure the SMA X0 IP address. Refer to Configuring the X0 IP Address for more information.

Configuring SMA to LAN Connectivity
®

NOTE: Before continuing, you must add a new SMA custom zone. Refer to Adding a New SMA Custom
Zone for more information.

In order for users to access local resources through the SMA appliance, you must configure your gateway device
to allow an outside connection through the SMA into your LAN.

To allow an SMA to LAN connection:

1 Log into your gateway appliance as an administrator and navigate to the Network > Address Objects
page.

2 Inthe Address Objects tab, click Add.

3 Inthe Add Object dialog box, create an address object for the X0 interface IP address of your SMA:

Name Name for the SMA appliance

Zone Assignment SMA

Type Host

IP Address SMA appliance X0 IP address (default 192.168.200.1)

4  Click Add to create the object. After adding, click Close.

5 Click Add again to create an address object for the NetExtender range.

SMA 210/410 Deployment Guide
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6 Inthe Add Object dialog box, create an address object for the NetExtender range, using the following

options:
Name Name for NetExtender
Zone Assignment SMA
Type Range
Starting IP Address Start of the NetExtender IP address range (default 192.168.200.100)
Ending IP Address End of the NetExtender IP address range (default 192.168.200.200)
Name: INetExtender 3 |
Zone Assignment: | SMA v |
Type: | Range v |

Starting IP Address:  |192.168.200.100 |

Ending IP Address: | 192.168.200.200 |

7 Click Add to create the object. Once added, click Close.
8 On the Network > Address Objects page, click the Address Group tab.
9 Click Add Group.

10 In the Add Address Object Group dialog box, create a group for the X0 interface IP address of your SMA
and the NetExtender IP range:

e Enter a name for the group.
e |nthe left column, select the two address objects you created and click the right arrow button.
e Click OK to create the group when both objects are in the right column.

11 Navigate to the Firewall > Access Rules page, and select the Matrix view style.

12 Click the SMA > LAN icon.

13 On the page that displays for SMA to LAN, click Add.

14 In the Add Rule window, create a rule to allow access to the LAN for the address group you just created:

From SMA

To LAN

Source Port Any

Service Any

Source The address group you just created, such as SMA to LAN.
Destination Any

Users Allowed All

Users Excluded None

Schedule Always on

Select the following  Enable Logging

check box(es) Allow Fragmented Packets

15 Click OK to create the rule.

This completes Scenario C.

SMA 210/410 Deployment Guide
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@ NOTE: Some gateway appliances have a default zone named SSLVPN. Do not select this zone when
configuring for the SMA appliance. The SSLVPN zone is intended for use with the more limited SSLVPN
features that are included in the firewall products.

Continue to Additional Configuration and Testing and Troubleshooting Your Remote Connection.
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Additional Configuration

This section describes some additional configuration settings for your SMA 210/410, depending on the
deployment scenario you selected.

Topics:

Configuring the X0 IP Address

Adding a NetExtender Client Route
Setting Your NetExtender Address Range
Adding a New SMA Custom Zone

Configuring the X0 IP Address

When deploying the SMA in any of the scenarios mentioned in Selecting a Deployment Scenario on page 3, you
need to reset the IP address of the X0 interface on the SMA to an address within the range of the new or existing
DMZ or the existing LAN subnet.

To configure the X0 IP address:

1 Connect your computer to X0 and log into the SMA appliance by navigating to

https://192.168.200.1 on your Web browser.

@ | TIP: For additional information, see the SMA 210/410 Quick Start Guide.

Navigate to the Network > Interfaces page.
In the Interfaces table, click the Configure icon for the X0 interface.

In the Interface Settings dialog box, set the IP Address to an unused address within your DMZ or LAN
subnet.

For the Subnet Mask, enter the value that matches your DMZ or LAN subnet mask, such as
255.255.255.0.

Click Accept. A warning displays that you are changing the X0 IP Address. Click OK to acknowledge.

Reset the management computer to have a static IP address in the range you just set for the X0 interface.
For example, if you set X0 to 10.1.1.10, you could set your computer to 10.1.1.20.

Log into the SMA management interface again, using the IP address you just configured for the X0
interface. For example, point your browser to https://10.1.1.10.

SMA 210/410 Deployment Guide
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https://10.1.1.10

Configuring a Default Route

Refer to the following table to correctly configure your default route for the scenario you selected.

If you are using scenario: Your upstream gateway IP address will be:

A - SMA on a New DMZ The IP address of the DMZ interface you create
B - SMA on an Existing DMZ  The existing DMZ interface IP address

C- SMA on the LAN The LAN interface IP address

To configure a default route:
1 Navigate to the Network > Routes page.

2 Enter the upstream gateway device’s IPv4 address in the Default IPv4 Gateway field or the IPv6 address
in the Default IPv6 Gateway field.

3 Select X0 as the interface and click Accept.

Network / Routes @

Default Route

Defauilt IPv4 Gateway: 10.1.1.10 |

Interface: X0 v
Default IPv6 Gateway: |
Interface: X0 v]

Adding a NetExtender Client Route

NetExtender allows remote clients to have seamless access to resources on your local network.

To configure a NetExtender client route:

1 Navigate to the NetExtender > Client Routes page.

NetExtender / Client Routes @

Tunnel All Mode: | Enabled ¥

Disabled

Enabled *
Destination IPv4 Network Delete
192.168.200.0 255.255.255.0 | 3:0
Destination IPv6 Network m Delete

No Entries

Add Client Route....

Note: The NetExtender Client Routes are passed to all NetExtender clients
and determine which private networks the remote user can access via the
SSL VPN connection.

2 To force all SMA client traffic to pass through the NetExtender tunnel, select Enabled from the Tunnel All
Mode drop-down list.

SMA 210/410 Deployment Guide
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3 Click Add Client Route.

4 Enter the network address of the trusted network to which you would like to provide access with
NetExtender in the Destination Network field. For example, if you are connecting to an existing DMZ on
the 10.1.1.0/24 subnet and you want to provide access to your LAN network on the 192.168.168.0/24
subnet, you would enter 192.168.168.0.

5 Enter the subnet mask of the destination network in the Subnet Mask/Prefix field. Continuing the
example, enter 255.255.255.0.

NetExtender / Client Routes / Add Client Route |@ Accept | |@ Cancel | @

Destination Network: | |
Subnet Mask/Prefix: | |

6 Click Accept to finish adding this client route.

Setting Your NetExtender Address Range

The NetExtender address range defines the IP address pool from which addresses will be assigned to remote
users during NetExtender sessions. The range needs to be large enough to accommodate the maximum number
of concurrent NetExtender users you wish to support.

The range should fall within the same subnet as the interface to which the SMA appliance is connected, and it
must not overlap or collide with any assigned addresses if other hosts are on the same segment as the SMA
appliance.

Determine the correct subnet based on your network scenario selection:

Scenario A 192.168.200.100 to 192.168.200.200 (default range)

Scenario B Select a range that falls within your existing DMZ subnet. For example, if your DMZ uses the
10.1.1.0/24 subnet, and you want to support up to 30 concurrent NetExtender sessions, you
could use 10.1.1.220 to 10.1.1.249.

Scenario C Select a range that falls within your existing LAN subnet. For example, if your LAN uses the
192.168.168.0/24 subnet, and you want to support up to 10 concurrent NetExtender sessions,
you could use 192.168.168.240 to 192.168.168.249.

NOTE: DHCP/DHCPvV6 is supported and can manage the IPv4 and IPv6 addresses in the LAN and the
NetExtender client address ranges.
To set your NetExtender address range:
1 Navigate to the NetExtender > Client Settings page.
2 Enter an address range in the Client Address Range Begin and Client Address Range End fields.
3 Click Accept to add the Client Address Range.

Scenario A 192.168.200.100 to 192.168.200.200 (default range)

Scenario B An unused range within your DMZ subnet.

Scenario C An unused range within your LAN subnet.

SMA 210/410 Deployment Guide
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If you do not have enough available addresses to support your desired number of concurrent NetExtender
users, you may use a new subnet for NetExtender. This condition may occur if your existing DMZ or LAN is
configured in NAT mode with a small subnet space, such as 255.255.255.224, or more commonly if your DMZ or
LAN is configured in Transparent mode and you have a limited number of public addresses from your ISP. In
either case, you may assign a new, unallocated IP range to NetExtender (such as 192.168.10.100 to
192.168.10.200) and configure a route to this range on your gateway appliance.

For example, if your current Transparent range is 67.115.118.75 through 67.115.118.80, and you wish to
support 50 concurrent NetExtender clients, configure your SMA X0 interface with an available IP address in the
Transparent range, such as 67.115.118.80, and configure your NetExtender range as 192.168.10.100 to
192.168.10.200. Then, on your gateway device, configure a static route to 192.168.10.0, using 67.115.118.80.

Adding a New SMA Custom Zone

Adding a new SMA custom zone on your gateway appliance is a necessary step in deploying your SMA appliance
using Scenarios A and C. For more information, see the following sections:

e Connecting the SMA on a New DMZ on page 6
e Deploying SMA on the LAN on page 15

To add a new SMA custom zone on the gateway appliance:
1 Loginto your gateway appliance as an administrator and navigate to the Network > Interfaces page.
2 Click the Configure icon for the interface connected to your SMA, such as X2.

3 Select Create new zone in the Zone field.

Interface "X2" Settings

[ Unassigned ¥

Zone:

The Add Zone window opens.
Enter SMA in the Name field.
Select Public from the Security Type drop-down menu.

Clear the Allow Interface Trust check box.

N o b

Select the following check boxes:
e Enable Gateway Anti-Virus Service

e Enable IPS

SMA 210/410 Deployment Guide
Additional Configuration



10
11
12

13

14

e Enable Anti-Spyware Service

General Guest Services |

General Settings

Name: SMA |

Security Type: | Public v |

[ Allow Interface Trust
] Auto-gensrate Access Rules to allow traffic between zones of the same trust level
¥ Autc-gensrate Access Rules to allow traffic to zones with lower trust level
¥ Auto-generate Access Rules to allow traffic from zones with higher trust level
¥ Aute-generate Access Rules to deny traffic from zones with lower trust level
1) Enforce Content Filtering Service
CFS Policy: !

[7) Enabls Client AV Enforcement Service

[ Enable Client CF Service

[CJ Enable SSLVPN Access

[J create Group VPN I"] Enable 5L Contral

¥ Enable Gateway Anti-Virus Service ¥ Enable 1PS

{1 Enable Anti-Spyware Serice I") Enable App Control Service
Click OK.

In the Edit Interface window again, enter the IP address for this interface in the IP Address field.

For example:
Scenario A Use an IP address in the default SMA X0 subnet (default 192.168.200.x)
Scenario C Use an IP address in the gateway LAN subnet (default 192.168.168.x)

Enter your Subnet Mask.

Optionally enter the Default Gateway, which is the WAN address of the gateway appliance.

If you want to allow management of the gateway appliance over this interface, select the desired
management options.

If you want to allow users to log in to the gateway appliance using this interface, select the desired user
login options.

Click OK to apply changes.
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Testing and Troubleshooting Your
Remote Connection

You have now configured your SonicWall gateway appliance and SMA appliance for secure remote access. This
section provides information on the following topics:

e \Verifying a User Connection from the Internet

e Firewall > Access Rules Matrix View

Verifying a User Connection from the

Internet

You can verify your connection using a remote client on the WAN.

To verify a User Connection from the Internet:

1 From a WAN connection outside of your corporate network, launch a Web browser and enter the

following:

https://<WAN_IP_address_of_gateway_device>

2  When prompted, enter the User Name and Password.

3 Select LocalDomain from the drop-down menu and click Login. The SonicWall Virtual Office screen

displays in your Web browser.

from anywhere on the Internet.
resolrce,

k access.
NetExtender @
V| Disconnected
ot Click to connect

Show baokmarks: Al v

A New Bookmark i)
Create a new bookmark

& rdweb-2012 2) (%
Secure Weh (HTTPS)

Welcome to the SonicWALL Virtual Office
SonicWALL's Virtual Office provides easy and secure remote access to the corporate network

Click a pre-defined bookmark or create your own to securely access a corporate network

Launch NetExtender to create a secure network connection to the corporate network for full

File Shares @
Browess shared files on your comporate
network.
I:} Hide Edit Controls
& 10.0.61.62 2 (%)
Terminal Services (RDP)
& Test Bookmark 2) (%
Test Area

Tips/Help

What is NetExtender?
NetExtender creates a secure network
connection, allows you to access network
resources (servers and websites) as if you
were on the local network.

What is File Shares?
File Shares allows you to remotely access
files in the local network. You can also
copy files from your remote computer to
the local network.

How can I add more bookmarks?
Click "Show Edit Controls” (above the
bookmark table, toward the right-hand
side), then click "New Bookmark". If either
of these options are missing, your
administrator may not have given you
permission to add bookmarks.

How can I change my password?
Click "Options" at the top of this page.

Search Help Q

4 Click NetExtender to start the NetExtender client installation.

5 If prompted, click Install to complete the client installation.
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6 Ping a host on your corporate LAN to verify your remote connection.

You have now successfully set up your SMA appliance.

@ NOTE: It is easier for remote users to access the SMA appliance using a fully qualified domain name
(FQDN) rather than an IP address. It is recommended that you create a DNS record to allow for FQDN
access to your SMA appliance. If you do not manage your own public DNS servers, contact your ISP for

assistance.

Firewall > Access Rules Matrix View

If the SMA zone does not appear in the Firewall > Access Rules matrix view, verify that it is selected as the zone

for the gateway interface connected to the SMA appliance.

To ensure the SMA zone displays in the matrix view:

1 Inthe administrative interface of your SonicWall appliance, navigate to the Network > Interfaces page.

2 Click the Configure icon for X2 or the port you assigned as the SMA zone.

network | Interfaces
a Accept Show PortShield Interfaces
Interface Settings view IP Version: @ 1pa (1ps 4]
Name Zone Group IP Address Subnet Mask  IP Assignment Status Comment Configure
%0 LAN 192.168.166.168 255.255.255.0 Static 1Gbps Full o c it Lan
Duplex
DHCP 1 Gbps Full
x1 WAN Default LE Group 0.0.0.0 0.0.0.0 Renew Duplox Default WAN
x SMA 192.168.200.2  255.255.255.0 Static 1 Gbps Full
e . Duplex
) 1300 Mbps
wo WLAN 172.16.31.1 255.255.255.0 Stat Default WLAN
e Half Duplex au
Add Interface: | —Select Interface Type— ¥ | PortShield Wizard

3 Select SMA as the Zone from the drop-down list.

General Advanced

Interface "X2" Settings

Zone: SMA T

Unassigned
Mode / IP Assignment: Create new zone..

LAN
IP Address: WAN
Subnst Mask: DMz

WLAN
Default Gataway (Optona)
Comment: | |
Management: O Hrres O ping O snmp O ssH
Lser Login: st O HrTPS

Add rule to enable redirect from HTTP to HTTPS
4  Click OK.

SMA 210/410 Deployment Guide
Testing and Troubleshooting Your Remote Connection




7

SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation
View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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End User Product Agreement
To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/en-us/legal/license-agreements.

Open Source Code

SonicWall is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL when applicable
per license requirements. To obtain a complete machine-readable copy, send your written requests, along with certified check or money
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