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Regional Tech Support and Contact Information

Regional Tech Support and Contact Information

Visit blackbox.com/discover-bb/global-presence for regional technical support and contact information.
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FCC and IC RFI Statements

Federal Communications Commission and Industry Canada Radio Frequency Interference Statements

This equipment generates, uses, and can radiate radio-frequency energy, and if not installed and used properly, that is, in strict
accordance with the manufacturer’s instructions, may cause interference to radio communication. It has been tested and found
to comply with the limits for a Class A computing device in accordance with the specifications in Subpart B of Part 15 of FCC
rules, which are designed to provide reasonable protection against such interference when the equipment is operated in a
commercial environment. Operation of this equipment in a residential area is likely to cause interference, in which case the user
at his own expense will be required to take whatever measures may be necessary to correct the interference.

Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to
operate the equipment.

This digital apparatus does not exceed the Class A limits for radio noise emission from digital apparatus set out in the Radio
Interference Regulation of Industry Canada.

Le présent appareil numérique német pas de bruits radioélectriques dépassant les limites applicables aux appareils
numeérigues de la classe A prescrites dans le Reglement sur le brouillage radioélectrique publié par Industrie Canada.
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NOM Statement

Instrucciones de Seguridad
(Normas Oficiales Mexicanas Electrical Safety Statement)
1. Todas las instrucciones de seguridad y operacion deberan ser leidas antes de que el aparato eléctrico sea operado.

2. Las instrucciones de seguridad y operacion deberdn ser guardadas para referencia futura.

3. Todas las advertencias en el aparato eléctrico y en sus instrucciones de operacion deben ser respetadas.
4. Todas las instrucciones de operacion y uso deben ser seguidas.
5

. El aparato eléctrico no debera ser usado cerca del agua—por ejemplo, cerca de la tina de bafio, lavabo, sétano mojado o
cerca de una alberca, etc.

6. El aparato eléctrico debe ser usado Unicamente con carritos o pedestales que sean recomendados por el fabricante.
7. El aparato eléctrico debe ser montado a la pared o al techo sélo como sea recomendado por el fabricante.

8. Servicio—El usuario no debe intentar dar servicio al equipo eléctrico mas alla a lo descrito en las instrucciones de operacion.
Todo otro servicio debera ser referido a personal de servicio calificado.

9. El aparato eléctrico debe ser situado de tal manera que su posicion no interfiera su uso. La colocacion del aparato eléctrico
sobre una cama, sofg, alfombra o superficie similar puede bloquea la ventilacion, no se debe colocar en libreros o gabinetes
que impidan el flujo de aire por los orificios de ventilacion.

10. El equipo eléctrico deber ser situado fuera del alcance de fuentes de calor como radiadores, registros de calor, estufas u
otros aparatos (incluyendo amplificadores) que producen calor.

11. El aparato eléctrico debera ser connectado a una fuente de poder solo del tipo descrito en el instructivo de operacion, o
como se indique en el aparato.

12. Precaucion debe ser tomada de tal manera que la tierra fisica y la polarizacion del equipo no sea eliminada.

13. Los cables de la fuente de poder deben ser guiados de tal manera que no sean pisados ni pellizcados por objetos coloca-
dos sobre o contra ellos, poniendo particular atencion a los contactos y receptaculos donde salen del aparato.

14. El equipo eléctrico debe ser limpiado unicamente de acuerdo a las recomendaciones del fabricante.

15. En caso de existir, una antena externa debera ser localizada lejos de las lineas de energia.

16. El cable de corriente debera ser desconectado del cuando el equipo no sea usado por un largo periodo de tiempo.

17. Cuidado debe ser tomado de tal manera que objectos liquidos no sean derramados sobre la cubierta u orificios de venti-
lacion.

18. SerV|C|o por personal calificado debera ser provisto cuando:

El cable de poder o el contacto ha sido dafiado; u

Objectos han caido o liquido ha sido derramado dentro del aparato; o

El aparato ha sido expuesto a la lluvia; o

El aparato parece no operar normalmente o muestra un cambio en su desempeno; o
El aparato ha sido tirado o su cubierta ha sido dafiada.

moow >
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Disclaimer

Disclaimer:

Black Box Network Services shall not be liable for damages of any kind, including, but not limited to, punitive, consequential or
cost of cover damages, resulting from any errors in the product information or specifications set forth in this document and
Black Box Network Services may revise this document at any time without notice.
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Chapter 1: Specifications

1. Specifications

Product code  CB-TOUCH7-T CB-TOUCH10-T
Display size 7" (177.8 mm) diagonal 10.1" (256.5mm) diagonal
Display type IPS transmissive color active matrix TFT LCD with LED backlight
Resolution 1280 x 800 pixels
Viewing angle +80° horizontal, +80° vertical
Touch overlay Projected capacitive, edge-to-edge glass
Sensors Light and proximity
Audio Microphone and speakers
Memory 2 GB RAM, 16GB NAND Flash
Network Wired 10/100/1000BaseT Ethernet
Power supply PoE, IEEE 802.3af/Class 0
Enclosure Aluminium, glass
Integrated tabletop stand
Dimensions 45"x7.8"x3.8"(115x 199 x 97 mm) 6.1"x10.6"x 4.8" (155 x 268 x 121 mm)
Weight 1.81b. (0.8 kq) 2.91b. (1.31 kg)

Page 8 LEARN MORE | blackbox.com



Chapter 2: Overview

2. Overview

2.1 Introduction

The ControlBridge® Wired Touch Panels models include 7" and 10" screen sizes. Both models provide multimedia
integration, lighting automation, security monitoring, entertainment integration, and meeting and presentation control. The
active matrix touch screen display supports 1280 x 800 pixels resolution for 7" and 10" screen sizes. Both models produce
stunning, true-color images. A wired Ethernet connection provides easy network integration. The touch panels are equipped
with Power over Ethernet (PoE)—technology enabling an Ethernet network cable to deliver both data and power. Fully
compatible with ControlBridge controllers, these touch panels provide the ultimate one-touch solution for meeting rooms,
conference rooms, boardrooms, and high-tech homes.

Table 2-1. Available models.

Product Code Description
CB-TOUCH7-T Wired tabletop touch panel 7"
CB-TOUCH10-T  Wired tabletop touch panel 10"

2.2 Features

Wired tabletop and built-in touch panels

7" and 10" active matrix touch screen displays

Resolution: 1280 x 800 pixels for 7" and 10"

Colors: 32-bit (True-Color), transparency 8-bit Alpha blending

Wired Ethernet communication

Power over Ethernet power supply

Built-in microphone and speakers

Built-in light and proximity sensors

Real time clock (RTC) for scheduling applications

Aluminium enclosure and aluminium front panel for built-in models
Bi-directional control of any IP enabled products through Ethernet port
Web server and Admin Control Panel for setup through a standard web browser
Programmable

NOTE: CB-TOUCH-T panels must be programmed using the ControlBridge Builder software.
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Chapter 2: Overview

2.3 What's Included

PoE Adapter

Ethernet cable

Power cable

Cleaning tissue

Declaration of Conformity
ControlBridge® System Connector

Wiring

2.4 Hardware Description

Table 2-2. Package contents.

CB-TOUCH7-T CB-TOUCH10-T
1 1
1 1
1 1
1 1
1 1
1 1

2.4.1 ControlBridge 7" Wired Desktop Touch Panel (CB-TOUCH7-T)

199 mm

97 mm

L gl ¢
Microphone

Proximity sensor transmitter

Light sensor

Proximity sensor receiver

115 mm

LCD display

BLACK B&X

El%l

with touch sensor /—\ Network connector
l — \ Integrated tabletop stand
Speakers Button System Default

Figure 2-1. CB-TOUCH7-T.
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Chapter 2: Overview

2.4.2 ControlBridge 10" Wired Desktop Touch Panel (CB-TOUCH10-T)

268 mm 121 mm

- [ - >
Front view Microphone Side view
A
o
Proximity sensor transmitter LED indicators
3 B Light sensor LCD display
a with touch sensor
Proximity sensor receiver
] Metwork connector
@ BLACK BOX )
v | [ Integrated tabletop stand
Speakers System Default button
Figure 2-2.CB-TOUCH10-T.
Table 2-3. CB-TOUCH7-T and CB-TOUCH10-T components.
Component Description
Microphone The microphone is for future use. The functionality depends upon a firmware revision.

Proximity sensor
Light Sensor
Touch-screen display
Speakers

System Default Button

Network Connector

The motion sensor resumes the touch panel from Backlight Saver mode. Enable or disable this
function using the On-Screen Display or the Admin Control Panel.

The light sensor automatically adjusts the display backlight according to the ambient light level.
This function must be enabled using the On-Screen Display or the Admin Control Panel.

The touch-screen display includes an active matrix color LCD and a resistive touch membrane
overlay.

Use the built-in stereo speakers to play sounds stored in the touch panels.

When you press this button, the system resets to factory default settings. For details, see the
Factory Default and System Default chapter. You will need to use a thin screwdriver to press this
button.

The 10/100/1000BASE-T LAN is a standard network connection equipped with Power over
Ethernet (PoE) using a RJ-45 connector. For more details, see the Connection chapter.
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Chapter 3: Installation

3. Installation

3.1 Mounting

Desktop models can be placed on any flat surface.

To install:

1. Prepare the proper bushing for the cable including a standard connector. The bushing should have a minimum diameter
of approximately 20 mm for the Ethernet connector.

2. Install the network cable as shown in Figure 3-1, and connect the network connector.

) — Network cable

g

‘> e N\

/

Network connector

Figure 3-1. Connecting the ControlBridge® Wired Touch Panel to the network.

3. Place the touch panel on a table.

3.2 Cleaning the Touch Panel

Clean the touch panel screen overlay after each day's use.

Items required for cleaning:
Two clean, soft texture cloths (cotton).
Spray bottle of cleaning solution without alcohol (window cleaner).

Special cleaning solution for aluminum parts.

To clean the touch panel:

1. Turn the touch panel off.

2. Spray a small amount of the cleaning solution onto one of the cloths.
3. Clean the touch panel overlay with the damp cloth.

4. Wipe the touch panel overlay with the dry cloth.
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Chapter 3: Installation

3.3 Connection

3.3.1 Ethernet

The standard 10/100/1000BASE-T LAN uses an RJ-45 connector. It does not autosense polarity, which means it does

not recognize straight-through cable or cross-over cable. To connect directly to the PC, you must use cross-over cable; to
connect directly to an Ethernet switch, use straight-through cable. The length of the Ethernet cable that connects the touch
panel to the network must not exceed 328 feet (100 meters).

Power over Ethernet (PoE) integrates data and power on the same wires. It keeps the structured cabling safe, and it does
not interfere with concurrent network operation.

Power over Ethernet needs compatible Ethernet switches or injectors. You can order these from Black Box or another
equipment manufacturer.

Power over Ethernet is fully compatible with:

- [EEE 802.3af (PoE) standard for 7" and 10" models

Ethernet without PoE Infrastructure

Power supply

PoE Adapter Ethernet
CIRRC]

Ethernet cable Ethernet cable

Figure 3-2. Installing the ControlBridge® Touch Panel in an environment without PoE infrastructure.

Ethernet with PoE Infrastructure

Ethernet
with PoE

Ethernet cable

Figure 3-3. Installing the ControlBridge Touch Panel in an environment with PoE infrastructure.
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Chapter 3: Installation

Table 3-1. PoE/PoE+ connector pinout.

RJ-45 Pin Signal

TX_D1+ and PoE

TX_D1-and PokE
RX_D2+ and PoE

PoE +/-48V
RX-D2- and PoE

PoE Common

O N Oy o~ WwN =

3.3.2 Direct PC Connection

CATS5 Cable Color
White / Orange
Orange

White / Green
Blue

White / Blue
Green

White / Brown
Brown

The touch panel models are equipped with a PoE power supply. That means one CATx cable is used for both power supply

and for data.

Use:

- PoE Adapter

To establish a connection:

1. Attach one end of an RJ-45 Ethernet straight-through cable to the LAN port on the ControlBridge® touch panel, and

attach the other end of this cable to the OUT port of a PoE Adapter.

2. Attach one end of an RJ-45 Ethernet straight-through cable to the IN port of the PoE Adapter, and attach the other end

of this cable to the LAN port of your computer.
3. Attach the power supply to the PoE adapter.

Power supply

PoE Adapter

Ethernet cable straight-through Ethernet cable crossed-over

Figure 3-4. Direction PC connection.
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Chapter 4. Windows Local Area Network Settings

4. Windows Local Network Settings

For Windows®:
1. Start Windows 10 or 11.
2. Enter Network Connections in the search bar.

3. Right-click on the network adapter used to connect to the touch panel.

E" Network Connections

=2 a X
I E' <« Metwork and Internet » MNetwork Connections w [ Search Network Connections 0@
Organize = = - [ o
L:. Ell:te?cﬁl:efte:rmk e L:,‘! Et:i:r:i:tf‘iletl network L:‘! ‘I;‘g:\l_:lai
K B Bluetooth Device (Personal Area ... @ Realtek PCle GbE Family Controller iﬁﬂ Realtek 8822CE Wireless LAN 802....
3 items

I
[

Figure 4-1. Network Connections screen
4. Select Properties.

5. Select Internet Protocol (TCP/IP). Then click on the Properties button.

6. Select the Use the following IP address option. Set the IP address to 192.168.1.1 (or another address different from

192.168.1.127 and from 192.168.1.128) and the Subnet mask to 255.255.255.0. Leave other options unchanged. Then click
on the OK button.

Internet Protocol Version 4 (TCP/IPv4) Properties x

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
0 Use the following IP address:

IP address: |192.168. 1 . 1
Subnet mask: [ 255 . 255,255, 0
Default gateway: [ = : ;

Obtain DNS server address automatically
10 Use the following DNS server addresses:
Preferred DNS server: | 2 : ; |

Alternate DNS server: | , . .

[ validate settings upon exit Advaticets.

QK Caneel

Figure 4-2. IPv4 Properties screen.
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Chapter 4: Windows Local Area Network Settings

','3 Ethernet 2 Properties
Metworking  Sharing

Connect using:
@ Realtek PCle GbE Family Controller

This connection uses the following items:

3 Client for Microsoft Networks

"If- File and Printer Sharing for Microsoft Networks
005 Packet Scheduler

N Intemet Protocol Version 4 (TCP/1Pvd)
. Microsoft Network Adapter Multiplexor Protocol
. Microsoft LLDP Protocol Driver

& Intemet Protocal Version & (TCP/IPvE)

REOKERE

Install.. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

Figure 4-3. Properites screen.
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Chapter 5: Download the User Application

5. Download the User Application

5.1 Overview

A user control application is dedicated to control, and it is programmed by ControlBridge® Builder programming tools.

5.2 Using ControlBridge Builder

To use the ControlBridge Builder:

1.
2.
3.

Connect the touch panel to your computer as described in the PC Connection chapter.
Run ControlBridge Builder on your PC.

Open the appropriate project in ControlBridge Builder. Confirm that the touch panel is properly connected and
configured.

Use the Final button on the tool bar to open the Upload and Export Application dialog box.

e Final Button
[ Upload Button
B o i ] _'
e °x|

Figure 5-1. Upload and Export Application dialog box.

5. Verify that your touch panel is checked.

6.
7.

Use the Upload button to start the application upload.

If touch panel firmware isn't installed, it will be uploaded automatically. Then the application upload will finish.
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Chapter 5: Download the User Application

5.3 Using Admin Control Panel

To use the Admin Control Panel:

1. Connect the touch panel to your computer as described in the PC Connection chapter.

2. Run ControlBridge® Builder on your PC.

3. Open the appropriate project in ControlBridge Builder. Confirm that the touch panel is properly connected and configured.
4

Use the Final tool bar button to open the Upload and Export Application dialog box.

Final Button

Export As Application Files ...

Figure 5-2. Admin Control Panel screen.

5. Verify that your touch panel is checked.
6. Use the Export All... button to export the application and store it in the file *.cvca.

7. Open an Internet browser on your PC. Then type in the same touch panel IP address that you see in the ControlBridge
Builder project, window Properties/IP address.

8. Go to the System page and check the current firmware version. If there is no actual firmware version in touch panel, upload
the firmware version that corresponds to the firmware version in the ControlBridge Builder project.

9. Go tothe Applications page and upload the application file *.cvca.

10. To start the uploaded application, press the Start button.
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Chapter 6: Factory Default and System Default Settings

6. Factory Default and System Default Settings

Every device shipped from the factory is set according to Factory Default column in Table 6-1.

When you press the System Default button, the system default function is performed according to the System Default
column in Table 6-1. This enables you to regain connection to the touch panel in case you lose the password or do not know
the IP settings.

Table 6-1. Factory default and system default settings.

Factory Default System Default

Configuration  Identification  Name Empty Not changed
IP settings Host name Empty Not changed
IP address 192.168.1.128 192.168.1.128
Subnet mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
DNS Primary DNS server Empty Not changed
Secondary DNS server  Empty Not changed
Date and time Date and Time Day, month, year Real Not changed
Hour, minute, second  Real Not changed
Time zone (GMT+1:00 CET/CEST  Not changed
Belgrade, ..., Prague)
Internet clock  Use Internet clock Not Not changed
Primary NTP server Empty Not changed
Secondary NTP server  Empty Not changed
Applications Empty Not changed
File storage Empty Not changed
System Firmware Current version Not changed
Password Empty Empty

LEARN MORE |

blackbox.com

Page 19



Chapter 7: On-Screen Display

7. 0n-Screen Display

7.1 Access On Screen Display

The multifunctional button located on front panel shows the On-Screen Display. The startup menu is displayed
automatically if no application is running.

7.2 Startup Menu

Application On Screen Display

e EEE—

Figure 7-1. Startup Menu.
Press the Application button to download the application.

Press the On Screen Display button to launch the Settings menu described in Section 7.3 below:

7.3 Settings

Status  IPSettings | DatefTime Apolications Fyit

P . s e

Cicainsion S i

e .. T e

| MoiionSensoree B TR |

Figure 7-2. Settings menu.

The Backlight Saver automatically switches off the display backlight. Set the time in minutes, using the - and + buttons.
Time set to 0 indicates that Backlight Saver is disabled.

LCD Backlight sets the display's backlight level.
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Chapter 7: On-Screen Display

If Adaptive Brightness is set to Yes, the light sensor automatically adjusts the display backlight according to the ambient
light level.

If Motion Sensor is set to Yes, the motion sensor automatically resumes touch panel operation from Backlight Saver mode.

7.4 Status

1P Settings | Date/Time  Anofications Fyit

Figure 7-3. Status screen.

This page shows the touch panel's current status.

7.5 IP Settings

Settnos | Status NateMime  Apnfications

Figure 7-4. IP settings screen.

Use this page to set the touch panel's communication parameters. The touch panel uses standard internet protocol (IP)
communication parameters, and you can reset certain parameters.

On start up, this page will display the current IP address. Record this address information (and any changes you elect to
make to the IP address, subnet mask, or default gateway). Enter this information into the ControlBridge® Builder program
written for your specific application. For control systems with more than one unit, a unique IP address must be given to each
ControlBridge unit.

Select the appropriate field using the Edit button. Then use the numeric keypad.
Press the Apply button to confirm and apply the changes.
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Chapter 7: On-Screen Display

7.6 Date/Time

Figure 7-5. Date/Time screen.

Use this page to set the Date/Time parameters.
You can set the current date and time. Select appropriate field using the Edit button. Then use the numeric keypad.

Select the time zone from the drop-down box.

The rest of the page is used for to synchronize the ControlBridge® Unit's date and time with an internet clock. Select Yes to
Use Internet clock. Next, enter the IP addresses (or complete address name) of the primary and secondary NTP servers.

7.7 Applications

Figure 7-6. Applications screen.

Use this screen to select, start, and stop uploaded applications. All uploaded applications are listed on this page.

Select the application and press the Start button. A “running flag” denotes the active application. The active application
starts automatically after you switch on the unit. You can stop the running application by pressing the Stop button.

Files are uploaded from a personal computer to the touch panel using ControlBridge Builder software or using the Admin
Control Panel.
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Chapter 7: On-Screen Display

7.8 Exit

Status P Settinos | Date/Time | Applications| Calbration

CB-TOUCH7-T CB-TOUCH7-T.R01.000001
6.10h (Jul 30, 2015)

Figure 7-7. Exit screen.
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Chapter 8: Admin Control Panel

8. Admin Control Panel

8.1 Login

Open an Internet browser on your PC and type in the touch panel's IP address. (The factory default IP address is
192.168.1.128.)

The default password is empty.

= .
IBridge LOgI n
iquration | Password [N | -
2d time

Figure 8-1. Login screen.

NOTE: This screen isn't displayed if the password is empty (factory default status).

If the password isn't empty, you have to log in first to use these web pages with your ControlBridge® Unit.

Enter your password into the Password box. Then press the Login button to enter the ControlBridge Unit's web pages.

NOTE: The password is case-sensitive. To change the password, use the Password menu after you are logged in.

8.2 Configuration

8.2.1 Identification

Every unit can be identified by a unique Magic name. Magic names are most useful in applications requiring more than one
unit or when a unit obtains an IP address from a DHCP server. This enables programmers and installers to reference units

with logical, user-friendly names, such as "boardroom” or “lobby.”
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Chapter 8: Admin Control Panel

Steps:
Select Configuration from the menu on the left side of the screen.
The Configuration menu opens with the Identification tab selected and the following screen displayed:

Configuration

BLACK BOX

Figure 8-2. Configuration Identification.

+ You can change the "Magic name." "Magic name" is a unique name of a unit used in communication between
reservation suite units. There is usually no need to change the factory-set name. If you need to change it, however, you
must ensure that the new name is unique in the specific local network.

The Host name is also automatically derived from the magic name to match the syntax rules for the host name and
DNS.

The host name and DNS suffix are displayed under the magic name.

+  Entering site identification is optional. It can be used to provide more information about where the unit is installed.
Press the Apply button to confirm and apply the changes.

8.2.2 Web

Select the Web tab at the top of the screen. This allows you to choose the level of security for the admin Web page.

BLACK BOX

Figure 8-3.Web configuration.
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Chapter 8: Admin Control Panel

In the Web Access field you can enable the following options:
Unsecured HTTP access (port 80)
+ Secure HTTPS access (port 443) using the "HTTP & HTTPS.".
If you choose HTTPS only, websites will only be accessible through secure HTTPS.
For HTTPS access, a self-signed certificate named "CUE unit (default built-in certificate)" is installed by default.

At present, self-signed certificates are not considered secure. Therefore, you can use your own certificates for the HTTPS
admin web server in this unit. Certificate, private key, and intermediate certificate in PEM format are supported. You can
upload certificates on the page Certificates.

Then, in the field Certificate, select the certificate used for HTTPS access to the Admin Web pages.

In the checkbox Enable HSTS you can enable HTTP Strict Transport Security (HSTS) web security policy mechanism. HSTS
is disabled by default. Web access must be set to HTTPS only for the functioning of the mechanism.

Press the Apply button to confirm and apply the changes.

8.3 IP Settings

=% Configuration

Configuration Identification IP settings

Physical address (MAC): 00:1E-COFES762
Current IP address: 192.168.1.128
Current subnet mask: 255.255.255.0
Current default gateway: 192.168.1.1
Current primary DNS server:

Current secondary DNS server:

B yse DHCP to obtain IP address

1P address: 192.168.1.128
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Primary DNS server:

Secondary DNS server:

<>BLACK BOX

www_blackbox.com

Figure 8-3. Configuration screen.

This page is used for establishing the communication parameters for your ControlBridge® Unit.

The ControlBridge Unit uses standard internet protocol (IP) communication parameters. Certain parameters can be

reset by the user. On start up, this page will display the ControlBridge Unit's given Physical address (MAC) and Current IP
address. Record this addressing information (and any changes you elect to make to the IP address, subnet mask, or default
gateway). This information must be entered into the ControlBridge Builder program written for your specific application. For
control systems with more than one ControlBridge Units, a unique IP address must be given to each ControlBridge Unit.

Some control systems are “standalone” and not part of a larger network. For such “stand alone” systems, the Host name
is optional. For control systems that are connected to a larger network, however, obtain the Host name from the network
administrator, and enter it into the corresponding box. DHCP is not supported in this release.

Press the Apply button to confirm and apply the changes.
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8.4 Network

Select Network from the menu on the left side of the screen.

The Network menu opens to the Network tab and displays the “Connected via ethernet” status message.

sasten INGEWOrK

-

[ —
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Figure 8-4. Network screen.

8.51Pv4

The IPv4 menu page is used for establishing the unit's communication parameters. The unit uses standard internet protocol
(IP) communication parameters. Certain parameters can be reset by the user.

On start-up, this page will display the unit's:
Physical address (MAC)
Current IP address
Current subnet Mask
Current default gateway
+ Current DNS server

Current secondary DNS Server.

Record this address information (and any changes you make to the IP address, subnet mask, default gateway, or primary
and secondary DNS server).

Network

~

BLACK BOX

Figure 8-5. iPv4 screen.
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The current settings are displayed in the upper part of the page.

By selecting the checkbox Use DHCP to obtain IP address, you enable automatic assignment of an IP address and DNS
server through the DHCP server.

If you do not enable the automatic assignment of DNS server addresses, you need to set them in the fields: Primary
DNS server or Secondary DNS server.

You can also enter the IP address, the subnet mask, and the default gateway, as well as the primary and secondary
server DNS of your network.

If the assignment of IP address through DHCP is enabled, the entered setting of the IP address, mask, etc. is taken as
alternate configuration, for example, the configuration used in case the DHCP server is not available. If you are not using
DHCP to assign the IP address, all items (IP address, subnet mask, default gateway, and the primary and secondary DNS
servers) have to be set for your network.

Press the Apply button to confirm and apply the changes.

In changing the IP settings, you need to reset the CB-TOUCH unit. Confirm the changes in the setup by pressing the Yes
button on the next page. This will also initiate the reset.

8.6 IPv6
The IPv6 options are OFF and AUTO.
The physical address (MAC) of the unit is also shown.

snagen IINSEWOrk

Network £ e

e setp: on
Physicl address OUAC: 04916281 D757

Network
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Figure 8-6. iPv6 screen.

8.7 802.1X

In the Authentication type field select the required authentication method or Disabled if 802.1X is not used. This setting
must be made for all units in the system.

The Authentication Type options are:
Disabled
MD5
EAP-TLS.
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Network

BLACK BOX

Figure 8-7. Network screen.

If you are using MD5 authentication, enter:
"Device identity"

Password for MD5 authentication.

If you are using EAP-TLS authentication using a certificate, enter:
"Device identity".

Select the certificate used for authentication. The certificate can be uploaded on the Certificates page. The following
certificate types are supported: PKCS #12 and x509 (PEM, DER).

Press the Apply button to confirm and apply the changes.

8.8 Proxy

If the proxy server is mandatory to access HTTPS servers on your network, select the Proxy tab via the horizontal menu.

BLACK BOX

Figure 8-8. Network proxy screen.

Enter the proxy server's Address and Port.
If the proxy server requires authentication, enter the proxy server's Login and Password credentials.
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Press the Apply button to confirm and apply the changes. This setting must be made for all units of the reservation
system.

If your proxy server first decrypts secure communication with remote servers and re-encrypts it with its certificate after
checking, you must upload the root certificate of the trusted CA that signed the proxy server certificate to the User's trusted
CA list on the Certificates page.

8.9 Current Date and Time
Select Date and time from the menu on the left side of the screen.

Date and time

[rpn——

BLACK BOX

Figure 8-9. Date and time screen.
The menu opens with the Current date and time tab selected.
You can update the date and time using the available fields:
- Day/month/year

+  Hour minute second.

Press the Apply button to confirm and apply the changes.

8.10 Time Zone
To set the time zone, select the Time zone tab.

Date and time

BLACK BOX

Figure 8-10. Time zone screen.
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The Time zone box can be selected to enter changes to the time zone.
Press the Apply button to confirm and apply the changes.

8.11 Internet Clock
To use Internet Time Servers, select the Internet Clock tab.

This page is used for the synchronization of the unit date and time with an internet clock. Begin by selecting the check box
for Use Internet clock. Next, enter the IP addresses (or complete address names) of the primary and secondary NTP
servers. Use the Primary NTP server and Secondary NTP server boxes for this purpose.

affe

BLACK BOX

Figure 8-11. Internet clock screen.

Here you can change the names or IP addresses of the primary NTP server and the secondary NTP server. The default
setting of the servers is "time.nist.gov" and "tak.cesnet.cz".
Press the Apply button to confirm and apply the changes.

The reservation unit requires automatic synchronization of its clock with the internet time (NTP) servers.

8.12 Applications
This page is used for uploading compiled ControlBridge® Builder programs to your CB-TOUCH unit.

Select Applications from the menu on the left side of the screen.

Applications
N T S

TR ———
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Figure 8-12. Applications screen.
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All uploaded applications are listed on this page, along with their file properties: file name/file size/date.

The CB-TOUCH unit's unused free space is shown at the bottom of this page. CB-TOUCH also permits other service
functions, such as deleting files, downloading programs back to a personal computer, and starting/stopping specific
applications.

A "running flag” denotes the active application. The running application can be stopped via the Start/Stop button.
Likewise, a stopped application can be restarted with the Start/Stop button.

Files are uploaded from a personal computer to the CB-TOUCH unit by selecting the desired application program and then
pressing the Upload button. Files are downloaded from the CB-TOUCH unit to a personal computer by clicking on the File
name. Files are easily deleted with the Delete button. The Total stop button stops a running application. The application will
not be automatically started after reset.

8.13 Licenses
Select Licenses from the menu on the left side of the screen.

License keys to enable additional CB-TOUCH functions can be entered here.

Currently enabled Licenses will be shown.

Licenses

BLACK BOX

Figure 8-13. Licenses screen.

8.14 File Storage

The CB-TOUCH unit's memory can be used for auxiliary file storage. This allows you to store presets, archive electronic
manuals, pdf files, and other support documentation.
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BLACK BOX

Figure 8-14. File storage screen.
A list of existing files, folders, and their properties is shown. To delete a file or a folder, press the Delete button on the
corresponding line. To delete all files and folders from the current folder, press the Delete All button.

To create a new folder, enter a name for the new folder, and press the Create button. To upload a file, select the desired file,
and then press the Upload button.

Note: Files are automatically compressed for the CB-TOUCH unit's internal file system. Accordingly, the size of your
uncompressed file before restoring may not match the decrease of free space shown on the CB-TOUCH unit.

815 SMTP
Select E-mail from the menu on the left side of the screen.

The E-mail menu opens to the SMTP tab. This page is used for setting the parameters of the SMTP server. Set a name or an
address and the port of your SMTP server.

BLACK BOX

Figure 8-15. E-mail SMTP screen.

8.16 Email Addresses
Select Select the E-mail addresses tab.

This page is used for setting parameters of e-mail parameters and recipients' addresses.
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BLACK BOX

Figure 8-16. Email Addresses screen.

817 FTP
Select FTP from the menu on the left side of the screen.

BLACK BOX

Figure 8-17. FTP screen.

8.18 Certificates
Select Certificates from the menu on the left side of the screen.

The Certificates menu opens to the Certifications tab.
Here you can manage certificates for secure unit communication.

You can use the certificates inserted in this way for the secure connection using 802.1X protocol and as the SSL certificate
for the Web Admin pages. Certificate settings for this purpose are performed on the "Configuration/802.1X" and
"Configuration/Web" pages.

On this page, you can manage the certificates required for the secure operation of the reservation system. This setting must
be made for all units in the system.
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Certificates

BLACK BOX

Figure 8-18. Certificates screen.

8.19 System Trusted CA
Select the System Trusted CA tab.

On this tab, you can view a list of trusted public root certificate authorities that are built into the firmware.

This list is read-only, and it is regularly updated in newer firmware versions.

a2 ar

Figure 8-19. Systems Trusted CA screen.

8.20 Users Trusted CA
Select the Users Trusted CA tab.

On the User's trusted CA tab, you can upload the certificate of your own trusted certification authority to the unit. If you
need to access HTTPS services from servers that do not have a certificate signed by the authorities embedded into the
firmware and you need to verify these servers' certificates, you can use this page to upload the certificates of your own
trusted root certification authorities.

This can be useful, for example, if you use a proxy server that re-encrypts the data using a custom certificate that is signed
by your own certification authority. Further details are described in Section 8.8: Proxy.

The trusted root CA certificate must be in PEM format.
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srarex PCErtificates
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Figure 8-20. Users Trusted CA screen.

8.21 Users
Select Users from the menu on the left side of the screen.

The page lists all existing users in the unit, and it allows you to add and remove users. There are two types of users: admin
and user.

The admin user has full access to all of the unit's websites.
A user type user only has access to the websites that are part of the ControlBridge® application.

The admin user type exists in the unit automatically, and it has a fixed name: administrator. Users of type admin cannot be
added or deleted. A password can be set for the admin user.

A maximum of 10 users can exist on the unit. This includes the Admin accounts. A user can be created using the New user
form and pressing Create. To delete a user, use the Delete button. To change a user's password, use the Edit button.

BLACK BOX

Figure 8-21. Users screen.
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8.22 Settings
Select Settings from the menu on the left side of the screen.
The Settings menu opens to the Settings tab. This tab allows you to change the display settings listed below:

Backlight saver (in minutes)
LCD Backlight intensity (0-100)
Adaptive brightness (On/Off)
Motion sensor (Yes/No)

Settings

setogs

Backightsaver (rintes)
LCD backdght 0-100%

BLACK BOX

Figure 8-22. Settings screen.

The Backlight Saver will switch off automatically and display the backlight. Time can be set in minutes. Time set to 0 means
that Backlight Saver is disabled.

LCD Backlight sets the display's backlight level.

If Adaptive Brightness is set to Yes, the light sensor automatically adjusts the display backlight according to the ambient
light level.

If Motion Sensor is set to Yes, the Motion Sensor resumes the touch panel from Backlight Saver mode automatically.

8.23 On Screen Display
Select the On Screen Display tab.
There are two On Screen display Mode options: Basic and Advanced.
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If basic mode is selected, each option below is individually set. In Advanced mode, all options are enabled.

Settings

BLACK BOX'

Figure 8-23. On Screen Display screen.

8.24 Firmware
Select System from the menu on the left side of the screen. The System menu opens to the Firmware tab.

BLACK BOX

Figure 8-24. Firmware screen.

If your computer network is connected to the internet, you can check for new firmware by pressing the Check for new
firmware button.

The CB-TOUCH unit verifies whether newer firmware is available on the update server and downloads it, when available.
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8.25 Information
Select the Information tab.

This page shows basic information about your CB-TOUCH unit's hardware. The CPU type, CPU frequency, and both flash and
RAM sizes are dsiplayed.

BLACK BOX

Figure 8-25. Information screen.

8.26 Factory Default
Select the Factory default tab.

To completely clear all data and restore factory default settings, press the Set factory default button.

This will remove all data, including applications and files. The configuration will be cleared, including IP address, password,
and touch-screen calibration values. DHCP will be enabled, and the IP address will be obtained from DHCP server.

BLACK BOX

Figure 8-26. Factory default screen.

Steps:
If you need to put the reservation unit into the factory default mode, delete all user settings, and leave the reservation
suite, choose System from the left menu. Then choose Factory default from the horizontal menu bar.
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Press the Set factory default button.

Confirm the deletion by pressing the Yes button, or cancel it by pressing the Cancel button.

8.27 Screen Shot
Select Screenshot from the menu on the left side of the screen. This page will show a snapshot of the image being
displayed on the CB-TOUCH unit.

Screenshot

BLACK BOX'

Figure 8-27. Screenshot screen.

8.28 Backup
Select Backup from the menu on the left side of the screen.

The Backup menu opens to the Backup tab.

BLACK BOX

Figure 8-28. Backup screen.

The page is used to back up applications, files, and folders. The backup copies all Applications, Application data, File storage,
and Web storage to one archive. This archive is saved to the PC.
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To start the backup process, press the Backup button.

Note: To see the backed-up/restored applications, use the Applications menu. To see backed-up/restored files and folders, use
the File Storage menu. The page is used to back up all applications, files, and folders.

8.29 Restore

BLACK BOX

Figure 8-29. Restore screen.

Select the Restore Tab.

READ ALL NOTES THAT FOLLOW BEFORE USING THIS OPERATION!

This page is used to restore applications, files, and folders. Restore copies of all applications, files, and folders from a backup
archive on the PC to their corresponding locations on the CB-TOUCH unit.

To start the restore process, select the desired backup archive. Then click on the Restore button. The restore process can take
up to 10 minutes, depending on the size of the files being restored. If you also want the CB-TOUCH unit’s settings to be
restored, check the Restore configuration check box.

The CB-TOUCH unit's settings are accessible via the Configuration, Date and time, and Password menus.
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8.30 Reset

Reset

To reset your CB-TOUCH-10-T click the Reset button. This will not delete any
‘configuration settings, projects, or fies stored on the unit.

BLACK BOX

Figure 8-30. Reset screen.

Select Reset from the menu on the left side of the screen.

If you need to reset the unit, choose Reset from the left menu, and then click on Reset in the right part of the screen.

8.31 License

License

END-USER NOTICE AND LICENSE AGREEMENT FROM THE MANUFACTURER.

NOTICE TO END-USER: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT (THIS "LICENSE).
INSTALLATION OR USE OF THE ENCLOSED MANUFACTURER SOFTWARE PROGRAMS (COLLECTIVELY,
“SOFTWARE) ON YOUR COMPUTER SYSTEMS OR DEVICES YOUR
ACCEPTANCE OF THESE TERMS. IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, PROMPTLY

“THE SOFTWARE FROM YOUR COMPUTER SYSTEMS AND HARDWARE DEVICES, DESTROY ANY
'COPIES YOU MADE OF THE SOFTWARE OR ANY INSTALLATION MEDIA OF THE SOFTWARE INCLUDED
WITH YOUR SYSTEM, AND DISPOSE OF ALL WRITTEN MATERIALS IN YOUR POSSESSION REGARDING
THE SOFTWARE.

License Grant: MANUFACTURER grants to You, as an Individual, a license to install and use one (1)
‘copy of the Software on a single computer at  time; provided, however, that You may make coples
of the Software solely for Your development of applications for MANUFACTURER hardware and
‘demonstration versions of such applications. Any applications created with the Software may only be
used with MANUFACTURER hardware. Your license to use the Software s conditioned upon Your
‘compliance with the terms of this License. A License Is required for each end-user of the Software. A
Hicense Is required for each Instalation of the Software. You may make one (1) copy of the Software
for archival purposes only. You may use this Software only In connection with MANUFACTURER
hardware. You must have acquired the Software directly In connection with the purchase of
MANUFACTURER hardware from MANUFACTURER or from a MANUFACTURER approved reseller for
this license to be effective. I You have purchased a Site License, You may complete only the number
of installations specified In the License Agreement accompanyng the Software.

Copyright: The Software and software bkt into MANUFACTURER hardware (Firmware) are protected
by copyright law and interational treaty provisions. You acknowledge that no tte to the Intellectual
License property In the Software and Firmware Is transferred to You. You further acknowledge that titie and
full_ownership rights to the Software and Firmware will remain the exclusive property of

Bch2ARROT MANUFACTURER, and You will not acquire any rights to the Software and Firmware except as

expressly set forth In this License. You agree that any coples of the Software will contain the same
proprietary notices which appear on and In the Software.

This product Includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(https:/ www.openssl.org/). Copyright (c) 1998-2011 The OpenSSL Project. Al ights reserved.

Prohibited Uses: Without obtaining prior written permission from MANUFACTURER, You may not (a)
use, copy, modify, aier, or transfer the Software or documentation except as expressly provided In
this License; (b) translate, disassemble, decomple, reverse program or otherwise reverse engineer
the Software and Firmware; (c) sublicense or lease the Software o ts documentation (d.) use this
Software with any hardware other than products produced by MANUFACTURER or in connection with
‘applications being developed for MANUFACTURER hardware; or (e) use the Software In a multi-user,
network, or multiple computer environment or In a rental, time sharing or computer service
business. Without prejudice to any other rights, MANUFACTURER may terminate this License If You
fal to comply with its terms and conditions. In such event, You must immediately destroy all coples
of the Software.

AVC Video Restrictions: THIS PRODUCT IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE

Figure 8-31. License screen.

Select License from the menu on the left side of the screen.

This page displays the EULA Software license.
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8.32 Contact Support

Select Contact Support from the menu on the left side of the screen. This opens an email addressed to the Black Box support
team.

When contacting Technical Support, provide as much detail as possible about the issue you're experiencing.
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