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Chapter 1- VPN

How to Configure Site-to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with

the Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed

securely.

HQ
100.100.100.254

zzzzz

Branch
100.100.200.254

P, .11 L1 1 1 1| I
VPN Tunnel

192.168.168.0/24

VPN Tunnel

192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q e VPN v > SitetoSte VPN v
1 Scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version O Kevl @ Kkev2
O Custom
eehing AT ® None
@ w
O Localsite
O licensing v O remote site
@ Network
© Ve ~
------ —@— ------
@ secuity Policy . Local Site Remote Site
B obj
- syst
) Log & report Cancel m
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VPN v > StetoSite VPN v
Scenaic ———— 2 Network 3  Authentication 4 Policy & Routing 5 summary
Wy Address Domain Name / IP 100.100.100.254

Peer Gaoteway Address Domain Mame / IP 100.100.200.254

______ Y S

Local Site Remote Site

100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

VPN w > SitetoSite VPN =

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Sreshared ey | meeeeees
O Cerlificate

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VPN ~ > SitetoSite VPN =

Scenaric ————— Network ————— Authentication ———————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

SR —

Local Site

192.168.168.0/24 192.168.160.0/24
100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modiify.

VPN w > Site fo Site VPN v
Scenario — Network —— Authentication ———— Policy & Routing —— 5 Summary
Configuration
Name HQtoBranch
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local Site 100.100.100.254
Remote Site 100.100.200.254
Authentication
Authentication pre-shared-key
Policy & Routing
Local Subnet 192.168.168.0/24
Remote Subnet 192.168.160.0/24
Cloze
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q Ze VPN v > StetoSits VPN +
80 Dasrooard v 1 Sscenario 2 Network 3 Authenfication 4 Policy & Routing 5 summary
Yy My Favorite v *Name ‘ BronchtoHG]
IKE Version QO kev1 @ Kew2
sy
O custom
Behind NAT @® None
@ vensicis
QO Localsite
O Licensing . QO remote site
@ retwork
...... —@— ------
Local Site: Remole Sif
& Security Folicy v
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VPN w > SitetoSite VPN v

Scenaic —— 2 Network 3 Authentication 4 Policy & Routing 5 Summary

Peer Goteway Address Domain Name / IP 100.100.100.254

e I—WI ------ i

Local Site: Remote Site

100.100.200.254 100.100.100.254

Ganee! m
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next.

VPN w > SitetoSite VPN -

Scenarioc ————— Network —————— 3 Authentication 4 Policy & Routing 5 summary
fueaten @ Freshered ey
O Cerlificate

Canes! m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VPN w > Site toSite VPN

Scenario —— Network Authentication
Type O Route-Based @ Policy-Based
Local subnet
Remote Subnet 192.168.168.0/24

Local Site
192.168.160.0/24
100.100.200.254

4 Policy & Routing 5 summary

Remole Site

192.168.168.0/24

100.100.100.254

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 13
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

VBN v > Silstolite VPN =
Scenario —— Network ——— Authentication —— Policy & Routing ——— 5 Summary

Configuration

Name BranchfoHQ@
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local site 100.100.200.254
Remate Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

VPN Stls = PSsc VRN v

site fo Site VPN

& Refresh

% Name #

O o

HQtoBranch

Site o i

Policy Route &

192.148.148.0/24 <> 192.148.1

e VPN v

My Address & Remole Gateway Uptime & Rekey & Inbound (byles) % Outbound (Byles) &

50.0/24 00.100.100.254 00.100.200.254 5 88171 0 (0bytes )

Rowsperpage: 50 of 1 1

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

B Administrator: Command Prompt

_luleOI[ Windows [Version 10.0.22000.1455]

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

poration. All rights reserved.
Value

Intel(R) Ethernet Connect]
8C-16-45

Yes

192.168.168.33

255 255.255.0

s of data:
t ime=1ms
t ime=1ms
t ime<lms
2 time=7ms

1160.1:
1160.1:
1160.1:
1160.1:

byte
bytes=3
byte
byte
192.168. 168 1
192.168.168.1
8.8.8.8

ximate ro nd t11p times in n1111

Yes
2001:b030:7036:1::e
Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

finimum = Oms, Maximum = 7ms, Average = Ems

C: \WINDOWS\system32>,
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer has a Dynamic IP Address. The example instructs how to configure the VPN
funnel between each site. When the VPN tunnel is configured, each site can be

accessed securely.

HQ Branch
100.100.100.254 Dynamic Address

L NI T T T T I iy
- I T 111

VPN Tunnel VPN Tunnel

192.168.168.0/24 192.168.160.0/24

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 16
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

Q <& VAN v e to Site VAN v
7 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version O Kkew ® Kevz
) Type Q site-to-site

@ networkstaus .

@ vensia v
P L -
@ nNetwor v
@ ven ~
@ security Policy v
B object -
(@) security senvics v

8o User & Authentication

8 system -

[) Log&Report v

VPN > Site to Site VPN
Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.

> StetoSte VRN v
General Seflings

a»

Q xev ® kev2

QO Rouvie-Bosed ® Folicy-Bosed

Network

Authentication

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 17
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Scroll down to find the Phase2 setting. Type Local and Remote Subnet and select

Responder Only. Then click save change.

Phase 2 Settings
Inifiation O avie (O Nalledup | (®) Responder Only
Policy
+ Add m
[J tocal = Remote & Prolocol & Active Protocol % Encapsulafion %
192.168.168.0/24 192.168.160.0/24 Any - ESP - Tunnel - X
Rowsperpogs: 50 + Tofl 1
SA Life Time 28800 (180 - 3000000 Seconds)
Proposal
+ Add m
[ Encryption & Authenfication %
[ ces128-cbe hmac-shal
Rowsperpogs: 50 w Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 18
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.

Click Next.

Q
88 Da: d
4 M e

VAN v te fo Site VPN =
1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary|
lam BranchtoH: Q

IKE Version O Kev ® Kev2

Type Q site-tossite

VPN > Site to Site VPN
Type My Address as 0.0.0.0 and type Peer Gateway Address. Type a secure Pre-shared

key.

VPN v > Siteto Site Vi

General Seffings

Enable

Authentication

Authenfication

VPN

a»

BranchtoHQ

O xen ® kEv2

QO Route-Based (@ Policy-Basad

fementiame 1
@® Domain Mame /1R 100.100.100.254

QO bynamic Address

Q certificate

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 19
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Scroll down to find the Phase2 setting, type Local and Remote Subnet. Then click save

Phase 2 Seffings
Inifiotion ® svto (O Naledup (O Responder Cnly
Policy
+ Add m
[:] Llocal # Remote ¥ Protocol # Active Protocol # Encapsulation #
192.168.160.0/24 192.168.168.0/24 Any - ESP - Tunnel - X
Rowsperpage: 50 v Tofl 1
SA Life Time 25800 180 - 3000000 Seconds;
Proposa
+ Add m
[J Encryption * Authentication &
[J aesi28-cbc hrmac-shal
Rowsperpage: S0 ~ Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 20
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

VPN Status v PSec VPN v > SiteioSite VRN v

site fo Site VPN

& Refresh Q, m

Nome Policy Route & My Address ¢ Remole Galeway 2 Upfime & Rekey & Inbound (bytes) & Outbound (Byles) &

o o

HQtoBranch 92.168.165.0/24 <= 192.168.160.0/24 00.100.100.254 00.100.200.254 65 81951 0[0bytes ) 0 (0bytes]

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

B Administrator: Command Prompt

ion 10.0.22000.1455]
oration. All rights reserved.

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

Value

Intel(R) Ethernet Connect|
8C-16-45

Yes
192.168.168.33
255.255.255.0
Friday, February 3, 2023 \\S)Y
Saturday, February 4, 20 GDI}“'
192.168.168.1
192.168.168.1
8.8.8.8

t ime=1ms
t ime=1ms
2 time<lms
32 time=7ms

.160.1: bytes=32
.160.1: byte
02.168.160.1: bytes

/ from
from
from

statistics for 192.168.160.1:
ckets: Sent = 4, Received = 4, Los
imate rounc times in milli-s

Yes Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::

Friday, February 3, 2023
Monday, March 12, 2159
1e80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Configure IPSec Site to Site VPN while one Site is behind
a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site VPN
tunnel between USG FLEX H devices. The example instructs how to configure the VPN
funnel between each site while one Site is behind a NAT router. When the IPSec Site to

Site VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 100.100.200.254

VPN Tunnel

£ 192.168.1.100

192.168.168.0/24

192.168.160.0/24

‘Q’No’re: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H
device.

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 22
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Remote Site. Click Next.

Q =« @ VBN v > SietoSteVPN
80 Dashboard v 1 Sscenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
Ty everte N Heme
IKE Version QO kew ® Kke2
Config Type ® wizard
Q cusiom
Behind NAT QO None
QO LocalSite
O Licensng . ® Remote Site
@ network v
______ @_@_ ......
Local site Remote Site
(& Security Policy v Router
B8 jec
@ se
S0 User & Authent
B3 syster
— =2
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.

www.zyxel.com

> Site to Site VPN v

o -

Scenario 2 Network 3 Authentication
My Address Domain Name / IP 100.100.100.254

Peer Cateway Address Dynarmic Address

Local Site Remote Site

Router

100.100.100.254 Dynarmic Addrass

Cancel

DA— m-- |

4 Policy & Routing 5 Summary

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 24
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

@ VPN w > Sitetolite VPN w

Scenaripc ———————— Network ——————— 3 Authentication 4  Policy & Routing 5 summary

Authentication @ Pre-SharedKey | wessssan Q

o Certificate

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 25
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

@ VPN « > GSitetolite VPN =

Scenario ——— Network ————— Authenticaton ——— 4 Policy & Routing 5 summary
Type O Route-Based @ Policy-Based
Local subnet 192.168.168.0/24

Remate Subnet

e — - — D— m- — =@

Local Site Remote Site
192.188.168.0/24 Router 192.168.160.0/24
100.100.100.254 Dynamic Address

Geancel m

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 26
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN w > Site fo Site VPN w

Scenario — Network ——— Authentication —————— Policy & Routing ——— 5 Summary

Configuration

Narne HGtoBranch
IKE Version 2
Type Policy-based
Proposal
v
& Edit
Network
Local site 100.100.100.254

Remote Site

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 27
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Local Site. Click Next.

Q ze @ VRN > > SteteSite VRN v
1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
Narme BranchtoH@
IKE Version QO Kkev1 ® Kev2
81 System stafistics v
Config Type (® wizard
) Security Stofistics -
QO custom
Behind NAT QO None
® Localsite
S Licensing @ O Remots Site
@ Network
...... ... E—
Local Site Remole Site
(& Security Policy v Router
B oxj
@ s=
8o uUser & Authent
& syster

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 28
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

www.zyxel.com

> Siteto Site VPN«

o -

Scenario
My Address

Peer Goteway Addrass

Local Site

192.148.1.100

Cancel

2 Network

Domain Mame / IP

Domain Mame / IP

Router

3 Authentication

192.168.1.100
100.100.100.254

Remote Site

100.100.100.254

4  Policy & Routing

5 summary

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 29
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and
Remote Subnet to be the IP address of the network connected to the peer gateway.

@ VPN ~ > SitetoSite VPN

Scenaric ———— Network ————— Authentication ————— 4 Policy & Routing 5 summary

Type o Route-Based @ Policy-Based

Local Subnet 192.168.160.0/24

Remote subnet 192.168.168.0/24

R S ——

Remote Site
192.168.160.0/24 Router 192.168.168.0/24
192.168.1.100 100.100.100.254

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 30
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

©

Authentication

Scenario

> Site to Site VPN v

Network —————— 3 Authenfication 4 Policy & Routing 5 summary

@ Pre-Sharsdkey || smeseess o

O Cerfificate

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 31
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN w

Scenario ————— Network ——— Authenticaton ——— Policy & Routing —————— 5 Summary

Configuration

Narne BranchtoHQ
IKE Version 2
Type Policy-based
Proposal
v
& Edit

Network

Local Site 192.168.1.100

Remote Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

@ v > PSecVPN ~ Site fo Site VPN~
Site fo Site VPN
& Refresh Q, m
£ Name & Policy Route & My Address & Remote Galeway * Uplime & Rekey & Inbound (byles) & Outbound (Byles) &
HQtoBranch 92.168,168.0/24 <> 192.168.160.0/24 00.100.100.254 00.100.200.253 219 83537 31 (186K bytes) 33 (1.98K bytes)

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

B Administrator: Command Prompt

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

Value

Intel(R) Ethernet Connect|
8C-16-45

Yes
192.168.168.33
255.255.255.0 J
Friday, February 3, 2023 epl [ 2
Saturday, February 4, 201&}Y] 1 y from 192.
192.168.168.1
192.168.168.1
8.8.8.8

.160.1: byte
.160.1: byte

t ime=1ms
2 time=lms
2 time<lms
2 time=7ms

2.168.160.1:
ets: Sent = 4, Received = 4, Lost = 0
imate round trip times in milli-seco
linimum = Oms, Maximum = 7ms, Average =

(0% loss),

Yes
2001:b030:7036:1::
Friday, February 3, 2023
Monday, March 12, 2159
1e80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Configure Remote Access VPN with Zyxel VPN Client

This example shows how to setup Remote Access VPN on USG FLEX H and Zyxel VPN
Client. The example instructs how to implement Remote Access VPN by SSLVPN and
IPSec VPN.

- e
Remote User H I &

4 HQ Gateway

‘ ¢ Internet server
192.168.100.0/24

Work From Home
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Before Begin

User & Authentication > User/Group > User

Create local user for remote access authentication.

Q |Se @ [T —— eeriGrove + e -
@ wetworkstatus v User
@ v v Local Adminiskrator
+ add o
B s
O Home ¢ lUser Type & Descripfion & Crealed Dale # Password Changed Dale # Reference &
@ e
[ admin Buitin 20230321 0101 o
User
+ add m
B obi
o O Mames UerType ® Descrption Creoled Dale Password Changed Dale Refesence
O aveluser wser 2023.07-07 018 20730707 03:18 0
B Usar & Authenficaion
raizuen: extuser Bitin o
o
User Authenfication O  aap-user ext-uter Buitin - o
8 syvem 0O ocduen et-user Buitin 0

@ User & Authenficafion = = LUser/Group -

Frofile Management

User Mome ryxel_vpn

Uzer Type Uzer -
Passwaord mEErw

Retype I

Description

Email 1

Email 2

fcbie Mumber

Authentication Timeout Settings @ Use Default Setfings O Use Mianual Settings
lease Time 1440 minutes
Reauthenfication Time 1440 minutes
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Download and install the new TGB Client

Set up SSL VPN
VPN > SSL VPN

Select the incoming interface, the default port is 10443. And up to your requirement to
select Full Tunnel or Split Tunnel. And we now support OpenVPN config file.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24

e @ -
General Seffing
8
Zyxel Remote VPN works with fhe SecuBxtender VPN clent and is also compatible with the OpenVPN Connect clent.
A1 ae
. S—
@ s Incoming g Interface
@ re
8 v
o)L Clients wi VPN to
@ re 0 Lo
- ‘ ® -
@ securty Poicy v + Add
B osect o
0O 1921880000
Client Network
® v
O o
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The default Address Pool is 192.168.51.0/24 and select the User who can access SSL VPN.

Client Network
IP Address Pool 192.168.51.0/24
First DNS Server @ IyWALL

o Gustom Defined

Second DNS Server

Avuthentication

Primnary Servet lecal -

Secondary Server none hd

User zyxel_vpn & °

Set up IKEv2 VPN
VPN > IPSec VPN > Remote Access VPN

Select the incoming interface. And up to your requirement to select Full Tunnel or Split
Tunnel.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24

Q zZe @ v - Piac VPN~ Remote Accen VPN

KEVZ [EAP-MSCHAPV2) encryption, supparted by Secubxtender VPN Clisnt. You can alsa use native clents Buill into Windows, Andreid, macOS and iOS.

Incoming Inferface

Corihcste for VPN Validotion
Q wanvs

Cients will uze VPN fo access

¥ © 0 & Em@‘s o & £ & |
s g § # 5 s I § 2 PR
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The default Address Pool is 192.168.50.0/24 and select the User who can access IKEv2
VPN.

Q Security stafistics 4 Client Networl
@ Network Stafus ~ IP Address Pool
@ venstatus v First DNS Server ® zwaL
O Custom Defined
W@ Licensing v
Second DNS Server
@ Network ~
Authentication
@ ven -
Primary Server lacal -
IPSec VPN
Secondary Server nene A
S5L VPN
QE Security Policy v User ‘ zyxelvpn é
Advanced Settings
B object ~
~

Set up Remote Access on TGB Client

The new TGB Client merge SSL VPN and IKEv2 VPN. You don’t need additional software

for each other.

W' Zyxel IPSec VPN Client
Configuration Toocls 7

Save Ctrl+5

Import
Export

Get from Server
Wizard...
Quit

55L

U] ™ o imr gy gsmemdh s my m
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Input the Gateway Address, Username and password to fetch configuration file.

W' VPN Configuration Server Wizard >

Step 1: Authentication

What are the parameters of the VPN Server Connection ? @ O

fou are going to download your VPN Corfiguration from the VPN Corfiguration Server.
Enter below the authertication information required for the connection to the server.

L L S Port: (443

Gateway Address:

Authentication: |Lﬂgin + Password “ |

Login: |I)'NE|_"-"P” |

Password: |"'"'"| |

Mext = Cancel
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You will obtain IKEv2 as well as SSLVPN settings.
W Zyxel IPSec VPN Client — O X

Ceonfiguration  Tecols 7

[E] VPN Configuration
- IKE V2
E-C_RemoteAccess ) )
’ sec_policy1_RemoteAcce SSL Configuration

This folder enables the creation of 350 tunnels, It is possible to create
as many TLS as required, The contextual menu (right dick on S5L)
enables to create, copy or paste TLS.

SEL tunnel creation wizard

& Export all 551 tunnels
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Test SSLVPN Tunnel on TGB Client

Right click the profile and “"Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.

E¥ Command Prompt

[E] veN Configuration
O Ke vz

= RemoteAccess

: Media disconnec

Minimum = 4ms, Maximum = 4ms,
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Test IKEv2 Tunnel on TGB Client
Right click the profile and “"Open Tunnel” and log in.

You will see the profile being green and can access internal resource now.

E¥ Command Prompt

[E] vPN Configuration

-7 KEV2
|5} sec_policy1_Remote{SuatNatas adapter TGB Re
- ssL

Lo SSLYPN

p times in milli-s
laximum ims,

Test IKEv2 Tunnel on Windows Client

Download Windows VPN configuration script

@ VPN v > PlscVPN v > Remote Access VPN v

PN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macQS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
VPN configuration seript download § i0s/macos § Android (strongSwan)
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Perform the windows bat file and input credentials.

== Windows Security X
S, . Connect ~
Iign in
zyxel_vpn
yxeve Connect w
Connect “

The username or password Is incorrect.

L

Connect
@ Remotefccess 10.214.48.28 ~
Action needed
™
Cancel
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VPN is connected and can access internal resource.

@ Remotefccess_10.214.48.28 .
Disconnect R

Connected

EN Select Command Prompt
Defaunlt G

1
|
1
1

Test IKEv2 Tunnel on iOS Client

Download iOS/macOS VPN configuration scripft.

@ VPN v > PlscVPN v > Remote Access VPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macQS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
VPN configuration seript download § i0s/macos § Android (strongSwan)

Send the script to Device.

Profile Downloaded

Review the profile in Settings app if
you want to install it.

'ad P, P
Close
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Sefttings > Profile Downloaded

Settings

Q_ Search

iCloud Storage Almost Full

Profile Downloaded

. Airplane Mode .

Wi-Fi ZyXEL_€CSO. 56

Bluetooth On
Cellular
Personal Hotspot Off

VPN Not Connected
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Press Install.

Install Profile

From Zyxel: RemoteAccess_Wiz_1...

VPN Settings
Certificate

More Details

Enter Username and Password.

r

Cancel Enter Username Next

ENTER YOUR USERNAME FOR THE VPN PROFILE
HVPN"

zyxel_vpn

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile
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Cancel Enter Password Next

ENTER YOUR PASSWORD FOR THE VPN PROFILE
IIVPNH

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile

Now, it can connect.

4 RemoteAccess_Wiz_10.214.48.28 Edit

Type IKEvV2
Server 10.214.48.28
Account zyxel_vpn
Address 192.168.50.1
Connect Time 0:09
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Test IKEv2 Tunnel on Android Client

Download Android(strongSwan) VPN configuration script.

@ VPN v > PSscVWPN w > Remofe AccsssVPN v

Site to Site VPN Remote Access VPN

General Seftings

Iyxel's remote VPN solution uses leading IPSec/IKEv2 (EAP-MSCHAPV2) encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Andreid, macOS$ and iOS.

Enable [ o]

ot SscuBdendn Ve Sien sofare m m
VPN configuration script download § i0S/macOs § Android (sirongSwan)

Download strongSwan from Google Play Store.

Sl T-Star =, VPN 2 @ [

o] | C )
L _Jo *0Q

Facebook Game Center Hot Apps Hot Games

strongSwan
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Send the script to device then Install and Import strongSwan profile.

15:51 72 @ .

Import VPN profile IMPORT

Profile name
RemoteAccess_10.214.48.28
Server

10.214.48.28

VPN Type

IKEv2 EAP (Username/Password)

Username

zyxel_vpnl

CA certificate

10.214.48.28
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VPN is connected.

? @ .

g ADD VPN PROFILE ¢

Status: Connected
Profile; RemoteAccess_10.214.48.2!

DISCONNECT

RemoteAccess_10.214.48.28
Server: 10.214.48.28
Username: zyxel_vpn
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Test OpenVPN

VPN > SSL VPN

www.zyxel.com

We now support OpenVPN config file, Click Download to obtain the ovpn file.

@ VPN » > SSLVPN ¥

General Settings

Enable

Incoming Interface

Interface
DNS Name

Server Port

Clients will use VPN to access

@ Local Networks Only [Split Tunnel)

Zyxel Remote VPN works with the SecuExiender VPN client and is also compatible with the OpenVPN Connect client.

aeo

I W e ]

§SL VPN Configuration Download

gel (WAN) -
(Optional)

10443

O Infernet and Local Networks (Full Tunnel)
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Import the config file.

Import .ovpn profile?

Do you want to import .ovpn profile from
C:\Users\s8011\Downloads\SSLVPN_client_confi
g.ovpn?
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CONNECTED
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CONNECTION STATS
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0B/s
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How to Configure Site-to-site IPSec VPN between ZLD and uOS$S
device

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel

between each site. When the VPN funnel is configured, each site can be accessed

securely.
HQ-uOS Branch-ZLD
100.100.100.254 100.100.200.254
il 1] sssae l --------------------------------------------- ______ ] I
VPN Tunnel VPN Tunnel
192.168.168.0/24 192.168.2.0/24
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Set up IPSec VPN Tunnel for uOS

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site-to-

Site. Click Next.

searc Q )z« @ VPN v > SiefoSte VPN w
Yy My Favorite ~
1 scenario 2 Network 3 Authentication
v reme
~ IKE Version Q Ken ® Kev2
v Q Custom
Bahind NAT ® None
SO Llicensing v
O Localsite
@ network ~
O remote Site
o V @
8 oo v Local Sit Remote Site
B syster @
B loga ~
@ Maintenance ~

4 Policy & Routing 5 summary
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

@ VPN ~ > SiteloSiteVPN

scenaio ——————— 2 Network 3 Authenfication 4 Policy & Routing 5 summary

My Address Domain Name / IP 00.100.100.254

Peer Gateway Address Domain Name [ IP 100.100.200.254

e I—WI ------ I

Local Site Remote Site

100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

VPN w > SitetoSite VPN =

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Sreshared ey | meeeeees
O Cerlificate

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to USG FLEX H and

Remote Subnet to be the IP address of the network connected to the peer ZyWALL.

@ VPN w > Site foSite VPN w

Scenario ——— Network ————— Authentication ———————— 4 Policy & Routing 5 Summary
Type O Route-Based @ Policy-Based
Local Subnet 192.168.168.0/24

Remote Subnet 192.168.2.0/24

S N ——

Remote Site
192.168.168.0/24 192.168.2.0/24

100.100.100.254 100.100.200.254

[
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN v

Scenaric ————— Network ————— Authentication ————— Policy & Routing ———— 5 Summary

Configuration

Name HQfoFLEX
IKE Version
Type Policy-based
Proposal
v
& Edit

Network

Local site 100.100.100.254

Remote site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local subnet 192.168.168.0/24
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Set up IPSec VPN Tunnel for ZLD

VPN > IPSec VPN > VPN Gateway
Select the WAN interface and type the Peer Gateway Address.

€ Add VPN Gateway
Show Advanced Settings 18 Create Mew Objecty

General Settings
Encble
WPN Gateway Name: FLEXtou O3S

IKE Version
© IKEv1

@ [KEVZ2

Gateway Settings

My Address
® Interface wan v | Stafic -- 100.100.200.254/255.255.0.0

© Domain Name / IPv4

Peer Gateway Address
@ Staofic Address (D Primary 100.100.100.254 |

Secondary |0.0.0.0
[[] Fell back to Primary Peer Gateway when possible
Fall Back Check Interval: | 300 (60-86400 seconds)
© Dynamic Address (D
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Type Pre-shared Key. The default proposal which created by wizard is

“Encryption:AES128, Authentication:SHAT1, Key Group:DH2". Those are the same as uOS.

€ Add VPN Gateway [

Show Advanced Settings 3 Create New Object¥
Authentication -

Pre-Shared Key || --------
unmasked
© Cerfificate RemoteAccess 10 My Cerfificates
[4] Advance
Local ID Type: |IPv4 |V|
Content: [0.0.0.0 |
|

Peer ID Type: | Any |v

Phasze 1 Settings

5A Life Time: |86400 | (180 - 3000000 Seconds)
[+] Advance
Proposal © Add & Edit @ Remove
1 AESIZ8 SHAT
Key Group: )

ok | cancel
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VPN > IPSec VPN > VPN Connection
Select VPN Gateway and set Local Subnet to be the IP address of the network
connected to be ZyWALL and Remote Subnet to be the IP address of the network
connected to the peer USG FLEX H.

# Edit VPN Connection FLEXtouOS_P2
Show Advanced Settings 18 Creafe New Object¥

General Settings

Enable

Connection Mame: FLEXtouOS_P2
[l Advance

VPN Gateway
Application Scenario
@ Site-to-site
O Site-to-site with Dynamic Peer
O Remote Access (Server Role)
O Remote Access (Client Role)
@ VPN Tunnel Interface

VPN Gateway: FLEXtouQS ¥ wan 100.100.100.254, 0.0.0.0
Policy
Local Policy: LANZ_SUBNET ¥ | INTERFACE SUBNET, 192.168.2.0/24
Remote Policy: uOS_subnet ¥ SUBNET, 192.168.168.0/24 .

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 61



ZYXEL www zyselcom

NETWORKS

The default proposal which created by wizard is “Encryption: AES128, Authentication:
SHAT1, Key Group: DH2". Those are the same as uOS.

&> Add VPN Connection
E Hide Advanced Settings 18 Crecte New Object¥
Phase 2 Setting o
SA Life Time: 28800 [180 - 3000000 Seconds|
-[%] Advance
Active Protocol: ESP N
Encapsulation: Tunnel v
Proposal Q@ add & [ |
1 AESI28 SHAT
Perfect Forward Secrecy [PF3):
DH2 x @
Related Settings
lone: IPSec_VPN v O]

Connectivity Check
[[] Enable Connectivity Check (D
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status on uOS device.

Site to Site VPN
@ Refresh Q m
O #¢ Name & Policy Route % My Address ¢ Remole Galeway & Upfime & Rekey & Inbound (bytes) Outbound (Byles) &
[m} HQtoFLEX 92.168.168.0/24 <> 192.168.20/24 00.100.100.254 00.100.200.254 233 81615 7 (420 bytes) 36 (204K bytes)

Ping the PC that is connected to ZLD device
Win 11 > cmd > ping 192.168.2.34

Connectiol . .
IPv4 Address L. C:\Windows\system32>ping 161 4

Subnet Mask L. .
IPv4 Address Pinging 192.168.2.34 with 32 bytes of data:

Subnet Mask . Reply from 192.168.2.34: bytes=32 time=2ims TTL=125
IPv4 Address . 192.168.1.4 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
Subnet Mask . 255.255.255.9 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125

IPv4 Address . 192.168.168.54 Reply from 192.168.2.34: bytes=32 time=3ms TTL=125

Subnet Mask : 255.255.255.8 . L

Default Gateway . Ping statistics for 192.168.2.34:

Packets: Sent = 4, Received Lost = 8 (8% loss),
i i i-seconds

Ethernet adapter BB E B 4:
21ms, Average = 7ms
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How to Configure Route-Based VPN

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with
the Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN funnel is configured, each site can be accessed

securely.

HQ Branch
100.100.100.254 100.100.200.254

E¥XEL

VPN Tunnel VPN Tunnel
VTI VTI

192.168.168.0/24 192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q ze

o B

D & £ &

& o
o}
g

o & ¥ © 0 &
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VAN ¥ > StetoSite VPN w

Scenario 2 Network 3 Authentication 4 Ppolicy & Routing 5 summany
vy Aceres ——
osr Coteway Adcres Domein Hams / P
Local Site m Remote Site
100.100.100.254 100.100.200.254

=S| -
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

VPN v > SitetoSite VPN =

Scenario Network 3 Authentication 4 Policy & Routing 5 summany
lauthentication @ reshaearey [ e
Q ceriicate
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and configure the Remote Subnet.

VAN v > SietoSie VPN v

Scenario Network Authentication 4 Policy & Routing 5 summary
Type ® RouvieBased | (O Policy-Based
Remote Subnet 192.168.160.0/24
Local Site & Remole Site
Any 192.168.160.0/24
100.100.100.254 100.100.200.254

Ceneel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

VPN - > SitetoSite VPN

Scenario — Network ——— Authentication ——— Policy & Routing ——— 5 Summary

Cenfiguration

Name HQtoBranch
IKE Version
Scenario wizard
Type Route
& Edit
Network
Local Site 100.100.100.254
Remote Site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Remote Subnet 192.168.160.0/24
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site-to-
Site. Click Next.

Q )z VAN v > SiletoSteVPN ¥
1 scenario 2 Neiwork 3 Authentication 4 Policy & Routing 5 summary
“Name BranchtoHd
IKE Version O kv ® Kev2
" Q custom
|
Behind NAT ® None
Q Local Site
£ Licensng . QO Remote Site
@ retwork
© ven ~
------ " S—
) amiyRe B Local Site Remote Site
B object
@) Secuity Senvice
9 User & Authenfication v
88 System v
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

VBN v > SitatoSita VRN v
Scenaio ————— 2 Network 3 Authentication 4 policy & Routing 5 summan

My Address Domain Name / IP 100.100.200.254
Peer Gateway Address Domain Name / IP 100.100.100.254

______ N S—

Local Site Remote Site

100.100.200.254 100.100.100.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre-Shared Key. Click Next

VPN w > Sitetolite VPN v

3 Authentication 4 Policy & Routing 5 summary

QO certificate

Scenario Network

ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route-Based and Remote Subnet.

VAN v = StetoSite VAN

Scenario Network Authentication 4  Policy & Routing 5 summary

Type ® routeBasec | () Policy-Based

remote subnet 192.168.168.0/24

oo —mus — Y ma oo
Local Site Remote Site

Any 192.168.168.0/24
100.100.200.254 100.100.100.254

Cancel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >

Summary
The screen provides a summary of the VPN funnel. You can Edit it if you want to modify.

VEN v > SitetoSie VPN =
Scenario Network Authentication Policy & Routing 5 Summary
Configuration
Name BronchtoH@
IKE Version
ari vizard
Type Rout:
& Edit
Network
Local site 100.100.200.254
Remote Site 100.100.100.254
Authentication
Authentication pre-shared-key
Policy & Routing
Remote subnet 192.168.168.0/24
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

VPNSiolus v > PSec VPN v > SiteioSile VPN v

Site to Site VPN

& Refresh Q m

3 Name & Policy Route & My Address & Remote Galeway & Uptime & Rekey & Inbound (byles) & Outbound (Byles) &

BranchioH@  0.0.0.0/0 <> 0.0.0.0/0 00.100.200.254 100.100.100.254 5 84539 0 (0bytes) 0 [0bytes )

Rowsperpage: S0 Tofl 1

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

B Administrator: Command Prompt

Network Connection Details:

Property Value
Connection-specific DNS...

Description Intel(R) Ethernet Connect|
Physical Address 8C-16-45

DHCP Enabled Yes

.160.1: byte t ime=1ms
.160.1: bytes=32 time=lms
.160.1: bytes=32 time<lms
e ey cply from 192.168.160.1: bytes=32 time=7ms
192.168.168.1
192.168.168.1
8.8.8.8

IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip Ena... Yes

IPv6 Address 2001:b030:7036:1::e

192.168.168.33
255.255.255.0

_ p times in milli-s
inimum = Oms, Maximum = 7ms, Average = 2ms

Lease Obtained
Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11
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Chapter 2- Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This is an example of using a FLEX Content Filtering, SSL Inspection and Security Policy to

block access to malicious or not business-related websites.

Zyxel cloud server

3. Query cloud 4. Reply result
Lahbbbbbi bbb SRS 11 saman PO ®
B TLITITrrrrTT GC]T@WC]Y e ETTTTTTI T T TP e -
Infernef 5. Take action 1. Access to Facebook
block (redirect) Check FQDHN
5. Take action HTTP check URL

pass / block /wam HTTFS check SN

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up Content Filter

Go to Security Service > Content Filtering. Click Add to create a content filtering profile

in Profile Management.

Prefile Munugement

SE

D Name % Description % Reference %
I 0
O e ]

Type profile name and enable log for block action in General Seftings.

General Seftings

MName Block Youtube

Description

Action block

Log

gII I

Leg allowed traffic
S5L W3 of previous verion Connection  Drop c

Drop Log no -

Tick Streaming Media category in Managed Categories, and click Apply.

[ shareware Freeware [ sosial Networking [ software Hardware
[ sperts [ stock Trading Streaming Media
[ 1echnical Business Forums [ technical Information [ Text spoken only
Some changes were made
[ Text Translators O rebaces O Trawvel What do you want to do then?
Reset Appk
[ usenet Mews [ wiolence [ wisual search Engine
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Set Up SSL Inspection

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Prefile Munugement

@ m

Name % Descriplion % CA Cerlificale = Reference

Type profile Name, and select the CA Certificate to be the certificate used in this

profile. Leave other actions as default settings.

@ Security Services v > SSlLinspection w

Configuration

Name SSL-inspection
Description
CA Cerfificate default -

SSL/TLS version Minimum Support tis1_0 v
Log no -
Unsupported suit Action pass kS
Log no v
Untrusted cert chain Action inspact h
Log log -

Click Apply to add SSL Inspection profile.

Some chonges were made

bt o you want te do then 2
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.
Select Content Filtering, and SSL Inspection. Click Apply to save.

Profile

Application Patrel none A

Content Filter Block_Youtube A Log by profile A
S5L Inspection SSl-inspection - Log by profile -

Export Certificate from FLEX and Import it to Windows

When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problemes.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

@ Systern w = Cerdificate = My Certificates =

iy Certificutes Trusted Certificates

PKI Storage Space

Usage 0%
+ Add & Edit [] Reference [ Import| [E Export Q m
Home % Type = Subject = MEI B Valid From % Valid To 5 Refer... =
clefault SELF CMN=USG_FLEX_Z00OHP_D&... CHN=USG_FLEX 200HP_DSE... My 20 03:43:22 ... oy 26 03:43:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as

default.crt file to Windows OS.

Export Cerfificate X

Passweatad

Leave the password field Rlank to expornt certiicate only o fil in password to
export cerifcate with private key

Export Cerfificate
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In Windows Start Menu > Search Box, type MMC and press Enter.

0O & Filters \/

Best match

mmc
Run command

Search suggestions

P mmc - See web results >

In the mmc console window, click File > Add/Remove Snap-in...

Consolel - [Consale Root]
File  Action ‘View Favorites  Window Help

@ Mewy Ctrl+l
= Open... Ctrl+0
] Save Cirl+5
Save As..,
Add/Rernove Snap-in.. Ctrl +hd
Options..,

T devmgmtmsc
2 services.msc
3 lusrmgr.msc

4 Cilsersh. \Desktophcer.msc

Exit

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.

Available snap-ins: Selected snap-ins:

Snap-in Vendor & [l Console Root [ Edit Extensions... l

«'1 ActiveX Control Microsoft Cor... | | | Gl Certificates (Local Computer) I

[T3 Authorization Manager Microsoft Cor... (R
Microsoft Cor...

#: Component Services  Microsoft Cor... = Move Up

A Computer Managem... Microsoft Cor...

éDevice Manager Microsoft Cor... Move Down
=f Disk Management Microsoft and...

2] Event Viewer Microsoft Cor... |

I Folder Microsoft Cor...

g IF Security Monitor Microsoft Cor...

&, 1P Security Policy Ma... Microsoft Cor...

|| Link to Web Address  Microsoft Cor...

&\ ocal Users and Gro... Microsoft Cor...

2| NAP Client Configura... Microsoft Cor... Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.ort Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)

Microsoft Seriglized Certificate Store (LS5T)

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 81



ZYXEL

NETWORKS

Select Place all certificates in the following store and then click Browse and find Trusted

Root Certfification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the YouTube. The gateway will redirect you to a blocked

page.

Content Filtering

Access Restricted

Categary Block Web Sites
Blocked URL hitps: ZAsana youtube . com. bl

Web access is restricted. Please contact the administrator.

Go to Log & Report > Log/Events and select Content Filtering to check the logs.

@ Log & Report w = Log/Events
Category  Confent Fiter ~  VFillerv ¢ Refresh Q Clearlog
ns Time # Galagory & Mossags &
7 2023-05:27 19:11:18 conteni-filter www.youtube.com:Streaming Media, Rule_name:LAN_Cutgoing, SSEN (Content Filter]
103 20230639 19:1102  confeni-filter youtube-uilgoogle.com: Infemet Services, rule_rame: LAN_Outgoing
154 20230629 1910642 conteni-filter www.youtube.com:Streaming Media, Rule_name:LAN_Cutgsing, SSEN (Content Fiter]
258 2023-0529 19:0933  conleni-filer www.youlube.com: Streaming hMedia, ruls_name: LAN_Outgeing
259 2023-05-27 19:09:33 content-filter o youtube.com: Streaming Media, rule_narme: LAN_Outgoing
260 20230527 19:0933  confent-filter www.youlube.cor: Streaming Media, ruls_name: LAN_Outgoing

Source &

192.168.168.34

192.168.168.33

192.148.168.34

192.148.168.34

192.168.168.34

192.168.168.34

Desfinafion %

34.206.85.242

192.148.148.1

34.20685.242

148.96.1.1

168.96.1.1

168.26.1.1

Rows perpage;

you X

Male 3

WEB BLOCK

DS REDIRECT
WEB BLOCK
DNS REDIRECT
DNS BLOCK

DNS BLOCK

50 - 1-6ots 1
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Go to Security Stafistics > SSL Inspection > Summary. Traffic is inspected by SSL

inspection.

@ Security Statistics = = SSllnspection + > Summary -

Summary Cerfificate Cache List

General Seltings

Status

Wicimurm Concurrent Sessions 1000

Concurrent Saessions

Summary

351 Sessions Total 3553
Inspected 3430 (76.547%)
Decrypted 48.24 Mhytes
Encrypted 48.05 Mhytes
Blocked 0
Passed 123

Go to Security Statistics > Content Filter to check summary of all events.

@ Secunt ty Stalishes » > ConlentFiller =
Click the pie chart to switch fo the ilem evenis
e .
I W Sfreaming Media 18 (100%)
Content Filter Events
Q m
Time & Action 3 URL/Domain S Profile & Category 5 Sowce IF $ Deslination IF &
2023-05-29 18:25:10 BLOCK www youtube.com.iw Block_Youlube Streaming Medic 192.168.168.34 52.6.25387
2023-05-29 18:25:09 BLOCK wwvw youtube.com.tw Block_Youtube Shreaming Media 192.168.148.34 52.6.253.87
2023-05-29 18:25:08 BLOCK www.youtube.com.tw Block_Youtube Shreaming Media 192.1468.148.34 52.6.25387
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How to Configure Content Filter with HTTPs Domain Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in

USG Flex H such as pornography, gambling, hacking, efc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block

category in the Content Filter profile.

Lyxel cloud server

3. Query cloud 4, Reply result
@ - O 11 canmm JO e 9
‘ ............................. GOfeWC]y 4‘ ......................... PC
Infernet 5 Tqke action 1. Access to Facebook
block (redirect) Check FQDN
>. Take action HTTP check URL

pass / block / warn HTTPS check SNI

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management > Add a Content Filter

profile. Configure a Name for you to identify the Content Filter profile such as

“Social_Networking”. Configure the Action to block when the Content Filter detects

events.

General Settings

Name

Description

Action

Log

=

Log allowed traffic

@ Security Service -+ =

35L V3 or previous version Connection

Content Filtering -

Social_Metworking

block -
log alert -
orop o}
Drop Log log alert -

Navigate to Test Web Site Category and type URL to test the category and click Query.

Test Web Site Category

URL fo fest

If you think the categery is incorrect, click this link to submit a request to review it.

hitps://www.facebock.com

=
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You will see the category recorded in the external content filter server's database for
both HTTP and HTTPS Domain you specified.

Mezzage

domain category result: social-networking
url category result: social-networking

Scroll fo the Managed Categories section, and select categories in this section

confrol access to specific types of Internet content.

fo

O sormimes = -

O Major Clobal Religions
O Mebile Phone

[0 online shopping

[0 PersonclPages

[ Potenticl Criminal Activities
[ professional Netwerking
O religion Ideclogy

[0 Restaurants

Social Networking

[ technical Business Forums
O rwave

O web ads

Content Filtering  +

O Marketing Merchandising
O Moderated

[ PzrrFile sharing

O Phermacy

[ Potential Hacking Computer Crime
O Provocative Attire

O remote Access

O sehool cheating Information
O software Hardware

[ Technical Information

[ usenet News

O web Mail

O Mecdic Downleads
O Moter venhicles
[ epues

Politics Opinion

Potential llegal Software

0O 0 Do

Public Information
[ reserved

O search engines
0O sports

[ rext spoken Onty
O viclence

O web Mestings

O media sharing

O won Profit Advocacy NGO
O Perked Domain

O pPemography

[ Frivote IP Addresses
[ reclEstate

[ residential IP Addresses
O sexual materials

O stock Trading

[ Text Transiators

[ visual search Engine

O web Phone

O Messaging

O nusity

[0 Personal Network storage:
O Portal sites

O rrofanity

O Rrecreafion Hobbies
O Rresource Sharing
O shareware Freeware
O streaming Medic
O rtoboces

O wecpons

O unrated
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Set Up the Security Policy

Go to Security Policy > Policy Control fo configure a Name for you to identfify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies and apply the Profile > Content Filter “Social_Networking” on

this security policy.

Configurafion

Encble

Name

Source

Profile

Application Patrol none
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Test Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the

browser and cannot browse facebook.

x +

&< C M A Notsecure | hitps//www.facebook.com

A

Your connection isn't private

Attackers might be trying to steal your information from www.facebook.com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Acvanced m

Navigate to Log & Report > Log / Events, you will see [alert] log of blocked messages.
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to

make sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
4 ;
3. Query : ! 4. Reply result
2. Responder 5. Inspected file
v
L O 11 sannn JOrn Y
n Gateway PC
Internet 1. Initiator

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H, go to Security Service > Content Filtering > Profile Management >
Add a Content Filter profile. Configure a Name for you to identify the Content Filter
profile such as “Facebook_Block”. Configure the Action to block when the Content

Filter detects events.

@ Secunty Service « = ContentFiltering ~
General Seftings
Name Focebook _Block
Descripfion
Action block -
Log og clert -
Log allowsd traffic C’
55L V3 or previous version Connection Drop ()
Drop Log log alert -

Go to Block List and type URL “*facebook*.com” to add the URL that you want to
block.
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Set Up the Security Policy

Go to Security Policy > Policy Control fo configure a Name for you to identfify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies and apply the Profile > Content Filter “Facebook_Block” on

this security policy.

om '
'

kkkk = &
i a I'd
a &

a &

hedul o 4

Profile

Application Patrol none
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Test the Result

Type the URL http://www.facebook.com/ or https://www. facebook.com/ onto the

browser and cannot browse facebook.

0 Privacy error x +

&< C M A Notsecure | hitps//www.facebook.com

A

Your connection isn't private

Attackers might be trying to steal your information from www.facebook.com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Acvanced m

Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

Category ¥

1 2023-05-22 15:34:59 content-fiter
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How to block YouTube access by Schedule

This is an example of using the USG Flex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannotf be accessed in your network at a specific prohibited time. This

arficle will guide you on how to deploy it.

4 y X @ Prohibited time
| Ru=
Pass@ Allowed time

3 YouTube

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule. Configure a
Name for you to identify the Schedule Recurring Rule. Specify the Day Time hour and

minute when the schedule begins and ends each day.

@ Object + = Schedule

Configuration

Name Youtube_Block_Time

Description

Day Time
Start Time 09:00 am Q)] Monday hd
Stop Time 05:00 pm Q)] Monday hd
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Create the Application Patrol profile

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application
Management. To add an App Patrol profile, configure the profile name and select
“Search Application”. Then enter the keyword "youtube” to search the key-related

results and select all YouTube-related apps and click Add.

Add Application *

Category and
Application o youlube ]
e Audio/Video (1/205) ~
YouTube TV
Web (6/2568) A
Youtube.com

youtube Audioc/Video

youtube Upload

YouTube Kids

Youtube Music

Youtube HD
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service object.

@ Ohject = =  Sarvice -

Configuration

Name QUIC_UDP_443

Descrption

P Protocol Ny b
Starting Port 443 [1..65535]
Ending Port 443 [1..65535)
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Go to Security Policy > Policy Control fo configure a Name for you to identify the
Security Policy profile. For From and To policies, select the direction of fravel of packets
to which the policy applies. Select the service QUIC_UDP443 and select the Schedule

that defines when the policy would be applied.

In this example, select “Youtube_Blocked_Time".

@ Security Policy = >  Policy Confrol =
Configurafion
Enchkle D
Mome Block_QUIC_UDP442
Descripfion
ram - &
o WA &
Source LAMT_SUBMNET Vs
Destination any &
Service QUIC_UDP_443 &
User any &
Schedule Youtube_Block_Time &
Acfion deny v
0z og alert -
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Add another security policy to block YouTube by schedule. To configure a Name and
the From, To traffic direction. Select the Schedule that defines when the policy would
be applied. Finally, to scroll down the Profile, check Application Patrol and select a
profile from the list box. In this example, Schedule: Youtube_Block_Time; Application

Patrol: Youtube.

@ Security Policy = > Policy Confrol -

Configurafion

Enakle D

Mome Block_Youtube

Description

rom o &
- VWA &
Source LANT_SUBMET V
Destination any &
ervice an &
User arny &
Schedule Youtube_Block_Time &
Action allow -

-og og alert -

Profile
Application Patrol Youtube - Log by profile -
Content Fitter nons -
35L Inspection nons -
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Then go back to the security policy page and move the security priority of block UDP
443 is higher than block YouTube by schedule.

[0 stanse Prioty & Nme From & o source & Desfination & senvice & User ¢ Schedule & Action ¢ log & profile
o ¢ 1 Block QUIC_UDP... LAN WAN LANI_SUBNET any QUIC_UDP_443 any Youtube_Block_T... deny log-olert
o ¢ 2 Block_Youtubs LAN waN LANI_SUBNET any any any Youtube_Block_T... allow log-clert 2%
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Test the Result

Type the URL http://www.youtube.com/ or https:.//www.youtube.com/ onto the

browser and cannot browse YouTube.

C {d & youtubecom

= EYoulube "

(D

Connect to the internet

You're offline. Check your connection

RETRY

Open the YouTube APP on the phone and cannot access to YouTube.

wll BEAFA T

» YouTube

Connect to the Internet

You're offline. C connection
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Go to Log & Report > Log / Events, you will see [alert] log of blocked messages.

Time & Category & Massage & Souce & Destingtion & Note &
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How to Control Access to Google Drive

This is an example of using a FLEX UTM Profile in a Security Policy to block access to a
specific file fransfer service. You can use Application Patrol and Policy Control to make
sure that a certain file transfer service cannot be accessed through both HTTP and

HTTPS protocols.

Security Service Check

BECBAB

Google Drive & Docs

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create app patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create
profile

App Fatrol
General Setiings
Collect Statistics Enoible (}
Ancilyze Al Troffic (} i ]
Frofile Management
+ add m
[ Hame s Descripfion & Reference &
[ defaull_prafils 1
Click add to add application in this profile.
©  soovsanios .
General Sefting:
\ BlockGoogleDr
Descriptior
Application Management
.
Priority ¢ Category & Application Log Acti
No data
R 50 1
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Search Google Documents(aka Google Drive), and select this Application.

Action set to Drop, and click Add.

Add Application X

Category and
Application Google document °

Web (1/2687) ~

Google Documents (aka Google Drive]l

Log Log v

(o)

5]

o
<

Action

s n

Set Up SSL Inspection on the FLEX

In the FLEX, go to Security Service > SSL inspection > profile > Profile Management, and

click Add to create profile

Profile Manugement

S

Name % Descriplion + CA Cerificate = Reference =
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Type profile Name, and select the CA Certificate to be the certificate used in this

profile. Leave other actions as default settings.

@ Security Services w > S5l nspection w

Configuration

Name SSL-inspection
Description
CA Cerfificate default v

SSL/TLS version Minimum Suppor tis1 0 -
Log no v
Unsupported suit Action pas v
Log no -
Untfrusted cert chain Action inspeot .
Log log -

Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile
section.

Select Application Patrol, and SSL Inspection.

Profile

Application Patrol BlockGoogleDrive ¥ Log by profile v
Content Filter none v

SSL Inspection SSL-inspection v Log oy profile v
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Export Certificate from FLEX and import to Lan hosts

When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problemes.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

@ Systern w = Cerdificate = My Certificates =

iy Certificutes Trusted Certificates

PKI Storage Space

Usage 0%
+ Add & Edit [] Reference [ Import| [E Export Q m
Home % Type = Subject = MEI B Valid From % Valid To 5 Refer... =
clefault SELF CMN=USG_FLEX_Z00OHP_D&... CHN=USG_FLEX 200HP_DSE... My 20 03:43:22 ... oy 26 03:43:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as

default.crt file to Windows OS.

Export Cerfificate X

Passwrord

Learwve the password field Blank to expont cettiicate only o filin password to
axprort cetificats with private key.

Export Cerfificate

In Windows Start Menu > Search Box, type MMC and press Enter.

O @ Filters ~/

Best match

@ mmc
Run command

Search suggestions

£ mme - see web results >
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In the mmc console window, click File > Add/Remove Snap-in...

% Cansolel - [Cansole Root]

% File Action View Favorites  Window  Help

s Mews Ctrl+M

[= Open... Ctrl+0

] Save Ctrl+3
Save As..

Add/Rernove Snap-in.. Ctrl +hd
Options...

1 dewmgrntimsc

2 services.msc

3 lusrmgr.msc

4 ChUsers\. \Desktophcermsc

Exit

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap-ins window.

Available snap-ins: Selected snap-ins:

Snap-in Vendor - [] Console Root [ Edit Extensions... l
=" ActiveX Control Microsoft Cor... | Iﬁ Certificates (Local Computer) |

[T3 Authorization Manager Microsoft Cor... [ETE
Microsoft Cor...

#: Component Services  Microsoft Cor... = Move Up
& Computer Managem... Microsoft Cor...

éDevice Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and...

2] Bvent Viewer Microsoft Cor... | |

I Folder Microsoft Cor...

.g IP Security Monitor Microsoft Cor...

.g IP Security Policy Ma... Microsoft Cor...

| Link to Web Address  Microsoft Cor...

&l ocal Users and Gro... Microsoft Cor...

2| NAP Client Configura... Microsoft Cor... Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
=% 7Eolc= BE
4 5 Certificates (Local Computer || Object Type

» . Personal l_‘ "I Certificates
b |_| Trusted Root Certificatinnl
i (2] Enterprise Tru Find Certificates...
» = Intermediate [ o)) Tasks '] Find Certificates..
i [l Trusted Publis
v [ Untrusted Cer View b Import...
i [ Third-Party Re New Window from Here
’ _I Trusted Peopl New Taskpad View...
i 2] Other People
i [l Homegroup b Refresh
i [ McAfee Trust Export List...
L [ PC-Nnrtar Tn Hel

< | n | elp —_— >

Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.crt Browse. .,

Maote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store ((55T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certfification Authorities. Click Next, then click Finish.

=

&% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for

the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..

Test the Result

Access to Google drive from Lan host to verify if it is blocked by firewall Application

paftrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.

e

5

@ Log & Report

Category  Appiication Pairol ~  VFiterv & Refresh & Clearlog

2023-09-15 14:45:53 Application Patrof

Log /Evenfs v

Calegory ¢ Message & Source & Destination &

Rule_name:LAN_Outgoing App:[Web]google_docs SID:

) 192.168.168.33 142.251.43.14
97583104

Note &

ACCESS BLOCK
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How to Block the Spotify Music Streaming Service

This is an example of using a FLEX UTM App Patrol Profile in a Security Policy to block the
Spoftify Music Streaming Service. You can use Application Patrol and Policy Control to

ensure that the Spofify Music Streaming Service cannot be accessed on the LAN.

Prioritize

N - L
=4 ih @ = T
[
N

8,

Throttle

Application Firewall LAN Hosts

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create a App Patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create
profile.

App Parol

General Seflings

Collect Stotistics Ercille

(o
Ancityze Al Troffic ‘) (i ]

Profile anagement
+ Add

[J Home s Descripfion &

[ defaull_prafils

Click add to add application in this profile.

General Seflings

Harne APPE21T
Description
Application Management

+ add

&, . —

Applicafion & log & Acfion &

MNe data

kows perpage: S0« afo 1

Search Spotify, and select this Application. Action set to Drop, and click Add.

Spotiy [<]
Auciiofickes [2/226] ~
Spotity
Spotity Aucic)
ety [1/2637) ~
Spotify Vide
Log

Concel n
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Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile
section.

Apply Application Patrol profile to Security policy.

Frofile

Applicotion Potrol APPIETT - Loy by parcfile -
Content Rliter none -

S5L Inspeaction none -

Test the Result

Access to Spofify from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and select Application Patrol to check the logs.

@ log &Report v = Log i Events

Category  Applicotion Patrol ~ % Filter v+ (% Refiesh < Clear log Q m m
48 Time & Categary Mhessoge & Source $ Destinaton Hote &

5 20230529 201581 cpp-palrel :;;;_mme-mw_omgomg ApprudicMdsclspotity SDBHET oy ) i aa 3515400425 ACCESS BLOCK

7 2023-05-29 2001 5:51 app-patral E;éi_nqme:LAN_OU'QOing Appi e Mdec]potity SID345% 19216516554 3518622425 ACCESS BLOCK

8 2023-05-29 2001 5:51 aipp-patrel :;J;_nc:me:LAN_Outgoing Ao Mcdec]petity SID345% 19216316834 3518622425 ACCESS BLOCK

P 2023-0529 20:15:51  cpp-patrol ::éifmme"‘mfou'gmg App:[udioMicdeelqpofity SIDIR o | o s ag 35.186.024.25 ACCESS BLOCK

17 20230509 2001 5ds  cpppatrel :;’;*"Gme"‘ANfou'g‘)i"g App: [udlioMcdeeTspofify SIDIR o) | o0 s aa 35.156.224.25 ACCESS BLOCK

18 2023-05-29 2001 5:46 aipp-patrel :;J;_nc:me:LAN_Outgoing Ao Mcdec]petity SID345% 19216316834 3518622425 ACCESS BLOCK

15 2023-0529 20115446 cipp-patrol ::éifmme"‘mfou'gmg App:[udioMicdeelqpofity SIDIR o | o s ag 35.186.024.25 ACCESS BLOCK
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How does Anti-Malware Work

There are many viruses exist on the internet. And it may auto-downloaded on
unexpected situation when you surfing between websites. The Anti-Malware is a good

choose to protecting your computer to downloads unsafe application or files.

fvxel cloud server

3. Query cloud 4. Reply result
2. Responder 5. Inspectedfile
----------------- = P
O ] -~ mrarerrrs RS .
Gateway e
e -
Internet 1. Initiator
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Enable Anti-Malware function to protecting your traffic

Go to Security Service > Anti-Malware. Turn on this feature. Select Collect Statistics and
Scan and detect EICAR test virus.

@ Secutity Sarvice = Anti-Malware = Anti-Malware -

Anti- Malware

General Seltings

Enable Anti-Malware ()
Collect statistics ()
Scan and detect EICAR test virus ()
File size limit 10 [fi)

Select Destroy infected file and log in Actions When Matched

Actions When Matched

Destroy infected file m

Log log -
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Test the Result

www.zyxel.com

Download EIACR file from a LAN host to verify if Anti-malware works for detection.

Go to Log & Report > Log/Events and select Anti Malware to check the logs.

Category

#e Time ¥

Anti Malware

1 2023-03-14 09:31:17

- V Filter v (5 Refresh & Clear Log

Category & Message &

Source ¥

Virus infected $SIIN Type:Cloud Query Virus:i

anti-malware

alicious.Trojan.44d88612feaB8aBf38deB82e1278

89.238.73.97

abb02f File:eicar.com.xt Protocol:HTTP md5:4

4dB8612feaBasf36dede1278abb02f

Desfination %

192

168.168.36

FILE DESTROY

Go to Security Statistics > Anfi-Malware to check summary of all events.

Last 24 Hours Summary

Anti-Malware Statisfics Events

Time &

2023-02-09 08:51:51

2023-02-09 08:51:43

2023-02-09 08:51:42

2023-02-09 08:51:40

2023-02-09 08:51:39

2023-02-09 08:51:37

2023-02-09 08:51:36

2023-02-09 08:51:34

Topentryby | ViusName -

Virus Name: Hit Count
B Malicious.Trojan bSeffb69654705687452¢0. .. 1011.11%)
B Maiicious Trojan.c8d4c] 5ee5113567215M08... 1 (11.11%)

Maiicious Trojan.b9d517e51d56ck48d5eb. . 1011.11%)
B Malicious.Trojanbac7921 ee245495729902... 1(11.11%)
B Malicious.Trojan.4f100dccée3bdécaibaza... 1011.11%)
W Others 4(44.45%)

+Allow List & Virus Name &

Malicious.Trojan.beffbé9654705e87 482c0ff dB073ade:

Malicious.Trojan.d8d4c 15265113567 2f5fb88e 1781 flod.

Malicious.Trojan.b9d517e51 d5écba8d5eb3d0700ac242a

Malicious.Trojan.baa7 921 ee245495729902b48903c 262

Malicious.Trojan. 411 00dcese3bdéc31632a8046(37589%0

Malicious.Trojan.3dcc36e7 1 64d4d] d2d2c8cdb93iBdbas

Maligious.Virus

Malicious.Trojan.c7d7bab 1b1d627dd32d 45620720 bb02

Hash &

b9effo69654705€87482C0fd8. .

d3dac] 5ee51135672i5Mb86e1...

B9d517e51d56ckh48d5eb3d07 ..

baa792] e245495729902048...

4£100dccée3bdsc3fb32a8048..

3dcc36e7164d4d 1 d2d2cBed. ..

93a6182a6d484550C911294C...

c7d7bablbld627dd32d4bs2. ..

Source IP &

192.168.107.23

192.148.107.23

192.168.107.23

192.168.107.23

192.148.107.23

192.168.107.23

192.168,107.23

192.148.107.23

Desfination IP %

192.168.168.34

192.148.168.34

192.148.168.34

192.168.168.34

192.148.168.34

192.168.168.34

192.168.168.34

192.148.168.34
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How to Detect and Prevent TCP Port Scanning with DoS$
Prevention
This is an example of using a USG Flex H DoS Prevention Profile to protect against

anomalies based on violations of protocol standards (RFCs Requests for Comments)

and abnormal traffic flows such as port scans.

0

Anomaly Attacks
(Port scan - Flood ~ Sweep attacks)

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the DoS Prevention

In the USG Flex H, go to Security Policy > Dos Prevention > Add a profile. Configure a
Name for you to identify the profile such as "DoS_Prevention”. Configure the Scan
Detection and Flood Detection to block when the Dos prevention events were
detected.

©

General sefiings

[m]
[m]
o
[m]
Flood Detection
Block Period
status & Name log % Action # Threshold
O Q [floed) ICMP Flood og block 1000
O g (floed) IP Flood og block 1000
O Q [flocd) TGP Flood og block 1000
O g (flood) UDP Flood og block 1000
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Set Up the DoS Prevention Policy

In the USG Flex H, go to Security Policy > Dos Prevention > DoS Prevention Policy
Configure a Name for you to identify the policy such as “DoS_Prevention”. Configure

the From and Anomaly Profile to block when the DoS prevention events were detected.

@) s -
Dos Prevention Policy Prof
General seffing:
ble DoS Fi D
Policies
+ Add
0  smons Proity & me & From maly
(] ] 1 5_Preventi WAN Pr i
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Test the Result

Using the port scan tool Nmap or hping3 fo scan the wan interface.

For example, using Nmap security scanner for testing the result:

www.zyxel.com

Open the Nmap GUI, set the Target to be the WAN IP of USG Flex H (10.214.48.19 in this

example) and set Profile to be Intense Scan and click Scan.

Navigate to Log & Report > Log / Events, you will see log of blocked messages.

+ Zenmap

Scan Tools Profile

Help

Target. [ 10214.48.19

H Profile: |lntensescan

Command: |nmap -T4 -A -v 10.214.48.19

IHostslServices

OS ¢ Host

Nmap Output \ Ports / Hosts | Topology ! Host Details | Scans

i

A bl

B 102144819 | ps: Loaded 155 scripts for scanning.

NSE: Script Pre-scanning.
Initiating NSE at 15:34

Completed NSE at 15:34, ©.00s elapsed

Initiating NSE at 15:34

Completed NSE at 15:34, ©.00s elapsed

Initiating NSE at 15:34

Completed NSE at 15:34, ©.00s elapsed

Initiating Ping Scan at 15:34

Scanning 10.214.48.19 [4 ports]

Completed Ping Scan at 15:34, @.39s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 15:34
Completed Parallel DNS resolution of 1 host. at 15:34, ©.els elapsed
Initiating SYN Stealth Scan at 15:34

Scanning 10.214.48.19 [1000 ports]

Discovered open port 22/tcp on 10.214.48.19

Discovered open port 8@/tcp on 10.214.48.19

Discovered open port 53/tcp on 10.214.48.19

Discovered open port 443/tcp on 10.214.48.19

Discovered open port 21/tcp on 10.214.48.19

. [nmap-Ta-A~v1021448.19 B 2 [Details

m

£+

1

2

Category  Alllog

Time 2

2003-08-21 07:34:50

2023-08-21 07:34:43

2003-08-21 07:34:34

~  VFiker~ ¢ Refresh O Cleerlog

Category ¢ Message &

Dos Prevenfion cfion:Drop Packet

Dos Preveniion ciion:Drop Packst

Do Pravention
cfion:Drop Packet

Rule_ict] from WAN fo Any, [type:scan-Detection]tcp portscan A

Rule_ick1 from WAN fo Any, [type:Scon-Detectionlicp porfscan A

Rule_ic] from WAN fo Any. [fype:scan-Detection]icp poriscan A

Source ¢

10,214,40,122

10.214.40.122

10.214.40.122

Desfination &

102144819

10.214.48.19

10.214.48.19

Qa m

Note &

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

m;
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How to block the client from accessing to certain country

using Geo IP?

The Geo IP offers to identify the country-based IP addresses; it allows you to block the

client from accessing a certain country based on the security policy.

When the user makes HTTP or HTTPS request, USG Flex H queries the IP address from the

cloud database, then takes action when it matches the block country in the security

Geo-|P Database

policy.

Geo-IP detection $1 United States

A DD ; B 1 f Germany

X China
Block the client accessing fo the certain country

Japan

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG Flex 500H (Firmware Version: uOS 1.10)
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Set Up the Address Objet with Geo IP

Navigate to Object > Address > Geo IP > Add geo IP related objects.

Doject

©

Configuration

-

= Addresz -

MNarme gsc_ip
Description
Address Type GEOGRAPHY
Region Ching
@ Dhoject + >  Address «
Configuration
Marne g=o_ip_2
Description
Address Type GEOGRAPHY
Regicn Germany
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Navigate to Object > Address > Address, you can see the customized GEOGRAPHY

address object.

@ Object w > Address » > Address w
Address Address Group Geo P
IPv4 Address Configuration
+ Add
[J MName s Type $ Address Reference %
D IPéto4-Relay HOST 192.88.99.1 0
D LANT_SUBNET INTERFACE SUBNET ge3 0
D LAN2_SUBNET INTERFACE SUBNET ged 0
D RFC1918_1 CIDR 10.0.0.0/8 0
O rrci9182 CIDR 172160012 0
O rrci9183 CIDR 192.168.0.0/16 0
O geclp GEOGRAPHY il china 1
0O geclip2 GEOGRAPHY ™ Germany 1

Go to Object > Address > Address Group> Add Address Group Rule, add all customized
GEOGRAPHY addresses into the same Member object.

@ Object » > Address

Group Members

Mame geo_block
Description
Member List
=== Object === === Object ===
O IPétod-Relay === Group ===
O  LANT_SUBNET
[0 LAN2_SUBNET
O rrci918_1 E
[0 rrcisis_2
O rFcioiga
geo_ip
geo_ip_2
=== Group ===
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Set Up the Security Policy

Go to Security Policy > Policy Control, configure a Name for you fo identify the Security

Policy profile. Set deny Geo IP traffic from LAN to WAN (geo_block_policy in this

example).
@ Contral w
Configuration
Enable ()
Name geo_block_palicy
Description
From LAN 14
o WAN &
ource any &
Destinatior geo_block &
Service any &
Use: any &
chedul none 14
Actio deny h
Log log -
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Test the Result

When the LAN PC ftries to access a website that matches the blocked geographical

location, it is unable to reach those sites.

www.pku.educn x  +

&« C f} @ pkueducn

B

This site can't be reached

www.pku.edu.cn took too long to respond.
Try:

+ Checking the connection

* Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

To view the log message, go to USG Flex H Log & Report > Log / Events. You will find log
messages similar to the following. Any fraffic that matches the Geo IP policy will be

blocked, and the details will be displayed in the Message field.

s Time & Category & Message & Source & Desfination & Nole &
7 2023.05-21 18:16:34 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
B 2023.05-21 18:16:34 secure-policy priority:1, from LAN to WAN, TCF, service others, DROP 92.163.168.33 162.105.131.160 ACCESS BLOCK
2 2023-05-21 18:16:30 secure-policy priority:1, from LAN fo WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
10 2023-05-21 18:16:30 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 192.168.168.33 162.105.131.160 ACCESS BLOCK
1 2023.05-21 18:16:28 secure-policy priority:1, from LAN to WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
2023.05-21 18:16:28 secure-policy priority:1, from LAN fo WAN, TCP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
3 2023-05-21 18:16:27 secure-policy priority:1, from LAN o WAN, TGP, service others, DROP 92.168.168.33 162.105.131.160 ACCESS BLOCK
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How to Use Sandbox to Detect Unknown Malware?

This is an example of using the USG Flex H to employ Sandboxing for detecting

unknown malware. To achieve this goal, you can configure the Sandboxing profile

within the security service path, and this article will guide you on its deployment.

Sandboxing DB
(4)

°% &

>< © 10 block potential malicious programs or files.

‘Q’Note: All network IP addresses and subnet masks are used as examples in
this arficle. Please replace them with your actual network IP addresses and
subnet masks. This example was tested using USG FLEX 500H (Firmware Version:

uOs 1.10).
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Set Up the Sandbox

Navigate to Security Service > Sandbox. Enable Sandbox option and choose the

desired action when the Sandbox detects malicious and suspicious files. Additionally,

select the desired file type for submission; currently, we support the following file types:

Executables (exe), MS Office Document (doc...), Macromedia Flash Data (swf), PDF

Document (pdf), RTF Document (rtf), and ZIP Archive (zip).

b

ﬁi Syst

ZY Y EL s riex soon

NETWORKS

Q =«
S licensing ~
@ letwork v
@ Vel .
@I Security Palic v
B ogjec ~
@ Security Service ~
App Patrol

Content Filtering

Reputation Fitter

Anfi-Malware

Sandbox

IP3

IP Exception

SSLInspection

User & Authenficotion  ~

em v

Sandbox

Enable Sandoox

Collect statistics

Action For Malicious File

Log For Malicious File

Action For Suspicious File

Log For Suspicious File

File Type For Submission

Available

> Sondbox - =

Sondbox

@

@
dastroy -
log -
dastroy -
log -

Member

O 0o oo o o

Exscutables (exe)

Ms Office Decument [doc...)

Macromedia Flash Data (swi]

PDF Document (pdf)

ETF Document (rH)

IIP Archive (zip)
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Test the Result

When downloading the file, the firewall will query the Sandbox DB to detect whether it is

a malicious or suspicious file. You can navigate to Log & Report > Log/Events to see the
sandbox related logs.

Category  Sandoox *  VFHiter~ (& Refreth & Clearlog
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How to Configure Reputation Filter- IP Reputation

As cyber threats such as scanners, botnets, phishing, etc. grow increasingly, how fo

identify suspect IP addresses of threats efficiently becomes a crucial task.

With regularly updated IP database, FLEX prevents threats by blocking connection
fo/from known IP addresses based on signature database. It filters source and

destination addresses in your network traffic to fake the proper risk prevention actions.

This example illustrates how to configure IP Reputation on FLEX gateway fo detect

cyber threats for both incoming and outgoing traffic.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the IP reputation filter

Go to Security Service > Reputation Filter > IP reputation. Turn on this feature. Select
Block on Action field. The threat level threshold is measured by the query score of IP

signature database.

IP Reputation OMS Threat Filter URL Threat Filter

IP Blocking

Enable @

Action block -
Threot Level Thrashald high -
Log log -

Statistics ‘:)

Select categories in Types of Cyber Threats Coming from the Internet, and Types of

Cyber Threats Coming from The Internet and Local Networks.

Types of Cyber Threats Coming From The Internet

Anonymous Proxies Cenial of senvice Exploils
Megative Reputation Scanners Spam Sources
TOR Proxies Wek Attacks Fhishing

Types of Cyber Threats Coming From The Internet And Local Metworks

Botrets
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Go to Security Service > Reputation Filter > IP reputation > White List and Black List to

manually adding IP addresses to Black List.

IP Reputation  DNS Threat Filter  URL Threat Filter

Allow List
Enable [ o)
Log no -

+ Add m

Status $ 1Pv4 Address &
No data
Rows per page: 50 oot 1

Block List
Enable [ o)
Log log

+ Add m

[m} Status & 1Pu4 Address &

(] Q 107.165.48.246|
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Test the Result

Verify an IP in Test IP Threat Category. In Test IP Threat Category, enter a malicious IP

and query the result.

IP to test

Test IP Threat Category

104,244.14,252

Gluery

Meszage

threat-level result: High
category result: BothetsPhishing

Try to generate

104.244.14.252

ICMP packet from LAN tfo destination IP 107.155.48.246, and

Go to Log & Report > Log/Events and select IP reputation Filter to check the logs.

©

50
a1
52

&3

Category  IP Reputation

Time &

2023-05-29 10:42:19

2023-05-29 10:42:18

2023-05-27 10:42:17

2023-05-29 10:22:86

2023-05-29 10:22:485

2023-05-27 10:22:54

2023-05-29 10:22:53

Log & Report + = Log/Events «

- % Filter ~ @ Refresh & Clear Log

Category %

ip-reputation

ip-reputation

ip-reputation

ip-reputation

ip-reputation

ip-reputation

ip-reputation

Messags 5

fclicious connectioniBlock List

falicious connaction:Block List

falicious connection:Block List

falicious connection:Bothets

falicious connection:Bothets

Malicious connectionBothlets

Malicious connectionBothlets

Souice =

192,168, 168.34

192.148.148.34

192.1468.168.34

192.148.165.34

192.148.165.34

192,166, 168.34

192,166, 168.34

Destination =

107.155.48.244

107.155.48.244

107.155.48.244

104.244.14.252

104.244.14.252

104.244,14.252

104.244,14.252

HNote

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK
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www.zyxel.com

Go to Security Stafistics > Reputation Filter > IP reputation to check summary of all

events.

IP Reputation DMS Threat Filter URL Threat Filter

Category Hit Count
B Bolhets 4 (100%)
IP Reputation Events
search irsights Q m
Time % Alls... % Malicious IP Infected /Wictim Host & Thr=at Category & Threat Level $ Occur... %
IQOQE*O&*Q? 10:22:53 104.244.14.252 192.148.168.534 BotMets ® High 4 |
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How to Configure Reputation Filter- URL Threat Filter

URL Threat Filter can avoid users to browse some malicious URLs (such as anonymizers,
browser exploits, phishing sites, spam URLs, spyware) and allows administrator to
manage which URLs can be browsed or not.

This example demonstrates how to configure the URL Threat Filter to redirect web

access after the client hits the URL Threat Filter categories.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the URL Threat Filter

Go to Security Service > Reputation Filter > URL Threat Filter. Turn on this feature. Select

Block on Action field. When a client hits URL Threat Filter, the page will be Blocked.
Choose Log-alert on Log field.

IF Reputation DHS Threat Filter URL Threat Filter

URL Blocking

Enable ‘:)

Action brlock

Log log alert -

Statistics ‘:)

Security Threat Categories
Ancnymizers Browser Exploits Malicious Downloads

Malicious Sites Phishing Spam URLs

Spyware Adware Keyloggers
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Test the Result

Verify a URL in the Security Threat Categories. In Test URL Threat Category, enter a

malicious URL and query the result.

Test URL Threat Category

URL to test Rttps:ffmaliciouswebs Query

Messuge X

domain category resulfl information-security,malicious-sites (thraat) I
url categony result: information-securby.malicicous-sites (threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a

blocked page.

im} [ Access Denied x 4+ - a
/

&« G A Dangerous | ks //maliciouswebsitetest.com A Q \Le {E : I;

-

Content Filtering

Access Restricted
Web access is restricted. Please contact the administrator.

Category Block veh Sites
Blocked URL hittps: fimaliciouswebsitetest coms
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Go to Log & Report > Log/Events and select URL Threat Filter fo check the logs.

@ log & Reperl ~ = Llog/Evenls «

Cuategory

URL Threait Filter

- 5 Filter

Time %

2023-05-28 19:41:08

2023-05-25 159:41:05

2023-05-25 15:41:05

2023-05-28 15:41:05

2023-05-28 15:41:05

Category &

urk-threatfilter

urk-threatfilter

urk-threatfilter

urk-threat-filter

urk-threat-filter

-

& Refresh & Clear Log

Message &

maliciouswelbsitetest.com:iialicious Sites, 33N

maliciouswelbsitetest.com:iialicious Sites, 33N

maliciouswebsitetest.com:iialicious Sites, 53N

rmaliciouswebsitetest.comibalicious Sites, 551N

rmaliciouswebsitetest.com:balicious Sites, 551N

Source =

192.148.145.34

192.148.145.34

192.145.165.54

192.146.1468.54

192.146.1668.54

Desfinglion = Hote =

80.83.7.224 ACCESS BLOCK

80.83.7.224 ACCESS BLOCK

80.53.7.224 ACCESS BLOCK

50.53.7.224 ACCESS BLOCK

50.53.7.224 ACCESS BLOCK

Go to Security Statistics > Reputation Filter > URL Threat Filter to check summary of all

events.

IP Reputation

Last 24 Hours Summary

@ Securify Statisties v > Reputation filter v = |URLThreat Filter

DNS Threat Filler  URL Threat Filker

Al

Click the pie chart to switch to the item events
W talicious Sites 15 (100%)
URL Threat Filter Events
Q. m

Time ¢ Allow list & URL & Category & Source IP & Destination IP 2
2023-05-28 02:33:37 maliciouswebsitetest.com/ Malicious Sites 192.148.168.33 64.163.229.19
2023-05-28 02:33:40 maliciouswebsitetest.com/ffavicon.ico Malicious Sites 192.168.168.33 54.163.229.19
2023-05-28 02:33:41 maliciouswebsitetest.com/faviconico Malicious Sites 192.168.168.33 54.163.229.19
2023-05-28 07:40:47 maliciouswebsitetest.com Malicious Sites 192.148.148.34 50.63.7.226
2023-05-28 07:40:51 maliciouswelbsitetest.com Malicious Sites 192.148.1468.34 60.63.7.226
2023-05-28 07:40:95 Malicious Sites 192.168.168.34 50.63.7.226
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How to Configure Reputation Filter- DNS Threat Filter

DNS Threat Filter is a mechanism aimed at protecting users by intercepting DNS request
attempting to connect to known malicious or unwanted domains and returning a false,
or rather controlled IP address. The conftrolled IP address points to a sinkhole server
defined by the administrator.

When a client wants to access a malicious domain, the query is sent to the DNS server
for getting the domain name details. All of the traffic now here gateway intercepts this
query which is outgoing. The cloud server identifies that this is bad site. What gateway
can do here is send the redirect IP address where we deploy a blocked page to the
client. The client will connect to redirect IP address instead of the real IP address of
malicious domain, and get the blocked page with the web access. This example shows

how to configure DNS Threat Filter fo redirect welb access after client hit the filter profile.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Threat Filter

Go to Security Service > Reputation Filter > DNS Threat Filter. Turn on this feature. Select
Redirect on Action field. When a client hits DNS Threat Filter, the page will be redirected
to the default blocked page or a custom IP address. Choose Log-alert on Log field.
Configure Default on Redirect IP field to allow gateway redirect to the default blocked

page.

IP Reputation DNS Threat Filter URL Threat Filter

DNS Threat Filter

Enable @l

Action redirect -

Log log alert v

Redirect IP default -

Malform DNS packets Action drop -
Log log -

Statistics ()

Security Threat Categories
Anonymizers Browser Exploits Malicious Downloads
Malicious Sites Phishing Spam URLs

Spywars Adware Keyloggers
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Test the Result

Verify a domain name in the Security Threat Categories. In Test Domain Name Category,

enter a malicious domain and query the result.

Test Demain Name Category

Demain name to test maliciouswebsitetest.c Query

If you think the category is incomrect, click this link to submit a request to review it.

Message X

domain category resulf: inforr'nc:h'on-securiiyimdlicioua—sHesﬁhredﬂ|
url category result: information-security. malicious-sites(threat)

Using Web Browser to access the malicious site. The gateway will redirect you to a
blocked page.

@ Zyxel Security C

— C A Notsecure | maliciouswebsitetest.com = %« 0O &

Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that 1s blocked

Go to Log & Report > Log/Events and select DNS Threat Filter to check the logs.

Category % Filter ¥ (% Refresh & Clearlog Q m
2% Time & Category % Message & Source * Destination & Note %

1 2023-05-21 16:49:26 dns-threat-filker maliciouswebsitetest.com: Malicious Sites 192.168.168.33 192.168.168.1 DNS BLOCK

2 2023-05-21 15:49:26 dns-threat-filtler mgliciouswebsitetest.com: Malicious Sites 192.168.168.33 192.168.168.1 DNS BLOCK

3 2023-05-21 16:49:26 dns-threat-filler maliciouswebsitetast.com: Malicious Sites 192.168.168.33 192.168.168.1 DMNS REDIRECT
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Go to Security Statistics > Reputation Filter > DNS Threat Filter to check summary of all

events.

IP Reputation DNS Threat Filter URL Threat Filter

Last 24 Hourz Summary

fep eniry By e teme N m
Click the pie chart to switch to the item events

DNS Name Hit Count
B malicicuswekbsitetest.com 12 (100%)
DN$ Threat Filter Events
e Q  m

Time & +Allow ... ¥ DNS Name % Calegory * Source IP %
2023-05-21 16:29:36 maliciouswebsifetest.com Malicious Sites 192.1568.168.33
2023-05-21 16:44:04 maliciouswebsitetest.com Malicious Sites 192.168.168.33
2023-05-21 16:47:02 maliciouswebsitetest.com Malicious Sites 192.168.168.33
2023-05-21 16:49:26 maliciouswebsitetest.com Malicious Sites 192.168.168.33
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How to Configure DNS Content Filter

Compared to web content filter, DNS content filter is a stronger tool for SMB because it
can restrict the number of attacks faced by network access, thereby helping fo reduce
the remediation workload of IT professionals.

DNS content filter intercept DNS request from client, check the domain name category
and takes a corresponding action, reducing the risk of phishing attacks, and obfuscate
source IPs using hijacked domain names. Fully customizable blacklist to ban access to
any unwanted domains and prevent reaching those known domains hosting malicious
content. This example shows how to configure DNS Content Filter o block users in the

local network to access the gaming websites.

Zecurity Services Cloud

2. Query cloud 4, Reply result
B eeererenr e P P -
Wrommnommmmnnannsm e Gaoteway g rreananasnrassannanne
PC 192.168.168.33
intemet 5 Take action 1. Acceass to blizard.com
block [redirect] Check FQDM

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the DNS Content Filter

Go to Security Service > Content Filtering > For DNS Domain scan. Turn on this feature.

Select Redirect IP for the Blocked Domain. If user selects the default, when client hits

fo block page

DNS Content Filter profile, the page wil be redirected
http://dnsft.cloud.zyxel.com/.
Content Filtering
For DNS Domain scan:
Encble DNS Domain scan IEI
Blocked Domain Redirect IP defoult e
Category Server is unavailable Action pass A
Log log -
Collect stafistics ()

Add a new profile in Profile Management to block gaming websites.

Profile Management

+ Add | & Edit

O Remove

Description % Reference &

block_games
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Action: block

Log: log or log alert

Ena

www.zyxel.com

General Settings

Name

Description

Action

Log

Log allowed traffic

S5L V3 or previous version Connection

block_games
block -
log -

a»
Drop

Drop Log

no

ble the checkbox of "Games" in managed categories.

Managed Categories

[ Aduk Togies

[ Auctions Classifieds
(] Cormputing Intermst
[ Cult Oceut

(] Discrmination

[ extreme

[ Forum Bulietin Boards

ames

0 Health

O Aleohol

O Blegs/Wiki

[ Consurner Pratection
[ Dofing Persenals

O Drugs

[ Foshion Beauty

[ Gambing

[ Genercl News

[ Historical Revisionism

[ Ancnymizing Utilities

[ Business

[ Content ssrver

[) Defing Secial Nefwerkng
[ Educetion Reference
[ Finance Banking

[ Gembling Related

[ Gevemnment Miitary

0O History

Select All Categories Clear All Categories

[ At Culture Heritage

0 chat

[ Contraveriol Opinions
(] Digital Pasteards

[ Entertainment

[ rorkids

(] Game Corteon Vicknee
[ Gruesome Centent

(] Humer Comics

Apply the profile to security policy. In this example, the profile is applied to security

policy rule “LAN_Outgoing”.

General Seftings

Enable

Configuration

Allow Asymmetrical Route

+ Add
O st.#% Pi.2
O ¢ 1
o e 2

Name % From % To % Source ¥
LAN_Qut... LAN any [Ex... any
DMI_to_... DMZ WAN any

Desfination # Service ¥
any. any
any any

sorc Q H o
Schedule Acl.. # log % Profile
none allow no
none allow no
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Test the Result

Access a gaming website blizzard.com. The gateway will redirect you to a blocked

page.

@ Zyxel Security Cloud-DNS Filter © X =~ =+

- C A Notsecure | blizzard.com 2 Y O & :

Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that is blocked.

Go to Log & Report > Log/Events and select Content Filter to check the logs.

Category | Content Filisr - V Filter + (& Refresh & Clear Log search indight Q m o

22 Time & Calegory & Message Source & Desfinafion & Nole *

471 2023-05.28 14:36:16 content filter plizzardcom: Gomes. rule_name: LAN.OVE o) | o 14833 192.168.168.1 DNS BLOCK
going

472 2023-05-28 14:36:16 content-iilter plizzard.com: Gomes, rule_name: LAN.OUE o 1 s 1ea.32 192.168.168.1 DNS REDIRECT
going

506 2023-05-28 14:34:45 content-flter plizzardtcom: Gomes. rule_name: LAN.OVE o) | o 148,33 192.168.168.1 DNS BLOCK
going

blizzard.com: Games, rule_name: LAN_Out

507 2023-05-28 14:34:45 content-filter - 192.168.168.33 192.168.168.1 DNS REDIRECT
going

508 2023-05-28 14:34:40 content-filter wwbox.com: Games. wle_name: LAN. o) | 5 145,33 192.168.168.1 DNS BLOCK
Qutgeing

509 2023-05-28 1 4:34:40 content-filter wwwabox.com: Games. wis_nams: LAN. o) | 45 148,33 192.168.168.1 DNS REDIRECT

Qutgoing

754 2023-05-28 14:20:09 content-iilter ”O“"“;‘""fbox'CQm Games, rule_name: LAN. 1o, | 45 158.33 192.168.165.1 DNS BLOGK
utgoing

Go to Security Statistics > Content Filter to check summary of all events.

e a8 Hou Summery Tom sy 2y m
Click the pie chart to switch fo the item events

Blocked URL Hit Count
B blizzard.com 13 (76.47%)
B www.xbox.com 3(17.65%)

dlassets-ssl.xboxlive.com 1(5.88%)
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Content Filter Events
Searc ght: O\ m
Time % Action ¥ URL/Domain % Profile & Category = Source IP 5 Desfination IP
2023-05-28 14:20:09 BLOCK www.xbox.com block_games Games 192.168.168.33 192.148.168.1
2023-05-28 14:19:53 BLOCK blizzard.com block_games Games 192.168.1568.33 192.168.168.1
2023-05-28 13:59:19 BLOCK blizzard.com block_games Garnes 192.1468.168.33 192.168.168.1
2023-05-28 13:56:40 BLOCK blizzard.com block_games Games 192.168.168.33 192.148.168.1
2023-05-28 13:55:45 BLOCK dlassets-sslxboxlive.com block_games Games 192.168.168.33 192.168.168.1
2023-05-28 13:35:13 BLOCK blizzard.com block_games Games 192.168.168.33 192.168.168.1
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External Block List for Reputation Filter

The administrator can configure an external block list for the Reputation Filter to expand
its usage. This article will provide guidance on setting up the external block list for the IP
Reputation and DNS Threat Filter/URL Threat Filter.

DB Server

Blocked IPs and URLs

A
¢ Sync with the DB server
|
. . v
LAN Navigate to the blocked IP or URL Block list * q
................................... - 4
D D Q e, x ................ """" Rl Internet
USG Flex H
Y block

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Set Up the DB server

The administrator can set up websites to maintain external block lists. The USG Flex H
firewall can update the external block list via a URL. For example,
http://10.214.48.58:8080/blocked [P.txt

C m N Notsecure  10.214.48.58:8080/blocked_IP.ixt

8.8.8.8
81.222.75.14
168.95.1.1
6.6.6.6

http://10.214.48.58:8080/blocked URL.txt

C Mm I\ Motsecure  10.214.48.58:8080/blocked URL.txt

v . zyxel. com.tw
Ww . Cnn . com
www . bot . com. tw

Set Up the External Block List of IP Reputation

Navigate to Security Services > External Block List > IP Reputation and add a service URL
such as http://10.214.48.58:8080/blocked IP.txt and then click “Update Now" to update
the block list.
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@ Security Services ¥ > External Block List * = [P Reputation

IP Reputation DMS Threat Filter/URL Threat Filler

External Block List

Enable [ o]

Profile Management

+ Add
O Name + Source URL # Description #
O v Block_IP_List hitp://10.214.48.58:8080/blocked_IP.txt

Signature Update

Synchronize the signature to the latest version with online update server.

Update Now

Auto Update (@0 ]

Q Every N Hours 1 -

® Daily 4 -
am -

O Weekly Monday -
] -
am -

If the IP Reputation external block list is updated successfully and you can observe the

corresponding log message.

(O togareport = > Log/Events ~

Category  Allog v  ( Refreth & Cleerlog [ Export carch in
#%  Time * Category ¢ Message * Sre. 1P # Dst.IP * Dst. Port *
1 2024-03-1219:30:08  External Block List Update IP reputation extemnal block list completediBlock_IP_List). 0.000 0.000 0
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Set Up the External Block List of DNS Threat Filter/URL Threat Filter

Navigate to Security Services > External Block List > DNS Threat Filter/URL Threat Filter
and add a service URL such as http://10.214.48.58:8080/blocked URL.txt and then click
“Update Now" to update the block list.

@ Security Services ¥ > External Block List = > DMN3 Threat Filter/URL Threat Filter

IF Reputation DNS Threat Filter/URL Threat Filter

External Block Lizt
Enable [ @]

Profile Management

+ Add
0 Name = Source URL = Description *
D v Block_URL_List hitp://10.214.48.58:8080/blocked_URL.ixt

Signature Update

Synchronize the signature to the latest version with online update server.

Update Now

Auto Updats (e ]
O Every N Hours 1 -
® Daily 4 -
pm -
QO Weekly Monday -
1 -
am A

If the DNS/URL threat filter external block list is updated successfully and you can

observe the corresponding log message.

@ Log & Report ¥ = Log/Evenis =

Category Al Log ~ (4 Refresh & Clear log [ Expert

#¢ Time ® Category ¢ Message ¢ Src. IP ¢ Dst.IP * Dst. Port
2024-03-1219:31:06  External Block List Update DNS/URL threct filter external block list completed (Block_URL_List] 0.0.00 0.0.00 0
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Test the Result

For instance, if the IP addresses 8.8.8.8 and 168.95.1.1 exist in the external block list,

attempts to access these blocked IPs will be blocked as expected.

un

Go to Log & Report > Log / Events to observe block messages.

(© oo Report ¥ > Log/Events +

lcategery  AllLog ~ (& Refresh & Clearlog [ Export Q v H
#% Time® Category ¥ Message & Sre.IPF ¥ Dst.IP & Dst. Port & Note &

P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192.168.168.33 B 1639500 0 ACCESS BLOCK

2 F Reputation Malicious connection:External Block List{Profile Block_IP_List) 192.168.168.33 B 1689511 0 ACCESS BLOCK
3 P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192.16! 3 = 10 S BLOCK
4 P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192.16! 3 = 10 S BLOCK
5 P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192,16 3 Hssss 0 S BLOCK
6 P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192,16 3 HEssss 0 S BLOCK
7 P Reputation Malicious connection:External Block List{Profile Block_IP_List) 192,16 3 0 S BLOCK

P Reputation Malicious connectis “xternal Block List(Profile Block_IP_List) 192.16 3 0 ACCESS BLOCK

Attempts to access URLs that exist in the block list will also be blocked as expected.

hetps/www.bot.com.tw

‘Web Page Blocked!!

You have tried to access a web page which belongs to a DNS Filter category that is blocked.

Go to Log & Report > Log / Events to observe block messages.

(© togareport ¥ > log/Events

Categery  Alllog ~ @ Refresh & ClearLog [ Export Q v HI
#2 Time * Category * Message = Det.IP & Dst.Port ¢ Note &
20240313 11:27:06  DNS Threat Filter v loot.com.tw: External Block List{Profile Block_URL _List) 192,168,148, 53 NOT ATYPE
2 2024031311:2706  DNS Threat Fiter bot.com.tw: External Block List{Profile Block_URL_List) 192.168.1¢8. 53 NOT ATYPE
3 2024031311:2706  DNS Threat Fiter war oot com.tw: External Block List{Profile Block_URL _List) 192,168,148, 53 ATYPE

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 151



ZYXEL

NETWORKS

Chapter 3- Authentication

How to Use Two Factor with Google Authenticator for Admin
Access

Google authenticator is the most secure method to receive verification code for 2-
factor authentication. Google authenticator gives a new code every 30 seconds, so
each code expires in just 30 seconds which make it a secure option to generate codes
for 2-step verification. Furthermore, Google authenticator is free to download, easy o
use, and is able to work without Internet. This example illustrates how fo set up two

factor with Google Authenticator for admin access.

USG FLEX 200H

Step 1. Authenticate username/password

135 FLEx zoo Step 2. Verify security code and accept access

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Two Factor with Google Authenticator Flow

1. Enable Google Authentication on specific admin user.
2. Set up Google Authenticator.

3. Configure valid time and login service types.

Enable Google Authentication on specific admin user

Go to User & Authentication > User/Group. Select a specific local administrator and

enable Two-factor authentication.

Email 1

Email 2

Mobile Mumiber

Authentication Timeout Settings @ Use Default Settings O Use Manual Settings
Leose Time 1440 minutes
Recuthentication Time 1440 minutes

Two-factor Authentication

Some changes were made

Enable Two-Factor Authenfication for Admin Access () | What do you wart to do then?

Reae' m

Click "Set up Google Authenticator" to start setting up Google Authenticator on your

mobile phone.

Two-factor Authentication

Enable Two-Factor Authentication for Admin Access ()

Finish Setting up Google Authenticator to enable 2FA

2

| Set up Google Authenticator |
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Set up Google Authenticator

Set up Google Authenticator

Verify your device

Downlead & install Google
Avuthenticator en your mobile
device.

<

), Google Authenticator

0 App Store

Add your account to Google
Authenticator

After clicking the "+"icon in
Google Authenticafor, use the
camera to scan the QR code
on the screen.

Enter code

Verify code and finish

Some changes: were made

What do you want to do then?

Feset m

Google Play

1.
Apple Store
< Searc
Google Authenticator
: E <D t
4.9 14 16 =)
% % % K %
What's New H
- Bug fixes
Preview
e e
s X
Stronger security with Simple setup u¢
Google Authenticator your camera
s 4 S & Q

Google

Download and install Google Authenticator on your mobile device.

Authenticator

Google LLC

About this app
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2. Register the admin account to Google Authenticator. Open Google Authenticator
App and scan the barcode on Web GUI.
m <
(K

Add your account to Google
Avthenticator Set up your first account

Use the QR code or setup key in your 2FA settings (by
. e . Google or third-party service). If you're having trouble,
After clicking the "+"icon in 50 t0 g caf2sy

Google Authenticator, use the

camera to scan the QR code
[8] ScanaGRcode
on the screen.

Enter a setup key

Import existing accounts?

3. Enter the token code which displays on Google Authenticator to “Step 3" and click

“Verify code and finish” to submit and verify the code.

= Google Authenticator & ® m

Search...

usgflex200h: admin2 Verify your device

522 725 L Enter code

522724

Verify code and finish
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4. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the
application on your mobile device. Download the backup codes and record them

in a safe place.

View your backup codes

These codes will allow you to log in if you den't have access to the gpplicatfion or your meobile device. Please record them in a safe placs.

Download

84177830

93378970

6834809

570014458

Regenerate backup codes

Configure valid time and login service types

Go to User & Authentication > User Authentication. Two factor authentication for admin
access is enabled by default. You need to select which services require two-factor
authentication for admin user manually. The valid time is the deadline that admin
needs to submit the two-factor authentfication code to get the access. The access
request is rejected if submitting the code later than valid fime. By default, the valid time

is 3 minutes.

Two-factor Authentication

Admin Access

Enable ()

Walid Time

()

(1-5 minutes)

Two-factor Authentication for Services: |

Web S5H
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Test the Result

1.

2.

3.

Login with the admin account "admin2".

USG FLEX 200H

Enter User Name/Fassword and click fo legin.
User Name*®

adminz

A pop-up window appears for administrator to enter the verification code.

USG FLEX 200H

Enter Two-factor Authentication Verification code and click to verify.

Pin |
code

Enter the code shown on Google Authenticator and click "Verify". You can also

enter the backup code if you don't have mobile device on hand.

= Google Authenticator 2 ®

Search...

usgﬂexZDDh:
752 897 "

USG FLEX 200H

Enter Two-factor Authentication Verification code and click to verify.

code
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4. Authorize with username, password and the token code successfully. Go to Log &

Report > Log/Events and select "User" to check the login status.

Category V Filter ¥ (% Refresh & Clearlog Q m

45 Time = Categ... Message = Source ¥ Destinafion % Note %

2 2023-05-21 14:26:39 user user: adminZ is authorized 0.0.00 0000 two-factor auth.

3 2023-05-21 14:26:39 user user: admin2 is authorized 0.0.00 0000 two-factor auth.

4 2023-05-21 14:26:34 user user: adminZ(10.214.36.16) is waiting to authorize. 0.0.00 0.00.0 two-factor auth.

5 2023-0521 14:2634 user Administrafer admin2(MAC=] from hfp/hffps Nas 1o 14 514 5616 0000 Account: ad..
gged in Device
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How to Use Two Factor with Google Authenticator for Remote
Access VPN and SSL VPN

Google authenticator is the most secure method to receive verification code for 2-factor
authentication. Google authenticator gives a new code every 30 seconds, so each code
expires in just 30 seconds which make it a secure opfion to generate codes for 2-step
verification. Furthermore, Google authenticator is free to download, easy to use, and is
able to work without Internet. This example illustrates how to set up two factor with Google

Authenticator for Remote Access VPN and SSL VPN.

Step 1: Open VPN tunnel
B PSR e e e P e e e e .
m——————————
o voskcaton: Step 2: Verify security code and accept access
[ ey |

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.20).
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Two Factor with Google Authenticator Flow

4. Enable Google Authentication on a user.
5. Set up Google Authenticator.
6. Configure valid time and VPN types.

Enable Google Authentication on a User

Go to User & Authentication > User/Group. Select a local user and enable Two-factor

authentication.

@ User & Authentication ¥ > User/Group = > User ~

Profile Management

User Name vpntestuser
User Type user
Password sasansssss
39",4:-9 FEBEBEEE R

Descripfion
Email 1
Email 2

Maobile Mumber

Authentication Timeout Settings ® Use Default Settings Q Use Manual Setings
Leqse Time 1440 minutes
Reauthentication Time 1440 minutes

Two-factor Authentication

Enable Two-Factor Authenfication for VPN Access '.:' |
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Click "Set up Google Authenticator” to start setting up Google Authenticator on your
mobile phone.

Two-factor Authentication

Enable Two-Factor Authenfication for Admin Access

&

Finish Setting up Google Authenticator to enable 2FA

Set up Google Authenficator

Set up Google Authenticator

Set up Google Authenticator

Download & install Google
Avuthenticator en your mobile
device.

<

), Google Authenticator

D ;Rup Sl(;rr:

Add your account to Google
Authenticator

After clicking the "+"icon in
Google Authenticafor, use the
camera to scan the QR code

on the screen.

Verify your device

Enter code

Verify code and finish

Some changes: were made

What do you want to do then?

Feset m
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5. Download and install Google Authenticator on your mobile device.

Apple Store Google Play

< Searc
Google Authenticator Clelels] [

Authenticator
Google LLC

100M«

4.9 44 16 (=)
%* %k %k %
What's New Version Histor
« Bug fixes.
Preview

v v 9. About this app
s X
Stronger security with Simple setup u¢
Google Authenticator your camera

4 U Q
L v == =

6. Register the user account to Google Authenticator. Open Google Authenticator App
and scan the barcode on Web GUI.

=2 ||

Add your account to Google
Auvthenticator

&

Set up your first account

Use the QR code or setup key in your 2FA settings (by
A . ey . Google or third-party service). If you're having trouble,
After clicking the "+"icon in 50 t0 g caf2sy

Google Authenticator, use the

camera to scan the QR code
[®] ScanaQRcode

on the screen.

Enter a setup key

Import existing accounts?
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7. Enter the token code which displays on Google Authenticator to “Step 3" and click

“Verify code and finish” to submit and verify the code.

= Google Authenticator 2 ® m

Search...

Verify your device

usgflex200h: vpntestuser

754 377 o Enter code
[ 754377 ]

Verify code and finizh

8. After 2FA registration is set up successfully, there are backup codes on web GUI. The
backup codes are for device login in the case you don't have access to the
application on your mobile device. Download the backup codes and record them

in a safe place.

View your backup codes

These codes will allow you to leg in if you don't have access to the application or your mobile device. Please record them in a safe place.

81819556
70461950
51507415
38974818
39934997

Regenerate backup codes
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Configure valid time and login service types

Enable two factor authentication for VPN access. Configure valid time and select
which VPN type requires two-factor authentication for VPN user. The valid time is the
deadline that user needs to submit the two-factor authentication code to get the VPN
access. The request is rejected if submitting the code Iater than valid time. By default,
the valid time is 3 minutes. The authentication page is working on specific service port.

After building up VPN tunnel, user have to enter the code in the Web GUL.

ALML Server Two-factor Authentication

Admin Access
Enable a
Valid Time 3 [1-5 minutes)

Two-factor Authentication for Services

O web O 55H
VPN Access
Enable [ o)
Valid Time 3 (1-5 minutes)

|_v\-:>—fc:C'or Auvthentfication for Services |

S5L VPN Access IPSec VPN Access
Delivery Settings
Autherize Link URL Address HTTPS - From Interface - gs3 -
Authorized Port 3008 (1-45533) @
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Test the Result

Remote Access VPN (IKEv2)

1. Open Remote Access VPN tunnel on SecuExtender VPN Client.

Y Secufxtender VPN Client - O X
Configuration Tools 7
RemoteAccess: IKE Auth
Authenticaton Protocol  Gateway Certificate
=
: i sec_policyl_RemoteAcces Remote Gateway
= SSL :
% © SSLVPN Interface |Any ad
Remote Gateway |10.214.48.44
Integrity
(O Preshared Key
Confirm
(O Certificate
@EaP [CJEAP popup
Login |vpntestuser |
Password Iouu I [Jtutiple AUTH support
Cryptography
Enoyoton |aEscecis v
Integrity |SHA2 256 v
Key Group | Auto vl
< >
@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter
the code shown on Google Authenticator and click "Verify". You can also enter the

backup code if you don't have mobile device on hand.

c © Notsecure  hitps,//192.168.168.1:8008/twofa_ga_vpn_verify.html

Two-factor Authenfication

tor Authentication Verificatior

Enter Two-fa

ode and click to verify.

Pin Code: [Gaeerd ]

3. Authorize with username, password and the token code successfully.

(¢ © Notsecure  hitps://192.168.168.1:8008/twofa_ga_vpn_verify.html|
Two-factor Authentication
Authentication Success

#% Time ® Category # Message ¢ Src. IP # Dst.IP & Dst.Port #  Note #
56 200403-1318:22:55  User vser vpniestuser(192:168.50.1) s auther 40,0 00.0.0 0 two-factor auth,
67 2024-03-13 18:22:45 User e enistlus Sl lromiscpec SRl OF 15y 00.00 0 Account: vpniestuser

as logged in Device

igning vi 192.168.50. .

72 2024-03-13 18:22:45 |PSec VPN assigning virtual IF 192.168.50.1 fo peer 1 014 45 44 10.214.48.49 500

vpnitestuser
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SSL VPN
1. Open SSL VPN tunnel on SecuExtender VPN Client.

W Secutxtender VPN Client - (m] X
Configuration Tools ?

Authentication  Sequrity Gateway Establishment Automation Certificate Remote Sharing

i -3 RemoteAccess
O sec_polcyl RemoteAccess Remote Gateway

== :

Remote Gateway [10.214.45.44

Authentication
Select Certificate
Extra Authentication
[“]Enabled [C]Popup when tunne! opens
Logn vannesmser ]

Password [ooooo ]

@ VPN Qlent ready
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2. The browser will pop up authentication page to enter the verification code. Enter the
code shown on Google Authentficator and click "Verify". You can also enter the

backup code if you don't have mobile device on hand.

c © Notsecure  hitps://192.168.168.1:3008/twofa_ga_vpn_verify.html

Two-factor Authentication
Enter Two-factor Authentication Verification code and click to verify.

inCode: [B37126 ]

3. Authorize with username, password and the token code successfully.

Cc © Not secure  hitps://192.168.168.1:8008/twofa_ga_vpn_verify.htm|

Two-factor Authentication

Avuthentication Success

% Time?® Category #  Message #

Src. P % Dst. IP & Dsh.Port ¥ Nofe &
1 2024-03-13 18:19:57 User uzer: vpntestuser(192.168.51.2) is authorized 0.00.0 0.0.0.0 0 two-factor auth.
2 2024-03-1318:19:13  SSLVEN SSL VPN client IP assigned 192.168.51.2 10.214.48.49 0000 0 account vpnfestuser
3 2024-03-1318:19:13  SSLVPN $SL VPN Tunnel established 10.214.48.49 0.0.0.0 0 account vpntestuser
4 2024031318193 User gﬁé;i‘ge‘*“sa”‘”’m:] from sshvpn has logged i 15 51 4 45 49 10.214.48.44 0 Account: vpntestuser
5 20240313 18:19:13  SSLVPN ;Lj g?i’s’;r"”;:;“ia’m?;‘:'Ss“;:*Tg:\‘fS“’gﬁ” sveeeed o500 0.0.0.0 0
s 2024-03-1318:19:12  User gsgé:@”e’em‘e'”‘“c;) from ssivpn has loggedt 14 514 45 49 10.214.48.44 0 Account: vpntestuser
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How to set up AD authentication with Microsoft AD

This is an example of using USG FLEX H to configure AD authentication with Microsoft
Active Directory(AD). The arficle briefly explains the parameters for the AD

configuration and guides how to join domain to the AD server.

Authentication

a
L

-
-
s —
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Set Up a profile for AD server

Go to User & Authentication > User Authentication > AAA Server > AD. Click +Add to

create a new profile

AAA Server

AD Server Summary

Name & Server Address ¥ Demain Name # Reference *

Enter the Server Address and port for Server settings. (10.214.48.XX:389 in this example).

Enter the domain name and the credentials for logging info the AD server, and click

Apply.

'
2Y>\EL USG FLEX 100H
NETWORKS
— O\ e @ User & Authentication ¥ > User Authenfication ¥ > AAAServer -
Configuration
B Dashboard v Narne Microsoft_AD
¥ Favorites ¥ | Description (Optionail)
Server Seftings
[@ Traffic Statistics v
) Server Adldrass 10.214.48. (IP or FQDN|
[@ Security Statistics 4
Backup Server Address (Optionall [IP or FGDM)
[B Network Status v e =
Fort 387 (1-65335)
[ WPN Status > :
[0 Us= S5L
. . Search time limit 5 {1-300 seconds)
# licensing v ! !
P Case-sensitive User Names
@ Network v o °
@ VPN ~ Server Authentication
@ Security Policy 7 Domain Name c30.cO0M
8 Object R4 User Name Administrator
@ Security Services v Password srrsnseans
8 User & Authenfication  ~ Retype to Confirm
User/Group
Advanced Seftings
User Authentication
B System v Configuration Validation
Log & Report z Flease enter an exdsting user account in this server to validate the cbove settings.
¥ Maintenance v User Name

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 170



ZYXEL

NETWORKS

Join Domain

After the profile is created, go to System > DNS & DDNS > DNS, create

a domain zone

forwarder, and configure the DNS server IP as the IP address for the domain controller.

Domain Zone Forwarder
-+ Add

[] pemain = DNS Server =

O cso.com 10.214.48.20

Query Via ¥

gel (WAN)

After the action above, go back to the profile page, tick it and click Join Domain

AAA Server

AD Server Summary

+Add £ Ed# [ Remove Q Hm
B Nome # Server Address ¥ Reference ¥
Microsoft_AD 0.214.48.20
Enter NetBIOS Domain Name, Username and Password, click Apply.
() User & Autnanicafion v > User Authanicofion = > AkASsver = loin AD Domain x
AAA Server Two-factor Authenfication
AD Server Summary
+ Add  Z Edit [J Remove [ B Join Domain [ Remeve From Domain
B Name = Server Address Domain Name # °
8@ Microsofi_AD 10.214.48.20 esocam ] L veeeeees
After join domain successfully, you can see this icon.
AD Server Summary
+ Add Q HD

[ Nome & Server Address & Domain Name &

O Microsoh_A 10214.48.20

Reference &
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Test the Result

Scroll down to the bottom of the profile, you will see the Configuration Validation section,
using a user account from the server specified above to test if the configuration is

correct.

@ User & Authentication * > User Authentication * > AAA3Server ¥

Server Authentication

Domain Mame c30.com

User Mame Administrator
Password cessrassne
Retype to Confirm trssrasaans

Advanced Seftings v

Configuration Validation

Please enter an existing user account in this server to validate the above setfings.

Test Status
Ok

Returned User Attributes

dr: CN=stanley, CN=Users DC=cso,DC=com
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: stanley

givenName:

distinguishedName: CN=stanley,CN=Users,DC=cso,DC=com
instancelype: 4

whenCreated: 20240305035704.02
whenChanged: 20240305052539.0Z
displayName: dera,
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Check computers on Microsoft AD, you can see your firewall means join domain

successfully.

] Active Directary Users and Computers - O X
File Action View Help
. = = | 4 g e i
9 2@ 0Bz BEPeETa%
= A_ctive Directory Users and Com|| pName Type Description
> J Saved Queries 1 ATP200 Computer
v & c‘s.o.go.rl': 1K ATP500 Computer
’ j CilmI;u'ters 1%/ ATP20D Computer
- Sl e
12| Domain Controllers l:: Computer
[ ForeignSecurityPrincipal: 'l”J_HQ Computer
s [ Keys -L,L,ITWNBNTOS?_M-OZ Computer
» 9 LostAndFound 18 USGFLEX100 Computer
» [ Managed Service Accour -‘L,L,fUSGFLEX‘IODH Computer I
s [ Program Data l!;J_USGFLExwow Computer
s (2] security_cso &I USGFLEX500 Computer
» [ System
] Users
> [ NTDS Quotas
5 [ ] TPM Devices
£ >
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How to Manage Configuration Files

This is an example of how to rename, download, copy, apply and upload configuration
files. Once your USG FLEX H device is configured and functioning properly, it is highly
recommended that you back up your configuration file before making further
configuration changes. The backup configuration file will be useful in case you need fo

return to your previous settings.

startup-config

system-default-config last-good-config

2YXEL

‘Q’No’re: The system-default.conf file contains the ZyWALL default settings. This
configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL is currently using. If
you make and save changes during your management session, the changes are
applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was saved
when the device last restarted.
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Download the Configuration Files
Maintenance > File Manager > Configuration File

Select the statup-config.conf and click “Download”.

Q (©)  siriens
o Contiguration
@
I (] i Q m
R st Modfied &
»
@ e
S w o
@ O
=] (wk)
% Daiy
B
(n L °
@
Fie Manager

Copy the Configuration Files

Maintenance > File Manager > Configuration File

Select the file and click “Copy”.

& Download [£) Apply = Email [ Upload Q m

File Nome & Size ¢ Last Modiied &

Configure Backup Schedule (B&0)
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A pop-up screen will appear allowing you to edit the Target file name.
The file as format: [0-zA-20-9~_.=-]{1,63}.conf

Copy File

Source file

Target file

startup-config.conf

clone.conf

== -

Apply the Configuration Files

Maintenance > File Manager > Configuration File

Select a specific configuration file to have ZyWALL use it. For example, select the

system-default.conf file and click Apply to reset all of the ZyWALL seftings to the factory

defaults. Or select the lastgood.conf which is the most recently used (valid)

configuration file that was saved when the device last restarted. If you uploaded and

applied a configuration file with an error, select this file then click Apply to return the

valid configuration. Click “OK", ZyWALL will reboot automatically.
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Upload the Configuration Files
Maintenance > File Manager > Configuration File

Select Upload and Browse a new or previously saved configuration file from your

computer to the USG FLEX H device. You cannot upload a configuration file which has

the same name in the device.

Upload Configuratian File
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How to Manage Firmware

For management convenience, administrators have the capability to upgrade the
firmware effortlessly either from a PC or using the cloud firmware upgrade function.
Additionally, the firmware upgrade can be scheduled to occur automatically within a

preconfigured timeframe.

Local Firmware Upgrade

You can click the green button to upgrade firmware by browsing the .bin file from your

PC.

‘Q’No’re: You can download the latest firmware version from myZyxel.com portal.
(https://portal.myzyxel.com/my/firmwares)

©

Firmware Management

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 178


https://accounts.myzyxel.com/users/sign_in
https://accounts.myzyxel.com/users/sign_in
https://portal.myzyxel.com/my/firmwares
https://portal.myzyxel.com/my/firmwares

ZYXEL

NETWORKS

Cloud Firmware Upgrade

The cloud firmware upgrade function allows you to verify the most recent firmware
version by clicking the "Check New" button.
Furthermore, the "Auto Update" feature can be activated to automatically download

firmware to your firewall first and reboot your device within a specified time frame.

Cloud Firmware Information
Latest Version Mone
Release Date Mone
Auto Update ()
QO Doaily
O Weekly
Auto Reboot c’
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Chapter 5- Others

How to Setup and Configure Daily Report

Administrators can efficiently oversee gateway events by reviewing the Daily Report for
management purposes. This example demonstrates how to set up the Daily Report,
including the opftion to select specific log messages for inclusion. Once configured, you
can utilize "Send Report Now" to assess your device's current status and establish a

schedule for receiving the report.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Mail Server

Before setting up the Email Daily Report, we will be required to set up a mail server.
Navigate to the System > Notification > Mail Server. Input your Mail Server and port, and
activate TLS Security and STARTILS in their respective fields. Next, complete your

account and password for SMTP Authentication as the Sender.

@ System w = HNofification + > MailServer

Maiil Server Alert

General Seftings

Mail Server smtp.gmail.com
Port 587
TLS Security ()
STARTILS [ @]
Authentficate Server C‘
SMTP Authentication ()

User Mame s9@gmail.com

Possword | wessssseas

Retype | sessessees
Mail Server Test
Mail To |Email Address)
Send From (Email Address]
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You can verify the correctness of the settings by using the Mail Server Test below. If it is

successful, you will receive an email.

Mail Server Test
Mail To gmail.com

|Email Address)

Send From = @gmail.com

SUCCess

|Ernail Address)

Mail server test sent from USG FLEX 500H!

Mail Tester - igmail.coms

r

This is a test mail sent from USG FLEX 500H

Set Up Email Daily Report

Navigate to Log & Report > Email Daily Report. Enable your Email Daily Report

@ Log & Report »+ = Email Dolly Report -

General Settings

Enable Email Daily Report ‘:)
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Type your Email Subject and your Sender and Receiver in the field.

Email Settings

| Nete

Please set up the Mail Server to send system statistics via email every day.

E-mail subject 500H-Daily-Report
Append system name Append date time
Email from grmail.com
Email to B mail.com {Emnail Address)

{Emnail Address)

{Email Address)

{Email Address)

{Emnail Address)

Scroll down the page and go to Report Items to set up which messages you would like
to include in the daily report

Report ltems
System Resource Usage

CPU Usage Interface Usage Memory Usage Port Usage session Usage

Security Services

Anti-Malware App Patrol Content Filter IPS Reputation Filter

System Information

CHCP Table

You can set up a Schedule atf the bottom of the page

Schedule

Time For Sending Report 04 ¥ | (Houn 0o ¥ | [Minute]
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Test the Email Daily Report

To confirm if the daily report has been set up successfully, click "Send Report Now."

Email Settings

n Note

Plecse set up the Mail Server to send system stafistics vic email every day.

E-mail Subject 500+-Daily-Report
Append system name Append data fime
Email from @gmail.com
Email to dgmail.com {Email Address)

{Email Address)

{Email Address)

{Email Address)

{Email Address)

Send Report Now

o Bia W Eeigmail.com T

- W e aw R

ZYXEL

NETWORKS

Model Name: USG FLEX 500H

Firmware Version V1. 10(ABZH.00b7s1 | 2023-08-17 15:35:54
MAC Address Range: - p— e r -
System Uptime: 10 days, 22:37°53

System Name: usgfiex500h

System Resource Usage

Copyright © 2024 Zyxel and/or its affiliates. All rights reserved. 184



ZYXEL

NETWORKS

How to Setup and Send Logs to a Syslog Server

For management purposes, administrators can easily monitor events occurring on the
gateway by reading the syslog. This example shows how to send logs to a syslog server.
You can also specify which log messages to syslog server. When the syslog server is

configured, you will receive the real time system logs.

P P Beerermnan e - -
Intermnet Gateway Syzlog Server
LAM: 192.158.1465.1/24 IP Address - 192.143.148.33

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up the Syslog Server

Install the syslog server. In this example, we use tftpd32 as the syslog server.

#s Ttpd32 by Ph. Jounin - m| *
Current Directory j Browse I
Server interfaces I'IEI2.1BE!.'I BR.33 Realtek PCle GEE Family Controller j Show Dir I
Thtp Sewerl Thtp Elientl DHCF servell Syslog server | DMS serverl Log viewerl
tenxt | fram | date |
Clear | Copy
About | Settings Help

Set Up Remote Server Setting on the Gateway

Go to Log & Report > Log Settings > Log Category Sefting. Use the drop-down list to

select what information you want to log from each log category.

Log Category Setting

Q O 0O O O O O O O O ® O

> Authenticate

»  Securty

> Systermn

?» Security Service

> VPN

?> License

O 0 0O 0o 0 0
® ® O 0O ® ®
O 0 0O 0o 0 0
® ® ® O 0O ®
O 0 0O 0o 0 0
O O 0O 0o 0 0
O O 0O 0o 0 0
® O ® ® ®@ ®
O ® O O 0 O
® ©@ ®@ @ ®@ ®
0O O O 0 0 O

Category System Log USB Storage Remote Server 1 Remote Server 2

disable normal debug disable normal debug disable normal debug disable normal debug

@)

O O O O 0 O

Count

158
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Go to Log & Report > Log Seftings > Remote Syslog Server. Set Log Format to be

CEF/Syslog and type the server name or the IP address of the syslog server. Turn on

“Active” to send log information to the server.

Remote Server 1 Remote Server 2

Active ()

Log Formart CEF/Syslog -
Sarver Address 192.148.168.33

Server Port 514

Log Facility Local 1 -

(Server Name or [P Address)

Test the Remote Syslog Server

Check logs on the syslog server.

& Tepda2 by Ph. Jounin

- o x
Currert Dirzctzey [ ~] Browse |
Severintedaces  [192160.168.33 Reatek PCle GbE Famiy Controler | Shon Dt |
Titp Server | Thp Chent | DHEP server Sysiog server | DNS server | Log viewer |
text from date ~
<142 May 20 15:36.00 usgllex200h CEF-DZ4XELIUSG FLEX 200H(1.00{ABVA. OIS ecurty Policy CortroléldeviD=dé 1deic=19216816.. 1921681681 20/05 15:34:46....
<142>May 20 15:36 00 usgflex200h CEF OZWXELIUSG FLEX 200HI1 00[ABWV.0)DISecuiity Policy ControléldeviD =dt 1dec=13216816. 1921681681 20705153446
<142>May 2015 36 00 usollex200h CEF DZYXELIUSG FLEX 200111 00(ABYA. OJDISecuilty Policy ControléidevID=dé 1dsic=19216816.. 1521681681 20051534 46
<142>May 20 15.36.00 usgilex200h CEF-OPYXELIUSG FLEX 200H(1.00{ABYAY. OIS ecuty Policy ContioldldeviD=dt 1dsic-19216816.. 1921681681 20/0515:34:46...
<142>May 20 1%5:36.00 usgflex200h CEF-ORZWXELIUSG FLEX 200H|1 00[ABWV.OJ0ISecunty Policy ControldjdeviD =dt 1duc=19216816.. 152.168.168.1 20/0515:34:46...
<142>May 20 15 36 00 usgllex200h CEF DEYXELIUSG FLEX 200H11 00[ABWA. 0JDIS ecuily Policy ContioléidevID=dé 1dse=19216816.. 1321681681 2005153446
<142>May 2015 36 00 usglex200h CEF DZ4XELIUSG FLEX 200H(1 00{ABY. OIS ecurlty Policy ControlidevID=dt 1d3ic=10214.485.. 192.168.168.1 20/0515.34:46..
<142 May 20 15:36:00 usglex200h CEF-OERXELIUSG FLEX 200H(1.00{ABYAV. OIS ecurty Policy ControldldeviD =dt 1duice19216816.. 1921681681 20/0515:34:46...
<142>May 20 1536 00 usgllex200h CEF OZWXELIUSG FLEX 200HI1 00[ABW D)0ISecuiity Policy ControléldeviD =dé 1d2c=19216816. 1921681681 20705153446
<142>May 2015 36 00 usgllex200h CEF.DEYXELIUSG FLEX 200H(1 00(ABYWA. ONISecuilty Policy ContioléidevID=dt 1dsic=19216816.. 1921681681 2070515 3446
<142>May 20 15.36:00 usglex200h CEF-OZyXELIUSG FLEX 200H(1.00{ABYAY. OIS ecuty Policy CartroldldeviD=dt 1dsic~19216816.. 1921681681 20/0515:34:46...
<142>May 20 1536 00 usgflex200h CEF OZWXELIUSG FLEX 200H|1 00[ABWV.OJISecuiity Policy ControldjdeviD =dt 1derc=19216816.. 192.168.168.1 20/0515:34:46..
<142>May 2015 36 01 usgllex200h CEF DRYXELIUSG FLEX 200HI1 00[ABWA OIS ecuily Pelicy ControldideviD=di 1dsic=19216816.. 1521681681 20051534 46
<142 May 2015 36:01 usgllex200h CEF-OZ4XELIUSG FLEX 200H(1.00{ABY.0NSecurty Policy ControlideviD=dé 1dsic19216816.. 192168.168.1 20/065153447...
<142>May 20 15:36.01 usgllex200h CEF DEYXELIUSG FLEX 200HI1 00JABVA. UMSecunldewEmvomdwlD-di Ideic=19216216.. 1521681681 20/0515:34:47..
<142>May 20153601 usgllex200h CEF DEWXELIUSG FLEX 200H|1 00[ABWV. 1d0c=10214 485, 1521681681 20705153447,
142 Moy 20153601 usgller200h CEF OSKELIUSE FLEX 20011 ODABVA OWf3ecutty Py ContobdeviDode 1dsice19216816.. 1921681681 2005153447
<142 May 2015:36.01 usgliex200h CEF-0ZyXELIUSG FLEX 200H(1.Q0{ABVA. OIS ecunty Policy ControldldeviDdt Ideic~19216216.. 1521681681 20/0515:34:47...
<142>May 20 1536 01 usgflex200h CEF ORZYXELIUSG FLEX 200H|1 00[ABWV.OJ0ISecuiity Policy ContrioldldeviD =dt 1d2ic=10214485.. 132.168.168.1 20/0515:34.47.
<142>May 2015 36.02 usgllex200h CEF DRYXELIUSG FLEX 200HI1 00[ABWA. 0JDISecuily Policy ContioléideyID=dé 1d3ic=19216816.. 1521681681 2005153447
<142 May 2015 36.02 usglex200h CEF-DEYXELIUSG FLEX 200HI1.00IABYA. OIS ecurty Policy Cortrol4ldeviD=dt 1dsic-19216816.. 192.168.168.1 20/0515.34:48..
<142>May 20 15:36:02 usgflex200h CEF OZWXELIUSG FLEX 200H|1 00[ABWV.0J0ISecuiity Policy ControldjdeviD =dt 1d2ic=10214.485.. 132.168.168.1 20705153448
<142>May 2015 36 03 usgllex200h CEF DZYXELIUSG FLEX 200HI1 00[ABYA OJ0IS ecuily Policy CortioléidevID=dt 1dsc=10214485.. 1321681681 2005153449,
<142>May 2015 36 03 usgllex200h CEF-OZYXELIUSG FLEX 200H(1.00{ABVA.0NISecuilty Policy ControldideviD=dt 1dsice19216816.. 1921681681 20/0515:3449.
<142>May 20 15:36:03 usgflex200h CEF-0EWXELIUSG FLEX 200H]1.00[ABWV. OIS ecunty Policy ControldjdeviD =dt 1darc=19216816.. 192.168.168.1 20/0515:34:49.
<142>May 20 1536 04 usgllex200h CEF ORWXELIUSG FLEX 200H|1 00[ABWV. OJ0ISecuiity Policy ControldldeviD =dt 1dec=10214485.. 1921681681 20705153450
<142>May 2015 36 05 usgllex200h CEF DZ4XELIUSG FLEX 200H(T 00{ABYA. ONISecuilty Policy ControlideviD=dt 1d5ic=192 168 16.. 1921681681 207065153451
<142>May 20 15:36:05 usgllex200h CEF-DZ4XELIUSG FLEX 200H(1.00[ABYAY. OIS ecurty Policy CortroldldeviDdé 1dsice19216816.. 1921681681 20/05153452...
<142>May 20 15:36 06 uzgflex200h CEF DZWXELIUSG FLEX 200H|1 00[ABWV.OJISecuiity Policy ControldldeviD =dt 1deic=10214483.. 152.168.168.1 20/0515:3452..
<142>May 2015 36 06 usgllex200h CEF DZYXELIUSG FLEX 200HI1 00(ABYA. OIS ecuily Policy ContioléidevID=dt 1dsic=192 16816.. 1521681681 2005153452,
<142 May 2015 36.06 usgllex200h CEF-OBYXELIUSG FLEX 200H1 00[ABYAY. oy d& 1d 19216816 1921681681 20/0515:3452.
<142>May 20 15:36:06 usgllex200h CEF-0RyXELIUSG FLEX 200H|1.00[ABWV. OIS ecunty Policy ControldjdeviD =dt 1daic=19216816.. 152.168.168.1 20/0515:3452...
<142>May 2015 36 06 usgllex200h CEF DEYXELIUSG FLEX 200HI1 00{ABYA. OIS ecuilty Policy CortioléideviD=dé 1duc=19218816. 1321681681 2005153452
<142>May 2015 36 07 usgllex200h CEF OZ4XELIUSG FLEX 200H(1 00{ABYA. OISecuily Policy ControlidevID=dt 1dc=19216816.. 1921681681 2006153453,
<142>May 20 15:36:07 usglex200h CEF-DEYXELIUSG FLEX 200HI1 00j4BVAY.OJDISecurty Policy ContiobéjdesiD=dt 1dsic=19216816.. 1521681681 20/0515:3453...
<142>May 20 153607 usgflex200h CEF OZyXELIUSG FLEX 200H|1 00[ABWV. OIS ecuiity Policy ControléldeviD =dt 1dsrc=19216816.. 192.168.168.1 20/0515:34 54,
<142>May 2015 36 08 usollex200h CEF DEYXELIUSG FLEX 200H(1 00[ABYWA. OJDISecuily Policy ControldidevID=dt 1d3ic=19216816.. 1521681681 2070651534 54 I
<142 May 20 15:36.09 usglex200h CEF-0BYXELIUSG FLEX 200HI1.00{ABYA.0NISecurty Policy CortioldldeviD=dé 1dsrc=10214.485... 1921681681 20/0515:3455.... v
Clear Copy
About Seltnge Help
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How to Setup and Send logs to the USB storage

The USG FLEX H Series device can use a connected USB device to store the system log
and other diagnostic information. This example shows how to use the USB device to

store the system log information.

‘Q’No’re: The USB storage must allow writing (it cannot be read-only) and use the
FAT16, FAT32, EXT2, or EXT3 file system. This example was tested using USG FLEX 200H
(Firmware Version: uOS 1.10). The USB port can provide max. 200mA output power.
You might need to connect external power for the USB storage device.

USB Storage device

Plug in an external USB storage device. USB storage devices with FAT16, FAT32, EXT2, or

EXT3 file systems are supported to be connected to the USB port of the gateway.

Set Up the USB storage on the Gateway

Go to Log & Report > Log Settings > Log Category Sefting. Use the drop-down list to

select what information you want to log from each log category.

Log Category Satting (]
Category System Log USB Storage Remote Server | Remote Server 2 Count

a dics:n)ble nE;'ml d(e:;ug dian)bIeEI .18”9 disc:)ble ng’ml d(e)hug dgmengm dgug .
> Authenticate 0 ® O ® (0|0 ® O O ® O O z
v Sscurity o ® O O[O0 ® O O ® O O !
Securlty Policy Conircl c ® O O|®|0O ® O O ® O O !
Des Fravention 0 ® O ® (0|0 ® O O ® O O ©
> System c O O 0100 ® O O ® O O 0
> Security Service o O O ® 0|0 ® O O ® O O °
> WPN © ® O ®|O0|0O ® O O ® O O ©
> License O ® O ® 0|0 ® O O ® O O °
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Go to Log & Report > Log Settings > USB Storage. Turn on “Enable USB storage” to store
the system logs on a USB device.

System Log

Log Consclidation C‘

Cansolidation Interva

10 (10 3econds - 400 Seconds|
USB Storage
Enable USE sforage O
Log Keep Duration C‘

Check the USG Log Files

Go to Maintenance > Diagnostics > System Log. Select a file and click "Download” to
view the log.

System Log Archives in USB Storage

] Remove | { Download

Q | m
File Name

Size ¥ Modified Time
2023-05-20.log 9708

May 20 16:47

You can also connect the USB storage to PC and find the files in the following path
\Model Name_dir\cenftralized_log\YYYY-MM-DD.log

¥
| E
i L

usgflex200h_dir centralized_log

2023-05-20log
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How to Perform and Use the Packet Capture Feature

This example shows how to use the Packet Capture feature to capture network traffic
going through the device's interfaces. Studying these packet captures may help you

analyze network problems.

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Set Up the Packet Capture Feature

7. Go to Maintenance > Diagnostics > Packet Capture. Select "none” and click “Edit”.

Diagnostics Packet Capture CPU / Memory Status System Log Netwaork Tool
Packet Capture

o

Interface % Profocol % Host % Host Port & File / Split Size (... #  Storage % Capture %

none any any 0 10/2 internal D

8. In Interfaces, select interfaces for which to capture packets and click the right
arrow button to move them to the list.
Interfaces

O gez

|| O

<]
Q
0
W
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9. In Filter, select IP Version for which to capture packets. Select any to capture
packets for all IP versions.
Select the Protocol Type of traffic for which to capture packets. Select any tfo
capture packets for all types of traffic.
Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

Filter

IP Version any -

Protocol Type any -

Host IP any Pv4 address or any)
Hest Port -

10. In Misc setting, select "Save data to onboard storage only", "Save data to USB

storage" or "Save data to ftp server".

Mizc selting

Caoptured Packet Files 10 ME

Split threshold

il
=]

Duration 0 (Qzunfimited)
File Suffix -packet-capture

Mumber of Bytes to Capture [PerPack...| 1514 Bytes

@ save doto to onboard storage only

O Save data fo USBE storage

O Sove data to ftp server
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11. Click the icon to start capturing packets.

Packet Capture

o m

[:] Interface % Protocol % Host Host Port & File / Spiit Size (... & Storage % Caplure %

[0 gel.ge3 any any 0 10/2 interna IEI

12. Click the icon to stop capturing packets.

Packet Capture

Q m

[:] Interface % Protocol % Host & Host Port & File / Split Size (... & Storage & Capture %

D gel.ged any any o] 10/2 interna

Download the Captured Packet Files

In Captured Packet Files, select the file and click Download. You can download one
file only at once. The captured files are named according to the date and time of

capture, so new files will not overwrite existing ones.

Captured Packet Files

File Name % Size ¥ Modified Time %

gel-packet-capture-20230521-153438.00000.cap 152851 May 21 15:34

O
ge3-packet-capture-20230521-153438.00000.cap 124279 May 21 15:34

Check Real-Time traffic using command

Traffic-capture is a CLI-based packet capturing tool on the device. It can be used to
sniffer and analyze network fraffic by intfercepting and displaying packets fransmitted in
the network interface.

Syntax:

cmd traffic-capture <interface name>

cmd traffic-capture <interface name> filter <icmp | fcp | udp | arp | esp>

cmd fraffic-capture <interface name> filter “src <ip address>"

cmd traffic-capture <interface name> filter “port <port number>"
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cmd traffic-capture <interface name> filter *host <ip address> and port <port number>"

usgflex2e@h> cmd traffic-capture ge3 filter "src 192.168.168.33"
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ge3, link-type EN1eMB (Ethernet), capture size 262144 bytes
16:©7:36.738176 > , ethertype IPv4 (©xe8ee),
length 77: 192.168.168.33.5353 > 224.9.6.251.5353: & A (QM)? zytwapexone.local
(35)
16:07:36.738249 > , ethertype IPv4 (©x0860),
length 77: 192.168.168.33.5353 > 224.9.8.251.5353: ® A (QM)? zytwapexone.local
(35)
16:07:36.739617 > , ethertype IPv4 (©x©860),
length 77: 192.168.168.33.5353 > 224.€.0.251.5353: © AAAA (QM)? zytwapexone.lo
cal. (35)
16:87:36.739654 > , ethertype IPv4 (©x©869),
length 77: 192.168.168.33.5353 > 224.0.09.251.5353: @ AAAA (QM)? zytwapexone.lo
cal. (35)
16:97:37.066145 > , ethertype IPv4 (©x0809),
length 74: 192.168.168.33 > 8.8.8.8: ICMP echo request, id 1, seq 478, length
40
~CNetconf RPC interrupted.
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Here is an example of allowing access to the infernal server behind a USG FLEX H
device with network address franslation (NAT). Internet users can access the server
directly by its public IP address and a NAT rule will forward traffic from the internet to
the local server in the intranet.

Internet

v

Access the HTTP server via http:10.214.48.46

Public IP
10.214.48.46

Gmmmm———————

o !

HTTP server
192.168.168.33
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Set Up the NAT

Go to Network > NAT, and click +Add to create a NAT rule.

- Input the rule name

- select Virtual Server

- Incoming Interface: gel

- Configure the Source IP to limit the access by the Source IP. You may select Any

- Configure the External IP. Select Any to choose the gel interface IP as the external IP.

- Configure the internal IP. Click +Add Object to create an address object as a host
192.168.168.33 which is the IP address of the internal server.

Select Address

Q

+ Add Object

@ user defined (defauli]
Object (3)

Q IPstos-Relay
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- Port Mapping Type: Select HTTP for both external and internal service.

@ Metwork » = NAT W

General Settings

Enable Rule

Rule Name

Port Mapping Type

Classification

Mapping Rule

Incoming Interface

Source P

External IP

Internal IP

FPort Mapping Type

@

internal_server

@ Virtual Server

any

user defined

internal_server

Service
External Service

Internal Service

O 1 NaT

O Many 1:1 NAT
10.214.48.46
HTTR v
HTTP -
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Test the Result

Type http://10.214.48.46 into the browser, and it display the HTTP service page.

+

C A =2 102144846 % ®» O @ =85z

» YouTube & YouTube Music ! Gmail Ef #FZE U Information Web W myZyxel JJ Nebula CS0 page

r :n User
Name extension mm
' download folder  6/27/2022 5:29:40 PM
[ — Folder
D L Local File folder ~ 6/27/2022 5:28:52 PM 0
) Home 0 & zyxel cso folder  6/27/2022 5:30:04 PM 0

3 folders, 0 files, 0 Bytes

@ search

el

~ ¢b Select

0 items selected

i Actions

~ 99 Server information

HttpFileServer 2.3m
Server time: 5/29/2023 4:42:53 PM
Server uptime: 00:01:00
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USG FLEX H series supports DHCP option 60. By VCI string matching, a DHCP client can
select a specific DHCP server within the WAN network. This feature proves beneficial in
network environments where multiple DHCP servers offer services. Clients that need
Internet service can be directed to the DHCP server that provides corresponding
Internet connection details via the identical option 60 string. On the other hand, IPTV

clients can relay to another DHCP server for obtaining IPTV service information.

Set Up DHCP 60 on the USG FLEX H

1. Go to Network > Interface > External, and edit the WAN interface.
2. Make sure the WAN interface is set as a DHCP client. Select Get Automatically
(DHCP) for Address Assignment.

@ MNetwork + > Interfoce -

General Settings

Enable Interface .()

Interface Properties

Role externa

Interface Type Ethernet

Interface Name gel

Port pl{gel) 3
Zone WAN -
MAC Address

Description

Address Assignment O Unassigned

@ Get Automafically [DHCP)
O Use Fixed IP Address

(O FrreE
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3. Scroll down and expand the Advanced Settings: DHCP Option 60
4. Enter the VCI string in the field of DHCP Option 60, and click Apply

Advanced Setfings

DHCP Option 60 CSO-FAGQ

Default SNAT @

Test DHCP Option 60

To check the functionality of DHCP Option 60, we can use packet capture software to
check if option 60 string exists in the DHCP discover message that is sent from the USG
FLEX H.

= 77 15.0487607 ©.6.0.0 255.255.255... DHCP 342 DHCP Discover - Transaction ID @xee96c336

Frame 77: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface \Device\NPF_{AGAFABEG-CF63-4365-AF89-11 L 8 %1}, id @
Ethernet II, Src: ZyxelCom_e7:e8:36 (i [ LA i), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: ©.6.8.8, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
~ Dynamic Host Configuration Protocel (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x81)
Hardware address length: 6
Hops: @
Transaction ID: @xee96c336
Seconds elapsed: @
Bootp flags: 8x0008 (Unicast)
Client IP address: ©.0.0.0
Your (client) IP address: ©.0.9.@
Next server IP address: ©.0.0.0
Relay agent IP address: ©.0.8.0
Client MAC address: ZyxelCom e7:e8:36 (ki «f B &% wll m)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (51) IP Address Lease Time
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@8) Vendor class identifier
Length: 7
Vendor class identifier: CS0-FAQ
Option: (61) Client identifier
Option: (255) End
Padding: 0000000000

<
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How to Configure Session Control

Session control can address abnormal user behavior. By monitoring session activities, the
firewall can detect deviations from normal usage, such as sudden traffic spikes or
unauthorized access attempts. This proactive approach enables prompt action to be

taken to investigate and mitigate potential security threats .

2.Detect session

3.Reach the limit

g .>< ........ Gateway S TTY LI I ——
PC:1592.168.165.33
4.Block the session Session Control 1.Access websites trigger sessions
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Set Up the Session Control

Go to Security Policy > Session Conftrol. Turn on this feature.

@ Security Policy * > Session Contral =
General Settings
Session Contro a

Default Session per host 1000 (0 - 20000, O is unlimited)

You can field in the value of the Session per hosts you would like to limit.

The field here is for the client who is not in the rule under the list

Configuration

+ Add Q H M

Status ¥ Priority & User & Source Address Description & Limit #

To limit a user’s session. You can set up specific rules for each user

Click Add >Select one of the user and field in the Session limit for the user and click save.

@ Securty Policy = > 3ession Control -

General Seftings

Enable [ @)

Description

User Tyxel &

Source Address aany &

Session Limit per Host 30 (0 - 400000, 0 is unlimited)
Configuration

+ Add

[ Status $ Priority % Uszer & Source Addres: * Detzeription # Limit &

o @Q 1 Iyxel any 30
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Test the Result

Log in as User: Zyxel
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Iyxel ,You now have logged in.
Click the logout button fo ferminate the access session.
You could renew your lease time by clicking the Renew button.
For security reason you must login in again after 1 days .

User-defined lease time (max 1440 minutes): (1440 | &

O Updating lease time automatically

Remaining time before lease timeout (hh:mm:ss): [23:59:44 |

Remaining time before auth. timeout (hh:mm:ss): [23:59:44 |

Try fo access web browser to hit the session limit

Go to Log & Report > Log/Events and select Session Control to check the logs.

Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.23.5.1 ACCESS BLOCK

Session Conftrel Maximum sessions per host (30) was exceeded. 192.168.169.33 172.23.5.2 ACCESS BLOCK
Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.25.5.210 ACCESS BLOCK

Session Conftrel Maximum sessions per host (30) was exceeded. 192.168.169.33 172.21.5.1 ACCESS BLOCK

o o o o o

Session Control Maximum sessions per host (30) was exceeded. 192.168.169.33 172.24.78.18 ACCESS BLOCK
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How to Configure Bandwidth Management for FTP Traffic

This example illustrates how to use USG Bandwidth Management (BWM) for controlling
FTP traffic bandwidth allocation. By specifying criteria such as incoming interface,
outgoing interface, source address, destination address, service objects, application
group, and user, you can create a sequence of conditions to allocate bandwidth for
packets that match these criteria. Once BWM is setf up, it allows you to limit bandwidth
for high-consumption services like FTP, ensuring bandwidth guarantees. This is @

practical example of implementing BWM for FTP traffic with a USG device.

gel ge3

FTP Server =
Download 5Mbps 192.168.168.33

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. The total available bandwidth assumption is SMbps. This example was tested
using USG FLEX 500H
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Set Up the BWM rule for FTP download.

Go to Network > BWM scan. Click on *Add"” button to create a new BWM rule.

@ MNetwork = = BWM -

Configuration

MName BWNI_FTP

Description

Criteria

Incoming Interface ge3d (LAM) hd

Qutgoing Interface gel [WAN) -

Source LANT_SUBNET &

Destination any &

Service Type O service Objact ® Application Group
Application Group FTP € hd

User any 4

Traffic Shaping

Download Limit O Unlimited
© Limit 5 Mbps
Upload Limit ® Unlimited
O Limit
Pricrity Medium (4] -

Related Setting

Log log -
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Incoming Interface: ge3d

Outgoing Interface: gel

Source: LANT1 IP Subnet

Application Group: FTP

Traffic Shaping: Download Limit 5 Mbps.

“U"Note: The terms "incoming interface" and "destination interface" indicate the
direction of traffic that the client initiates during a session. The term "Source IP
information" denotes the initial IP address. Furthermore, the Application Group

function identifies client traffic types based not only on the service port but on other
criteria as well.

Turn on this feature. It will enable BWM function to allowing the rules to be effectively
applied.
@ Netwark ¥ = BWM

General Seffings

|E1cce

Corfiguration

+ Add

any any any

Q H D
[] Status Pri.® Name ®  Descripion® User® IncomingInterface *  Outgoing Inferface ¥ Source * Desfinafion #  Service ¥ BWM Dewnload/Upload/Pri
o @ 1 BWM_FTP any o83 gel LANI_SUBNET  any FTP 5/0/4
o Default

any any no/na/7

Test the Result

Go to Log & Report > Log/Events and select BWM to check the logs.

@ Log & Repert > > Log/Events =
Category  BWM v & Refresh & Clear Log [= Export Q ¥ M m
#%  Time® Message = Src. IP % Dsl. IP = Dst. Port ¥

Mode=port-less rule_name=BWM_FIP app_na
me=FTF matched

G4 2024-03-14 19:11:12 92.168.168.33 B 55.115.181.19: 28077

Mode=pori-less rule_name=BWM_FIP app_na
me=FTP matched

84 2024-03-14 19:10:32 92.1468.168.33 Bl 59.115.181.19:21
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How to Configure WAN trunk for Spillover and Least Load First

In the realm of network management, WAN trunk spillover and the Least Load First (LLF)
algorithm are vital for optimizing resource utilization and enhancing network
performance. WAN frunk spillover ensures seamless connectivity by distributing tfraffic
across multiple WAN connections, preventing bottlenecks, and maximizing bandwidth
usage. The LLF algorithm inteligently balances ftraffic load by prioritizing the least
loaded WAN links, minimizing latency, and improving overall network efficiency. This is
an example of using the FLEX H series for two spillovers and the Least Load First
configuration. The following example is based on GE1 1G/1G and GE2 500/500 Mbps for

illustration.

Internet

ISP 1 ISP 2

gel: 1G/1Gbps ge2: 500M/500 Mbps

‘Ql Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.20).
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Least Load First

The “Least Load First” algorithm allocates new session traffic based on the current
outbound bandwidth utilization of each trunk member interface. This utilization, measured
as outbound throughput over available bandwidth, serves as the load balancing index.
For instance, if WAN 1 has a throughput of 1000K and WAN 2 has 5K, the Zyxel Device
calculates the load balancing index accordingly. With WAN 2 showing a lower utilization,
indicating lesser utilization compared to WAN 1, subsequent new session traffic is routed

through WAN 2 for optimal load distribution.

Spillover

The “Spillover” load balancing algorithm prioritizes the first interface in the trunk member
list until its maximum load capacity is reached. Any excess traffic from new sessions is then
directed to subsequent interfaces in the list, confinuing until all member interfaces are
utilized or traffic demands are met. For example, if the first interface offers unlimited
access while the second incurs usage-based billing, the algorithm only activates the
second interface when traffic surpasses the threshold of the first. This approach opfimizes
bandwidth usage on the first interface, minimizing Internet fees and preventing overload

situations on individual interfaces.

Set Up the User-Defined Trunk

Spillover and Least Load First

Go to Network > Interface > Trunk page, and click Add button to create user-defined
Trunk. In the general settings, we can configure the following settings;

Name: Least Load First (Enter a descriptive name for this trunk)

Algorithm: LLF

Load Balancing Index: Outbound

Note: This field is available if you selected to use the Least Load First or Spillover method.
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@ Network ¥ > Interfoce ¥ > Trunk ¥

General Settings

Name I LLF I

Load Balancing Setting

Algorithm I Least Load First w I
Load Balancing Index{es) I Outbound v I
4 Add [
Interface + Mode * Limit (Kbps) *
No data

Click Add to add a member interface to the trunk, in this scenario, we have gel, and
ge?2 for Internet access.

Member: gel(Wan)

Mode: Active

Limit(Kbps): 1024000

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

w

[] Interface ¢ Mode % Limit (Kbps) =
gel (WAN) v Active v 1024000 Vi X
ge2 (WAN) v Active v 512000 Vi X

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel

Apply
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After the Trunk LLF is created, let's create a second WAN frunk for spillover testing, click Add
button to create 2nd user-defined Trunk.

Name: Spillover (Enter a descriptive name for this trunk)
Algorithm: Spillover

Load Balancing Index: Outbound

General Settings

Name Spillover

Load Balancing Setting

Algorithm | spilover -]
Load Balancing Index(es) I Outbound - I
+ Add m
Interface * Mode = Limit (Kbps)

No data

Click Add to add a member interface to the trunk.
Member: gel(Wan)

Mode: Active

Limit(Kbps): 819200

Member: ge2(Wan)

Mode: Active

Limit(Kbps): 512000

m

[] Interface * Mode = Limit (Kbps) +
gel (WAN) v Active v 819200 VI X
ge2 (WAN) v Active v 512000 Vi X

Click Apply to save changes.

Some changes were made

What do you want fo do then?

Cancel
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Go to Default WAN Trunk section, select User-Defined Trunk and select the newly created (LLF

or Spillover) Trunk from the list box. Click Apply to save changes.

@ Neitwork ¥ > Interface ¥ > Trunk ¥

Interface Trunk Port
Default WAN Trunk
Trunk Selection O Default Trunk
® User-Defined Trunk LLF v

User-Defined Trunk

+ Add 2arc oht Q +H @
[1 Name * Algorithm = Members =

O Lr IIf gel, ge2

O Spillover spill-over gel, ge2

4

Some changes were made

Default Trunk What do you want to do then?

=
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Test the Result

Spillover
1) Apply Spillover in User-Defined Trunk.
2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Stafistics > Port to check interface utilization. Upload fraffic should go to
gel as this interface is the first member interface in Trunk Spillover. Check if maximum load
capacity 819200bps is reached. Any excess fraffic from new sessions is then directed fo

subsequent interfaces in the list

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface ge2 to see if new sessions are captured on ge2.
Least Load First

1) Apply LLF in User-Defined Trunk

2) Connect two hosts on the LAN side. Host A upload a large file to an FTP server.

3) Go to Traffic Staftistics > Port fo check interface utilization.

4) Host B generates ICMP traffic to 8.8.8.8.

5) Capture packets on the interface with lower fraffic load to verify if the ICMP traffic is

routed through the less congested interface.
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