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Intellectual Property

© 2022 Lantronix, Inc. All rights reserved. No part of the contents of this publication may be
transmitted or reproduced in any form or by any means without the written permission of
Lantronix.

Lantronix is a registered trademark of Lantronix, Inc. in the United States and other countries.

Patented: https://www.lantronix.com/legal/patents; additional patents pending.

All trademarks and trade names are the property of their respective holders.

Contacts

Lantronix, Inc.

48 Discovery, Suite 250
Irvine, CA 92618, USA
Toll Free: 800-526-8766
Phone: 949-453-3990
Fax: 949-453-3995

Technical Support
Online: https://www.lantronix.com/technical-support/

Sales Offices
For a current list of our domestic and international sales offices, go to the Lantronix web site at
https://www.lantronix.com/about-us/contact/

Disclaimer

All information contained herein is provided “AS IS.” Lantronix undertakes no obligation to
update the information in this publication. Lantronix does not make, and specifically disclaims,
all warranties of any kind (express, implied or otherwise) regarding title, non-infringement,
fitness, quality, accuracy, completeness, usefulness, suitability or performance of the
information provided herein. Lantronix shall have no liability whatsoever to any user for any
damages, losses and causes of action (whether in contract or in tort or otherwise) in
connection with the user’s access or usage of any of the information or content contained
herein. The information and specifications contained in this document are subject to change
without notice.

Revision History

November 2022 A Initial document.

For the latest revision of this product document, please check our online documentation at
www.lantronix.com/support/documentation.
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Overview

This document provides instructions to upgrade cellular firmware on Sierra Wireless cellular or
radio modules, used in Lantronix cellular routers, using their AirVantage portal. This includes the
following:

e Obtaining device information
e Registering the device on the AirVantage portal
e Setting up the device for communication

e Upgrading the cellular firmware

Obtaining Device Information

To register your device on the AirVantage portal you will need some device information such as
model, IMEI number, and serial number. To get this information do the following:

1. Open Windows PowerShell.

2. Connect to the device using SSH with IP address of the device. Use the command:

ssh root@ipaddress

dindows Powershell
Copyright (C) Microsoft Corporation. All rights reserwed.

Try the new cross-platform PowerShell https://faka.ms/pscoreb

PS C:\U
root@lal.

3. To get the device details, use the command:

sendat ati 1

Sierra Wireless, Incorporated

22¥df2 jenkins 2
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Registering Your Device

To register your device on the AirVantage portal:

1. Log into the AirVantage portal at https://airvantage.net. The AirVantage portal dashboard

displays.
Ay Ainvantage = Registe W Invento @ Monito £ Configure 3 Develof
cone
ad Initial Dashboard + I 00 @
Welcome to Airvantage! Take the getting started tour to let us guide you though your first hardware registration and collect data. All yo
working smartphone (Android or i0S) This tour wall take ab
. Take the Getting Started Tour
AirVantage
r m I Do nentat

2. Click Register. The Registration page displays.

47y AirVantage  I= Register W inventory & Nonitor £ Configure S Develop

- Type
Serial Number

AirPrime AC Series
o IMEIVESN

O Preconfigure system

3. Click Select system type. The different systems display. Scroll through the page and
click required system type to select it. The selected system type displays to the left, on
the device registration page.

Upgrading Cellular Firmware Using AirVantage 5


https://airvantage.net/

» AirVantage I= Register W nventory @@ Monito ¥ Configure # Develop

Register AirPrime EM/MC74 Series
s Type
=

Serial Number

3t fe

AirPrime EM/MCT4 Series S

IMEI/ESN
me i

O Pre-configure syste your

4. Complete the fields in the registration form:

e Type — Click in the Type field, then select the required model (see Obtaining
device information).

o Serial Number — (see Obtaining device information)
o IMEI/ESN - (see Obtaining device information)
¢ Name — Nickname to identify device (optional).

5. Click Register. Your device displays in the Registered systems list once the registration
is successful.

AirVantage I= Register W nvent @ Mor £ Cor W Develoy

Registered systems

All systems o o
System 350810950102935 350810960102935 e EMT430 0 X
MH_pilot_RC7620 an o a0 I 353634110194510 Type  ACT620 0 X
18_RCT630 aaysage 1D 350867110100186 Type  RCTE30 o X
EMGTS500 2rvonths sgo [ 359073061511949 = EM7SS o X
H3IDA_1_WPTE08_1 1 352914090275989 Type  WP7608-1 2, x
EMGB500_EM7430 DS 8GO I 359075068845931 & EM7430 o X
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Setting Up Device for Communication

You must insert a working SIM card into your device, and it must be able to register to network
and data connection.

To setup the device for communication:

1. Open Windows PowerShell and connect to the device using ssh. Use the following
command:

ssh root@ipaddress

2. Stop cellular connection, kill eventsms and gps applications. Use the following
commands:

ifdown cellular

ps | grep -i "event\|gps" | grep -v grep | awk '{print $1}"' |
xargs kill -9

3. Configure APN.
e For devices using Verizon service:
sendat 'AT+CGDCONT=3,"IP","VZWINTERNET"' 1

e For devices using other services:

sendat 'AT+CGDCONT=1,"IP","APN"' 1
4, Configure PDP.

e For RC and WP Series devices using Verizon:
sendat 'AT+WDSS=2,3' 1

e For RC and WP Series devices using other services:
sendat 'AT+WDSS=2,1' 1

e For EM Series devices using Verizon:
sendat 'AT+WDSS=0,"VZWINTERNET"'

e For EM Series devices using other services:
sendat 'AT+WDSS=0, "APN"'

5. Configure AirVantage FOTA parameters.
sendat 'AT+WDSC=1,0' 1- User agreement for package download.
sendat 'AT+WDSC=2,0' 1 — User agreement for package installation.
sendat 'AT+WDSC=3,1' 1 - To configure polling mode frequency.
sendat 'AT+WDSC=4,1' 1 — Retry mode setto 1min.
sendat 'AT+WDSC=5,0' 1 — User agreement for device reboot.

sendat 'AT+WDSS=1,1' 1 - To manually initiate first connection.
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Upgrading Firmware

To upgrade the firmware on your device:

1. On the AirVantage Portal, click Monitor > Systems.

% Airvantage = Register W Inventory @ M £ Configure *

= > Select systemtype » El 7. B -
Type | EM7430 -
o
Serial Number S
4 at communications with AirVantage Platform are
IMEI/ESN configured
> "AT+WDSC=3,x"(x being the frequency of connection in minutes
Name [
O Pre-configure system 5.4 rm will synchronize your new

[ regster EEUREEIE

The Systems page displays.

'% AirVantage I= Register W Inventory B3 Monitor ¥ Configure & Develop

Everything ~ Systems Current Aleris Alert History Operations V4

Recent activity Communication status System Operations
Comm. Status Last Comm. date RSSI ° Bulk Edit
© E218.RC7630 amminute age il © change syst
e 35081096010, 5 minutes ago atll 9 Install application
14 minutes ago atll = Install applicatior
® rendng © peees
3 months ago aill ® ockes 9 Install application
3months ago il
2 e Total: 13
(o)
e o + - |- o | @ I & | & |~-|| D
Company = Fargo Telecom Technologies Pvt Ltd
< nowing 1 19713 of 13 entrie:
O Name < LastComm... Labels IMEVESN ©  Serial Num.. SystemType Firmware Technology RSS! Current Ope... Ec/lo Mertstate  Actions
0 System3. Sminutesago - 35 1. BHI0950062. 7430 E LTE atll AIRTEL a2l
O 2 MH_pilot_.. - - 3536341101 . 7012068609 RCT UNKNOWN afll alil
O S E2IBACT. amnuEago - 3508671101.. 1615165396 RCT630 i UNKNOWN il alil

2. Select the device to be upgraded. The device information displays.

Note: The installed firmware version is displayed under System Info.
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4y Airvantage I ster u @ 2% i * M
@ > Systen Configuration Timeline | Data Histo a Y & & ' Morew o
System 350810960102935 Initial Dashboard +
o aminute ago 13 Min. 39 Sec.
1Al ster 5
) ] Rorwy
Name Creation Date o days
g
(] ons
-+ Seminy el Uuisne s
o oo ;
O == North Turkey.
tlantic 1 Aighe
“Ocean 4 an Pab
Algeria | |y EQYP b
Saud: Arg r
Privacy Mali Niger Sudsn -
Chad
iCeasn e Co
A Keyboard shortcuts ~ Map data ©2022 * Terms of Use

3. Click Upgrade Firmware. The Upgrade Firmware window displays.

Note: The option Upgrade Firmware or Install Bundle may appear depending on the
system type selected.

Upgrade Firmware

Upgrade EM7431 Firmware on System 350810960102935

@ Upgrade to the latest firmware
EM7431 GENERIC Release 16 (9907259-002.036.001)

O Upgrade to another firmware (Advanced)

Firmware Select a Firmware

Advanced settings o -

Upgrade Firmware Cancel

4. Select the firmware upgrade option. If you select Upgrade to another firmware
(Advanced), click the search icon to display the available firmware options and select the
required firmware. The Upgrade Firmware window displays with the selected firmware.
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Upgrade Firmware

Upgrade EM7431 Firmware on System 350810960102935

O Upgrade to the latest firmware
EM7431 GENERIC Release 16 (9907259-002.036.001)

@ Upgrade to another firmware (Advanced)

Firmware EMT7431 GENERIC Release 16 (9907259 . ~ Q| *

Advanced settings o -

Upgrade Firmware Cancel

5. Click Upgrade Firmware. The progress is shown under System Operations. Green line
displays next to Install application once firmware upgrade is successful.

Ay Airvantage = Register W inventory 8 Monitor £x Configure & Develop X
@ > Systems > MH_EM743 Corfiguration | | Timaiine | Data History o 2 & | 4 | 6| Mrer||D
MH_EM7431 Initial Dashboard + 2@
System Communication
Comm Status Last seen Next comm. (ETA) Sync. status
E aminute age Any time now ]

System Alerts System Operations

Location

Name Creation Date 9 Install application
Mo data @ sychonie sysem
© revoats

@ installagpiicaton

@ installapplication

n

(A1)

6. Click Install application to view installation details.
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Install application

uiD cfa1f05924c245058¢c54f287339d3027
Created 20 minutes ago
Finished 10 minutes ago
Launched by & akamble@lantronix com v
Application EM7431 GENERIC Release 16

(MDM_SWI9X50C_01.14.03.00_PRI_9907259-002.036.001)

I MH_EM7431 Details » (QQUInEEEL ]

Advanced Settings

You can use AirVantage Portal to update device firmware at a specified time and receive
notification upon completion of the upgrade.

To schedule firmware update and enable notification:

1. In the Upgrade Firmware window, click the arrow next to Advanced settings. The fields

display.

Upgrade Firmware
Upgrade EM7431 Firmware on System 350810960102935

C Upgrade to the latest firmware
EMT7T431 GEMNERIC Release 16 (9907259-002.036.001)

® Upgrade to another firmware (Advanced)

Firmware EMT7431 GENERIC Release 16 (0007250 ~ | Q | *
Advanced settings o -
Scheduling MNext connection v M i
Timeaut B -
O Send email natification when operation completed
Selectbinary [ Select binary

Upgrade Firmware Cancel
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2. In the Scheduling field, select Next connection and click the calendar tab next to it.
Select the required date and time for Next connection. Once the connection is initiated,
the firmware upgrade starts.

Use the Timeout option to upgrade firmware within a specific time frame. If the device is
unable to establish a connection, it stops trying to initiate a connection after the specified
Timeout.

If the firmware download or installation is still in progress at the specified Timeout, the
process aborts.

3. Select the Send Email notification when operation completed option to receive
notification.

4. Click Upgrade Firmware.
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