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Depending on the number or type of drives in the unit, the model name will be different. Check the sticker on the
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packing box for your unit’s model name.
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TS3410RN

|

= FOERE =X
\ 0).
I
1 Power Button(('))

To power on, connect the power cable and wait for 10 seconds, then press the power button. To power off,
press and hold the power button for three seconds.
If the TeraStation beeps, pressing this button for a short period will stop the beeping.

2 Power LED

For TS3210DN series and TS3410DN series TeraStations, the LED glows green when the TeraStation is on. For
TS3410RN series TeraStations, the LED glows white when the TeraStation is on.

3 infoLED

If there is a status message, the info LED will light up amber. Check the Settings interface or NAS Navigator2 to
see the status message.

4 Error LED

If there is an error, the error LED will light up red. Check the Settings interface or NAS Navigator2 to see the
error message.

5 LAN1 LED

When LAN port 1 is connected, this LED glows green. It blinks when the connection is active.

6 LAN2 LED

When LAN port 2 is connected, this LED glows green. It blinks when the connection is active.

7 Function Button

Use this button for dismounting USB devices, rebuilding RAID arrays, configuring failover, stopping the
TeraStation’s beeping, and initializing settings using a USB drive.

8 Drive Lock(‘\ ﬂ)

Open the front panel with the key to replace drives or access the init button.

9 Init Button

Press and hold this button to initialize the TeraStation’s admin username and password, IP settings, SSL, and
service port restriction settings to their factory default values. The effects of this button can be changed in
Settings.

10



| Chapter 1 Getting Started

1 0 Status LEDs
Normally, these LEDs blink green when drives are accessed. If a drive fails, its LED will turn red.

11 Fan

Spins to prevent overheating inside. Do not block the fan.

12 usB3.0port (SS<)

Compatible Buffalo USB drives, USB memory devices, and USB UPS connections can be connected. USB hubs
are not compatible.

13 iaNPort 1 (B5)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 1000
Mbps.

14 Anrport2 (55)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 1000
Mbps.

1 5 Power Connector
Use the included power cable to connect to a UPS, surge protector, or outlet.

1 6 Anti-Theft Security Slot (ﬂ)
Use this slot to secure your TeraStation with a cable lock (not included).

1 7 Serial Number
This sticker shows the TeraStation’s serial number.

18 uip Button
Press the UID button on the front or the back of the unit to cycle the blue LED on and off.

19 LinkLeD
Glows green when the TeraStation is connected to a network.

Turning the TeraStation On and Off

Note: Do not disconnect or reconnect the internal drives while turning on or off the TeraStation.

Press the power button on the TeraStation to turn it on.

To turn off the TeraStation, press and hold the power button for three seconds. Don’t unplug the TeraStation without
turning it off first. You can also shut it down and restart it remotely from Settings.

1 Double-click the NAS Navigator2 icon (f) ) to start NAS Navigator2.

11
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2 Right-click your TeraStation’s icon and select Settings. For macOS, select the TeraStation’s icon while holding
down the control key, then select Settings.

€4 rias Mavigater? - *

T534 Settings
Properties...
Map Share
Desconnect Share
Create Desktop Shertcut
I'rri hvere
T53410D Series Waorkgroup: WORKGROUP
Direve (RAID O) 0.0 GB/35948.3 GB (0.0%) P Address: 192.168.10.11
' ubnet Mask: 255.255.255.0
efault Gateway: 192.168.10.1
1AC Ad GG R LL
ware: 4,00

MAS Navigator

3 Enter the username and password, then click OK.

BUFFALD

admin

I ! Log in as a different user
Password

Time-0Out Pericd ® 10 minutes ' Unlimited

Secure Connection

Note: The default username and password are “admin”and “password”.

12



| Chapter 1 Getting Started |

4 Settings will open.

T534100493 (TS34100) &

Dashboard §® Language -

Mo events exist,

Storage
(£ System ~ B CPU Usage: 36% ~
Cloud Storage
Name T534100493 o
Applications )
Firmwrare Version | 4.32-0.42 75
Network Serlal Number 10376860700341 b
25
Beckup Workgroup WORKGROUP ;
Administrator 60 50 40 30 X 10 Osec
Hanagemenr
Locatien
B Memory Usage: 13% ey
- Storage ~ ?T;.;.
Drive 75

5 Click << at the top-right of Settings and choose Shut Down.

TS34100A93 (TS3410D) vy

J' I'm here

E!r Log Out

1 o e
= Restart

(L} Shut Down

@ Contextual Help

AR User Manual

6 Click Yes.

7 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

When the power LED on the front of the TeraStation turns off, the shutdown process is completed.

13



| Chapter 1 Getting Started |

Creating an Initialization Drive

We recommend creating an initialization drive as soon as possible. This USB drive can be used to initialize the
TeraStation’s settings to its factory default values or recover the system if your TeraStation encounters an error that

prevents the unit from booting. For the detailed procedure, refer to the “Creating an Initialization Drive” subsection
in chapter 7.

14



Chapter 2 Configuration

Configure and manage your TeraStation using the Settings interface, accessible from a browser window. Open the

interface using the procedure below or type the TeraStation’s IP address into the URL field of your browser.

Note: Microsoft Edge, Firefox, Google Chrome, Internet Explorer 9 or later, and Safari 9 or later are supported. If you

have difficulty viewing Settings, check the following:

- If there are a large number of registered users, groups, or shared folders, use another browser instead of Internet
Explorer.

« If you have a proxy server enabled in the browser settings, configure the exception settings for Settings or disable
the proxy server.

« With Internet Explorer, set security to Local intranet. On Windows Server operating systems, higher-level security
is configured by default. Set the security to a lower level temporarily.

Running the Setup Wizard

Setting Up Through Setup Wizard

When you access Settings for the first time, or after initializing the TeraStation’s settings, the setup wizard will

automatically be displayed. To set up the TeraStation using the wizard, follow the procedure below.

1 Double-click the NAS Navigator2 icon (5) ) to start NAS Navigator?2.

2 Right-click your TeraStation’s icon and select Settings. For macOS, select the TeraStation’s icon while holding
down the control key, then select Settings.

€4 rias Mavigator? - *

‘ Menu » g View = o Browsze 'f:,t Refresh v Fm here

l Browse Shares

1534 Settings
Properties...
Map Share
Disconnect Share
Create Desktop Shertcut
I'rm here
T534100 Series WORKGROUP
Direve (RAID O) 0.0 GB/35948.3 GB (0.0%) 192.168.10.11
' 235.255.255.0
162,168,101
GGHMH: LD R LL

4,00
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3 The password settings page will appear. Enter the desired new administrator password and click Next. If you
click Skip, the administrator password will not change from the default value (“password”).

Change Administrator Password

Change the administrator password.
For security, please choose a new administrator password below.

[£] show entered password

Password:

Enter the password again to confirm.

Confirm Password:

Skip Mext

4 The time zone settings page will be displayed. If you need to change the time zone from that which is currently
displayed on the page, select it from the drop-down list and click Next.

Time Zone

If the wrong time is displayed, change the time zone here,

Time Zone:

|(UTC-06:00) Central Time (US & Canada) |~

Mext

16



| Chapter 2 Configuration

5 The proxy server settings page will be displayed. If you place the TeraStation under a proxy network, set your
proxy settings. Click Next.

Proxy Server
If your Terastation is located on the network through the proxy server, configure the proxy server

settings to use for communication.
Firmware update using Settings will not work properly through a proxy server. Configure your proxy server

settings if you update the firmware from Settings.

Frowy Server: () Enabla @ Disable

Mext

6 The RAID settings page will be displayed. To change the RAID mode from the default mode, select the desired
RAID mode and click Next, then click Start on the next page. The “Confirm Operation” screen will open so enter
the confirmation number and click OK. Changing the RAID mode will begin.

17
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If you want to keep the RAID mode as is, select “Keep current RAID mode” and click Next.

RAID Mode

select your desired RAID mode.
To avoid removing any impaortant data unexpectedly, it is recommended to use a RAID mode that offers

redundancy and back up regularly.
If a new drive is configured as a spare drive and an error oocurs on another drive, the failed drive will be

replaced with the new drive automatically to maintain redundancy.
If you change the RAID mode, all data on the drives will be lost.

@ Keep current RAID mode
Current RAID Mode:  RAID S (Capacity: 2.7 TB, Drives Used for Array: 1, 2, 3, 4)

Thiz wizard will finish without changing the RAID mode,

© RAID 5

(Capacity: 2.70 TB, Drives Used for Array: 1, 2, 3, 4)

© RAID 5 + hot spare

(Capacity: 1.80 TB, Drives Used for Armay: 1, 2, 3 + Spare Drive: 4)
Identical data will be written to multiple drives with parity, resulting in both faster performance and redundancy in case a

single drive fails,

Redundancy: ...
Performance BEER
o RAID 6

(Capacity: 1.80 TB, Drives Used for Array: 1, 2, 3, 4)

Identical data will be written to multiple drives with parity, resulting in redundancy in case up to two drives fail.

Redundancy: .....
Performance [ | |

MNext

Note: The RAID settings page will not be displayed if using the TS3210DN series and the two-drives included
TS3410DN series TeraStations.

7 The folder path to access shared folders will be displayed and setup will finish.

Opening Setup Wizard

You may run the setup wizard even after the initial setup or initialization. To launch the setup wizard again, follow

the procedure below.

1 From Settings, click Management.

% Management

2 Click 0 to the right of “Restore/Erase”.

* Restore/Erase ﬁ

18



| Chapter 2 Configuration

3 Click Execute Wizard.
Setup Wizard

Configure some settings using the setup wizard again. Be aware if you change any settings through the
wizard, all settings will be overwritten to the new parameters. &l folders and files will also be erased if vou
change the RAID mode.

Execute 'Wizard

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 Follow the procedure on the screen and finish the setup wizard.

Opening Settings

1 Double-click the NAS Navigator2 icon (@ ) to start NAS Navigator2.

2 Right-click your TeraStation’s icon and select Settings. For macOS, select the TeraStation’s icon while holding
down the control key, then select Settings.

&) ras Mevigater? - *

l Browse Shares

&y Refresh v Fm here

Settings
Properties...
Map Share
Desconnect Share
Create Desktop Shortcut
I'rm here
T534100 Serigs Warkgroup: WORKGROUP
Crrrve (RAID @) 0.0 GB/3598.3 GB (0.0%) P Address: 192.168.10.11
' Mask: 2352352350
162.168.10.1
GG T B LL
e 4.00
MAS Navigator
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3 Enter the username and password, then click OK.

BUFFALD

admin

! Log in as a different user

riod * 10 minutes ' Unlimited

Secure Connection

Notes:
« If the time-out period is set to “10 minutes”, you will be logged out of Settings after 10 minutes of inactivity.

« Click Secure Connection to log in using an encrypted connection.

4 Settings will open.

= Mﬂf_ﬂ TS34100A93 (TS34100) &
Dashbaoard Dashboard & e TR

Mo events exist.

haring

Storage
E] System ~ B CPU Usage: 36% .
L
Name TS3410DA53 1n
Applications )
Firmware Version | 4.32-0.42 75
Network Serlal Number 1037686070034 5
5
Wi WIORKGROUP
Rackup rigroup . .
Administrator 60 50 =0 30 20 10 0 5ec,
Hanagemenr
Location
B Memory Usage: 13% ey
= Storage %
B - 10
Drive 75

Notes:
« Username/Password Combinations:
20
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Username Password Settings Available
admin (default) password (default) All
guest blank System information (read-only)

If a user is assigned as an administrator, all settings are
Your username Your password available. If assigned to another group, only system
information (read-only) is available.

+ Click << at the top-right of Settings and choose I'm here to play a tone from the TeraStation for easy location.

Checking the Device Information from Dashboard

When opening the Settings interface, the Dashboard page will appear first. Dashboard will show the following
device information:

« System information, such as hostname, firmware version, IP address etc.

- Drive information, such as used capacity of internal drives, LVM volumes, iSCSI volumes etc.

« CPUusage

« System memory usage

« Network information, such as IP address, link speed, sent and received rates etc.

E Mm‘ﬂ TS34100A93 (TS34100) {{:
Dashbaard Dashboard r Language -

« No events exist.

Storage

E] System . B CPU Usage: 36% ~
Cloud Storage
Name T$3410DA93 o
Applications )
Firmware Yersion | 4.32-0.42 75
Network Serial Number 10376860700341 5
25
Wi WORKGROUP
Backup orkgroup .
Administrator 60 50 40 L] 20 10 0 5ec,
Hanagemenr
Location
B Memory Usage: 13% ~
- Storage . i

Drive

1

Notes:

« Ifincreasing the number of files on the TeraStation, it will raise the memory usage of the TeraStation. This memory
usage will decrease after the specific time passes. To reduce the memory usage immediately, try the following
operations:

o Restarting the TeraStation.
o Dismounting the USB drive.

« If there is not enough free space on the TeraStation, it may cause abnormal system behavior. Make sure that there
is always at least 1 GB or larger of free space on the TeraStation.
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Configuring Shared Folders

Adding a Shared Folder

1 From Settings, click File Sharing.

[ File sharing

2 Click ‘ﬂ’ to the right of “Folder Setup”.

‘@ Folder Setup £  1Foiders

3 Click Create Folder.

| Select AN | | Dwsdlect A0

]

Shared Folder List
e-
Crasts Fldar | Dulats Foler || Emply Rucycls Bia | Filter: [ %]
e ooy Redesn | sue | A Bacp Webaccess | More Oetals
- . —— . o -
shargl Array 1 v v v = - ~

A

Adwinced Seitings for Subfolders P Close

22




| Chapter 3 File Sharing

4 Configure the desired settings, then click OK.

Shared Folder Settings
*Required @ -
Basic Opton 1 Dpton 2 Access Restrictons
Copy Settings from: »
Name ™ :
DrivefArray: Drive 1 k4
Recycle Bin: @) Enable ©) Disable
LAN Protocol Support: [¥7] SMB (wWindows/Mac) V] AFP (Mac)
IFTR | Backup
1 sFTP | webAccess
[CINFS
NFS Path
(] Cancel

Notes:

Names may contain up to 27 alphanumeric characters, hyphens (-), and underscores (_). Multibyte characters are
supported. The first character should not be a symbol.

When you click the Option 1 tab, you can enter the folder description. Descriptions may contain up to 75
alphanumeric characters, hyphens (-), underscores (_), and spaces. Multibyte characters are supported. The first
character should not be a space.

You may create up to 400 shared folders.

If the names of shared folders accessed via AFP and FTP connections contain multibyte characters, configure the
client language in Management > Name/Time/Language to match the characters. If the setting does not match,
the shared folder name will not be displayed correctly.

The following characters are handled differently by macOS and Windows. Avoid using these characters when
sharing data between macOS and Windows:

—~/—C £

Windows does not support some characters that macOS and the TeraStation allow. If you create a filename on

a Mac using any of the following symbols, it will not display correctly on a Windows computer. You may have to
connect to the TeraStation via AFP in order to display or copy files that contain these symbols in their filenames.
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Chapter 3 File Sharing |

1 /\=+><;:",|*

« Do not use any of the following words for the name of a shared folder as these words are reserved for internal
use by the TeraStation: authtest, global, homes, info, lost+found, Ip, msdfs_root, mt-daapd, printers, ram, spool,

uny

usbdisk x (where “x”is a number, for example: usbdisk1)

Don't use the following unsupported characters in shared folder names, workgroup names, or filenames:

O@DB@EE@E®©®10()0203(400)(0 | [ 1V V VIVIVIIIX X
i i i iv v viviiviiix x mmemkmmgkgcc mNoKK T @ @@ @@ )E)RBARERIT = 0 o 8 107 o T2l G 2 82 b s

SRR TN I N W
EREERERISEREY | ZERFEBRIBERERFERERMERMABEE SRMILHDEHIFE
BN EB IR IR 2 5 T IR R IR RIS R L B R IT IR (T o8 8 B B R i S IR RIS RIS gR9E 2 54 1R
KRR IISIRIE B IR AR BRIR 2RO T B 5 IR e ba B B B 2 PSS 5 An A MM AR KIS AR e
BRI REHRAR ZN B TR S B RS R R f R X B AU R S R R R IR R B R R,
B R IR e 1 BE 12 B HIB IR IA DR IR AR 12 A AR &8 A 2 B b b BRI R B L TR T e ma g U i s 1R B AE 2R
RIS ISR B T iR E R R E ik S i (8 2R 57 5 e 5 ) SR A SR B SR IR R T B B R S RS R 4ER BN,
£ EASLEFE2 80 ENET BOER IR E R SNEN RN Y S IR ER SR PRI S EE AR SR B R B SR S S R IR S SR SR SR SRR R P2
EISISEEEREE F s Ak R S it M B L AR AR IS RS R IR R B TR MRS EE TS

« File and folder names may contain up to 255 single-byte characters.

+ Folder and workgroup names whose names contain non-Roman characters may not be displayed correctly.

« If shared folders are accessed from a Mac, information files for the Mac may be generated automatically. Do not
delete these files. If they are deleted using Windows, this may prevent further access from a Mac.

- TheTeraStation belongs to the default zone in AppleShare; the zone cannot be specified.

« When files are copied to the TeraStation or to a USB drive connected to the TeraStation, file information such as
date created, date modified, and other date information may be updated or changed.

During a file transfer, if settings are changed, the file transfer operation may be aborted.

File copying to the TeraStation is protected by a journaling file system. If the Ethernet cable is disconnected or a
power outage occurs while copying data, the following may occur:

o Preset data such as the TeraStation name, users, and groups may be erased.

o Anincomplete file may be copied and the file can no longer be deleted. If this happens, restart the
TeraStation, delete the file, and perform the copy operation again.

« If the Ethernet cable is disconnected from the LAN port during file copying, even if the cable is not in use, the
copy operation will abort. Do not disconnect or reconnect the Ethernet cable to the LAN port during file copying.

Recycle Bin

To protect your data from accidental deletion, you may configure your TeraStation to use a recycle bin instead of

deleting files immediately. The recycle bin will only work with SMB connections. To empty the recycle bin, click File
Sharing > Folder Setup > Empty Recycle Bin in Settings. The recycle bins in all shared folders will be deleted.
Notes:

+ You can prevent guests and other users from emptying the trash by navigating to File Sharing > SMB and select
“Administrator only” for the “Recycle Bin Permissions” option.

If you use macOS, select “Keep when original file is deleted” for the “macOS Temp Files” option by navigating to
File Sharing > SMB. If this setting is changed, files in the recycle bin may be corrupted.

Read-Only Shares

By default, new shares are set with read and write access, but you may change the attribute to Read only at Attribute

on the Option 2 tab. Read-only shares and HFS Plus-formatted USB drives will have “(Read Only)” added to comments
in File Explorer.

Note: Configure read-only file attribute in Settings. Configuring them from within Windows is not supported and
may cause unexpected behavior.
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Hidden Shares

If hidden shares are enabled, shared SMB folders will not be displayed in Network, and only certain users are allowed

to access them. To hide a shared SMB folder, follow the procedure below.

1 From Settings, navigate to File Sharing > Folder Setup and choose a shared folder or a USB drive to configure
hidden shares.

2 Click the Option 2 tab and select the “Hidden share (SMB only)” checkbox, then click OK.

Notes:

« If protocols other than “SMB (Windows/Mac)” or “Backup” under “LAN Protocol Support” on the Basic tab are
enabled, the hidden shares option will be grayed out and cannot be selected.

« Configure hidden share attribute in Settings. Configuring them from within Windows is not supported and may
cause unexpected behavior.

To access a hidden folder, open File Explorer in your computer and enter “\\TeraStation name\shared folder name$\”

into the address bar. For example, if the TeraStation name is “TSXXX001” and the shared folder name is “share”, enter

"\\TSXXX001\share$\" to open it.

Configuring Users

Adding a User

Note: The TeraStation can register a maximum 300 of users, which include the default users “admin”and “guest”.

1 From Settings, click File Sharing.

I File sharing

2 Click ﬁ to the right of “Users".

4 Users ﬁ 2 Local Users

25



| Chapter 3 File Sharing

3 Click Create User.

User List

(== e

[_____ ; 'EEG_FTJ el User i [—
Adenin mmm;w Dissbled Dsabled 1 i

| guest System default guest user Dissbled Disshled 10 i

« I . .

M o4 |rage[1 | ofa| b | e

Suect Allon This Puge | | Select Al induding Avoth Mlm
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4 Enter the desired settings, then click OK.

User Settings
*Required g »
Username: © Filter: »
Group
User ID: . hdusers
Enter a number betwesen 1000 and 1999,
admin
Email:
Password: *

Confirm Password: =

Description:

Selact All Deselact Al

(Quota: Primary Group:

i) Enable {Units: GB) hdusers bt

@ Disable

oK, Cancel

Notes:

Usernames may contain up to 128 alphanumeric characters, hyphens (-), underscores (_), periods (.), and the
symbols!# & @ $ * A %. The first character should not be a symbol.

The user ID should be a number from 1000 to 1999. Each user ID should be unique. If this field is left blank, a user
ID is assigned automatically.

Do not duplicate user IDs, group IDs, usernames, or group names. Each should be distinct and unique.

User descriptions may contain up to 75 alphanumeric characters, hyphens (-), underscores (_), and spaces.
Multibyte characters are supported. The first character should not be a symbol or space.

Passwords may contain up to 20 alphanumeric characters, hyphens (-), underscores (_), spaces, commas (,),
periods (.), semicolons (;), tildes (~), and the symbols @ ! $ & * +: =7 ][ A} {\. The first character should not be a
symbol unless it is an underscore.

Use the same username and password for both Windows and the TeraStation or you may be unable to access
shared folders.

Do not use a name already in use as a group; do not use any of the following words as a username as these
words are reserved for internal use by the TeraStation: _lldpd, adm, admin, administrator, admins, all, apache,
avahi, avahi-autoipd, backup, bin, crontab, daemon, dialout, dip, disk, ftp, ftpuser, fuse, gnats, guest, guests, halt,
hdusers, irc, kmem, libuuid, list, Ip, mail, man, messagebus, mysql, netdev, news, nobody, nogroup, none, ntp,
openldap, operator, plugdev, proftpd, proxy, puppet, root, rpc, rpcuser, sambashare, sasl, shadow, shutdown,
snmp, splx, src, ssh, sshd, staff, statd, sudo, sync, syslog, tmhttpd, tty, users, utmp, uucp, winbindd_priv, www,
www-data
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Importing User Information

You can import users in File Sharing > Users by clicking Import CSV File.

An example format for user data: Username (required), password (required), and user description (optional).
Example 1: Importing usernames, passwords, and comments

usernameT,password1,comment1

username2,password2,comment2

username3,password3,comment3

Example 2: Importing usernames and passwords
usernameT,password1,
username2,password2,
username3,password3,

Guidelines:

« Use commas (,) as separators. Do not put spaces before or after commas. If you don't want user descriptions, use
a comma after the password at the end.

« Ifalineisin an incorrect format, the username entered on that line will not be registered.

« If an unavailable name is used by a user or if the username already exists, an error will occur and cancel the
import process. User whose usernames were entered during or after the error occurs will not be imported.

« Do not use commas (,) in the username, password, or user description.

Note: Imported users are added to the “hdusers” group automatically.

Adding a Group

1 From Settings, click File Sharing.

[ File sharing

2 Click ¢ to the right of “Groups”.

® Groups -ﬁ- 3 Local Groups
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3 Click Add Group.

4 4 |Page |1 |of1| b M|

Select Al en This Page | S alect Al bdluding Another Page | | Deselest Al |

130f3  ltems perpage: (20 |v|

Group List
o-
I| Locsl Broeps i[ ] .
 AddGroup | | Delets Group Filter: | _. | x
GroupName  Description | Quota Alert Capacity | Quota Capacity Users mu
hdusers System default gen, . Disabled Disabled 0 L
admin System default adm. . Disabled Disabled > Cl
guest System default gues . Disabled Disabled - L
|« I 4

Clasa |

29




| Chapter 3 File Sharing

4 Enter the desired settings, then click OK.

Group Settings

*Required 0 =l &
Group Name: = Filter: x
Username
Group ID: ] admin
Enker & numbar between 1000 and 1999,
[ useroz

Group Privileges:

General users 2

Select a recipient for group notifications:
1@ User (with emall address configured)

Disabled o
(©) Email address

Description:

Selact Al D select Al

Quiota:
i) Enable (Units: GB)

@ Disable
[u] .4 Cancel

Notes:

Group names may contain up to 20 alphanumeric characters, hyphens (-), underscores (_), and periods (.). The
first character should not be a symbol.

Group descriptions may contain up to 75 alphanumeric characters, hyphens (-), underscores (_), and spaces.
Multibyte characters are supported. The first character should not be a symbol or space.

If the group ID field is left blank, a group ID is automatically assigned. Use numbers between 1000 and 1999 to set
a group ID manually. Don't use duplicate group IDs.

You may register up to 300 groups with the TeraStation.

If you are logged in as a member of the general users group, you can change only your own password. If you're
logged in as an administrator, you can change any setting, including other users’ passwords. If you are logged in
as a member of the power users group, you can create and edit shared folders, users, and groups.

Do not use a name in use as a user; do not use any of the following words as a group name as these words are
reserved for internal use by the TeraStation: _lldpd, adm, admin, administrator, admins, all, apache, avahi, avahi-
autoipd, backup, bin, crontab, daemon, dialout, dip, disk, ftp, ftpuser, fuse, gnats, guest, guests, halt, hdusers,

irc, kmem, libuuid, list, Ip, mail, man, messagebus, mysq|, netdev, news, nobody, nogroup, none, ntp, openldap,
operator, plugdev, proftpd, proxy, puppet, root, rpc, rpcuser, sambashare, sasl, shadow, shutdown, snmp, splx, src,
ssh, sshd, staff, statd, sudo, sync, syslog, tmhttpd, tty, users, utmp, uucp, winbindd_priv, www, www-data
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Configuring Access Restrictions for Shared Folders

You may restrict access to specific shared folders, including external USB drives.
Notes:

« Configure access restrictions through Settings. Configuring access restrictions through Windows is not supported
and may cause unexpected behavior.

« Shared folders with limited access can still be used as backup destinations.

« If you change access restrictions for a user or group while they are accessing files, unexpected behavior may
result.

Local Users and Groups

1 From Settings, click File Sharing.

[ File sharing

2 Click Q to the right of “Folder Setup”.

é Folder Setup -ﬁ 1 Folders

3 Click the shared folder that you want to set access restrictions for.
Shared Folder List
@ -
Crawla Foldar £ Emp by Racychs Bis Filter: ®

Hame DwrivefAray Fuecycle Bin SME  AFP Backup WebAcoess More Detals

infz
] gharel Array 1 - = ~

Select Al Dwselect AR

Adwanoed Setlings fr Subfokers Close

4 Click the Access Restrictions tab.
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5 Enable “Access Restrictions for Shared Folders”.

Access Restrictions for Shared @ Enable

Folders:

6 Select the level of access for the user or group.

%; Read and write access allowed

Local Users

Local Username

admin
guest

general_user

Page |1

7 click oK.

Notes:

Local Groups

%: Read access allowed

Filter:

() Disable

Z]: Access prohibited

1-3of 3 Ttems per page:

Ok

20 |

Cancel

« The example above shows access restriction by a user. To restrict access by group, click the Local Groups tab and

select group permissions.

« Under the following settings, read-only permission always applies:

o A user joins multiple groups for which either read-only or write permissions are given.

o A write-permitted user joins groups for which read-only permissions are given.

o Aread-only user joins groups for which write permissions are given.

« For an access-restricted shared folder, if you change the access restrictions of all users and groups from read and
write or read-only to access prohibited from the user or group list page in Settings, that shared folder can only be

accessed by admin users and groups.

Active Directory

If there is an Active Directory environment, the TeraStation will use account information from the Active Directory

domain controller to set access restrictions for TeraStation’s shared folders. There is no need to perform individual

account management for the TeraStation. If multiple TeraStations are installed on the network, the account

information is centrally managed in Active Directory, greatly reducing the operations required for installation and

management.

Notes:

« If usernames or group names from Active Directory include multibyte characters, you will not be able to

configure access restrictions for them.

« The TeraStation supports a domain environment with a maximum of 10,000 users and groups.
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1 From Settings, click Network.

2 Click ¢ to the right of “Workgroup/Domain”.

111 Workgroup/Domain o3 Workgroup

3 Click Edit.
4 sclectActive Directory”, then click Next.

[ Workgroup/Domain Settings

Authentication Method
2 Workgroup
@ Active Directory

Mt

Cancel

5 Enter the domain controller information and click Search. The domain controller on the same network will be
detected and required settings will be entered into each field automatically. Or, enter the settings manually.

Active Directory Domain Settings

Detect Domain Controller :
(IP Address. DNS Name. or Computer Name)

MetBIOS Name ™ @ WORKGROUP
DS Name ™ :

Domain Contraller Name ™ ;
{Cormputer Name)
Administrator Name * ;
Administrator Password * :

WINS Server [P Address:

[¥] Configure domain controller as an NTP server

Ok,

*Required (@) -

Search

Cancal

6 If there is a difference of more than five minutes between the TeraStation’s clock and the domain controller’s
clock, joining the domain or authenticating domain users and groups may fail. For best results, select
“Configure domain controller as an NTP server” if the domain controller can function as the NTP server.

7 click oK.
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8 Click ﬁ to the right of “Folder Setup”.

o Folder Setup ﬁ 1 Folders

9 Click the shared folder that you want to set access restrictions for.

Shared Folder List

Crawin Folder E Emp by Fecycls Bis Filter: »

Hamg DerivefAamay Recycle Bin 5MB | AFP Backup WebAccess More Detals

info
sharal Arrary 1

Swdwct AR Do st A0 —

Adwanoed Setbings for Subfoliers Chose

1 0 Click the Access Restrictions tab.

1 1 Enable “Access Restrictions for Shared Folders”.

Access Restrictions for Shared @ gpable i©) Disable
Folders:

1 2 Select the level of access for the user or group.

%z Read and write access allowed %: Read access allowed Z]: Access prohibited

13 ciick ok,

Notes:

« To have the TeraStation join an Active Directory domain, configure it to use a DNS server that can resolve names
for the Active Directory domain.

« After building an Active Directory domain, the administrator password for joining the domain must be changed
at least once, or joining the Active Directory domain will fail.

« The DNS name and NetBIOS name of Active Directory domains should be identical.

« Under the following settings, read-only permission always applies:
o A user joins multiple groups for which either read-only or write permissions are given.
o A write-permitted user joins groups for which read-only permissions are given.
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o Aread-only user joins groups for which write permissions are given.

To use the TeraStation as a member server in an Active Directory domain, the TeraStation should be logged in to
the domain and accessed from a computer that is not a member of the domain with a valid domain account.

If the TeraStation is a member server of an Active Directory domain, you cannot connect as a guest user via AFP.

If your TeraStation is a member server in an Active Directory domain and you change the authentication method
to “Workgroup’, the account on the domain controller will not be deleted automatically.

If FTP is enabled, local and domain group access restrictions from the AD network do not work. Use user access
restrictions instead.

For an access-restricted shared folder, if you change the access restrictions of all users and groups from read and
write or read-only to access prohibited from the user or group list page in Settings, that shared folder can only be
accessed by admin users and groups.

If you allow read and write or read-only access for most users, group access restrictions are recommended.

Depending on the domain controller’s policy settings, the domain controller may make the TeraStation leave the
Active Directory domain. If so, the TeraStation will lose the domain users and groups so if you have configured
access restrictions using the domain accounts, these users will no longer be able to access shared folders. In such
a case, change the policy settings on the domain controller or let the TeraStation join the Active Directory domain
again.

Configuring Access Restrictions for Subfolders

You may restrict access to subfolders in shared folders by configuring access permissions from your computer using

Windows File Explorer.

Notes:

Depending on the environment, the function may not work properly even if it's enabled. We recommend
verifying the functionality before using.

Access permissions configuring from File Explorer is available up to 18 files and 24 folders. This number of
available access permissions may vary if access permissions are inherited from the parent object.

The number of available access permissions are not many so using group access permissions is recommended
if the permission level is the same to the multiple users; it will save spending the number of available access
permissions.

Enabling Subfolders’ Access Restrictions

1 From Settings, click File Sharing.

[ File sharing

2 Click ﬁ to the right of “Folder Setup”.

é Folder Setup -ﬁ- 1 Folders
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3 Click the shared folder that you want to set access restrictions for.

Shared Folder List

Cwraila Faldir E . Emp by Facycls Bis Filter: W

Hame DwrivefAmay Recycle Bin 5MB | AFP Backup WebAcoess More Detals

sharel Array 1 - - ~

Select AN Dt AN

Adwenoed Settings for Subfoklers Close

4 Clear all checkboxes for “LAN Protocol Support” other than “SMB (Windows/Mac)", “Backup”, and “NFS".
5 Click the Option 2 tab.

6 Enable “Access Restrictions for Subfolders”.

Access Restrictions for Subfolders: @ Epable i©) Disable
Hide Non-Access Permitted Files and () ves @ No
Falders:

Note: If “Hide Non-Access Permitted Files and Folders” is enabled, non-access permitted sub-files and folders
will not be displayed in shared folders.

7 click oK.

Enabling subfolders’access restrictions finished. Next, configure access permissions for each user or group to files
and folders in subfolders from File Explorer.
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accountD0d Properties >

General Securty  Previous Versions  Customize

Object name:  ¥¥T534100028¥share 1¥account 004

Group or user Nnames:

4 Everyone ~

H% CREATOR OWNER

H% CREATOR GROUP W
£ >

To change permissions, click Edit. Edit

Pemissions for Everyone Allow Derny

Full control

Modify

Read & execute
Ligt folder contents
Read

AR NE NN

For special pemmissions or advanced settings. Advanced
click Advanced. =

Cancel Apply

You may also configure access permissions for domain users and groups. You should have the TeraStation join your
Active Directory domain before configuring access permissions from File Explorer.

Notes:

If enabling subfolders’ access restrictions for a USB drive, the drive should be formatted using XFS or ext3.

The UID and GID of domain accounts should be updated before using the subfolders’access restrictions if the
TeraStation joined the AD network while running firmware version 3.00 or earlier and has since updated to
version 3.00. To update the UID and GID, navigate to File Sharing > SMB > Edit in Settings and click Update.

To back up or replicate files to backup or replication destinations with access permission settings of files
and folders in subfolders unchanged, make sure that the same workgroup name, user IDs, and group IDs are
configured between backup or replication sources and destinations.

If you clear the “Read & execute” checkbox under “Allow” (as shown on the image above) and disable the
subfolders’ access restrictions, these users and groups will have read and write permission.

If the TeraStation’s settings have been initialized but you configure the same UID and GID for new users and
groups, access permissions to files and folders in subfolders may be inherited.

Restoring Owner and Permission Settings

If you changed the owner to an unexpected user or accidentally lost permissions to a specific folder, restore them by

following the procedure below.

1 From Settings, click File Sharing.

[ File sharing

37



| Chapter 3 File Sharing |

2 Click 'n' to the right of “Folder Setup”.

@ Folder Setup £+ 1Foders
3 Click Advanced Settings for Subfolders.
Shared Folder List
-
il:illlleﬂrl Dalete Folier | Bmply Fucychs Bis J‘.l('
| tame * rive/Amay RecileBin | SMB  AFP | Webhcoess | More Detals
info — —_ = - *
[ share1 Array 1 v v - >

) o)

+ I———————

| Adwnced Seitings for Subfolders I

| Close
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4 Select a folder to restore permissions from the tree.

Access Restrictions for Subfolders

F#faih ﬂ =

= i sharel Task Information
accountid Folder Mame: accountid
Folder Path: fsharel /accountid
Owmer: admin ( uid : 707 )
Actions: [J] Change cwner to "admin”
¥ Reburn permissions to "Full contral™

Action Range: @ Apply to 2l folders and files in the folder
[7] Do mat 2pply to falders and filas in subfalders and beyond
i) Apply to selected usar's folders and files

Remazining Task{s): 0 =13

Tagh: Ligt Clas

Note: If you select a root shared folder from the tree, the action will not be run to the recycle bin. To run the
action, select the recycle bin instead.

5 Select actions and action range to run, then click OK.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
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RAID Modes

TeraStations support many types of RAID. The type of RAID arrays available for use depends on how many drives are
installed in your TeraStation.
Notes:

If you change the RAID mode, all data on the array is deleted. This is true for every procedure in this chapter.
Always back up any important data before performing actions that affect your RAID array.

Some RAID arrays allow you to change the RAID mode without losing data by adding drives. To change a RAID
mode by adding drives to the existing array, refer to the “Expanding RAID Capacity Without Deleting Data” section
below.

- Drive capacity is displayed in Settings in actual gigabytes. The Properties window in Windows may show GiB
instead, which will be a smaller number.

« If the TeraStation is restarted or shut down while changing the RAID mode, the message that appears in Settings
or NAS Navigator2 will change from 146 or 147 to |18.

« RAID 5, 6, or 10 are only available for TeraStations with three or more drives inserted. Please check Settings on
your model before changing the RAID mode.

RAID 6

RAID 6 arrays are available for TeraStations with four drives. RAID 6 combines four drives into a single array. The
usable space is equal to the sum of the capacity of all drives minus the capacity of two drives. For example, if four
drives are combined into a RAID 6 array, the usable space is the sum of the capacity of two drives. If two drives in the
array are damaged, you can recover data by replacing them. If three or more drives are damaged, your data is lost.

RAID 5

RAID 5 arrays are available for TeraStations with three or more drives. RAID 5 combines three or more drives into a
single array. The usable space is equal to the sum of the capacity of the drives minus the capacity of one drive. For
example, if four drives are combined into a RAID 5 array, the usable space is the sum of three drives. If one drive in
the array is damaged, you can recover data by replacing the damaged drive. If two or more drives are damaged at
the same time, your data is lost.

RAID 10

RAID 10 arrays are available for TeraStations with four drives. In this mode, mirrored pairs of drives in RAID 1 arrays
are combined into a RAID 0 array. The usable space is equal to the capacity of the smallest drive multiplied by the
number of drives divided by two.

RAID 1

Combines two or more drives into a mirrored array. The available space in the array is the capacity of a single drive.
Identical data is written to each drive. If a drive is damaged, data can be recovered by replacing the damaged drive.
As long as one drive in the array remains undamaged, all data in the array can be recovered.
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RAID O

Combines two or more drives into a single array. The usable drive space is the total space of all drives used. This
simple RAID mode offers faster performance than RAID modes that include parity. If a single drive in the array fails,
then all data in the array is lost.

JBOD

This mode uses the drives inside the TeraStation as individual drives. The drive space you can use is the total
capacity of all drives in the TeraStation. If any drives are damaged, then the data on that drive is lost.

Working with RAID Arrays

To change RAID settings, navigate to Storage > RAID in Settings.

Using JBOD

With JBOD, each drive in the TeraStation is addressed separately. To put drives from an array into JBOD, follow the
procedure below.

1 From Settings, click Storage.

Storage

{1

2 Click ﬁ to the right of “RAID".

RAID ﬁ

3 Click the array to delete.

RAID Array List

e-
Hame RAID Mode  Status Unit Capacity Amgunt Lsed %% Used File System | Time Remaining  Progress
Array 1 RAID 1 Hormal 2761.2 GB 0GE 0.00 % XFS
Array 2 o RAID array is configured.
Diptions Dl

4 Click Delete RAID Array.
5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 Click OK when completed.
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Once JBOD is configured, create shared folders on each drive to use them.

Changing RAID Mode

To change the RAID mode, first put the drives in JBOD.

1 From Settings, click Storage.

E Storage

2 click ¥ to the right of "RAID"

RAID

]

3 Click the array to delete.

RAID Array List

Hame  RAID Mede  Status Linit Capacity
Amay]  RalDl Hormal 27612 GB
Auray 2 Ho RAID array is configured.

Dhprticans

4 Click Delete RAID Array.

-
Amount Lsed File System | Time Remaining  Progress

0GE

% Used
0.00 % XFS

Close

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 click o
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7 Choose a RAID array.

RATID Array List
Name RAID Mode Status Unit Capacity Amount Used % Used  File System Tirm
Arrav ] No RAID array is configured.
Arrav d Mo RAID array is configured.
4 | 3
Options Closa
8 Select a RAID mode and the drives to be used, then click Create RAID Array.
Array 1
RAID Made: | RAID 1 -
| add 3 drive to 3 RAID array with RMB. Your dsta will be preserved.
Select the drives to cenfigure in 3 RAID amay.
Drive = Status Model Shared Folder Size
i Drive 1 Normal WDC WDHIEFRX-68W 3692.1 GB
i Drive 2 Hormal WDC WOHOEFRX-£8W 2622.1 6B
Drive 3 Norenal WOC WOMOEFRX-68W 3692.1 GB
Dirive 4 Normal WDC WDH0EFRX-E3W 3692.1 GB
Sddent Al D select A1
Create RAID Array Cancsl

9 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 0 Click OK when completed.

Note: After changing the RAID mode, create a shared folder.

Shutting Down the TeraStation Automatically If Error Occurred

This function will shut down the TeraStation automatically if an error occurs on a drive that is used in a redundant

RAID array. To configure auto shutdown, follow the procedure below.
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1 From Settings, click Storage.

& Storage

2 Click ¢ to the right of “"RAID".

fii

RAID

3 Click Options.

RAID Array List

Hame RAID Mode  Status Unit Capacity Amount Used % Used
Amay]l  RAID1 Heamal 27612 GB 0GE  0.00% XF5
Array 2 Ho RAID array is configured,
Dipticns
4 Ciick dit.

RAID Array Settings
Error Behavior
Boot with iSCSI Service
Check Speed

Drive Detection Action Settings

: Don't shut down
: Disabled
: High

: Prompt when a drive could not be detected

Edit Cloze
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5 Select “Shut down” for “Error Behavior” and click OK.

RAID Array Settings
Q-
Error Behavior: @ shut down ) Don't shut down
Boot with iSCSI Service: @ Enable ) Disable
Check Speed:  High o

Drive Detection Action Settings: @ Prompt when a drive could not be detected

() Don't prompt when a drive could not be detected

0K Cance

Configuring Actions for If a Drive Used for the RAID Array Has Not
Been Discovered

The TeraStation can configure actions for if a drive used for the RAID array cannot be mounted when booting.

Displaying or Hiding the Confirmation Screen

Configure to display or hide the confirmation screen for selecting actions for if a drive used for the RAID array
cannot be mounted when booting. It is configured to display the confirmation screen by default. To hide the screen,
follow the procedure below.

1 From Settings, click Storage.

E Storage

2 click T to the right of "RAID"

RAID o]

1]
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3 Click Options.

RAID Array List

Hame RAID Mode  Status
Amayl  RAID1 Hormal
Artay 2 e RAID array is configured.
Diptions
4 Ciick Edit.

RAID Array Settings

% Used File System  Time Remaining  Progress

0.00% XF5

Unit Capacity
2761.2 GB

Amount Lsed
0GB

Close

Error Behavior: Don't shut down

Boot with iSCSI Service: Disabled

Check Speed: High

Drive Detection Action Settings: Prompt when a drive could not be detected

Edit Cloze

5 Select the “Don’'t prompt when a drive could not be detected” option to the right of “Drive Detection Action

Settings”and click OK.

| RAID Array Settings

Errar Behavior:

Boot with 1SCSI Service:

Check Speed:

Drive Detection Action Settings:

9 w
(@ Shut down ) Don't shut down
@ Enable () Disable
High h
@ Prompt when a drive could not be datected
() Don't prompt when a drive could not be detected
DK Cancel

When the confirmation screen is hidden, an undetected drive will automatically be dismounted from the TeraStation
and the TeraStation will be in degraded mode if a redundant RAID mode is configured. If RAID 0 is configured, the
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RAID array will be corrupted so that data will be lost. It is recommended to proceed without changing settings that
the confirmation screen appears.

Selecting the Action on the Confirmation Screen

When the confirmation screen is displayed, the following screen will appear after logging in to Settings if the drive
used for the RAID array could not be mounted. Select the action to run when the screen appears.

r M

Mote

Drives currently in use in RAID array 1 could not be detected.
Undetected Drives: 2
Mote: Depending on the RAID array configuration, undetected drives may not fully be listed. Before

selecting the action to run, refer to the user manual whether your RAID array configuration does not
match the situzation.

Select the action to perform.
() Reestart the TeraStation and rediscover the drives
i@ Shut down the TeraStation and reconnect the drives

) Dismount the undetected drives and turn on the TeraStation

Warning: This action will put the RAID array into degraded mode or have it become corrupted.
Because of this, it will take time for the array to recover from degraded mode, otherwise data may be
lost. We stronoly recommend selecting another action before trying this one.

Execute

Conditions and Corrective Actions If Undetected Drives Aren’t Displayed Properly

Even though you have configured to show the confirmation screen if a drive using for the RAID array cannot
be mounted, the undetected drives cannot be displayed properly under the following conditions. If you have
configured the RAID array as below, follow the procedure below for sure.

Conditions Corrective Actions

RAID 10 has been configured. 1 Select“Shut down the TeraStation and reconnect the drives” and
click Execute.

2 Confirm all drives have been inserted properly.

Multiple arrays have been configured. 3 Press the power button and power on the TeraStation.

4 Log in to Settings and make sure the confirmation screen doesn’t
appear.

Configuring a Hot Spare

If you have a hot spare configured and an array fails, the TeraStation immediately switches over to the hot spare. To
use a hot spare, you need an extra drive that’s not part of any array and a RAID 1 or RAID 5 array.
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Notes:

« All data on the hot spare drive is deleted when it is configured as a hot spare and again when it changes from a
spare to a drive in the array.

+ A hot spare cannot be configured for TeraStation models with only two drives inserted.

1 From Settings, click Storage.

&= Storage

2 click T to the right of "RAID"

RAID o]

1]

3 Choose a RAID array.

RAID Array List

g -
Hame RAID Mode  Status Unit Capacity Amount Lised % Used | File System | Time Remaining | Progress
Amay]l  RAID1 Hoomal 2761.2 GB 0GB 0.00% XNF5
Array 2 Ho RAID amray is configured.
Dipticns Doz
4 Click Set as a hot spare.
Array 1
Current RAID Mode: RAID 1
Hew RAID Mode: RaID 1 -
Change ak least one satting
Select the drive to add to a RAID array.
Drive = Status Hodel Shared Folder Size Spare Drive
Drive 1 Array 1 f Hormal WL WD0EFR 68 . 3694 GB ot
Dvivez 2 Array 1 f Hormal WD WDHOEFRX-68W - 3644 GB .
Drive 3 Normal WD WDHOEFRX-68WY - 3692168 5ot as 3 hot spare
Divive 4 Harmal WD WIDHEFRX-68W - 36921 GB Set as a hot spare

Sedeot All D select A1

Dbt RN Aarray Chanipe RAID Amay [=d1020)
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5 Click Yes.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 Click OK when completed.

Note: To turn the hot spare back to a normal drive, choose Set as a normal drive.

Expanding RAID Capacity Without Deleting Data

You can create or expand a RAID array without erasing data on the drive by using RMM (RAID Mode Manager).
If using a TeraStation model whose drives are not fully installed into the slots, such as the two-drives included
TS3410DN series, follow the procedure to add a new drive first. Otherwise, refer to the procedures in this section to

configure the RAID array.

Adding a Drive

1 Open the front cover with the included key.

2 Push the drive’s unlock button for the empty slot and swing the lock mechanism out, then pull out the drive
cartridge.

3 Insert the new drive (sold separately). Slide the drive in with the locking mechanism open and swing the lock
back down until it clicks into place.

4 Close the front cover.

5 When the drive is recognized, the status LED will flash red and the 132 message will appear in Settings or NAS
Navigator2.

6 From Settings, click Storage.

E Storage

7 Click T to the right of ‘Drives”

omm Lrives ﬁ
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8 Select the inserted new drive and click Format Drive.

Drinvies
Ciomrava
Chigck Daies Fiarmiak Daive Ceprmanind v SHMART

Dres) Bty Stabus Erdryplicn Madel Rame Liruk Capiity Amoust Uded
Arvwy 1 Keeermal — 434 68 0GE
D 1 Array 1 Mormal STISOO4 LAY 434.5GA
Dewg 2 Array 1 ) Nl o] SAMSUNG HDS01L) 434,32 GA

& D 3 Urfprmatted —
Dl 4 Defgtitpitind -

9 Select a format type and click Format.
Format Drive
o-
Format: Drive 3
Format Type: | XFS w

[T] Encryption

Format

Warning: Before formatting, check that the drive is not set as a backup device. Do not
format if the drive is set a5 3 backup device,

Cancel

1 0 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 1 Click OK when completed.

Drives Are Currently in JBOD

Q-

Refaph

% Uted | File Systesy
0.01% XFS

If the drives are currently in JBOD (not in a RAID array), you may change it to a RAID 1 array. To create the RAID 1

array using RMM, you must have at least two drives available in JBOD.

1 From Settings, click Storage.

E Storage

2 click T to the right of "RAID"

RAID

1]
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3 Choose a RAID array.

RAID Array List
Name RAID Mode Status Unit Capacity Amount Used % Used  File System Tirm
Arrav ] No RAID array is configured.
Ay d Mo RAID array is configured.
4 | 3
Options Chksa

4 Set the RAID mode to “RAID 1"

Array 1
RAID Made: | RAID 1 -
[#] Add 2 drive to 3 RAID array with RMM. Your data will be preserved.
Drive to Preserve: | Drive 1 ¥
Select the drives to cenfigure in 3 RAID amay.
Drive = Status Model Shared Folder Size
Drive 1  Normal WDC WOHIEFRX-68W - 3692.1 GB
i [+#] Dwive 2 Normal WDC WDHOEFRX-E8W - 3692.1 GB
| Drive3  Hommal WDC WOHOEFRX-68W - 3692.1 GB
F Drive4  Hormal WDC WDHIEFRX-E8W - 36592.1 GB
Sddent Al D select A1
Create RAID Array Cancsl

5 Select the "Add a drive to a RAID array with RMM. Your data will be preserved.” checkbox.

6 Select the drive whose data will be saved from the drop-down list.

7 Select the drive to add to the RAID array.

8 Click Create RAID Array.

9 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
1 0 Click OK when completed.
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Drives Are Currently in RAID 1 or RAID 5

If the drives are currently in a RAID 1 or a RAID 5 array, you can use RMM to add drives to the RAID array, then
change the RAID mode.

Note: RMM can be used to expand an array by only one drive per operation. To expand by two or more drives, RMM
must be activated multiple times. For example, if you want to create a RAID 6 array by adding two drives, change the
RAID mode to RAID 5 first using one drive, then change it to RAID 6 using another drive.

1 From Settings, click Storage.

E Storage

2 click ¥ to the right of "RAID"

RAID O

]

3 Choose a RAID array.

RAID Array List

g -
Hame RAID Mode  Status Unit Capacity Amount Lsed % Used File System | Time Remaining  Progress
Array 1 RAID 1 Hormal 2761.2 GB 0GB 0.00 % NFS
Aurray 3 He RAID array is configured.
Dhprticans Dhse
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4 Select one drive to add to the RAID array. If changing the RAID mode, choose the desired mode for the array
from the drop-down list. If not, keep the current RAID mode as is.

Array 1
Currént RAID Mode: RAID 1
Hew RAID Mode: RAID 1 5
Change ak least one sating
Select the drive to add to a RAID array.
Drive = Status Hodel Shared Folder Size Spare Drive
Drive 1 Array 1§ Hormal WD WIDIOEFR-68W “ 3694 B i
Driwe 2 Array 1 f Hormal WL WDHHEFRX-68W = 3694 GB .
Drive 3 Hormal WD WIDIDEFRX-68W “ I6921GB  Sat as 3 hat spare
Drive 4 Hormal WDC WIDHIEFRX-68W - 36921 GB  Set as a hot spare
Select All | | Deselect A1
Coalete FLAID: Array Shange RAID Ay Cancal

5 Click Change RAID Array.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 Click OK when completed.

RAID Scanning

A RAID scan checks your RAID array for bad sectors and if it finds any, it automatically repairs them. Arrays other
than RAID 0 are supported. For best results, run a RAID scan regularly.

1 From Settings, click Storage.

E Storage

2 Move the RAID scanning switch to the -:I position to enable RAID scanning.

o o

RAID Scanning

1

3 Click ¢ to the right of "RAID Scanning”

4 ciick Edit.
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5 Select when to run the scan and click OK.

RAID Scan Settings

RAID Scan Schedule: |15t week ¥ | Sunday ¥

Start Time: 2 a.m. B

[T] Immediately

Ok Cancel

Notes:
+ Select the “Immediately” checkbox to run a RAID scan immediately.
« To stop a RAID scan, click Cancel RAID Scan.

Adding an External Drive

Connecting an External Drive

Your TeraStation includes USB ports (the number of ports depends on your model), and you can connect external
drives to these ports. Once connected, they appear as shared folders on the TeraStation. Formatted drives are
detected automatically. Unformatted drives should be formatted in Settings.

After a USB drive is recognized, the TeraStation adds “usbdisk x” to the shared folder list, where “x” is the USB port to
which the drive is connected.

Compatibility
Supported file systems for external USB drives are below:
File Systems Recommended Situation
XFS Connecting to another Buffalo NAS device.
Ext3 Connecting to another Buffalo NAS device that is a TS-X or older model.
NTES® Connecting to Windows computers. The NTFS-formatted drive can use many
more functions of the operating system than an exFAT drive.
HES Plus™* Conn.ecting to Mac computers.The HFS PIus-forma'Fted drive can use many more
functions of the operating system than an exFAT drive.
exFAT Connecting to both Windows and Mac computers.
FAT32 Connecting to both Windows and Mac computers.

*This cannot be formatted from Settings.
**This is read-only from the TeraStation. Files on the USB drive can be copied to the TeraStation.

Connect only one device to each USB port of the TeraStation. Note that only the first partition of a connected USB
drive is mounted. Additional partitions are not recognized.

Notes:

« If your USB 3.0 drive is not reconfigured after rebooting the TeraStation, unplug and reconnect it.
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« When copying a file that is over 100 MB to a FAT32-formatted USB drive using File Explorer, an error message may
appear. In such a case, use an FTP or SFTP connection to copy the file.

« When copying files from a shared folder to a FAT32-formatted USB drive, the progress bar may not be displayed
or the file copying may fail. Using a file system other than FAT32 is recommended for the USB drive.

Dismounting Drives

If the TeraStation is powered on, dismount drives (internal and external) before unplugging them. You may
dismount external drives using the function button, or dismount any drive from Settings. If the TeraStation is off,
then all drives are already dismounted and may be unplugged safely.

Note: Do not dismount internal drives while a RAID array is rebuilding or RMM is being configured. If you do, data on
the drives may be lost.

Dismounting with the Function Button

When you press the function button, the TeraStation will beep once. Press and hold the button until the TeraStation

beeps again and the button starts blinking blue. It will take about six seconds. When the dismount is completed, the
function button will stop blinking and return to glowing. You may now unplug any USB drives safely.

After 60 seconds, the function button will go out and any drives that have not yet been unplugged will be
remounted.

Dismounting from Settings

1 From Settings, click Storage.

E Storage

2 Click Drives to dismount an internal drive or USB Drives to dismount an external drive.

B Drives O

Smy USB Drives L
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3 Select the drive to dismount and click Dismount Drive.

USE Drives
Check Driwe Format Drive Dismourt Drive Refrash
Dirive Name Status Model Name Unit Capacity Amount Used % Used  File System Manufact
) USE Drive 1 Hormal External_HDD 465.7 GB 1.6 GB 0.35% exFAT BUFFALD

o

Close

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 When the dismounting process is completed, it is safe to unplug the drive. Disconnect the drive from the
TeraStation.

Note: To remount the drive, unplug it and then plug it back in.

Checking Drives

A drive check tests the data on a drive in the TeraStation or one that is connected via USB for integrity. Errors are
fixed automatically. With large drives, a drive check may run for many hours. Shared folders cannot be accessed
during a drive check. Do not turn off the TeraStation until the drive check is finished. Use the procedure below to run
a drive check.

1 From Settings, click Storage.

E Storage

2 Select Drives to check an internal drive or USB Drives to check an external drive.

B Drives o3

Smy USB Drives L
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3 Select the drive or array to test, then click Check Drive.

Drives
Clowramon
Ceaeh, Driive Ferftail Drive Cadrmeal Driva L L SMART Fafaih

Drive/Amray = STatus Encrypticn Fodel Nawes Unit Cagacity Amount Used % Used  File System | Manafactarer Hodel

) Dirive 1 Biormal ST 10O 0- 1L BSR4 OB oGE 000 % XPS ST1000VT
Drive 2 Hayrmapl o STLO00VIDND-1H)L B4 GB oGE 000 % XF3 STI000VNE
Dirive 3 Biormal - STLODOVIO00-1HIL B¥5.4 GB k-] 0.00 % XF5 ST
Dirive 4 Har=al — ST000VMDN0-1H)L BOS4 GB aGE .00 % XFS STA000VL

4 Click Check. You have the option of deleting information files from macOS during the check if desired.
Check Drive
Check Target: Drive 1

[C] Delete macs temp files

Warning: Before running a drive check, check that the drive is not set as a backup device.
Do not run 2 drive check if the drive is set as 3 backup device.

Ch ek Cancel

S.M.A.R.T.

S.M.A.R.T. (Self-Monitoring, Analysis, and Reporting Technology) monitors internal drives to detect and report
various indicators of reliability, in the hope of anticipating failures. When a failure is anticipated by S.M.A.R.T., the
user may choose to replace the drive to avoid outages and data loss. Follow the procedure below to check S.M.AR.T.
information for the TeraStation’s internal drives.

Note: S.M.A.R.T. information is only available for internal drives.

Displaying S.M.A.R.T. Information

1 From Settings, click Storage.

E storage

2 Click ¢ to the right of “Drives”.
omm Lrives ﬁ
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3 Select a drive to check and click SM.A.R.T.

Drrives
@ -
Licamamen
Choaeh, Drive Forrreil Driv Cidmawal Driva S ir D v SMART o ik
Drive/imay =  SEaus Encrypbion Model M= Wit Capacity Amaurnt Used 5% Used  Fle System | Manusfacturer Model
] Dirive 1 Biormal STLOOOVNON- 101 BSR4 OB oGE 000 % XPS STL00VTH
Drive 2 Bl e STI000VINDO-1H)L B9 GB oGe 0.00 % XFS STI000VMN
Drive 3 Hormal - STI000VNGI0-1HIL B¥34 GB (=3 r-] 000 % XF5 STI000VMD
Dirrve 4 Hormal - STI00VMNON0- 1HDL 8o GE oG 000 % XFS ST1000VN
i "
Cla

4 The s.M.ART. information for the drive will be displayed. Different information may be displayed depending
on the brand of drives in your TeraStation. Critical attributes are displayed in bold.

S.MART.
-
Drive 1
Madel: ST1000WMNO00-1HI162 Serial Number: WS513BYVE
Capacity: 1,000,204,886,016 bytes [1.00 TB] Firmware Version: S060
Filter: x
D Attribute Status Carment Value Worst Value There<hold Vakee R Walue
1 Raw_Read Error_Rate QK 117 100 -] LX3488408 =
3 Fpin_Up_Timse QK 96 5 L] 0
4 Start_Stop_Count QK 0% 16D 20 147
5 Reallocated _Sector_Ct QK 100 100 10 ]
) Seck_Error_Rate QK 71 &0 30 13087519
9 Powiisi_i0f_Haiara QK 06 95 Li] T2
10 Spin_Retry_Count oK 100 100 57 o
12 Power_Cyde_Counk QK e He 20 47
184 End-to-End_Error QK 100 100 o) (1]
187 Reported_Uncormact QK 104 160 Li] ]
188 Command_Timeout oK w00 Hell 0 o
Clogu

Checking Drive Condition

Attributes with the worst value that is equal to or less than the threshold value may be significant. If an attribute
reports a failure, or has had one in the past, it will be displayed in the status column. In such a case, replacing that
drive is recommended.
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Formatting Drives

Note: Under some circumstances, data deleted when a drive is formatted can be recovered. To ensure that data is

“gone forever”, a format might not be sufficient. Refer to the “Erasing Data on the TeraStation Completely” section
below.

1 From Settings, click Storage.

E Storage

2 Select Drives to format an internal drive or USB Drives to format an external drive.

S Drives O

Smy USB Drives o3

3 Select the drive or array to format, then click Format Drive.

Dirives
@ -
Clamman
Chepil, Drive Ferreil Dritva LAt Driva L ur L SMART Foi ik

Drive/imay =  SEaus Encryphion FModel Hame Wit Capacity Amaount Used % Used  File System | Manafacturer Model
] Drive 1 Mormal STLOOOVTO00-1HIL B4 GB oGE 000 % KPS STLO00VM
Drivi 1 Ml oo FTLROIVIDR-1HM B4 GB vGE ®00 % XF§ STIR00VH
Dirive 3 Hormal - STIO00VNGIG-1HIL B934 0B (=R r-] 000 % XF5 STI000VMD
Dirive 4 Hormal oo STL0O0VN000-1HDL B8 GB 0GB 000 % XFS ST1000V

4 Select a format type, then click Format.

Format Drive

Format: Drive 3

Format Type: | XFs W

O Encryption

Warning: Before formatting, check that the drive is not set as a backup device. Do not
format if the drive is set as a backup device.

Format Cancel

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
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6 Depending on the size and the formatted file system of your drive, the format may take several minutes or
several hours to complete. “Formatting” will be displayed in Settings or NAS Navigator2 until the format is
completed. Click OK when completed.

Notes:
« Do not turn off or disconnect power to the TeraStation while formatting a drive.
« Fordrives of 2.2 TB or larger, make sure that the “GPT partition” checkbox is selected.

Encrypting Drives

Internal drives (and arrays) can be encrypted with 256-bit AES during formatting. Encrypted drives and arrays are
then readable only from that specific TeraStation. To decrypt a drive or array, clear the “Encryption” checkbox and

format it again.

Format Drive

Format: Drive 1

Format Type: | XFS b

Encryption

Warning: Before formatting, check that the drive is not set as a backup device. Do not
format if the drive is set as a backup device.

Format Cancel

Erasing Data on the TeraStation Completely

Under some circumstances, data from formatted drives can be recovered. The drive erasure process in this section
does a much more thorough job of erasing data. This procedure is recommended for removing all data from a drive
in a way that makes it nearly impossible to recover with current tools. The TeraStation will then be in the following
state:

 All drivesin JBOD

« An empty shared folder on each drive

« All settings returned to their default values

+ Alllogs deleted

If you remove a drive and then erase all data on the TeraStation, Settings or NAS Navigator2 will show the E22
message and the number of the removed drive. You can still use the TeraStation.

Follow the procedure below to completely and permanently erase all data from your TeraStation.

1 From Settings, click Management.

% Management
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2 Click ﬁ to the right of “Restore/Erase”.

* Restore/Erase o3

3 Click Erase TeraStation.

Erase

This will erzse all datz and settings and return the TeraStation to its factory defaults. Erzsed datz cannot
be restored. Several hours will be required for this process.

Eraze TeraStation

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 All data on the TeraStation will be permanently erased.

Drive Quotas

You can set a drive quota to limit drive space for each user or group. You can also set a threshold. If the drive space

exceeds the configured threshold, an email notification will be sent. To configure email notifications for the drive

quota, refer to the “Email Notification” section in chapter 7.

Notes:

When using quotas, disable the recycle bin or empty the trash folder often. The limited space includes the space
used for trash.

Quotas apply per drive or per array. If a quota is set to 1 GB, each array or drive can use a maximum of 1 GB.
Quotas cannot be set for external drives connected to the TeraStation.
If both user and group quotas are configured for a user, the most restrictive quota will always apply.

When joined to a domain, only local users and groups will be able to set quotas. Domain users and groups will be
able to configure access restrictions for shares but cannot set quotas.

Quotas for Users

Follow this procedure to limit the shared folder drive space available for a user.

1 From Settings, click File Sharing.

I File sharing

2 Click Q to the right of “Users".

;3 Users ﬂ 2 Local Users

3 Select the user that will be given a quota and click Edit. If you want to set a quota for a new user, create a user
by referring to the “Adding a User” section in chapter 3.
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4 Enable quotas, choose the alert and the maximum amount of space the user will be allowed to use, and click

OK.
Quota: Primary Group:
@ Enzble (Units: GB) hdusers -
Quota Alert Capacity: |1 :
Quota Capacity: |1 2
) Disable

oK [ Cancel
Note: If you change the primary group, restart the TeraStation to apply the quota settings.

Quotas for Groups

Follow the procedure below to limit the space for shared folders that each group can use.

1 From Settings, click File Sharing.

[ File sharing

2 Click 0 to the right of “Groups”.

13 Groups -I:} 3 Local Groups

3 Select the group that will be given a quota and click Edit. If you want to set a quota for a new group, create a
group by referring to the “Adding a Group” section in chapter 3.

4 Enable quotas, choose the alert and the maximum amount of space the group will be allowed to use, and click
OK.

Quota:
@ Enazble (Units: GB)
Quota Alert Capacity: |1

£ 40

Quota Capacity: |1

) Disable

(u].4 Cancel

5 Click Close.
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6 Click ¢ to the right of “Users”.

4 Users ﬁ 2 Local Users

7 Select the user that will inherit the group quota settings and click Edit. If you want to add a new user to a
group with a quota, create a user by referring to the “Adding a User” section in chapter 3.

8 Select the group’s checkbox to join and change the user’s primary group to the group with the quota, then
click OK.

9 Click Close.
1 0 Click << at the top-right of Settings and select Restart.

Size Limits

If LVM is enabled, volumes can be created with maximum size limits.

Notes:
When creating an LVM volume, all data in the area where you specified for the LVM volume will be erased. Before
changing any settings, back up any important data.

+ Do not use any of the following words for the name of a volume as these words are reserved for internal use by
the TeraStation: array x, authtest, disk x, global, homes, info, lost+found, Ip, mediacartridge x, msdfs_root, mt-
daapd, printers, ram, spool, usbdisk x. Any instances of “x” denote a number (for example: array1 or disk3)

1 From Settings, click Storage.

E Storage

2 Click Q to the right of “LVM".

LVM O
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3 Select the drive or array where the volume will be located and click Enable LVM.

LVM List
Enable LV | | Dizable Ly Filter: | ®
Drive/Array Violume List | Status LM Status MHAS Volume
@  Amrayl Hormal Disabled
Drive 1 Array 1 § Hormal Disabled
Dirive 2 Array 1 / Normal Disabled
Drive 3 Array 1/ Normal Disabled
Drive 4 Array 1 Normal Disabled
ECS] Wioheme s Closa
4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
5 ciickok.
6 Click Edit under “NAS Volume”.
LVHM List
Enable L'WM | Disuble LM Filter: | X
Drive/&rray = Volume List = Status LVM Status NAS Volume
@ Arayl Ehew LVM Enabled | Normal Enabled Edit
Drive 1 Array 1/ Normal Disabled
Drive 2 Array 1/ Normal Disabled
Drive 3 Array 1 [ Normal Disabled
Drive 4 Array 1 [ Normal Disabled
IB051 Yohame s Closs
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7 Click Create Volume.

NAS Volume List: Array 1

Croate Wolume Delede Woluma Filter: X

Volume Hame Size

Close

8 Configure the desired settings, then click OK.

MNAS Volume Settings - Create

*Required i@ -

YVolume Mame * :

M
w

Size: |1 GB / Remaining 433 GB

Ok Cancel

ke

9 ciick ok.
1 0 Click Close, then click Close again.

1 1 Navigate to File Sharing > Folder Setup.

ﬁ_} Folder Setup ﬁ 1 Folders

1 2 Click Create Folder.
1 3 Configure the settings.

1 4 Select the volume that you created for “Drive/Array” on the Basic tab and click OK.
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Notes:

« If you click Show under “Volume List’, the volumes will be listed on the screen and you can see if these volumes
are being used as iSCSI or NAS.

+ If an LVM volume could not be mounted, try restarting the TeraStation. If an issue still exists, delete and recreate
the LVM volume. Deleting the LVM volume will erase data on the volume.

Using the TeraStation as an iSCSI Device

Introduction

iSCSl is a protocol for carrying SCSI commands over IP networks. Unlike traditional SAN protocols such as Fibre
Channel, which requires special-purpose cabling, iSCSI can be run over long distances using existing network
infrastructure. Normal Windows formatting such as NTFS is supported.

Differences Between NAS and iSCSI

With iSCSI, the TeraStation is connected to a single computer, such as a server. Other computers on the network
access files on the TeraStation through the computer it's connected to. The TeraStation can be used as a local drive
from Windows Server. Features of Windows Server such as Active Directory can be used normally.

As a NAS, the TeraStation is a server, and computers (including other servers) on the network can access shared
folders on it directly. A separate server is not required, and features such as backup are built-in.

Network Configuration

Use gigabit or faster network equipment with iSCSI. For best results, a dedicated network for iSCSI is recommended,
separate from the regular network. By default, the IP address of the TeraStation is automatically assigned from a
DHCP server. However, in this case, if you turn off and restart the TeraStation, the IP address may be changed and
the volumes on the TeraStation may not be accessible. To avoid changing the IP address unexpectedly, using a static
IP address for the TeraStation is recommended.

Connection Tool

The Microsoft iSCSI Software Initiator is already installed on your computer. You don't need to download and install
it.

Creating an iSCSI Volume

To use the TeraStation as an iSCSI drive, create a volume first. Configure the TeraStation as described below.
Notes:

« If the volume settings are changed, all data on the volume will be erased. Before changing any settings, back up
any important data.

« TheTeraStation can have up to 255 volumes, but we recommend creating no more than 32. Exceeding this
volume amount may cause irreparable damage to the unit.

« Do not use any of the following words for the name of a volume as these words are reserved for internal use by
the TeraStation: array x, authtest, disk x, global, homes, info, lost+found, Ip, mediacartridge x, msdfs_root, mt-
daapd, printers, ram, spool, usbdisk x. Any instances of “x” denote a number (for example: array1 or disk3)
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1 From Settings, click Storage.

& Storage

2 Move the iSCSI switch to the -:I position to enable iSCSI.

EE iscsl O O

3 Click Q to the right of “iSCSI".

4 Click Create Volume.

ISCSI Settngs
Genersl | Secarity
Create Wioluma: Do o'l Ensbile Connacion CAsabde Cor ot o Fatresh Wokeame Lisk
Status Wil umse Baschkstore Dviwa/Array  Tanget Hame Authentication Size

Seleot Al Cesel et AN

Skoaw Aot Donnections Close

L

5 Enter a volume name, volume description, drive or array where a volume will be created, and volume size. Click
OK when completed.
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If you enabled LVM for the target drive or array, or selected “File I/0” for the “Backstore” option, the volume size
that you specify here can be changed later. To change the volume size, refer to the “Expanding Volume Sizes”
section below.

Creating iSCSI Volume

*Required @)~

General
Backstore: @ File [/O i) Block 1/O
Volume Connection: @ Epable i) Disable
Volume = :

Volume Description:

Drive/Array: | Drive 1 (LVM enzbled) / 403 GB X

.S
W

Size: |1 GB / Remzaining 402 GB

Authentication: @ Enable

Target CHAP Name ™ :

Target CHAP Secret ™ :
Mutual Authentication: [¥] Enable
Initiztor CHAP Secrat:

(©) Disable

Adwanced Setlings QK Cancel

6 Click OK, then click OK again.

Notes:

« If you click Disable Connection for the selected volume in Storage > iSCSI in Settings, the selected iSCSI volume can
no longer be accessed. If you click Enable Connection, the volume will become accessible from the iSCSI initiator
software.

« If you selected “Block I/0” for the “Backstore” option, write cache (WCE) cannot be configured from the “Advanced
Settings” page.

Connecting or Disconnecting Volumes

Connecting Volumes

To connect a volume, follow the procedure below.

Note: Do not shut down the TeraStation while connecting to an iSCSI volume. It may cause unexpected data erasure.
Make sure all connections are disconnected before shutdown.

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > iSCS! Initiator.
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2 Enter the IP address of the TeraStation into the “Target” field and click Quick Connect.

i5C5l Initiator Properties >

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: 132.168.10.8 | E Quick Connect... i

Discovered targets

Refresh

MName Status

3 Confirm if the connection is established and click Done.

Formatting Volumes

If using the connected volume for the first time, the volume should be formatted to be used as a local drive. Follow
the procedure below for formatting.

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > Computer Management.

2 Click Disk Management.
When the “Initialize Disk” screen appears, click OK without changing any settings.

3 Right-click the drive volume that shows the status “Unallocated” and click New Simple Volume from the
displayed menu. Follow the screen to finish formatting.

When the formatting process is completed, the drive will be visible as an icon in Computer or This PC and can be
used as a normal drive on the computer.

Disconnecting a Volume

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > iSCSI Initiator.

The status of the connecting volume will be displayed as “Connected” under “Discovered targets”.

2 Select a volume to disconnect and click Disconnect.
3 Click Yes.

4 When the volume status is displayed as “Inactive’, the disconnection was carried out properly.
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Using with Multiple Computers

If the TeraStation is divided into multiple volumes (or drives), it can be used with multiple computers. However, it
is not recommended to access a single volume or a drive from multiple computers at the same time for security

reasons.

When using the TeraStation as an iSCSI device, it should only connect to a single initiator unless the computer
running the initiator also has clustering enabled and configured on its operating system. To avoid using multiple
initiators for access, enable mutual authentication.

Checking Whether iSCSI Volume Is Connected
To check whether an iSCSI volume is connected, navigate to Storage > iSCSI. Current volumes will be listed. If
“Connected”is displayed under “Status’, the volume is currently connected to the client.

Configuring Access Restrictions

A CHAP name and secret can be configured for the entire iSCSI volume or each existing volume. Access restrictions
can be configured so that entering a target CHAP name and secret is required for each connection.

The TeraStation can perform mutual authentication (two-way authentication). Dual passwords ensure that only
authorized client computers can access the volume on the TeraStation.

Follow the procedure below to enable access restrictions.

Configuring Access Restrictions for the Entire TeraStation
1 From Settings, click Storage.

&= storage

2 Click ﬁ to the right of “iSCSI".

i

ISCSI

3 Click the Security tab.

4 Click Edit under “Access Control (Target Discovery)”.

[escsn Settings

ﬂ =
Generdl | SeDeily
Access Control (Target Discovery)
fathentication: Disabled
Edd
Show Active Conechone (=]~ 1]
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5 Enable authentication, enter the target CHAP name and secret, and click OK.

F

Security

*Required i@ -
Authentication: ) pisable
@ Enable
Enable mutuzal authentication
Target CHAP Name ™ : | ]

Target CHAP Secret ™ : | ]

Initiator CHAP Secret: | |

Ok, Cancel

ke r

Note: To enable mutual authentication in addition to target CHAP name and secret authentication, select the
“Enable mutual authentication” checkbox and enter the initiator CHAP secret.

To search or connect the volume which has mutual authentication enabled from Microsoft iSCSI Initiator,
initiator CHAP secret settings should be configured.

6 Click OK when completed.

Connecting Volumes on the Access-Restricted TeraStation

If access restrictions are configured for the entire iSCSI volume, that volume will not be detected by Microsoft iSCSI
Initiator. To connect that volume, the target CHAP name and secret should be authenticated.

1 Open the Microsoft iSCSI Initiator.

2 Register the initiator CHAP secret to your computer first. If you didn't enable mutual authentication, skip this
step.

Click CHAP on the Configuration tab. Enter the configured initiator CHAP secret into the “Initiator CHAP secret”
field and click OK.

3 From the Discovery tab, click Discover Portal.
4 Enter the TeraStation’s IP address into the “IP address or DNS name” field and click Advanced.

5 Select the “Enable CHAP log on” checkbox and enter the target CHAP name into the “Name” field and the
target CHAP secret into the “Target secret” field.

If mutual authentication is enabled, select the “Perform mutual authentication” checkbox.

6 Click OK, then click OK again.

7 The iSCSI volumes on the TeraStation will be listed under “Discovered targets” on the Targets tab. Select the
desired volume to connect and click Connect.

8 click ok

9 When the status of the selected volume is displayed as “Connected’, the connection is established properly.
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Configuring Access Restrictions for Individual Volumes

If access restrictions are configured for a volume, that volume cannot be accessed unless the target CHAP name and
secret are authenticated.

1 From Settings, click Storage.

E Storage

2 click T to the right of “iscst”

I5C51

i

] o

3 Click the volume to enable access restrictions.

4 Enable authentication, enter the target CHAP name and secret, and click OK.

Editing iSCSI Volume

*Required i@ -

General
Backstore: File 1/0
Volume Connedction: @ Enaple ™) Diszhle

Volume: volume
Volume Description:
Drive/Array: Drive 1 /403 GB
Size: 0GB+ 0 2| GB=10GB/ Remaining 393 GB

Target Name: iqn.2004-08.p.buffalo.e2abb504F2fd volume

Authentication: @ Enable

Target CHAP Name ™ ;

Target CHAP Secret ™ ;
Mutual Authentication: ¥ Enable
Initiator CHAP Secrat:

(O Disable

Adwanced Setlings QK Cancal

Note: To enable mutual authentication, select the “Enable” checkbox to the right of “Mutual Authentication”
and enter the initiator CHAP secret.

5 Click OK when completed.

Connecting to Individual Volumes that Are Access-Restricted

1 Open the Microsoft iSCSI Initiator.

2 Register the initiator CHAP secret to your computer first. If you didn't enable mutual authentication, skip this
step.
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Click CHAP on the Configuration tab. Enter the configured initiator CHAP secret into the “Initiator CHAP secret”
field and click OK.

3 From the Discovery tab, click Discover Portal.
4 Enter the TeraStation’s IP address into the “IP address or DNS name” field and click OK.

5 The iSCSI volumes on the TeraStation will be listed under “Discovered targets” on the Targets tab. Select the
desired volume to connect and click Connect.

6 Click Advanced.

7 Select the “Enable CHAP log on” checkbox and enter the target CHAP name into the “Name”field and the
target CHAP secret into the “Target secret” field.

If mutual authentication is enabled, select the “Perform mutual authentication” checkbox.

8 Click OK, then click OK again.

9 When the status of the selected volume is displayed as “Connected’, the connection is established properly.

Expanding Volume Sizes

The volume size of the existing volumes can be expanded after they are created.
Notes:

« Expanding the volume size may erase all data on the volume depending on the formatting type. Backing up the
data before expanding the volume size is recommended.

+ To expand the volume size, the volume should have “File I/0” selected for the “Backstore” option, or the volume
needs to have been created in a drive or array with LVM enabled.

1 From Settings, click Storage.

= storage

2 click T to the right of “iscst”

ISCSI D O

i

3 Select the volume to expand.
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4 Enter the desired volume size to add and click OK.

Editing iSCSI Volume

General

Advenced Settings

Backstore:
Volume Connection:

Volume:

Volume Description:
Drrive/ Array:

Size:

Target Name:

File /O

@ Enabla (D) Disable

volume

Drive 1 [ 403 GB

10GB+ |0 3 GB = 10 GB / Remaining 393 GB

ign. 2004-08.jp. buffalo.e2abbs04f2fd.volume

Authentication: © Enable

=

@ Disable

oK

*Required @) ~

Cancel

5 ciick ok,

Deleting Volumes

To delete an existing volume, follow the procedure below.

Note: Deleting a volume will erase all data on the volume. Back up the data before deleting the volume.

1 From Settings, click Storage.

&= Storage

2 click T to the right of “iscst”

@ iSCS1

o O
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3 Select the volume to delete and click Delete Volume.

iSCSI Settings
Genersl | Gecerity
Drewis Wolums

SRatun WValumse
Standing By sample

Saleat Al Crargud it AN

Show Active Conniactions

Foatrash Wokams List
Euschstora Dieiven A rray Target Hama Authasticatisn Size
File L/ Array 1 igr200-4-08 jp. buffalo. 740 3b4101028. cample - S0 GR
Cloga

4 Confirm that the volume is correctly selected on the screen and click OK.

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 click ok,

Advanced Settings

You can configure the following advanced parameters for each iSCSI volume.

Advanced Parameter

Description

HeaderDigest

Controls the HeaderDigest usage by the iSCSI target portal group endpoint.

DataDigest

Controls the DataDigest usage by the iSCSI target portal group (TPG) endpoint.

MaxConnections

Controls the usage of Multiple Connections per Session (MC/S). Initiator and
target negotiate the maximum number of connections requested and/or
acceptable.

InitialR2T

Turns on or off the default use of R2T (Ready to Transfer) for unidirectional and
the output part of bidirectional commands.

ImmediateData

Indicates whether the initiator and target have agreed to support immediate
data on this session.

MaxRecvDataSegmentLength

Maximum data segment length in bytes the initiator and target can receive in
an iSCSI Protocol Data Unit (PDU).

MaxXmitDataSegmentLength

Maximum data segment length in bytes that can be sent.

MaxBurstLength

Maximum iSCSI data payload in a Data-In or a solicited Data-Out iSCSI
sequence, in bytes.

FirstBurstLength

Maximum amount in bytes of unsolicited data an iSCSl initiator can send to the
target during the execution of a single SCSI command.

MaxOutstandingR2T

The R2T PDUs that can be in transition before an acknowledge PDU is received.

QueuedCommands

Maximum number of commands queued to any session of this target.

File I/0 Write Sync

Synchronous file I/0 provides reliability but slower performance. Asynchronous
writes are faster, but buffered data will be lost if a power outage occurs.
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Write Cache (WCE) Increases performance. This cannot be used when block I/0 is selected.
LUN Number used to identify a local unit.
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Backing Up Data on the TeraStation

You can back up the TeraStation folders to another shared folder on the same TeraStation, a connected USB drive, or
a shared folder on another Buffalo NAS device, either on the same network or on another network.

LAN port 2
(Static IP)
LAN port 1
(Static IP)
Backup Source
| EEEEEEEN |
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)

Backup Destination

The following describes what can be configured as backup sources and backup destinations.

Folders Available as Backup Sources

+ Shared folders on this TeraStation (excluding the “info” folder)™
USB drives connected to this TeraStation

« Shared folders on another Buffalo NAS device™
Shared folders on an rsync-compatible device

Folders Available as Backup Destinations

For normal and overwrite backups:

Shared folders on this TeraStation (excluding the “info” folder)™
« USB drives connected to this TeraStation™3

Shared folders on another Buffalo NAS device™*

« Shared folders on an rsync-compatible device

For management backup:
Shared folders on this TeraStation (excluding the “info” folder)
- USB drives connected to this TeraStation

*1 You can select up to the second level of folders. However, if the folder name of second level folders will become
80 bytes or more in total, that folder may not appear as the target folder.

*2 The “Backup” checkbox under “LAN Protocol Support” on the shared folder settings should be selected for the
folder.
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*3 If the “Inherit subfolders’ access restrictions” option is selected when creating a backup job, use XFS or ext3 file
systems.

*4 |f the “Inherit subfolders’ access restrictions” option is selected when creating a backup job, the device should be
a Buffalo NAS device whose subfolders’access restrictions is available.

Preparing a Backup Destination

First, configure a shared folder on a Buffalo NAS device or connected USB device as a backup destination. The
following procedure explains using another shared folder on a TeraStation as a backup destination. The procedure
may vary depending on which Buffalo NAS device is selected as a destination.

Note: If you want to set this TeraStation as the backup destination for an rsync-compatible device, refer to the “If
Backing Up from rsync-Compatible Devices to the TeraStation” section instead of following the procedure below.

1 From Settings, click File Sharing.

[ File sharing

2 Click ¢ to the right of “Folder Setup”.

o Folder Setup ﬁ 1 Folders

3 Choose the folder to set as a backup destination.

4 Under “LAN Protocol Support’, select the “Backup” checkbox on the Basic tab.

LAN Protocol Support: [ SMB (Windows/Mac) V] AFP (Mac)
[ FTP ] Backup
| SFTP ] webAccess
I NFS

5 Click OK and proceed to the next step to create a backup device access key.

Mote

The backup device access key is blank.

It is recommended that you set an access key for security.
In order for another device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that function.

Ok

6 Enter the desired characters into the backup device access key field and click OK.
Backup Device Access Key: | ssssss

Note: You may leave this field blank if you do not want a backup device access key, but for security reasons
we highly recommend entering one for the shared folder. If a backup device access key is configured for the
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shared folder, that folder will not show up as a target for the backup source or destination when configuring a
backup job on another Buffalo NAS device unless it's entered. You may create multiple folders using different
backup device access keys for backup and replication, but only one access key can be used on the TeraStation.
Folders that are configured with a different access key cannot be used.

Confiquring a Backup Job

You can configure backup jobs by using another shared folder on the Buffalo NAS device or a USB drive connected
to the TeraStation as a destination. You can also back up to a Buffalo NAS device on another network as long as the
two networks are connected by a VPN or the route is configured properly.

1 From Settings, click Backup.

ll Backup

2 Click a to the right of “Backup”.

F  Backup ﬂ- Mo jobs scheduled,

3 If you had configured a backup device access key for the backup source folder on another Buffalo NAS device
or the backup destination folder, click Set. If you hadn't, skip to step 5.

Backup List

Backup Device Access Key: 0

Add | | Delete Filter: X

Job Scheduled Dy Time Operation Mode Stakus

Select All Deselect Al

Clos e

. 4

4 Enter the backup device access key and click OK.

Set Backup Device Access Key

o-

Backup Device ACcess Kay: | sssses

ak. Cancel
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5 click Add.
Backup List
Backup Device Access Key: | w=s=w=ss @b | |2
Add | | Delede Filter: x
Job Scheduled Dy Time Operation Mode Status

Select &l | | Degslect Al

Closa

6 Select backup settings such as date and time to run. Refer to the differences between the backup modes in the

following “Backup Modes” section.

Backup Job Settings
*“Required @~
Mame ™ : | job1
Schedule: | Weekly o
Date and Time: | Sunday > 0 & Hours 0 | Minutes
Operation Mode: | Normal backup e
Versions: o
[¥] unlimited
Options: e 3 subfolder for backup
[¥] Create backup log file
@ Save backup logs in the backup source folder
(O Select the folder to save backup logs
[F] Encrypted data transfer
[] Compress and transfer
[¥] Ignore backup errors and continue backup job on schedule
[T Do not back up recytle bin
[T] Inherit subfolders’ access restrictions
Add || Delete Filter: X
Backup Source Folder Backup Destination Folder
=
DK Ciancal
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7 Click Add.

8 Select the shared folder that will be the backup source and destination.

Notes:

+ If you want to back up to a Buffalo NAS device on another network, follow the procedure below to add the
Buffalo NAS device on another network before selecting the backup folders.

a. Click List of Servers.

b. Click Add; select the “Add Buffalo NAS device” option, enter the IP address or hostname of the
destination Buffalo NAS device, then click OK.

c. Click Close when completed.
d. Click Refresh and make sure the desired Buffalo NAS device has been added to the list.

- If you want to back up to an rsync-compatible device, follow the procedure below to add the rsync-
compatible device before selecting the backup folders.

a. Click List of Servers.

b. Click Add; select the “Add rsync-compatible device” option, enter the IP address or hostname of the
destination device, then click OK. If you want to encrypt the rsync access, enable rsync over SSH and
enter the rsync account settings.

c.  Click Close when completed.

d. Click Refresh and make sure the desired rsync-compatible device has been added to the list.

Backup Settings
R fash g =
Backup Source Folder Backup Destination Folder
4 [ usbdishl B 532100063 Gushdiskl
el | backup_dst P TE32100063 Ehackup_dst
B 5220034 3@backup_dst (LAN1) E 52200343 @backup_dst [LAN1)
Lt of Sarverd (=] 4 Carrzal

9 Click OK, then click OK again. Jobs will be added to the backup list.

Notes:

« Up to eight backup jobs can be configured at a time, and 25 backup source and destination folder pairs can be
used in one backup job.

To inherit the subfolders’access restriction settings to the backup destination, the backup destination should also
support the subfolders’access restrictions. Check it before creating a backup job.
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« To back up data between Buffalo NAS devices on a network using jumbo frames, make sure that both devices are
configured to use identical (or similar) MTU sizes. If MTU sizes are significantly different, the backup job may not
be properly performed. In such a case, select the default MTU size (1500 bytes) for both devices.

You can also specify a hostname by a fully qualified domain name (FQDN).

Windows-based TeraStations with multibyte characters in the hostname may not be detected as a backup
destination, and folders in these devices cannot be used as backup destination folders.

Backup data, such as“.DS_Store” files, from macOS may include characters that cannot be read on FAT32-
formatted drives in its filename. For best results, reformat the drive before using it as a backup destination.

If Backing Up from rsync-Compatible Devices to the TeraStation

If you want to set an rsync-compatible device as the backup source and back up data on it to the TeraStation, you
will need to enable rsync access on the TeraStation.

1 From Settings, click File Sharing.

I File sharing

2 Click ¢ to the right of “rsync”.

ﬂ rsync ol &

3 Enter this TeraStation’s admin password into the “Password” field and click OK.

rsync Server Settings

*Required @) -

Accounts

Username: admin

Password * :

Port Number: 873

25H Encryption

rsync Over SSH: @ Enable @ Disable

ak. Cancel

Note: If you want to encrypt the rsync access, enable rsync over SSH.

4 Move the rsync switch to the -:I position to enable rsync.

@ e | o
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Backup Modes

The following types of backup jobs may be selected:

Type

Files included

Normal backup

All files in the source will be backed up to the destination. You can specify

how many backup versions to keep from 1-400, or select “Unlimited” to keep
all backups until the drive is full. If a specific number of backup versions is
specified, the backup destination folder should be on the same TeraStation
that the backup job is configured from, or on an external USB drive attached to
that TeraStation.

Overwrite (incremental)

The first backup job runs like a normal backup. In subsequent backups, files
added to the source as well as files deleted from the source are kept in the
backup folder.

Overwrite (differential)

The first backup job runs like a normal backup. As each additional backup job
runs, files will be added to and deleted from the backup folder. The backup
destination folder is always the same size as the backup source folder.

Management backup

Each time a backup is executed, management information is stored, and

only files that have changed are copied or deleted. Data is retrieved from the
previous backup file for files that were not changed. This is useful for making
backups with limited space or for referencing status at a particular point in
time (for data snapshot applications). The destination folder for a management
backup should be a local folder on this TeraStation or on a USB drive attached
to it. The destination folder will be set to read-only. Do not use folders from
drives formatted with FAT.

You can specify how many backup versions to keep from 1-400, or select
“Unlimited” to keep all backups until the drive is full. The backup destination
folder should be on the same TeraStation that the backup job is configured
from, or on an external USB drive attached to that TeraStation.

Backup Logs When Backup Fails

When backup fails, the 154 message appears on the LCD panel and the following backup error codes may be

displayed in the “Status” field. Read the description and try the respective corrective actions for each error to resolve

it.
Code Description Corrective Action Log Example
rSync error: errors
selecting input/
Check that the backup destinati output files, dirs (code
The backup destination USB ¢ . a. € backup destination 3) at main.c(634)
Code 3 . USB drive is connected to the N
drive could not be found. . [Receiver=3.1.0]
TeraStation properly. -
Can't write to backup
destination(target disk
is broken?).
Check that the Ethernet cable is rsync error: error
The backup destination shared | securely connected and that the hub | starting client-server
folder could not be found. or other devices on the network are protocol (code 5) at
turned on. main.c(1504)
Code 5 . - :
. . Try adding the rsync-compatible NAS | @ERROR: auth failed on
Authentication failed. . . .
device from the server list again. module
A registered user does not Check the settings of the rsync- @ERROR: permission
have permission to run. compatible NAS device. denied
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Code Description Corrective Action Log Example
The Ethernet cable was
disconnected from the backup Reconnect the Ethernet cable i
source TeraStation when the ) rsyrlm(c e:réor. e;ro:gw

Code 10 backup job started. sc:cl'et t (co e(1 2)8)
at clientserver.c

A backup destination doesn’t Select another backup destination [sender=3.1.0pre1]
support the subfolders'access | or remove the subfolders’access o
restrictions. restrictions.
The drive capacity of the Ir:\yfrl}z fg?cr(;zrer?z )
backup destination TeraStation | Delete unnecessary files and folders. .
became full at receiver.c(389)

) [receiver=3.1.0]

Code 11 Reduce the file size to 4 GB or less, or

Files larger than 4 GB were change the file system to one other rsync: write failed on
backed up to the FAT32- than FAT32. Refer to the “"Adding an “filename”: File too
formatted USB drive. External Drive” section in chapter 4 for | large (27)

compatible file systems.

. Check that the Ethernet cable is

Could not communicate

securely connected and that the hub
between backup source and . )

- . or other devices on the network are rSync error: error in

destination TeraStations.

Code 12 turned on. rsync protocol data

. . Do not change the settings while the | stream (code 12) at
The settings of the TeraStation o ) .
. backup job is running. If changed, the | i0.c(515)
were changed while the . . .
backup job was running connection is temporarily terminated
) and the backup job will fail.

ERROR: out of memory
in flist_expand

Code 14 rsync error: error
in IPC code (code
14) at main.c(655)

Insufficient th [receiver=2.6.8]
nsu ICI?n memory on the Reduce the number of backup ——
TeraStation was not enough S ) rsync: fork failed in do
. . destination files or disable any other -
so that the backup job did not . . . recv: Cannot allocate
functions running at the same time.
run. memory (12)

Code 22 rsync error: error
allocating core
memory buffers
(code 22) at util.c(120)
[sender=2.6.8]

The connection was Do not change the settings while the | rsync error: received
. . backup job is running. If changed, the | SIGINT, SIGTERM, or
Code 20 disconnected while the . . .
backup job was running connection is temporarily terminated | SIGHUP (code 20) at
' and the backup job will fail. rsync.c(242)
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do not exist.

exist in the shared folder list.

Code Description Corrective Action Log Example
Change the filename or folder
Invalid characters were used in | name using compatible characters.
the filename or folder name of | Available characters are described in
the backup destinations. the"Adding a Shared Folder” section
in chapter 3.
Do not overwrite the backup
The backup destination files destination files while the backup job
were updated while the is running. If updated, the backup
backup job was running. destination files will not be backed up
and the backup job will fail. rsync error: some
Do not change the capitalization files could not be
Code 23
of letters in the filenames and transferred (code 23) at
main.c(702)
The TeraStation backed folder n?me.s on the backup sgurc.e
TeraStation if the backup destination
up the data to the FAT32- L .
. USB drive is formatted to FAT32. Linux
formatted USB drive, then the L .
e ) on the TeraStation is case-sensitive
capitalization of letters in the ., .
: but FAT isn't, so the same filename
filenames or folder names on . .
. and folder name that only differs in
the backup source TeraStation e .
was chanaed the capitalization of letters will not be
ged. identified and treated as the same file
or folder. To back up properly, using
XFS or ext3 is recommended.
Do not overwrite the backup rsync warning:
The backup destination files destination files while the backup job | some files vanished
Code 24 were updated while the is running. If updated, the backup before they could be
backup job was running. destination files will not be backed up | transferred (code 24) at
and the backup job will fail. main.c
The Ethernet cable was .
. rsync error: timeout
disconnected from the in data send/receive
Code 30 backup source or destination Reconnect the Ethernet cable. .
. . (code 30) atio.c(195)
TeraStations while the backup
. . [sender=3.1.0]
job was running.
Insufficient T i
B14 nsufficient TeraStation Restart the TeraStation and try again. | -
memory.
Check that the backup destination
TeraStation is turned on, the Ethernet
B101 cables are securely connected, i
and the hostname of the backup
destination TeraStation is not
The backup destination changed.
TeraStation does not exist. Check that the backup destination
folders on the backup destination
TeraStation exist in the shared folder
B102 . - -
list and the backup destination
folders are configured for backup in
Settings.
The backup source folders on Check that the backup source folders
B103 the backup source TeraStation | on the backup source TeraStation -
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Code Description Corrective Action Log Example

Check that the backup destination

The backup destination folders o
. folders on the backup destination
B104 on the backup destination i . -
. . TeraStation exist in the shared folder
TeraStation do not exist.

list.

Check that the drives are recognized
properly in Settings. If you configure
B105 The drives were not the “usbdisk” folders for the backup i
recognized. source or destinations, confirm if

these folders exist in the shared folder

list.

Check that the USB drive is formatted
to the compatible file systems. If you
configure the management backup in | -
the backup job, FAT format cannot be
used for the backup destination.

The file systems of the USB

B106 .
drive are not supported.

The device files such as“/dev/ . .
B107 y : Restart the TeraStation and try again. | -
null” etc. does not exist.

Credentials to access a shared
. Try adding the rsync-compatible NAS
B108 folder on the rsync-compatible . . . -
. device from the server list again.
NAS device were not found.

Replication

Replication copies all data from a share to a share on a different TeraStation. This is an easy way to configure a
reliable system to provide data protection in the event your main TeraStation fails. To configure replication, connect
an Ethernet cable to the LAN port of each TeraStation and follow the procedure below. For best results, use static IP
addresses for connecting both replication TeraStations (source and destination).

LAN port 2
(Static IP)
LAN port 1
(Static IP)
Replication Source
| EEEEEEEE]
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)

Replication Destination

Note: Replication source data is copied to the replication destination folder with a differential overwrite. Any data
that is not in the replication source will be overwritten.

The following describes what can be configured as replication sources and replication destinations.

Folders Available as Replication Sources

Shared folders on this TeraStation (excluding the “info” folder)™
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- USB drives connected to this TeraStation

Folders Available as Replication Destinations™

Shared folders on this TeraStation (excluding the “info” folder)
« USB drives connected to this TeraStation™
Shared folders on another Buffalo NAS device™

*1 You can select up to the second level of folders. However, if the folder name of second level folders will become
80 bytes or more in total, that folder may not appear as the target folder.

*2 The “Backup” checkbox under “LAN Protocol Support” on the shared folder settings should be selected for the
folder.

*3 If the “Inherit subfolders’ access restrictions” option is selected when creating a replication job, use XFS or ext3 file
systems.

*4 If the “Inherit subfolders’ access restrictions” option is selected when creating a replication job, the device should
be a Buffalo NAS device whose subfolders’ access restrictions is available.

Preparing a Replication Destination

First, configure a folder as a replication destination. Follow the procedure below to prepare a replication destination.

1 From Settings, click File Sharing.

I File sharing

2 Click ﬁ to the right of “Folder Setup”.

o Folder Setup ﬂ 1 Folders

3 Choose the folder to set as a replication destination.

4 Under “LAN Protocol Support”, select the “Backup” checkbox on the Basic tab.

LAN Protocol Support: 7] SMB (Windows/Mac) V] AFP (Mac)
CIFTp V] Backup
| SFTP | webAccess
[T NFS
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5 Click OK and proceed to the next step to create a backup device access key.

Mote

The backup device access key is blank.

It is recommended that you set an access key for security.
In order for another device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that functicn.

Ok

6 Enter the desired characters into the backup device access key field and click OK.
Backup Device Access Key: | ssssss

Note: You may leave this field blank if you do not want a backup device access key, but for security reasons
we highly recommend entering one for the shared folder. If a backup device access key is configured for the
shared folder, that folder will not show up as the replication destination when configuring a replication job on
another Buffalo NAS device unless it's entered. You may create multiple folders using different backup device
access keys for backup and replication, but only one access key can be used on the TeraStation. Folders that
are configured with a different access key cannot be used.

Confiquring a Replication Job

Note: To replicate the subfolders’ access restriction settings, the USB drive should be formatted using ext3 or XFS.

1 From Settings, click Backup.

Il Backup

2 Click 0 to the right of “Replication”.

'.'i- Replication ﬁ
3 Click Edit.
Replication Settings
Filter: 9
Replication Source Folder Replication Destination Fokder Remaining Jobs Encryption Compression
1 v
Resym Paricdic Syne Edit Sl g
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4 If you had configured a backup device access key for the replication destination folder, click Set. If you hadn't,
skip to step 6.

Replication Settings

Backup Device Access Key: i Sak
Add Poala s Filter: b4
Replication Source Folder  Replication Destination Folder Encrypkion Compression Inherit subfolders’ acces
4 L3
Felect Al Dhezelect All
Ok Canced
5 Enter the backup device access key and click OK.
F
Set Backup Device Access Key
Backup Device Access Key:  sseess
ak Cancel
™
6 click Add.
Replication Settings
Backup Device Access Key: | ==sws==s oAt Set
Add Dala Filter: X
Replication Source Folder  Replication Destination Folder Encryption Compression Inherit subfolders' acces
q [
Select All Dreselect All
Ok, Canced

7 Select the shared folder that will be the replication source and destination, then click OK.

Note: If you want to back up to a Buffalo NAS device on another network, follow the procedure below to add
the Buffalo NAS device on another network before selecting the backup folders.
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a. Click List of Servers.

b. Click Add; select the “Add Buffalo NAS device” option, enter the IP address or hostname of the destination
Buffalo NAS device, then click OK.

c. Click Close when completed.
d. Click Refresh and make sure the desired Buffalo NAS device has been added to the list.

Replication Settings
Encrypted data transfer Ratesh | (E) -

| Compress and transfer
| Inherit subfolders’ access restrictions

Replication Source Folder Replication Destination Foldes
& [ rep_src B TES410D063 @rep_dst
o [ rev_dst

Ligt of Servers L] Cancel

8 Click OK, then Yes.

Notes:

« During setup, you may choose to encrypt and/or compress replication data. Encrypted data will be transferred
securely on the network. Compressed data will ease network loading and is recommended for slow or heavily
loaded network connections. Either will increase the CPU load on the source TeraStation. Encrypted or
compressed data will be decrypted or decompressed on the destination TeraStation.

« A maximum of 32 shared folders can be configured for replication.

+ Replication can also be used to copy all data from a share to a share on an attached external USB drive. Format
the drive with ext3 or XFS before using it for replication. Drives with FAT32 partitions are not supported with
replication.

+ You can select the first and second levels of shared folders and USB drives connected to the TeraStation as
the replication source. Folders whose names contain more than 80 alphanumeric characters or “@” cannot be
selected.
As the replication destination, you can select the first level of shared folders, USB drives, and on/off-subnet NAS
devices'shared folders.

« Don't use the same TeraStation for both failover and replication, or replication and Time Machine.
« Don't configure replication from one source folder to multiple destination folders.

« If a network problem causes a replication error, unsynced data may be shown as“0” even though replication is
incomplete. Click Resync to recover from the replication error. All files from the source folder will be copied to the
destination folder.
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« Toinherit the subfolders’ access restriction settings to the replication destination, the replication destination
should also support the subfolders’access restrictions. Verify it before creating a replication job.

Synchronizing Between Source and Destination TeraStations
Periodically

To copy files that are saved via other file sharing protocols such as AFP or FTP to the replication destination regularly,

configure “Periodic Sync”in Settings. Follow the procedure below.

1 From Settings, click Backup.

Il Backup

2 Click ¢ to the right of “Replication”.

'.'1‘- Replication ﬁ

3 Click Periodic Sync.

Replication Settings
Filter: 9
Replication Source Folder Replication Destination Folder Remaining Jobs Encryption Compression
1 ¥
Resyn Periodic Syne Edit Gl g

4 Select “Daily” or “Weekly” from the “Schedule” drop-down list. If “Daily” is selected, configure the sync period. If
“Weekly”is selected, specify the weekdays and the sync period.

Periodic Sync Settings

Schedule: Daily b4

Sync Period: 'S

@ | Once every hour ot

QK Cancel

ke

5 When the configuration is completed, click OK.
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Failover

With failover, two TeraStations are connected to the network for redundancy. If an issue renders the main
TeraStation inaccessible, operation automatically switches to the backup TeraStation.

ﬂ | Data on both TeraStations stays up-to-date. |

Backup
| Switches automatically if failure occurs. |

gy

Failover will activate during any of the following situations:

Main

« The backup TeraStation cannot detect the main TeraStation within a specified time
If the backup TeraStation has not received a packet from the main TeraStation within a specified time, the backup
TeraStation considers the main TeraStation to have failed. By default, it will try five times and wait 60 seconds. If
this is triggered by accident, reconfigure failover from the main TeraStation.

+ Errors
Failover will occur if any of the following errors occur:
E12 (cooling failure), E14 (cannot mount RAID array), E16" (drive not found), E22" (cannot mount drive), E30°
(drive failure)
*This triggers when the drive is configured in JBOD.

Notes:

+ Only use identical model and capacity TeraStations for failover. If the capacity of the main TeraStation is larger
than that of the backup TeraStation, an 133 replication error will occur.

« All drive bays of a TeraStation should be occupied if it will be used for failover. Failover will not work if a drive is
missing from any bay.
Before Configuring Failover

Use the same LAN ports for transferring data and it is recommended that both TeraStations are configured with
static IP addresses for the purposes of failover.

Using the Same LAN Port for Both File Sharing and Failover

Using this setup, if the main TeraStation fails, the backup TeraStation will replace it completely. The backup
TeraStation will be updated over normal network traffic.
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LAN port 1
(Static IP)

Main

Network

LAN port 1
(Static IP)

Backup

Using Different LAN Ports Between File Sharing and Failover

With this setup, the backup TeraStation and main TeraStation are connected by a second Ethernet cable connecting
their LAN port 2. Updating is done over this dedicated network path, so updates are quicker and don't interfere with

normal network traffic.

LAN port 2
(Static IP)
LAN port 1
(Static IP)
| EEEEEEEE]
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)

Backup

Usage Restrictions

Functional Restrictions

Failover is not available when any of the following functions are enabled:
Replication, sleep mode, encrypted drive volume, LVM volume, iSCSI volume, port trunking, Amazon S3°, Dropbox
Sync, Microsoft Azure Storage Sync, Microsoft OneDrive Sync, hot spare, access restrictions by Active Directory

domain
*Even if the function is disabled, the settings may remain if the settings were configured beforehand. Initialize all

settings before configuring failover.

Setting Restrictions

The following functions will not be available while failover is enabled:
Initializing settings, changing the RAID settings, formatting drives, iSCSI volume, changing the backup TeraStation’s
settings, turning the TeraStation on and off, updating the firmware
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While failover is enabled, shutdown, power-on, and firmware update operations can be made available by
temporarily changing the TeraStation to maintenance mode. Maintenance mode can be enabled or disabled at
Backup > Failover in the main TeraStation’s Settings. Click Maintenance mode to enable maintenance mode, or click
Cancel maintenance mode to disable maintenance mode.

To update the firmware while in maintenance mode, the main TeraStation can be updated from Settings, but the
backup TeraStation cannot. Download the firmware updater from the Buffalo website for the backup TeraStation
and try updating the firmware on it.

Non-Transferable Settings

The settings below are not copied from the main TeraStation to the backup TeraStation. Make a note of the original
settings so that they can be configured manually if a failover error occurs.

WebAccess’, UPS synchronization, antivirus™, the backup job settings either if specifying shared folders on the
backup TeraStation or USB drives as the backup destination, and USB drives’ shared folder settings

*If the backup TeraStation took over the main TeraStation’s IP address after failover, the WebAccess settings will not
be copied. Re-register your BuffaloNAS.com account for WebAccess. If the backup TeraStation kept its IP address, the
settings will be copied from the main TeraStation.

**The settings configured on the Trend Micro NAS Security settings page will not be copied to the backup
TeraStation. The settings configured on the main TeraStation’s Settings page will be copied. Only if the antivirus is
activated on the TeraStation.

Using with UPS

Once failover is configured, you cannot set up a UPS for the backup TeraStation. Configure your UPS before
configuring failover. UPS recovery can be configured for both the main and backup TeraStations.

Confiquring Failover

1 From Settings for the main TeraStation, click Backup.

Il Backup

2 Click Q to the right of “Failover”.

Bl Failover £ standalone
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3 Click Configure Failover.

Failover

Status: Standalone

Backup Device: Configure Failower
St aion

Remaining Jobs: —

| Edit H Close ]

4 Select a TeraStation to be the backup destination device and enter its administrator username and password
(by default, the username is “admin” and the password is “password”).

Failover Settings
*Required @) -
Backup Device Settings: Backup Device: 1534100355 ™
Administrator Username * : [ |
Administrator Password *: | |
IP Settings for File Sharing: LAN Port: | (LANI) 192.168.10.38 ¥
Virtual IP Address = : [ |
Subnet Mask = : 255.255.255.0 =l
Backup LAN Port: | (LAND) 192.168.10.38 ||
Access Restrictions for Subfolders: @ Inherit

©) Do not inherit

Use TeraStations of the same model and storage capacity for the main and backup units. Set the MTU
size to 1500 bytes for both units.

[ Continue ” Clese
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5 Select the LAN port to be used for sharing files and enter a virtual IP address and subnet mask. The LAN port
you have selected here will also be used for pinging. If you select the same LAN port as the backup LAN port,
the backup TeraStation will replace the main TeraStation even if just a network error occurs.

About virtual IP addresses: A virtual IP address is an IP address that will be used for file sharing while failover
is configured. By assigning a different IP address from the one to be assigned to the LAN port, you can access
the TeraStation for sharing files, as well as open Settings using the virtual IP address. This IP address will be
inherited to the backup TeraStation when failover occurs, so you can access the backup TeraStation even if you
don’t know the backup TeraStation’s static IP address.

Configure an unused IP address for the virtual IP; make sure it uses the same segment as the main and backup
TeraStations.

6 sclect the LAN port to be used for transferring data via failover.

7 Configure whether or not to inherit the settings of subfolders’ access restrictions to the backup TeraStation,
then click Continue.

8 If the administrator username and password is correct, the backup TeraStation will beep. Press and hold the
function button to accept the settings from the main TeraStation. When you press the function button, the
backup TeraStation will stop beeping.

9 Hold it down until the backup TeraStation beeps again.

1 0 The 151 message will appear in Settings and NAS Navigator2 for both TeraStations. Wait until initialization
finishes. Failover is configured after it finishes and the 151 message disappears.

Notes:

If you want to cancel the failover settings while both the main and backup TeraStations are working properly,
click Force Failover to Stop on both TeraStations and restart them. After the TeraStations are restarted, make sure
that all settings such as IP address and files on the shared folders are correct.

When you cancel failover settings, attributes of the shared folders on the backup TeraStation will become read-
only. Change the attribute settings to the desired options if necessary.

- If replication is configured for more than one folder, initialize the TeraStation before configuring failover.
« The main TeraStation cannot be used as the backup location for Time Machine.
« Do not use the same TeraStation for both failover and replication, or failover and Time Machine.

- If email notification is enabled and failover occurs, navigate to Management > Email Notification > Edit in the main
TeraStation’s Settings and click OK.

MTU size settings for main and backup TeraStations should be 1500 bytes. To change the MTU size, navigate to
Network > IP Address > Edit, and change the MTU size to “1500” bytes.

Files whose filenames contain more than 80 alphanumeric characters will not be backed up.
If the 133 message appears in Settings or NAS Navigator2, navigate to Backup > Replication and click Resync.

The RAID array on the backup TeraStation may be reconfigured and resynchronized as part of the failover
configuration process. This is expected behavior and not an error.

Replacing to the Backup TeraStation Manually

If “Switch to backup unit manually”is selected on the Advanced Settings tab in the main TeraStation’s Settings, the
backup TeraStation will not replace the main TeraStation if the main TeraStation fails. To have the backup TeraStation
replace the main TeraStation, you can either:

Log in to Settings for the backup TeraStation and click Set as Main Unit.
« Or, press and hold the function button on the backup TeraStation.

Note: If the main TeraStation fails but both LAN ports’link on the backup TeraStation is up, the backup TeraStation
cannot replace to the main TeraStation from Settings. In such a case, use the function button instead.
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Reconfiguring After Failover Occurs

When the backup TeraStation replaces the main TeraStation, the 149 message may appear on NAS Navigator2. To
configure failover again, follow the procedure below using the new TeraStation unit. The following procedure is an
example using the replaced backup TeraStation (“main TeraStation”) and the new TeraStation (“backup TeraStation”).
If you don't want to configure failover with the new TeraStation, cancel the failover settings by following the steps
1-5 below and restart both TeraStations. The 149 message will disappear.

Note: The following procedure will also work if failover occurs unexpectedly.

1 After failover occurs, log in to Settings for the main TeraStation.

If you have configured to synchronize with the UPS device connected to the failed TeraStation, the E10
message will be displayed on the main TeraStation. In such a case, follow the procedure below to change the
UPS settings on the main TeraStation. If you hadn't, skip to the next step.

a. Disconnect the UPS cable from the failed TeraStation and connect it to the main TeraStation.
b. Click Management.

c. Click ¢ to the right of “Power Management”.

d. Click Edit.
e. Select“Sync with UPS connected to this TeraStation” and reconfigure the desired UPS settings.
f.

Click OK when completed.

2 Click Backup.

Il Backup

3 Click ¢ to the right of “Failover”.

;”_,_ Failover ﬁ Standalone

4 Click Configure Failover.
[ Failover
Status: Standalone
Backup Device: Configurs Failower
Remaining Jobs: —

IP Sethings for Filke Sharing Periodic Sync Adwmnced Setings

Edit Clse
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5 Click Force Failover to Stop to cancel the failover settings.
6 Shut down this main TeraStation.
7 Turn the backup TeraStation on.

8 Log in to Settings for the backup TeraStation, then rename the TeraStation’s hostname and configure the IP
address so that it has a new static IP address.

9 Power on the main TeraStation. To configure the UPS sync on the backup TeraStation, configure the settings
here. Otherwise, skip to the next step.

To synchronize with the UPS device connected to the main TeraStation, follow the procedure below on the
backup TeraStation.

a. Click Management.

b. Click ¢ to the right of “Power Management”.
c. Click Edit.

d. Select“Sync with UPS connected to another Buffalo NAS device on the same network” and configure the
main TeraStation as a sync source.

e. Click OK when completed.

1 0 Reconfigure failover by referring to the “Configuring Failover” section above.

Svynchronizing Between Main and Backup TeraStations Periodically

To copy files that are saved via other file sharing protocols such as AFP or FTP to the backup TeraStation regularly,
configure “Periodic Sync”in Settings. Follow the procedure below.

1 From Settings for the main TeraStation, click Backup.

ll Backup

2 Click a to the right of “Failover”.

il Failover £ standslone
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3 Click the Periodic Sync tab.

Failover

Status: Standalone
Backup Device: Clonfigure Failover
Remaining Jobs: —

o st | Poione | measews |

Edit ] [ Cilosa ]
4 ciick Edit.
Failover
Status: Standalone
Backup Device: Con fipurs Failover
Remaining Jobs: —
Schedule: Daiby
Sync Period: Once every hour
I Edit ] [ Clese
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5 select “Daily” or “Weekly” from the “Schedule” drop-down list. If “Daily” is selected, configure the sync period. If
“Weekly”is selected, specify the weekdays and the sync period.

Failover Settings

*Required av
Status: Standalone

Backup Device: Configure Failover

1P S thing = for File Sharing Periodic Sync Adwanoed Setlings

Schedule: Daily w»

Sync Period: &

@ Once every hour >

oK Cancel

6 When the configuration is completed, click OK.

Backing Up Your Mac with Time Machine

Time Machine is a backup program included with macOS. Configure your TeraStation as shown below to use Time
Machine.

1. Preparing a Shared Folder for Time Machine

1 From Settings, click File Sharing.

[ File sharing

2 Move the AFP switch to the -:I position to enable AFP.

I

oM AFP

3 Click a to the right of “Folder Setup”.

ﬂ' Folder Setup ﬁ 1 Folders

4 Choose a shared folder as your backup destination for Time Machine.
5 Under “LAN Protocol Support’, select the “AFP (Mac)” checkbox on the Basic tab and click OK.

6 Click Close.
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2. Configuring a Shared Folder as a Backup Destination

1 From Settings, click Backup.

ll Backup

2 Click ¢ to the right of “Time Machine”.

{3} Time Machine [:- ﬂ

3 Click Edit.

4 Click Browse.

Time Machine

*Required @) -

Target Folder * : Erowse

ak. Cancel

5 Select the shared folder that you enabled AFP for in the previous steps, then click OK.

Browse Folders

Fefrezh

5 [ share

oK Canoel

6 Click OK, then click OK again.
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7 Move the Time Machine switch to the -:I position to enable Time Machine.

@- Time Machine

) o

3. Configuring Time Machine on macOS

1 From the Apple menu, open System Preferences.

2 Click Time Machine.

[ b
-
General Desktop &

Screen Saver

G

CDs & DVDs Displays

Startup
Disk
iCloud Internet
Accounts
Users & Parental
Groups Controls

System Preferences

B E D g @

Dock Mission Language Secunty Spotlight
Control & Region & Privacy

-

ﬂ" .......

Energy Keyboard Mouse Trackpad Printers &
Saver Scanners

i}
!

@ @ 0 o

App Stare Metwork Bluetooth Extensions Sharing

© & @ @
Siri Date & Time Time Accessibility
Machine
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3 Click Select Backup Disk.

] £ |2 i Time Machine ]

—
1 . §

Time Machine Select Backup Disk...

Back Up Automatically
Time Machine keeps:

» Local snapshots as space permits

» Hourly backups for the past 24 hours

« Daily backups for the past month

« Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

Show Time Machine in menu bar Options...

4 Select the TeraStation, then click Use Disk.

Time Machine

ﬂ share
= on "TS53410DA93-TimeMachine’

@ share

= on "TS3410DAB3"

— Other AirPort Time Capsule

—
= Se&tup an AirPort Time Capsule that is not listed here

? Encrypt backups Cancel

1Me DINESL DEURURS Sre Deeusd Wrien your Qiss pecomes full.

Show Time Machine in menu bar Options...
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5 Click Connect.

You are attempting to connect to the server
i' " li “TS3410DAS 3",

Click Connect to continue.

Cancel Connect

L
)

6 Enter a username and password to be used for accessing the shared folder and click Connect.

T Enter your name and password for the server
O “TS3410DA93" so that Time Machine can access it
L | Connect As: | | Guest

© Registered User

Mame: |admin

Password: |uun“ |

Cancel Connect

Note: If access restrictions are not configured on the destination share, log in with the administrator account.
The default username and password for the administrator account are “admin” and “password". If access
restrictions are configured, log in with an account with write privileges.
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7 Time Machine will count down from 120 seconds, then backup will begin.

® O £ i Time Machine Q5

ghare — T53410DA03

5.9 TB of 5.9 TB available
Oldest backup: None
Latest backup: None
Select Disk... Mext backup: 114 seconds...

Time Machine
Back Up Automatically
Time Machine keeps:

» Local snapshots as space permits

» Hourly backups for the past 24 hours

« Daily backups for the past month

« Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

Show Time Machine in menu bar Options...
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WebAccess

WebAccess is a software utility for accessing the files in the shared folder of your TeraStation from your computer
or mobile devices through the Internet. Be careful when configuring WebAccess. Certain settings can make the
files in the shared folder available to anyone on the Internet, without any access restrictions.

Note: WebAccess supports downloading up to 60,000 files at a time. Attempting to download 60,000 or more files at
a time may result in unexpected behavior.

1 From Settings, click File Sharing.

[ File sharing

2 Click Q to the right of “WebAccess"

E WebAccess | -ﬁ-

3 Click Edit.
[ WebAccess Settings

HTTPS/SSL Encryption: Desabled

Access via BuffaloNAS.com
Server:

Disabled
Other DNS Servica Hostname:

PnP: Enabled

NAS Internal Port: 9000
Exclusive Session: Disabled
Session Timeout: 30 Minutes

WebACcess URL: -

Edit Ok ¢
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4 Configure the desired settings, then click OK.

WebAcocess Settings

“Required @) -
HTTP3/55L Encryption: () Enabla @ Dizable
Access via BuffaloMAS.com @ Enable
Server:
BuffaloMAS. com Mame ™ ;| webaxs
BuffaloNAS.com Key ™ : | sY3PYbdZVIGiIOD4q6P-
Generale Random Key
) Disable
UPAP: @ Enable (2 Disable
NAS Internal Port * @ | 9000
Exclusive Session: &) gpable @ Disable
Session Timeout ™ @ 30 Minutes =1 Unlimited
LAk Oinly Ok Cancal

« To use SSL encryption for more secure data transfers, enable “HTTPS/SSL Encryption”.

« You may use the BuffaloNAS.com server as a DNS server, or disable it to use a different DNS server.

« Choose a“BuffaloNAS.com Name” and “BuffaloNAS.com Key” for your WebAccess account. Names and keys
may contain between 3 and 20 alphanumeric characters, underscores (_), and hyphens (-).

« If“Exclusive Session” is enabled, multiple users cannot be logged in to WebAccess at the same time. Only the
last login will be active.

« Enter a time in minutes (1 to 120, or “Unlimited”) before inactive users are logged out of WebAccess.

5 Move the WebAccess switch to the -:I position to enable WebAccess.

E WebAccess - 1 -ﬁ

6 Click ¢ to the right of “Folder Setup”.

o Folder Setup ﬁ 1 Folders

7 Select a shared folder to publish.

Notes:
- For best results, create a new dedicated share for WebAccess.

+ When accessing shared folders through WebAccess from a remote location, a username and password
may be required for certain operations. For best results, create a user account with permissions on the
WebAccess share before using WebAccess.

8 Under “LAN Protocol Support’, select the “WebAccess” checkbox on the Basic tab.

9 Click the Option 2 tab.
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1 0 Select the desired WebAccess security level for “WebAccess Permissions”.

Allow anonymous: Anyone can access (view) shared folders. (Access restrictions configured for shared folders
will not work.)

Allow all groups and users: All groups and users registered on the Buffalo NAS device can use WebAccess.
(Access restrictions configured for shared folders will not work.)

Use inherited folder permissions: Users and groups have the same access permissions with WebAccess that
they do locally. If access restrictions are not set for the shared folder, then this option will not be shown.

Whether a user or group can access a folder through WebAccess depends on a combination of WebAccess
settings and the shared folder’s settings.

) Access restrictions for the logged-in users
Not logged in -
No access Read-only Read and write
Allow anonymous R R/W R/W R/W
WebAccess | Alowallgroupsand 2 R/W R/W R/W
o users
permissions ored fold
Uselr? e.rlte older ) ) R R/W
permissions

R/W: Read and write, R: Read-only, -: No access

11 ciickok.

There are many ways to access WebAccess folders depending on your device:
« From a computer, supported browsers include Microsoft Edge, Firefox, Google Chrome, Internet Explorer 9
or later, Safari 9 or later. Refer to the help guide at the BuffaloNAS.com website after connecting with your
BuffaloNAS.com name for more detailed information.
To access from an iOS device, install the “WebAccess i” application from the App Store. Refer to the help guide for
the app for more detailed information.
To access from an Android device, install the “WebAccess A" application from Google Play. Refer to the help guide

for the app for more detailed information.

FTP

By default, the TeraStation’s shares are only accessible by users connected to the same network or router as the
TeraStation. The optional FTP server allows users outside the local network to access the TeraStation.

Note: FTP is intended for users who already have FTP client software and have experience with it.

1 From Settings, click File Sharing.

I File sharing

2 Move the FTP switch to the -:I position to enable FTP.

ﬁFTF‘ N
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3 Click ﬁ to the right of “Folder Setup”.

o Folder Setup ﬂ- 1 Folders

4 Choose a folder to enable remote FTP access on.

5 Under “LAN Protocol Support’, select the “FTP” checkbox on the Basic tab; select read-only or read and write for
the shared folder’s attribute on the Option 2 tab and click OK.

Accessing the TeraStation with an FTP Client

To access the TeraStation via FTP, configure your FTP client software with the following settings:

Hostname: IP address of the TeraStation
Username: The TeraStation’s username
Password: The TeraStation’s password
Port: 21

Accessing the TeraStation with an Anonymous User

To allow anonymous access to your FTP share, disable access restrictions. Configure your FTP client software with

the following settings for anonymous FTP access:

Hostname: IP address of the TeraStation
Username: Anonymous

Password: Any character string

Port: 21

Notes:

If the TeraStation joins a domain, domain and anonymous users cannot remote access via FTP. Domain users will
be able to access remotely using SFTP.

Shared folders connected by FTP are available from the “/mnt” folder. The examples of default locations are:
/mnt/array1/share
/mnt/disk1/share
/mnt/usbdisk1

If a file was created or copied using AFP, you may be unable to delete it using an FTP connection. If this occurs,
use an SMB or AFP connection instead to delete the file.

For FTP connections, make sure that the total filename including the folder path is 250 single-byte characters or
less.

Synchronizing with Amazon S3

The TeraStation supports Amazon S3, a fee-based online storage service provided by Amazon, and other cloud

storage services that share the Amazon S3 API. Follow the procedure below to configure your TeraStation for use

with Amazon S3.

Notes:

Depending on the services you have purchased, prices for operations and amount of data will vary. To avoid
being charged unexpectedly expensive fees, we recommend staying aware of the price structure for data storage
and operations and regularly checking how much have been charged.

Set the TeraStation’s time settings to the correct time. Using NTP is recommended. To configure NTP settings on
the TeraStation, refer to the “Name, Date, Time, and Language” section in chapter 7.
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Preparing for Amazon S3

1 From Settings, click Cloud Storage.

f;—} Cloud Storage

2 Click 0 to the right of “Amazon S3".

B  Amazon s3

3 Click Add.

Il

e

Amazon 53 Job List

Senvice Buckoet Nasme

Select Al D sel et Al

Feconsach | Prosy Satngs

Faolder

Status.

Filter:

Errer Log

Claw
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4 Select the service name and region name that you have selected when creating the bucket from the drop-
down list. Enter the bucket name, access key ID, and secret access key; select the storage class and the
connection protocol, then click OK.

Amazon 53 Settings
*Required @ -

Service: | Amazon S2 b

Region Mame: | Asia Pacific (Tokyo) 25
Region: | ap-northeast-1
Bucket Name * :

Arccess Key ID ™ :

Secret Access Key

Storage Class: Standard i©) RRS
Connection Protocol: HTTP () HTTPS
(u],4 Cancel
5 Enter a remote folder name to use with Amazon S3 and click OK.
Create Shared Folder
*Required g -
Create a shared folder to use for Amazon 53 on this TeraStation.
Falder Name ™
0K Cancel

6 Under “LAN Protocol Support’, select the “Backup” checkbox on the Basic tab.

LAN Protocol Support: 7] SMB (Windows/Mac) AFP (Mac)
CIFTP Backup
] sFTP [] webAccess

INFS
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7 ciick ok,

Mote

The backup device access key is blank.

It is recommended that you set an access key for security.
In order for another device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that functicn.

Ok

8 Enter the desired characters into the backup device access key field.

Backup Device Access Key: | ssssss
9 Configure the desired shared folder settings, then click OK.

Notes:
- If a remote folder created through this process is configured to use NFS, it cannot be mounted from an NFS client.
« Files cannot be uploaded to this remote folder using WebAccess.

- If using Amazon S3 through a proxy server, click Proxy Settings. From the displayed page, you can select whether
to use the configured settings or configure an identical proxy server. If using the identical proxy server, select
“New settings”and enter the proxy server name, port number, username, and password. Consult your network
administrator for detailed proxy server settings.

- If you enter an incorrect bucket name and then cancel editing the Amazon S3 settings, that wrong bucket name
may still accidentally be registered. If this happens, reconfigure the Amazon S3 settings correctly starting from
step 4.

Do not configure a folder that is created through the procedure above as replication destination folder.

Uploading Files to Amazon S3

To upload files to Amazon S3 buckets, using backup job is recommended.

1 From Settings, click Backup.

ll Backup

2 Click ¢ to the right of “Backup”.

F  Backup ﬂ- Mo jobs scheduled,
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7

3 If you had configured a backup device access key to the remote folder that was created through the “Preparing
for Amazon S3"” section above, click Set. If you hadn't, skip to step 5.

Backup List

Backup Device Access Key: 52 Sat

Add | Delefe Filter: »

Job Scheduled Dy Time Operation Mode Status

Select Al Daselect Al

Closa

4 Enter the backup device access key and click OK.

Set Backup Device Access Key

O -

Backup Device ACcess Kay: | ssssss

ok Crancel
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5 click Add.
Backup List
Backup Device Access Key: | w=s=w=ss @b | |2
Add Delede Fil'tEF: x
Job Scheduled Dy Time Operation Mode Status

Salact Al D saldact Al

Closa

6 select backup settings such as date and time to run. It is recommended to configure a job to run periodically.

If you create a differential backup job and there are files that only exist in the destination folder, these files will
be deleted when the job runs. Make sure that files are not saved when creating a backup job.

Backup Job Settings
*Required (@ -
Mame ™ : | job1
Schedule: | Weekly o
Date and Time: | Sunday ~| |0 ™ Hours |0 »  Minutes
Operation Mode: | Normal backup e
Versions: s
[¥] Unlimited
Options:
[¥] Create backup log file
@ Save backup logs in the backup source folder
(0 Select the folder to save backup loos
[F] Encrypted data transfer
[] compress and transfer
[¥] Ignore backup errors and continue backup job on schedule
[”] Do not back up recycle bin
[T] Inherit subfolders’ access restrictions
Add || Delete Filter: [ x
Backup Source Folder Backup Destination Folder
QK Cancal

114



| Chapter 6 Remote Access

7 Click Add.

8 Select the shared folder that files will be saved to as a source, and the remote folder created through the
“Preparing for Amazon S3” section above as a destination.

. Backup Settings
Retach ﬂ =
Backup Source Folder Backup Destination Folder
o [ share B T534100028:8clowd
el | cloud
List of Servars oK Cancel

9 Click OK. Jobs will be added to the backup list.

Notes:

To use after the network was temporarily disconnected, click Reconnect.
If a file is directly added to the Amazon S3 bucket, the file will not be replicated to the remote folder.

Do not copy 100,000 or more files to the backup source folder at once. If you do and uploading fails, check the
network environment speed and try again with fewer files.

Be careful with existing files in the remote folder, as files with the same name will be overwritten even if copied
files are older.

If you copy a file to the shared folder using File Explorer or a backup process, the file will also be uploaded
sequentially to the Amazon S3 bucket. This second uploading process will start in the background during the first
copying process and will not be visible. If the TeraStation is shut down or restarted immediately after copying a
file to the shared folder, changing the settings, or disconnecting and reconnecting the Ethernet cable, the file
may not be uploaded to the bucket. Try copying the file again if this occurs.

If you encounter any upload or download errors, click Error Log. The log will display the filename and operation
during which the error occurred.

If uploading fails, try copying the file again. If it still fails, click Reconnect or set the Amazon S3 switch to off and on
again, then restart the function service.

If transferring or accessing 1 TB or more files to the Amazon S3 bucket, make sure there is enough free space

on the TeraStation for temporary file caching. For example, when uploading 1 TB of files to the bucket, it is
recommended to keep at least 2 TB of free space available.
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Synchronizing with Dropbox

The TeraStation supports synchronizing with Dropbox, the online cloud service. Once linked, you can share
TeraStation files via Dropbox (or Dropbox files via TeraStation). To link your TeraStation with your Dropbox account,
follow the procedure below.

Note: To use Dropbox Sync, you will need a Dropbox account and an available empty Dropbox folder. If you don't
have a Dropbox account, or if you need to create a new empty Dropbox folder, refer to the Dropbox website.

Configuring a New Job

1 From Settings, click Cloud Storage.

@, Cloud Storage

2 Move the Dropbox Sync switch to the -:I position to enable Dropbox Sync.

B3 oropbox sync [ IR {:}

3 Click a to the right of “Dropbox Sync”.

B3 oropbox sync [ IR {:}
4 Ciick Add.
[ Dropbox Sync
Q-
Add | | Delete R frash
Job Mame Encryplicn Unsynced Files Lag

Select A3 D select Al

Proooy Settings Closa
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5 Click View Dropbox Authentication Page.

Authentication Code
Iszue the Authentic ation Code

Click "View Dropbox &uthentication Paoge'. Log in to Dropbox and click "&llow'. The authentication
code will be issued. Register the issued authentication code within 3 minutes.

View Dropbox Authentication Page

Enter Authentication Code

Enter the zuthentication code in the blank field below.

ak Cancel

e |

6 The authentication site that is offered by Dropbox will be displayed. Log in to the website with your Dropbox
account, then click Allow.

7 The authentication code will be displayed. Copy the authentication code and return to Settings.
Authentication code reregistration should be finished within three minutes.

8 Paste the authentication code and click OK.

Authentication Code

Iszue the Authentic ation Code

Click "View Dropbox &uthentication Paoge'. Log in to Dropbox and click "&llow'. The authentication
code will be issued. Register the issued authentication code within 3 minutes.

View Dropbox Authentication Page

Enter Authentication Code

Enter the authentication code in the blank field below.

ak Cancel

b >

9 Enter the desired job name; select the TeraStation and Dropbox folders, and configure encryption. Click OK.
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If you enable encryption, you will need to set an encryption password. The password cannot be changed once
you configure it. Please take note of the password and keep it secure. If you forget the password, create a new
job using the same Dropbox account. The old job can then be deleted.

-

rJob Settings
*Required g~
Job Name = ; job01
Folder on TeraStation ™ : backup_src01 Erowse
Folder on Dropbox ™ : Dropbox/Dropbox_share Browse
Encryption: © Enable @ Disable

oK Cancal

ke

10 ciick ok,

Note: Up to eight Dropbox jobs can be configured at a time.

Changing Job Settings

Follow the procedure below to change any job settings you have already configured.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Click a to the right of “Dropbox Sync”.

B3 oropbox sync [ IR {:}
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3 From the job list, click the job whose settings you want to change.

Drophbax Sync
Q-
EH Delets | |Rn-un |
' Job Name  Encryption  Unsynced Files ' Log
jobo1 e o View Log

« I

| Select All | | Desclect Al

| Frowy Sattings | Clse

4 Click the Options tab.

Job Settings
Job Name: job01
Folder on TeraStation: backup_srcil
Folder on Dropbox: Dropbox/Dropbox_share
Encryption: Disabled
Unsynced Files: 0
Profile: buffalo
Email Address: dummy@example.com
Space Used on Dropbox: 0.0 GB
Space Availzble on Dropbox: 2.0GB

Clse
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5 click Edit.

Job Settings

ettt | opues
Sync Period:
Sync Direction:
Upload Size:

Filterad Extensions

Filter Hidden Files:

5 Minutes

Bidirectional

Allow full size

Extensions

Disabled

Edit

Close
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6 Configure the desired settings and click OK.

Job Settings
a -
Syne Period: 5 w | Minutes
Sync Direction: Bidirectional 2
Upload Size Limit: ) Limit size i@ Allow full size
Filtered Extensions: Extensions
Add Delete
Filter Hidden Files: ) Enable @ Diszble
0K, Cancsl
Notes:

When encryption is enabled, files uploaded to Dropbox not using Dropbox Sync will not be downloaded to the
TeraStation even if the sync direction is configured to “Bidirectional” or “Download only”.

Refer to the following website for synchronization restrictions between the TeraStation and Dropbox: https://
www.dropbox.com/help/145

Folders that are configured for Dropbox Sync cannot be renamed or used for replication.

When specific settings are changed, the changes will not be applied and the files on Dropbox may not be
synchronized to the TeraStation. In such a case, delete the target files to be synchronized and upload them to
Dropbox again or delete the job and recreate it again. The following are the specific circumstances when files
may not be synchronized:

o Uploading or downloading fails.
o File extensions are removed from filtering.
° The sync direction is changed.

If using Dropbox through a proxy server, click Proxy Settings. From the displayed page, you can select whether
to use the configured settings or configure an identical proxy server. If using the identical proxy server, select
“New settings”and enter the proxy server name, port number, username, and password. Ask your network
administrator for detailed proxy server settings.

Files that are 900 MB or larger cannot be downloaded using Dropbox Sync. However, even if the file size is smaller
than 900 MB, downloading may fail when multiple processes are running at the same time.

Regardless of whether file filtering was configured, the following files will not be uploaded to Dropbox:
o desktop.ini
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° thumbs.db

° Files whose filename contains the symbols /\ > <:" |7 *
o Files whose filename ends with either a space or period
° Files whose filename starts with either ~$ or .~

o Files whose filename starts with ~ and have the file extension .tmp

Creating a Shared Link (Windows Only)

Buffalo offers a Windows application, “B-Sync”, that can create shared links for the files stored in the TeraStation

folders. You can download the application from the Buffalo website. Refer to the application help for the usage
procedure.

Using Microsoft Azure for Data Preservation

The TeraStation supports synchronizing with Microsoft Azure, the online cloud storage service. Once linked, you can
back up data on the TeraStation to Azure Storage, or restore data from Azure Storage to the TeraStation.

Microsoft Azure offers multiple types of storage and the TeraStation is compatible with Blob Storage. There are three
types of blobs: block blobs, page blobs, and append blobs. The TeraStation only works with block blobs to store your
data.

This feature is meant for situations such as disaster recovery and not a catch-all backup function. After linking the
TeraStation and Microsoft Azure, data on the TeraStation will not be bidirectionally synchronized between the
TeraStation and an Azure container.

Notes:

« Depending on the services you have purchased, prices for operations and amount of data will vary. To avoid
being charged unexpectedly expensive fees, we recommend staying aware of the price structure for data storage
and operations and regularly checking how much have been charged.

To access data that have been backed up to the container, use “Microsoft Azure Storage Explorer”.

If using Azure Storage through a proxy server, click Proxy Settings. From the displayed page, you can select
whether to use the configured settings or configure an identical proxy server. If using the identical proxy server,
select“New settings”and enter the proxy server name, port number, username, and password. Ask your network
administrator for detailed proxy server settings.

To link your TeraStation with a Microsoft Azure Storage account, follow the procedure below.

Creating a New Backup Job

1 From the Azure portal, create your Azure Storage account and a container before proceeding with the
procedure.

2 From Settings, click Cloud Storage.

@ Cloud Storage

3 Move the Microsoft Azure Storage Sync switch to the -:I position to enable Microsoft Azure Storage
Sync.

I3 Microsoft Azure Storage Sync [l ) £F
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4 ciick ¢ to the right of “Microsoft Azure Storage Sync”

B8 Microsoft Azure Storage Syne - [l ] £F

5 Click Add.

Microsoft Azure Storage Sync Job List

Add | Dalete g Sazh

Job Name Action Unsynced Files Status Lag

Select AN Dazalect All

Fravey Settings Clae

6 The job setup wizard will open. Enter your Azure Storage account name and access key, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 1 of &

Link Azure Storage Account

Enter a storage account for Azure Storage.

Storage Account Name
accountname

Access Key

rpraren EEEE

Mt Cancel
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7 Enter the desired job name and click Next.

Job Setup Wizard for Azure Storage Sync - Step 2 of 9

Enter a Job Name

Enter 3 job name to create.

Job Hame
jobol

Back Mt Cancel

8 Select “Backup” and click Next.

Job Setup Wizard for Azure Storage Sync - Step 3 of 9

Select Sync Action

Select the sync action for your files,

@) Packup (TeraStation to Azure Storage)

Back up files from the backup source folder to 3 container.

The first time the backup job runs, it will act 35 a full backup. Files added to the source are kept in the

f::lllitamef in subsequent backups. You can select the action for files deleted from the source on the
owing page.

) Restore (4zure Storage to TeraStation)
Restore files from a container to a shared folder on the TerasStation,

Back, et Canoel
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9 Select the desired shared folder on the TeraStation as the backup source folder and enter the container name
for the backup destination, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 4 of 9

Configure Job Pairs

Select the shared folder that contains desired files for backup as the backup source and enter 3 container name.
Backup Source Folder
backup_srcd1 n

Container Name
tests

Back It Cancel
1 0 Specify the sync period and click Next.
Job Setup Wizard for Azure Storage Sync - Step 5 of 9
Configure Sync Period
Select the interval of time between each backup.
Backup Interval
5 ¥ Minutes

Back et Cancel
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1 1 Select the desired action to take for files in the container that share the same name as files in the backup
source after they are deleted, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 6 of 9

Configure File Sync Action
Select the action to take for files in the backup destination container after deleting files with the same name from
the backup source folder.
@ Delete from container
Delete the files from the backup destination centainer.
) Keep in container
Keep the files as is in the backup destination container.

Back | et Cancel

ke d

1 2 Configure whether to filter the backup target files. The following screen is available to configure file filtering by
file size and whether they're hidden. Configure the desired filtering settings and click Next.

Job Setup Wizard for Azure Storage Sync - Step 7 of &

Configure File Filters 1

Configure the requirements for filtering files. If any files in the backup source folder meet any of the following
requirements, those files will not be backed up.

Maximum Backup File Size
() Limit size @ Allow full size

¥

Filter Hidden Files
iC) Enable @ Disable

Back, Mt Cancel
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1 3 The following screen is available to configure file filtering by extensions. Configure the desired filtering
settings and click Next.

Job Setup Wizard for Azure Storage Sync - Step 8 of &

Configure File Filters 2

Configure the requirements for filtering files. If any files in the backup source folder meet any of the following
requirements, these files will not be backed up.

Filter by Extensions
1) Enable @ Disable

Back Mt Cencel

8 4

1 4 Confirm that all settings are properly configured and click OK.

Notes:

« Regardless of whether file filtering was configured, the following files will not be backed up to an Azure Storage
container:

o desktop.ini

° thumbs.db

° Files whose filename contains the symbols /\ > <:" |7 *

o Files whose filename ends with either a space or period

o Files whose filename starts with either ~$ or .~

o Files whose filename starts with ~ and have the file extension .tmp

« Do not copy files that are 10 GB or larger, and do not copy 100,000 or more files to the backup source folder at
once. If you do and backup fails, check the network environment speed and try again with fewer files.

Creating a New Restore Job

1 From the Azure portal, create your Azure Storage account and a container before beginning the following
procedure.

2 From Settings, click Cloud Storage.

@ Cloud Storage
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3 Move the Microsoft Azure Storage Sync switch to the -:I position to enable Microsoft Azure Storage
Sync.

B3 Microsoft Azure Storage Sync [l ] 3

4 Clickﬁ to the right of “Microsoft Azure Storage Sync”

B3 Microsoft Azure Storage Sync [l ] 3

5 Click Add.

Microsoft Azure Storage Sync Job List

Add || Dalate RafFazh

Job Name Action Unsynced Files Status Lag

Select A1 Dugelest All

Freesy Sethaps Clese
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6 The job setup wizard will open. Enter your Azure Storage account name and access key, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 1 of 9

Link Azure Storage Account

Enter a storage account for Azure Storage.

Storage Account Name
accountname

Access Key

Mt Cancel

7 Enter the desired job name and click Next.

Job Setup Wizard for Azure Storage Sync - Step 2 of 9

Enter a Job Name

Enter a job name to create,

Job Mame
jobOl

Back, et Cancel
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8 Select “Restore” and click Next.

Job Setup Wizard for Azure Storage Sync - Step 3 of 9

Select Sync Action

Select the sync action for your files,

12 Backup (TeraStation to Azure Storage)

Back up files from the backup source folder to 3 container.

The first time the backup job runs, it will act as a full backup. Files added to the source are kept in the

container in subseguent backups. You can select the action for files deleted from the source on the
following page.

i@ Restore (Azure Storage to TeraStation)
Restore files from a container to a shared folder on the TeraStation.

Back Mt Cancel
ko 4

9 Enter the container name for the restore source and select the desired shared folder on the TeraStation as the
restore destination, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 4 of 5

Configure Job Pairs

|Enb‘er A container name for the restore source and select 3 shared folder as the restore destination for restored
iles.

Container Name
tests

Restore Destination Folder
restore_dst0l > Craste Folder

Folder Level for Restored Files
@) First level

Files will be restored to the first level of the restored destination folder.
) Second level

A folder will automatically be created in the restored destination folder and files will be restored to this
folder. This folder name will be the date on which the job was created.

Back Mt Cancel

. 4

1 0 Select either to restore data into the first level folder (root folder) or the second level (subfolder) of the restore
destination folder, then click Next.
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1 1 Confirm that all settings are properly configured and click OK.

Note: When deleting a completed restored job, it can be converted to a backup job. If that restore job had been
configured to restore to the second level on the shared folder, restored data will automatically move to the first
level. If there are files with the same filename in the first level folder, those files will be overwritten.

Changing Job Settings

Follow the procedure below to change any job settings you have already configured.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Click ¢ to the right of “Microsoft Azure Storage Sync”.

B Microsoft Azure Storage syne [l )

3 From the job list, click the job whose settings you want to change.

Microsoft Azure Storage Sync Job List

Frg Sazh

Job Name Action Unsynced Files Status Lag
jobO1 Backup 12 Synchronizing View Log

Select A1 Dazelect Al

Pressy Sethnps Ckee
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4 Click the Options tab.

Job Settings
| Besic || Optons |
Storage Account Name: accountname
Job Mame: job01
Sync Action: Backup
Files Dedeted in Backup Source: Keap in container
Backup Source Folder: backup_sre0l
Container Name: tests
| Close
5 click Edit.
Job Settings
ouse | Optons |
Backup Intenval: 5 Minutes
Maximum Backup File Size: Allow full size
Filter Hidden Files: Disabled
Filter by Extensions: Disabled
Edit
| Closs
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6 Configure the desired settings and click OK.

Job Settings
Backup Inkerval: 5 v | Minutes
Maximum Backup File Size: T Lirnit size @ allow full size
Filter Hidden Files: ) Enable @ Disable
Filter by Extensions: | Enable @ Disable
Filtered Extensions:
oK Cancdd

Synchronizing with Microsoft OneDrive

The TeraStation supports synchronizing with Microsoft OneDrive, the online cloud storage. Once linked, you can
share the TeraStation files via OneDrive (or OneDrive files via the TeraStation). To link your TeraStation with your
Microsoft account, follow the procedure below.

Note: To use Microsoft OneDrive Sync, you need a Microsoft account and an available empty OneDrive folder. If you
don't have a Microsoft account, or if you need to create a OneDrive folder, refer to the Microsoft website.

Configuring a New Job

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Move the OneDrive Sync switch to the -:I position to enable OneDrive Sync.

o o

El Microsoft OneDrive Sync
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3 Click ¢ to the right of “Microsoft OneDrive Sync”.

EJ Microsoft OneDrive Sync i | ﬂ'

4 ciick Add.
Microsoft OneDrive Sync Job List
Add Dreliete Fefesh
Job Name Encryption Action Unsynced Files Status Log
Select All D select All
Prosy Settings Common Closae

5 The sign-in window will open. Enter the username and password of your Microsoft account, then sign in.
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6 Enter the desired job name and click Next.

Job Setup Wizard for OneDrive Sync - Step 1 of 10

Enter a Job Name

Enter & job name to create,

job01 Q

Mt Cancel

b 4

7 select the sync action and behavior for when files with the same name are already in the target folder. The
behavior for when files with the same name already exist will work when the files that have the same name on
both the TeraStation and OneDrive are changed. Click Next after configuring.

Job Setup Wizard for OneDrive Sync - Step 2 of 10

Select Sync Action
Select the sync action for your files.
Bidirectional »
Files with Same Names

@ Keep files on OneDrive
If there is a file conflict when synging, files on OneDrive will be saved gver other
VEersions.

() Keep files on the TeraStation
If there is 2 file conflict when syncing, files on the TeraStation will be saved over ather
Versions.

O Keep files with newer modified date

If there is a file conflict when syncing, files with the newer modified date will be saved
over other versions.

Back, Mt Cancel
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8 Select the desired TeraStation and OneDrive folders. If you want to create an empty folder first, click Browse
under “Folder on TeraStation’, then click Create Folder on the selecting folder window that appears. Click Next
after selecting the folders.

Job Setup Wizard for OneDrive Sync - Step 3 of 10

Configure Job Pairs

Select the folders on OneDrive and the TeraStation that files will be synced each ather.

Folder on TeraStation share Erowse
Folder gn OneDrive OneDrive/Drivel Browse
Back, Mt Cancsl
Notes:

+ Itis not recommended to configure the “TMNAS" folder or the specified quarantine folder as the sync source
folder.

« The 6th level and deeper of shared and OneDrive folders cannot be selected.
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9 Specify the sync period and click Next.

Job Setup Wizard for OneDrive Sync - Step 4 of 10

Configure Sync Period
Select the interval of time between each synchronization.

5 w | Minutes

Back, Mt Cancel

b 4

1 0 Files will be uploaded during the start and end time of the period configured in step 9 above. If you want
to always upload files during the configured sync period, select “Always sync within the sync period” for
“Frequency”. Click Next after configuring.

Job Setup Wizard for OneDrive Sync - Step 5 of 10

Configure Schedule

Configure a schedule for a job. If you select "Daily” for frequency, specify the start and end time. If you select
“Weekly” for frequency, speafy the day of the week and times.

Frequency

Caily i

Start Time
01:00 R
End Time
05:00 s

Back, Mt Cancel
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1 1 Select whether to encrypt the files using a password. When encryption is enabled, uploaded files will be
archived in zip format and encrypted using the entered encryption password. Click Next after selecting.

.1

Job Setup Wizard for OneDrive Sync - Step 6 of 10

Configure Encryption

Enable encryption for the files when uploading to OneDrive.

@ Enable ) Disable

Encryption Password

LELLET TS 9

Setting an encryption password with 10 or more characters is recommended.
The encryption password cannot be changed once it's configured. Make sure to manage the password
carefully after it has been saved.

Back, Mt Cancel

8 4

1 2 Select whether to check for file consistency. If an inconsistency occurs with a file between the TeraStation and
OneDrive, that file will be updated using the latest file version even if it hasn’t been changed. Click Next after
selecting.

rhb Setup Wizard for OneDrive Sync - Step 7 of 10
Configure Consistency Check

Enable a consistency check. Files will be compared to a hash value between files on the source and destination
folders for uploading/downloading. If there are any inconsistencies between files, the system will try syncing
afain.

@ Enable () Disable

Back, Mt Cancel
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1 3 Configure whether to filter the target files. The following screen is available to configure file filtering by file
sizes and whether they're hidden. The file size filtering will work only for the upload process. The available
maximum size is up to 15360 MB (15 GB). “Hidden files” refer to files whose filename starts with a period.
Configure the desired filtering settings and click Next.

Job Setup Wizard for OneDrive Sync - Step 8 of 10

Configure File Filters 1

Configure the requirements for filtering files. If any files in the folder on either the TeraStation or OneDrive meet
any of the following requirements, those files will not be synced.

Filter by File Size

@ Enable i Disable
Maximum Size: |1 o MB

Filter Hidden Files

1} Enable @ Disable

Back Mt Cancel

8 4

1 4 The following screen is available to configure file filtering by extensions. Configure the desired filtering
settings and click Next.

Job Setup Wizard for OneDrive Sync - Step 9 of 10

Configure File Filters 2

Configure the requirements for filtering files. If any files in the folder on either the TeraStation or Onelvive meat
any of the following requirements, those files will not be synced.

Filter by Extensions
@ Enzble () Disable
Fileted Extensions

Filtered Extensions A

[

tmp

i

Delate

Back Mt Canoel
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1 5 Confirm that all settings are properly configured and click OK.

Notes:
Files whose filename contains the symbols " # % & * /: > < 2\ } { ~ cannot be synchronized. This symbol limitation
is based on “Normalization Form Canonical Composition (NFC)” If you copy files that contain these symbols to
the TeraStation folder from macQS, the filenames may be converted to different ones that don't contain these

Changing Job Settings

symbols.

Depending on your network environment, you may fail to download larger files. To prevent this issue, divide the

file into smaller files or compress the files to a smaller size before uploading them to OneDrive.

Follow the procedure below to change any job settings you have already configured.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Click ﬁ to the right of “Microsoft OneDrive Sync”

El Microsoft OneDrive Sync

o ©

3 From the job list, click the job whose settings you want to change.

Microsoft OneDrive Sync Job List

Select Al D salect All

Prosy Setlings Common

Encryption| Action
v Bidirectional

140
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]

Status

Inactive

Fefresh

Log
View Log

Close
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4 Click the Options tab.

Job Settings

| Besic | Options |
Job Name:

Folder on TeraStation:

Folder on OneDrive:

Account Name:

Used Capacity on OneDrive:

Total Capacity on OneDrive:

job01

share
OneDrive/Drivel/
0.0 GB

5.0 GB

Sample User

Close
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5 click Edit.

Job Settings

| Basic | Options

Sync Action:

Sync Period:
Frequency:

Start Time:

End Time:
Caonsistency Check:
Filter by File Size:
Filter Hidden Files:

Filter by Extensions:

Files with Same Names:

Bidirectional

Keep files on OneDrive
5 Minutes

Daily

1:00

3:00

Enabled

1 MB

Enabled

tmp

Edit

Close
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6 Configure the desired settings and click OK.

Job Settings

Sy Sathings Filter Sethings

Sync Action:

Files with Same Names:

Sync Period:

Frequency:

Start Time:

End Time:

Conssstency Check:

Bidirectional

Keep files on OneDrive

5 »  Minutes

Daily

0100 bt

£

05:00

@ Enable

Corrective Actions for in Case of Error

) Disable

(6] 4 Canael

You may encounter error messages that contain the following error codes when creating OneDrive Sync jobs,

or the error log may contain the following error codes as well. If you encounter one of the following error codes,

refer to the table below and try the respective corrective action. If the error code is not listed on the table, please

refer to the Microsoft website instead; https://docs.microsoft.com/en-us/onedrive/developer/rest-api/concepts/

errors?view=odsp-graph-online.

Code

Description

Corrective Action

access_denied

Access denied for the requested
information.

To link with OneDrive, please consent the
request from OneDrive.

server_error

The authentication server
encountered a temporary error.

Please try again later.

temporarily_unavailable

The authentication server is too
busy.

Please try again later.

authcode_notfound

The authentication server is too
busy.

Please wait for about 10 minutes and try
again.

auth_server_error

The authentication server
encountered a temporary error.

The authentication server will recover within
UTC 12:00 midnight-8:45 a.m. (Mon-Fri).
Please wait until it recovers.

auth_server_
maintenance

The authentication server is

currently undergoing maintenance.

The maintenance will finish within UTC 12:00
midnight-8:45 a.m. (Mon-Fri). Please wait
until the maintenance finishes.
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Code

Description

Corrective Action

activityLimitReached

There are too many requests so

data could not be synchronized.

Check that the same Microsoft account is
used on another TeraStation or Microsoft
applications. This error may be resolved by
reducing the maximum number of threads
per job on the window that appears by
navigating to the job list and then clicking
Common.

network_error

Could not register the
authentication code.

Check that the network or proxy server
settings are correct.

Unexpected error

Unknown error.

Please try again later.
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Antivirus Software

Trend Micro NAS Security can protect your network and data from software viruses, malware, and spyware. Virus
scan by Trend Micro NAS Security is available for files in the TeraStation’s shared folders, except for the “usbdisk”
folder.

To use Trend Micro NAS software, purchase an OP-TSVC license pack (sold separately). If your TeraStation is already
running an activated antivirus software, no license registration is necessary.

Notes:

« If LVMis enabled on the TeraStation, the antivirus software may not work properly. For best results, disable LVM
before use.

« To use the antivirus software effectively, the TeraStation should be connected to the Internet. The connection can
be routed through a proxy server if the appropriate settings are configured in Administration > Proxy Settings from
the left-side menu of the Trend Micro NAS Security settings page.

« Trend Micro is a trademark of Trend Micro Incorporated.

Activating Virus Scanning

Follow the procedure below to activate virus scanning.

1 From Settings, click Applications.

EEE Applications

2 Move the antivirus switch to the -:I position to enable antivirus.

’® Antivirus [ B e ;

A quarantine folder named “TMNAS" is automatically created on the TeraStation. If a virus is detected, it is moved to
this folder.

If you want to configure a specific shared folder as a quarantine folder, follow the procedure below.

1 Create a new shared folder by referring to the “Adding a Shared Folder” section in chapter 3.

2 From Settings, click Applications.

EEE Applications
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3 Click ¢ to the right of “Antivirus”

,(ID Antivirus [ B e ;

4 ciick Edit.

ke

Antivirus Settings

Quarantine Folder: TMNAS
Port: 14042
Initialize Settings

This will initialize all antivirus settings. All settings on the Trend Micro NAS Security settings page will be initizlized.
The Trend Micro NAS Security license will remazin enabled even after initializing settings.

Initialize

Recover System

This will recover the antivirus system. All settings including the license status will be initizlized completely. Use this
option if license activation fails. After recovenng the system, activate the license again.

O pticns Edit Close

5 Click Browse and select the quarantine folder.

Antivirus Settings
*Required @) ~
Quarantine TMNAS Erowse
Folder * :
Port™ : | 14042
Files which are deemed to have a security risk will be moved to the guarantine
folder. For best results, create a new shared folder for the quarantine folder, To
prevent general users from accessing files with possible security risks, vou may
set access restrictions to only allow the administrator to access the quarantine
folder,
Ok Cancel
6 ciick ok.

Confiquring Security Settings

Use the Trend Micro NAS Security settings page to configure security settings such as updating pattern files,
configuring scan schedules, and activating or expanding the license. To open the settings page, follow the

procedure below.

1 From Settings, click Applications.

EEE Applications
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2 Click¢ to the right of “Antivirus”.

,® Antivirus [ B e ;

3 Click Options.

Antivirus Settings
Quarantine Folder: TMNAS
Port: 14942
Initialize Settings

This will initialize all antivirus settings. Al settings on the Trend Micro NAS Security settings page will be initizlized.
The Trend Micro NAS Security license will remazin enabled even after initializing settings.

Ini tiali ze
Recover System

This will recover the antivirus system. All settings including the license status will be initizlized completely. Use this
option if license activation fails. After recovenng the system, activate the license again.

Foe cover

Opticns Edit Clos e

4 Enter your username and password, then click Log On.

) 1ReNe. | Trend Micro NAS Security”

LOGON
Please type your user name and the password to access the web
console.
User name: | |
Password: | | | Log On |

. -

You can log on with the TeraStation’s admin account. The default username and password are “admin”and
“password”.
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5 The Trend Micro NAS Security settings page will open.

@I'.‘ END. | Trend Micro NAS Security” o | T
Summary B vete
Summary
b Scan Qptions [ System Information (2017-03-29 18:02:26)
Scheduled Updste Product vermion: Trend Micro HAS Security 1.1 = Build_1013
: .:l:-s\.ln strakicn ! Jaan “ﬁl.l'tl-fﬂf;‘.-'m—-? 0 virussn/spyware detected today,
| Summary Today Last 7 days
Virud usclamnabla =] [}
Virus quarartined -] (]
Virus dalated a ]
Wirus passad -] (-]
Virup clsared Q (=]
Virue renamad Q @
Sean Status '
Raad-tima Scani Enabled {Incoming files)
Scheduled Soen Copabled
Hasual Ecam Scla vt ]
Update Status Usdate now
] Component Current Version Last Updated
[ | wine pattarn 12.827.00 2016-11=01 09:00:00
5] Spywars/Graywars Patbern 1.773.00 TOL6~21 =01 09:00:00
A | gcan Engina §,500,1910 3016-21 =01 G9:00:00

Notes:

« The Trend Micro NAS Security settings page is compatible with IE 6.0 SP2 or later (Windows) and Firefox 1.5 or
later (Windows or Mac).

« To change the display language of the Trend Micro NAS Security settings page, change the system language to
the desired settings by referring to the “Name, Date, Time, and Language” section below.

Licenses

If the antivirus software on your TeraStation is not activated or has expired, please purchase an OP-TSVC license pack

(sold separately). If your TeraStation includes activated antivirus software, no license registration is required. The
total period for antivirus software updates may be extended up to five years.
This example shows an initial one-year period for updates extended by an additional year.

1/1/2016 1/1/2017 1/1/2018 1/1/2021

(CTTTTTTTT T - . SN ...
—— K

Antivirus Extension  License period  License period  Up to five years

software (9/1/2016)  before extension after extension  (The license period cannot be
updates extended beyond five years)
activated

Note: It's not possible to register a serial number that would extend the total license period beyond five years, such
as a second three-year license after three years.
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1 From the left-side menu of the Trend Micro NAS Security settings page, click Administration > Product License.

@THEN'} | Trend Micro

MICR

Summary

Summary

* Scan Options
Scheduled Update

System Informi

Product version:

F Logs
Scan Results fo

+ Administration

. Summa
Proxy Settings F‘Y

Product License Wirus uncleanable

Debug Settings Wirus gquarantined

2 Enter the serial number from the “Trend Micro NAS Security License Pack Guide”, included in your package.
Click Activate.

Product License

@ The product has not been activated.

Product Activation

You must activate your product to enable scanning and security updates.

Serial number: | | - | | - | | - | | - | |

| Activate || Cancel |

The new license is now registered.
To check the status of the current license, open the Trend Micro NAS Security settings page and navigate to

Administration > Product License on the left-side menu.

Connecting Through a Proxy Server

If you must pass through a proxy server to connect to the Internet in your network environment, follow this
procedure to set the IP address of the proxy server and other settings.
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1 From the left-side menu of the Trend Micro NAS Security settings page, click Administration > Proxy Settings.

@THEN'} | Trend Micro

MICR
Summary
Summary
* Scan Options System Inform:

Scheduled Update

Product version:

F Logs
Scan Results fo

+ Administration

Summary

Proxy Settings

Product License Wirus uncleanable

Debug Settings Wirus gquarantined

2 Select the “Use a proxy server to access the Internet (License update)” checkbox. Enter the IP address and port
of the proxy server, then click Save.

Proxy Settings Help

General | Component Update

Us= a proxy server to access the Internet (License update)

Server name or IP address: |

Proxy server authantication

User name: | |

Password: | |

Cancel

The antivirus software is now configured to use a proxy server.

Updating Antivirus Pattern Files

For best results, configure your antivirus software to update the antivirus pattern files automatically as described

below.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Scheduled Updates.

@THE"E. | Trend Micro

MICR
Summary
Summary
» Scan Options System Inform:

Scheduled Update

Product version:

F Logs
Scan Results fo

¥ Administration

Summary
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2 Check “Enable Scheduled Update”.
Scheduled Update

Enable Scheduled Updats

Update Frequency

Start time: : (hh:mm)

Fepesat interval: 'i::' Hourly

(- Caily, update for

3 Select a time for updates to begin, an interval for updates, and an amount of time for updates to continue.
Select the components to update. Click Save.

Scheduled Update

Enable Scheduled Updats

Update Freguency

Start time: : {hh:mm)

s

Repaat intarval: O Hourly

Q Daily, update for | 2 hours

® weekly, every

Components to Update

Component Current Version Last Updated

Virus Pattern 12.827.00 2016-11-01 09:00:00

Spyware/Grayware Pattarn 1.773.00 2016-11-01 09:00:00

Scan Engine 5.900.1010 2016-11-01 09:00:00
| Save || Cancel |

The antivirus software is now configured to update automatically at the scheduled time. Updates will not be
downloaded if the TeraStation is turned off, in standby mode, or disconnected from the Internet.

Confiquring Folders as Virus Scanning Targets

By default, all folders on the TeraStation (including attached USB drives) will be scanned. Follow the procedure
below to block specific shared folders from being scanned.

1 From Settings, click File Sharing.

I File sharing

2 Click ﬁ to the right of “Folder Setup”.

o Folder Setup ﬂ 1 Folders
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3 Click the shared folder that you want to exclude from the scan.

4 If the options’ checkboxes are selected on the Option 1 tab, it means the shared folder will be scanned by those
scan options. To exclude from the scan, clear the options’ checkboxes.

LT R R T U T I S ) PR  E

Virus scan: Rezltime scan
Scheduled scan
Mznual scan

5 click ok,

Note: Even if the scan options are selected in the quarantine folder settings, the quarantine folder will be excluded
from the virus scan.

Virus Scanning

Three types of virus scans are available:

+ Real-time scan
The virus scan runs in the background, scanning every file that you read or write. This is the default type of
scanning. Your TeraStation may run slower if real-time scanning is enabled.

+ Scheduled scan
A scheduled scan is executed at specific regular intervals, such as every Tuesday at 3 a.m.

« Manual scan
A manual scan runs once when initiated. Initiate a manual scan as described below.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Scan Options > Manual Scan.
@IEEEE | Trend Micro

Summary

Summary

~ Scan Options System Inform:

Real-time Scan

Scheduled Scan

Product version:

Scan Results fo

Manual Scan

Scheduled Update

Summary

¥ Logs Virus uncleanable

* Administration Wirus quarantined

A= Ao

2 Click Scan now. This starts the virus scan.

|Dther Clean

':'!:' Use the same action for all types

Type First Acti

il Types Clean

| Save || Cancel | Scan now
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If the scan finds a virus, the user can be notified in two ways:

+ The 134 virus alert message is normally shown in Settings or NAS Navigator2. Once the virus is removed from the
quarantine folder, the message is no longer displayed. If the antivirus software is configured to delete viruses
from the quarantine folder automatically, then the 134 virus alert message will not be displayed.

- If email notification is enabled in Settings, then the antivirus software notifies the user by email if a virus is found.
Enabling email notifications is recommended.

Depending on how many files are on your TeraStation, a virus scan may take several hours. Estimated scanning
times are shown below.

10,000 files: ~ 30 minutes

100,000 files: ~ 5 hours

1,000,000 files: ~ 50 hours

Notes:

« If the quarantine folder doesn’'t have enough space, the infected files may be unable to be moved to the
quarantine folder. The Trend Micro NAS security scan log may identify any infected files as quarantined even if the
quarantine did not actually occur. In such a case, remove non-essential files from the quarantine folder and try
the virus scan again.

« If the size of the infected file is large, it may be unable to be moved to the quarantine folder. In such a case,
check the scan log to see whether the quarantine succeeds, and move the infected file to the quarantine folder
manually.

Checking the Log

Follow the procedure below to check the virus scan log.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Logs.
@IEEE'} | Trend Micro

Summary

Summary

» Scan Options
Scheduled Update

System Informi

Product version:

r Logs
Scan Results fo

¥ Administration

Summary
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2 Click the log item that you want to check.

@THEN'} | Trend Micro

MICR

Summary

Summary

¥ Scan Options

Scheduled Update

System Inform.

Product version:

- Logs
Scan Results fo

Virus Logs

Spyware Logs LR

Wirus uncleanable

Scan Logs
System Logs Virus gquarantined
Manual Delete Virus deleted
Automatic Delete Wirus passad

k Administration Virus cleanad

3 Click Display Log.

System Logs

16 log(s) stored from 2017-03-29 17:07:03 to 2017-03-29 18:01:21
Data range: |T|::|:|a'g.r e |

Start date: 2017-03-29 [

End date: 2017-03-29 El

Sort by: | Date/Time | | Descending ™ |

Entries per page: 25  |lentries

MNaote: Only the previous 1000 log entries will be retrieved for the specified log range

Display Log

This completes the procedure for checking the log.

Online Help

For more information on the antivirus software, refer to the online help. Follow the procedure below to access the

online help.

1 From the right-top menu of the Trend Micro NAS Security settings page, choose Help > Contents and Index.

Contents and Index
Security Info

Help About

2 Online help will open.

Online help is now ready to use.
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Email Notification

Your TeraStation can send you email reports daily, or when settings are changed or an error occurs. You can
configure the events that will trigger notifications from any of the following functions: drive quota, drives (internal,
external, or RAID array), fan, backup, replication, failover, antivirus, system alert.

Refer to the contextual help in Settings for more detailed information such as when the notification email will be
sent or the differences between the notification categories.

1 From Settings, click Management.

% Management

2 Move the email notification switch to the -:I position to enable email notification.

s Email Notification - 1 ﬂ.

3 Click ¢ to the right of “Email Notification”.
4 ciick £dit.

5 Enter your email server settings, notification email’s default subject, then configure recipients and the time
when email reports will be sent. Click OK to send a test email.
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If you select an authentication type other than “Disable” from the drop-down list, you can enter the sender
email address and credentials of the email server.

Email Notification

“Required @)~
SMTP Server Address = :
SMTP Port = : | 25

Authentication Type: | Disable w

Subject © : | TeraStation Status

Add Dhle te Select from List
Recipients ™ : MName Recipients Class
Select All | | Deselect Al
Send Daily Report at: |00 |~ Hours
0K, Cancal

6 To change the events of email reports, click Advanced Report Settings. On the displayed screen, select or clear
the category’s checkboxes.

Report Settings
Q-

Categories [¥] Daily Report [#] Info [#] Notice [#] Ervor
Drive Quatz User =

Group 7]
Storage Internal Drive ] 7] 7] 7l

RAID Array ] = = &

USE Drive Fil |
Backup 4] =
Replication =
Falbover & =
Virus Sean ¥ ]
System Alert ]

ax Bancel
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The notification emails will be categorized into the following importance levels:

Levels Details
Daily Report Describes the status of the TeraStation in a daily report email.
Info Sends a notification email if an event occurs. Info reports will contain just
information such as capacity information, job starts/completes, etc.
Sends a notification email if a non-critical error occurs. Notice reports will contain
Notice warnings such as something has failed, but the function or unit can continue
operating as usual. It is recommended to do the corrective action for the notice
as soon as possible.
Sends a notification email if a critical error occurs. Error reports will describe
Error critical failure which prevents a function or unit from operating. It is
recommended to do the corrective action to for the error immediately.

Sleep Mode

To save energy, you can specify times to put the TeraStation into sleep (standby) mode, during which the drive and

LEDs are turned off.

1 From Settings, click Management.

% Management

2 Click Q to the right of “Sleep Timer".

Sleep Timer

3 Click Edit.
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4 Specify the timer interval, wake-up time, and time to go into sleep mode, then click OK.

Sleep Timer Settings
Timer 1
Schadule: Weakly b
| Sunday ' Monday | Tuesday __ Wednesday Thursday | Friday Saturday
Wake Up at: 07 |» Hours |0 v Minutes
Begin Sleep at: |22 |~ Hours 00 v Minutes
Timer 2
Schedule: Disable b
Timer 3
Schedule: | Disable ~
0Ok, Cance
Notes:

« Up to three timers can be set.

« The time to enter sleep mode can be set from 12:00 a.m. to 3:45 a.m. of the next day. The time to wake from sleep
mode can be set from 12:00 a.m. to 11:45 p.m. If the time to enter sleep mode is after 12:00 a.m., the wake-up
time setting may be from 4:00 a.m. to 11:45 p.m.

- The time to enter sleep mode should not be set to the same time as or earlier than the start time.

. Ifatimeris scheduled during a drive check, drive format, backup process, and backup job, or within five minutes
of the current time, the TeraStation will not change to standby mode when the configured time is reached.

+ If scheduled times in the timer overlap, the operation is performed using the widest time interval.
« Examples of timer settings are shown below:
o Example 1:
If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 12:00-24:00
Timer 2: Not used
Timer 3: Not used

No operation is performed at 12:00 p.m. and the unit goes into sleep mode at 12:00 a.m.

[e]

Example 2:

If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 10:00-20:00

Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit goes into sleep mode at
6:00 p.m. On Wednesday, the unit goes into sleep mode at 8:00 p.m.
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o

[e]

Example 3:

If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 10:00-1:00 a.m. of the next day
Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit goes into sleep mode at
6:00 p.m. On Wednesday, normal operation begins at 10:00 a.m. and the unit goes into sleep mode at 1:00
a.m. of the next day.

Example 4:

If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 7:30-22:00

Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit goes into sleep mode at
6:00 p.m. On Wednesday, normal operation begins at 7:30 a.m. and the unit goes into sleep mode at 10:00
p.m.

To wake the TeraStation from sleep mode manually, press and hold the power button for three seconds.

Wake-on-LAN

The TeraStation supports Wake-on-LAN, which allows it to be turned on remotely.

1 From Settings, click Network.

2 Click ¢ to the right of “IP Address”.

@ IP Address o3 LAN Fort 1 192.168.10.9

3 Click Edit.
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4 Enable “Wake-on-LAN”, then click OK.

Wake-on-LAN: @ Enable

) Disable
Gateway Owner: | Assign automatically 5
DNS Owner: | Assign sutomatically =

Services Restarted After: 1 w | geconds

Ok Cancel

Wake-on-LAN is now enabled. As long as the TeraStation is connected to a power source and the network, you can
turn it on remotely.

Notes:
After receiving the Wake-on-LAN packet, the TeraStation may take approximately five minutes to be ready to use.

If a power outage occurs while Wake-on-LAN is enabled, the TeraStation will automatically start up after power is
restored.
To use Wake-on-LAN, you'll need Wake-on-LAN software that sends magic packets. The TeraStation does not
include Wake-on-LAN software.

« TheTeraStation does not support using Wake-on-LAN and port trunking at the same time. You may use either
feature, but not both at the same time.

« If the TeraStation is connected to a Buffalo wireless router configured for remote access, then it may be turned on
from outside the local network (from the WAN side). To use this feature, connect the router to LAN port 1 or 2 on
the TeraStation.

UPS (Uninterruptible Power Supply)

If a UPS (sold separately) is attached, the TeraStation can be automatically shut down to protect data in the event of
a power outage.

1 Plug the power cable of the UPS to a wall socket.

2 Connect the power cable of the TeraStation to the UPS.
3 Connect the UPS and TeraStation.

4 Turn on the UPS, then the TeraStation.

5 From Settings, click Management.

% Management
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6 Click ¢ to the right of “Power Management”.

[N}
¥ Power Management o3 UBS not synced,

7 Click Edit.

8 Configure the desired settings, then click OK.

Power Management Settings
“Required @)«
LIPS Symc Se it
UPS Sync:
® Sync with UPS connected to this TeraStation
UPS Connction Type: =
Shutdown Will Ocour If: @ Power outages longer than |1 = minutes
RS sends low battery signal
Override Shutdown Conditions: 7] Delay shut down until the number of iSC5] connections reaches 2eno
Shut Down UPS After TeraStation Shuts Down: Yes
& Mo
Syng with UPS connected to another Buffalo NAS device on the same netwark
Do not synchronize with LIPS
Dk, Cancel

Notes:

If the TeraStation is connected directly to a UPS, select “Sync with UPS connected to this TeraStation”. If a different
Buffalo NAS device is connected to the UPS, select “Sync with UPS connected to another Buffalo NAS device on
the same network”. After making this selection, enter the IP address of the Buffalo NAS device that will be the
sync source into “Other Buffalo NAS's IP Address".

If you don’t want to connect any UPS devices, select “Do not synchronize with UPS” and the operation for if a
power supply failure occurs. If “Use last state” at "AC Power Recovery” is selected, the TeraStation will revert to the
state before the power supply failure occurs. If “Stay off” is selected, the TeraStation will remain off even after the
TeraStation shuts down due to the power supply failure.

When the TeraStation restarts after an automatic shutdown such as from a power outage or power supply issue,
verify that external power has been restored. If the TeraStation is turned on while it is still running on the UPS and
external power has not been restored, the automatic shutdown will not be performed, even after the specified
time elapses.

If the power supply from the UPS to the TeraStation stops and restarts when UPS recovery is enabled, the
TeraStation will automatically restart.
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Port Trunking

Two Ethernet cables can be used to establish two separate communication routes, providing LAN port redundancy
and improving communication reliability. The use of two Ethernet cables enables access to the TeraStation even if
one of the cables is disconnected.

The port trunking modes that can be set in the TeraStation are shown below:

Trunking Mode Characteristics

Only one NIC slave in the bond is active. A different slave becomes active if and

Active-back
clive-backup only if the active slave fails.

Creates aggregation groups that share the network speed and duplex settings.
Utilizes all slave network interfaces in the active aggregator group according to
Dynamic link aggregation the 802.3ad specification.

Note: To use this mode, a separate intelligent switch that supports IEEE 802.3ad is
required. Configure LACP on the switch first.

The outgoing network packet traffic is distributed according to the current load

TLB . .
(relative to the speed) on each network interface slave.

The incoming and outgoing network packet traffic is distributed according to
ALB the current load on each network interface slave. The receive load balancing is
achieved by ARP negotiation.

Note: If the TeraStation is being used as an iSCSI drive, disable iSCSI before changing network settings such as port
trunking. Navigate to Storage > iSCSI in Settings and move the iSCSI switch to the off position temporarily.

1 Use an Ethernet cable to connect the hub LAN port and TeraStation LAN port.

Notes:
« Do not connect the second Ethernet cable to the TeraStation yet.

- If using an intelligent switch, configure the LAN ports on the switch first, before connecting to the
TeraStation.

2 From Settings, click Network.

3 Click a to the right of “Port Trunking"

H Port Trunking O

4 Select the LAN port that will be used and choose a port trunking bond.
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5 Select the port trunking mode and click OK.

Port Trunking
Port Trunking: Active-backup st
Device Name IP Address Subnet Magk MTU Size
L&N Port 1 192.168.10.5 255.255.255.0 1500 bytes
LAN Port 2 - - 1500 bytes
] 4 Cancal

b

6 Connect the hub’s LAN port and TeraStation’s LAN port using the second LAN cable. If you are using an
intelligent switch, connect to the LAN port that was previously configured for port trunking.

7 Follow the procedure on the screen to restart the TeraStation.

Offline Files for Windows

The “offline files” feature that is included with many versions of Windows can be used with files on the TeraStation.
You will be able to work on files stored on the TeraStation even when your PC is disconnected from the network.
When you next connect to the network, the updated files are written and synchronized. Follow the procedure below

to configure offline files.

1 From Settings, click File Sharing.

[ File sharing

2 Click ﬁ to the right of “Folder Setup”.

o Folder Setup ﬁ 1 Folders

3 Click the shared folder for offline files.

4 Choose either “Manual caching of documents”, “Automatic caching of documents’, or “Automatic caching of
programs and documents” on the Option 1 tab, then click OK.

Manual caching of documents: User selects files that are cached.
Automatic caching of documents: Opened files can be cached locally for offline use. Previous versions of files
that are not synchronized are automatically replaced by the latest versions.
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Automatic caching of programs and documents: Opened files can be cached locally for use offline. Previous
versions of files and applications executed on the network that are not synchronized are automatically
replaced by the latest version of the files and applications.

5 FromFile Explorer, right-click the icon of the shared folder on the TeraStation for which you have set the offline
feature, then click Always available offline. If the offline file wizard opens, follow the procedure on the screen.

share
Open
Open in new window

Pin to Quick access

Always available offline

Restore previous versions

6 When the offline settings and synchronization settings are completed, the files and folders set appear as
shown:

offline_test

o

7 If the computer is disconnected from the network after synchronization is completed, the offline file function
can be used.

Offline files can be accessed by the original Universal Naming Convention (UNC) where the data was saved.

Notes:
If you cannot access offline files, try the following procedure:
(1) Reconnect the computer to the network.

(2) From Control Panel, change the view to the icon view and click Sync Center. Click Sync All to synchronize all
offline files.

(3) Disconnect the computer from the network and verify that you can access offline files.

If you have configured the recycle bin for the shared folder, temp files may be created in the recycle bin.

Accessing from an NFS Client

Note: (US customers only) Buffalo’s customer support will help configure the NFS settings on your TeraStation, and
will support VMware and Windows clients but will not provide support for configuring your Linux or other UNIX
clients. There are various types of UNIX and the procedures for configuring NFS with them will vary considerably.
For help configuring your NetWare, Linux, or other UNIX clients for NFS support, please consult each client’s own
documentation and support.

1 From Settings, click File Sharing.

[ File sharing
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2 Click ¢ to the right of “Folder Setup”.

o Folder Setup ﬂ 1 Folders

3 Choose the shared folder that will be accessible from the NFS client.

4 Under “LAN Protocol Support’, select the “NFS” checkbox on the Basic tab and click OK.
Note the NFS path. It will be used later for accessing data from an NFS client.

5 Click Close.

6 Move the NFS switch to the -:I position to enable NFS.

ElNFS O O

7 Click T to the right of NFS”

8 Click the Client Settings tab.

NFS Settings

Serdoes Chent Seltings MFS Rules

Public Mebwork Address: 0.0.0.0
Public Submet Mask: 0.0.0.0
Edit
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9 Click Add.
NFS Settings
Serdces | Clent Setings | MFS Rulkes
Add | | Dalais Filter: | =
Hostnarme IP Address
Seleck Al sl ect Al
Cloge

Note: To delete a client, select the checkboxes of the clients from the lists and click Delete.

1 0 Enter the hostname and IP address of the NFS client, then click OK. You should add all NFS clients to access the
shared folder.

NF5 Client Settings
*Required i@ -
Hostname ™ :
IP Address ™ :
(u].4 Cancel

166



| Chapter 7 Advanced Features

1 1 Click the NFS Rules tab.

Select Al Deselect Al

=L 1]

NFS Settings
Serdoes Clant Sethings MFS Fulex
Add | | Dalat Filter: | =
Hestname IP Address
[ Pcom 192,168.10.14
Select Al D salect All
Clhge
12 click Add.
NFS Settings
Serdoes Clent Setlings MFS Rules
Add Dualete Filter: x
Folder Privilege Synchronization = Guest Permission
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1 3 Choose the folder to restrict access to, and enter the clients that will have restricted access into the “Hosts”

field. Clients may be entered by hostname, IP address, or IP address range. Wildcards are supported. Separate
multiple entries with commas. You may assign read-only or read and write access to the listed clients. Rules
override any settings made from the Services tab.

NFS Rule
*Required @ -

Folder * : Browse
Hosts ™ @
Privilege: () Read & write @ Read only

Synchronization: ) Sync @ Async

Guest Permission: (7 Forced @ Ignored

ak, Cancel

14 ciick ok,

Notes:

To restrict NFS access to a specific network or client, navigate to File Sharing > NFS > Services and click Edit. Enter
the address of the network. For example, if your local network subnet has a router at 192.168.1.1 and clients

with IP addresses in the range from 192.168.1.2 through 192.168.1.48 with subnet mask 255.255.255.0, then the
“Public Network Address” would be 192.168.1.0 and the “Public Subnet Mask” would be 255.255.255.0. This would
mean that only clients on this local network would be able to access the NFS share. If the default settings are used
(0.0.0.0 for both the public network address and the public subnet mask), then access to the NFS share will not be
restricted.

If you configure “Guest Permission” to “Forced” on the screen navigating to NFS Rules > Add, user ID and group ID
should be 65534 when the data is written from NFS clients; this is recommended for SMB or other protocols as
well. Use “Ignored” if the TeraStation only enables NFS connection.

Be aware that some NFS clients may be able to access via NFS although the clients do not exist in the allowed NFS
client list.

NFS Mount Commands

Enter the mount command to access the shared folder from the NFS client. The mount command depends on your
operating system. The examples below assume that IP address of your TeraStation is 192.168.11.10, “/mnt/array1/

u_,n

share”is the desired NFS path, and “/mnt/nas” or drive letter “z” is the mount point.

For Linux:

mount -t nfs 192.168.11.10:/mnt/array1/share /mnt/nas
For Windows Service for Unix 3.5:

mount 192.168.11.10:/mnt/array1/share z:

Note: A shared folder whose folder name contains multibyte characters cannot be accessed.

For Solaris 10:
mount -F nfs 192.168.11.10:/mnt/array1/share /mnt/nas
For macOS:

mount -t nfs -o resvport 192.168.11.10:/mnt/array1/share /mnt/nas
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Encrypting Data Transmission

Encrypting Settings Data

All communication with Settings can use SSL encryption if you access the Settings page by changing “http://" to

“https://"in the browser address bar or click Secure Connection from the login window. Once you are logged in using
the HTTPS connection and wish to disable SSL encryption, click Normal Connection from the login window.

Encrypting FTP Transfer Data

You can encrypt passwords using SSH for secure FTP communication. First, open a shared folder’s settings; under
“LAN Protocol Support’, select the “SFTP” checkbox on the Basic tab and click OK. Also, you have to enable the SFTP
service by moving the SFTP switch to the on position on “File Sharing”.

SSL Keys

SSL keys are used during setup screen operations and FTP communication. SSL (Secure Socket Layer) is a type of
encryption system called public key encryption. Generally, SSL is managed by the two files below.

server.crt (SSL Certificates)

The TeraStation sends the file to a computer, and the computer uses it to perform encryption. The TeraStation
receives the encrypted data and uses server.key (the private key) to decrypt the data.

In SSL, this key contains the server certificate, and depending on your computer environment, a check may be
performed to determine the trustworthiness of the certificate. The server certificate included in the TeraStation’s
default settings was created by Buffalo, and in some cases, the security certificate warning message may appear in
your browser or another security software. Disregard this message and continue.

server.key (SSL Private Key)

This file is used as a pair with server.crt (server certificate). This is required for decrypting the data that was
encrypted by the server certificate, and this is normally not revealed.

Note: The passphrase for the private key must be removed before importing to the TeraStation.

Updating SSL Key Files

To update a server certificate and a private key for SSL, follow this procedure.

1 From Settings, click Management.
2 Click SsL.

3 Register “server.key” for “Secret Key” and “server.crt” for “Server Certificate (.crt)’, then click Import.

Notes:

Place the SSL key files (server.key, server.crt) directly below the C root drive. The SSL key files may be unable to be
updated if it is placed in folders or paths that contain multibyte characters.

If Settings cannot be displayed after updating, initialize the TeraStation settings.
Updating the firmware initializes an SSL key.
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SNMP

If SNMP is enabled, you can browse your TeraStation from SNMP-compatible network management software.

1 From Settings, click Network.

2 Click ¢ to the right of “SNMP".

S SNMP (O

3 Click Edit.

4 Select whether to use SNMP version 2 or version 3.

SHNMP Settings

*Required @ ~

@ Use SNMPy?

SHMP Community Name ™ : | TeraStation

Trap Notify: (©) Enable

@ Disable

() Use SNMPv3

ok, Cancel

5 Configure the desired settings, then click OK.

6 Move the SNMP switch to the -:I position to enable SNMP.

gim  SNMP K .
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7 SNMP has been configured for the TeraStation. For further use, configure your SNMP-compatible network
management software using the Buffalo-specific MIB (management information base) file. The MIB file is
available from the Buffalo website.

Depending on which SNMP client software you use, the procedure for configuring the software will differ. For
more detailed information on configuring the client software, refer to its help or included manual.

Saving and Applying Settings

The TeraStation’s settings can be saved to a USB drive and restored to another TeraStation of the same series. Use

this feature to back up and copy settings to a new TeraStation.

Settings &
Firmware

rl:
N )
Restore Settings &
Firmware |||
rl:
En ]
Firmware |
rl:
=N )
Restore Settings &
Firmware |||

Write down the drive configuration (number of drives, RAID, LVM, etc.) of the TeraStation whose settings were saved.

Make sure that any TeraStations that you apply these settings to have exactly the same drive configuration before

you apply the settings. If the drive configuration is different, you may get unexpected results.

The following settings are not saved or restored:

Category Settings
) ) Subfolders’access restriction settings in the shared folders
File Sharing - -
All settings for USB drives
All settings in “Drives”
All settings in “LVM”
Storage

All settings in “iSCSI”

USB drive information

Cloud Storage

Job settings of Dropbox Sync

Job settings of Microsoft OneDrive Sync

All settings except for service port restrictions, Wake-on-LAN, and MTU size

Network settings in “IP Address”

All settings in “Port Trunking”
Backup All settings in “Failover”

The TeraStation’s hostname

All settings in “Power Management”
Management

All settings in “SSL”

Display language in Settings

Saving Settings

1 Inserta 1 GB or larger USB drive (not included) into a USB port on the TeraStation.

Note: All data on the USB drive will be erased!
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2 From Settings, click Management.

% Management

3 Click ¢ to the right of “Configuration Management”.

—
~—

Configuration Management o3

4 Select “Save current configuration to a USB drive”.
USBE Options

Select from the following options:
i@ Save current configuration to 2 USE drive
() Transfer settings from 2 USE drive

() Create 2 USE drive for initizlizing settings

Target LUSE Drive: USE Drive 1 » Execute

5 From “Target USB Drive”, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The TeraStation will save the settings. When saving settings is completed, click OK.

Troubleshooting:

If the settings are not saved to the USB drive successfully, you may receive an error message such as “The specified
operation cannot be executed. Verify:
« The USB drive has a capacity of 1 GB or larger.
The USB drive is not write-protected.
« Failover is configured on the TeraStation.

Applying Settings

The saved settings can be applied to a different TeraStation of the same series. If applying settings to another
TeraStation, the unit’s current firmware version will be changed to the version used to save the settings.

Note: Since firmware version 4.34, saved settings cannot be applied from a USB drive that contains saved settings
from a unit that was running firmware version 4.32 or earlier. In such a case, create the settings restoration USB drive
again using a unit running firmware version 4.34 or later.

1 Insert the USB drive with the saved settings into a USB port on the TeraStation.

2 From Settings, click Management.

% Management
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3 Click ﬁ to the right of “Configuration Management”.

—
—

Configuration Management o3

4 Select “Transfer settings from a USB drive”.
USB Options

Select from the following options:

() Save current configuration to 2 USE drive
i@ Trznsfer settings from 2 USE drive

() Create 2 USE drive for initilizing settings

Target USE Drive: USE Drive 1 w Execute

5 From “Target USB Drive’, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The TeraStation will apply the settings. When applying settings is completed, click OK.

Transferring Another TeraStation’s Settings

You can transfer saved settings from another series TeraStation to your TeraStation. The following settings can be
transferred:

« Shared folders which are created from “File Sharing” > “Folder Setup”

+ Access restrictions

+ Users

» Groups

Note: This feature currently supports the following TeraStation series as of August 2016. The latest compatibility
information will be on the Buffalo website.

« TS-X series firmware version 1.58 or later
+ TS3000 series
« TS4000 series
+ TS5000 series
« TS3010 series
TS5010 series

Creating a Confiq File (.nas confiqg)

Procedure for TS-X Series

To transfer settings from TS-X series TeraStations, it will use the “NS-SHFT” software to create a config file. The NS-
SHFT can be downloaded from the Buffalo website.
For the procedure on creating the config file, refer to the NS-SHFT user guide.
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Procedure for TeraStations Other Than TS-X Series

Follow the procedure below to create a config file on a TeraStation that is not a TS-X series.

1 Refer to the user manual of the TeraStation that you want to transfer settings for saving settings to a USB drive.

2 Access the “usbdisk x” shared folder while connecting the USB drive to the TeraStation whose settings were

saved in the previous step. The “x”in the folder name represents the USB port number you connected the drive
to.

3 Copy and paste the .nas_config file to the desired location on your computer.

Transferring Settings

Follow the procedure below to transfer settings from another series TeraStation.

1 Before transferring access restrictions with Active Directory domain users, make sure the migration target

TeraStations are joined to the same domain controller. To have the unit join the domain network, refer to the
procedure on the “Active Directory” section in chapter 3.

If you didn’t configure access restrictions with Active Directory domain users, skip to the next step.

2 From Settings, click Management.

% Management

3 Click ¢ to the right of “Configuration Management”.

—_—

+— Configuration Management ﬁ

4 Click Browse and choose the config file (.nas_config) that was created with the migration source TeraStation. If
the config file was created with a password, enter it into the “Password” field.
Configuration Migration
Migrate angther TeraStation's users, groups, shared folders, and access restriction settings. Select the config file
(.nas_config) that was saved on the other TeraStation.
Mote: If the migration source Terastation is configured with Active Directory, this TeraStation should also have the same
configuration, or else migration will not work.

For detsiled information about compatible products for migration or the procedure to save the config file, refer to the

user manual.
Config File (.nas_config): Browse
Password:
(if needed)
Imipert

5 Click Import.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
7 The TeraStation will transfer the settings. When transferring settings is completed, click OK.
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Notes:

« If the migration target TeraStation contains shared folders, users, and groups that share the same name as the
transferred settings, the existing settings will be overwritten.

- If the migration target TeraStations have already added some shared folders, users, and groups, the transferred
settings may exceed the maximum number of allowed shared folders, users, or groups. After migration finishes,
open Settings and verify that all settings were properly transferred.

Restoring Factory Defaults

Initializing from Settings

To initialize the TeraStation to its factory defaults from Settings, follow this procedure.

1 From Settings, click Management.

% Management

2 Click Q to the right of “Restore/Erase”.

* Restore/Erase -ﬁ-

3 Click Initialize TeraStation.

Restore

This initizlizes the TeraStation's settings. All settings are restored to their factory defaults. Saved data is
not erased.

Initialize TeraStation

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 The TeraStation will restore its factory default settings. Close the browser and wait until the initialization is
finished.

Initializing with the USB Initialization Drive

An initialization drive will restore the settings on your TeraStation to their factory defaults. You can initialize them

without logging in to Settings. Follow the procedure below to create an initialization drive.

Notes:

- Initializing settings with the USB drive is available for the same TeraStation unit that created the initialization
drive.

« Normally, making and using an initialization drive will not affect data on the TeraStation. However, always back up
your data regularly!

« This USB drive can be used to recover the system if your TeraStation doesn’t boot at all. In this case, if the data
partition is damaged, then all your data will be deleted by the recovery process.

Creating an Initialization Drive

T Inserta 1 GBor larger USB drive (not included) into a USB port on the TeraStation.
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Note: All data on the USB drive will be erased!

2 From Settings, click Management.

% Management

3 Click Q to the right of “Configuration Management”.

—
—

Configuration Management -ﬁ-

4 Select “Create a USB drive for initializing settings”.
USE Options

Select from the following options:
() Save current configuration to 2 USE drive

() Transfer settings from 2 USE drive

@ Crezte 2 USE drive for initizlizing settings

Target USE Drive: JSE Drive 1 w Exeoute
5 From “Target USB Drive”, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The TeraStation will create the initialization drive. This will take about a minute. When creating the USB
initialization drive is completed, refresh the browser and log in to Settings again.

Initializing with the USB Drive

To initialize the settings on your TeraStation with the USB drive as created above, follow the procedure below.

Note: If using the initialization drive to initialize, the unit’s current firmware version will be changed to the version
used to create the initialization drive.

1 Turn off the TeraStation by pressing and holding the power button for three seconds.

2 Insert the USB drive into a USB port on the TeraStation. Make sure that no other USB drives are currently
connected to any USB ports on the TeraStation.

3 Power on the TeraStation while holding down the function button.

4 When the info LED on the front of TeraStation glows, press the function button. The 141 message will appear on
NAS Navigator2 at this time.

5 it will take several minutes for initializing the settings. The TeraStation will restart when it’s finished.

Dismount the USB drive before unplugging it. Refer to the “Dismounting Drives” section in chapter 4 for the

procedure on dismounting drives.
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Resetting the Administrator Password

If you forget the admin username or password and cannot log in to Settings, or wrong network settings are
configured and Settings becomes inaccessible, initialize these settings by holding down the init button (refer to the
TeraStation diagram in chapter 1) on the front panel for three seconds. Normally this will reset the admin username

and password, network configuration, SSL, and security port settings to their factory default values.
This button can be disabled in Settings; to do so, navigate to Management > Restore/Erase > Edit under “Init Button

Settings”, then select “Keep current admin username and password” and click OK.

Logs

Displaying TeraStation’s Logs

Follow the procedure to check the TeraStation’s logs.

1 From Settings, click Management.

% Management

2 Click ﬁ to the right of “Logs”.

Logs

3 Select a log to view.

Logs

Transfer Logs: ==Disabled

Store Files Locally: ==Disabled

Archive Rule for File Access Logs:

Log View:

File Access Logs:

Units: Size
File Sizes: 100 ME
Versions: 13

System logs

File access logs

Replication logs

Files that have not been backed up

The file access logs may contain 2ccess via SMB, FTP, or Webhccess, or
Settings loginflogout history,

Delete

Edit Close

The file access log stores file access events that occurred on the internal drives. File access on USB drives are

not logged.

Note: All logs are encoded in UTF-8 format. To show them correctly, change the software encoding to “UTF-8".
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Transferring Logs to the Syslog Server

1 From Settings, click Management.

% Management

2 Click 0 to the right of “Logs”

Logs

3 Click Edit.

r

Logs

Transfer Logs: ==Disabled

Store Files Locally: ==Disabled

Archive Rule for File Access Logs:

Log View:

File Access Logs:

Units: Size
File Sizes: 100 M
Versions: 13
Svstem logs
File sccess logs
Benlication logs

i i R

The file access logs may contain 30cess via SMB, FTP, or WebAccess, or
Settings loginlogout history,
Dalete

Edit Close

178



| Chapter 7 Advanced Features

4 Enable “Syslog Transfer”.

Logs

Syslog Transfer: @ Enable

Syslog Server IP Address ™ :
Logs to Transfer: [ System logs

[ ] File access logs
() Disable
Share Link to Logs: & Enable

Target Shared Folder > :

() Disable
&rchive Rule for File &ccess Logs: | Units: i Day 7 Weak 1 Month

File Sizes ™ : 100 ME

Versions ™ : 13

Archive Size:

OK

5 Enter the IP address of the syslog server where you want to transfer the logs to.
6 Select the type of log that you want to transfer from “Logs to Transfer”.

7 click ok

Creating a Link to the Logs in the Shared Folder

“Required @) -

Erowmsa

@) Size

1300 MB

Cancal

1 From Settings, click Management.

% Management

2 Click ¢ to the right of “Logs”.

Logs o3
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3 Click Edit.

Logs

Transfer Logs

Store Files Locally:

Archive Rule for File Access Logs:

Log View:

: ==Disabled
=Disabled
Units:
File Sizes:
Versions:
System logs
I 03
Renplication logs
i

Size
100 Mg
13

R

The file access logs may contain a0cess via SMB, FTP, or Webdccess, or
Settings loginlagout history,

File Access Logs: | Delete
Edit Close
4 Enable “Share Link to Logs"
Logs
*Required @ -
Syslog Transfer: @ Enable
Syslog Server IP Address ™ :
Logs to Transfer: [C] system logs
[] File access logs
i) Disable
Share Link to Lo0S! & Enable
Target Shared Folder * : Browsg
() Disable
Archive Rule for File Access Logs: | Units: ) Day & Week 1 Manth @ sSize
File Sizes * : 100 MB
Versions ™ @ 13
Archive Size: 1300 MB
OK Crancal

5 Click Browse and select the shared folder where the link will be created in “Target Shared Folder”. Click OK.

Under the selected shared folder, a folder named “system_log” will now contain the logs.
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Changing Archive Rules for File Access Logs

You can configure how many logs are kept or how long each log will be kept on the TeraStation.

1 From Settings, click Management.

% Management

2 Click Q to the right of “Logs”.

Logs 'ﬂ

3 Click Edit.

Logs

Transfer Logs: ==Disabled
Store Files Locally: ==Disabled

Archive Rule for File Access Logs:  Units: Size
File Sizes: 100 ME
Versions: 13

Log View:  system logs

The file access logs may contain 3ccess via SME, FTP, or Webdccess, or
Settings login/logout history,

File Access Logs:  Delete

Edit Close

4 Select the unit and version to save logs to the right of “Archive Rule for File Access Logs". For example, if you
select “Month” for the unit and enter “7” for the version, the file access logs for the next 7 months will be saved
on the TeraStation.

Available duration and capacity to save logs will vary depending on the unit. The following values are
available:

+ Unit (Day): 1-367 for all versions

- Unit (Week): 1-53 for all versions

« Unit (Month): 1-13 for all versions
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- Unit (Size): 1-100 for file sizes and 1-13 for all versions

Logs
*Required @) -
Syslog Transfer: | @ Enable
Syslog Server IP Address ™ :
Logs to Transfer: System logs
File access logs
0 Disable
Share Link to Logs: | @ Ensble
Target Shared Folder * : Browss
) Disable
Archive Rule for File Access Logs: | Units: © Day & wWeek 71 Month @ Size
File Sizes ™ : 100 ME
Versions © : 13
Archive Size; 1300 MB
QK. Cancal
5 ciick ok.
Notes:

« To delete the saved logs, click Delete at the window in step 3.

« If there is not enough space to save logs, the 170 message will appear in Settings or NAS Navigator2. When
it appears, delete unnecessary logs or move them to another device from the TeraStation. If no free space is
available elsewhere, older logs will automatically be deleted.

Updating the Firmware

If new firmware is available, a message is displayed when the TeraStation boots. You can update the firmware either
manually or automatically.
Notes:

- If all drives and RAID arrays on the TeraStation have LVM enabled but no LVM volumes have been created, you will
not able to update the firmware from Settings.

« Settings will not be available while the firmware is updating. Don't try to access Settings from another computer
until the update is completed.

Updating Manually

1 From Settings, click Management.

% Management
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2 Click ¢ to the right of “Update”.

) Update £ Afirmware update is available.
3 Click Install Update.
4 When updating the firmware is completed, refresh the browser and log in to Settings again.

You can also download the latest firmware from the Buffalo website.

Updating Automatically

1 From Settings, click Management.

% Management

2 Click ﬁ to the right of “Update”.

l:;' Update ﬂ This Terastation is using the latest firmware.

3 Click Edit.

Update Settings

Update Notification:  Enabled
Auto Update: Disabled

*=* This TeraStation already has the latest firmware installed, =**

Check for Update Install Update

Edit

Close
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4 Select “Update the firmware automatically” and click OK.

F

Update Settings
Update Notification: @ Enable @) Disable
If you enzble update notification, sending usage feedback of your
environment will zlso be enabled.
About Usage Feedback
Auto Update: @ Update the firmware automatically

) Update the firmware on schedule

() Do not update automatically

Ok Cancel

"

Alternately, you may choose to schedule updates for a specific time of day.

Configuring Update Notification

Configure whether or not to receive a notification when new firmware becomes available.

1 From Settings, click Management.

% Management

2 Click ¢ to the right of “Update”.

G Update ﬂ This TeraStation is using the latest Airmware,
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3 Click Edit.
Update Settings
Q-

Update Notification:  Enabled

Auto Update: Disabled

Edit
*** This TeraStation already has the latest firmware installed. =**
Check for Update Install Update Close

4 Select to enable or disable update notification and click OK.

Update Settings
Update Notification: Enahle i©) Disable
If vou enzble update notification, sending usage feedback of your
environment will also be enabled.
About Uszage Feedback
Auto Update: Update the firmware automatically

(@) Update the firmware on schedule

) Do not update automatically

Ok Cancel

For further optimized firmware updates and product usability improvements, Buffalo may ask you to send your
usage and environment information, such as a number of shared folders and client computers, and/or S.M.A.R.T.
information. The collected information will only be used for improving future firmware stability and product
development and no other purpose.

If update notification is enabled, it will also automatically enable sending usage feedback to Buffalo. If you don't
want to send this information to us, disable update notification.
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Name, Date, Time, and Language

Configure the TeraStation’s hostname, date, time, and language as shown below.
Note: If the TeraStation is being used as an iSCSI drive, to change the settings, navigate to Storage > iSCS/ in Settings
and move the iSCSI switch to the off position temporarily before changing settings.

1 From Settings, click Management.

% Management

2 Click a to the right of “Name/Time/Language”.

° Mame,/Time/Language ﬂ-

3 Click Edit.

4 Click the Name tab, then configure the TeraStation’s name and description.
The name will be used for identifying your TeraStation on the network. When your TeraStation is detected,
the name will be used as the hostname. The hostname may contain up to 15 alphanumeric characters and
hyphens (-). The first and last characters should not be a hyphen.

Name[ Time/Language
*Required (@) -

Flane T Langsape Managerment Information

Mame ™ : TS3410D443

Description:  TeraStation

Ok Cancal
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5 Click the Time tab. Enable the NTP server and select the “Use default NTP server” checkbox. If you disable the
NTP function, click Use Local Date/Time to use your computer’s time settings for the TeraStation.

Name/ Time /[Language
*Required @) -

Flame Tirne Language Management |nrmabion
Date/Time Source:
@ Enable

[¥] Use default NTP server
NTP Synchronization Frequency:  Daily o

() Disable
Time Zone:

(UTC-06:00) Central Time (US & Canada) >

Ok Cancal

By default, the TeraStation adjusts its clock automatically by using a default NTP server. This NTP server belongs
to Internet Multi Feed Inc. For more information, visit http://www.jst.mfeed.ad.jp.

To use a different NTP server, clear the “Use default NTP server” checkbox and enter a new NTP IP address or

its hostname, then click OK. If an NTP server is specified by name instead of IP address, make sure that a DNS
server is configured for the TeraStation.

Note: The internal clocks of the TeraStation and other devices on your network may run at slightly different
speeds. Over a long period of time, your network devices may show somewhat different times, which can
cause network problems. If clocks on your network vary by more than five minutes it may cause unexpected
behavior. For best results, keep all clocks on the network set to the same time by adjusting them regularly, or
use an NTP server to correct them all automatically.

6 Click the Language tab. Select the language to be used and click OK.

Hame/ Time [Language
“Required @) -
Foame Tirme= L rg s o Monsgement Inform otion
Character Encoding: |CP437 ¥
Display Language: |English |~
Ok Cancal

Note: This tab changes the language used by the TeraStation for email notifications and other functions. To
change the language displayed in Settings, go to Settings and click Language from the menu bar. Choose your
desired language from the drop-down list.
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Beep Alerts

You can set the TeraStation to beep if certain errors occur.

1 From Settings, click Management.

% Management

2 Click Q to the right of “Notifications”.

P‘ Matifications ﬁ

3 Click Edit.
4 Click the Alert Sound tab.

5 Select the triggers to make the alert beep, then click OK.

Motification Settings

Alert Sound Front Pand

Triggers When Beeping: Owverheating
Drive error
Fan failure
UPS power failure

(u] .4

Crancel

LEDs

You may adjust the brightness of the LEDs on the TeraStation.

1 From Settings, click Management.

% Management

2 Click Q to the right of “Notifications”.

P‘ Motifications ﬂ

3 Click Edit.

4 Click the Front Panel tab.
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5 Configure your settings, then click OK.

F

MNotification Settings

Alert Sound Front Pand

Brightness Settings
Brightness (Mormazl): Dim || Bright

Brightness Timer: @) Enable @) Disable

T
L

Ok Cancel

Proxy Server

If you place the TeraStation on a network that passes through a proxy server, configuring the proxy server settings is
recommended. Unless you configure the proxy settings, firmware updates in Settings will not work. To configure the
settings, follow the procedure below.

1 From Settings, click Network.

2 Click ¢ to the right of “Proxy Server”.

. N Proxy Server ﬁ
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3 Enable “Proxy Server”.

r 1

Proxy Server Settings

*Required (@) ~

Proxy Server: (@ Enable @ Disable

Address*: hitp | v

Port: (80 %
Username:
Password:

Ok, Cancel

ke F

4 Enter the proxy server IP address or hostname, port number, username and password, then click OK.

Once you configure the proxy server settings, you may use the settings for other cloud storage services such as
Amazon S3 or Dropbox by selecting the “Configured settings” option on each settings page.

Jumbo Frames

If your other network devices support jumbo frames, you may be able to increase network performance.

1 From Settings, click Network.

2 click T to the right of P Address”

@ 1P Address O LAN Port 1 192.168.10.9
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3 Click Edit.
1P Address List
Interface Type DHCP 1P Address Subnet Mask MTU Size More D
LNPot1  1GbE v 152.168.10.69 255255.255.0 1500 bytes >
LAN Port 2 1GbE v =3 = 1500 bytes "
sy 22 b
Wake-on-LAN: Disabled
Gateway Owner: Automatically assigned (LAN port 1)
Default Gateway Address: 192.168.10.1
DNS Owner: Automatically assigned
Primary DNS Server: 192.168.10.1
Secondary DNS Server: Mot assigned
Services Restarted After: 1 seconds
| dllowad Protoccls for Each Port | | Port Trunking | | FODHM Mapping | Edit [ Closs .

4 Select or enter the desired MTU size and click OK.

1P Address List
Q-
Interface | DHCP 1P Address Subnet Mask MTU Size |
LAN Part 1 192.168.10.28 255.255.255.0 E 4054 v
LA Port 2 El 255.255.255.0 [ [1500 il

MTU sizes of 1500-9216 bytes are supported, The stated size doesn't include 14 bytes of header and 4 bytes of FCS.
The default MTW size is 1500 bytes, MTU sizes of 1501 bytes or more are considered jumbo frames,
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Connection

Transmission

Jumbo Frame

BT

Jumbo Frame
Compatible Switch

|

Jumbo Frame
Compatible PC

Transfer data in
jumbo frames.

Jumbo Frame

Jumbo Frame
Compatible Switch

Jumbo Frame
Incompatible PC

Transfer data not
using jumbo
frames.

Jumbo Frame

ST

Jumbo Frame
Incompatible Switch

.

Jumbo Frame
Incompatible PC

Transfer data not
using jumbo
frames.

Jumbo Frame

BT

Jumbo Frame
Incompatible Switch

]

Jumbo Frame
Compatible PC

O
A
A
X

Any data cannot be
transferred.

Note: Make sure the TeraStation’s MTU size is smaller than the hub or router’s. Larger MTU sizes may not transfer the

data to the TeraStation correctly.

Changing the IP Address

Normally, the TeraStation’s IP address is set automatically from a DHCP server on your network. If you prefer, you can
set it manually. An easy way to do this is to change it on NAS Navigator2 running on a computer connected to the

same router (subnet) as the TeraStation. The procedure to change the IP address in Settings is below.

Note: If the TeraStation is being used as an iSCSI drive, to change the settings, navigate to Storage > iSCS/ in Settings

and move the iSCSI switch to the off position temporarily before changing settings.

1 From Settings, click Network.

2 click T to the right of P Address”

@ IP Address

9 4
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3 Click Edit.
1P Address List
Interface | Type DHCP ;IPM&E.; Subnet Mask | MTU Size More D
LAN Port 1 1GhE W 192.168.10.65 255.255.255.0 1500 bytes >
LAN Port 2 1GhE v - - 1500 bytes [
« | NN »
Wake-on-LAN: Disabled
Gateway Owner: Automatically assigned (LAN port 1)
Default Gateway Address: 192.168.10.1
DNS Owner: Automatically assigned
Primary DNS Server: 192.168.10.1
Secondary DNS Server: Mot assigned
Services Restarted After: 1 seconds
!Almd Frotocds for Each Port |F‘u|‘tTm1ldn: |mmmmh: | | Edit || Clasa
4 Clear the “DHCP” checkbox and enter the desired IP address and its subnet mask.
1P Address List
Interface | DhCP | 1P Address ' subnet Mask MTU Size |
LANPort 1 192.168.1028 | 255.255.255.0 || 1500 |_
LAN Port 2 & 255.255.255.0 . 1500
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5 Select “User (static)” for both “Gateway Owner” and “DNS Owner” options from the drop-down list, then enter
the desired default gateway address and DNS server addresses.

Wake-on-LAN: & Epable

@ Disable

Gateway Owner: | User (static) et
Default Gateway Address: [192.168.10.1

DNS Owner: | User (static) b
Primary DNS Server: | 192,168.10.1
Secondary DNS Server:

Services Restarted After: 1 v | seconds

oK Cancel

k.

6 click ok,

Notes:

+ Only one default gateway and DNS address can be configured for all LAN ports. Different network addresses
cannot be assigned to the LAN ports.

« Do not set the IP address of the same segment for all LAN ports. This may cause unstable network
communication.

« Network services such as SMB or AFP will restart when the Ethernet cable is disconnected/reconnected or if a
network issue occurs. You can specify the time to delay the restart at the “Services Restarted After” option.

Mapping IP Address and Hosthame

The TeraStation allows you to map an IP address and a hostname (FQDN) of another host you would like the
TeraStation to communicate with, such as the domain controller. If you configure the mapping pair, the TeraStation
can be accessed using the configured pair when name resolution is needed. Follow the procedure below to
configure FQDN mapping.

1 From Settings, click Network.

2 Click Q to the right of “IP Address”.

@ IP Address o3 LAN Fort 1 192.168.10.9
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3 Click FQDN Mapping.

1P Address List
Interface iType DHCP iIPM&nss Subnet Mask | MTU Size More D
LAN Port 1 1GhE v 192.168.10.65 255.255.255.0 1500 bytes 3
LAN Port 2 1GhE W _— i 1500 bytes [ 3

« b

Wake-on-LAN: Disabled
Gateway Owner: Automatically assigned (LAN port 1)
Default Gateway Address: 192.168.10.1
DNS Owner: Automatically assigned
Primary DNS Server: 192.168.10.1
Secondary DNS Server: Not assigned
Services Restarted After: 1 seconds

| Mlomed Protocds for Each Port | | Fort Trunking || FGDN Mappine | Edit || Ot

4 ciick Add.

Mapped IP Addresses

Add | Celete

|FQDN . “IF" Address l

| Select All ‘ | Ceselact All

ak. | I Crancel
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5 Enter the hostname (FQDN) and the IP address that you want to map, then click OK.

[ 3

FQDMN Mapping Settings

*Required @) -
FQDN * :

IP Address = :

ak. Crancel

ke

6 Click OK again to apply settings.

Boot Authentication

Boot authentication allows you to authenticate the TeraStation while it's booting, and also prevents the TeraStation
from being used in an unauthorized or unexpected manner, such as in cases of theft.

If authentication fails, the TeraStation will stay on, but all functions and services are stopped. Users will not be able
to log in to Settings to make changes or access any shares.

Notes Before Use

+ To use boot authentication, a Windows PC is necessary to serve as the authentication server.

«  When activating boot authentication, the drives on the TeraStation will be formatted and all data on the drives
will be erased. Back up any important data to another device. Even though the data is deleted, the RAID array
will be kept asis.

« Assigning the TeraStation a fixed IP address is recommended for boot authentication.

« When boot authentication settings finish, export the configuration file for backup. Refer to the “Exporting
Managed TeraStations to a File” section in the Boot Authentication Tool help for the procedure.

+ Boot authentication cannot be enabled if any of the following functions are enabled: drive encryption, LVM,
iSCSI, and failover. Conversely, these functions cannot be enabled while boot authentication is enabled.

Important Notice

This feature was developed with the intention of preventing critical data leakage by rendering the TeraStation
unusable in cases of misoperation or missing important setting files. Before configuring boot authentication, back
up the data on the TeraStation by referring to the “Backing Up Data on the TeraStation” section in chapter 5, and
then create a settings initialization drive by referring to the “Creating an Initialization Drive” subsection above. With
these preparations, a TeraStation that is unusable may be initialized and reverted to a usable state.

If any of the situations below occur, the TeraStation will stop booting and become inaccessible.

« TheTeraStation is unable to communicate with the authentication server due to the server crashing or it being
on another network.

- The TeraStation unit has been deleted from Boot Authentication Tool or the Boot Authentication Tool database
has been erased.

+ Security level is configured to “High” and the wrong passcode is entered three times.
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Setting Up the Authentication Server on a Windows PC

To set up the authentication server, follow the procedure below. The authentication server must be placed on the

local network or VPN.

Note: For proper operation, make sure that the TeraStation and the authentication server are on a network with only
one router. If there are two or more routers on the network, the authentication server may not acquire the correct
TeraStation status. For example, if the TeraStation’s IP address has been changed, its status does not change to
“Warning".

1 Download the application for the authentication server, “Boot Authentication Tool’, from the Buffalo website
and install it onto the Windows PC.

2 Register the specific port number that is used on the application as a firewall exception rule. Navigate to
Control Panel > System and Security > Windows Firewall on the authentication server.

3 Click Advanced settings.

4 Click and right-click Inbound Rules, then click New Rule.

5 Select“Port” and click Next.

6 Select “TCP’, enter the port number that is used on the application to the right of “Specific local ports’, and click
Next. The default port number on the application is“7010”. The port number can be confirmed on the Options
tab of the application.

7 Click Next, then click Next again.

8 Enter a desired name for the setting and click Finish to complete.

Confiquring Boot Authentication on the TeraStation

1 From Settings, click Management.

% Management
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2 Click ¢ to the right of “Boot Authentication”.

® oot Authentication . | ﬁ

3 Click Edit.

4 Enter the authentication server’s IP address or hostname and port number, specify the security level and

communication time settings, then click Activate.

-
Boot Authentication Settings

*Required |@) -

Authentication Server
Address = ;

Port Number = : | 7010

Security Level ® 1 @ Medium i) High
Medium;: If the TeraStation cannot communicate with the authentication server and the passcode
was entered incomrectly, the original passcode will remain valid.

High: If the TeraStation cannot communicate with the suthentication server and the passcode
was entered incorrectly 3 times, the TeraStation will become unusable.

Notes from Settings:

Server Communication Time™: |09 |» Hours |32 | » Minutes

[u].4 Cancal

Artivate D activate

5 The drive formatting process will start. Click Yes.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
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7 The format will begin. Wait until it finishes. When formatting finishes and the TeraStation is added to Boot
Authentication Tool, boot authentication setting is completed.

EP Boot Authentication Tool for TeraStation - O b4

Managed Devices  Opsions

' Files = Edit - Help = Rsfresh Panod (Meutes) |5 | [ || search
Haztname Mates Motes from Sattings Statuz Last Accessed

20160713 154000

Note: To activate, deactivate, or change the boot authentication settings, the TeraStation must be communicating
with the authentication server.

If the TeraStation Cannot Be Accessed

If the TeraStation cannot communicate with the authentication server or vice versa, such as in a case of network
failure, the TeraStation will not be accessible. If the TeraStation is not accessible, manually authenticate the
TeraStation by following the procedure below.

Note: The procedure defines an “authentication server administrator” as someone who manages the authentication
server using Boot Authentication Tool, and a “user” as one attempting to access the TeraStation from a remote
location.
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1 When the user tries to access the TeraStation’s Settings and the TeraStation is not available, the screen below
will be displayed. Have the user forward the decryption key to the authentication server administrator.

r &

O-

Decryption Key: 12345678

Passcode:

Ok

2 Open Boot Authentication Tool on the authentication server.
3 From Boot Authentication Tool, right-click the target TeraStation from the list and click Decrypt Passcode.

4 Enter the decryption key received from the user and click Decrypt.

E® Entry et
Hostrname T53410D028
Decryption Key 12345678 | [ Decrypt 1

Decrypted Passcode | |

Enter the B-digit decryption key that is displayed on the accessed NASs Settings into the blank field, then click
‘Decrypt’. The decrypted passcode (@ 20-digit number) will be displayed.

Close
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5 The decrypted 20-digit passcode will be displayed. Send the passcode to the user.

E® Entry et
Hostname TS53410D028
Decryption Key |12345€?E | [ Decrynt {

Decrypted Passcode | 12345678901234567890 |

Erter the 8-digit decryption key that is displayed on the accessed NASs Settings into the blank field, then click
‘Decrypt’. The decrypted passcode (@ 20-digit number) will be displayed.

Close

6 The user can then enter the 20-digit passcode into Settings and click OK.

r -

Decryption Key: 12345678

Passcode: | 12345678901234567800

(u] 4

If the passcode is authenticated, the TeraStation will become available. The user can click OK to log in to Settings.
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LEDs

Drives in the TeraStation show a green status LED during normal operation. If a drive fails, its error LED will glow red.
The following drive replacement examples use the case of the TS3410DN series.

1

rrrrrrrrrrrrrrrrrr

1 Error LED

Glows red if a drive has failed.

2 Status LEDs
The failed drive’s status LED will be glowing a steady red. A drive with a red status LED is ready to hot-swap.

Notes:

« Do not unplug a drive whose status LED is green instead of red. Dismount it first or shut down the TeraStation
before swapping a working drive. If you remove the drive without properly dismounting it, data may be lost or
the TeraStation may malfunction.

For the replacement drive, use a Buffalo OP-HDN series drive. The replacement drive should be the same size or
larger as the original drive. If a larger drive is used, the extra space will not be usable in a RAID array.

- To avoid damaging the TeraStation with static electricity, ground yourself by touching something made of metal
before handling any sensitive electronic parts.

« After adrive is replaced, it will take about 30 minutes before normal file reading and writing operations are
restored. Settings may not be accessible during this period.

« Do not change the order of the drives in the TeraStation. For example, pulling out drive 1 and replacing it with
drive 2 may cause data to be corrupted or lost.

« If the status LEDs do not change after a new drive is installed, click Rediscover Drive in Settings.

Drive Replacement Procedure

Using JBOD or a Redundant RAID Mode and TeraStation Is On

Back up the saved data to another location before replacing the failed drive. If one or more drives fail during the
drive replacement, data can no longer be retrieved from the TeraStation.
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1 Open the front cover with the included key.

2 The failed drive’s status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
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Drives without red status LEDs lit are still on. Do not unplug or remove them.

3 Pull out the drive cartridge and remove it from the TeraStation.

4 Insert the new drive into the empty slot. Slide the drive in with the locking mechanism open.

Push here to insert.
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5 Swing the lock back down until it clicks into place.

6 Close the front cover.

7 When the replaced drive is recognized, the status LED will flash red and the 131 message will appear in Settings
or NAS Navigator2.

8 Press the function button on the front of the TeraStation. The TeraStation will beep. If replacing multiple
malfunctioning drives at once, select the replaced drives on Settings and click Recover RAID Array.

For a redundant RAID mode:
The TeraStation will start rebuilding the RAID array automatically. After a few minutes, the 118 message will be

displayed until the array is rebuilt.

For JBOD:
The drive will be formatted as an individual drive. Create a shared folder before using.

Using JBOD or a Redundant RAID Mode and TeraStation Is Off

Back up the saved data to another location before replacing the failed drive. If one or more drives fail during the

drive replacement, data can no longer be retrieved from the TeraStation.

1 Open the front cover with the included key.
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2 The failed drive’s status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
3 Pull out the drive cartridge and remove it from the TeraStation.

4 Insert the new drive into the empty slot. Slide the drive in with the locking mechanism open.

5 Swing the lock back down until it clicks into place.

6 Close the front cover.

7 Press the power button on the TeraStation.

8 When the replaced drive is recognized, the status LED will flash red and the 132 message will appear in Settings
or NAS Navigator2.
For a redundant RAID mode:
From Settings, navigate to Storage > RAID. Select the replaced drive and click Recover RAID Array. Enter the
confirmation number, then click OK.
For JBOD:
From Settings, navigate to Storage > Drives. Click Format Drive and enter the confirmation number, then click
OK. Create a shared folder before using.

Using RAID 0

Drives in a RAID 0 array do not automatically turn off in the event of a malfunction. Shut down the TeraStation

before replacing the failed drive.
This section describes the process of replacing a drive with the TeraStation off.

Note: If a drive malfunctions in RAID 0, all data on the RAID array will be lost. All of the settings for the shared folders
(such as access restrictions) are erased after replacing a drive from a RAID 0 array.

T Tum off the Terastation.

2 Open the front cover with the included key.

3 The failed drive’s status LED will be blinking red. Push its unlock button and swing the lock mechanism out.
4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the new drive into the empty slot. Slide the drive in with the locking mechanism open.

6 Swing the lock back down until it clicks into place.

7 Close the front cover.

8 Press the power button on the TeraStation.

9 When the replaced drive is recognized, the status LED will flash red and the 132 message will appear in Settings
or NAS Navigator2.

1 0 From Settings, click Storage.

1 1 Click Q to the right of “RAID".

1 2 Select the RAID array for which the failed drive was being used and click Delete RAID Array.
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1 3 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 4 From Storage > Drives, click Format Drive to format the new drive.

1 5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 6 From Storage > RAID, choose “RAID 0" from the RAID mode drop-down list and click Create RAID Array.
17 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 8 After a new RAID 0 array is created, create a shared folder before using.

Using a Hot Spare

If your TeraStation’s drives are in a redundant RAID mode and you have a hot spare enabled, a malfunctioning drive
in the array is replaced to the hot spare and the RAID array is rebuilt automatically. The status LED will continue to
glow red for the failed drive even after the RAID array is rebuilt with the hot spare. After you replace the failed drive
with a new drive, follow the procedure below to configure a hot spare as a new drive.

1 Open the front cover with the included key.

2 The failed drive’s status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
3 Pull out the drive cartridge and remove it from the TeraStation.

4 Insert the new drive into the empty slot. Slide the drive in with the locking mechanism open.

5 Swing the lock back down until it clicks into place.

6 Close the front cover.

7 When the replaced drive is recognized, the status LED will flash red and the 131 message will appear in Settings
or NAS Navigator2.

8 Press the function button on the front of the TeraStation. The TeraStation will beep. The replaced drive is
automatically registered as a hot spare.

To use the replaced drive as a normal drive rather than a hot spare, navigate to Storage > RAID and click the RAID
array, select the new drive, and click Set as a normal drive.

Replacing a Non-Malfunctioning Drive

Do not replace a drive that is not malfunctioning.

If you must change a drive that is not malfunctioning, either first dismount it in Settings, referring to the
"Dismounting Drives” section in chapter 4, or shut down the TeraStation before replacing the drive. If you need
to replace more than one drive at the same time, replace the drives one at a time to preserve your data. When

replacing the non-malfunctioning drive, the RAID array will function as below:
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Operating in RAID 0 Mode

All data on the RAID array will be deleted after replacing the drive. You will not be able to use the TeraStation until
you delete and rebuild the RAID array with the new drive.

Operating in JBOD

All data on that drive will be deleted after replacing the drive. You will not be able to use the TeraStation until you
format the new drive.

Operating in a Redundant RAID Mode

If you are using a redundant RAID mode such as RAID 1, 5, or 6, the RAID array will be in degraded mode after
replacing the drive. You will not be able to use the TeraStation until you rebuild the RAID array with the new drive.
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NAS Navigator2 for Windows

NAS Navigator2 is a utility program that makes it easy to display Settings, change the Buffalo NAS device’s IP
address, or check its drive. To install NAS Navigator2, download the installer from http://d.buffalo.jp/TS3010/.
NAS Navigator2 will run in the system tray when the computer is on.

Double-click the NAS Navigator2 icon (@) to start NAS Navigator2.

B mas Mavigater? - i
TS3410D Series Waorkgroup: WORKGROUR
Drive (RAID 0) 0.0 GB/3598.3 GE (0.0%) I# Address: 192.168.10.11
' Subnet Mask: 255.255.255.0
Drefault Gateway: 192.168.10.1
MAC Address: GGHH:TIZ1:KK:LL
Firmware: 4,00
NAS Navigator version 2.92

Click a Buffalo NAS device’s icon to display total capacity, used capacity, workgroup name, IP address, subnet mask,

default gateway, MAC address, and firmware version.
Double-click the icon to open a shared folder on the Buffalo NAS device.
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Name Description
., Assigns the Buffalo NAS device’s shared folder as a network
Map Share .
drive.
Disconnect Share” Unmaps the network drive.
Assigns all Buffalo NAS devices’ shared folders as network
Map All Remote Shares to ) . .
. drives. This is available only when a shared folder has been
Drive Letters
created.
. | Creates a desktop shortcut to the Buffalo NAS device's
Create Desktop Shortcut
Menu shared folders.
Launch NAS Navigator2 Launches NAS Navigator2 in the system tray when Windows
on Startup boots.
. If an error occurs, an error message will appear from the
Display Errors . : .
NAS Navigator2 icon in the system tray.
h i hat | fi h
Properties’ Opens the propgrtlles page that lets you con‘ igure the
Buffalo NAS device’s IP address or open Settings.
Close Closes NAS Navigator2.
Icons: Displays icons.
View Details: Displays the hostname, product name, workgroup,
IP address, subnet mask, and default gateway.
View If you have multiple Buffalo NAS devices on the network,
you may choose to display them in order of hostname,
Sort by
product name, workgroup, IP address, subnet mask, or
default gateway.
Browse" Opens the Buffalo NAS device's shared folders.
Refresh Searches for the Buffalo NAS devices on the network again.
I'm here” Causes your Buffalo NAS device to beep.

Right-click your
device's icon to show
these menus.

Browse Shares

Opens the Buffalo NAS device's shared folders.

Settings Opens Settings for the Buffalo NAS device.
Properties Opens the prop(j:rtlles page that lets you con.flgure the
Buffalo NAS device’s IP address or open Settings.
Assigns the Buffalo NAS device's shared folder as a network
Map Share

drive.

Disconnect Share

Unmaps the network drive.

Create Desktop Shortcut

Creates a desktop shortcut to the Buffalo NAS device's
shared folders.

I'm here

Causes your Buffalo NAS device to beep.

*Click on the Buffalo NAS device’s icon to display these options.

When NAS Navigator2 is closed, right-click the NAS Navigator2 icon in the system tray for the following options.
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Browse Shares
Settings
Properties

Map Share
Disconnect Share
Create Shortcut

I'm here

T534100028

Refresh

Exit

Open MAS Mavigator2

S 1772017

Name

Description

Buffalo NAS device
name

Browse Shares

Opens the Buffalo NAS device's shared folders.

Settings Opens Settings for the Buffalo NAS device.
Properties Opens the propgrtlles page that lets you con.flgure the
Buffalo NAS device’s IP address or open Settings.
Assigns the Buffalo NAS device’s shared folder as a network
Map Share

drive.

Disconnect Share

Unmaps the network drive.

Create Shortcut

Creates a desktop shortcut to the Buffalo NAS device’s
shared folders.

I'm here

Causes your Buffalo NAS device to beep.

Refresh

Searches for the Buffalo NAS devices on the network again.

Open NAS Navigator2

Opens the NAS Navigator2 window.

Exit

Exits NAS Navigator2.

The following menus may be accessed from the Buffalo NAS device's properties page.
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T53410D028 Properties et

! TS53M100 Senes

Configuration l |P Address

Settings allows you to configure your MAS.

Settings

Corca | [0S

Name Description

Configuration Click Settings to open the configuration interface.

Select the “Use DHCP” checkbox to assign an IP address from the DHCP server
automatically. If there is no DHCP server on the network, you cannot use this

IP Address function. Select the “Renew IP address” checkbox to obtain an IP address from the
DHCP server. You can manually enter a static IP address, subnet mask, and default
gateway.

Mounting as a Network Drive

You can easily assign a shared folder as a network drive using NAS Navigator2.
1 Double-click the NAS Navigator2 icon (“@ ) to start NAS Navigator2.
2 Right-click your Buffalo NAS device’s icon and select Map Share.

3 An icon for the mapped share will appear in Computer or This PC. You can use this network drive just like any
other drive.

Changing the IP Address

1 Double-click the NAS Navigator2 icon (‘f;’) ) to start NAS Navigator2.
2 Right-click your Buffalo NAS device’s icon and select Properties > IP Address.
3 Clear the “Use DHCP” checkbox and enter the desired settings, then click OK. If the username and password

prompt appears, enter the admin username and password.

212



| Chapter 9 Utilities |

NAS Navigator2 for macOS

NAS Navigator2 is a utility program that makes it easy to display Settings, change the Buffalo NAS device’s IP
address, or check its drive. To install NAS Navigator2, download the installer from http://d.buffalo.jp/TS3010/.
Click the NAS Navigator2 icon (‘@) in the Dock to start NAS Navigator2.

MAS Mavigator2

| NN |
s [ »

Open  Refrash  I'm here

TS3410D028

E =

T534100028

T53410D Series
' Drive (RAID 0] |

0.0 GB J 3598.3 GB [0.0%]

Workgroup © WORKGROUP
IP Address © 192.168.10.11
Subnet Mask © 255.255.255.0
Default Gatoway : 182.168.10.1
MAC Address @ GG:HHILJEKELL
Firmware © 4.00

MNAS Navigator version 2.92

Click a Buffalo NAS device’s icon to display total capacity, used capacity, workgroup name, IP address, subnet mask,

default gateway, MAC address, and firmware version.

Double-click the icon to open a shared folder on the Buffalo NAS device.

Name Description

Open Opens the Buffalo NAS device's shared folders.

Refresh Searches for the Buffalo NAS devices on the network again.

I'm here Causes your Buffalo NAS device to beep.

Settings Opens Settings for the Buffalo NAS device.

Configure Opens the prop?rtiles page that lets you con.figure the
Buffalo NAS device’s IP address or open Settings.

Label Color Selects the color of the name displayed below the icon.

View Options Lets you choose the icon size, position, and view mode.

Auto Power Mode

Auto power mode can turn supported Buffalo NAS devices
on the network on and off automatically.

To display these

options, hold down
the control key and

click your device’s
icon.

Open Folder Opens the Buffalo NAS device's shared folders.

Settings Opens Settings for the Buffalo NAS device.

Configure Opens the propt.ertiles page that lets you con.figure the
Buffalo NAS device’s IP address or open Settings.

I'm here Causes your Buffalo NAS device to beep.

Label Color Selects the color of the name displayed below the icon.
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The following menus may be accessed from the Buffalo NAS device’s properties page.
® ©® NAS Navigator2

TS3410D028
TS3410D Series
P Address

Settings allows you to configure your MAS,

Settings

Administrator Password Cancel Apply

Name Description

Configuration Click Settings to open the configuration interface.

Select the “Use DHCP” checkbox to assign an IP address from the DHCP server
automatically. If there is no DHCP server on the network, you cannot use this

IP Address function. Select the “Renew IP address” checkbox to obtain an IP address from the
DHCP server. You can manually enter a static IP address, subnet mask, and default
gateway.

Mounting as a Network Drive

You can map a shared folder as a network drive using NAS Navigator2 on macOS.
1 Click the NAS Navigator2 icon (@3) in the Dock to start NAS Navigator2.
2 Double-click the Buffalo NAS device’s icon or click the Buffalo NAS device’s icon while holding down the
control key, then select Open Folder. Enter a username and password with the rights to access the shared
folder.

3 Select the shared folder that you want to mount, then click OK.

4 The shared folder is now mounted as a network drive.

Changing the IP Address

1 Click the NAS Navigator2 icon (‘@) in the Dock to start NAS Navigator2.

2 Click the Buffalo NAS device’s icon while holding down the control key, then select Configure > IP Address.
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3 Clear the “Use DHCP” checkbox; enter the desired settings and the administrator password, then click Apply.

NovaBACKUP

NovaBACKUP is a Windows utility that lets you back up data on your computer.

The NovaBACKUP installer is available from http://d.buffalo.jp/TS3010/. Select the region and model to go to your
specific model’s d.buffalo website. Download the NovaBACKUP installer and install it onto your computer.

To download the installer, you will need the serial number of your TeraStation. The serial number is printed on the
label on the back or top of the unit. For TS3410RN series TeraStations, the serial number is located on the front as

well. Refer to the “Diagrams” section in chapter 1 for information on where to find the serial number.
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Chapter 10 Appendix

TeraStation Does Not Work Properly

If an error occurs that prevents the TeraStation from booting up properly, one or more of the following symptoms
may occur:
« The power LED keeps blinking instead of turning into a solid glow; follow the procedure at the “Power LED Keeps

Blinking” section below.
« An“i"symbol is displayed with the TeraStation icon and the 161 message appears on NAS Navigator2; follow step
3 or later at the "Power LED Keeps Blinking” section below.

« An‘“i”symbol is displayed with the TeraStation icon and “EM” is added to your TeraStation’s hostname on NAS

Navigator2; follow the procedure at the “Booting the TeraStation in Emergency Mode” section below.
If one or the above occurs, follow the appropriate procedures below to recover from the error.

Power LED Keeps Blinking

While the TeraStation’s power LED keeps blinking, you may see the 161 message on NAS Navigator2. In such a case,

follow the procedure below to recover from the message.

1 Press and hold the power button for three seconds to turn off the TeraStation.

2 Turn it on while holding down the function button. You should hold down the function button for at least 10
seconds after pressing the power button.

3 When the power LED changes from blinking to glowing, let go of the function button and open Settings from
NAS Navigator2.
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4 Make sure that “Recover firmware” is selected from the drop-down list under “Action’, then click OK.

Drive Setup

Unit Firmware Version : 4.32-0.27

. . .. |Prima ;
Drive |Status Info Version |Model Mame Capacity Drive Y Action
Drive : 4,32- WDC WOO0EFRX-
A Recognized |System#1_(D:1/4)| ">~ i o 3726 GB . Recover firmware v
ik Y
Drive . [ Pp———— B WDC WOSDEFRX- e Lo < 5
> Recognized |System#1_(D:2/4) 0.27 saW 3726 GB Recover firmware
Drive o : ton |32~ WDC WODS0EFRX- 5
| Recognized | System#1_(D:3/4) | . . E -’ 3726 GB Recover firmware
3 0.27 A
Drive 4.32- WDC WD40EFRX- '
Recognized [System#1_(D:4/4) [ ik fanind 3726 GB Recover firmware
B . " — 0.27 6E8W
Select the action to take when recovering the firmware.
® Revert settings to those of the last shutdown
This will revert settings to those that were saved before the last shutdawn.
Rewvert sattings to those of the last boot [Time When Boot Occurred: 037222019 10:08: .73:

This will revert settings to those that were saved during the last boot.

Mo operations are required for the connected drives. Restart the TeraStation using the power button, However, if the
TeraStation boots up in drive setup mode again, select "Recover firmware™ under ~Action”.

To shut down the TeraStation, press and hold the power button for 3 seconds. Turmn off the TeraStation before disconnecting
any drives.Some settings may not work correctly using drives that were used with other series units without

formatting them. For more detailed information, refer to the user manual.

Note: There are two more options for “Action” other than “Recover firmware”. The details for all options are
below:

- Use the drive’s firmware: The TeraStation will be recovered using the firmware on the drive.
- Recover firmware: The TeraStation will be recovered using the firmware on the NAND flash.
- Format drive: The drive will be formatted.

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 Reinstalling the firmware will start. When the firmware is reinstalled, the TeraStation will shut down
automatically. Press the power button to turn it on.

If the error was not recovered from after trying the procedure above, try again from the first step. This time, make
sure you select the checkbox for “Revert settings to those of the last boot” and click OK. This will reinstall the
firmware by reverting settings to those from the last boot.

Booting the TeraStation in Emergency Mode

If the TeraStation boots up in emergency mode, depending on your TeraStation model, an “i” symbol is displayed
with the TeraStation icon and “EM”is added to your TeraStation’s hostname.
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@. MAS MNavigator2

To recover from emergency mode, follow the procedure below.

1 Download the firmware updater from the Buffalo website.
2 Extract the downloaded file by double-clicking it and launch the updater.

3 Update the firmware for the TeraStation unit that is currently in emergency mode.

When the “i” symbol and “EM” disappear from the icon and the hostname on NAS Navigator2, the TeraStation is no
longer in emergency mode.

Note: If the TeraStation does not shut down properly due to a power outage or the power cable getting
disconnected while the TeraStation is on, data on the TeraStation may be corrupted when the TeraStation boots in
emergency mode. In such a case, the corrupted data may not be recoverable even if you try the procedure above.

Cleaning the Dustproof Filter

If your TeraStation has a front cover and you are trying to clean the dustproof filter on the front cover, follow the
procedure below.

1 Open the front cover with the included key.
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2 Remove the front cover while holding the hook downward.

/

[

W

3 Remove the dustproof filter from the front cover and clear any dust, such as by using a vacuum cleaner.

, return the filter and the front cover.

4 When cleaning is completed
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5 Close the front cover.

li)

N

Info and Error LEDs

Errors

If an error occurs, the error LED will glow red. You can also confirm the current status from Settings or using NAS

Navigator2. However, NAS Navigator2 may show the error as an unknown error. In such a case, check Settings for the
error details.

Code Description Corrective Action
Shut down the TeraStation safely and wait
il th Lf i
The TeraStation is running on the UPS untl. the power gutage ends certa.ln
settings are configured, the TeraStation
battery due to a power outage. .
may shut down automatically when the
error is detected.
E10 If the setting to use the UPS connected to
this TeraStation has been configured, the
UPS cable may be disconnected. ) )
- Verify that the UPS cable or LAN cable is
If the setting to use the UPS connected to
i connected properly.
another TeraStation on the same network
has been configured, the LAN cable of this
TeraStation may be disconnected.
Check that no foreign objects or dust are
clogging the fan. If any foreign objects
f , ir of ,
E11 An error occurred in the fan speed. o.r dust are found, use a pair of tweezers
air duster, or other tools to remove them.
If the error is displayed again, contact
Buffalo technical support for assistance.
. Do not place objects in the area around
Arise in the system temperature may have . .
E12 the TeraStation. Also, move the TeraStation
exceeded the allowable safety value. .
to a cool location.
Run the drive check on the RAID array by
E14 The RAID array cannot be mounted. referring to the “Checking Drives” section
in chapter 4.
The drive may be disconnected or may
E16 Unable to find the drive. have failed. After shutting down, reinstall
the drive.
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Code Description Corrective Action
Format the drive. After formatting, if the
error still appears after rebooting, replace
E22 Unable to mount the drive. the drive. If the error is displayed again,
contact Buffalo technical support for
assistance.
Reconfigure the backup TeraStation for
E27 Unable to find the backup TeraStation. failover by referring to the “Configuring
Failover”section in chapter 5.
£30 An error occurred, so the drive was Replace the drive by referring to the drive
removed from the RAID array. replacement sections in chapter 8.
Status

After you change settings, the info LED will glow amber. You can also confirm the current status from Settings or

using NAS Navigator2. However, NAS Navigator2 may show the status as an unknown error. In such a case, check

Settings for the status details.

replacing the drive.

Code Description Corrective Action
101 Checking the system area. -
L Move the TeraStation to a cool location. Do
110 Arise in the system temperature may have not place objects in the area around the
exceeded the allowable safety value. .
TeraStation.
11 The drive has too many bad sectors, Replace the drive.by rgferring to the drive
replacement sections in chapter 8.
Check if the E30 message is also displayed.
112 Operating in degraded mode. In such a case, refer to the corrective action
for the E30 message.
113 Formatting the RAID array. -
14 Checking the RAID array. -
Examining the error status of the RAID
15 array. i
Note: Transfer speeds are slower during
the examination process.
116 Creating the RAID array. -
Rebuilding the RAID array.
118 Note: Transfer speeds are slower during -
the rebuilding process.
119 Rewriting the RAID array. -
120 Formatting the drive. -
121 Checking the drive. -
122 Rewriting the drive. -
Updating the TeraStation firmware.
125 Note: Do not turn off the TeraStation’s -
power.
126 Initializing all settings. -
127 Checking the USB drive. -
128 Formatting the USB drive. -
131 E:Jsti)cl)a:igvrre‘zziTc;i;S;nF?Aﬁgeafrﬁg;g:ch Press the function button to rebuild the

RAID array.
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power.

Code Description Corrective Action
Displays after replacing the drive when the
pay P 9 . . From Settings, either rebuild the RAID
132 RAID array needs to be rebuilt in Settings .
o array or format the drive.
or formatting is necessary.
From Settings, navigate to Backup >
Replication and click Resync to execute
. L resynchronization.
An error occurred in replication, or . ,
o . If you configured the subfolders’access
synchronization between the main o . .
133 . . restrictions to be inherited to the
TeraStation and the backup TeraStation L ) L .
. . . . . replication or failover destinations, disable
failed during failover configuration. L
them or change the destinations.
If the error is displayed again, contact
Buffalo technical support for assistance.
Once the virus is removed from the
quarantine folder, the message is no
longer displayed. If the antivirus software
134 A virus scan found a virus. ) 9 ) Play .
is configured to delete viruses from the
quarantine folder automatically, then the
message will not be displayed.
137 Settings initialization in progress. -
138 Settings initialization is completed. -
140 Beginning settings initialization. All data
on the drive 1 will be deleted.
141 Press the function button on the front to
start the settings initialization process.
142 Preparing to start the settings initialization
process.
The TeraStation was started from the
143 USB initialization device, but the settings )
cannot be initialized from this USB
initialization device.
Initialization from the USB initialization . .
; — . Make sure that drive 1 is present and fully
144 device was initiated, but drive 1 was not . -
inserted in its slot.
detected.
145 Initialization failed. -
Data migration or conversion (RAID
146 migration) is in progress. )
Note: Do not turn off the TeraStation’s
power.
Data migration or conversion (RAID
147 migration) is in progress. )
Note: Do not turn off the TeraStation’s
power.
Press and hold the function button on the
This TeraStation is ready to become the . -
148 . . ) front of the target TeraStation until it stops
failover backup for the main TeraStation. . .
beeping to accept failover backup status.
149 The main TeraStation in the failover Make sure that the main TeraStation is on,
configuration cannot be found. working, and connected to the network.
Failover maintenance is in progress.
150 Note: Do not turn off the TeraStation’s -
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Code Description Corrective Action
Initializing the failover configuration.
151 Note: Do not turn off the TeraStation’s -
power.
Update the firmware by referring to the
152 A new firmware version has been released. | “Updating the Firmware” section in chapter
7.
Refer to the “Backup Logs When Backup
154 The backup job failed. Fails” section in chapter 5 and try the
respective corrective actions.
Authentication during initialization of Settlngs'can only be re.stored for th,e .
155 . . TeraStation whose settings were originally
settings failed.
saved.
Try the manual authentication by referring
159 Boot authentication failed. to the”If the TeraStation Cannot Be
Accessed” section in chapter 7.
Recover from drive setup mode by
161 The unit is in drive setup mode. referring to the “Power LED Keeps Blinking”
section.
Open Settings and check the job status
. . for which the cloud storage service failed.
Connecting to the cloud storage service S
164 failed. Refer to the error log on the job list of the
specific cloud storage service and check
the cause of the error.
170 There is not enough space to save file Delete unnecessary logs or move them to
access logs. another place.
71 The space is occupied so older logs were Delete unnecessary logs or move them to
removed. another place.

Default Settings

Administrator’s Name admin
Password password
“share” and “info” for both Windows and Mac computers.
Shared Folders *The recycle bin is enabled by default.
**|t is a read-only share.
The TeraStation will get its IP address automatically from a DHCP server
on the network. If no DHCP server is available, then an IP address will be
IP Address assigned as follows:

IP address: 169.254.xxx.xxx (“xxx"is assigned randomly when booting the
TeraStation.)
Subnet mask: 255.255.0.0

Registered Groups

"

“hdusers’, “admin’, and “guest”
You cannot edit or delete these default groups.

Microsoft Network Group Settings

WORKGROUP

MTU Size

1500 bytes
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Enabled

SMB Protocol Auto

Recycle Bin

L All users
Permissions

macOS Temp Files Keep when original file is deleted

Enabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Enabled

Disabled

Restore admin username and password to factory defaults

Disabled

TS3210DN, TS3410DN (two-drives included): RAID 1
TS3410DN, TS3410RN: RAID 5

Specifications

Check the Buffalo website for the latest product information and specifications.

IEEE 802.3ab (1000BASE-T), IEEE 802.3u (100BASE-

Standards Compliance TX), IEEE 802.3 (10BASE-T)

Data Transfer Rates 10/100/1000 Mbps (auto sensing)

Number of Ports 2

Connector Type RJ-45 8-pin (auto MDI-X)

Supported Protocols TCP/IP

Network File Services SMB/CIFS, AFP, FTP/SFTP, NFS, HTTP/HTTPS, SNMP

MTU Sizes 1500-9216 bytes

Standards Compliance USB 3.0

Data Transfer Rates Max. 5 Gbps

TS3210DN, TS3410DN: 2 x USB 3.0

Number of Ports TS3410RN: 3 x USB 3.0

Connector Type Type A
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. TS3210DN: 2
Number of Drive Bays TS3410DN, TS3410RN: 4
Drive Interface SATA 6 Gbps

Supported RAID

TS3210DN: 0, 1, JBOD (individual drives)
TS3410DN, TS3410RN: 0, 1, 5, 6, 10, JBOD (individual
drives)

Replacement Drive

Buffalo OP-HDN series drive

Note: The replacement drive should be the same
size or larger as the original drive. The drives listed
above are available from the Buffalo website.

Power Supply

TS3210DN, TS3410DN: AC 100-240V, 1.5 A, 50/60 Hz
TS3410RN: AC 100-240V, 2.5-1.25 A, 50/60 Hz

Dimensions (W x H x D,
excluding protruding parts)

TS3210DN: 170 X 170 X 230 mm; 6.7 X 6.7 X 9.1 in.
TS3410DN: 170 X 215 X 230 mm; 6.7 X 8.5 X 9.1 in.
TS3410RN: 430 X 44.3 x 430 mm; 16.9 X 1.7 X 16.9in.

Weight

TS3210DN: approx. 4.8 kg; 10.6 Ibs

TS3410DN: approx. 7.0 kg; 15.4 Ibs

TS3410DN (two-drives included): approx. 5.6 kg; 12.3
Ibs

TS3410RN: approx. 8.5 kg; 18.7 lbs

Power Consumption

TS3210DN, TS3410DN: max. 85 W
TS3410RN: max. 100 W

Operating Environment

Temperature: 0-40°C; 32-104°F
Humidity: 10-85% non-condensing

Compatible Devices

Windows PCs, tablets, and Intel Mac computers with
wired or wireless Ethernet connection.

Supported OS

Windows 10, 8.1, 7 SP1 or later

Windows Server 2019, 2016, 2012 R2, 2012, 2008 R2,
2008

macOS 10.14, 10.13,10.12, 10.11, 10.10, 10.9
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For Customers in the United States

FCC Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Only use the cables and accessories that are included in the package. Don't use other accessories or cables unless
specifically instructed to in the documentation.

UL and MET

The socket-outlet shall be installed near the equipment and shall be easily accessible.

Proposition 65

WARNING:
This product and its components contain chemicals known to the State of California to cause cancer and birth
defects, or reproductive harm. Wash hands after handling.

For Customers in Europe

CE

Dansk

Dette er et Klasse A-produkt. | et hjemmemiljg kan dette produkt skabe radiointerferens, hvormed det kan vaere
ngdvendigt for brugeren at tage passende forholdsregler.

Dette produkt kan forarsage interferens hvis det bruges i beboelsesomrader. En sadan anvendelse skal undgas,
medmindre brugeren tager specielle foranstaltninger for at reducere elektromagnetiske emissioner for at forhindre
interferens med modtagelse af radio- og tv-udsendelser.

Der ma kun bruges de kabler og det tilbehgr der er inkluderet i pakken. Der ma ikke bruges andet tilbehgar eller

kabler, medmindre det er udtrykkeligt beskrevet i dokumentationen.
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Brug ikke USB-kabler, der er 3 meter eller leengere for at tilslutte USB enheder til denne TeraStation serie.

Deutsch

Dies ist ein Produkt der Klasse A. In einer hduslichen Umgebung kann dieses Produkt Funkstérungen verursachen.
Um diese zu beheben, missen ggf. entsprechende MaBnahmen ergriffen werden.

Bei einer Nutzung in Wohngebieten kdnnen bei diesem Produkt Stérungen auftreten. Eine solche Nutzung soll
vermieden werden, auBer der Nutzer ergreift bestimmte MaBnahmen, um elektromagnetische Strahlung zu
reduzieren und Stérungen der Radio- und Fernsehiibertragung zu vermeiden.

Verwenden Sie ausschlieB3lich die Kabel und Zubehorteile, die im Lieferumfang enthalten sind. Andere Zubehorteile
oder Kabel diirfen nur dann verwendet werden, wenn dies in der Dokumentation ausdriicklich vorgeschrieben ist.
Verwenden Sie keine USB-Kabel, die 3 Meter lang oder langer sind, um USB-Gerate an TeraStation dieser Serie
anzuschlieBen.

English

This is a class A product. In a domestic environment, this product may cause radio interference, in which case the
user may be required to take adequate measures.

This product may cause interference if used in residential areas. Such use must be avoided unless the user takes
special measures to reduce electromagnetic emissions to prevent interference to the reception of radio and
television broadcasts.

Only use the cables and accessories that are included in the package. Don't use other accessories or cables unless
specifically instructed to in the documentation.

Do not use USB cables that are 3 meters or longer to connect USB devices to this TeraStation series.

Espaiol

Este es un producto de Clase A. En una situacion domestica, este producto puede producir interferencias de radio,
en ese caso el usuario deberd tomar las medidas adecuadas.

Este producto puede causar interferencias al utilizarlo en areas residenciales. Debe evitarse utilizarlo asi, salvo si

el usuario adopta medidas especiales para reducir las emisiones electromagnéticas e impedir que se produzcan
interferencias con la recepcién de emisiones de radio y television.

Utilice inicamente los cables y accesorios incluidos en el paquete. No utilice otros accesorios ni cables a menos que
asi se indique en la documentacién.

Utilice cables de una longitud inferior a 3 metros para conectar los dispositivos USB a este tipo de TeraStation.

Francais

Cet appareil est un produit de Classe A. Dans un environnement domestique, ce produit est susceptible de
provoquer des interférences radio, auquel cas I'utilisateur peut étre mis en demeure de prendre des mesures
appropriées.

Utilisé dans un environnement domestique, cet appareil génére des interférences. Ce type d'utilisation est donc
a éviter si l'utilisateur n'a pas pris de mesures spécifiques visant a réduire les émissions électromagnétiques pour
éviter les interférences avec la réception de programmes de radio et de télévision.

Utilisez uniquement les cables et accessoires inclus dans ce package. N'utilisez aucun autre accessoire ou cable sauf
instruction spécifique de la documentation.

Utilisez des cables d'une longueur de moins 3 métres pour connecter les périphériques USB a ce type de
TeraStation.

Italiano
Questo e un prodotto di Classe A. In ambienti domestici il prodotto puo causare radiointerferenza, nel qual caso
potrebbe rendersi necessaria 'adozione di opportune misure.
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Questo prodotto puo causare interferenze se usato in zone residenziali. Evitare I'uso in queste zone a meno che
I'utente non intraprenda azioni specifiche per ridurre le emissioni elettromagnetiche e impedire le interferenze alla
ricezione di trasmissioni radio-televisive.

Utilizzare esclusivamente i cavi e gli accessori inclusi nell'imballaggio. Non utilizzare altri accessori o cavi a meno che
non sia specificamente indicato nella documentazione.

Non utilizzare cavi USB lunghi 3 metri o piu per collegare dispositivi USB a questa TeraStation.

Nederlands

Dit is een Klasse A product. Dit product kan in een huishoudelijke omgeving radiostoring veroorzaken in welk geval
de gebruiker adequate maatregelen dient te nemen.

Dit product kan storing veroorzaken wanneer gebruikt in woongebieden. Dergelijk gebruik dient te worden
vermeden tenzij de gebruiker speciale maatregelen treft om de elektro-magnetische uitstraling te beperken zodat
storing van de ontvangst van radio- en televisieuitzendingen wordt voorkomen.

Gebruik alleen de kabels en toebehoren die zich in de verpakking bevinden. Gebruik geen ander toebehoren of
kabels tenzij dit uitdrukkelijk in de handleiding wordt aangegeven.

Gebruik geen USB-kabels die 3 meter of langer zijn om USB-apparaten met deze TeraStation series te verbinden.

Norsk

Dette er et produkt i klasse A. | et hjemmemiljg kan dette produktet forarsake radiointerferens, noe som gjor at
brukeren i sa fall ma foreta passende tiltak.

Dette produktet kan forarsake interferens dersom det brukes i boligomrader. Slik bruk ma unngas med mindre
brukeren tar spesielle tiltak for a redusere elektromagnetisk straling for 8 unnga interferens med mottak av radio- og
TV-sendinger.

Bruk kun kabler og tilbehgr som er inkludert i pakken. Ikke bruk annet tilbeher eller kabler med mindre spesielt
instruert til a gjore det i dokumentasjonen.

Bruk ikke USB-kabler pa tre meter eller mer for & koble USB-enheter til denne TeraStation-serien.

Portugués

Este é um produto de Classe A. Num ambiente doméstico, este produto pode provocar interferéncias de radio, pelo
que o utilizador podera ter de tomar medidas adequadas.

Este produto podera causar interferéncias se utilizado em areas residenciais. A utilizacdo devera ser evitada, salvo se
o utilizador tomar medidas especiais para reduzir as emissdes electromagnéticas e assim prevenir interferéncias na
recepcao de radio e televisao.

Utilizar apenas cabos e acessérios incluidos na embalagem. Nao utilizar outros acessorios ou cabos, salvo se
especificamente indicado na documentacao.

Nao usar cabos USB de 3 metros ou mais para ligar dispositivos USB a esta série TeraStation.

Suomi

Tama on luokan A tuote. Tama tuote voi aiheuttaa radiohairioita kotikdytdssa, jolloin kdyttdjan on ehka ryhdyttava
tarvittaviin toimenpiteisiin.

Tama tuote saattaa aiheuttaa hairintaa, jos sita kaytetaan asuinalueella. Sellaista kdyttoa on valtettava, ellei

ryhdyta erityistoimenpiteisiin sashkdmagneettisen séteilyn vahentdmiseksi hdirididen estamiseksi radio- ja
televisioldahetyksissa.

K&yt ainoastaan pakkauksen mukana toimitettuja kaapeleita ja varusteita. Ald kiyta muita varusteita tai kaapeleita
ellei ndin ole erityisesti ohjeistettu asiakirjoissa.

Al kdyta 3m tai pitempia USB-kaapeleita USB-laitteiden liittimiseen niille TeraStation-sarjoille.

Svensk
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Detta ar en Klass A-produkt. | en hushallsmiljo kan denna produkt orsaka radiostérningar, och anvandaren kan i sa
fall begaras att vidta lampliga dtgarder.

Den har produkten kan oraka stérningar om den anvands i bostadsomraden. Sadan anvandning maste undvikas om
inte anvandaren vidtar speciella dtgarder for att minska elektromagnetiska séndningar for att forhindra stérningar i
mottagningen av radio- och tv-sandningar.

Anvénd bara kablar och tilloehér som ingar i forpackningen. Anvénd inte andra tillbehor eller kablar om du inte far
uttryckliga instruktioner om det i dokumentationen.

Anvand inte USB-kablar som ar 3 meter eller langre for att ansluta USB-enheter till den har TeraStation-serien.

Turk

Bu, A Sinifi bir Grlindir. Evde kullanim sirasinda bu triin radyo girisimine yol acabilir ve bu durumda kullanicinin
gerekli dnlemleri almasi gerekebilir.

Bu Urlin yerlesim bolgelerinde kullanilirsa parazite neden olabilir. Kullanici radyo ve televizyon yayinlarinda paraziti
Onlemek tizere elektromanyetik salinimlari azaltacak 6zel 6nlemler almadikca bu sekilde kullanimdan kaginiimalidir.
Yalnizca pakette bulunan kablo ve aksesuarlari kullanin. Belgelerde 6zellikle belirtiimedikce baska aksesuar ve
kablolar kullanmayin.

USB aygitlari bu TeraStation serisine baglamak icin 3 metre ve daha uzun USB kablolar kullanmayin.

CB

The socket-outlet shall be installed near the equipment and shall be easily accessible.

Norsk

Utstyr som er koplet til beskyttelsesjord via nettplugg og/eller via annet jordtilkoplet utstyr — og er tilkoplet et
kabel-TV nett, kan forarsake brannfare.

For & unnga dette skal det ved tilkopling av utstyret til kabel-TV nettet installeres en galvanisk isolator mellom
utstyret og kabel- TV nettet.

Svensk

Utrustning som ar kopplad till skyddsjord via jordat vagguttag och/eller via annan utrustning och samtidigt
ar kopplad till kabel-TV nat kan i vissa fall medfora risk for brand. For att undvika detta skall vid anslutning av
utrustningen till kabel-TV nat galvanisk isolator finnas mellan utrusningen och kabel-TV nétet.

For Customers in Taiwan

BSMI

BEERE
AR EMBAMTRM - REEREPERE - AESEAsHARS > EEERT @ ERE S ERRIE
LREERHR
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