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CyberPower Remote Management System

Introduction

Overview

The CyberPower Remote Management Card allows for remote monitoring and management
of a UPS attached to a network. After installing the hardware and configuring an IP address,
the user can access, monitor, and control the UPS from anywhere in the world! Simply use a
web browser, command line interface or SSH client to access your UPS. Servers and
workstations can be protected by the UPS utilizing PowerPanel Business Edition Client to
gracefully shutdown when signaled by the Remote Management Card.

Features

Real time UPS monitoring

Remote management and configuration of the UPS via Web Browser, NMS or Command
Line Interface (SSH and Telnet)

Local management and configuration of the UPS via serial connection

Trigger servers/workstations to shutdown during a power event to prevent data loss or
corruption

Schedule shutdown/start-up/reboot of the UPS remotely

Event logging to trace UPS operational history

Graphic data logging to analyze power conditions

Save and restore configuration settings

Event notifications via Email, SNMP traps, Syslog, and SMS

Remote UPS Firmware Upgrade via Web Interface and FTP in Select UPS Models
Support IPv4/v6, SNMPv1/v3, HTTP/HTTPs, DHCP, NTP, DNS, SMTP, SSH, Telnet, FTP
and Syslog protocol

Support Email Secure Authentication Protocols: SSL, TLS

Support External Authentication Protocols: RADIUS, LDAP, LDAPS, Windows AD
SNMP MIB available for free download

User upgradeable firmware via FTP, CyberPower Upgrade and Configuration Utility and
Secure Copy Protocol (SCP)

Upgrade firmware and upload configuration files to multiple units at once
Multi-language user interface
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Quick installation

Hot-swappable

Cisco EnergyWise Compatible

Support Environmental Sensor (ENVIROSENSOR)
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System Requirements

A 10/100Mbps Ethernet connection to an existing network
Web Browser or SSH client
(Optional) NMS (Network Management System) compliant with SNMP
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Application
upPs Remote Remote NMS /
Management Card Web Browser /
N SSH Client
Server or workstation Client Client
protected by s

PowerPanel Business

Edition Client version

-
PowerPanel Business Edition A . — UL POWer
Center version installed for | Center Output Power o

= Metwork Communication

monitoring multiple UPS units

Unpacking

Inspect the Remote Management Card upon receipt. The package should contain the
following:

CyberPower Remote Management Card

RJ45/DB9 Serial Port Connection Cable

Quick Start Guide

Spare Jumper

RMCARD205 Front Panel (with RMCARD305 only)
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1. Universal Port
2. Ethernet Port
3. Tx/Rx Indicator

4. Link Indicator

Link LED Condition
Off The Remote Management Card is not connected to the
Network/ or the Remote Management Card power is off
On (Yellow) The Remote Management Card is connected to the Network
Tx/Rx LED
Off The Remote Management Card power is off
On (Green) The Remote Management Card power is on
Flashing (Green) - Receivi.ng.;/transmitting data packet
- Reset finished
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Installation Guide

Step 1. Hardware Installation

Note: The CyberPower Remote Management Card is hot-swappable, so you do not need to
turn off the UPS to install it.

1. Remove the two retaining screws from the expansion slot and remove the cover.

2. Install the CyberPower Remote Management Card into the expansion slot.

3. Insert and tighten the retaining screws.

4. Connect an Ethernet cable to the Ethernet port of the CyberPower Remote Management
Card.

5. (Optional) To connect an environmental sensor, use a RJ45 Ethernet cable. Connect one
end to the Universal port on the RMCARD and the other end into the sensor. For more
information, please see the ENVIROSENOR user’s manual.

RMCARD205
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RMCARD305

Step 2. Configure the IP address for the CyberPower Remote Management Card

Note: These instructions are for Windows OS. For other OS please refer to Appendix 4.

Method 1: Using the Power Device Network Utility
1. Install the Power Device Network Utility available for download at

www.cyberpowersystems.com.

2. After installation completes, run the “Power Device Network Utility”.

3. The main window of the Power Device Network Utility program is shown in Figure 1. The
configuration tool will display all CyberPower Remote Management devices present on
the local network subnet. The "Refresh” button is used to search the local network subnet

again.

File Tools Help

Power Devices
MAC Address IP Address Subnet Mask Gateway DHCP Name
H® 00-0C-15-00-FF-99 192 16820177 255.255.255.0 192.168.26.254 Enable RMCARD205

o Reftesh |

Stop |

Figure 1. The main window of the “Power Device Network Utility” program.
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4. Select the Remote Management Card you are setting up. Click on the Tools menu and
select “Device Setup” or double click the device you want to configure.

5. You can modify the IP Address, Subnet Mask, and Gateway address for the Device MAC
Address listed in the Device Network Settings window, as shown in Figure 2. The factory
default IP Address is 192.168.20.177 and the default Subnet Mask is 255.255.255.0.

Figure 2. The Device Network setting window.

6. Modify the IP, subnet mask or gateway address. Enter the new addresses into the

corresponding fields and then click “Save”.
7. You will need to enter a User Name and Password for the Remote Management Card in

the authentication window, as shown in Figure 3.
- Default user name: cyber
- Default password: cyber

Figure 3. Authentication window.
























































































































































































