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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Screenshots and graphics in this book may differ slightly from your product due to differences in
your product firmware or your computer operating system. Every effort has been made to ensure
that the information in this manual is accurate.

Related Documentation
e Quick Start Guide

The Quick Start Guide shows how to connect the NBG6616 and access the Web Configurator
wizards. It contains information on setting up your network and configuring for Internet access.
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Introduction

1.1 Overview

This chapter introduces the main features and applications of the NBG6616.

The NBG6616 extends the range of your existing wired network without additional wiring, providing
easy network access to mobile users. You can set up a wireless network with other IEEE 802.11a/b/

g/n/ac compatible devices. The NBG6616 is able to function both 2.4GHz and 5GHz networks at the
same time.

A range of services such as a firewall and content filtering are also available for secure Internet
computing.

There are two USB 2.0 ports on the side panel of your NBG6616. You can connect USB (version 2.0
or lower) memory sticks, USB hard drives, or USB devices for file sharing. The NBG6616
automatically detects the USB devices.

Note: For the USB function, it is strongly recommended to use version 2.0 or lower USB
storage devices (such as memory sticks, USB hard drives) and/or USB devices.
Other USB products are not guaranteed to function properly with the NBG6616.

1.2 Applications

Your can have the following networks with the NBG6616:
e Wired. You can connect network devices via the Ethernet ports of the NBG6616 so that they can
communicate with each other and access the Internet.

e Wireless. Wireless clients can connect to the NBG6616 to access network resources. You can
use WPS (Wi-Fi Protected Setup) to create an instant network connection with another WPS-
compatible device.

¢ WAN. Connect to a broadband modem/router for Internet access.

1.3 Ways to Manage the NBG6616

Use any of the following methods to manage the NBG6616.
e WPS (Wi-Fi Protected Setup). You can use the WPS button or the WPS section of the Web
Configurator to set up a wireless network with your NBG6616.

e Web Configurator. This is recommended for everyday management of the NBG6616 using a
(supported) web browser.
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Chapter 1 Introduction

1.4 Good Habits for Managing the NBG6616

Do the following things regularly to make the NBG6616 more secure and to manage the NBG6616
more effectively.

e Change the password. Use a password that’s not easy to guess and that consists of different
types of characters, such as numbers and letters.

e Write down the password and put it in a safe place.

e Back up the configuration (and make sure you know how to restore it). Restoring an earlier
working configuration may be useful if the device becomes unstable or even crashes. If you
forget your password, you will have to reset the NBG6616 to its factory default settings. If you
backed up an earlier configuration file, you would not have to totally re-configure the NBG6616.
You could simply restore your last configuration.

1.5 Resetting the NBG6616

If you forget your password or IP address, or you cannot access the Web Configurator, you will need
to use the RESET button at the back of the NBG6616 to reload the factory-default configuration
file. This means that you will lose all configurations that you had previously saved, the password
will be reset to "1234"” and the IP address will be reset to "192.168.1.1".

1.5.1 How to Use the RESET Button

1 Make sure the power LED is on.
2 Press the RESET button for one to four seconds to restart/reboot the NBG6616.

3 Press the RESET button for longer than five seconds to set the NBG6616 back to its factory-default
configurations.

1.6 The WPS Button

Your NBG6616 supports Wi-Fi Protected Setup (WPS), which is an easy way to set up a secure
wireless network. WPS is an industry standard specification, defined by the Wi-Fi Alliance.

WPS allows you to quickly set up a wireless network with strong security, without having to
configure security settings manually. Each WPS connection works between two devices. Both
devices must support WPS (check each device’s documentation to make sure).

Depending on the devices you have, you can either press a button (on the device itself, or in its
configuration utility) or enter a PIN (a unique Personal Identification Number that allows one device
to authenticate the other) in each of the two devices. When WPS is activated on a device, it has two
minutes to find another device that also has WPS activated. Then, the two devices connect and set
up a secure network by themselves.

~
You can use the WPS button ( () ) on the front panel of the NBG6616 to activate WPS in order to
quickly set up a wireless network with strong security.
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1 Make sure the power LED is on (not blinking).

2 Press the WPS button for more than three seconds and release it. Press the WPS button on another
WPS-enabled device within range of the NBG6616.

Note: You must activate WPS in the NBG6616 and in another wireless device within two
minutes of each other.

For more information on using WPS, see Section 8.2 on page 56.

1.7 LEDs

Figure 1 Front Panel

] - [

Ay X(EDR

S Button

1 1 L L 1 I Il
| | ‘ USB 1/2
WAN

LAN 1-4 5G WLAN WPS

The following table describes the LEDs.

Table 1 Front panel LEDs

LED COLOR STATUS DESCRIPTION
Power Green On The NBG6616 is receiving power and functioning properly.
Blinking The NBG6616 is in the process of starting up or default
restoring.
Off The NBG6616 is not receiving power.
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Table 1 Front panel LEDs (continued)

LED COLOR STATUS DESCRIPTION
WAN Green On The NBG6616’s WAN connection is ready.
Blinking The NBG6616 is sending/receiving data through the WAN.
Off The WAN connection is not ready, or has failed.
LAN 1-4 Green On The NBG6616’s LAN connection is ready.
Blinking The NBG6616 is sending/receiving data through the LAN.
Off The LAN connection is not ready, or has failed.
2.4G/5G WLAN Green On The NBG6616 is ready and the 2.4GHz/5GHz wireless LAN is on,

but is not sending/receiving data through the wireless LAN.

Blinking The NBG6616 is sending/receiving data through the wireless

LAN.
Off The wireless LAN is not ready or has failed.
WPS Green On WPS is enabled.
Blinking The NBG6616 is negotiating a WPS connection with a wireless
client.
Off WPS is disabled.
usB 1/2 Green On The NBG6616 has a USB device installed.
Blinking The NBG6616 is transmitting and/or receiving data from routers
through an installed USB device.
Off There is no USB device connected to the NBG6616.

1.8 Wall Mounting

You may need screw anchors if mounting on a concrete or brick wall.

Table 2 Wall Mounting Information

Distance between holes 13 cm
M4 Screws Two
Screw anchors (optional) Two

1 Select a position free of obstructions on a wall strong enough to hold the weight of the device.

2 Mark two holes on the wall at the appropriate distance apart for the screws.

Be careful to avoid damaging pipes or cables located inside the wall
when drilling holes for the screws.

3 If using screw anchors, drill two holes for the screw anchors into the wall. Push the anchors into the
full depth of the holes, then insert the screws into the anchors. Do not insert the screws all the way
in - leave a small gap of about 0.5 cm.

If not using screw anchors, use a screwdriver to insert the screws into the wall. Do not insert the
screws all the way in - leave a gap of about 0.5 cm.

4  Make sure the screws are fastened well enough to hold the weight of the NBG6616 with the
connection cables.
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5 Align the holes on the back of the NBG6616 with the screws on the wall. Hang the NBG6616 on the
screws.

Figure 2 Wall Mounting Example

~
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Introducing the Web Configurator

2.1 Overview

This chapter describes how to access the NBG6616 Web Configurator and provides an overview of
its screens.

The Web Configurator is an HTML-based management interface that allows easy setup and
management of the NBG6616 via Internet browser. Use Internet Explorer 9.0 and later versions,
Mozilla Firefox 21 and later versions, Safari 6.0 and later versions or Google Chrome 26.0 and later
versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

e Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

e JavaScript (enabled by default).
¢ Java permissions (enabled by default).

Refer to the Troubleshooting chapter (Chapter 26 on page 184) to see how to make sure these
functions are allowed in Internet Explorer.

2.2 Accessing the Web Configurator

1 Make sure your NBG6616 hardware is properly connected and prepare your computer or computer
network to connect to the NBG6616 (refer to the Quick Start Guide).

2 Launch your web browser.

3 The NBG6616 is in router mode by default. Type "http://192.168.1.1" as the website address.

If the NBG6616 is in access point, the IP address is 192.168.1.2. See Chapter 4 on page 30 for
more information about the modes of the NBG6616.

Your computer must be in the same subnet in order to access this website address.

2.2.1 Login Screen

Note: If this is the first time you are accessing the Web Configurator, you may be
redirected to the Wizard. Refer to Chapter 3 on page 20 for the Connection Wizard
screens.

The Web Configurator initially displays the following login screen.
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Figure 3 Login screen

NBG6616

Language :
Password :
( max. 30 alpha

The following table describes the labels in this screen.

Table 3 Login screen

LABEL DESCRIPTION
Language Select the language you want to use to configure the Web Configurator.
Password

Type "1234" (default) as the password. Click Login.

This shows the current weather, either in celsius or fahrenheit, of the city you specify in
Section 2.2.2.1 on page 19.

This shows the time (hh:mm:ss) and date (yyyy:mm:dd) of the timezone you select in
Section 25.5 on page 176. The time is in 24-hour format, for example 15:00 is 3:00 PM.

2.2.2 Password Screen

You should see a screen asking you to change your password (highly recommended) as shown

next.

Figure 4 Change Password Screen

Use this screen to change the password.

The YWizard setup walks you through the most common configuration settings. YWe suggest you use this mode
if it is the first time youw are setting up your router or if you need to make basic configuration changes.

Use Advanced mode if vou need access to more advanced festures not included in Wizard mode,

- New Password: e
[l  Rretypeto Confirm: [

Apply lgrore
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The following table describes the labels in this screen.

Table 4 Change Password Screen

LABEL

DESCRIPTION

New Password

Type a new password.

Retype to Confirm

Retype the password for confirmation.

Apply

Click Apply to save your changes back to the NBG6616.

Ignore

Click Ignore if you do not want to change the password this time.

Note: The management session automatically times out when the time period set in the
Administrator Inactivity Timer field expires (default five minutes; go to Chapter
25 on page 174 to change this). Simply log back into the NBG6616 if this happens.

2.2.2.1 Weather Edit

You can change the temperature unit and select the location for which you want to know the

weather.

Click the icon to change the Weather display.

Change Unit
Change location

Figure 5 Change Weather

The following table describes the labels in this screen.

Table 5 Change Weather

LABEL

DESCRIPTION

Change Unit

Choose which temperature unit you want the NBG6616 to display.

Change Location

Select the location for which you want to know the weather. If the city you want is not
listed, choose one that is closest to it.

Finish

Click this to apply the settings and refresh the date and time display.
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Connection Wizard

3.1 Overview

This chapter provides information on the wizard setup screens in the Web Configurator.
The Web Configurator’s wizard setup helps you configure your device to access the Internet. Refer

to your ISP for your Internet account information. Leave a field blank if you don’t have that
information.

3.2 Accessing the Wizard

Launch your web browser and type "http://192.168.1.1" as the website address. Type "1234"
(default) as the password and click Login.

Note: The Wizard appears when the NBG6616 is accessed for the first time or when you
reset the NBG6616 to its default factory settings.

The Wizard screen opens. Choose your Language and click Connect to Internet.

Figure 6 Welcome

ps will guide you through the setup of your router and connecting to the Internet. Please click one of the
below to continue.

Language: EEUEINNS
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3.3 Connect to Internet

The NBG6616 offers two Internet connection types. They are IPoE or PPPoE. The wizard attempts
to detect which WAN connection type you are using.

Figure 7 Detecting your Internet Connection Type

K eazy 123

Connect to Internet
1

is detecting your Internet connection type.

If the wizard does not detect a connection type, you must select one from the drop-down list box.
Check with your ISP to make sure you use the correct type.

Note: If you get an error message, check your hardware connections. Make sure your
Internet connection is up and running.

The following screen depends on your Internet connection type. Enter the details provided by your
Internet Service Provider (ISP) in the fields (if any).
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Figure 8 Internet Connection Type

K eazy123

Connect to Internet

User-Defined
User-Defined

ZyXEL

Your NBG6616 detects the following Internet Connection type.

Table 6 Internet Connection Type

CONNECTION TYPE

DESCRIPTION

IPoE Select the IPoE (IP over Ethernet) option when the WAN port is used as a regular
Ethernet.
PPPoE Select the PPPoE (Point-to-Point Protocol over Ethernet) option for a dial-up

connection.

3.3.1 Connection Type: IPoOE

Choose IPOE as the Internet Connection Type when the WAN port is used as a regular Ethernet.

Click Next.
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Figure 9 Internet Connection Type: IPoE

K eazy123

Connect to Internet

User-Defined
User-Defined

ZyXEL

The following table describes the labels in this screen.

Table 7 Internet Connection Type: IPoE

LABEL DESCRIPTION

Internet Connection Type | Select the IPoE option.

Obtain an IP Address Select this radio button if your ISP did not assign you a fixed IP address.

Automatically

Static IP Address Select this radio button if your ISP assigned an IP address for your Internet
connection.

IP Address Enter the IP address provided by your ISP.

Subnet Mask Enter the IP subnet mask in this field.

Gateway IP Address Enter the gateway IP address in this field.

First DNS Server Select Obtained From ISP if your ISP dynamically assigns DNS server
information (and the NBG6616's WAN IP address). The field to the right displays

Second DNS Server the (read-only) DNS server IP address that the ISP assigns.

Select User-Defined if you have the IP address of a DNS server. Enter the DNS
server's IP address in the field to the right.

Select None if you do not want to configure DNS servers. If you do not configure
a DNS server, you must know the IP address of a computer in order to access it.

Exit Click this to close the wizard screen without saving.
Back Click this to return to the previous screen.
Next Click this to continue.

Note: If you get an error screen after clicking Next, you might have selected the wrong
Internet Connection type. Click Back, make sure your Internet connection is
working and select the right Connection Type. Contact your ISP if you are not sure
of your Internet Connection type.
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3.3.2 Connection Type: PPPoE

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection. PPPoE is an IETF
(Internet Engineering Task Force) standard specifying how a host personal computer interacts with
a broadband modem (for example DSL, cable, wireless, etc.) to achieve access to high-speed data
networks.

For the service provider, PPPoE offers an access and authentication method that works with existing
access control systems (for instance, RADIUS).

One of the benefits of PPPoE is the ability to let end users access one of multiple network services,
a function known as dynamic service selection. This enables the service provider to easily create
and offer new IP services for specific users.

Operationally, PPPoE saves significant effort for both the subscriber and the ISP/carrier, as it
requires no specific configuration of the broadband modem at the subscriber's site.

By implementing PPPoE directly on the NBG6616 (rather than individual computers), the computers
on the LAN do not need PPPoE software installed, since the NBG6616 does that part of the task.
Furthermore, with NAT, all of the LAN's computers will have Internet access.

Figure 10 Internet Connection Type: PPPoOE

K eazy123

Connect to Internet

ZyXEL

The following table describes the labels in this screen.

Table 8 Internet Connection Type: PPPoE

LABEL DESCRIPTION

Internet Select the PPPOE option for a dial-up connection.
Connection Type

Get automatically Select this radio button if your ISP did not assign you a fixed IP address.

from ISP
Use Fixed IP Select this radio button, provided by your ISP to give the NBG6616 a fixed, unique IP
Address address.
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Table 8 Internet Connection Type: PPPoE (continued)

LABEL DESCRIPTION
PPP Username Type the user name given to you by your ISP.
PPP Password Type the password associated with the user name above.

My WAN IP Address | Type the name of your service provider.

Exit Click this to close the wizard screen without saving.
Back Click this to return to the previous screen.
Next Click this to continue.

The NBG6616 connects to the Internet.
Figure 11 Connecting to the Internet

K eazy 123

Connect to Internet
1

eafy 123 is connecting to the Internet.

Note: If the Wizard successfully connects to the Internet, it proceeds to the next step. If
you get an error message, go back to the previous screen and make sure you have
entered the correct information provided by your ISP.

3.4 Router Password

Change the login password in the following screen. Enter the new password and retype it to
confirm. Click Next to proceed with the Wireless Security screen.
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Figure 12 Router Password
K eazy 123

Router Password
2

Itis highly recommended to have a new administrator password instead of the factory default one (1234).

New Password :
Retype to Confirm :

ZyXEL

3.5 Wireless Security

Configure Wireless Settings. Configure the wireless network settings on your NBG6616 in the
following screen. The fields that show up depend on the kind of security you select.

3.5.1 Wireless Security: No Security

Choose No Security in the Wireless Security screen to let wireless devices within range access
your wireless network.
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Figure 13 Wireless Security: No Security

Wireless Security

Wireless Network Name (SSID) :
Security Mode :

ZyXEL

The following table describes the labels in this screen.

Table 9 Wireless Security: No Security

LABEL DESCRIPTION

Wireless Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the wireless LAN.
Network Name

(SSID) Note: The setting here applies to both 2.4 GHz and 5 GHz wireless radios.

If you change this field on the NBG6616, make sure all wireless stations use the same SSID
in order to access the network.

Security Mode Select a security level from the drop-down list box.
Note: The setting here applies to both 2.4 GHz and 5 GHz wireless radios.
Choose No Security to have no wireless LAN security configured. If you do not enable any

wireless security on your NBG6616, your network is accessible to any wireless networking
device that is within range.

Exit Click this to close the wizard screen without saving.
Back Click this to return to the previous screen.
Next Click this to continue.

3.5.2 Wireless Security: WPA2-PSK

Choose WPA2-PSK security in the Wireless Security screen to set up a password for your wireless
network.

NBG6616 User's Guide

27



Chapter 3 Connection Wizard

Figure 14 Wireless Security: WPA2-PSK

Wireless Security
3

Wireless Network Name (SSID) :
Security Mode :

Wireless Password :

Verify Password :

ZyXEL

The following table describes the labels in this screen.

Table 10 Wireless Security: WPA2-PSK

LABEL DESCRIPTION

Wireless Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the wireless LAN.
Network Name

(SSID) Note: The setting here applies to both 2.4 GHz and 5 GHz wireless radios.

If you change this field on the NBG6616, make sure all wireless stations use the same SSID
in order to access the network.

Security Mode Select a security level from the drop-down list box.
Note: The setting here applies to both 2.4 GHz and 5 GHz wireless radios.

Choose WPA2-PSK security to configure a Pre-Shared Key. Choose this option only if your
wireless clients support WPA2-PSK.

Wireless Type from 8 to 63 case-sensitive ASCII characters. You can set up the most secure wireless
password connection by configuring WPA in the wireless LAN screens.

Verify Password | Retype the password to confirm.

Exit Click this to close the wizard screen without saving.
Back Click this to return to the previous screen.
Next Click this to continue.

Congratulations! Open a web browser, such as Internet Explorer, to visit your favorite website.

Note: If you cannot access the Internet when your computer is connected to one of the
NBG6616’s LAN ports, check your connections. Then turn the NBG6616 off, wait for
a few seconds then turn it back on. If that does not work, log in to the web
configurator again and check you have typed all information correctly. See the
User’s Guide for more suggestions.
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Figure 15 Congratulations

You are connected to the Internet. And now, why not
To upgrade your device with the la firm z
Oryou go to Expert mode = Mainte

You can also click GO to open the Easy Mode Web Configurator of your NBG6616.

You have successfully set up your NBG6616 to operate on your network and access the Internet.
You are now ready to connect wirelessly to your NBG6616 and access the Internet.
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NBG6616 Modes

4.1 Overview

This chapter introduces the different modes available on your NBG6616. First, the term “mode”
refers to two things in this User’s Guide.

e Web Configurator mode. This refers to the Web Configurator interface you want to use for
editing NBG6616 features.

e Device mode. This is the operating mode of your NBG6616, or simply how the NBG6616 is
being used in the network.

4.1.1 Web Configurator Modes

This refers to the configuration interface of the Web Configurator, which has two modes:

e Easy: The Web Configurator shows this mode by default. Refer to Chapter 5 on page 31 for more
information on the screens in this mode. This interface may be sufficient for users who just want
to use the device.

e Expert: Advanced users can change to this mode to customize all the functions of the NBG6616.
Click Expert Mode after logging into the Web Configurator. The User’s Guide Chapter 2 on page
17 through Chapter 25 on page 182 discusses the screens in this mode.

4.1.2 Device Modes

This refers to the operating mode of the NBG6616, which can act as a:

e Router: This is the default device mode of the NBG6616. Use this mode to connect the local
network to another network, like the Internet. Go to Section 6.2 on page 42 to view the Status
screen in this mode.

e Access Point: Use this mode if you want to extend your network by allowing network devices to
connect to the NBG6616 wirelessly. Go to Section 7.4 on page 51 to view the Status screen in
this mode.

For more information on these modes and to change the mode of your NBG6616, refer to Chapter
25 on page 182.

The menu for changing device modes is available in Expert Mode only.
Note: Choose your device mode carefully to avoid having to change it later.

When changing to another mode, the IP address of the NBG6616 changes. The running applications
and services of the network devices connected to the NBG6616 can be interrupted.
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Easy Mode

5.1 Overview

The Web Configurator is set to Easy Mode by default. You can configure several key features of the
NBG6616 in this mode. This mode is useful to users who are not fully familiar with some features
that are usually intended for network administrators.

When you log in to the Web Configurator, the following screen opens.

Figure 16 Easy Mode: Network Map

Wil NBG6616

Click Status to open the following screen.
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Figure 17 Easy Mode: Status Screen
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5.2 What You Can Do

You can do the following in this mode:

e Use this Navigation Panel to opt out of the Easy mode (Section 5.4 on page 32).

¢ Use the Network Map screen to check if your NBG6616 can ping the gateway and whether it is
connected to the Internet (Section 5.5 on page 33).

e Use the Control Panel to configure and enable NBG6616 features, including wireless security,
wireless scheduling and bandwidth management and so on (Section 5.6 on page 34).

¢ Use the Status Screen to view read-only information about the NBG6616, including the WAN IP,
MAC address of the NBG6616 and the firmware version (Section 5.7 on page 40).

5.3 What You Need to Know

Between the different device modes, the Control Panel (Section 5.6 on page 34) changes
depending on which features are applicable to the mode:

e Router Mode: All Control Panel features are available.

e Access Point Mode: Only Power Saving and Wireless Security are available.

5.4 Navigation Panel

Use this navigation panel to opt out of the Easy mode.
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Figure 18 Control Panel

Wil NBG6616

-

The following table describes the labels in this screen.

Table 11 Control Panel

ITEM DESCRIPTION

Home Click this to go to the Login page.

Expert Mode Click this to change to Expert Mode and customize features of the NBG6616.
Logout Click this to end the Web Configurator session.

5.5 Network Map

Note: The Network MAP is viewable by Windows XP (need to install patch), Windows
Vista and Windows 7 users only. For Windows XP (Service Pack 2) users, you can
see the network devices connected to the NBG6616 by downloading the LLTD (Link
Layer Topology Discovery) patch from the Microsoft Website.

Note: Don’t worry if the Network Map does not display in your web browser. This feature
may not be supported by your system. You can still configure the Control Panel
(Section 5.6 on page 34) in the Easy Mode and the NBG6616 features that you
want to use in the Expert Mode.

When you log into the Web Configurator, the Network Map is shown as follows.

Figure 19 Network Map
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The line connecting the NBG6616 to the gateway becomes green when the NBG6616 is able to ping
the gateway. It becomes red when the ping initiating from the NBG6616 does not get a response
from the gateway. The same rule applies to the line connecting the gateway to the Internet.

You can also view the devices (represented by icons indicating the kind of network device, such as
android device, apple device or Windows OS) connected to the NBG6616, including those
connecting wirelessly. Click the Refresh button or right-click on the NBG6616 icon to refresh the
network map and go to the Wizard. Click on a device icon and select to view information about the
device, block or allow the device’s access to the NBG6616, or view the parental control rules.

5.6 Control Panel

The features configurable in Easy Mode are shown in the Control Panel.

Figure 20 Control Panel

Switch ON to enable the feature. Otherwise, switch OFF. If the feature is turned on, the green light
flashes. If it is turned off, the red light flashes.

Additionally, click the feature to open a screen where you can edit its settings.

The following table describes the labels in this screen.

Table 12 Control Panel

ITEM DESCRIPTION
Game Engine Switch ON to maximize bandwidth for gaming traffic in your network. Otherwise,
switch OFF.

Refer to Section 5.6.1 on page 35 to see this screen.

Power Saving Click this to schedule the wireless feature of the NBG6616.

Disabling the wireless function helps lower the energy consumption of the
NBG6616.

Switch ON to apply wireless scheduling. Otherwise, switch OFF.

Refer to Section 5.6.2 on page 35 to see this screen.

Parental Control Click this to restrict access to certain websites, based on keywords contained in
URLs, to which you do not want users in your network to open.

Switch ON to apply website filtering. Otherwise, switch OFF.

Refer to Section 5.6.3 on page 36 to see this screen.

Bandwidth MGMT Click this to edit bandwidth management for predefined applications.

Switch ON to have the NBG6616 management bandwidth for uplink and downlink
traffic according to an application or service. Otherwise, switch OFF.

Refer to Section 5.6.4 on page 37 to see this screen.
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Table 12 Control Panel (continued)

ITEM

DESCRIPTION

Firewall

Switch ON to ensure that your network is protected from Denial of Service (DoS)
attacks. Otherwise, switch OFF.

Refer to Section 5.6.5 on page 38 to see this screen.

Wireless Security

Click this to configure the wireless security, such as SSID, security mode and WPS
key on your NBG6616.

Refer to Section 5.6.6 on page 38 to see this screen.

5.6.1 Game Engine

When this feature is enabled, the NBG6616 maximizes the bandwidth for gaming traffic that
it forwards out through an interface.

Figure 21 Game Engine

P8 came Engine

turned off.

Whenever you turn the Game Engine on, the rauter is designated to offer a better
garning experience. The Game Consale option in Bandwidth Management will be
prioritized to the highest level and cannot be re-arranged until the Game Engine is

Note: When this is switched on, the Game Console tab in the Bandwidth Mgmt screen
is automatically positioned on top.

Turn this off if your network is not using gaming.

Click OK to close this screen.

5.6.2 Power Saving

Use this screen to set the day of the week and time of the day when your wireless LAN is turned on
and off. Wireless LAN scheduling is disabled by default.

Disabling the wireless capability lowers the energy consumption of the of the NBG6616.
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Figure 22 Power Saving

&» Power Saving

WLAN status Day

Con ®or [ men
Con ®or [ Tue
Con ®or [ wed
Con ®or [ Thu
Con ®or [ Fri

Con ®or [ sat
Con ®or [ sun

Please schedule the wireless service with the table below
Wireless Radio: |2.4G Hz|v|

Oon ®off [ Everyday [00]s](hour) [00[w ] (min) ~ [00[+ | thour)| 00 [+] (rmin)

For the following times (24-Hour Format)

[00[w] thour) [00[~]min) ~ [00[+] hour)[00 s (min)
[00[w]thour) [00[v|min) ~ [00[+]thoun)| 00w min)
;UU'_v'thour} _DD :v_fmin} ~ DU__v’(hour}.UU _v'(min}
[00[~] thour) |00~ min) ~ [00[+ ] thoun)|00 [+ (min)
(00 [s] thour) [00 [w] (min) ~ {00 x| tnoun)[ a0 ] cmin)
[00[~] thour) [00[~]min) ~ [00[s] thoun)|00 [+ (min)

|00~ thour) |00 [~ (min) ~ [00[+] (hour)| 00 [v] (min)

The following table describes the labels in this screen.

Table 13 Power Saving

LABEL

DESCRIPTION

Wireless Radio

Choose whether you want to apply the power saving schedule to 2.4G Hz or 5G Hz
wireless radio.

WLAN Status

Select On or Off to specify whether the Wireless LAN is turned on or off (depending on
what you selected in the WLAN Status field). This field works in conjunction with the
Day and For the following times fields.

Day

Select Everyday or the specific days to turn the Wireless LAN on or off.

If you select Everyday you can not select any specific days. This field works in
conjunction with the For the following times field.

For the following
times (24-Hour

Select a begin time using the first set of hour and minute (min) drop down boxes and
select an end time using the second set of hour and minute (min) drop down boxes. If

Format) you have chosen On earlier for the WLAN Status the Wireless LAN will turn on between
the two times you enter in these fields. If you have chosen Off earlier for the WLAN
Status the Wireless LAN will turn off between the two times you enter in these fields.
In this time format, midnight is 00:00 and progresses up to 24:00. For example, 6:00
PM is 18:00.

Apply Click Apply to save your changes back to the NBG6616.

Cancel Click Cancel to close this screen without saving any changes.

5.6.3 Parental Control

Use this screen to view the parental control rules configured on the NBG6616. See Chapter 19 on
page 138 for how to enable and configure parental control rules.
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Figure 23 Parental Control

©) Parental Control 7

Parental Control Rules
Status  Metwork User{MAC) Internet Access Schedule Metwork Service  YWebsite Blocked

o)

The following table describes the labels in this screen.

Table 14 Parental Control
LABEL DESCRIPTION

Status This indicates whether the rule is active or not.

A yellow bulb signifies that this rule is active. A gray bulb signifies that this rule is not

active.
Network User This shows the MAC address of the LAN user’s computer to which this rule applies.
(MAC)
Internet Access This shows the day(s) and time when parental controls are enabled.
Schedule
Network Service This shows whether the network service is configured. If not, NONE will be shown.

Website Blocked This shows whether the website block is configured. If not, NONE will be shown.

5.6.4 Bandwidth MGMT

Use this screen to set bandwidth allocation to pre-defined services and applications for bandwidth
allocation.

The NBG6616 uses bandwidth management for incoming and outgoing traffic. Rank the services
and applications by dragging them accordingly from High to Low and click Apply. Click Cancel to
close the screen.
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Figure 24 Bandwidth MGNT

(=<} Game Console

Use your mouse
to drag the items
',Instant Messenger according to how
- H you want to

() i prioritize them.
Left-click and
slide up or down.

—1
|E| VolP

E-mail

5.6.5 Firewall

Enable this feature to protect the network from Denial of Service (DoS) attacks. The NBG6616
blocks repetitive pings from the WAN that can otherwise cause systems to slow down or hang. See
Chapter 17 on page 131 for how to enable and configure firewall rules.

Figure 25 Firewall

Click OK to close this screen.

5.6.6 Wireless Security

Use this screen to configure security for your the wireless LAN. You can enter the SSID and select
the wireless security mode in the following screen.
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Note: You can enable the wireless function of your NBG6616 by first turning on the switch
in the back panel.

Figure 26 Wireless Security

€ wireless security

WPS to connect your

Verify Password :

Data transmitted wirelessly without encryption is not safe. Guard your wireless
network with a security mode and the password you setup. And then, you can use

Wireless Radio : 2.4G Hz[v
Wireless Network Name (SSID) : ZyXELCCDDOO >
Security Mode : WPA2-PSK V WPS

Wireless Password :

computers to your wireless network with just one single click

The following table describes the general wireless LAN labels in this screen.

Table 15 Wireless Security

LABEL

DESCRIPTION

Wireless Radio

Choose whether you want to apply the wireless security to 2.4G Hz or 5G Hz wireless
radio.

Wireless
Network Name
(SSID)

(Service Set IDentity) The SSID identifies the Service Set with which a wireless station is
associated. Wireless stations associating to the access point (AP) must have the same
SSID. Enter a descriptive name (up to 32 keyboard characters) for the wireless LAN.

Security mode

Select WPA2-PSK to add security on this wireless network. The wireless clients which
want to associate to this network must have same wireless security settings as this device.
After you select to use a security, additional options appears in this screen.

Select No Security to allow any client to connect to this network without authentication.

Wireless
password

This field appears when you choose wither WPA2-PSK as the security mode.

Type a pre-shared key from 8 to 63 case-sensitive keyboard characters.

Verify password

Type the password again to confirm.

Apply Click Apply to save your changes back to the NBG6616.
Cancel Click Cancel to close this screen.
WPS Click this to configure the WPS screen.

You can transfer the wireless settings configured here (Wireless Security screen) to
another wireless device that supports WPS.

5.6.7 WPS

Use this screen to add a wireless station to the network using WPS. Click WPS in the Wireless

Security to open

the following screen.
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Figure 27 Wireless Security: WPS
@ Wireless Security s

WiFi Protected Setup (WPS) provides you a easier and faster way to connect your
computers/device to your wireless network. Use one of the following approaches to
get connected.

< Click the Wi-Fi Protected if your wireless client

3 Setup button of your requires the Router's PIN
Wireless | wireless client, and then _ngi_sﬁeil number, enter 31667609
Security | click the button onthe init.

bottom.

Register the PIN number
of your wireless client.

WRS

The following table describes the labels in this screen.

Table 16 Wireless Security: WPS

LABEL DESCRIPTION

Wireless Security | Click this to go back to the Wireless Security screen.

WPS Create a secure wireless network simply by pressing a button.

The NBG6616 scans for a WPS-enabled device within the range and performs wireless
security information synchronization.

Note: After you click the WPS button on this screen, you have to press a similar button in
the wireless station utility within 2 minutes. To add the second wireless station, you
have to press these buttons on both device and the wireless station again after the
first 2 minutes.

Register Create a secure wireless network simply by entering a wireless client's PIN (Personal
Identification Number) in the NBG6616’s interface and pushing this button.

Type the same PIN number generated in the wireless station’s utility. Then click Register
to associate to each other and perform the wireless security information synchronization.

Exit Click Exit to close this screen.

5.7 Status Screen in Easy Mode

In the Network Map screen, click Status to view read-only information about the NBG6616.
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Figure 28 Status Screen in Easy Mode

Name:

Time:

VAN IP :

MAC Address :
Firmware Version :

Wireless 2.4G Network Name {SSID) :
Security :

Wireless 5G Network Name {SSID) :
Security :

The following table describes the labels in this screen.

Table 17 Status Screen in Easy Mode

ITEM DESCRIPTION

Name This is the name of the NBG6616 in the network. You can change this in the
Maintenance > General screen in Section 25.3 on page 174.

Time This is the current system date and time.

The date is in YYYY:MM:DD (Year-Month-Day) format. The time is in HH:MM:SS
(Hour:Minutes:Seconds) format.

WAN IP This is the IP address of the WAN port.
MAC Address This is the MAC address of the NBG6616.
Firmware Version This shows the firmware version of the NBG6616.

The firmware version format shows the trunk version, model code and release
number.

Wireless 2.4G Network This shows the SSID of the wireless network. You can configure this in the Wireless
Name (SSID) Security screen (Section 5.6.6 on page 38; Section 11.2 on page 89).

Wireless 5G Network
Name (SSID)

Security This shows the wireless security used by the NBG6616.
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6.1 Overview

The NBG6616 is set to router mode by default. Routers are used to connect the local network to

another network (for example, the Internet). In the figure below, the NBG6616 connects the local
network (LAN1 ~ LAN4) to the Internet.

Figure 29 NBG6616 Network

LAN1
LAN2

LAN3
LAN4

WLAN

Note: The Status screen is shown after changing to the Expert Mode of the Web
Configurator. It varies depending on the device mode of your NBG6616.

6.2 Router Mode Status Screen

Click to open the status screen.
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Figure 30 Status Screen: Router Mode
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- IP Address: 192.168.1.1 LANS

- IP Subnet Mask: 255.255.255.0 LAN4

- DHCP: Server

- IPv6 Address:

Interface Status

WLAN 2.4G Information:

-WLAN OP hiode Access Point Mode
- MAC Address 00AABBCC:DD:O0
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- Channel: b

- Security: WPAZ-PSK
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- Security: WPAZ-PSK
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Summany

Packet Statistics(Details..)
WLAM 2.4G Station StatusiDetails..)
WILAM 5G Station Status(Details .

The following table describes the icons shown in the Status screen.

Table 18 Status Screen Icon Key
ICON DESCRIPTION
Logout Click this at any time to exit the Web Configurator.

Click this icon to view copyright and a link for related product information.

Click this icon to go to Easy Mode. See Chapter 5 on page 31.

‘Ewresh Intemal'lm‘ Select a number of seconds or None from the drop-down list box to refresh all screen statistics
i automatically at the end of every time interval or to not refresh the screen statistics.

Click this button to refresh the status screen statistics.
Refresh Mow
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Table 18 Status Screen Icon Key (continued)

DESCRIPTION

Click this icon to see the Status page. The information in this screen depends on the device
mode you select.

Click this icon to see the Monitor navigation menu.

Click this icon to see the Configuration navigation menu.

SIEICIEE

Click this icon to see the Maintenance navigation menu.

The following table describes the labels shown in the Status screen.

Table 19 Status Screen: Router Mode

LABEL

DESCRIPTION

Device Information

Host Name

This is the System Name you enter in the Maintenance > General screen. It is for
identification purposes.

Model Number

This is the model name of your device.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

This is the device mode (Section 4.1.2 on page 30) to which the NBG6616 is set - Router
Mode.

WAN Information

MAC Address

This shows the WAN Ethernet adapter MAC Address of your device.

IP Address

This shows the WAN port’s IP address.

IP Subnet Mask

This shows the WAN port’s subnet mask.

Default Gateway

This shows the WAN port’s gateway IP address.

IPv6 Address

This shows the IPv6 address of the NBG6616 on the WAN.

LAN Information

MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

IP Address This shows the LAN port’s IP address.
IP Subnet Mask This shows the LAN port’s subnet mask.
DHCP This shows the LAN port’s DHCP role - Server or Disable.

IPv6 Address

This shows the IPv6 address of the NBG6616 on the LAN.

WLAN 2.4G Information

WLAN OP Mode

This is the device mode (Section 4.1.2 on page 30) to which the NBG6616's wireless LAN is
set - Access Point Mode.

MAC Address

This shows the 2.4GHz wireless adapter MAC Address of your device.

SSID This shows a descriptive hame used to identify the NBG6616 in the 2.4GHz wireless LAN.
Channel This shows the channel number which you select manually.
Security This shows the level of wireless security the NBG6616 is using.

WLAN 5G Information

MAC Address

This shows the 5GHz wireless adapter MAC Address of your device.

SSID This shows a descriptive name used to identify the NBG6616 in the 5GHz wireless LAN.
Channel This shows the channel number which you select manually.
Security This shows the level of wireless security the NBG6616 is using.
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Table 19 Status Screen: Router Mode (continued)

LABEL DESCRIPTION
Firewall This shows whether the firewall is enabled or not.
Summary

Packet Statistics

Click Details... to go to the Monitor > Packet Statistics screen (Section 9.5 on page 71).
Use this screen to view port status and packet specific statistics.

WLAN 2.4G Station
Status

Click Details... to go to the Monitor > WLAN 2.4G Station Status screen (Section 9.6 on
page 72). Use this screen to view the wireless stations that are currently associated to the
NBG6616's 2.4GHz wireless LAN.

WLAN 5G Station Status

Click Details... to go to the Monitor > WLAN 5G Station Status screen (Section 9.6 on
page 72). Use this screen to view the wireless stations that are currently associated to the
NBG6616's 5GHz wireless LAN.

System Status

Item

This column shows the type of data the NBG6616 is recording.

Data

This column shows the actual data recorded by the NBG6616.

System Up Time

This is the total time the NBG6616 has been on.

Current Date/Time

This field displays your NBG6616’'s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG6616’s processing ability is currently used. When
this percentage is close to 100%, the NBG6616 is running at full load, and the throughput is
not going to improve anymore. If you want some applications to have more throughput, you
should turn off other applications (for example, using bandwidth management.)

- Memory Usage

This shows what percentage of the heap memory the NBG6616 is using.

Interface Status

Interface This displays the NBG6616 port types. The port types are: WAN, LAN and WLAN.

Status For the LAN and WAN ports, this field displays Down (line is down) or Up (line is up or
connected).
For the 2.4GHz/5GHz WLAN, it displays Up when the 2.4GHz/5GHz WLAN is enabled or
Down when the 2.4G/5G WLAN is disabled.

Rate For the LAN ports, this displays the port speed and duplex setting or N/A when the line is

disconnected.

For the WAN port, it displays the port speed and duplex setting if you're using Ethernet
encapsulation. This field displays N/A when the line is disconnected.

For the 2.4GHz/5GHz WLAN, it displays the maximum transmission rate when the 2.4GHz/
5GHz WLAN is enabled and N/A when the WLAN is disabled.

6.2.1 Navigation Panel

Use the sub-menus on the navigation panel to configure NBG6616 features.
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Figure 31 Navigation Panel: Router Mode
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The following table describes the sub-menus.

Table 20 Navigation Panel: Router Mode

Station Status

LINK TAB FUNCTION

Status This screen shows the NBG6616's general device, system and interface
status information. Use this screen to access the wizard, and summary
statistics tables.

MONITOR

Log Use this screen to view the list of activities recorded by your NBG6616.

DHCP Table Use this screen to view current DHCP client information.

Packet Statistics Use this screen to view port status and packet specific statistics.

WLAN 2.4G Use this screen to view the wireless stations that are currently associated

Station Status to the NBG6616’s 2.4GHz wireless LAN.

WLAN 5G Use this screen to view the wireless stations that are currently associated

to the NBG6616’s 5GHz wireless LAN.

CONFIGURATION

Network
WAN Internet This screen allows you to configure ISP parameters, WAN IP address
Connection assignment, DNS servers and the WAN MAC address.
Advanced Use this screen to configure other advanced properties.
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Table 20 Navigation Panel: Router Mode (continued)

LINK TAB FUNCTION
Wireless LAN | General Use this screen to enable the wireless LAN and configure wireless LAN and
2.4G/5G wireless security settings.
More AP Use this screen to configure multiple BSSs on the NBG6616.
MAC Filter Use the MAC filter screen to configure the NBG6616 to block access to
devices or block the devices from accessing the NBG6616.
Advanced This screen allows you to configure advanced wireless settings.
QoS Use this screen to configure Wi-Fi Multimedia Quality of Service (WMM
QoS). WMM QoS allows you to prioritize wireless traffic according to the
delivery requirements of individual services.
WPS Use this screen to configure WPS.
WPS Station | Use this screen to add a wireless station using WPS.
Scheduling Use this screen to schedule the times the Wireless LAN is enabled.
LAN IP Use this screen to configure LAN IP address and subnet mask.
IP Alias Use this screen to have the NBG6616 apply IP alias to create LAN subnets.
IPv6 LAN Use this screen to configure the IPv6 address for the NBG6616 on the LAN.
DHCP Server | General Use this screen to enable the NBG6616’s DHCP server.
Advanced Use this screen to assign IP addresses to specific individual computers
based on their MAC addresses and to have DNS servers assigned by the
DHCP server.
Client List Use this screen to view information related to your DHCP status.
NAT General Use this screen to enable NAT.
Port Use this screen to configure servers behind the NBG6616 and forward
Forwarding incoming service requests to the server(s) on your local network.
Port Trigger Use this screen to change your NBG6616's port triggering settings.
Dynamic Dynamic DNS | Use this screen to set up dynamic DNS.
DNS
Static Route | Static Route Use this screen to configure IP static routes.
Security
Firewall General Use this screen to activate/deactivate the firewall.
Services This screen shows a summary of the firewall rules, and allows you to edit/
add a firewall rule.
Content Content Filter | Use this screen to restrict web features and designate a trusted computer.
Filter
Parental Use this screen to block certain web features and sites containing certain
Control keywords in the URL.
IPv6 firewall | Services Use this screen to configure IPv6 firewall rules.
Management
Bandwidth General Use this screen to enable bandwidth management.
Management - - - -
Advanced Use this screen to set the upstream bandwidth and edit a bandwidth
management rule.
Remote wWww Use this screen to configure through which interface(s) and from which IP
Management address(es) users can use HTTP to manage the NBG6616.
Telnet Use this screen to configure through which interface(s) and from which IP
address(es) users can use Telnet to manage the NBG6616.
Wake On LAN | Use this screen to enable Wake on LAN to remotely turn on a device on the

local network.
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Table 20 Navigation Panel: Router Mode (continued)

LINK TAB FUNCTION
UPnP UPnP Use this screen to enable UPnP on the NBG6616.
USB Media DLNA Use this screen to have the NBG6616 function as a DLNA-compliant media
Sharing server, that lets DLNA-compliant media clients play video, audio, and photo
content files stored on the connected USB storage device.
SAMBA Use this screen to enable file sharing through the NBG6616.
FTP Use this screen to have the NBG6616 act as a FTP server.
MAINTENANCE
General General Use this screen to view and change administrative settings such as system
and domain names.
Password Password Use this screen to change the password of your NBG6616.
Setup
Time Time Setting | Use this screen to change your NBG6616’s time and date.
Firmware Firmware Use this screen to upload firmware to your NBG6616.
Upgrade Upgrade
Backup/ Backup/ Use this screen to backup and restore the configuration or reset the factory
Restore Restore defaults to your NBG6616.
Restart System This screen allows you to reboot the NBG6616 without turning the power
Restart off.
Language Language This screen allows you to select the language you prefer.
Sys OP Mode | Sys OP Mode | This screen allows you to select whether your device acts as a router, or an

access point.
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Access Point Mode

7.1 Overview

Use your NBG6616 as an access point (AP) if you already have a router or gateway on your
network. In this mode your NBG6616 bridges a wired network (LAN) and wireless LAN (WLAN) in
the same subnet. See the figure below for an example.

Figure 32 Wireless Internet Access in Access Point Mode

Many screens that are available in Router Mode are not available in Access Point Mode, such as
bandwidth management and firewall.

7.2 What You Can Do

e Use the Status screen to view read-only information about your NBG6616 (Section 7.4 on page
51).

e Use the LAN screen to set the IP address for your NBG6616 acting as an access point (Section
7.5 on page 53).

7.3 What You Need to Know

See Chapter 8 on page 56 for a tutorial on setting up a network with the NBG6616 as an access
point.
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7.3.1 Setting your NBG6616 to AP Mode

1

2

Log into the Web Configurator if you haven’t already. See the Quick start Guide for instructions on
how to do this.

To use your NBG6616 as an access point, go to Maintenance > Sys OP Mode and select Access
Point Mode.

Figure 33 Changing to Access Point mode

Sys OP Mode

Configuration Mode

O Router Mode
® Access Point Mode

Note:

Router: In this mode, the device is supported to connect to internet via ADSLICable Modem. PCs in LAN
ports share the same IP to |SP through WAHN Port.

Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-
equipped computer can communicate with a wired network.

Note: You have to log in to the Web Configurator again when you change modes. As soon
as you do, your NBG6616 is already in Access Point mode.

When you select Access Point Mode, the following pop-up message window appears.
Figure 34 Pop up for Access Point mode

Message from webpage 5]

: - Ports are LAN (5 Ethernet LAN ports), WLARN
' - LAN DHCP server is disabled & unconfigurable
-LAMIP is 192,1658.1.2
- WaN IP is unreachable

Click OK. Then click Apply. The Web Configurator refreshes once the change to Access Point mode
is successful.

7.3.2 Accessing the Web Configurator in Access Point Mode

Log in to the Web Configurator in Access Point mode, do the following:

Connect your computer to the LAN port of the NBG6616.

The default IP address of the NBG6616 is "192.168.1.2". In this case, your computer must have an
IP address in the range between "192.168.1.3” and “"192.168.1.254",

Click Start = Run on your computer in Windows. Type “cmd” in the dialog box. Enter “ipconfig” to
show your computer’s IP address. If your computer’s IP address is not in the correct range then see
Appendix B on page 200 for information on changing your computer’s IP address.

After you've set your computer’s IP address, open a web browser such as Internet Explorer and
type "192.168.1.2" as the web address in your web browser.
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Note: After clicking Login, the Easy Mode appears. Refer to Section on page 31 for the
Easy Mode screens. Change to Expert Mode to see the screens described in the
sections following this.

7.3.3 Configuring your WLAN and Maintenance Settings

The configuration of wireless and maintenance settings in Access Point Mode is the same as for
Router Mode.

e See Chapter 11 on page 84 for information on the configuring your wireless network.
e See Chapter 25 on page 174 for information on configuring your Maintenance settings.

7.4 AP Mode Status Screen

Click to open the Status screen.

Figure 35 Status Screen: Access Point Mode
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- 551D IXELCCDODO0

- Channel: 144

- Security; WPAZ-PSK

Sumimany

Packet Statistics{Details. )

WLAN 2.4G Station Status(Details..)
WLAN 5G Station Status(Details.)
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The following table describes the labels shown in the Status screen.

Table 21 Status Screen: Access Point Mode

LABEL

DESCRIPTION

Device Information

Host Name

This is the System Name you enter in the Maintenance > General screen. It is for
identification purposes.

Model Number

This is the model name of your device.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

This is the device mode (Section 4.1.2 on page 30) to which the NBG6616 is set - AP Mode.

LAN Information

MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

IP Address This shows the LAN port’s IP address.
IP Subnet Mask This shows the LAN port’s subnet mask.
DHCP This shows the LAN port’s DHCP role - Client or None.

IPv6 Address

This shows the IPv6 address of the NBG6616 on the LAN.

WLAN 2.4G Information

WLAN OP Mode

This is the device mode (Section 4.1.2 on page 30) to which the NBG6616’s wireless LAN is
set - Access Point Mode.

MAC Address

This shows the 2.4GHz wireless adapter MAC Address of your device.

SSID This shows a descriptive name used to identify the NBG6616 in the 2.4GHz wireless LAN.
Channel This shows the channel number which you select manually.
Security This shows the level of wireless security the NBG6616 is using.

WLAN 5G Information

MAC Address

This shows the 5GHz wireless adapter MAC Address of your device.

SSID This shows a descriptive name used to identify the NBG6616 in the 5GHz wireless LAN.
Channel This shows the channel number which you select manually.
Security This shows the level of wireless security the NBG6616 is using.

Summary

Packet Statistics

Click Details... to go to the Monitor > Packet Statistics screen (Section 9.5 on page 71).
Use this screen to view port status and packet specific statistics.

WLAN 2.4G Station
Status

Click Details... to go to the Monitor > WLAN 2.4G Station Status screen (Section 9.6 on
page 72). Use this screen to view the wireless stations that are currently associated to the
NBG6616's 2.4GHz wireless LAN.

WLAN 5G Station Status

Click Details... to go to the Monitor > WLAN 5G Station Status screen (Section 9.6 on
page 72). Use this screen to view the wireless stations that are currently associated to the
NBG6616’s 5GHz wireless LAN.

System Status

Item

This column shows the type of data the NBG6616 is recording.

Data

This column shows the actual data recorded by the NBG6616.

System Up Time

This is the total time the NBG6616 has been on.

Current Date/Time

This field displays your NBG6616’s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG6616’s processing ability is currently used. When
this percentage is close to 100%, the NBG6616 is running at full load, and the throughput is
not going to improve anymore. If you want some applications to have more throughput, you
should turn off other applications (for example, using bandwidth management.)
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Table 21 Status Screen: Access Point Mode (continued)

LABEL DESCRIPTION
- Memory Usage This shows what percentage of the heap memory the NBG6616 is using.
Interface Status
Interface This displays the NBG6616 port types. The port types are: LAN and WLAN.
Status For the LAN ports, this field displays Down (line is down) or Up (line is up or connected).

For the 2.4GHz/5GHz WLAN, it displays Up when the 2.4GHz/5GHz WLAN is enabled or
Down when the 2.4G/5G WLAN is disabled.

Rate For the LAN ports, this displays the port speed and duplex setting or N/A when the line is
disconnected.

For the 2.4GHz/5GHz WLAN, it displays the maximum transmission rate when the 2.4GHz/
5GHz WLAN is enabled and N/A when the WLAN is disabled.

7.4.1 Navigation Panel

Use the menu in the navigation panel to configure NBG6616 features in Access Point Mode.

Figure 36 Menu: Access Point Mode

Monitor Configuration Maintenance

Refer to Table 20 on page 46 for descriptions of the labels shown in the navigation panel.

7.5 LAN Screen

Use this section to configure your LAN settings while in Access Point Mode.

Click Network = LAN to see the screen below.

Note: If you change the IP address of the NBG6616 in the screen below, you will need to
log into the NBG6616 again using the new IP address.
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Figure 37 Network > LAN > IP

IP Address

® Static IP Address
IP Address :

Subnet Mask

Gatewray |P address :

DNS Server
First DNS Server :

Second DMS Server:

Third DMS Server :

Ohtain an IF Address Automatically

IP | IP Alias | IPw6 LAN

192.168.1.2

265.265.255.0

Obtained From ISP ¥
Obtained From ISP ¥

Obtained From ISP ¥

| Apply | | Cancel |

The table below describes the labels in the screen.

Table 22 Network > LAN > IP

LABEL

DESCRIPTION

Obtain an IP Address
Automatically

When you enable this, the NBG6616 gets its IP address from the network’s DHCP
server (for example, your ISP). Users connected to the NBG6616 can now access
the network (i.e., the Internet if the IP address is given by the ISP).

The Web Configurator may no longer be accessible unless you know the IP address
assigned by the DHCP server to the NBG6616. You need to reset the NBG6616 to
be able to access the Web Configurator again (see Section 25.7 on page 179 for
details on how to reset the NBG6616).

Also when you select this, you cannot enter an IP address for your NBG6616 in the
field below.

Static IP Address

Click this if you want to specify the IP address of your NBG6616. Or if your ISP or
network administrator gave you a static IP address to access the network or the
Internet.

IP Address

Type the IP address in dotted decimal notation. The default setting is 192.168.1.2.
If you change the IP address you will have to log in again with the new IP address.

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
NBG6616 will automatically calculate the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the NBG6616.

Gateway IP Address

Enter a Gateway IP Address (if your ISP or network administrator gave you one)
in this field.

DNS Assignment
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Table 22 Network > LAN > IP (continued)

LABEL

DESCRIPTION

First DNS Server
Second DNS Server
Third DNS Server

Select Obtained From ISP if your ISP dynamically assigns DNS server information
(and the NBG6616's WAN IP address). The field to the right displays the (read-
only) DNS server IP address that the ISP assigns.

Select User-Defined if you have the IP address of a DNS server. Enter the DNS
server's IP address in the field to the right. If you chose User-Defined, but leave
the IP address set to 0.0.0.0, User-Defined changes to None after you click
Apply. If you set a second choice to User-Defined, and enter the same IP
address, the second User-Defined changes to None after you click Apply.

Select None if you do not want to configure DNS servers. If you do not configure a
DNS server, you must know the IP address of a computer in order to access it.

Apply

Click Apply to save your changes to the NBG6616.

Cancel

Click Cancel to reload the previous configuration for this screen.
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8.1 Overview

This chapter provides tutorials for setting up your NBG6616.

e Set Up a Wireless Network Using WPS
e Connect to Wireless Networks without WPS
e Using Multiple SSIDs on the NBG6616

8.2 Set Up a Wireless Network Using WPS

This section gives you an example of how to set up wireless network using WPS. This example uses
the NBG6616 as the AP and NWD210N as the wireless client which connects to a notebook.

Note: The wireless client must be a WPS-aware device (for example, a WPS USB adapter
or PCI card).

There are two WPS methods for creating a secure connection via the web configurator or utility.
This tutorial shows you how to do both.

¢ Push Button Configuration (PBC) - create a secure wireless network simply by pressing a
button. See Section 8.2.1 on page 56. This is the easier method.

e PIN Configuration - create a secure wireless network simply by entering a wireless client's PIN
(Personal Identification Number) in the NBG6616’s interface. See Section 8.2.2 on page 57. This
is the more secure method, since one device can authenticate the other.

8.2.1 Push Button Configuration (PBC)

Make sure that your NBG6616 is turned on. Make sure the WIFI button (at the back panel of the
NBG6616) is pushed in, and that the device is placed within range of your notebook.

Make sure that you have installed the wireless client (this example uses the NWD210N) driver and
utility in your notebook.

In the wireless client utility, find the WPS settings. Enable WPS and press the WPS button (Start or
WPS button)

Log into NBG6616’s Web Configurator and press the Push Button in the Configuration >
Network = Wireless LAN 2.4G = WPS Station screen.
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Note: Your NBG6616 has a WPS button located on its panel, as well as a WPS button in its

configuration utility. Both buttons have exactly the same function; you can use one
or the other.

Note: It doesn’t matter which button is pressed first. You must press the second button
within two minutes of pressing the first one.

The NBG6616 sends the proper configuration settings to the wireless client. This may take up to
two minutes. Then the wireless client is able to communicate with the NBG6616 securely.

The following figure shows you an example to set up wireless network and security by pressing a
button on both NBG6616 and wireless client (the NWD210N in this example).

Figure 38 Example WPS Process: PBC Method

Wireless Client Access Point

WITHIN 2 MINUTES

Y,

SECURITY INFO
‘-------ll---------

3 COMMUNICATION ff(
,L}é’}ji ﬁ *\\\‘\:

8.2.2 PIN Configuration

When you use the PIN configuration method, you need to use both NBG6616’s configuration
interface and the client’s utilities.

1 Launch your wireless client’s configuration utility. Go to the WPS settings and select the PIN method
to get a PIN number.

2 Enter the PIN number to the PIN field in the Configuration > Network > Wireless LAN 2.4G >
WPS Station screen on the NBG6616.
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3 Click Start buttons (or button next to the PIN field) on both the wireless client utility screen and the
NBG6616’s WPS Station screen within two minutes.

The NBG6616 authenticates the wireless client and sends the proper configuration settings to the
wireless client. This may take up to two minutes. Then the wireless client is able to communicate
with the NBG6616 securely.

The following figure shows you the example to set up wireless network and security on NBG6616
and wireless client (ex. NWD210N in this example) by using PIN method.

Figure 39 Example WPS Process: PIN Method

Wireless Client Access Point

le: IContinuous Access Mode =

¥

[ Manual Input |2532?519

kthe Push Button to add WPE stations to wireless netwark}

Input station's PIN number{ 25327519

Note: \

1. The Push Button Configuration requires pressing a bi
2. You may find the PIN number in the station's utility.

| B = Filter | Advanced | QoS | WPS | WPS
e: Continuous Access Made >

dd WPS stations to wireless network. | Push

Fied Setup) ber-|25327519 ([ stant ]
e
[ PIN T Manual Input 2532751 \

'onfiguration requires pressing a button on i
IN number in the station's ufility.

WITHIN 2 MINUTES

U,

8.3 Connect to Wireless Networks without WPS

This example shows you how to configure wireless security settings with the following parameters
on your NBG6616.

SSID SSID_Example3
Channel 6
Security WPA2-PSK

(Pre-Shared Key: ThisismyWPA-PSKpre-sharedkey)

Follow the steps below to configure the wireless settings on your NBG6616.
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The instructions require that your hardware is connected (see the Quick Start Guide) and you are
logged into the Web Configurator through your LAN connection (see Section 2.2 on page 17).

Make sure the WIFI switch (at the back panel of the NBG6616) is set to ON.

Open the Configuration > Network > Wireless LAN 2.4G > General screen in the AP’s Web
Configurator.

Confirm that the wireless LAN is enabled on the NBG6616.

Enter SSID_Example3 as the SSID and select Channel-06 as the channel. Set security mode to
WPA2-PSK and enter ThisismyWPA-PSKpre-sharedkey in the Pre-Shared Key field. Click

Apply.

General | More AP | MAC Filter | Advanced | QoS | WPS | WPS Station Scheduling_

Wireless Setup

Wireless LAN :
Mame (SSID):

® Enable O Disable
|551D_Example3 |

[ Hide 551D

( Channel Selection :

[Channel-6 2437MHz || 1 Auto Channel Selection )

Operating Channel :

Channel-

Channel Width : | |
802.11 Mode : ;_802.1‘1bgn.i1

Security
Security Made [wPAz-PSK [v]

WPA-PSK Compatible

Pre-Shared Key EThisismy‘.“.l'F'A—PSKpre-sharedbi

Group Key Update Timer '3500_| secoends

| | Note: No Security and WPA2-PSK can be configured when WPS enabled.

l Apply ] I Cancel ‘
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5 Open the Status screen. Verify your wireless and wireless security settings under Device
Information and check if the WLAN connection is up under Interface Status.

ZyXEL necssis
p Status [ Refresh Interval Refresh Mow

Device Information System Status
ftermn Data Item Data
Host Mame: MBGEGTE Systerm Up Time: Oday Ohr19min 45sec
Maodel Mumber: MBGEETG Current DatefTime: 2014-03-24/03:15:41
Firmware Version: WL O0RARC.0) Systerm Resource:
Sys OF Mode: ROUTER Mode - CPU Usage:
WWAN Information - Memaoary Usage:
- MAC Address 00AABR.CC:DDN3
- IP Address:
- IP Subnet Mask:
- Default Gateway: Interface
- IPv6 Address:

Interface Status

LAM Information:

- MAC Address 00AABR.CC:DD:N2

- IP Address: 192.168.1.1

- IP Subnet Mask: 265.255.255.0
Server WWLAM 2.4G

WLAN 2.4G Information:

- WWLAN OF Mode: Access Point Mode

- MAC Address 00AABBCC:DD:00

- 851D S5I0_Example2

- Channel: G

- Secufity: WPA-PSK | WPAZ-PSK

WLAM 5G Information

- MAC Address 00AABR.CC:DD:M
- 5510 IyfELCCDDOD

- Channel 148

- Secutity, WPAZ-PER
Firewall Enahle

SuMmmary

Packet Statistics(Details. )

WLAN 2.4G Station Status(Details. )
WLAMN 5G Station StatusiDetails )

8.3.1 Configure Your Notebook

Note: In this example, we use the ZyXEL NWD6505 wireless adapter as the wireless
client and use the Windows built-in utility (Windows Zero Configuration (WZC)) to
connect to the wireless netwok.

1 The NBG6616 supports IEEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n and IEEE
802.11ac wireless clients. Make sure that your notebook or computer’s wireless adapter supports
one of these standards.

2 Wireless adapters come with software sometimes called a “utility” that you install on your
computer. See your wireless adapter’s User’s Guide for information on how to do that.
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3 After you've installed the driver and attached the NWD6505 to your computer’s USB port, right-
click the Wireless Network Connection icon in your computer’s system tray, select and click
View Available Wireless Networks.

CIEEE s < BB % W 1445

4 The Wireless Network Connection screen displays. Click Refresh network list to view the
available wireless APs within range.

5 Select SSID_Example3 and click Connect.

57 whireless Hetwork Connection 3

Nk Choose a wireless network
IC ﬁ Refrash network |i5t) Click an item in the list below to connect to a wireless network in range or to get more
information,
<3 Setup a wireless netwark (( }) SYD-FT-5G L)
for a home or small office i
R | S securitv-enabled wirelecs petworl (WpaZY !
| Related Tasks .'II' ((i)) SSID_Example3
‘ij Learn about wirelgss 'IF_-I;J. Securltyerrahled wireless netwnrk MPAE:I '.I!!
networking Ta connect ko this network, click Connect. You might need to enter
¢ Change the order of Sociprelintcrmation,
preferred networks

"3}9 Change advanced

sethings i

((i}) s5id2 .
Unsecured wireless network Il!!!

(« i}) PB30
't Security-enabled wireless network (wPAZ) Il!!u
ZYXEL_BOD3

(D) =
‘g2 Y]

Coames)

6 Type the security key in the following screen. Click Connect.

Wireless Hetwork Connection

=

The network, '33I0_Examples’ requires a network key {also called 2 WEP ke or WPA key),
A network key helps prevent unknown inkruders From connecting b this netwark.,

Type the key, and then dlick Connect,

Metwork key: |oooooooooooooooooooooooooooo |
Confirm network key: |oooooooooooooooooooooooooooo| |
Conneck ] [ Cancel ]
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7 Check the status of your wireless connection in the screen below.

1559 wireless Network Connection 3

TR Choose a wireless network

g. Refresh network list Click an item in the lisk below to connect ko a wireless netwark in range or ko get more
information.
-
<2 Set up a wireless netwark ({e))] SSID_Example3 Connected i}? s/
for a home or small office ﬁ
. i Security-enabled wireless nebwork (WPAZ) II!HH 3
| Related Tasks (¢ ﬁ” ZyXELCCDDOD Manual ¢
,j,) Learn about wireless i Security-enabled wireless nebwork (WPAZ) II!HH
nietworking ((qy) Unizys_wLAN
i‘? Change the order of ﬁ H
preferred netviorks i Security-enabled wireless nebwork (WPAZ) I.!H
"'%&- Change advanced [{({e})] U228 BUEST,
sethings
i Security-enabled wireless nebwork (WPAZ) II!HH
ZyXEL
({ﬁ)) z
Unsecured wireless network, II!HH
ZyXEL_UXD
({ﬁ)) i
i Security-enabled wireless nebwork (WPAZ) II!HH |v|
Zonneck

8 If the wireless client keeps trying to connect to or acquiring an IP address from the NBG6616, make
sure you entered the correct security key.

If the connection has limited or no connectivity, make sure the DHCP server is enabled on the
NBG6616.

If your connection is successful, open your Internet browser and enter http://www.zyxel.com or the
URL of any other web site in the address bar. If you are able to access the web site, your wireless
connection is successfully configured.

8.4 Using Multiple SSIDs on the NBG6616

You can configure more than one SSID on a NBG6616. See Section 11.4 on page 97.

This allows you to configure multiple independent wireless networks on the NBG6616 as if there
were multiple APs (virtual APs). Each virtual AP has its own SSID, wireless security type and MAC
filtering settings. That is, each SSID on the NBG6616 represents a different access point/wireless
network to wireless clients in the network.

Clients can associate only with the SSIDs for which they have the correct security settings. Clients
using different SSIDs can access the Internet and the wired network behind the NBG6616 (such as
a printer).
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For example, you may set up three wireless networks (A, B and C) in your office. A is for workers,
B is for guests and C is specific to a VoIP device in the meeting room.

8.4.1 Configuring Security Settings of Multiple SSIDs

The NBG6616 is in router mode by default.

This example shows you how to configure the SSIDs with the following parameters on your
NBG6616 (in router mode).

SSID SECURITY TYPE KEY MAC FILTERING
SSID_Worker WPA2-PSK DoNotStealMyWirelessNetwork Disable

WPA Compatible

SSID_VoIP WPA-PSK VoIPOnly12345678 Allow
00:A0:C5:01:23:45
SSID_Guest WPA-PSK keyexamplel123 Disable

1 Connect your computer to the LAN port of the NBG6616 using an Ethernet cable.

2 The default IP address of the NBG6616 in router mode is "192.168.1.1". In this case, your
computer must have an IP address in the range between "192.168.1.2” and “192.168.1.254".

3 Click Start > Run on your computer in Windows. Type “cmd” in the dialog box. Enter “ipconfig” to
show your computer’s IP address. If your computer’s IP address is not in the correct range then see
Appendix B on page 200 for information on changing your computer’s IP address.

4 After you've set your computer’s IP address, open a web browser such as Internet Explorer and
type “http://192.168.1.1" as the web address in your web browser.

5 Enter “1234” (default) as the password and click Login.
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6 Type a new password and retype it to confirm, then click Apply. Otherwise, click Ignore.

7 The Easy Mode appears. Click Expert Mode in the navigation panel.

8 Go to Configuration > Network > Wireless LAN 2.4G > More AP. Click the Edit icon of the first
entry to configure wireless and security settings for SSID_Worker.

More AP Setup
# Status

SSiD
ZyXEL_SSID1
ZyXEL_SSID2
ZyXEL_SSID3

Security
Mo Security
Mo Security
Mo Security

General | More AP | MACFilter | Advanced | QoS | WPS | WPS Station | Scheduling _

9 Configure the screen as follows. In this example, you enable Intra-BSS Traffic for SSID_Worker
to allow wireless clients in the same wireless network to communicate with each other. Click Apply.

VWireless Setup

Active
Name (S3ID):

[ Hide 551D
Intra-BSS Traffic
WM QoS

Security

Security Mode ;

WFPA-PSK Compatible
Pre-Shared Key

Group Key Update Timer

SSID_Worker

!.DoNotSteall'-p'ly".".firelessNehwrbE

EHSEDU | seconds

| No Security and WPA2-PSK can be configured when WPS enabled.

[ 4pply |

I Cancel ‘

10 Click the Edit icon of the second entry to configure wireless and security settings for SSID_VolIP.

More AP Setup
# Status
1
2
3

]

SSID
33ID_Worker
Zy{EL_SSID2
ZyXEL_SSID3

Security
WPAZ-PSK
Mo Security
Mo Security

General T More AP | MAC Filter | Advanced | QoS | WPS | WPS Station | Scheduling _
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11 Configure the screen as follows. You do not enable Intra-BSS Traffic for SSID_VolP. Click Apply.

VWireless Setup
Active :
Name (SSID): SSID_volP
[IHide ssID
[intra-BSS Traffic

WM QoS
Security
Security Mode :7ﬂ.rPA-F'_SK_ v
Pre-Shared Key [ValPOniy12345678 f
Group Key Update Timer EIQEDU .:seconds
|| No Security and WPAZ2-PSK can be configured when WPS enabled.

l Apply J I Cancel |

12 Click the Edit icon of the third entry to configure wireless and security settings for SSID_Guest.

General | More AP | MAC Filter | Advanced | QoS | WPS | WPS Station | Scheduling _

More AP Setup
# Status SSID Security Edit
1 b4 SSID_Warker WPAZ-PSK ril
2 Y S3ID_VolP WPA-PSK o

3 ZyXEL_S5ID3 Mo Security

13 Configure the screen as follows. In this example, you enable Intra-BSS Traffic for SSID_Guest to
allow wireless clients in the same wireless network to communicate with each other. Select Enable
Guest WLAN to allow clients to access the Internet only. Click Apply.
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Wireless Setup

Active :
Name (3SID)- [s51D_Guest
[ Hide 551D
Intra-BSS Traffic
WM QoS
( Enable Guest WLAN )
IP Address : [192.188.2.1
IP Subnet Mask : 255 . 255955 [0

[ Enable Bandwidth Management for Guest WLAN

Maximum Bandwidth 1256 _:(kbps}
Security
Security Mode : [WPA-PSK v
Fre-Shared Key I-I-.(.eyexamp-lé.‘I 23
Group Key Update Timer ISBDD Eseconds

| No Security and WPA2-PSK can be configured when WPS enabled.

I Apply | I Cancel |

14 Click the MAC Filter tab to configure MAC filtering for the SSID_VolP wireless network. Select
SSID_VolP from the SSID Select drop-down list, enable MAC address filtering and set the Filter
Action to Allow. Enter the VoIP device’s MAC address in the Mac Address field and click Apply to
allow only the VoIP device to associate with the NBG6616 using this SSID.
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General | More AP | MACFilter | Advanced | QoS | WPS | WPS Station | Scheduiing —

51D Select:

SSID_VolP [

MAC Address Filter : ® Enable O Disable

ilter Action : ® allow O Deny
MAC Filter Summary
set MAC Address set MAC Address
(€ D0:AQ:C5:01:23:45 17 [00:00:00:00:00:00 |
2 00:00:00:00:00-00 18 00:00:00:00:00:00
3 00:00:08:38:00:38 2 00 00:-00:35:05:8
7 (00:00:00:00:00:00 | 23 00:00:00:00:00:00
8 00:00:00:00:00:00 24 00:00:00:00:00:00
9 00:00:00:00:00:00 25 00:00:00:00:00:00
10 00:00:00:00:00:00 26 00:00:00:00:00:00
1 00:00:00:00:00:00 27 00:00:00:00:00:00
12 00:00:00:00:00:00 28 00:00:00:00:00:00

(Leee )

Cancel
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Monitor

9.1 Overview

This chapter discusses read-only information related to the device state of the NBG6616.

To access the Monitor screens, go to Expert Mode after login, then click g

Monitor
-+ Log

+ DHCP Table

+ PacketS ics

WLAN 2. on Status
WLAM 5G Station Status

You can also click the links in the Summary table of the Status screen to view the packets sent/
received as well as the status of clients connected to the NBG6616.

9.2 What You Can Do

¢ Use the Log screen to see the logs for the activity on the NBG6616 (Section 9.3 on page 69).

e Use the DHCP Table screen to view information related to your DHCP status (Section 9.4 on
page 70).

¢ use the Packet Statistics screen to view port status, packet specific statistics, the "system up
time" and so on (Section 9.5 on page 71).

e Use the WLAN 2.4G/5G Station Status screen to view the wireless stations that are currently
associated to the NBG6616 (Section 9.6 on page 72).

9.3 The Log Screen

The Web Configurator allows you to look at all of the NBG6616's logs in one location.

9.3.1 View Log

Use the View Log screen to see the logged messages for the NBG6616. The log wraps around and
deletes the old entries after it fills. Select what logs you want to see from the Display drop list. The
log choices depend on your settings in the Log Setting screen. Click Refresh to renew the log
screen. Click Clear Log to delete all the logs.
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Figure 40 View Log

Display : | All Logs [l | Refresn || clearLog |
Summary

1 MNov 18 07:46:29 user.info root Bootfinished!

2 Moy 18 07:46:29 user.info root Start zybootend

3 Mov1807:46:29 userinforoot Startwan_status_monitor

4 MNov1807:48:29 userinforoot Star sysstat

5  Mov1807:46:29 userinforoot Start sysctl

6 Mov1807:46:29 userinfo root Startigmpproxy

7 MNov1807:46:29 userinfo root Gateway6 client cannot start.
8 Maov 18 07:46:29 userinfo root You haven&apos:t edited your configuration file. Gateway6 is disabled.
9 Mov 18 07:46:29 user.info root Start gwéc

0 Mov1807:46:29 userinforoot Start dina

11 MWov 18 07:46:29 userinfo root Start app-agent

12 Mov1807:46:29 userinfo root Start sysntpd

13 MNov 18 07:45:28 userinforoot Startqo

= S e g

s

You can configure which logs to display in the View Log screen. Go to the Log Setting screen and
select the logs you wish to display. Click Apply to save your settings. Click Cancel to start the
screen afresh.

Figure 41 Log Settings

oo T Lo T

Active Log and Alert
Log

System Errors
On-line Firmware upgrade
Access Control

[ Aoply | [ cancel |

9.4 DHCP Table

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to
obtain TCP/IP configuration at start-up from a server. You can configure the NBG6616’s LAN as a
DHCP server or disable it. When configured as a server, the NBG6616 provides the TCP/IP
configuration for the clients. If DHCP service is disabled, you must have another DHCP server on
that network, or else the computer must be manually configured.

Click Monitor > DHCP Table or Configuration > Network > DHCP Server > Client List. Read-
only information here relates to your DHCP status. The DHCP table shows current DHCP client
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information (including MAC Address, and IP Address) of all network clients using the NBG6616’s
DHCP server.

Figure 42 Monitor > DHCP Table

DHCP Table
# Status Host Name IP Address MAC Address Reserve
1 ¥ twpc 192.168.1.46 00:21:85:0c:44:4h L

[Lapply | [ cancet |

The following table describes the labels in this screen.

Table 23 Monitor > DHCP Table

LABEL DESCRIPTION

# This is the index number of the host computer.

Status This field displays whether the connection to the host computer is up (a yellow bulb) or
down (a gray bulb).

Host Name This field displays the computer host name.

IP Address This field displays the IP address relative to the # field listed above.

MAC Address This field shows the MAC address of the computer with the name in the Host Name field.

Every Ethernet device has a unique MAC (Media Access Control) address which uniquely
identifies a device. The MAC address is assigned at the factory and consists of six pairs of
hexadecimal characters, for example, 00:A0:C5:00:00:02.

Reserve Select this if you want to reserve the IP address for this specific MAC address.
Apply Click Apply to save your changes back to the NBG6616.
Cancel Click Cancel to reload the previous configuration for this screen.

9.5 Packet Statistics

Click Monitor > Packet Statistics or the Packet Statistics (Details...) hyperlink in the Status
screen. Read-only information here includes port status, packet specific statistics and the "system
up time". The Poll Interval(s) field is configurable and is used for refreshing the screen.
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Figure 43 Monitor > Packet Statistics

Packet Statistics
Port
WAN
LAN
WLAN 2.4G
WLAN 56

System Up Time : 2: 58: 56
Poll Interval(s) : | None

Packet Statistics

Status TxPkts RxPkts Collisions Tx Bis Rx Bis Up Time
Down 3565 0 0 138 0 2.58.56
Down 23991 0 0 596 0 2.58.56
300M 4672 4126 0 237 90 2:58:56
450M 45789 55346 0 5 B 2:58: 56

] [ setmterval | [ Stop |

The following table describes the labels in this screen.

Table 24 Monitor > Packet Statistics

LABEL DESCRIPTION

Port This is the NBG6616’s interface type.

Status For the LAN ports, this displays the port speed and duplex setting or Down when the
line is disconnected.
For the WAN port, it displays the port speed and duplex setting if you're using Ethernet
encapsulation and Idle (line (ppp) idle), Dial (starting to trigger a call) and Drop
(dropping a call) if you're using PPPoE encapsulation. This field displays Down when
the line is disconnected.
For the 2.4GHz or 5GHz WLAN, it displays the maximum transmission rate when the
WLAN is enabled and Down when the WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Collisions This is the number of collisions on this port.

Tx B/s This displays the transmission speed in bytes per second on this port.

Rx B/s This displays the reception speed in bytes per second on this port.

Up Time This is the total time the NBG6616 has been for each session.

System Up Time

This is the total time the NBG6616 has been on.

Poll Interval(s)

Enter the time interval in seconds for refreshing statistics in this field.

Set Interval

Click this button to apply the new poll interval you entered in the Poll Interval(s)
field.

Stop

Click Stop to stop refreshing statistics.

9.6 WLAN Station Status

Click Monitor > WLAN 2.4G/5G Station Status or the WLAN 2.4G/5G Station Status
(Details...) hyperlink in the Status screen. View the wireless stations that are currently associated
to the NBG6616’s 2.4GHz or 5GHz wireless network in the Association List. Association means
that a wireless client (for example, your network or computer with a wireless network card) has
connected successfully to the AP (or wireless router) using the same SSID, channel and security

settings.
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Figure 44 Monitor > WLAN Station Status

Association List

Association List

Association List
# WMAC Address Association Time
1 00:22:FB:65:9AF4 (03:39:07 1970/01/01

The following table describes the labels in this screen.

Table 25 Monitor > WLAN Station Status

LABEL DESCRIPTION

# This is the index number of an associated wireless station.

MAC Address This field displays the MAC address of an associated wireless station.

Association Time This field displays the time a wireless station first associated with the NBG6616’s WLAN.
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10.1 Overview

This chapter discusses the NBG6616’s WAN screens. Use these screens to configure your NBG6616
for Internet access.

A WAN (Wide Area Network) connection is an outside connection to another network or the
Internet. It connects your private networks such as a LAN (Local Area Network) and other
networks, so that a computer in one location can communicate with computers in other locations.

Figure 45 LAN and WAN

10.2 What You Can Do

e Use the Internet Connection screen to enter your ISP information and set how the computer
acquires its IP, DNS and WAN MAC addresses (Section 10.4 on page 76).

¢ Use the Advanced screen to enable multicasting, configure Windows networking and bridge
(Section 10.5 on page 82).

10.3 What You Need To Know

The information in this section can help you configure the screens for your WAN connection, as well
as enable/disable some advanced features of your NBG6616.
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10.3.1 Configuring Your Internet Connection

Encapsulation Method

Encapsulation is used to include data from an upper layer protocol into a lower layer protocol. To set
up a WAN connection to the Internet, you need to use the same encapsulation method used by your
ISP (Internet Service Provider). If your ISP offers a dial-up Internet connection using PPPoE (PPP
over Ethernet) or PPTP (Point-to-Point Tunneling Protocol), they should also provide a username
and password (and service name) for user authentication.

WAN IP Address

The WAN IP address is an IP address for the NBG6616, which makes it accessible from an outside
network. It is used by the NBG6616 to communicate with other devices in other networks. It can be
static (fixed) or dynamically assigned by the ISP each time the NBG6616 tries to access the
Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and
DNS server IP address(es) (and a gateway IP address if you use the Ethernet or ENET ENCAP
encapsulation method).

DNS Server Address Assignment

Use Domain Name System (DNS) to map a domain name to its corresponding IP address and vice
versa, for instance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely
important because without it, you must know the IP address of a computer before you can access
it.

The NBG6616 can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you
sign up. If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

2 If your ISP dynamically assigns the DNS server IP addresses (along with the NBG6616's WAN IP
address), set the DNS server fields to get the DNS server address from the ISP.

WAN MAC Address

The MAC address screen allows users to configure the WAN port's MAC address by either using the
factory default or cloning the MAC address from a computer on your LAN. Choose Factory Default
to select the factory assigned default MAC Address.

Otherwise, click Clone the computer's MAC address - IP Address and enter the IP address of
the computer on the LAN whose MAC you are cloning. Once it is successfully configured, the
address will be copied to configuration file. It is recommended that you clone the MAC address prior
to hooking up the WAN Port.
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Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1 recipient)
or Broadcast (1 sender - everybody on the network). Multicast delivers IP packets to a group of
hosts on the network - not everybody and not just 1.

Figure 46 Multicast Example

=

—
—
—1
=
e,

Server

In the multicast example above, systems A and D comprise one multicast group. In multicasting,
the server only needs to send one data stream and this is delivered to systems A and D.

IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish membership
in a multicast group - it is not used to carry user data. The NBG6616 supports both IGMP version 1
(1IGMP-v1) and IGMP version 2 (IGMP-v2).

At start up, the NBG6616 queries all directly connected networks to gather group membership.
After that, the NBG6616 periodically updates this information. IP multicasting can be enabled/

disabled on the NBG6616 WAN interface in the Web Configurator (WAN). Select None to disable IP
multicasting on these interfaces.

10.4 Internet Connection

Use this screen to change your NBG6616’s Internet access settings. Click Network > WAN from
the Configuration menu. The screen differs according to the encapsulation you choose.

10.4.1 IPoE Encapsulation

This screen displays when you select 1PoE encapsulation.
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Figure 47 Network > WAN > Internet Connection: IPoE Encapsulation (IPv4 Only)

Internet Connection | Advanced

ISP Parameters for Internet Access

Encapsulation

IPyd J1Pwéi

IP Address

® Ohtain an IP Address Automatically
Static IP Address
IP Address

Subnet Mask
Gateway IP address

MTU Size :

6RD
¥ Enable BRD
Automatically configured by DHCPC

* Manaually Configured
Border Relay IPvd Address:

Senice Pravider IPvE Prefix

IPoE

Ld

IPvd4 Only ¥

1500

IPv4 mask length:

DNS Server
First DMS Server :

Second DME Server :

Third DHE Semver :

WAN MAC Address
Factory default

& SetWAN MAC Address

Serice Provider IPvE Frefix length: 92 2G4

Clone the camputer's MAC address - IP Address

1} 0~32

Ohbtained From ISP ¥
Ohbtained From ISP ¥

Ohbtained From ISP ¥

Apply Cahcel

The following table describes the labels in this screen.

Table 26 Network >

WAN > Internet Connection: IPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameters for Internet Access

Encapsulation

You must choose the IPoE option when the WAN port is used as a regular Ethernet.

IPv4 / IPV6 Select 1Pv4 Only if you want the NBG6616 to run IPv4 only.
Select Dual Stack to allow the NBG6616 to run IPv4 and IPv6 at the same time.
Select 1Pv6 Only if you want the NBG6616 to run IPv6 only.

IP Address
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Table 26 Network > WAN > Internet Connection: IPoE Encapsulation (continued)

Automatically

LABEL DESCRIPTION
Obtain an IP Select this option If your ISP did not assign you a fixed IP address. This is the default
Address selection.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter your WAN IP address in this field if you selected Static 1P Address.

Subnet Mask

Enter the Subnet Mask in this field.

Gateway IP Enter a Gateway IP Address (if your ISP gave you one) in this field.
Address
MTU Size Enter the MTU (Maximum Transmission Unit) size for each packet. If a larger packet
arrives, the NBG6616 divides it into smaller fragments.
6RD

Use IPv6 Rapid Deployment (6rd) when the local network uses IPv6 and the ISP has an IPv4 network. When
the NBG6616 has an IPv4 WAN address and you set IPv6/IPv4 mode to IPv4 Only, you can enable 6rd to
encapsulate IPv6 packets in IPv4 packets to cross the ISP’s IPv4 network.

The NBG6616 generates a global IPv6 prefix from its IPv4 WAN address and tunnels IPv6 traffic to the ISP’s
Border Relay router to connect to the native IPv6 Internet. The local network can also use IPv4 services. The
NBG6616 uses its configured IPv4 WAN IP to route IPv4 traffic to the IPv4 Internet.

This is available only when you select 1IPv4 Only in the IPv6/1Pv4 field.

Enable 6RD

Enable IPv6 rapid deployment to tunnel IPv6 traffic from the local network through the
ISP’s IPv4 network.

Automatically
configured by
DHCPC

Select this to have the NBG6616 detect the relay server’s IP address automatically
through DHCP.

Manually Configured

Select this if you have the IPv4 address of the relay server.

Border Relay IPv4
Address

Specify the relay server’s IPv4 address.

Service Provider
IPv6 Prefix

Enter an IPv6 prefix for tunneling IPv6 traffic to the ISP’s Border Relay router and
connecting to the native IPv6 Internet.

Service Provider
IPv6 Prefix length

Enter the IPv6 prefix length.

An IPv6 prefix length specifies how many most significant bits (starting from the left) in
the address compose the network address.

IPv4 mask length

Enter the subnet mask number (1~32) for the IPv4 network.

DNS Server

First DNS Server
Second DNS Server
Third DNS Server

Select Obtained From ISP if your ISP dynamically assigns DNS server information
(and the NBG6616's WAN IP address). The field to the right displays the (read-only)
DNS server IP address that the ISP assigns.

Select User-Defined if you have the IP address of a DNS server. Enter the DNS
server's IP address in the field to the right.

Select None if you do not want to configure DNS servers. If you do not configure a DNS
server, you must know the IP address of a computer in order to access it.

WAN MAC Address

The MAC address section allows users to configure the WAN port's MAC address by
either using the NBG6616’s MAC address, copying the MAC address from a computer on
your LAN or manually entering a MAC address.

Factory default

Select Factory default to use the factory assigned default MAC Address.

Clone the
computer’s MAC
address - IP
Address

Select Clone the computer's MAC address - IP Address and enter the IP address of
the computer on the LAN whose MAC you are cloning.
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Table 26 Network > WAN > Internet Connection: IPoE Encapsulation (continued)

LABEL DESCRIPTION
Set WAN MAC Select this option and enter the MAC address you want to use.
Address

IPv6 Address

This is not available when you select 1Pv4 Only in the IPv6/1Pv4 field.

Obtain an IP
Address
Automatically

Select this if you want to obtain an IPv6 address from a DHCPv6 server.

Static IP Address

Select this if you have a fixed IPv6 address assigned by your ISP.

IPv6 Address

Enter the IPv6 address assigned by your ISP.

Prefix length

Enter the address prefix length to specify how many most significant bits in an IPv6
address compose the network address.

IPv6 Default
Gateway

Enter the IP address of the next-hop gateway. The gateway is a router or switch on the
same segment as your NBG6616's interface(s). The gateway helps forward packets to
their destinations.

IPv6 DNS server

This is not available when you select 1Pv4 Only in the IPv6/1Pv4 field.

Obtain IPv6 DNS
info Automatically

Select this to have the NBG6616 get the IPv6 DNS server addresses from the ISP
automatically.

Use the following
Static DNS IPv6

Select this to have the NBG6616 use the IPv6 DNS server addresses you configure
manually.

Address

IPv6 DNS Server Enter the IPv6 DNS server address assigned by the ISP.
Apply Click Apply to save your changes back to the NBG6616.
Cancel Click Cancel to begin configuring this screen afresh.

10.4.2 PPPoE Encapsulation

The NBG6616 supports PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF standard
(RFC 2516) specifying how a personal computer (PC) interacts with a broadband modem (DSL,
cable, wireless, etc.) connection. The PPP over Ethernet option is for a dial-up connection using

PPPoE.

For the service provider, PPPoE offers an access and authentication method that works with existing
access control systems (for example Radius).

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a
function known as dynamic service selection. This enables the service provider to easily create and
offer new IP services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no
specific configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the NBG6616 (rather than individual computers), the computers
on the LAN do not need PPPoE software installed, since the NBG6616 does that part of the task.
Furthermore, with NAT, all of the LANs’ computers will have access.
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This screen displays when you select PPPoE encapsulation.

Figure 48 Network > WAN > Internet Connection: PPPoE Encapsulation (IPv4 Only)

ISP Parameters for Internet Access

Encapsulation

IPwd ¥ IPwE -

PPP Information

FPF Userhame :

FPP Passward
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WAHN IP Address Assignment
* Getautomatically from ISP
Lse Fixed IP Address
Ity AN IP Addregs :

6RD
¥| Enahle 6RD

' Manaually Configured
Border Relay IPvd Address:

Service Pravider IPvE Prefix
Service Provider IPvE Prefix length:

IPwd mask length:

DNS Server
First DMS Server:

Second DMS Server:

Third DMS Server :

WAH MAC Address
Factory default

FFPOE ¥
IPvs Only ¥
1454

L

300

32| 32-84
0 0~32

Obtained From ISP ¥
Obtained From ISP ¥

Obtained From ISP ¥

Clone the computer's MAC address - IP Address

® SetWAk MAC Address

Apply Cancel
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The following table describes the labels in this screen.

Table 27 Network > WAN > Internet Connection: PPPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameters for Internet Access

Encapsulation

Select PPPoE if you connect to your Internet via dial-up.

IPv4 / IPV6

Select 1Pv4 Only if you want the NBG6616 to run IPv4 only.
Select Dual Stack to allow the NBG6616 to run IPv4 and IPv6 at the same time.
Select 1Pv6 Only if you want the NBG6616 to run IPv6 only.

PPP Information

PPP Username

Type the user name given to you by your ISP.

PPP Password

Type the password associated with the user name above.

MTU Size

Enter the Maximum Transmission Unit (MTU) or the largest packet size per frame that
your NBG6616 can receive and process.

PPP Auto Connect

Select this option if you do not want the connection to time out.

Idle Timeout
(second)

This value specifies the time in minutes that elapses before the router automatically
disconnects from the PPPOE server.

PPPoOE Service
Name

Enter the PPPoE service name specified in the ISP account.

WAN IP Addre