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About this guide
This guide explains how to install, configure, and operate the MSM313/MSM323 Integrated Service 
Access Points.

Products covered
This guide covers the following products:

• MSM313, MSM313-R

• MSM323, MSM323-R

Important terms
The following terms are used in this guide. 

MSM313 MSM323 MSM313-R
MSM323-R

Term Description

AP Refers only to HP MSM Access Points: MSM335, MSM310, 
MSM310-R, MSM320, and MSM320-R.

service controller Refers to the HP MSM Integrated Services Access Points, 
comprised of the MSM313, MSM313-R, MSM323, and 
MSM323-R.

local mesh In previous versions of the management tool and all former 
documentation, “local mesh” was known as “DWDS” (dynamic 
wireless distribution system).
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Conventions
Management tool 
This guide uses specific syntax when directing you to interact with the management tool user 
interface. Refer to this image for identification of key user-interface elements and then the table 
below showing example instructions:

Commands and program listings
Monospaced text identifies commands, and program listings as follows: 

Example directions in this guide What to do in the user interface

Select Security > Radius Profiles. On the main menu select Security and then select 
RADIUS profiles on the sub-menu. 

For Password specify secret22. In the field Password enter the text secret22 exactly as 
shown.

Example Description

use-access-list Command name. Specify it as shown.

ip_address Items in italics are parameters for which you must supply a 
value. 

ssl-certificate=URL [%s] Items enclosed in square brackets are optional. You can 
either include them or not. Do not include the brackets. In this 
example you can either include the “%s” or omit it.

[ONE | TWO] Items separated by a vertical line indicate a choice. Specify 
only one of the items. Do not include the vertical line.

Main menu
Sub-menu
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Warnings and Cautions
WARNING: Warnings must be heeded to avoid death or physical injury and to avoid 

hardware damage.

Caution: Cautions must be heeded to avoid loss of data or configuration 
information and to avoid improperly-configured networks.

Common deployments
This section presents a few common installations. Refer to the HP MSM313/MSM323 Deployment 
Guide for a complete instructions for a creating a wide range of installations.

Public access deployment
In this scenario, a service controller is installed to provide a wireless network with access to the 
Internet. The service controller is connected to the Internet by way of a broadband modem, and the 
Internet connection is protected by the service controller’s firewall and NAT features (which are 
enabled by default).

 

User authentication is handled locally by the service controller.

The default public access interface resident on the service controller is used to control user logins 
and manage their sessions. 

Service
controller

Wireless hotspot users

modem
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Multiple hotspots with AAA server
This scenario illustrates how hotspots can be created in different locations using a central RADIUS 
server to handle user authentication and accounting. The service controller’s VPN client software is 
used to establish a secure tunnel to the network operations center for the exchange of 
management traffic. 

Enterprise deployment
In an enterprise deployment, as shown below, the service controller can be used to provide 
wireless access to users of a corporate network as well as guests. In this scenario, two virtual 
service communities (VSCs) are created to support different types of users. 

• VSC #1 is used by guests. It provides a low-priority traffic to specific resources on the 
corporate network.

• VSC #2 is used by employees. It provides access to all corporate resources at normal priority.

• Wired employees gain access via the service controller’s LAN port.

Network Operations Center

VPN tunnels

Site #1 Site #3Site #2

Service
Controller

WLAN WLAN WLAN

RADIUS server
VPN server

Service
Controller

Service
Controller
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All user authentication is handled by the corporate RADIUS server.

 

Contacting support
The HP Web site, www.hp.com/networking/support provides up-to-date support information.

Additionally, your HP-authorized network reseller can provide you with assistance, both with 
services that they offer and with services offered by HP.

Online documentation
The latest documentation is available on the HP Support Web page at:
www.hp.com/networking/support.

Service
controller

LAN A
LAN port

In
te

rn
et

 p
or

t

Wired employees

RADIUS server

Corporate
Network

VSC #1
SSID=Guest
QoS=Low priority

VSC #3
SSID=Employee
QoS=Normal priority
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Working with VSCs
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Key concepts
A VSC (virtual service community) is a collection of configuration settings that define key operating 
characteristics of the service controller. In most cases, a VSC is used to define the characteristics 
of a wireless network. 

T I P The HP MSM313/MSM323 Deployment Guide provides numerous detailed examples on VSC 
configuration when using the service controller alone and with autonomous APs.

A service controller supports up to 16 VSC profiles, allowing for great flexibility in the configuration 
of services. For example, in the following scenario four VSCs are used to support different types of 
wireless users. Each VSC is configured with a different wireless network name (SSID), and the 
quality of service (QoS) feature is used to classify user traffic priority.

For larger installations, a service controller can be deployed with one or more autonomous HP APs. 
For example, the following diagram expands the previous scenario to include two APs.

VSC #2
SSID=Phone
QoS=Very High Priority

VSC #1
SSID=Guest
QoS=Low priority

VSC #3
SSID=Employee
QoS=Normal priority

VSC #4
SSID=Video
QoS=High priority

Service Controller

VSC #2
SSID=Phone
QoS=Very High Priority

VSC #1
SSID=Guest
QoS=Low priority

VSC #3
SSID=Employee
QoS=Normal priority

VSC #4
SSID=Video
QoS=High priority

Backbone Network

Service Controller

AP AP

#1 #2 #1 #2

#3 #4 #3 #4



HP MSM313/MSM323 Management and Configuration Guide 17 2   Working with VSCs
The APs are configured with VSC definitions that match those on the service controller. The APs 
forward user traffic to the service controller, which handles authentication and access control 
duties. To support this type of configuration, the same VSCs are created on the APs and the 
service controller. 

User authentication
Each VSC can be configured to support a different authentication type. User logins can be 
validated using its local user list or a third-party RADIUS server. For more information, see 
“Chapter 7: User authentication” on page 113.

Management with VLANs
When operating in a VLAN environment, management traffic can be carried on its own VLAN. 
Configure the VSC on both the autonomous AP and the service controller as illustrated.

In this example, the traffic for each wireless network is carried on its own VLAN. This leaves only 
management traffic from the autonomous AP on VLAN 10. A static IP is assigned on both ends to 
permit the two devices to communicate.

Working with autonomous APs
An autonomous AP operates as an isolated access point, and is managed locally using its 
integrated management tool. Autonomous APS can be used in conjunction with a service controller 
to create a large multi-cell wireless networks. In these setups, the service controller provides 
access control and user authentication services, but does not control or configure the AP.

Note: HP APs operate in controlled mode by default and must be manually switched to 
autonomous mode to be used with an MSM313 or MSM323 service controller. 
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VSC configuration
This section provides a summary of all configurable VSC features. The screen images in this 
section are taken from the VSC profile page which opens when you are adding or editing a VSC 
definition. To add a VSC, select VSCs > Add New VSC Profile.

Note: The first VSC in the list is the default VSC. For more information, see “About the 
default VSC” on page 30.

About access control and authentication
Availability of certain VSC features and their functionality are dependent on the setting of the 
Provide access control option in the VSC’s Global box. This parameter determines how 
authentication and access control are handled by the VSC:

If Provide access control is enabled
This creates an access-controlled VSC, which means that access to protected network resources 
via this VSC is restricted by the access control settings on the service controller. This includes 
features such as the public access interface, access lists. See the HP MSM313/MSM323 Network 
Access Configuration Guide for details.

When operating with one or more autonomous APs, access-controlled VSC force all user and 
authentication traffic from the APs to be sent to the service controller.
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If Provide access control is disabled
This creates a non access-controlled VSC, which means that access to protected network 
resources is automatically granted via this VSC because the public access interface is disabled.

VSC configuration options
The following table lists the VSC configuration options that are available depending on how the 
Provide access control option is configured.

This sections that follow provides an overview of each VSC option and how it can be used. For 
complete descriptions of individual parameters refer to the online help in the management tool.

Access control
These settings determine if the public access interface will be presented to unauthenticated HTML 
users so that they can login. 802.1X users will see the public access interface Session page after 
they login.

Note: Display of the Session page may not work for all users. It will fail if the initial traffic 
from the user’s computer is sent by an application other than the user’s browser. For 
example: messaging software, automatic software update services, email 
applications.

Provide access control

VSC configuration option Enabled Disabled

Access control X

Virtual AP X X

VSC ingress mapping X X

VSC egress mapping X

Default user data rates X

Wireless protection X X

RADIUS authentication realms X

HTML-based user logins X

MAC-based authentication X

Location-aware X
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Virtual AP
These settings define the characteristics of the wireless network created by the VSC, including its 
name, the number of clients supported, and quality of service settings (see “Quality of service 
(QoS)” on page 31).

 

Quality of service
Lets you prioritize traffic on the VSC. See for “Quality of service (QoS)” on page 31 details.
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Allowed wireless rates
Lets you select the wireless transmission speeds that are supported for each wireless mode.

VSC ingress mapping
These settings define how ingress traffic on the LAN port is assigned to a VSC. For details refer to 

“VSC data flow” on page 27. 

VSC egress mapping
These options select the output interface on which a VSC forwards user traffic. Different types of 
traffic can be forwarded to different output interfaces, which include the routing table, VLAN ID, or 
an IP GRE tunnel. Before you can map traffic to an output interface, the interface must already be 

defined. For details refer to “VSC data flow” on page 27. 

In the above example, with all defaults selected, the service controller routing table is used for all 
egress traffic. Therefore, all ingress traffic on this VSC is routed according to the routes defined on 
the Network > IP routes page.

Note: On access-controlled VSCs, traffic from specific users can be Intercepted. To 
enable traffic interception for a specific user, you must specify the appropriate setting 
in the user’s RADIUS account. See the HP MSM313/MSM323 Network Access 
Configuration Guide for details.

Provide access control

Enabled Disabled

Provide access control

Enabled Disabled
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Default user data rates
These options enable you to set the default data rates for authenticated users that do not have a 
data rate set in their RADIUS accounts and unauthenticated users. See the HP MSM313/MSM323 
Network Access Configuration Guide for details on setting the appropriate RADIUS attributes to 
accomplish this. 

The throughput limits globally defined on the Network > Bandwidth control page always take 
precedence over user data rates. This means if you set a data rate which exceeds the configured 
bandwidth level, the rate will be capped at the bandwidth level. 

Wireless protection
Three types of wireless protection are offered. 

WPA
This option enables support for users with WPA / WPA2 client software. Support is provided for 

• WPA (TKIP): WPA with TKIP encryption.

• WPA2 (AES/CCMP): WPA2 (802.11i) with CCMP encryption.

• WPA or WPA2: Mixed mode supports both WPA (version 1) and WPA2 (version 2) at the same 
time. 

Authentication can occur via the local user accounts and remote authentication server (Active 
Directory, or third-party RADIUS server). If both options are enabled, the local accounts are 
checked first.
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802.1X
This option enables support for users with 802.1X client software that use any of the following 
authentication methods: EAP-TLS, EAP-TTLS, and EAP-PEAP. Additionally, when an external 
RADIUS server is used, support for EAP-SIM, EAP-AKA, EAP-FAST, and EAP-GTC is also 
provided.

Check your external RADIUS server for supported authentication methods. 

Note: If 802.1X is used without enabling WEP, wireless traffic will be unencrypted.

When the Mandatory option is enabled, all users must authenticate using 802.1X, regardless of 
whether other methods are active, before they can gain access to the egress interface.

WEP
This option provides support for users using WEP encryption.
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HTML-based user logins
This option defines settings for users who log in to the public access interface using a web browser. 
If you disable this option, the public access interface Login page is not shown to these users. 
However, login is still possible via other methods such as MAC authentication and 802.1X.

Authentication can occur via the local user list and a remote RADIUS server. If both options are 
enabled, the local user list is always checked first.

MAC-based authentication
Note: This option can only be used to authenticate wireless users. If only MAC-based 

authentication is enabled on a VSC that supports both wired and wireless users, 
wired users gain access without having to authenticate.

This option enables wireless users to be authenticated by their MAC addresses. Authentication can 
occur via the local user list and a remote RADIUS server. If both options are enabled, the local user 
list is checked first.
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Location-aware
This option enables you to control logins to the public access network based on the AP or group to 
which a user is connected. It is automatically enabled for access-controlled VSCs.

For each user login, location-aware sends the PHY Type, SSID, and VLAN to the remote RADIUS 
server. It also includes the specified Called-Station-Id content. 

DHCP server
This option is only available if the service controller is currently configured as a DHCP server on 
the Network > Address allocation page (“Address allocation” on page 53).

A separate DHCP server can be enabled on each VSC to provide custom addressing to users. This 
enables you to assign different IP address ranges for each VSC. In order to receive traffic from 
users, the service controller assigns the Gateway address you specify to its LAN port.

Note: These configuration options do not appear for the default VSC. The default VSC 
uses the same settings as defined on the Network > Address allocation page 
(“Address allocation” on page 53).
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DHCP relay agent
This option is only available if the service controller is currently configured as a DHCP relay agent 
on the Network > Address allocation page (“Address allocation” on page 53).

A separate DHCP relay agent can be enabled on each VSC to provide custom addressing to users. 

Note: These configuration options do not appear for the default VSC. The default VSC 
uses the same settings as defined on the Network > Address allocation page 
(“Address allocation” on page 53).
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VSC data flow
Each VSC provides a number of configurable options. The following diagrams illustrate how traffic 
from wireless users is handled by VSC definitions on an autonomous AP and service controller, 
and shows the options that apply on each device. 
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Stand-alone deployment: non access-controlled VSC

VSC on service controller

Ingress
The service controller only handles wired traffic on the default VSC (the first VSC in the list). 
Wireless traffic is handled by the VSC with matching SSID. 

Features
• Authentication: The service controller supports only 802.1X authentication. To validate user 

login credentials the service controller can use the local user list or make use of a third-party 
RADIUS server. For more information, see “Authentication types” on page 114.

Egress
Egress traffic on a non access-controlled VSC must be mapped to an egress VLAN. For more 
information, see “VSC egress mapping” on page 21

Stand-alone deployment: Access-controlled VSC

VSC on service controller

Ingress
• SSID (from association): Wireless traffic is handled by the VSC with matching SSID.

• VLAN (LAN or Internet port): Traffic with a VLAN ID is handled by the VSC with a matching 
VLAN definition. See “Using multiple VSCs” on page 30 for more information.

• Untagged (LAN port): Untagged traffic on the LAN port may originate from wired users and is 
handled by the default VSC (the first VSC in the list).

Features
• Authentication: The service controller supports only 802.1X authentication. To validate user 

login credentials the service controller can use the local user list or make use of a third-party 
RADIUS server. For more information, see “Authentication types” on page 114.

• Access control features: The service controller provides a number of features that can be 
applied to user sessions. Features can be enabled globally (“Global access control settings” on 
page 121) or on a per-user basis using RADIUS attributes as described in the HP MSM313/
MSM323 Network Access ConfigurationGuide. 

Egress
The service controller enables user traffic to be forwarded to different output interfaces, which 
include the routing table, VLAN ID, and IP GRE tunnel. For more information, see “VSC egress 
mapping” on page 21
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Deployed with an autonomous AP: Access-controlled VSC

VSC on AP

Ingress
The AP handles wireless traffic. The SSID is the name of the wireless network that the user 
associates with. 

Features
• Authentication: Authentication can either 802.1X or MAC. To validate user credentials the AP 

makes use of the service controller. For more information, see “Authentication support” on 
page 114.

• Wireless security filters: Enables the AP to block traffic unless it is addressed to a specific 
device (like the service controller).

• Wireless MAC filter: Enables the AP to only allow wireless-to-wired LAN traffic for specific 
wireless-user MAC addresses.

• Wireless IP filter: Enables the AP to only allow wireless-to-wired LAN traffic for specific 
wireless-user IP addresses.

Egress
• Bridged onto port 1+2: User and authentication traffic is bridged onto ports 1 and 2.

• VLAN: An egress VLAN can be assigned to each VSC, a default VLAN can be assigned 
globally (select Network > Ports > Port 1 or Port 2 on the APs management tool), or VLANs 
can be assigned on a per-user basis using RADIUS attributes as described in the HP MSM313/
MSM323 Network Access Configuration Guide. 

VSC on service controller

Ingress
• SSID (LAN port): SSID is retrieved using the location-ware function client that runs on the AP. 

• VLAN (LAN or Internet port): Traffic with a VLAN ID is handled by the VSC with a matching 
VLAN definition. 

• Untagged (LAN port): Untagged traffic on the LAN port may originate from wired users, or 
third-party APs.

Features
• Authentication: The service controller supports 802.1X, MAC, or HTML authentication. To 

validate user login credentials the service controller can use the local user list or make use of a 
third-party RADIUS server. For more information, see “Authentication types” on page 114.

• Access control features: The service controller provides a number of features that can be 
applied to user sessions. Features can be enabled globally (“Global access control settings” on 
page 121) or on a per-user basis using RADIUS attributes as described in the HP MSM313/
MSM323 Network Access Configuration Guide. 

Egress
The service controller enables user traffic to be forwarded to different output interfaces, which 
include the routing table, VLAN ID, or IP GRE tunnel.
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Using multiple VSCs
When multiple VSCS are defined, it is important to know how user traffic is matched to a VSC 
definition.

The following table summarizes how incoming traffic is handled on the service controller. This table 
assumes that all VSCs have access control enabled.

About the default VSC
The default VSC is the first VSC that appears in the VSC list. Initially, this VSC is named HP.

• When access control is disabled on the default VSC, traffic from wired users connected to 
the service controller’s LAN port is blocked.

• When access control is enabled on the default VSC, traffic from authenticated wired users 
connected to the service controller’s LAN port is sent on the egress mapping defined on the 
default VSC. If HTML and 802.1X based authentication methods are disabled, traffic from all 
users is sent on the egress mapping without the need for authentication

Note: If only MAC-based authentication is defined on the default VSC, wired users gain 
access to the network without being authenticated. Wireless users however, must 
log in because MAC-based authentication applies to wireless users only.

Incoming traffic 
properties Port If ... Then ...

SSID and untagged LAN VSC with matching 
SSID exists

Traffic is sent on the egress mapping 
defined on the matching VSC

No VSC with 
matching SSID 
exists

Traffic is sent on the egress mapping 
defined on the default VSC.

SSID and VLAN

or

VLAN only

LAN or 
Internet

VSC with matching 
Ingress VLAN 
exists.

Traffic is sent on the egress mapping 
defined on the matching VSC.

VLAN exists in 
VLAN table (but is 
not assigned to a 
VSC ingress.

Traffic is routed according to the 
global routing table.

No VLAN exists. Traffic is blocked.

Untagged LAN Traffic is sent on the egress mapping 
defined on the default VSC.
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Quality of service (QoS)
The service controller features a quality of service (QoS) implementation that provides a wide 
range of methods for traffic prioritization.

QoS priority mechanism
The QoS priority mechanism defines four traffic queues based on the WMM standard. In order of 
priority, these queues are: 

Each QoS priority option maps traffic to one of the four traffic queues. Users that do not support the 
QoS priority option defined on a VSC are always assigned to queue 3.

QoS priority is only applied to wireless traffic sent by APs to wireless users with the following 
exception: If a VSC-based priority setting is selected and egress traffic is assigned to a VLAN then 
the VSC-based priority settings are mapped to a corresponding 802.1p value for all incoming traffic 
received from wireless clients and forwarded onto the VLAN. For example, if VSC-based priority 
High is selected, then traffic from wireless clients will be mapped to the appropriate 802.1p value 
for queue 2.

Note: Traffic delivery is based on strict priority (per the WMM standard). Therefore, if 
excessive traffic is present on queues 1 or 2, it will reduce the flow of traffic on 
queues 3 and 4. 

SVP support
Spectralink Voice Protocol is an open standard for the prioritization of voice traffic on wireless and 
wired LANs. SVP traffic is sent on queue 1 for all priority mechanisms except VSC-based.

802.1p
802.1p traffic is classified based on the VLAN priority field present within the VLAN header. When 
this mechanism is selected, WMM capabilities are advertised, enabling WMM clients to associate 
and take advantage of them. This setting has no effect on legacy clients. 

Note: To support 802.1p, the VSC must have a VLAN assigned to it. 

Queue Typically used for

1

2

3

4

Voice traffic

Video traffic

Best effort data traffic

Background data traffic

Queue
Traffic type
(based on VLAN priority field)

1
1

2

3
3

4

SVP traffic
6,7

4,5

0,2
Other traffic

1,3



HP MSM313/MSM323 Management and Configuration Guide 32  2   Working with VSCs
VSC-based priority
The VSC-based priority mechanism is unique to HP APs. It enables you to specify a priority level 
for all traffic on a VSC. This enables users that do not have a QoS mechanism to set traffic priority 
by connecting to the appropriate SSID.

If you enable a VSC-based priority mechanism, it takes precedence regardless of the priority 
mechanism supported by associated users. For example, if you set VSC-Based Low Priority for a 
VSC, all devices that connect to the VSC have their traffic set at this priority. 

Note: HP strongly recommends that you reserve VSC-Based Very-high priority for voice 
applications.

Differential services (DiffServ)
Differential services is a method for defining IP traffic priority on a per-hop basis. The Differential 
Service bits are defined in RFC2474 and are composed of the six most significant bits of the IP 
TOS field. These bits define the class selector code points which maps to the appropriate traffic 

queue.

Queue Description

1

2

3

4

Very High

High

Normal

Low

Queue
Traffic type
(based on binary value of Class Selector Codepoint)

1
1
1

2
2

3
3

4
4

3

SVP traffic 
111000 (Network control)
110000 (Internetwork control)

101000 (Critical) 
100000 (Flash override)

011000 (Flash)
000100 (Routine)

010000 (Immediate)
001000 (Priority)

Other traffic 
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TOS
The IP TOS (type of service) field can be used to mark prioritization or special handling for IP 

packets. 

IP QoS
This option lets you assign traffic to the queues based on the criteria in one or more IP QoS 
profiles. For more information, see “IP QoS” on page 71.

Disabled
When QoS traffic prioritization is disabled, all traffic on the VSC is sent to queue 3.

QoS example
In this QoS example, a service controller provides voice and data wireless support with different 
quality of service settings for guests and employees.

VSCs define the following SSIDs:

• Phone: Supports wireless phones using very high priority.

• Video: Supports high-priority video traffic for video conferences.

• Employee: Used by employees. Features a higher QoS setting than the guest profile.

• Guest: Used by guests. Guest get the lowest traffic priority, to reserve bandwidth for 
employees.

T I P For more examples of QoS implementation, see the HP MSM313/MSM323 Deployment Guide.

Queue Traffic type

1
1

2

3
3

4

SVP traffic
0x30, 0xE0, 0x88, 0xB8

0x28, 0xA0

0x08, 0x20
Non-TOS traffic

All other TOS traffic

VSC #2
SSID=Phone
QoS=Very High Priority

VSC #1
SSID=Guest
QoS=Low priority

VSC #3
SSID=Employee
QoS=Normal priority

VSC #4
SSID=Video
QoS=High priority

Service Controller
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Creating a new VSC
To add a VSC, select Service Controller > VSCs > Add New VSC Profile.

Define VSC parameters and select Save. Familiarize yourself with sections of interest in “VSC 
configuration options” on page 19. Refer to the online help for detailed information on each 
parameter.
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Wireless coverage
As a starting point for planning your network, you can assume that when operating at high power, 
the service controller’s radio provides a wireless networking area (also called a wireless cell) of up 
to 300 feet (100 meters) in diameter. Before creating a permanent installation however, you should 
always perform a site survey to determine the optimal settings and location for the service 
controller.

The following sections provide information on wireless coverage. A tool that can help simplify 
planning a secure wireless network is the HP RF Planner.

Note: Supported wireless modes, operating channels, and power output are determined by 
the regulations of the country in which the service controller is operating, and are 
controlled by the country setting on the service controller. For more information, see 
“Country” on page 87.

Wireless mode
Supported wireless modes may include the following:

• 802.11b: Up to 11 Mbps in the 2.4 GHz frequency band.

• 802.11g: Up to 54 Mbps in the 2.4 GHz frequency band.

• 802.11 b + g: Up to 11 Mbps and 54 Mbps in the 2.4 GHz frequency band.

• 802.11a: Up to 54 Mbps in the 5 GHz frequency band.

• 802.11a Turbo: Provides channel bonding in the 5 GHz frequency band for enhanced 
performance when creating local mesh links.

Factors limiting wireless coverage
Wireless coverage is affected by the factors discussed in this section.

Radio power
More radio power means better signal quality and the ability to create bigger wireless cells. 
However, cell size should generally not exceed the range of transmission supported by wireless 
users. If it does, users will be able to receive signals from the access point but will not be able to 
reply, rendering the connection useless.

Further, when more than one service controller (or wireless access point) operates in an area, you 
must adjust wireless cell size to reduce interference between radios. An automatic power control 
feature is available to address this challenge. For details, see “Transmit power control” on page 46. 

Antenna configuration
• Antennas play a large role in determining the shape of the wireless cell and transmission 

distance. Consult the specifications for the antennas you use to determine how they affect 
wireless coverage.
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Interference
Interference is caused by other access points or devices that operate in the same frequency band 
as the service controller and can substantially affect throughput. Advanced wireless configuration 
features are available to automatically eliminate this problem. 

In addition, several tools are available to diagnose interference problems as they occur.

• Select Wireless > Neighborhood to view detailed information about all wireless APs operating 
in the immediate area so that you can effectively set the operating frequencies This wireless 
neighborhood feature also makes it easy for you to find rogue access points. For more 
information see “Conducting a site survey” on page 41.

• Select Status > Wireless to view detailed information about packets sent and received, 
transmission errors, and other low-level events.

• Select Status > Client data rate matrix to view information about data rates for all connected 
users. This makes it easy to determine if low-speed users are affecting network performance. 
To prevent low-speed users from connecting, you can use the Allowed wireless rates option 
when defining a VSC. For more information see “Virtual AP” on page 20.

Important: Radios that operate in the 2.4 GHz band may experience interference from 2.4 GHz 
cordless phones and microwave ovens.

Physical characteristics of the location
To maximize coverage of a wireless cell, the service controller is best installed in an open area with 
as few obstructions as possible. Try to choose a location that is central to the area being served. 

Radio waves cannot penetrate metal; they are reflected instead. A wireless radio can transmit 
through wood or plaster walls and closed windows; however, the steel reinforcing found in concrete 
walls and floors may block transmissions or reduce signal quality by creating reflections. This can 
make it difficult or impossible for a single service controller to serve users on different floors in a 
concrete building. Such installations require a separate service controller (or AP) on each floor.

Configuring overlapping wireless cells
Overlapping wireless cells occur when two or more radios are within transmission range of each 
other. This may be under your control, (for example, when you use several cells to cover a large 
location), or out of your control (for example, when your neighbors set up their own wireless 
networks). In either case, the problems you face are similar.

Performance degradation and channel separation
When two wireless cells operating on the same frequency overlap, throughput can be reduced in 
both cells. Reduced throughput occurs because a wireless user that is attempting to transmit data 
defers (delays) transmission if another wireless user is transmitting. In a network with many users 
and much traffic, these delayed transmissions can severely affect performance, because wireless 
users may defer several times before the channel becomes available. If a wireless user is forced to 
delay transmission too many times, data can be lost.

Delays and lost transmissions can severely reduce throughput on a network. To view this 
information about your network, select Status > Wireless. 
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The following example shows two overlapping wireless cells operating on the same frequency. 
Since both service controllers are within range of each other, the number of deferred transmissions 
can be large.

The solution to this problem is to set the two networks to different channels with as great a 
separation as possible in their operating frequencies. This reduces crosstalk and enables client 
stations connected to each access point to transmit at the same time. 

Selecting channels
For optimal performance when operating in 802.11b or 802.11g modes, select an operating 
frequency that is different by at least 25 MHz from the frequency used by other wireless radios that 
operate in neighboring cells. 

Two channels with the minimum 25 MHz frequency separation always perform worse than two 
channels that use maximum separation. It is always best to use the greatest separation possible 
between overlapping networks.

Note: All channels operating in 802.11a mode are non-overlapping.

With the proliferation of wireless networks, it is very possible that the wireless cells of APs outside 
your control overlap your intended area of coverage. To choose the best operating frequency, 
select Wireless > Neighborhood to generate a list of all access points that operate near you and 
their operating frequencies.

The set of available channels is automatically determined based on the Country setting you define 
by selecting Management > Country. This means that the number of non-overlapping channels 
available to you varies by geographical location, which affects how you set up your multi-cell 
network.

Sample channel selections
For example, when operating in 802.11b mode, the AP supports the following 14 channels in the 
2.4 GHz band. 

Channel Frequency Channel Frequency

1
2
3
4
5
6
7

2412
2417
2422
2427
2432
2437
2442

8
9

10
11
12
13
14

2447
2452
2457
2462
2467
2472
2477

cell 1 cell 2
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However, the number of channels available for use in a particular country are determined by the 
regulations defined by the local governing body. The following table shows the number of channels 
that are available in North America, Japan, and Europe. 

Since the minimum recommended separation between overlapping channels is 25 MHz (five cells) 
the recommended maximum number of overlapping cells you can have in most regions is three. 
The following table gives examples relevant to North America, Japan, and Europe. 

In North America you can create an installation as shown in the following figure.

Reducing transmission delays by using different operating frequencies in North America.

Alternatively, you can stagger cells to reduce overlap and increase channel separation, as shown in 
the following figure. 

Region Available channels

North America 1 to 11

Japan 1 to 14

Europe 1 to 13

North America Japan Europe

• cell 1 on channel 1

• cell 2 on channel 6

• cell 3 on channel 11

• cell 1 on channel 1

• cell 2 on channel 7

• cell 3 on channel 14

• cell 1 on channel 1

• cell 2 on channel 7

• cell 3 on channel 13

cell 1
channel = 1

cell 3
channel = 11

cell 2
channel = 6

cell 1
channel = 1

cell 2
channel = 6

cell 3
channel = 11

cell 4
channel 1

150m 150m 150m
450 feet 450 feet 450 feet
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Using only three frequencies across multiple cells in North America.

This strategy can be expanded to cover an even larger area using three channels, as shown in the 
following figure.

Using three frequencies to cover a large area in North America. Gray areas indicate overlap 
between two cells that use the same frequency.

Distance between APs 
In environments where the number of wireless frequencies is limited, it can be beneficial to adjust 
the receiver sensitivity of the radio. To make the adjustment, select Wireless > Radio(s) and set 
the Distance between access points option.

For most installations, Distance between access points should be set to Large. However, if you 
are installing several service controllers and/or APs, and the channels available to you do not 
provide enough separation, reducing receiver sensitivity can help you to reduce the amount of 
crosstalk between wireless devices.

Another benefit to using reduced settings is that it improves roaming performance. Wireless users 
switch between APs more frequently.

Note: This feature provides the best performance benefit when wireless users are 
equipped with wireless adapters that are configured with the same setting. However, 
not all manufacturers support this feature. 

Automatic power control
The automatic power control feature enables the service controller to dynamically adjust its 
transmission power to avoid causing interference with neighboring HP devices. 

cell 1
channel = 1

cell 5
channel = 11

cell 2
channel = 6

cell 6
channel = 1

cell 3
channel = 11

cell 7
channel = 6

cell 4
channel 1

cell 8
channel 11
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Conducting a site survey
You can use the wireless neighborhood feature to conduct a site survey to discover the operating 
frequencies of other APs in your area.

Select Wireless > Neighborhood and then select Repeat scan every and set the desired interval. 
The AP scans at the specified interval to find all active APs. For example:

Note: If an AP is not broadcasting its name, the corresponding SSID column is empty.

Scanning frequency
Scanning frequency depends on how the radio is configured.

Scanning is performed automatically if you defined any of the following on the Radios configuration 
page:

• Operating mode is set to Monitor and, on this Wireless neighborhood page, 

• Repeat scan every is enabled.

• Channel is set to Automatic.

• Automatic power control is enabled.

The scanning interval is set based on the automatic power control and channel selection intervals 
that are defined.

In the case of Monitor mode, scanning is continuous, switching channels each 200 ms. If none of 
these options is defined, you must set the scanning interval manually.

Scanning is temporarily disabled when a Network trace is active.
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Each time a scan is repeated, it moves up one channel in the range supported by the current 
wireless mode (a/b/g). To view a list of all access points operating on all channels, you must 
perform multiple scans. Define Repeat scan every accordingly. The results of each scan are shown 
in the All access points list.

When operating in Monitor mode, the service controller scans all channels and all wireless modes 
(a/b/g). Scanning is automatically performed on all active radios.

To identify unauthorized access points, the service controller compares the MAC address of each 
discovered access point against the list of authorized access points which you must define. If the 
discovered access point does not appear in the list, it is shown in the Unauthorized access points 
list. 

Identifying unauthorized access points
Improperly configured wireless APs can seriously compromise the security of a corporate network. 
It is therefore important that these APs be identified as quickly as possible.

To identify unauthorized APs, the network neighborhood feature compares the MAC address of 
each discovered AP against the list of authorized APs that you have defined as discussed below. If 
the discovered AP does not appear in the list, its name is shown in the Unauthorized access 
points list. 

The list of authorized APs file is in XML format. Each entry in the file comprises two items: MAC 
address and SSID. Each entry should appear on a new line. The easiest way to create this file is to 
wait for a scan to complete, then open the list of all access points in Brief format. Edit this list so 
that it contains only authorized AP and save it. Then specify the address of this file under List of 
authorized access points. 

You must edit the Brief list file to remove extra text that appears before and after each MAC 
address. For example, if the brief list appears as follows

<?xml version='1.0'?> <simple-ap-list> # MAC  SSID 00:03:52:07:f5:11 "AP_1"
00:03:52:07:f5:23 "AP_2"
00:03:52:07:f5:12 "AP_3"
</simple-ap-list>

reformat the list to appear as follows

00:03:52:07:f5:11 "AP_1"
00:03:52:07:f5:23 "AP_2"
00:03:52:07:f5:12 "AP_3"
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Radio configuration
To define configuration settings for the radio, select Wireless > Radio(s). This opens the Radio(s) 
configuration page (example from MSM323 shown):
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Configuration parameters
Note: If multiple radios are available, configuration options for each radio are the same.

Operating mode
Select the operating mode. Available options are: 

• Access point and Local mesh: Standard operating mode that provides support for all 
wireless functions.

• Access point only: Only provides access point functionality, local mesh links cannot be 
created.

• Local mesh only: Only provides local mesh functionality. Wireless client stations cannot 
connect.

• Monitor: Puts the radio in promiscuous mode (no transmissions). Both access point and local 
mesh functionality are disabled. Use this option for continuous scanning across all channels in 
all wireless modes (a/b/g). See the results of the scans on the Wireless > Neighborhood 
page. 

This mode also enables 802.11 traffic to be traced when using the Tools > Network trace 
command. 

• Sensor: Enables RF sensor functionality on this radio. This feature requires that the 
appropriate license is installed on the AP. 

Wireless mode 
Select the transmission speed and frequency band. The available options are determined by the 
wireless card installed in the service controller, and may include: 

• 802.11b: 11 Mbps in the 2.4 GHz frequency band. 

• 802.11b + 802.11g: 11 and 54 Mbps in the 2.4 GHz frequency band. 

• 802.11g: 54 Mbps in the 2.4 GHz frequency band. 

• 802.11a: 54 Mbps in the 5 GHz frequency band. 

• 802.11a Turbo: Provides channel bonding in the 5 GHz frequency band for enhanced 
performance when creating local mesh links.

Channel 
Select channel and frequency for wireless services. The channels that are available are 
determined by the radio installed in the service controller and the regulations that apply in your 
country. 

Use the Automatic option to have the service controller select the best available channel. 

If setting the channel manually, for optimal performance when operating in 802.11b or 802.11g 
modes, select a channel that differs from other wireless APs operating in neighboring cells by at 
least 25 MHz. Consult the Wireless > Neighborhood page to view a list of APs currently operating 
in your area. 

When operating in 802.11a mode, this is not a consideration as all channels are non-overlapping. 

Note: The service controller supports Dynamic Frequency Selection (802.11h) and 
Transmit Power Control (802.11d) for 802.11a operation in European countries. 
These options are automatically enabled as required. 
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Interval 
When the Automatic option is selected for Channel, this parameter determines how often the 
service controller re-evaluates the channel setting. Select Time of day to have the channel setting 
re-evaluated at a specific time of day. 

Time of day 
When this option is selected for Interval, this parameter determines the time of day that the service 
controller re-evaluates the channel setting. Set hours in the range 0 to 23. 

Automatic channel exclusion list 
Used when Automatic is selected under Channel, this parameter determines the channels that 
are not available for automatic selection. To select more than one channel, hold down CTRL as you 
select the channel names. 

Distance between access points 
(Not available in Monitor mode) 

Use this parameter to adjust the receiver sensitivity of the service controller only if:

• You have more than one service controller or AP installed in your location 

• You are experiencing throughput problems 

In all other cases use the default setting of Large. 

If you have installed multiple service controllers or APs, reducing the service controller’s receiver 
sensitivity:

• Helps to reduce the amount of cross-talk between the wireless users to better support roaming.

• Increases the probability that wireless users connect with the nearest access point.

Available settings
• Large: Accepts all wireless users. 

• Medium: Accepts wireless users with an RSSI greater than 15 dB. 

• Small: Accepts wireless users with an RSSI greater than 20 dB. 

Note: RSSI (Received Signal Strength Indication) is the difference between the amount of 
noise in an environment and the wireless signal strength. It is expressed in decibels 
(dB). The higher the number the stronger the signal. 

RTS threshold 
(Not available in Monitor mode) 

Use this parameter to control collisions on the link that can reduce throughput. If the Status > 
Wireless page shows increasing values for Tx multiple retry frames or Tx single retry frames, you 
should adjust this value until the errors clear up. Start with a value of 1024 and then decrease to 
512 until errors are reduced or eliminated. Note that using a small value for RTS threshold can 
affect throughput. Range is 128 to 1540. 

If a packet is larger than the threshold, the AP will hold it and issue a request to send (RTS) 
message to the client station. Only when the client station replies with a clear to send (CTS) 
message will the AP send the packet. Packets smaller than the threshold are transmitted without 
this handshake. 
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Multicast Tx rate 
(Not available in Monitor mode) 

Use this parameter to set the transmit rate for multicast traffic. This is a fixed rate, which means that 
if a wireless user is too far away to receive traffic at this rate, the multicast traffic is not seen by the 
user. 

Antenna selection 
(Not available in Monitor mode) 

Select the antenna on which the radio will transmit and receive. Regardless of the antenna that is 
selected, the service controller can only create a single wireless cell using the radio. 

• If a single antenna is used, it can be connected to either Main or Aux. 

• When creating a point-to-point local mesh link, it is recommended that a single directional 
antenna be used on either Main or Aux. 

• For maximum wireless coverage, use two omnidirectional antennas, and select the Diversity 
option. 

Beacon interval 
(Not available in Monitor mode) 

Sets the number of time units (TUs) that the service controller waits between transmissions of the 
wireless beacon. One TU equals 1024 microseconds. The default interval is 100 TU, which is equal 
to 102.4 milliseconds. Supported range is from 20 to 500 TU. 

Spectralink VIEW 
(Not available in Monitor mode) 

Provides support for Spectralink phones using Spectralink's Voice Interoperability for Enterprise 
Wireless (VIEW) extensions. 

Maximum range (ack timeout)
Fine tunes internal timeout settings to account for the distance that a wireless link spans. For 
normal operation, timeout is optimized for links of less than 1 km.

Note: This is a global setting that applies to all wireless connection made with the radio. 
Therefore, adjusting this setting may lower the performance for users with marginal 
signal strength or when interference is present. (Essentially, it means that if a frame 
needs to be retransmitted it will take longer before the actual retransmit takes place.)

Transmit power control 
(Not available in Monitor mode) 

Use this parameter to set the transmission power of the radio. The maximum supported power 
setting depends on the radio that is installed. The actual Maximum output power is shown at the 
bottom of this box. 

Enable the Maximum available output power option to specify that the service controller uses the 
maximum available power. Alternatively, you can enter transmission power in dBm (using a range 
between 0 and 20, even though not all radios can support up to 20 dBm), or as a percentage of the 
maximum available power (using a range between 0 and 100). 

Actual transmit power used may be less than the specified value. The service controller determines 
the power to be used based on the settings you make for regulatory domain, wireless mode, and 
operating frequency. 
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Enable the Automatic power control option to have the service controller determine the optimal 
power setting within the defined limits. Also select the Interval at which power is adjusted. (Interval 
is relevant only if Automatic power control is enabled.) 

Note: If the Automatic power control option is enabled, the service controller may 
dynamically change the Allowed wireless rates configured in all VSC profiles. 
(However, these changes will not be visible on the VSC configuration page.) This is 
done to maintain a reasonable connection speed for client stations when the AP is 
operating in environments with strong interference.

This feature works best when the entire network uses only HP devices, because third-party 
products will not adjust output power. 

If co-channel interference is discovered, all neighboring HP devices will shrink their cell size to 
minimize the interference. The first step is to adjust the transmit power. If this fails, the next step is 
to increase transmit power to maximum, if possible, and to change the minimum data rate to a 
higher value. 802.11b will change from 1 Mbps to 2 Mbps, 802.11a/g will change from 6 Mbps up to 
18 Mbps. 

Note: Not all interference can be eliminated, as a majority of wireless users will still 
transmit at maximum power. 

Note: Some older wireless client cards may not support a data rate of 2 Mbps and 
therefore may not be able to associate when Automatic power control is enabled. 
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Mobility
HP service controllers include basic Layer 2 (L2) mobility support allowing wireless users to roam 
between HP APs within the same subnet. 

For example, in this scenario, two autonomous APs are connected to a service controller to provide 
multiple wireless cells for a large physical location. Users can log into the public access network at 
any location and can roam between APs without losing their connection. 

For configuration instructions, see the HP MSM313/MSM323 Deployment Guide.
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Port configuration
The Port configuration page displays summary information about all ports, VLANs, and GRE 
tunnels. Open this page by selecting Network > Ports. 

Port configuration information
The Port configuration table enables you to view the following information.

• Status indicator: Operational state of each port, as follows:

• Green: Port is properly configured and ready to send and receive data. 

• Red: Port is not properly configured, disabled, or disconnected. 

• Jack: Physical interface to which a logical port is assigned. 

• Name: Identifier for the port. To configure a port, click its name. 

• IP address: IP addresses assigned to the port. An address of 0.0.0.0 means that no address is 
assigned. 

• Mask: Subnet mask for the IP address.

• MAC address: MAC address of the port.

Default port settings
By default, ports are configured as follows: 

Port Default IP address Default DHCP server status

LAN 192.168.1.1 Enabled.

Wireless 192.168.1.1 Enabled.

Internet DHCP client This feature is not available on the Internet port.
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Bridge port configuration
The wireless and LAN ports on the service controller are bridged. Therefore, common settings are 
configured using the bridge port (which is a logical port). To verify and possibly adjust bridge port 
configuration, select Network > Ports > Bridge port. 

Bridge spanning tree protocol
When this option is enabled, the service controller uses the Spanning-Tree Protocol to prevent 
undesirable loops from occurring in the network that may result in decreased throughput. 

Priority 
Sets the priority of the service controller within the spanning tree network. Generally, the bridge 
with lowest priority is designated as the root bridge of the spanning tree. 

Bridge port
Use this option to assign a static IP address to the bridge port, and by extension the wireless and 
LAN ports. 

Note: By default, the service controller operates as a DHCP server on the bridge, wireless, 
and LAN ports.

LAN port configuration
The LAN port is used to connect the service controller to a wired network. To verify and possibly 
adjust LAN port configuration, select Network > Ports > LAN port. 

Management address
Use this option to assign a second IP address to the LAN port. When working with autonomous 
APs, this address provides a simple way to separate management traffic from user traffic without 
using VLANs. 
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For example, by default the LAN port is set to 192.168.1.1 and all client devices obtain an address 
on this subnet from the service controller`s DHCP server. With this feature you can add another 
address, say 192.168.2.1/255.255.255.0. Autonomous APs can then be assigned to this subnet 
using static IP addressing. Now all management traffic exchanged between the service controller 
and the APs is on a separate subnet. 

Note: To use this address to access the management tool via the LAN port you will be 
required to login via the public access interface first. 

Link settings
By default, the service controller automatically adjusts link settings based on the type of equipment 
the port is connected to. If needed, you can force the port to operate at a particular speed or duplex 
setting.

Internet port configuration
To verify and possibly adjust Internet port configuration, select Network > Ports > Internet port. 

Addressing options
The Internet port supports the following addressing options:

• PPPoE client

• DHCP client (default setting)

• Static addressing

• No address

By default, the Internet port operates as a DHCP client. Select the addressing option that is 
required by your ISP or network administrator and then select Configure. Refer to the online help 
for descriptions of all configuration options.
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Link settings
By default, the service controller automatically adjusts link settings based on the type of equipment 
the port is connected to. If needed, you can force the port to operate at a particular speed or duplex 
setting.

Network address translation
Enable this option to permit all the computers on the network to simultaneously share the 
connection on the Internet port. For more information, see “Network address translation (NAT)” on 
page 67.

Limit NAT port range 
When enabled, the service controller reserves a range of 50 TCP and 50 UDP ports for each 
authenticated user starting at port 5000, and maps all outgoing traffic for the user within the range. 

Note: Enabling this feature only affects outgoing TCP/UDP traffic. Applications that set an 
incoming port (Active FTP, for example) may select a port that is outside of the 
allocated port range. 

Note: If you enable this feature you should not assign static NAT mappings in the range 
5000 to 10000. 

Address allocation
The service controller can operate as a DHCP server or DHCP relay agent on the LAN and 
wireless ports. This enables it to assign IP addresses to downstream devices connected to the 
LAN port, and wireless clients connected to the wireless port(s).

By default, address allocation is set to DHCP server. To change address allocation settings, select 
Network > Address allocation. 
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DHCP server (global)
To configure DHCP server settings, select Network > Address allocation, select DHCP server 
and click Configure. 

A separate DHCP server can also be enabled on each VSC to assign addresses to users. For 
details, see “DHCP server” on page 25.

The host name in the currently installed SSL certificate is automatically assigned as the domain 
name of the service controller. The factory default SSL certificate that is installed on the service 
controller has the host name wireless.hp.com.

You do not have to add this name to your DNS server for it to be resolved. The service controller 
intercepts all DNS requests it receives. It resolves any request that matches the certificate host 
name by returning the IP address assigned to the Internet port. All other DNS requests are 
forwarded to the appropriate DNS servers as configured on the Network > DNS page.

To summarize, this means that by default, any DNS request by a user that matches 
wireless.hp.com will return the IP address of the service controller’s Internet port.

Note: Even when the service controller DHCP server is active, users can still connect 
using static IP addresses assigned on different subnets. To configure this feature, 
select Public access > Access control and under Client options, enable Allow 
any IP address.

Addresses 

Start / End 
Specify the starting and ending IP addresses that define the range of addresses the DHCP server 
can assign to client stations. The address assigned to the service controller is automatically 
excluded from the range. 

Gateway 
Specify the IP address of the default gateway the DHCP server will assign to client stations. 

Address/mask 
Shows the current settings for the bridge port. 
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DNS servers assigned to clients 
Lists the IP addresses of the DNS servers the DHCP server will assign to client stations. DNS 
options are defined on the Network > DNS page. 

Settings 

Domain name 
Specify the domain name the DHCP server will return to client stations. 

Lease time 
Specify the lease time the DHCP server will assign to all assigned addresses. 

Logout HTML user on discovery request 
When enabled, the service controller will log out a client station if a DHCP discovery request is 
received from the client station while a DHCP address lease is currently assigned. 

This feature is useful when multiple users share the same client station. If a user forgets to log out 
before turning off the client station, the next user will have to wait until the lease expires before 
being able to log in. 

The global DHCP server can be used to automatically assigning IP addresses to devices that are 
connected to the service controller via the LAN port. 

Caution: Do not enable the DHCP server if the LAN port is connected to a network 
that already has an operational DHCP server.

DHCP relay agent
The service controller provides a flexible DHCP relay implementation. It can listen for requests on 
the LAN port and forward them to:

• the Internet port

• an IPSec tunnel operating on the Internet port

• a GRE tunnel

Use the following guidelines when configuring DHCP relay:

• Routes must be defined on the DHCP servers so that they can successfully send DHCP 
packets back to the DHCP relay agent running on the service controller. These routes must 
identify the segment assigned to the service controller's LAN port. 

• External DHCP servers must be reachable through one of the service controller's ports.

• DHCP relay is not supported when PPPoE is enabled on the Internet port.

• DHCP relay cannot work if the internal firewall is set to High and NAT is enabled on the Internet 
port. The DHCP server must be able to ping the assigned address to prevent duplicate 
assignments. 

A separate DHCP relay agent can also be enabled on each VSC. For details, see “DHCP relay 
agent” on page 26.
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To configure DHCP relay agent settings, select Network > Address allocation, select DHCP relay 
agent and click Configure. 

Settings
The following two parameters let you attach information to the DHCP request as defined by DHCP 
relay agent information option 82.

Circuit ID
Use this field to attach information to the DHCP request that enables the server to identify the client 
station that issued the DHCP request. To have the service controller insert dynamic values, use the 
following placeholders:

• %S: SSID the client station is associated with.

• %B: The BSSID the client station is associated with.

• %V: The VLAN the client station is mapped to.

Remote ID
This field lets you attach information to the DHCP request which lets the server identify the CNx. To 
have the CNx insert dynamic values, use the following placeholders:

• %S: SSID the client station is associated with.

• %B: The BSSID the client station is associated with.

• %V: The VLAN the client station is mapped to.

Server

Primary DHCP server address
Specify the IP address of the primary DHCP server the service controller should forward DHCP 
requests to. 

Secondary DHCP server address 
Specify the IP address of the secondary DHCP server the service controller should forward DHCP 
requests to. 

Note: The DHCP servers must be reachable via one of the service controller's ports. 

Note: Routes must be defined on the DHCP servers so that they can successfully send 
DHCP packets back to the DHCP relay agent running on the service controller. 
These routes must identify the segment assigned to the service controller's LAN 
port. 
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VLAN support
The service controller provides a robust and flexible virtual local area network (VLAN) 
implementation that supports a wide variety of scenarios. For example, VLANs can be used for 
VSC ingress and egress mappings to isolate management from user traffic, or to route traffic over a 
local mesh connection.

Egress VLANS can also be assigned on a per-user basis by setting the appropriate RADIUS 
attributes in a user’s account.

Up to 80 VLAN definitions can be created on the service controller. VLAN ranges are supported 
enabling a single definition to span a range of VLAN IDs. 

The following service controller features can be supported on a VLAN:

• Network address translation (However, static NAT mappings are not supported.)

• Management tool access

• SNMP access

• SOAP access 

• IPSec traffic

For specific examples of how to work with VLANs, see the HP MSM313/MSM323 Deployment 
Guide. 

Types of VLANs
The service controller supports three types of VLANs: VSC-based VLANs, general VLANs, and 
user-assigned VLANs.

VSC-based VLANs
VSC-based VLANs are VLANs that are assigned to a VSC profile, either to an ingress or egress 
mapping. 

On access controlled VSCs:

• To be used as a VSC ingress, a VLAN must not have an IP address assigned to it. 

• To be used as a VSC egress, a VLAN must have an IP address assigned to it.

• VLAN traffic is routed.

On non access controlled VSCs:

• Egress VLANs on a non access controlled VSCs are bridged.

• The egress VLAN must be assigned on the Internet port. 

General VLANs
General VLANs are VLANs that are not assigned to a VSC profile, which means that access 
control does not apply to traffic on these VLANs.
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LAN port
When a general VLAN is assigned to the LAN port, it has the following properties:

• An address must be assigned to the VLAN either via DHCP or static assignment.

• VLAN traffic is not access controlled.

• VLAN traffic is routed.

Internet port
When a general VLAN is assigned to the Internet port, it has the following properties:

• An address must be assigned to the VLAN either via DHCP or static assignment.

• VLAN traffic is routed.

User-assigned VLANs
VLANs can be assigned on a per-user basis by defining the appropriate RADIUS attributes in a 
user’s account (see the HP MSM313/MSM323 Network Access Configuration Guide). 

• VLANs assigned by this method must map to an existing VLAN definition on the Internet port.

• Only supported for 802.1X users.

Note: User-assigned VLANs override VLANs assigned by a VSC.

VLAN ranges
A VLAN assigned to the LAN port can be defined to cover a range of IDs (1 to 4094). This enables 
a single VLAN definition to accept traffic for one or more VLAN IDs, making it easy to manage a 
large number of contiguously assigned VLANs.

VLAN configuration
To view and configure VLAN definitions, select Network > Ports. Initially, no VLANs are defined.
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To add a VLAN, select Add New VLAN. The Add/Edit VLAN page opens.

Define VLAN settings as described in the following sections.

General
• Port: Select the physical interface with which the VLAN is associated. You can define a VLAN 

on the Internet port or LAN port.

• VLAN ID: Specify an 802.1Q identifier for the VLAN. 

If the VLAN is assigned to the LAN port, you can also define a range of VLANs in the form X-Y, 
where X and Y can be 1 to 4094; for example, 50-60. This enables a single VLAN definition to 
accept traffic for one or more VLAN IDs, making it easy to manage a large number of 
contiguously assigned VLANs. You can define more than one VLAN range, but each range 
must be distinct.

Note: VLANS with ranges cannot be used for VSC egress mapping and cannot be 
assigned an IP address.

• VLAN name: Specify a name to identify the VLAN definition on the service controller. This 
name has no operational significance.

Assign IP address via
Specify how the VLAN obtains an IP address, as follows: 

• DHCP client: The VLAN obtains its IP address from a DHCP server on the same VLAN. 

Note: There is no support for obtaining a default gateway from the DHCP server.

• Static: Enables you to manually assign an IP address to the VLAN. If you select this option, 
you must specify a static IP address, Mask, and Gateway.

• None: Specifies that this VLAN has no IP address, so that you can use the VLAN for a VSC 
ingress mapping. 
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NAT
Available only if addressing is DHCP client or Static. Specify whether network address translation 
(NAT) is enabled on the VLAN. By default NAT is disabled. For more information, see “Network 
address translation (NAT)” on page 67.

GRE tunnels
To view and configure GRE tunnel definitions, select Network > Ports. Initially, no GRE tunnels are 
defined.

To add a GRE tunnel, select Add New GRE Tunnel. The Add/Edit GRE Tunnel page opens.
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Define tunnel settings as follows.

• Name: Tunnel name. 

• Local tunnel IP address: Specify the IP address of the service controller inside the tunnel. 

• Remote tunnel IP address: Specify the IP address of the remote device inside the tunnel. 

• Tunnel IP mask: Specify the mask associated with the IP addresses inside the tunnel. 

• GRE peer IP address: Specify the IP address of the remote device that terminates the tunnel. 

Bandwidth control
The service controller incorporates a powerful bandwidth management feature that enables 
comprehensive control of all user traffic flowing through the service controller. 

To configure Bandwidth management, select Network > Bandwidth Control.

Bandwidth control has two separate components: Internet port data rate limits and bandwidth 
levels. They interact with the data stream as follows:

Bandwidth Control

Internet Port
Data Rate

Limit

Level

User
Data Rate

Limits

User
traffic

Management
traffic

Internet
Port

Very High

High

Normal

Low

Traffic from
the site access list
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Internet port data rate limits
These settings enable you to limit the total incoming or outgoing data rate on the Internet port. If 
traffic exceeds the rate you set for short bursts, it is buffered. Long overages will result in data being 
dropped. 

To utilize the full available bandwidth, the Maximum transmit rate and Maximum receive rate 
should be set to match the incoming and outgoing data rates supported by the connection 
established on the Internet port. 

Bandwidth levels
The service controller provides four levels of traffic priority that you can use to manage traffic flow: 
Very High, High, Normal, and Low. The settings for each level are customizable, allowing 
performance to be tailored to meet a wide variety of scenarios.

Assigning traffic to a bandwidth level
Traffic is assigned to a bandwidth level for each VSC or for each user. Each VSC can be configured 
to handle user traffic at a specific bandwidth level. This level applies to users who do not have a 
specific assignment in their RADIUS account. 

• Management traffic (which includes RADIUS, SNMP, and administrator sessions) is assigned 
to bandwidth level Very High and cannot be changed.

• All traffic assigned to a particular bandwidth level shares the allocated bandwidth for that level 
across all VSCs. This means that if you have three VSCs all assigning user traffic to High, all 
users share the bandwidth allocated to the High level.

Customizing bandwidth levels
Bandwidth levels are arranged in order of priority from Very High to Low. Priority determines how 
free bandwidth is allocated once the minimum rate is met for each level. Free bandwidth is always 
assigned to the higher priority levels first.

Bandwidth rates for each level are defined by taking a percentage of the maximum transmit and 
receive rates defined for the Internet port. Each bandwidth level has four rate settings:

• Transmit rate - guaranteed minimum: Minimum amount of bandwidth that will be assigned to 
a level as soon as outgoing traffic is present on the level. 

• Transmit rate - maximum: Maximum amount of outgoing bandwidth that can be consumed by 
the level. Traffic in excess is buffered for short bursts, and dropped for sustained overages. 

• Receive rate - guaranteed minimum: Minimum amount of bandwidth that will be assigned to 
a level as soon as incoming traffic is present on the level.

• Receive rate - maximum: Maximum amount of incoming bandwidth that can be consumed by 
the level. Traffic in excess is buffered for short bursts, and dropped for sustained overages.
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Example
For example, assume that transmit bandwidth is configured as follows: 

Next, assume the following bandwidth requirement occurs on transmitted user data:

• High requires 70%, which is 30% more than its minimum.

• Normal requires 50%, which is 30% more than its minimum.

• There is no traffic on Very High or Low.

Since both High and Normal require bandwidth in excess of their guaranteed minimum, each is 
allocated their guaranteed minimum. This leaves 40% of the bandwidth free to be assigned on a 
priority basis. High has more priority than Normal, so it takes as much bandwidth as needed. In this 
case it is 30%, which brings High up to 70%. This leaves 10% for Normal, which is not enough. 
Traffic is buffered for a short period, and then dropped.

If at the same time Very High traffic is sent, this level immediately steals 20% from the lower levels. 
In this case, 10% is taken from Normal, returning it to its minimum guaranteed level, and 10% is 
taken from High.

CDP
The service controller can be configured to transmit CDP (Cisco Discovery Protocol) information on 
the LAN port. This information is used to advertise service controller information to third-party 
devices, such as CDP-aware switches.

To enable CDP transmission, select Network > CDP.

Note: The service controller always listens for CDP information on the LAN port, even 
when this option is disabled, to build a list of autonomous HP APs. CDP information 
from third-party devices and controlled HP APs is ignored.

Transmit rates

Min Max

Very High 20 20

High 40 100

Normal 20 100

Low 20 20
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DNS
The service controller provides several options to customize DNS handling. To configure these 
options, select Network > DNS.

DNS servers
• Dynamically assigned servers: Gives information about the DNS servers that are assigned to 

the service controller. This option does not appear if static addressing is in use.

• Override dynamically assigned DNS servers: Enable this checkbox to use the DNS servers 
that you specify on this page to replace those that are assigned to the service controller. This 
option does not appear if static addressing is in use.

• Server 1: Specify the IP address of the primary DNS server for the service controller to 
use. 

• Server 2: Specify the IP address of the secondary DNS server for the service controller to 
use.

DNS advanced settings
• DNS cache: Enable this checkbox to activate the DNS cache. Once a host name is 

successfully resolved to an IP address by a remote DNS server, it is stored in the cache. This 
speeds up network performance, because the remote DNS server does not have to be queried 
for subsequent requests for this host.

An entry stays in the cache until one of the following is true:

• An error occurs when connecting to the remote host

• The time to live (TTL) of the DNS request expires

• The service controller restarts

• DNS switch on server failure: This setting controls how the service controller switches 
between the primary and secondary DNS servers. 

• When enabled, the service controller switches servers if the current server replies with a 
DNS server failure message. 
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• When disabled, the service controller switches servers if the current server does not reply 
to a DNS request. 

• DNS switch over: This setting controls how the service controller switches back to the primary 
DNS server after it has switched to the secondary DNS server because the primary was 
unavailable. 

• When enabled, the service controller switches back to the primary server after it becomes 
available again. 

• When disabled, the service controller switches back to the primary server only if the 
secondary server becomes unavailable. 

• DNS interception: When enabled, the service controller intercepts all DNS requests and 
relays them to the configured DNS servers. DNS interception must be enabled to support: 

• Redirection of users to the public access interface login page when the service controller 
cannot resolve the domain requested by the user. For example, if the user is using a private 
or local domain as the default home page in its browser.

• Users configured to use HTTP proxy. 

• Users with static IP addresses when the Allow any IP address option is enabled on the 
Public access > Access control page. 

When disabled, the service controller does not intercept any DNS requests, enabling devices to 
use a DNS server other than the service controller. To support this option, you must set 
Network > Address allocation to DHCP relay agent or Static. 

Note: When Network > Address allocation is set to DHCP Server the service 
controller always returns its own address as the DNS server. Disabling DNS 
interception in this case causes all DNS requests to fail. 

• Logout host name: If a user that is logged in via HTML sends a DNS request for the specified 
host name, the service controller will log the user out. 

• Logout IP address: If a user that is logged in via HTML sends a DNS request for the specified 
IP address, the service controller will log the user out. 

IP routes
The routing module on the service controller provides the following features:

• Compliance with RFC 1812, except for multicast routing

• Supports Classless Inter Domain Routing (CIDR) 

• Supports Routing Internet Protocol (RIP) versions 1 and 2 in active or passive mode

Output from the router is sent to the appropriate logical interface based on the target address of the 
traffic. Supported logical interfaces include:

• VLAN

• Untagged

• IPSec client
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• PPTP client

• GRE tunnel

Configuration
To view and configure IP routes, select Network > IP routes. 

Active routes
This table shows all active routes on the service controller. You can add routes by specifying the 
appropriate parameters and then selecting Add. 

The routing table is dynamic and is updated as needed. This means that during normal operation 
the service controller adds routes to the table as required. You cannot delete these system routes.

The following information is shown for each active route:

• Interface: The port through which traffic is routed. When you add a route, the service controller 
automatically determines the interface to be used based on the Gateway address. 

• Destination: Traffic addressed to this IP address is routed.

• Mask: Number of bits in the destination address that are checked for a match.

• Gateway: IP address of the gateway to which the service controller forwards routed traffic 
(known as the next hop). 

An asterisk is used by system routes to indicate a directly connected network.

Routes cannot be manually specified for IPSec. These routes are automatically added by the 
system based on the settings for the IPSec security association.

• Metric: Priority of a route. If two routes exist for a destination address, the service controller 
chooses the one with the lower metric.

Default routes
The Default routes table shows all default routes on the service controller. Default routes are used 
when traffic does not match any route in the Active routes table. You can add routes by specifying 
the appropriate parameters and then selecting Add.
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The routing table is dynamic and is updated as needed. If more than one default route exists, the 
first route in the table is used.

The following information is shown for each default route:

• Interface: The port through which traffic is routed. When you add a route, the service controller 
automatically determines the interface to be used based on the Gateway address. 

• Gateway: IP address of the gateway to which the service controller forwards routed traffic 
(known as the next hop). 

An asterisk is used by system routes to indicate a directly connected network.

• Metric: Priority of a route. If two routes exist for a destination address, the service controller 
chooses the one with the lower metric.

Persistent routes
Persistent routes are automatically deleted and then restored each time the interface they are 
associated with is closed and opened. When the routes are active, they also appear in the Active 
routes table.

PPTP client
The service controller provides an Auto-route discovery option to enable it to automatically 
discover and add routes for IP addresses on the other side of a Point-to-Point Tunnelling Protocol 
(PPTP) tunnel. The addresses must be part of the remote domain as specified on the Security > 
PPTP client page. Routes are added only when an attempt is made to access the target 
addresses. 

About PPTP client routes (Internet port)
If you disabled the Auto-route discovery option (Security > PPTP client), or if you need to 
access IP addresses that are not part of the specified domain, you must define the appropriate 
persistent routes.

About PPTP server routes (Internet port)
Activation of the route can be triggered by a specific username. When a user establishes a 
connection with the service controller’s PPTP server, its username is checked against the 
persistent routes list and if a match is found, the route is enabled. 

Network address translation (NAT)
Network address translation is an address mapping service that enables one set of IP addresses to 
be used on an internal network, and a second set to be used on an external network. NAT handles 
the mapping between the two sets of addresses.

Generally NAT is used to map all addresses on an internal network to a single address for use on 
an external network like the Internet. The main benefits are that NAT:

• Enables several devices to share a single connection

• Effectively hides from the outside network the IP addresses of all devices on the internal 
network.
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This is illustrated as follows:

NAT can be useful in conjunction with virtual private network (VPN) connections. When two 
networks are connected through a VPN tunnel, it may be desirable to obscure the address of local 
computers for security reasons. 

NAT security and static mappings
One of the benefits of NAT is that it effectively hides the IP addresses of all computers on the 
internal network from the outside network. In some cases, however, it is useful to make a computer 
on the internal network accessible externally. For example, a Web server or FTP server. 

Static NAT mapping addresses this problem. Static NAT mapping enables you to route specific 
incoming traffic to an IP address on the internal network. For example, to support a web server, you 
can define a static NAT mapping to route traffic on TCP port 80 to an internal computer running a 
Web server. 

A static NAT mapping allows only one internal IP address to act as the destination for a particular 
protocol (unless you map the protocol to a nonstandard port). For example, you can run only one 
web server on the internal network.

Caution: If you use a NAT static mapping to enable a secure (HTTPS) web server on 
the internal network on TCP port 443, remote access to the management 
tool is no longer possible, as all incoming HTTPS requests are routed to 
the internal Web server and not to the management tool. You can change 
the default management port (TCP 443) to an alternate unused TCP port in 
this case.

Note: If you create a static mapping, the firewall is automatically opened to accept the 
traffic. However, this firewall rule is not visible on the Firewall configuration page.

Web
server

Web Page
Web Page

192.168.1.2

NAT

192.168.1.3

ISP

addressed to
192.168.1.2

addressed to
202.125.11.26

Internal addresses are invisible
to computers on the Internet.

All traffic uses the
same external IP
address assigned
by the ISP.

202.125.11.26

HTTP request
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The following table indicates how some common applications are affected by NAT. 

The service controller provides pre-configured static mappings for most common applications, 
which you can enable as needed.

Most web browsers use FTP in active mode. Some browsers provide a configuration option that 
enables you to alter this. Use the following steps to change this behavior in Microsoft Internet 
Explorer.

1. Select Tools > Internet options to open the Internet options dialog. 

2. Select the Advanced tab. 

3. Under Browsing, enable the Use Passive FTP for compatibility with some firewalls and 
DSL modems checkbox.

NAT example
The following example shows you how to configure static NAT mappings to run a web server and 
an FTP server on the internal network. This scenario might occur if you use the service controller in 
an enterprise environment.

By creating static NAT mappings, FTP and HTTP (web) traffic can be routed to the proper user. 
Note that the addresses of these stations are still not visible externally. Remote computers send 
their requests to 202.125.11.26, and the service controller routes them to the proper client.

Use the following steps to configure the service controller to support this example,.

1. Select Network > NAT > Add New Static NAT Mapping.

2. On the NAT mappings page, select Add New Static NAT Mapping.

3. Under Requests for, select Standard Services, and then select http (TCP 80).

Application  NAT

FTP (passive mode) Requires a static mapping to function.

FTP (active mode) Requires a static mapping to function.

NetMeeting Requires a static mapping to function.

Telnet Requires a static mapping to function.

Windows networking No effect



HP MSM313/MSM323 Management and Configuration Guide 70  4   Network configuration
4. Under Translate to, specify the IP address of the web server, for example 192.168.1.2. The 
Settings box should now look similar to this:

5. Select Add to save your changes and return to the NAT mappings page. The new mapping is 
added to the table.

6. To support the FTP server, create two additional mappings with the following values:

• Set Standard Services to ftp-data (TCP 20) and set IP address to 192.168.1.3.

• Set Standard Services to ftp-control (TCP 21) and set IP address to 192.168.1.3.

The NAT mappings table should now show all three mappings:

One-to-one NAT
Note: This feature only applies to VPN traffic using PPTP on the Internet port.

In its default configuration, NAT translates all internal IP address to a single external IP address. As 
a result, all user sessions to an external resource appear to originate from the same IP address. 
Certain applications do not allow multiple connections from the same IP address, or impose a limit. 
For example, some PPTP servers require a unique IP address for each user.

One-to-one NAT addresses this problem. One-to-one NAT enables you to assign multiple IP 
addresses to the Internet port and to use those addresses to distinguish outgoing NAT traffic for 
users making VPN connections. 

One-to-one NAT functions as follows:

• Define alternate static addresses for the Internet port. These addresses must be valid on the 
Internet.

• Define the one-to-one-nat attribute in the account for each user that requires a unique IP 
address. Or define the default-user-one-to-one-nat attribute on the service controller. 
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• When a user with one-to-one NAT support logs into the public access interface and establishes 
a PPTP session, the service controller reserves the next available alternate IP address for that 
user. If all alternate IP addresses are in use, or none has been defined, the default IP address 
of the Internet port is used. 

The address is reserved for as long as the user is logged in and using a VPN connection. 
Therefore, you must define enough alternate IP addresses to support the maximum number of 
active VPN sessions you expect to have at any one time.

RIP
The service controller supports Routing Information Protocol (RIP) versions 1 and 2. RIP can 
operate in one of two modes on the interfaces you select. 

• Passive mode: The service controller listens for routing broadcasts to update the routing table, 
but does not broadcast its own routes. 

• Active mode: The service controller listens for routing broadcasts to update the routing table, 
and also broadcast its own routes. 

For example:

Note: RIP is not supported if you are using PPPoE on the Internet port. 

IP QoS
To ensure that critical applications have access to the required amount of wireless bandwidth, you 
can classify packets destined for the wireless interface into priority queues based on a number of 
criteria. For example, you can use any of the following to place data packets in one of four priority 
queues for transmission onto the wireless interface:

• TCP source port

• UDP source port

• Destination port

• Port ranges 

You configure IP quality of service (QoS) by creating IP QoS profiles that you can then associate 
with VSCs or use for global wireless settings. You can configure as many as 32 IP QoS profiles on 
the service controller. You can associate as many as 10 IP QoS profiles with each VSC.
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Configuration
To view and configure IP QoS profiles, select Network > IP QoS. Initially, no profiles are defined.

To create an IP QoS profile select Add New Profile.

Settings
• Profile name: Specify a unique name to identify the profile. 

• Protocol: Specify an IP protocol to use to classify traffic by specifying its Internet Assigned 
Numbers Authority (IANA) protocol number. Protocol numbers are pre-defined for a number of 
common protocols. If the protocol you require does not appear in the list, select Other and 
specify the appropriate number manually. You can find IANA-assigned protocol numbers at 
http://www.iana.org. 

• Start port/ End port: Optionally specify the first and last port numbers in the range of ports to 
which this IP QoS profile applies. To specify a single port, specify the same port number for 
both Start port and End port. Port numbers are pre-defined for a number of common 
protocols. If the protocol you require does not appear in the list, select Other and specify the 
appropriate number manually. 

Note: To accept traffic on all ports for a specified protocol, set Start port to Other and 
0. 

• Priority: Select the priority level that will be assigned to traffic that meets the criteria specified 
in this IP QoS profile.

Note: It is strongly recommended that you reserve Very high priority for voice 
applications.

http://www.iana.org. 
http://www.iana.org. 
http://www.iana.org. 
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Example
This example shows how to create two IP QoS profiles and associated them with a VSC. The two 
profiles are:

• Voice: Provides voice traffic with high priority.

• Web: Provides HTTP traffic with low priority. 

Create the profiles
1. Select Network > IP QoS, and then Add New Profile. The IP QoS Profile page opens.

2. Under Profile name, specify Voice.

3. Under Protocol, from the drop-down list select TCP. 

4. Under Start port, from the drop-down list select SIP. Start port and End port are 
automatically populated with the correct value: 5060.

5. Under Priority, from the drop-down list select Very High. 

6. Select Save.

Note: You could also create another profile using the same parameters but for UDP to 
cope with any kind of SIP traffic.

7. On the IP QoS Profile page select Add New Profile.

8. Under Profile name, specify Web.

9. Under Protocol, from the drop-down list select TCP. 

10. Under Start port, from the drop-down list select http. Start port and End port are 
automatically populated with the common HTTP port, 80.
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11. Under Priority, from the drop-down list select Low. 

12. Select Save.

Assign the profiles to a VSC
1. Select VSC > Profiles and then select one of the VSC profiles in the Name column. 

2. Under Virtual AP expand the Quality of service section.

3. Set Priority mechanism to IP QoS.

4. in IP QoS profiles, Ctrl-click each profile.

5. Select Save.

IGMP proxy
This feature provides support for multicast routing using IGMP (Internet Group Management 
Protocol), which is typically required by the service controller. When enabled, IGMP:

• Routes all multicast traffic received on the Upstream interface to the Downstream interface. 

• Listens for IGMP host membership reports from authenticated users on the Downstream 
interface and forwards them to the Upstream interface. IGMP host membership reports from 
unauthenticated users are ignored. 

Note: An access list definition must be created to accept the multicast traffic (video 
streams, etc.) 

Note: Due to the nature of multicast traffic, once a user registers for a stream it 
automatically becomes visible to unauthenticated users as well. (However, 
unauthenticated users are not able to register with the IGMP group). 
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To view and configure IGMP proxy settings, select Network > IGMP proxy. 
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Management tool
The management tool is a web-based interface to the service controller that provides easy access 
to all configuration and monitoring functions. 

Management scenarios
For complete flexibility, you can manage the service controller both locally and remotely. The 
following management scenarios are supported:

• Local management using a computer that is connected to the LAN or Internet port on the 
service controller. This may be a direct connection or through a switch.

• Remote management via the Internet with or without a VPN connection. See “Creating VPN 
connections” on page 97 for more information on using the service controller’s integrated VPN 
clients to create secure remote connections.

Management station
The management station refers to the computer that an administrator uses to connect to the 
management tool. To act as a management station, a computer must:

• Have a JavaScript-enabled web browser installed (at least Microsoft Internet Explorer 7.0 or 
Mozilla Firefox 2.0).

• Be able to establish an IP connection with the service controller.

Note: Before installation ensure that TCP/IP is installed and configured on the 
management station. IP addressing can be either static or DHCP. A unique feature of 
the service controller is its ability to support connections from users that have a 
preconfigured static IP address. 

Starting the management tool
To launch the management tool, specify the following in the address bar of your browser:

https://Service_Controller_IP_address

By default, the address 192.168.1.1 is assigned to the LAN port. For information on starting the 
management tool for the first time, see “Configuration procedure” on page 91.
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Customizing management tool settings
To customize management tool settings, select Management > Management tool.

Administrator authentication
Access to the management tool is protected by a username and password. The factory default 
setting for both is admin. It is recommended that you change both at initial setup, and then 
regularly thereafter.

Caution: If you forget the administrator password, the only way to access the 
management tool is to reset the service controller to factory default 
settings. For information see “Resetting to factory defaults” on page 159.

Authenticating administrators using a RADIUS server
The service controller can be configured to use an external RADIUS server to authenticate 
administrators. One advantage of this method is that it enables several administrator accounts to 
be created, each with its own username and password.

Configure RADIUS authentication as follows:

1. Define an account for the administrator on the RADIUS server.

2. On the service controller, create a RADIUS profile that will connect the service controller to the 
RADIUS server. See “Configuring a RADIUS client profile on the service controller” on 
page 90.
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3. Under Administrator authentication, set Authenticate via to the RADIUS profile you created 
in step 2. In this example, the profile is called Rad-1.

4. Enable Try local account if RADIUS unreachable. This will allow you to login using the local 
account if the connection to the RADIUS server is unavailable.

5. It is recommended that before saving, you specify the Username and Password and select 
Test to ensure that the RADIUS server is reachable and that the administrator account is 
working properly.

Caution!  If you do not enable the “Try local account if RADIUS unreachable option” 
and the service controller is unable to reach the RADIUS server, you will 
not be able to login.

Login control
To maintain the integrity of the configuration settings, only one user can be connected to the 
management tool at a given time. To prevent the management tool from being locked by an idle 
user, two mechanisms are in place:

• If a user’s connection to the management tool remains idle for more than ten minutes, the 
service controller automatically terminates the user’s session. Use the Web inactivity logout 
option to customize this behavior.

• If a second user connects to the management tool and authenticates with the correct 
username and password, the first user’s session terminates. You can change this mechanism 
to block the login of the second administrator.

• If login to the management tool fails five times in a row (bad username and/or password), login 
privileges are blocked for five minutes. Once five minutes expires, login privileges are once 
again enabled. However, if the next login attempt fails, privileges are again suspended for five 
minutes. This cycle continues until a valid login occurs.

Web server
You can also configure the web server ports from which access to the management tool is 
permitted. 

• Secure web server port: Specify a port number for the service controller to use to provide 
secure HTTPS access to the management tool. Default is 443. 
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• Web server port: Specify a port number for the service controller to use to provide standard 
HTTP access to the management tool. These connections are met with a warning, and the 
browser is redirected to the secure web server port. Default is 80. 

Security
The management tool is protected by the following security features:

• HTTPS: Communications between a management station and the service controller is 
protected using the Secure Hypertext Transport Protocol. Before logging on to the 
management tool, you must accept a security certificate. Because the default certificate 
provided with the service controller is self-signed by HP, it will trigger a warning message on 
most browsers. To remove this warning message, you must replace the default certificate with 
a valid certificate signed by a certificate authority. See “Managing certificates” on page 105 for 
instructions on how to replace the default certificate.

• Port blocking: You can enable or disable access to the management tool for each of the 
following: 

• LAN port 

• Internet port 

• VPN

• VLAN

• GRE

These settings also apply when SSH is used to access the command line interface.

• Allowed IP address: You can configure a list of subnets from which access to the 
management tool is permitted.

Auto-refresh
This option controls how often the service controller updates the information in group boxes that 
show the auto-refresh icon in their title bar. Under Interval, specify the number of seconds between 
refreshes.

SNMP
The service controller provides a robust SNMP implementation supporting both industry standard 
and HP-specific MIBs. For complete information on supported MIBs, see the HP MSM313/
MSM323 SNMP MIBs Reference Guide.

Auto-refresh icon
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Configuring SNMP settings
Select Management > SNMP to open the SNMP configuration page. This page enables you to 
configure SNMP attributes, agents, traps, and security.

Attributes
• System name: Specify a name to identify the service controller. Default is the service 

controller’s serial number.

• Location: Specify a descriptive name for the location where the service controller is installed.

• Contact: Specify information about a contact person for the service controller.

• Community name: Specify the password that controls read/write access to SNMP information. 
A network management program must supply this password when attempting to set or get 
SNMP information from the service controller. By default, this is set to private.

• Confirm community name: Re-enter the Community name.

• Read-only name: Specify the password that controls read-only access to the SNMP 
information. A network management program must supply this password when attempting to 
get SNMP information from the service controller. By default the Read-only name is public.

• Confirm read-only name: Reenter the Read-only name.
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Agent
The SNMP agent is active by default. If you disable the agent the service controller will not respond 
to SNMP requests.

• Port: UDP port and protocol the service controller uses to respond to SNMP requests. Default 
port is 161.

• SNMP Protocol: SNMP version supported. Default is Version 2c which also supports 
requests from agents using version 1.

Security
Use these settings to control access to the SNMP interface. 

• Allowed addresses: List of IP address from which access to the SNMP interface is permitted. 
To add an entry, specify the IP address and appropriate Mask, and then select Add.

When the list is empty, access is permitted from any IP address.

• Active interfaces: Enable the checkboxes that correspond to the interfaces from which to 
allow access to the SNMP interface.

Traps
When this feature is enabled, the service controller sends traps to the hosts that appear in the 
Traps destinations list.

The service controller supports the following MIB II traps:

• coldStart

• linkUp

• linkDown

• authenticationFailure

In addition, the service controller supports a number of HP-specific traps. Select
Configure Traps. For a descriptions of these traps, see the online help.
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SOAP
The service controller provides a SOAP interface that can be used by SOAP-compliant client 
applications to perform configuration and management tasks.

Configuring the SOAP server
Select Management > SOAP to open the SOAP server configuration page. By default, the 
SOAP server is enabled.

Server settings

Secure HTTP (SSL/TLS)
Enable this option to configure the SOAP server for SSL/TLS mode. When enabled, the Secure 
Sockets Layer (SSL) protocol must be used to access the SOAP interface.

Using client certificate 
When enabled, the use of a X.509 client certificate is mandatory for SOAP clients.

HTTP authentication
When enabled, access to the SOAP interface is available via HTTP with the specified username 
and password.

TCP port
Specify the number of the TCP port that SOAP uses to communicate with remote applications. 
Default is 448.

Security
Use these settings to control access to the SOAP interface. 
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• Allowed addresses: List of IP address from which access to the SOAP interface is permitted. 
To add an entry, specify the IP address and appropriate Mask, and then select Add.

When the list is empty, access is permitted from any IP address.

• Active interfaces: Enable the checkboxes that correspond to the interfaces from which to 
allow access to the SOAP interface.

Security considerations
• The SOAP server is configured for SSL/TLS mode, and the use of a X.509 client certificate is 

mandatory for SOAP clients. 

• The SOAP server is configured to trust all client certificates signed by the default HP SOAP CA 
installed on the service controller. 

• Users should generate and install their own SOAP CA private key/public key certificate to 
protect their devices from unauthorized access. This is important because the default SOAP 
CA and a valid client certificate are provided as an example to all customers. (See “Managing 
certificates” on page 105.)

CLI
The service controller provides a command line interface that can be used to perform configuration 
and management tasks via the serial port or an IP connection on any of the service controller’s 
interfaces, including the LAN port, Internet port, or VPN/GRE tunnel.

For complete information using on the CLI, see the HP MSM313/MSM323 CLI Reference Guide.

A maximum of three concurrent CLI sessions are supported regardless of the connection type.

Configuring CLI support
Select Management > CLI to open the Command Line Interface (CLI) configuration page.

Secure shell access
Enable this option to allow access to the CLI via an SSH session. The CLI supports SSH on the 
standard TCP port (22).

Connectivity and login credentials for SSH connections use the same settings as defined for 
management tool administrators on the Management > Management tool page

• SSH connections to the CLI can be made on any active interface. Support for each interface 
must be explicitly enabled under Security.
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• The login credentials for SSH connections are the same as those defined under Administrator 
authentication. 

Note: SSH logins always use the local administrator username and password, even if 
Administrator authentication is set to use an external RADIUS server.

The following SSH clients have been tested with the CLI. Others may work as well:

• OpenSSH

• Tectia

• SecureCRT

• Putty

Serial port access 
• Enable the CLI on serial port: Enable this option to allow access to the CLI through the serial 

port.

• Use hardware flow control: Enable hardware flow control on the serial port connection. Flow 
control keeps the data flow at an efficient pace. Too much data arriving before a device can 
handle it causes data overflow, meaning the data is either lost or must be retransmitted. 

• Serial port speed: Select the speed of your serial port connection.

System time
Select Management > System time to open the System time page. This page enables you to 
configure the time server and time zone information.

1. Set timezone & DST as appropriate.

2. Set Time server protocol to Simple Network Time Protocol (default setting).

3. Select Set date & time (time servers) and then select the desired time server. TIme servers 
can be located on the Internet or LAN ports. Add other servers if desired. The service 
controller contacts the first server in the list. If the server does not reply, the service controller 
tries the next server and so on.
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The default setting is ntp.org service. This will resolve to a different registered time server 
each hour. For more information refer to: http://www.pool.ntp.org/

4. Select Save and verify that the date and time is updated accurately.

Country
Note: The Country sub-menu is not available on service controllers delivered with a fixed 

country setting. The country for which the service controller is configured to operate 
is displayed on the management tool home page.

Select Management > Country and select the desired country.

Caution: Do not change Country to a country other than the one in which the 
service controller operates. Failing to heed this caution may violate the 
regulatory compliance of the service controller and engage your 
responsibility/liability for operating in your country.

Satellites
This page shows information about autonomous HP APs operating on the network. APs broadcast 
status information every 60 seconds using the CDP protocol. 

• Device ID: Serial number of the AP. Click this number to view more information on the AP.

• Wireless MAC address: MAC address assigned to the AP’s wireless interface.

• Device MAC address: MAC address assigned to the AP’s Ethernet interface.

• IP address: IP address assigned to the AP. Click the IP address to open the AP’s management 
tool in a new browser window.

• Device name: Name assigned to the AP.

• Channel(s): Wireless channel(s) being used by the AP.
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Using a third-party RADIUS server
The service controller can use one or more RADIUS servers to perform a number of authentication 
and configuration tasks, including the tasks shown in the table below. 

Configuring a RADIUS client profile on the service controller
The service controller enables you to define a maximum of 16 RADIUS profiles. Each profile 
defines the settings for a RADIUS client connection. To support a client connection, you must 
create a client account on the RADIUS server. The settings for this account must match the profile 
settings you define on the service controller. 

For backup redundancy, each profile supports a primary and secondary server.

The service controller can function with any RADIUS server that supports RFC 2865 and RFC 
2866. Authentication occurs via authentication types such as: EAP-MD5, CHAP, MSCHAP v1/v2, 
PAP, EAP-TLS, EAP-TTLS, EAP-PEAP. EAP-SIM, EAP-AKA, EAP-FAST, and EAP-GTC.

Caution: To safeguard the integrity of the RADIUS traffic, it is important that you 
protect communications between the service controller and the RADIUS 
server. The service controller lets you use PPTP or IPSec to create a 
secure tunnel to the RADIUS server. For complete instructions on how to 
accomplish this, see “Creating VPN connections” on page 97.

Note: If you change a RADIUS profile to connect to a different server while users are 
active, all RADIUS traffic for active user sessions is immediately sent to the new 
server. 

Task For more information see

Validating administrator credentials “Authenticating administrators using a RADIUS 
server” on page 79

Validating user credentials for 802.1X, MAC, 
and HTML authentication types

“Wireless protection” on page 22

“HTML-based user logins” on page 24

“MAC-based authentication” on page 24

Storing custom configuration settings for the 
public access interface

HP MSM313/MSM323 Network Access 
Configuration Guide

Storing custom configuration settings for 
each user

Storing accounting information for each user
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Configuration procedure
1. Select Security > RADIUS profiles. The RADIUS profiles page opens.

2. Select Add New Profile. The Add/Edit RADIUS Profile page opens.

3. Configure the profile settings as described in the following Configuration parameters section.

4. Select Save.
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Configuration parameters

Profile name
Specify a name to identify the profile. 

Settings
• Authentication port: Specify a port on the RADIUS server to use for authentication. By 

default RADIUS servers use port 1812.

• Accounting port: Specify a port on the RADIUS server to use for accounting. By default 
RADIUS servers use port 1813.

• Retry interval: Specify the number of seconds that the RADIUS server waits before 
access and accounting requests time out. If the server does not receive a reply within this 
interval, the service controller switches between the primary and secondary RADIUS 
servers, if a secondary server is defined. A reply that is received after the retry interval 
expires is ignored.

Retry interval applies to access and accounting requests that are generated by the 
following:

• Administrator access to the management tool

• User authentication by way of HTML

• MAC-based authentication of devices

• Authentication of the service controller

• Authentication of the controlled AP

You can determine the maximum number of retries as follows:

• HTML-based logins: Calculate the number of retries by taking the setting for the HTML-
based logins Authentication Timeout parameter and dividing it by the value of this 
parameter. Default settings result in 4 retries (40 / 10).

• MAC-based and service controller authentication: Number of retries is infinite.

• 802.1X authentication: Retries are controlled by the 802.1X client software.

• Authentication method: Select the default authentication method that the service 
controller uses when exchanging authentication packets with the RADIUS server defined 
for this profile. 

For 802.1X users, the authentication method is always determined by the 802.1X client 
software and is not controlled by this setting.

If traffic between the service controller and the RADIUS server is not protected by a VPN, it 
is recommended that you use either EAP-MD5 or MSCHAP V2 (if supported by your 
RADIUS Server). PAP, MSCHAP V1, and CHAP are less secure protocols.

• NAS ID: Specify the identifier for the network access server that you want to use for the 
service controller. By default the serial number of the service controller is used. The 
service controller includes the NAS-ID attribute in all packets that it sends to the RADIUS 
server.

• Always try primary server first: Enable this option if you want to force the service 
controller to contact the primary server first. 
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Otherwise, the service controller sends the first RADIUS access request to the last known 
RADIUS server that replied to any previous RADIUS access request. If the request times 
out, the next request is sent to the other RADIUS server if defined. 

For example, assume that the primary RADIUS server was not reachable and that the 
secondary server responded to the last RADIUS access request. When a new 
authentication request is received, the service controller sends the first RADIUS access 
request to the secondary RADIUS server.

If the secondary RADIUS server does not reply, the service controller retransmits the 
RADIUS access request to the primary RADIUS server. When two servers are configures, 
the service controller always alternates between the two.

Primary/Secondary RADIUS server
• Server address: Specify the IP address of the RADIUS server.

• Secret/Confirm secret: Specify the password for the service controller to use to 
communicate with the RADIUS server. The shared secret is used to authenticate all 
packets exchanged with the server, proving that the packets originate from a valid/trusted 
source.

Authentication realms
When authentication realms are enabled for a profile, selection of the RADIUS server to use for 
authentication is based on the realm name, rather than the RADIUS profile name configured. 
This applies to any VSC authentication setting that uses the profile.

• Realm names are extracted from user names as follows: if the username is 
person1@mydomain.com then mydomain.com is the realm. The authentication request 
is sent to the RADIUS profile with the realm name mydomain.com. The username sent for 
authentication is still the complete person1@mydomain.com. 

• For added flexibility, regular expressions can be used in realm names, enabling a single 
realm name to match many users. For example, if a realm name is defined with the regular 
expression ^per.* then all usernames beginning with per followed by any number of 
characters will match. The following usernames would all match:

per123.biz
per321.lan
per1

Important
• You must enable the use of authentication realms for the VSC.

• Realms names are not case-sensitive and can be a maximum of 64 characters long.

• You can define a maximum of 200 realms across all RADIUS profiles. There is no limit to 
the number of realms that you can define for each RADIUS profile.

• Each RADIUS profile can be associated with one or more realms. However, a realm cannot 
be associated with more than one profile.

• A realm overrides the authentication RADIUS server only; the server used for accounting is 
not affected. 

Caution: When realm configuration is changed in any way, all active user 
sessions are terminated. 
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Configuring global 802.1X settings
The service controller provides several 802.1X settings that apply globally to all 802.1X 
connections. To configure these settings, select Security > 802.1X. 

Configurable parameters on the 802.1X configuration page include the following:

• Supplicant timeout: Specify the maximum length of time the service controller will wait for a 
client station to respond to an EAPOL packet before resending it.

If wireless client stations are configured to manually specify the 802.1X username or password, 
or both, increase the value of the timeout to between 15 and 20 seconds.

• Group key update: Enable this option to force updating of 802.1x group keys at the specified 
Key change interval. 

• Reauthentication: Enable this option to force 802.1X clients to reauthenticate after the 
specified Period. This option is disabled by default.

• Period: Client stations must reauthenticate after this amount of time has passed since their 
last reauthentication. 

• Terminate: Specifies how client traffic is handled during reauthentication.

• Disabled: Client stations remain connected during reauthentication and traffic is 
blocked only if reauthentication fails. 

• Enabled: Client traffic is blocked during reauthentication and is activated again only if 
authentication succeeds.

Firewall
To safeguard your network from intruders, the service controller features a customizable stateful 
firewall. The firewall operates on the traffic streaming through the Internet port. It can be used to 
control both incoming and outgoing data. 

The service controller features a number of predefined firewall rules to let you achieve the security 
level you need without going to the trouble of designing your own rules. You can create a 
completely custom set of firewall rules to suit your particular networking requirements, if necessary.
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If the service controller is connected to a wired LAN, the firewall protects the wired LAN as well.

Firewall presets
The easiest way to use the firewall is to use one of the preset settings. Two levels of security are 
provided:

• High: Permits all outgoing traffic, except NetBIOS (TCP and UDP). Blocks all externally 
initiated connections. 

• Low: Permits all incoming and outgoing traffic, except for NetBIOS traffic. Use this option if you 
require active FTP sessions.

The following tables indicate how some common applications are affected by the preset firewall 
settings.

syn attack

telnet

Integrated
Firewall

ftp

Hacker

Outgoing traffic Firewall setting

Application  Low High

FTP (passive mode) Passed

FTP (active mode) Passed

Web (HTTP, HTTPS) Passed

SNMP Passed

Telnet Passed

Windows networking Blocked

ping Passed

PPTP from client station to remote server Passed

NetMeeting (make call) Passed

IPSec pass-through Passed

NetBIOS Blocked
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Firewall configuration
To configure a firewall, select Security > Firewall. The Firewall configuration page opens.

• Select Preset firewall to use a preconfigured firewall setting of High or Low. Select View to 
see the firewall rules for the selected setting.

• Select Custom firewall if you have specific security requirements. This setting enables you to 
target specific protocols or ports. 

Incoming traffic Firewall setting

Application  Low High

FTP (passive mode) Passed Blocked

FTP (active mode) Passed Blocked

Web (HTTPS) Passed Blocked

Web (HTTP) Passed Blocked

Telnet Passed Blocked

Windows networking Passed Blocked

PPTP from remote client to a server on the local 
network

Passed Blocked

ping client on local network Passed Blocked

IPSec pass-through Passed Blocked

NetBIOS Passed Blocked

NetMeeting (receive call) Passed Blocked
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Customizing the firewall
To customize the firewall, you define one or more rules. A rule lets you target a specific type of data 
traffic. If the service controller finds data traffic that matches the rule, the rule is triggered, and the 
traffic is rejected or accepted by the firewall.

To add a rule, select Custom Firewall on page Security > Firewall, select Edit, and then select 
Add New Rule.

Rules operate on IP datagrams (sometimes called packets). Datagrams are the individual 
packages of data that travel on an IP network. Each datagram contains addressing and control 
information along with the data it is transporting. The firewall analyses the addressing and control 
information to apply the rules you define.

The service controller applies the firewall rules in the order that they appear in the list. An intelligent 
mechanism automatically adds the new rules to the list based on their scope. Rules that target a 
large amount of data are added at the bottom. Rules that target specific datagram attributes are 
added at the top.

Creating VPN connections
The service controller features virtual private network (VPN) software that enables it to create a 
secure connection to a remote site by way of a non-secure infrastructure like the Internet. 

Two options are available: PPTP client and IPSec.

• decode the packets of data being exchanged between two IPSec peers. 

VPN tunnels

RADIUS server

VPN server

Management station
Service controller
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Note: Traffic in the VPN tunnel bypasses the service controller’s firewall.

Caution: The VPN tunnel should not be used to transport user traffic. The tunnel 
should only be used to carry management traffic. (RADIUS, SNMP, and 
management sessions).

To prevent user traffic from entering the tunnel, you must define access list definitions to DENY 
access to all subnets on the other side of the tunnel. 

Consider the following scenario:

To protect the VPN, add the following definitions to the site access list:

access-list=vpn,DENY,all,192.168.30.0/24,all
use-access-list=vpn

This definition applies to all users, whether they are authenticated or not. It blocks access to the 
VPN subnet for all traffic. For more information on using the access list feature, see the HP 
MSM313/MSM323 Network Access Configuration Guide.

PPTP client
The PPTP client enables the service controller to create a secure tunnel to any device that 
provides a PPTP server. All traffic sent though this tunnel is protected against eavesdropping by 
means of encryption. 

Note: The PPTP tunnel should not be used to transport user traffic. To prevent user traffic 
from entering the tunnel, you must define access list definitions to DENY access to 
all subnets on the other side of the tunnel. The tunnel should be used to carry 
management traffic only (RADIUS, SNMP, management sessions).

Physical address
24.10.135.55

Address in VPN tunnel
192.168.30.1

Physical address
35.210.15.155

Address in VPN tunnel
192.168.30.2

VPN tunnels

RADIUS server

VPN server

Management station
Service controller
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Configuration
To view and configure IPSec, select Security > PPTP client. The PPTP client is disabled by 
default.

Configuration settings

Connection
When enabled, the service controller automatically establishes the PPTP connection when it 
restarts.

PPTP server address
Specify the domain name or IP address of the PPTP server the service controller will connect to.

Domain name(s)
Specify the domain name(s) of the PPTP server. Put a space between each name as a separator. 
The service controller routes all traffic addressed to this domain through the PPTP connection. 

Auto-route discovery
Enable this option if you want the service controller to automatically discover and add routes to IP 
addresses on the other side of the PPTP tunnel. The addresses must be part of the specified 
domain. Routes are added only when an attempt is made to access the addresses.

LCP echo requests
Certain VPN servers may terminate your connection if it is idle. If you enable this option, the 
service controller will send a packet from time to time to keep the connection alive.

Account

Username
Specify the username the service controller will use to log on to the PPTP server. If you are logging 
on to a Windows NT domain, specify domain_name\username
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Password / Confirm password
Specify the password the service controller will use to log on to the PPTP server.

Network Address Translation (NAT)
If you enable NAT, it effectively hides the addresses of all local computers so that they are not 
visible on the other side of the PPTP connection. 

If you disable NAT, then the appropriate IP routes must be added to send traffic through the tunnel. 

IPSec
IPSec provides the ability for two hosts (called peers in IPSec terminology) to communicate in 
complete security over any IP-based network. IPSec achieves this security though the use of 
sophisticated encryption that makes it impossible for an eavesdropper to decipher the transmitted 
data.

Configuration
To view and configure IPSec, select Security > IPSec. Initially, no security policies are defined.

To create a new policy select Add New Policy. See “Adding a new security policy” on page 101 for 
more information.

For information about the IPsec certificates section of this page, see “IPSec certificates” on 
page 111.

Configuration settings

IPSec VLAN mapping
The IPSec port configuration page enables you to configure IPSec VLAN mapping. Use these 
settings to define how IPSec traffic is routed on the LAN and Internet ports. You can assign traffic 
to the untagged interface (no VLAN) or to any defined VLAN. 
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IPSec security policy database
The IPSec security policy database table shows all the IPSec security policies that are defined 
on the service controller. A security policy defines the criteria that must be met for a peer to 
establish an IPSec security association (SA) with the service controller. Depending on its settings, 
a policy can allow one or more peers to establish an SA with the service controller. Each time an 
SA is established, a new entry is added to the IPSec security associations table. To view this table, 
select Status > IPSec. 

The IPSec security policy database table shows the following fields from the IPSec policy 
database:

• Name: Name assigned to the security policy. 

• Port: Port assigned to the security policy. 

• Peer address: Address of the peer which can establish an SA using this policy. 

• Mode: Indicates the IPSec mode (tunnel or transport) supported by this policy. 

• Status: Indicates whether the policy has been enabled. An SA can only be established when a 
policy is enabled. 

• Authentication: Indicates the method used to authenticate peers. 

Adding a new security policy
A security association can be established between the service controller and a peer only if the 
policy is enabled. 

The IPSec tunnel should not be used to transport user traffic. To prevent user traffic from entering 
the tunnel, you may need to define access list definitions to DENY access to all subnets on the 
other side of the tunnel (only if you set up the IPSec tunnel in "tunnel mode"). The tunnel should be 
used to carry management traffic only (RADIUS, SNMP, management sessions). 
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To add a new security policy, follow this procedure.

1. Select Security > IPSec. The IPSec port configuration page opens. 

2. Select Add New Policy. The Add/Edit security policy page opens.

3. Configure the policy according to the information in the following sections: General settings, 
Peer information, Authentication method, and Security policy.

4. Select Save. The IPSec security policy database list is updated to include your new policy.

5. You can now skip ahead to the next main section “Managing certificates” on page 105.

General settings
On the Add/Edit security policy page under General, you can configure the following 
parameters:

• Enabled/ Disabled: Select the appropriate radio button to enable or disable this security policy.

• Name: Specify a name that identifies the policy in the IPSec security policy database.
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• Phase 1 mode: Select one of the following modes:

• Main mode: This option is supported by most IPSec clients. It provides support for peer 
authentication via X.509 certificates or pre-shared keys. 

• Aggressive mode: Aggressive mode does not provide identity protection as main mode 
does. It is helpful when setting up a LAN-to-LAN tunnel when the Internet IP address is 
dynamic. The remote gateway can then use the group name to know which LAN-to-LAN 
tunnel to activate. 

• Mode: Select one of the following modes of operation: 

• Tunnel mode: Use this mode if you want to create a secure tunnel to a remote peer to 
transfer data between two networks (i.e. both peers are operating as gateways). This 
option can also be used in peer-to-peer mode by selecting the appropriate options for 
Incoming traffic and Outgoing traffic. 

• Transport mode: This option creates a point-to-point connection to a remote peer. Use this 
option if only the service controller needs to communicate with the remote peer. 

• Interface: Select the port to which the policy applies. 

• Encryption algorithm: Select the encryption algorithm used for this policy from the following 
choices:

• 3DES: A block cipher formed from the Data Encryption Standard (DES) cipher by using it 
three times. Also known as Triple DES.

• AES/3DES: AES is the Advanced Encryption Standard (AES), also known as Rijndael, a 
block cipher adopted as an encryption standard by the US government.

• Perfect Forward Secrecy: Enable this checkbox to support automatic regeneration of keys. 
The key is changed according to the following intervals: 

• Phase 1 exchange: Key changed every 6 hours 

• Phase 2 exchange: Key changed every 1 hour 

The service controller negotiates times up to 24 hours as required by the peer. 

Peer information
On the Add/Edit security policy page under Peer information, you can configure the following 
parameters:

• Accept any peer: (Available only in tunnel mode.) Enable this checkbox to permit the policy to 
accept an IPSec security association from any peer. When this option is enabled, the service 
controller sets ID type and ID automatically based on the selection for Authentication method. 
See IKE options for more information.

• Peer address: Specify the IP address or domain name of the peer. 

• Peer ID type: Select the method used to identify the peer, as follows:

• IP address: Specify the peer's IP address. If you are using a Preshared key for 
Authentication method, then you must use this option. 

• FQDN: Specify a fully qualified domain name. For example, gateway.mycompany.com 

• user@FQDN: Specify a fully-qualified user name. For example, fred@mycompany.com 
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• DER_ASN1_DN: Specify a distinguished name (DN) in LDAP (X.501) format. Specify a 
maximum of 91 characters. The following fields are supported:

Separate fields by a comma, space, or a forward slash (/). For example: 
(CN=joe/E=joe@company.com/O=Company Inc./C=US) 

• Peer ID: Specify the peer ID based on the ID type you selected. If you selected IP address, you 
can leave this field blank to use the Peer address. 

• DNS server address: Specify the domain name or IP address of the primary and secondary 
DNS servers that the service controller uses to resolve DNS requests related to the remote 
peer's domain. In most cases these servers are located on the network protected by the peer.

• Domain name: Specify the domain name of the peer. Any DNS requests on the wireless LAN 
for addressed to this domain are forwarded to the DNS server specified above. This enables 
the service controller to properly forward traffic to stations on the other side of an IPSec tunnel. 

Authentication method
On the Add/Edit security policy page under Authentication method, you can configure the 
following parameters:

• X.509 certificates: Select this option to use X.509 certificates to validate peers. To define 
certificate settings, select certificates on the security menu.

• Preshared key: Specify the key to be used by the service controller to validate peers. The 
service controller and the peer must both use the same key. 

• Confirm preshared key: Re-enter the value of the preshared key.

• Local ID type: Select one of the following local ID types:

• IP address 

• FQDN 

• user@FQDN 

• DER_ASN1_DN

• Local ID value: Specify the value for the chosen local ID type.

Field Description

CN commonName

SN serialNumber

C countryName

L localityName

ST stateOrProvinceName

O organizationName

OU organizationalUnitName

G givenName

E emailAddress 
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Security policy
On the Add/Edit security policy page under Security policy, you can configure the following 
parameters:

• Only permit incoming traffic addressed to: These settings enable you to filter incoming 
traffic so that only traffic addressed to a specific network or network device is permitted from 
the peer. Note that the setting you make for this parameter must match the setting the peer 
makes for outgoing traffic. If not, the connection is not established. 

• This service controller: Accepts only incoming traffic that is addressed to the service 
controller. All other traffic is dropped. 

• Subnet and Mask: Accepts only incoming traffic that is addressed to the specified subnet 
or host. All other traffic is dropped. To accept all traffic from the peer, specify both the 
Subnet and Mask as 0.0.0.0 

• NAT: Enable this checkbox to allow network address translation for traffic addressed to the 
specified Subnet. This hides the addresses of local computers from the peer. If you enable 
NAT, the peer does not have to match the settings for Subnet. 

• Only permit outgoing traffic addressed to: These settings enable you to filter outgoing traffic 
so that only traffic addressed to the peer, a specific network, or network device is sent. All other 
traffic is sent onto the Internet outside the tunnel. 

Note that the setting you make for this parameter must match the setting the peer makes for 
incoming traffic. If not, the connection is not established. 

• Peer: Sends only outgoing traffic that is addressed to the peer. All other traffic is sent onto 
the Internet outside the tunnel. 

• Subnet and Mask: Sends only outgoing traffic that is addressed to the specified subnet or 
host. All other traffic is dropped. To send all outgoing traffic to the peer, specify both the 
Subnet and Mask as 0.0.0.0. 

Managing certificates
Digital certificates are electronic documents that are used to validate the end parties or entities 
involved in data transfer. These certificates are normally associated with X.509 public key 
certificates and are used to bind a public key to a recognized party for a specific time period. 

Various features on the service controller make use of X.509 certificates for authentication and/or 
encryption of data exchanged with peers.

The service controller uses certificates for the authentication and/or encryption of data exchanged 
with peers. The following services make use of certificates:

• Administrators accessing the service controller’s management tool

• HTML users accessing the public access interface

• SOAP clients communicating with the service controller’s SOAP server

• RADIUS EAP-TLS

• RADIUS EAP-PEAP (server certificate only)
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• IPSec connections

• NOC authentication (For details, see the HP MSM313/MSM323 Network Access Configuration 
Guide.)

The certificate stores provide a repository for managing all certificates (except for those used by 
IPSec and NOC authentication). To view the certificate stores, select Security > Certificate 
stores.

Trusted CA certificate store
This list displays all CA certificates installed on the service controller. The service controller uses 
the CA certificates to validate the certificates supplied by peers during authentication. Multiple CA 
certificates can be installed to support validation of peers with certificates issued by different CAs.

The service controller uses the CA certificates to validate certificates supplied by:

• Administrators accessing the service controller’s management tool

• HTML users accessing the public access interface

• SOAP clients communicating with the service controller’s SOAP server

• RADIUS EAP

Items provided in this list are as follows:

Issued to
Name of the certificate holder. Select the name to view the contents of the certificate.

Current usage
Lists the services that are currently using this certificate.

CRL
Indicates if a certificate revocation list is bound to the certificate. An X.509 certificate revocation 
list is a document produced by a certificate authority (CA) that provides a list of serial numbers 
of certificate that have been signed by the CA but that should be rejected.

Delete 
Select to remove the certificate from the certificate store.
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Installing a new CA certificate
1. Specify the name of the certificate file or select Browse to choose from a list. CA certificates 

must be in X.509 or PKCS #7 format.

2. Select Install to install a new CA certificate.

CA certificate import formats
The import mechanism supports importing the ASN.1 DER encoded X.509 certificate directly or as 
part of two other formats: 

• PKCS #7 (widely used by Microsoft products)

• PEM, defined by OpenSSL (popular in the Unix world)

• The CRL can be imported as an ASN.1 DER encoded X.509 certificate revocation list directly 
or as part of a PEM file. 

Default CA certificates
The following certificates are installed by default:

• SOAP API Certificate Authority: Before allowing a SOAP client to connect the service 
controller checks the certificate supplied by a SOAP client to ensure that it is issued by a 
trusted certificate authority (CA). 

• Dummy Authority: Used by the internal RADIUS server. You should replace this with your own 
CA certificate. 

Note: For security reasons, you should replace the default certificates with your own.

Content and
file format Items carried in the file Description

ASN.1 DER encoded 
X.509 certificate

One X.509 certificate This is the most basic format 
supported, the certificate without any 
envelope.

X.509 certificate in 
PKCS #7 file

One X.509 certificate Popular format with Microsoft products.

X.509 certificate in 
PEM file

One or more X.509 certificate Popular format in the Unix world. 
X.509 DER certificate is base64 
encoded and placed between
"-----BEGIN CERTIFICATE-----" 
and 
"-----END CERTIFICATE-----" 
lines. Multiple certificates can be 
repeated in the same file.

ASN.1 DER encoded 
X.509 CRL

One X.509 CRL Most basic format supported for CRL.

X.509 CRL in PEM file One X.509 CRL Same format as X.509 certificate in 
PEM format, except that the lines 
contain BEGIN CRL and END CRL.
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Certificate and private key store
This list displays all certificates installed on the service controller. The service controller uses these 
certificates and private keys to authenticate itself to peers.

Items provided in this list are as follows:

Issued to
Name of the certificate holder. Select the name to view the contents of the certificate.

Issued by
Name of the CA that issued the certificate.

Current usage
Lists the services that are currently using this certificate.

Delete 
Select to remove the certificate from the certificate store.

Installing a new private key/public key certificate chain pair
Note: RADIUS EAP certificates must have the X.509 extensions. Information about this is 

available in the Microsoft knowledge base at: 
http://support.microsoft.com/kb/814394/en-us 

The certificate you install must:

• Be in PKCS #12 format. 

• Contain a private key (a password controls access to the private key).

• Not have a name that is an IP address. The name should be a domain name containing at least 
one dot. If you try to add a certificate with an invalid name, the default certificate is restored.

The common name in the certificate is automatically assigned as the domain name of the service 
controller. 

1. Specify the name of the certificate file or select Browse to choose one from a list. Certificates 
must be in PKCS #7 format.

2. Specify the PKCS #12 password. 

3. Select Install to install the certificate.

Default installed private key/public key certificate chains
The following private key/public key certificate chains are installed by default:

• wireless.hp.com: Default certificate used by the management tool, SOAP server, and HTML-
based authentication.

• Dummy Server Certificate: Used by the internal RADIUS server. This certificate is present 
only to allow EAP-PEAP to work if the client chooses not to verify the server's certificate. You 
should replace this with your own certificate for maximum security. 

Note: When a web browser connects to the service controller using SSL, the service 
controller sends only its own SSL certificate to the browser. This means that if the 
certificate has been signed by an intermediate certificate authority, and if the web 
browser only knows about the root certificate authority that signed the public key 
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certificate of the intermediate certificate authority, the web browser does not get the 
whole certificate chain it needs to validate the identity of the service controller.

Consequently, the web browser issues security warnings.

To avoid this problem, make sure that you install the entire certificate chain when you install 
a new certificate on the service controller. 

Note: An SNMP trap is sent to let you know when the service controller’s SSL certificate is 
about to expire if you enable the Traps option on the Management > SNMP page 
and then click Configure traps and enable the Certificate about to expire trap 
option under Maintenance.

Certificate usage
To see the services that are associated with each certificate, select Security > Certificate usage. 
With the factory default certificates installed, the page will look like this:

Service
Name of the service that is using the certificate. To view detailed information on the certificate 
select the service name.

Authenticate to peer using
Name of the certificate and private key. The service controller is able to prove that it has the private 
key corresponding to the public key in the certificate. This is what establishes the service controller 
as a legitimate user of the certificate.

Number of associated CAs 
Number of CA certificates used by the service.
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Changing the certificate assigned to a service.
Select the service name to open the Certificate details page. For example, if you select Web 
management tool, you will see:

Under Authentication to the peer, select a new Local certificate and then select Save.

About certificate warnings
Access to the management tool and the public access interface Login page must occur through a 
secure connection (SSL). Until a valid, trusted certificate is installed, certificate warnings will 
appear at login.

To continue to work with the management tool without installing a certificate, proceed as follows: At 
the security certificate prompt, in Microsoft Internet Explorer 7, select Continue to this website; in 
Firefox 2, select Accept this certificate temporarily for this session and OK. 

To eliminate these warnings you can purchase a valid SSL certificate (from a source such as 
Verisign) that will work with the default configuration of your web browser, and install it on the 
service controller.

The following is an example of a security warning displayed by Internet Explorer 7:
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IPSec certificates
IPSec certificates are managed on the lower portion of the Security > IPSec page.

IPSec — Trusted CA certificates
The service controller uses the CA certificates to validate the certificates supplied by peers during 
the authentication process. Multiple CA certificates can be installed to support validation of peers 
with certificates issued by different CAs. 

• Certificate file: Specify the name of the certificate file or select Browse to choose from a list. 
CA certificates must be in X.509 or PKCS #7 format.

• Install: Select to install the specified certificate.

IPSec — Manage CA certificates
Use this box to manage the root CA certificate.

• Certificate: Select from a list of installed certificates.

• Remove: Delete the item shown under Certificate.

• View: Open the item shown under Certificate for viewing. 

IPSec — Local certificate store
This is the certificate that the service controller uses to identify itself to IPSec peers.

Note: If the local certificate includes a CA certificate, both certificates are installed.

• Certificate Request Wizard: Helps you to generate a certificate request that can be used to 
obtain a signed certificate from a certificate authority. Once you obtain the certificate, you can 
use the Certificate Request Wizard to install it on the service controller.
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• Certificate file: Specify the name of the certificate file or select Browse to choose from a list.

• Password: Specify the certificate password.

• Install: Select to install the certificate.

IPSec — Manage local certificate
Use this box to manage the local certificate.

• Certificate: Shows the common name of the installed certificate.

• Remove: Delete the item shown under Certificate.

• View: Open the item shown under Certificate for viewing. 

IPSec — X.509 certificate revocation list
Use this box to update the certificate revocation list (CRL) that is issued by the certificate authority. 

The service controller uses the CRL to determine if the certificates provided by clients during the 
authentication process have been revoked. The service controller will not establish a security 
association with a client that submits a revoked certificate.

The service controller can obtain a CRL in two ways: 

• You can manually install it.

• The service controller can automatically install a CRL based on information contained in a 
client certificate. This occurs only if a CRL is not installed, or if the installed CRL is expired.

• CRL file: Specify the name of the CRL file or select Browse to choose from a list.

• Install: Select to install the specified CRL.

• LDAP server: A client certificate may contain a list of locations where the CRL can 
automatically be retrieved. This location may be specified as an HTTP URL, FTP URL, LDAP 
URL, or LDAP directory. If the LDAP URL or directory is incomplete, the service controller uses 
the location you specify to resolve the request. Incomplete HTTP or FTP URLs fail.

• Port: Port on the LDAP server. Default is 389.

IPSec — Manage certificate revocation list
Use this box to manage the CRL.

• CRLs: Shows a list of installed certificate revocation lists.

• Remove: Deletes the item shown under CRLs.

• View: Opens the item shown under CRLs for viewing. 
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Key concepts
User authentication tasks are handled by the service controller using its internal local user list or by 
using the services of an third-party RADIUS server.

• Configuration of the local user list is discussed in this chapter. 

• Configuration of user accounts on a RADIUS server is discussed in the HP MSM313/MSM323 
Network Access Configuration Guide.

Authentication support
The following authentication types are supported on the service controller for both wired and 
wireless clients (except where noted):

• WPA / WPA2 (wireless users only)

• 802.1X (Wired 802.1x users can only be supported on the default VSC profile if access control 
is enabled. Wired 802.1x users on a VLAN can be supported on any VSC profile as long as 
access control is enabled and the appropriate VLAN is defined as the VSC ingress.)

• MAC (wireless users only)

• HTML (Wired HTML-based users can only be supported on the default VSC profile if access 
control is enabled. Wired HTML-based users on a VLAN can be supported on any VSC profile 
as long as access control is enabled and the appropriate VLAN is defined as the VSC ingress.)

The service controller can validate user login credentials using the local user list or a third-party 

RADIUS server. For information on configuring these options:  

Authentication types

WPA / WPA2 and 802.1X authentication
Full support is provided for users with 802.1X or WPA / WPA2 client software, and 802.1X client 
software that uses the following:

• EAP-TLS: Extensible Authentication Protocol Transport Layer Security.

• EAP-TTLS: Extensible Authentication Protocol Tunnelled Transport Layer Security. 

• PEAP: Protected Extensible Authentication Protocol. 

Note: For security reasons, use of 802.1X without enabling dynamic WEP encryption is not 
recommended.

Authentication server See

Local user list “Local user list” on page 117

Third-party RADIUS server “Using a third-party RADIUS server” on page 90
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MAC-based authentication
Devices can be authenticated based on their MAC address. This is useful for authenticating 
devices that do not have a web browser (cash registers, for example). As soon as the devices’s 
MAC address appears on the network, the service controller (or AP) attempts to authenticate it. 

There are two types of MAC-based authentication: global MAC and VSC-based MAC.

User credentials can be validated using either a local user list, a third-party RADIUS server, or 
Active Directory. If more than one option is active, the local list is always checked first.

Global MAC
You can define global MAC-based authentication settings using a Colubris-AVPair value string 
(mac-address), which you must add to the RADIUS account for the service controller or to a user 
account profile.

Although the global MAC-based authentication settings apply to all VSCs, each VSC can use a 
different authentication server to validate user credentials. To define an authentication server for 
each VSC, open the Add/Edit Virtual Service Community page and use the HTML-based user 
logins box to select the authentication method.

Note: For Global MAC, the VSC must have HTML authentication enabled.

VSC-based MAC
Each VSC can have a unique settings for media access control (MAC) authentication of wireless 
client stations. Support for RADIUS accounting is also configurable for each VSC. See “Working 
with VSCs” on page 15.

HTML-based authentication
This option provides support for users to log in with a web browser via the public access interface 
provided by the service controller.

No authentication
For applications where a remote device performs all authentication functions, it can be useful to 
disable authentication on the service controller and instead, forward all traffic on a VSC into an 
egress GRE tunnel or egress VLAN for authentication by the remote device.

Note: Because the service controller routes traffic to the VSC egress, L2 information from 
the user is lost and only L3 information is available to the remote authentication 
device.

The HP MSM313/MSM323 Deployment Guide contains scenarios that illustrate this type of setup.

Global MAC VSC-based MAC

Supported on the service controller only. Supported on both service controller and AP.

Applies to both wired and wireless client 
stations.

Applies to wireless client stations only.

Global to all VSCs. Authentication server is 
defined on a per-VSC basis however.

Customizable on a per-VSC basis.
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Using more than one authentication type in a VSC
For added flexibility, you can enable both the 802.1X and VSC-based MAC authentication at the 
same time. The following table shows the results for all authentication scenarios. 

Note: MAC authentication always takes place first. If it fails, 802.1X is then attempted. 

Active Authentication 
Method

Authentication result
Network Access?

MAC 802.1X

MAC Failure - No

Success - Yes

802.1X optional - Success Yes

- Failure No

- - Yes

802.1X mandatory - Failure No

- Success Yes

- - No

MAC optional +
802.1X optional Failure

- No

Success Yes

Failure No

Success
Failure No

- Yes

Success Yes

MAC optional + 
802.1X mandatory Failure

- No

Success Yes

Failure No

Success
Failure No

- No

Success Yes

MAC mandatory+ 
802.1X optional Failure

- No

Success No

Failure No

Success
Failure No

- Yes

Success Yes
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Authentication examples

MAC and 802.1X enabled, mandatory 802.1X authentication disabled
Wireless client stations are automatically authenticated by their MAC address. 

• If MAC authentication succeeds, the client station gains access. Next, the client station can 
initiate an 802.1X session, causing 802.1X authentication to take place. The result of this 
authentication then takes precedence over the MAC authentication result.

• (When MAC mandatory disabled.) If MAC authentication fails, the client station does not 
gain access but can still initiate an 802.1X session, causing 802.1X authentication to take 
place. If the result of this authentication is successful, then the client station gains access.

• (When MAC mandatory enabled.) If MAC authentication fails, the client station does not 
gain access regardless of the 802.1X result.

MAC and 802.1X enabled, mandatory 802.1X authentication enabled
Wireless client stations are automatically authenticated by their MAC address. If MAC 
authentication succeeds they do not gain access until 802.1X authentication is successful.

MAC disabled and 802.1X enabled, mandatory 802.1X authentication disabled
Wireless client stations automatically gain access to the network with no authentication required. If 
the client station starts an 802.1X session, authentication takes place. If the result of this 
authentication is failure, then the client station looses access to the network.

MAC disabled and 802.1X enabled, mandatory 802.1X authentication enabled
Wireless client stations gain access to the network only after successful 802.1X authentication. 

FIlters
Input filters are available that enable you to control wireless access based on the IP or MAC 
address of client stations. These filters are configurable at the VSC level.

Local user list
The service controller provides support for locally-defined user accounts. These are basic user 
accounts which can be used to manage logins for small deployments. There is no support for 
accounting or custom RADIUS attributes. To take advantage of these features, you must use an 
third-party RADIUS server to perform user authentication.

Note: When the MAC authentication option is enabled (in a VSC profile), you can configure 
it to use the local user list to validate MAC addresses. Define both the username and 
password as the MAC address of the device. Use the following format: 12 

MAC mandatory+ 
802.1X mandatory Failure

- No

Success No

Failure No

Success
Failure No

- No

Success Yes
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hexadecimal numbers, with the values "a" to "f" in lowercase; for example, 
0003520a0f01.

To manage the local user list, select Users.

Current users 
Shows the set of users that can login to the service controller. 

New user 
To add a new user, fill in the following information and then click Add. 

Username 
Specify the login name for the user. 

Password/Confirm password 
Specify the login password for the user. 

Idle timeout 
Controls how long a local user can be idle before the service controller terminates the connection. 
If the idle timeout is set to 0, it is disabled. This means that the local user is not disconnected, 
regardless of how long their connection remains idle. 

Session timeout 
Controls the maximum amount of time a customer session can be connected. Once this time 
expires, the session is automatically terminated. A value of 0 means no timeout. 

Concurrent sessions 
Defines the maximum number of concurrent sessions that this user can establish from different 
client stations. If set to 0, there is no limit on the number of sessions. 



Chapter 8: Public/guest network access

8
Public/guest network access

Contents
Key concepts-  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  120

Global access control settings   -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  121

Attributes-  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  -  124



HP MSM313/MSM323 Management and Configuration Guide 120  8   Public/guest network access
Key concepts
T I P For detailed information on configuring the public access interface, see the HP MSM313/

MSM323 Network Access Configuration Guide.

To use the public access network, client stations must successfully connect to the service controller 
over a wireless or wired connection and be authenticated. The service controller can interface with 
a remote network operations center (NOC) to authenticate hotspot users, redirect web browsers to 
a captive portal, collect billing statistics, and enforce customizable security policies.

To reach protected network resources, wireless users must successfully authenticate with the 
public access interface that is managed by the service controller.

The service controller enables you to implement a variety of hotspot business models and back-
end authentication systems. Following are some of the possible scenarios:

• You have the flexibility to authenticate users locally or by referencing a centralized remote AAA 
server.

• You can collect session activity records that include elapsed time and bulk data transfers. 

• You can redirect client stations to separate portal, AAA, and DHCP server destinations based 
on the user's location or associated SSID, enabling a range of service customization or 
wholesale service models. Alternatively, you can outsource these functions using the service 
controller's integrated support for leading third-party hotspot billing services.

High-performance Layer 2 encryption processing that can use WEP, WPA, and WPA2 (802.11i) 
protocols ensures privacy over the air. Client stations can authenticate using industry-standard 
802.1X port authentication protocols or using their MAC addresses. The service controller supports 
a standard RADIUS AAA interface, which provides compatibility with third-party RADIUS servers 
such. 

You can complement your WLAN security mechanisms and strengthen the network perimeter by 
configuring one or more VSCs to apply Layer 2 or Layer 3 filtering and VLAN tagging.

Protected network

LAN port

Public network

Internet port

AP Service controller

Public
access

interfaceUser logs in Access to network is granted

Internet
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Global access control settings
The public access interface is only available to user accounts that are access controlled. 

Support for access control must be enabled and disabled individually for each VSC. Select
Public access > Access control to configure global settings.

Client options
Client options settings apply to wireless client stations that are authenticated by the service 
controller.

• Allow any IP address: Enable this option to allow client stations with static IP addresses that 
are not on the same subnet as the service controller to connect to the service controller. This 
permits users to access the network without reconfiguring their network settings.

For example, by default the service controller creates a network on the subnet 192.168.1.0. A 
client station that is preconfigured with the address 10.10.4.99 can connect to the service 
controller without changing addresses.
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• to use Dynamic IP: Enable this option to provide network address translation for client stations 
with static IP addresses. This permits the service controller to assign an alias address to the 
client that puts it on the same subnet as the VSC the client is associated with. 

Note: This option cannot be used if NAT is enabled on the Internet port.

• Allow access if RADIUS is down: Enable this option to allow users associated with a VSC 
that uses a RADIUS server for HTML authentication to automatically authenticate when the 
RADIUS server is down or unreachable. Once the RADIUS server is available again, free user 
sessions remain active until the user logs out. 

Note: This does not apply to users using 802.1X, WPA / WPA2, or MAC, where 
available.

• Support clients that use an HTTP proxy server: Enable this option to allow the service 
controller to support client stations that use a proxy server for HTTP and HTTPS, without 
reconfiguration of the client stations. 

Ensure that client stations:

• Do not use a proxy server on ports 21, 23, 25, 110, 443, 8080, or 8090; to support ports 
8080 and 8090, change the settings under Access controller ports.

• Use the same proxy server address and port number for both HTTP and HTTPS.

• Support authentication on SMTP proxy server: Enable this option to allow the service 
controller to supply a username and password for the user to authenticate with the SMTP proxy 
server. You can define the username and password in the RADIUS account for the service 
controller or for the user.

• RADIUS accounting session time includes idle time-out: Enable this checkbox to specify 
that the service controller includes the idle time-out in the total session time for a client station 
when reporting to a RADIUS server. Disable this checkbox to remove the idle time-out from the 
total session time. 

• Concurrent authentications: Specify the number of authentication sessions that can be 
active on the service controller at any one time.

• Query if active: The service controller continually polls authenticated client stations to ensure 
that they are active. If no response is received and the number of retries is reached, the client 
station is disconnected. To use this feature, client stations must have L2 connectivity to the 
service controller.

This feature enables the service controller to detect if two client stations are using the same IP 
address but have different MAC addresses. If this occurs, access is terminated for this IP 
address removing both stations from the network.

Changing these values may have security implications. A large interval provides a greater 
opportunity for a session to be hijacked.

• Interval: Specify how long to wait between polls.

• Retries: Specify how many polls a client station can fail to reply to before it is 
disconnected.
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Location change notification
• Reauthenticate client stations on location change: When this option is enabled, the service 

controller will automatically reauthenticate client stations using RADIUS when they switch to: 

• a wireless cell with a different SSID 

• a VSC with different VLAN ID 

• an AP with a different MAC address 

• an AP with a different group name 

• different wireless mode (802.11a/b/g) 

Note: Location change notification is not supported for locally authenticated users.

NOC authentication
T I P Refer to the HP MSM313/MSM323 Network Access Configuration Guide for more information.

Enable the NOC authentication checkbox to support network operations center authentication.

NOC authentication must be used in conjunction with the remote login page feature. The remote 
login page feature enables users to be redirected to a remote web server instead of using the 
internal login page on the service controller. 

To authenticate users, the remote server collects user information and sends it to the service 
controller, which in turn forwards it to a RADIUS server. 

• Allowed addresses: The service controller accepts user authentication requests only from the 
IP addresses in this list. When the list is empty, the service controller accepts authentication 
requests from any address. 

• Active interfaces: Select the interface(s) on which the service controller can accept 
authentication requests.

Service controller ports
Select the protocol and port that will be used for HTML-based logins to the public access interface.

• If you select secure authentication, users will be redirected to the login page using HTTPS on 
the specified port. 

• If you select unsecure authentication, users will be redirected to the login page using HTTP on 
the specified port. 

If you enable support for proxy settings under Client options, you must change the selected port 
to support client stations that are using proxy servers on the standard port (8080 or 8090). The 
following mappings are recommended: 

• Map the secure port 8090 to 444

• Map the unsecure port 8080 to 81

Make sure that you do not remap these ports to values already in use on your network.
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Location configuration
Location configuration values are returned to IPass clients and are sent in RADIUS 
authentication Access Requests and Accounting Requests for all users authenticated by this 
service controller.

• Location Id: Specify the Wireless ISP Roaming (WISPr) location ID assigned to the service 
controller.

• Location name: Specify the WISPr location name assigned to the service controller.

Attributes
RADIUS attributes are used to define a number of features of the public access interface. Attributes 
can be retrieved from a third-party RADIUS server of defined directly on the service controller. For 
more information on these attributes refer to the HP MSM313/MSM323 Network Access 
Configuration Guide.

Select Public Access > Attributes to open the RADIUS Attributes page.

Configurable parameters on the RADIUS Attributes page include those described in the following 
sections.
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Retrieve attributes using RADIUS
Enable the Retrieve attributes using RADIUS checkbox to configure the following parameters:

• RADIUS profile: Select a previously configured RADIUS profile to use to authenticate the 
service controller.

• RADIUS username: Specify the username of the RADIUS account assigned to the service 
controller.

• RADIUS password / Confirm password: Specify the password of the RADIUS account 
assigned to the service controller.

• Accounting: Enable this option to have the service controller generate a RADIUS accounting 
request ON/OFF each time its authentication state changes.

• Retrieved attributes override configured attributes: Enable this option to have attributes 
retrieved from the RADIUS server overwrite settings defined in the Configured attributes 
table. 

• Retrieval interval: Specify the number of minutes to use for a retrieval interval. The service 
controller retrieves configuration settings each time this interval expires. This enables the 
service controller to retrieve updated operating information at regular intervals. 

• Last retrieved: Shows the amount of time that has passed since the service controller 
successfully authenticated. 

To avoid potential service interruptions that may occur when new operating information is 
activated by the service controller, it is strongly recommends that you use a large interval (12 
hours or more). 

You can override this value using the RADIUS attribute Session-timeout, which enables the 
following effective strategy: Configure Retrieval interval to a small value (10 to 20 minutes) and 
set the RADIUS attribute Session-timeout to override it with a large value (12 hours) when 
authentication is successful. Since the Retrieval interval is also respected for Access Reject 
packets, this configuration results in a short reauthentication interval in the case of failure, and 
a long one in the case of success. 

• Retrieve Now: Select to force the service controller to contact the RADIUS server and retrieve 
configuration settings. 
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Configured attributes
The table lists locally configured attributes. To add a new attribute:

1. Select Add New Attribute. The Public access attribute page opens.

2. Under Name, select a type of local configuration attribute, as shown in the following figure. 

3. Once you select a Name, information appears regarding the correct syntax to specify under 
Value. Use the correct syntax to specify the desired Value. For information see the HP 
MSM313/MSM323 Network Access Configuration Guide.

4. Select Add.
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Key concepts

New in this release
Note: In previous firmware releases, local mesh was known as DWDS (dynamic wireless 

distribution system).

Benefits
The local mesh feature replaces the need for Ethernet cabling between APs, enabling expanded 
Wi-Fi coverage through the use of wireless bridges to transport network traffic in hard-to-wire or 
outdoor areas.

Key local mesh features include:

• Automatic link establishment: Nodes automatically establish wireless links to create a full-
connected network. A dynamic network identifier (local mesh ID) restricts connectivity to local 
mesh nodes, enabling distinct local meshes to be created with nodes in the same physical 
area.

• Provides fall-back operation to recover from node failure. In a properly designed 
implementation, redundant paths can be provided. If a node fails, the mesh will automatically 
reconfigure itself to maintain connectivity.

• Maintains network integrity when using DFS channels. In accordance with the 802.11h 
standard, dynamic frequency selection (DFS) detects the presence of certain radar devices on 
a channel and automatically switches the network node to another channel if such signals are 
detected. 802.11h is intended to resolve interference issues with military radar systems and 
medical devices.

Note: Depending on the radio regulations of some countries, DFS channels are only 
available on the 802.11a band, which is the preferred band for local mesh 
backhaul. If more than one node detects radar simultaneously and must switch 
channels, each node does not necessarily switch to the same channel, and the 
network might never reconverge. To avoid this problem, local mesh detects a 
change in channel and provides a means to reconnect on other channels by 
scanning on multiple channels.
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Local mesh terminology
The following illustration and table define terms that are used in this guide when discussing the 
local mesh feature.

Term Definition

Node An AP that is configured to support local mesh connections. 

Root node The root node is configured in Master mode and provides access to the 
ground network. The service controller should always be configured as a 
master.

Alternate master 
node

A node that is configured in Alternate master mode which enables it to 
make upstream and downstream connections.

Slave node A node that is configured in Slave mode which enables it to make upstream 
connections only.

Ground network Wired network to which the root node is connected. This is the network to 
which the local mesh provides access for all connected alternate master and 
slave nodes.

Mesh A series of nodes that connect to form a network. Each mesh is identified by 
a unique mesh ID.

Link The wireless connection between two nodes.

Downstream link A link that transports data away from the ground network. 

Upstream link A link that transports data towards the ground network.

Peer Any two connected nodes are peers. In the diagram, AP 1 is the peer of both 
AP 2 and AP 3.
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Operational modes
Three different roles can be assigned to a local mesh node: Master, Alternate Master, or Slave. 
Each role governs how upstream and downstream links are established by the node. 

• Master: Root node that provides the upstream link to the ground network that the other nodes 
want to reach. The master never tries to connect to any other node. It waits for links from 
downstream alternate master or slave nodes. The service controller should always be 
configured as a master node.

Note: It is possible to have several masters for the same mesh ID connected to the 
ground network. This can be used to provide redundant paths to the ground 
network for downstream nodes.

• Alternate Master: First establishes an upstream link with a master or alternate master node. 
Next, operates as a master node waits for links from downstream alternate master or slave 
nodes.

• Slave: Can only establish an upstream link with master or alternate master node. Slave nodes 
cannot establish downstream links with other nodes. 

Node discovery
Discovery of another node to link with is limited to nodes with the same mesh ID. The link is 
established with the node that has the best score based on the following calculation: 

Score = SNR - (Number of hops x SNR cost of each hop)

If a node looses its upstream link, it automatically discovers and connects to another available 
node. 

Operating channel
If a mesh operates on a dynamic frequency selection (DFS) channel, the master node selects the 
operating channel. If another node detects radar and switches channels, that node reports the 
channel switch to the master node, which initiates a channel switch for the nodes connected to it. 
This allows the local mesh to converge on a specific channel.

A node that uses a DFS channel and that loses connection with its master, scans channels to find 
a master on another channel, which can be a new master or the same master. 

If the local mesh does not operate on a DFS channel, configure the radios in one of the following 
ways:

• Configure the radios on all nodes to use the same fixed channel.

• Configure the radios for automatic channel selection. In this case the master selects the least 
noisy channel. Slaves and alternate masters scan channels until they find the master, then tune 
to the master’s channel and link with the master.
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Local mesh profiles
A local mesh profile defines the characteristics for the type of links that can be established with 
other nodes as follows:

Each node supports up to six profiles. When a profile is active, a node constantly scans and tries to 
establish links as defined by the profile.

To view all profiles select Wireless > Local mesh. Select Add New Profile to add a new local 
mesh profile. Or click a local mesh profile in the Name column to display an existing profile.

Role Upstream link Downstream link

Master None. Up to nine links with alternate 
master or slave nodes.

Alternate master A single link to a master node or 
alternate master node.

Up to eight links with alternate 
master or slave nodes.

Slave A single link to a master node or 
alternate master node.

None.
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Configuring a local mesh profile
To configure a profile, select a name in the list. The Local mesh profile page opens.

Settings 

Enabled/Disabled
Specify if the profile is enabled or disabled. The profile is only active when enabled.

Link name
Name of the profile.

Use
Select the radio to use for this link.

Speed 
(Static links only)

Sets the speed the link will operate at. For load balancing you may want to limit the speed of a link 
when connecting to multiple destinations. 

Security
Enable this option to secure data transmitted on the wireless link. The APs on both sides of the 
wireless link must be configured with the same security options.

WEP
Enables WEP to secure traffic on the wireless link.
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Specify the encryption key the node will use to encrypt/decrypt all data it sends and receives. The 
key is 128 bits long and must be specified as 26 hexadecimal digits.

TKIP
Enables TKIP encryption to secure traffic on the link. 

The node uses the key you specify in the PSK field to generate the TKIP keys that encrypt the 
wireless data stream. 

Specify a key that is between 8 and 64 ASCII characters in length. It is recommended that the key 
be at least 20 characters long, and be a mix of letters and numbers.

AES/CCMP
Enables AES with CCMP encryption to secure traffic on the link. This is the most secure method.

The node uses the key you specify in the PSK field to generate the keys that encrypt the wireless 
data stream. 

Specify a key that is between 8 and 64 ASCII characters in length. It is recommended that the key 
be at least 20 characters long and be a mix of letters and numbers.

Addressing

Static
Use this option to create simple back-to-back links between two APs. When creating static links, 
both APs must be operating on the same wireless channel. Make sure that the channel selection 
on the Wireless > Radio(s) page is not set to Automatic. 

Remote MAC address 
MAC address of the radio on the remote AP on which the link will be established.

Local MAC address 
MAC address of the radio on this AP on which the link will be established. 

Dynamic
Use this option to create dynamic local mesh installations. 

Mode
Three different roles can be assigned to a node: master, alternate master, or slave. The role 
assigned to a node, governs how the node will establish upstream or downstream links with its 
peers. The available configuration settings change depending on the role that is selected.

• Master: The master is the root node that provides the upstream connection to the ground 
network that the other nodes want to reach. The master will only create downstream links 
to alternate master or slave nodes.
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• Slave: Slave nodes can only establish upstream links with master or alternate master 
nodes. Slave nodes cannot establish downstream links with any other nodes.

• Alternate Master: An alternate master node must first establish an upstream link with a 
master or alternate master node before it can establish downstream link with an alternate 
master or slave node.

Mesh ID
Unique number that identifies a series of nodes that can connect together to form a local mesh 
network.
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Minimum SNR
(Alternate master or slave nodes)

This node will only connect with other nodes whose SNR is above this setting (in dB).

SNR cost per hop
(Alternate master or slave nodes)

This value is an estimate of the cost of a hop in terms of SNR. It indicates how much SNR a 
node is willing to sacrifice to connect to node one hop closer to the root node, because each 
hop has an impact on performance, especially when using a single radio. 

Allowed downtime
The maximum time (in seconds) that a link can remain idle before the link actually gets deleted. 
When a slave (or alternate master) looses its link to its master, the discovery phase is re-
initiated.

Maximum links
(Master or alternate master nodes only)

The maximum number of upstream and downstream links that this node can support.

Initial discovery time
(Alternate master or slave nodes)

Amount of time that will be taken to discover the best available master node. The goal of this 
setting is to delay discovery until all the nodes in the surrounding area have had time to startup, 
making the identification of the best master more accurate. If this period is too short, a slave 
may connect to the first master it finds, not necessarily the best.

Maximum links
The maximum number of upstream and downstream links that this node can support.

Promiscuous mode
(Alternate master or slave nodes)

Although it could be used in other applications, the promiscuous mode is primarily intended to 
solve issues specific to local mesh networks aboard trains. The main issue that it addresses is 
train configuration changes. When a car is taken out for maintenance and replaced with a new 
one, the AP in that new car will not be able to connect to the train’s local mesh network 
because it is configured with a different mesh ID. This is where the promiscuous mode comes 
into play. Its goal is to allow a node to connect to a different mesh when it could not find any 
available master (alt-master) in its mesh for a certain, configurable, amount of time.

When a node joins a new mesh, it is considered to be the consequence of a car change (or 
replacement of an AP). This event triggers the following actions:

• The node’s firmware is updated, given that a firmware update URL is configured.

• The node’s configuration is updated, given that a configuration file URL is configured. This 
will consequently change the node’s mesh ID to the one found in the configuration file. If no 
configuration file URL is provided, the node will immediately proceed with updating its 
mesh ID.

• An SNMP trap is sent
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Note: After completing a configuration or firmware download, a local mesh node will wait 
an additional 30 seconds before rebooting if a downstream link was established with 
another node in promiscuous mode. The purpose of this delay is to give downstream 
nodes some more time to download their firmware and configuration, improving the 
total convergence time of an entire train network after a master car change.

Preserve master link across reboots
(Alternate master or slave nodes)

When this option is enabled, the AP will first try re-connecting to the master (alt-master) it was 
connected to before rebooting (or disabling/re-enabling the profile). This re-connection 
happens during the initial discovery time. After that period, the regular best master 
identification mechanism will take over.

Allow forced links
(Alternate master or slave nodes)

This option allows the AP to accept forced links from a master (alt-master). A link is forced from 
the master by using the force link button next to the slave`s entry in the local mesh scan. A link 
can be forced to a slave (alt-master) in a different mesh. This will cause the slave to save the 
new mesh ID and use it from that point onward.

Update mesh ID from server
(Master nodes only)

This is similar to promiscuous mode, but for a master. It is primary used in train application. 
When this option is enabled, the master will check if the mesh ID in the configuration file on the 
server is the same as the mesh ID locally configured. The server (and configuration file name) 
is specified in the URL located in Maintenance > Config file management > Scheduled 
operations.

This allows a master AP to be replaced without changing the mesh ID of a train and without 
having to configure that AP to use this mesh ID. The mesh ID is stored on the server. 

Restart Discovery
(Alternate master or slave nodes)

This button tells the AP to bring down any link it has already established and restart looking for 
the best master to which it can connect. It can be used when a new master is installed close to 
a slave and you want the slave to connect to that master, without rebooting.

Configuration considerations

Single radio vs. multiple radios

Simultaneous AP and local mesh
A radio can be configured to simultaneously support wireless clients and the creation of one or 
more local meshes. Although this offers flexibility it does have several limitations as follows:

• It reduces overall throughput since the total available bandwidth is shared between the local 
meshes and wireless users.
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• It limits you to using the same radio options for both wireless clients and local meshes.

A more effective way to handle this is to use a multi-radio product. This allows one radio to be 
dedicated for wireless users and another for local mesh. Each radio can be configured optimally 
according to its application.

Using two radios for local mesh
Two radios can be enabled at the same time on a local mesh profile. This enables the node to 
search for a master (or alternate master) on both radios. Once a master is found and the link is 
established on one radio, the other is used to create downstream links. This greatly improves 
throughput over single-radio deployments.

Using 802.11a for local mesh
It is recommended that 802.11a is used for local mesh links whenever possible. This optimizes 
throughput and reduces the potential for interference because:

• Most Wi-Fi clients support 802.11b or b/g, therefore most APs are set to operate in the 2.4 GHz 
band. This frees the 5 GHz (802.11a) band for other applications such as local mesh.

• 802.11a provides more channels and more non-overlapping channels than 802.11b/g.

• Assuming an optimal implementation, 802.11a supports up to 54 Mbps for data throughput, 
providing a fat pipe for traffic exchange.

• Keep in mind that there are limitations inherent in using 802.11a, most notably shorter reach 
when compared to 2.4 GHz-based technology. Even so, 802.11a is a good choice in general.

Maximum range
The Maximum range setting on the Wireless > Radio(s) page can be used to fine tune internal 
timeout settings to account for the distance that a local mesh link spans. For normal operation, the 
timeout is optimized for links of less than 1 km. 

Note: This is a global setting that applies to all wireless connections made with a radio, not 
just for local mesh links. Therefore, if you are also using a radio to serve local 
wireless users, adjusting this setting may lower the performance for users with 
marginal signal strength or when interference is present. (Essentially, it means that if 
a frame needs to be retransmitted it will take longer before the actual retransmit 
takes place.) 

Quality of service
The local mesh feature enables you to define a quality of service (QoS) setting that will govern how 
traffic is sent on all wireless links. 

The QoS setting on all nodes in a local mesh must be the same. 

Note: When traffic is forwarded onto a local mesh link from a VSC, the QoS settings on the 
VSC take priority. For example, if you define a VSC with a QoS setting of VSC-based 
High, then traffic from this VSC will traverse the bridge on queue 2 even if the QoS 
setting on the bridge is VSC-based Low (queue 4). 
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Configuration summary
• In addition to the provisioning profile, you can configure a total of six local mesh profiles on 

each node.

• Each local mesh profile (on a master or alternate master) can be used to establish up to nine 
links with other nodes.

• The same security settings must be used on all nodes in the same mesh.

• Daisy-chaining of nodes using local mesh links dramatically reduces throughput (which is 
typically divided by two for each hop) especially when one or more of the following are true:

• Nodes provide both upstream and downstream links on the same radio.

• Nodes share a radio with AP functionality.

Sample local mesh deployments

RF extension
Local mesh provides an effective solution for extending wireless coverage in situations where it is 
impractical or expensive to run cabling to an AP. 

In this scenario, a wireless bridge is used to extend coverage of the wireless network. The service 
controller and AP and are equipped with omni-directional antennas, enabling them to deliver both 
AP capabilities and wireless bridging using local mesh capabilities.
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Building-to-building connections
You can also use local mesh to create point-to-point links over longer distances. in this scenario, 
two dual-radio APs create a wireless link between networks in two adjacent buildings. Each AP is 
equipped with a directional external antenna attached to radio 1 to provide the wireless link. 
Omnidirectional antennas are installed on radio 2 to provide AP capabilities. The two APs are 
placed within line of sight.
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Dynamic networks
In this scenario, a service controller is deployed with several APs to provide wireless coverage of a 
large area. Instead of using a backbone LAN, wireless links are used to interconnect all APs.

The service controller is the master. It provides the connection to the wired network and a wireless 
link to the other APs. The other APs automatically established their links to the master based on a 
balance between SNR (signal to noise ratio) and hops, to provide the most efficient network 
topology. 

If a node becomes unavailable, the links dynamically adjust to find the optimum path to the master.
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Config file management
The configuration file contains all the settings that customize the operation of the service controller. 
You can save and restore the configuration file manually or automatically).

Select Maintenance > Config file management.

Manual configuration file management
The following options are available for manual configuration file management.

Backup configuration
The Backup configuration group box enables you to back up your configuration settings so that 
they can be easily restored in case of failure. You can also use this option if you want to directly edit 
the configuration file.

Before you install new firmware, you should always back up your current configuration. Select 
Backup to start the process. You are prompted for the location in which to save the configuration 
file.

If you specify a Password, the configuration file is protected by encrypting sensitive fields 
(example, passwords, secrets, and certificates) with a key based on the password. See also 
Restore configuration below.

Note: Even without a password, the certificates are still encrypted but with a key that is 
identical on all devices.

Note: The local username and password for the administrator are not saved to the backup 
configuration file. If you upload a configuration file, the current username and 
password are not overwritten.

Reset configuration
See “Resetting to factory defaults” on page 159.
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Restore configuration
The Restore configuration group box enables you to reload a previously saved backup 
configuration file.

This feature enables you to maintain several configuration files with different settings, which can be 
useful if you must frequently alter the configuration of the service controller or if you are managing 
several service controllers from a central site.

Use the following steps to restore a saved configuration file.

1. Select Maintenance > Config file management. The Config file management page opens.

2. In the Restore configuration group box under Manual restore, select Browse to navigate to 
and select the configuration file that you want to restore. 

3. If the configuration file is protected with a password (see Backup configuration) you must 
supply the correct password to restore the complete configuration. If you supply an invalid 
password, all settings are restored except the certificates.

4. To upload the selected file to the service controller, select Restore. 

Note: The service controller automatically restarts when the upload is complete.

Scheduled operations
The Scheduled operations group box enables you to schedule unattended backups or 
restorations of the service controller’s configuration file. See also “Scheduled update” on page 146.

Use the following steps to schedule a backup or restoration of the service controller’s configuration 
file.

1. Select Maintenance > Config file management. The Config file management page opens.

2. At lower right, select the Scheduled operations checkbox.

3. Under Operation, select Backup or Restore.

4. Under Day of week, select Everyday, or select a specific day of the week on which to perform 
the backup or restoration.

5. Under Time of day, specify the hour and minute on which to perform the backup or restoration. 
Use the format hh mm, where

• hh ranges from 00 to 23

• mm ranges from 00 to 59

6. Under URL, specify the path that leads to the remote directory in which to save the 
configuration file or from which to load the configuration file. For example:

• ftp://username:password@192.168.132.11/new.cfg

• http://192.168.132.11/new.cfg

7. To confirm that the specified URL is correct, select Validate.

8. To commit the schedule that you have configured, select Save.
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Managing the configuration file with cURL
Note: This is an advanced topic. It is recommended that you perform configuration file 

management as described in the immediately-previous sections Manual 
configuration file management or Scheduled operations.

You can perform configuration-file-related tasks using the free tool cURL (http://curl.haxx.se/), 
version 7.1.0 or higher.

The following cURL commands shows you how to manage the configuration file. The following 
setup is assumed:

• IP address of the service controller Internet port is 24.28.15.22.

• Management access to the Internet port is enabled.

• Configuration file is new.cfg.

These examples are not secure, that is, no certificates are used for authentication but data traffic is 
encrypted.

Note: To secure the connection with the service controller using certificates, use the 
--cacert option to specify where the CA certificates are located on your computer. 
You must also specify the host name wireless.hp.com instead of using an IP 
address. The host name must be resolved either by using a DNS server or using the 
hosts file on your computer.

Note: The first time an AP is started up after a factory reset, the end user license 
agreement must be accepted and the country of operation must be set. This must be 
done manually or be modifying the sample cURL scripts in this section.

Uploading the configuration file
1. Prepare the service controller to receive the login.

curl -s -k "https://24.28.15.22/home.asp"

2. Log in to the management interface.

curl -s -k --dump-header cookie.txt "https://24.28.15.22/goform/Logout" -d username=admin
-d pw=admin

3. Prepare the service controller to receive the configuration update.

curl -s -k --cookie cookie.txt "https://24.28.15.22/script/config_init.asp"

4. Upload the configuration file.

curl -s -k --cookie cookie.txt -F config=@new.cfg -F backup=Restore "https://24.28.15.22/
goform/ScriptUploadConfig"

5. Reset the service controller to activate the new configuration.

curl -s -k --cookie cookie.txt "https://24.28.15.22/script/reset.asp"
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Downloading the configuration file
1. Prepare the service controller to receive the login.

curl -s -k "https://24.28.15.22/home.asp"

2. Log in to the management interface.

curl -s -k --dump-header cookie.txt "https://24.28.15.22/goform/Logout" -d username=admin
-d pw=admin

3. Prepare the configuration file for download.

curl -s -k --cookie cookie.txt "https://24.28.15.22/goform/FormBackupConfig"
-d backup=Backup

4. Download the configuration file.

curl -s -k --cookie cookie.txt "https://24.28.15.22/download/new.cfg" -o new.cfg

5. Log out.

curl -s -k --cookie cookie.txt “https://24.28.15.22/goform/Logout” -d logout=Logout

Resetting the configuration to factory defaults
See also “Resetting to factory defaults” on page 159.

1. Prepare the service controller to receive the login.

curl -s -k "https://24.28.15.22/home.asp"

2. Log in to the management interface.

curl -s -k --dump-header cookie.txt "https://24.28.15.22/goform/Logout" -d username=admin
-d pw=admin

3. Reset configuration to factory defaults.

curl -s -k --cookie cookie.txt "https://24.28.15.22/goform/

ScriptResetFactory?reset=Reset+to+Factory+Default"

4. Reset the service controller to activate the new configuration.

curl -s -k --cookie cookie.txt "https://24.28.15.22/script/reset.asp"
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Firmware updates
Caution: Be sure to check for other update issues in the new firmware Release 

Notes.

Note: Configuration settings are preserved during firmware upgrades.

To update service controller firmware, select Maintenance > Firmware updates.

Immediate update
To update the service controller firmware now, Browse to the firmware file (extension.cim) and 
then select Install.

Note: At the end of the firmware-update process, the service controller and all controlled 
APs automatically restart, causing all users to be disconnected. Once the service 
controller and APs resume operation, all users must reconnect.

Scheduled update
The service controller can automatically retrieve and install firmware from a remote web site 
identified by its URL. 

To schedule firmware installation, follow this procedure:

1. Enable Scheduled install.

2. For Day of week select a specific day or Everyday and set Time of day.

3. For URL, specify an ftp or http address like this:

• ftp://username:password@192.168.132.11/newfirmware.cim

• http://192.168.132.11/newfirmware.cim
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4. Validate the URL.

5. To commit the schedule, select Save.

6. Or, to commit the schedule and also update the firmware immediately, select Save and Install 
Now.

Note: At the end of the firmware-update process, the service controller automatically 
restarts, causing all users to be disconnected. Once the service controller resumes 
operation, all users must reconnect.

Note: Before a scheduled firmware update is performed, only the first few bytes of the 
firmware file are downloaded to determine if the firmware is newer than the current. 
If it is not, the download stops and the firmware is not updated at this time.

Firmware distribution
Note: To support firmware distribution, autonomous APs must have access to their 

management tool enabled (on the Management > Management tool page).

The firmware distribution feature enables you to use the service controller to automatically install 
new firmware on one or more autonomous APs.

Note: This is the preferred method for upgrading the firmware on autonomous APs. 

To distribute firmware to these APs, follow this procedure:

1. Select Management > Satellites. 

2. At the bottom left, click XML version, and save an XML file containing a list of all satellites.

Note: If you do not wish to distribute firmware to EVERY AP identified in the XML file, 
or the APs do not all have the same administrator username and password, you 
will need to manually edit the file to remove undesired APs and to possibly adjust 
usernames and password. See “Optionally edit the distribution list” on page 149 
for details. You can edit the distribution list and reload it into the service 
controller.

3. Select Maintenance > Firmware distribution.
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4. In the Firmware retrieval box, browse to the firmware file corresponding to the autonomous 
AP model and select Load. The firmware file is loaded into the service controller cache and the 
Distribution cache contents is updated. This example shows firmware loaded for a MSM320.

Note: If you intend to upgrade different APs models, you must distribute to each model 
separately because only one firmware image can be stored in the cache at a 
time.

5. In the Distribution list retrieval box, browse to the XML file you saved in step 2. above and 
select Load. The XML file is processed and each AP it identifies is listed in the Distribution 
list.

6. Click the Distribute Firmware button. The firmware distribution process begins and the status 
page displays progress.

7. Occasionally click the web browser refresh button until Status shows Update successful for 
all APs.

8. Click Back to return to the Firmware distribution page.
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9. Later, you can select the View last report button at the bottom of the Firmware distribution 
page to re-display the most-recent firmware distribution status report.

Optionally edit the distribution list
You can edit the XML distribution list file generated via the XML version link of the Management > 
Satellites page. For example, you can removed undesired APs or change usernames and 
passwords. Edit the XML file with a plain-text editor or an XML editor.

The XML entry for each AP is comprised of four fields:

• Serial number: Serial number of the target AP.

• IP address: IP address of the target AP.

• Username: Administrator username on the target AP.

• Password: Administrator password on the target AP.

Serial number and IP address are mandatory. Username and password fields are mandatory but 
values are optional. If all your autonomous APs have the same username and password, you can 
leave the username and password for every entry blank and instead specify them under Default 
settings on the Firmware distribution page.

The auto-generated XML file contains only the serial number and IP address of each AP, with 
empty username and password fields. Here is an example of an XML file including the optional 
username and password fields.

<serialno>C004-00100</serialno>
<ipaddress>192.168.130.160</ipaddress>
<username></username>
<password></password>

The username and password fields must always be specified, even if they are empty. For example:

<?xml version="1.0" ?>
<firmware-cache-distribution-list xmlns="http://hp.com/firmwarecache">

<access-points>
<access-point>

<serialno>R004-00003</serialno>
<ipaddress>192.168.130.162</ipaddress>
<username></username>
<password></password>

</access-point>
<access-point>

<serialno>M033-00004</serialno>
<ipaddress>192.168.130.161</ipaddress>
<username></username>
<password></password>

</access-point>
</firmware-cache-distribution-list>
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Regulatory information
The information in this Regulatory information appendix applies to products: MSM313,
MSM313-R, MSM323, and MSM323-R, generally referred to as MSC.

USA: Federal Communications Commission (FCC)
The MSC complies with Part 15 of FCC Rules. Operation of the MSC in a system is subject to the 
following two conditions:

• This device may not cause harmful interference.

• This device must accept any interference that may cause undesired operation.

This equipment is compliant with FCC Part 15 DFS (Radar Avoidance).

Caution! Exposure to Radio Frequency Radiation
The radiated output power of the MSC is far below the FCC radio frequency exposure limits. 
Nevertheless, the MSC should be used in a manner that minimizes the potential for human contact 
during normal operation. When using this device in combination with HP antenna products, a 
certain separation distance between the antenna and nearby persons has to be kept to ensure RF 
exposure compliance.

When an external antenna is connected to the MSC, the antenna shall be placed in a manner that 
minimizes the potential for human contact during normal operation. To avoid the possibility of 
exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be 
less than 20 cm (8 inches) during normal operation.

When no external antenna is connected, the RF output power of the MSC is far below the FCC 
radio frequency exposure limits. Nevertheless, it is advised to use the MSC in a manner that 
minimizes human contact during normal operation.

Interference Statement
The MSC has been tested and found to comply with the limits for a Class B digital device, pursuant 
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against 
harmful interference in a residential installation.

The MSC generates, uses, and can radiate radio frequency energy. If not installed and used in 
accordance with the instructions, it may cause harmful interference to radio communications. 
However, there is no guarantee that interference will not occur in a particular installation.

If the MSC causes harmful interference to radio or television reception, which can be determined 
by turning the MSC on and off, the user is encouraged to try to correct the interference by one or 
more of the following measures:

• Reorient or relocate the receiving antenna

• Increase the distance between the MSC and the receiver

• Connect the MSC to an outlet that is on a different circuit than the circuit to which the receiver 
is connected

• Consult your dealer or an experienced radio/TV technician for help
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Hewlett-Packard Development Company, L.P. is not responsible for any radio or television 
interference caused by unauthorized modification of the MSC, or the substitution or attachment of 
connecting cables and equipment other than that specified by Hewlett-Packard Development 
Company, L.P. 

Correction of interference caused by such unauthorized modification, substitution, or attachment is 
the responsibility of the user.

Canada: Industry Canada (IC)
This Class B digital apparatus complies with Industry Canada Standard ICES-003 and
RSS210 Annex 9.

Cet appareil numérique de la classe B est conforme à la norme NMB-003 et CNR-210 Annexe 9 
d'Industrie Canada.

This device may not cause interference, and this device must accept any interference, including 
interference that may cause undesired operation of the device.

This device is designed to operate with the antennas listed below, which have a maximum gain of 
5.6 dBi @ 2.4 GHz, 6.0 dBi @ 5.3 GHz, and 6.0 dBi @ 5.7 GHz. Antennas not included in this list 
or having a gain that is greater than those listed are strictly prohibited for use with this device. The 
required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, antenna type and gain should be chosen so 
that the equivalent isotropically radiated power (EIRP) is not more than that permitted for 
successful communication.

Europe
• HP products sold in Europe use a technique called Dynamic Frequency Selection (DFS) to 

automatically select an operating channel. The European Telecommunications Standard 
Institute (ETSI) requires that 802.11a devices use DFS to prevent interference with radar 
systems and other devices that already occupy the 5 GHz band.

In order to comply with specific spectrum allocations, HP products must be set to the correct 
country of operation prior to use. Failure to do so may violate national requirements.

• Les produits de HP vendus en Europe utilisent une technique dénommée Sélection de 
fréquence dynamique (Dynamic Frequency Selection, DFS) pour qu’un canal de 
fonctionnement soit automatiquement choisi. L'ETSI (European Telecommunications Standard 

Manufacturer

 

Part Number

Gain

2.4 GHz 5.3 GHz 5.7 GHz 

Nearson T614AH-2.4/5.X-S 4 dBi 5 dBi 4.5 dBi 

Cushcraft S5153WBPX36RS
M 

n/a 6 dBi 6 dBi

Mini-Box Outdoor Omni 5.5 dBi n/a n/a

Centurion WTS2450-RPSMA 2.5 dBi 3.0 dBi 3.4 dBi 
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Institute) exige que les périphériques 802.11a utilisent DFS pour empêcher toute interférence 
avec les systèmes radar et d’autres périphériques qui occupent déjà la bande des 5 GHz.

• Gli apparati di HP vendute in Europa impiegano una tecnologia denominata Selezione di 
frequenza dinamica (Dynamic Frequency Selection, DFS) per la selezione automatica del 
canale operativo. L'Istituto Europeo di normalizzazione delle telecomunicazioni (European 
Telecommunications Standard Institute, ETSI) sancisce che tutti i dispositivi 802.11a devono 
usare la DFS per prevenire eventuali interferenze con sistemi radar ed altri dispositivi che già 
occupano la banda di 5 GHz.

• Die in Europa vertreibenen HP verwenden die so genannte dynamische Frequenzauswahl 
(Dynamic Frequency Selection, DFS), um automatisch einen gültigen Betriebskanal 
auszuwählen. Das  European Telecommunications Standard Institute (ETSI) shreibt vor, dass 
802.11a-Geräte DFS verwenden, um Störungen in Radarsystemen und anderen Geräten, die 
das 5-GHz Band verwenden, zu vermeiden.

• Las unidades HP vendidas en Europa usan una técnica llamada Selección dinámica de 
frecuencias (Dynamic Frequency Selection, DFS) para seleccionar automaticamente un canal 
de operación. El Instituto Europeo de Normas de Telecomunicaciones (European 
Telecommunications Standard Institute, ETSI) requiere que los dispositivos 802.11a usen DFS 
para evitar las interferencias con sistemas de radar y otros dispositivos que ya ocupan la 
banda de 5 GHz.

• Products labeled with the CE mark comply with EMC Directive 89/336/EEC and the Low 
Voltage Directive 72/23/EEC, implying conformity to the following European Norms.

• Tous les produits portant la marque CE sont conformes à la directive EMC (89/336/EEC) et à la 
directive sur les basses tensions (Low Voltage Directive - 72/23/EEC) qui impliquent la 
conformité aux normes de la Commission de la Communauté Européenne.

• Tutti i prodotti con il marchio CE sono conformi alle direttive “Compatibilità elettromagnetica” 
(EMC Directive - 89/336/EEC) e “Bassa tensione” (Low Voltage Directive - 73/23/EEC) così 
rispettando le norme della Commissione della Comunità Europea.

• Produkte mit der CE-Kennzeichnung erfüllen die EMC-Richtlinie (89/336/EEC) sowie die 
Niederspannungsrichtlinie (72/23/EEC), implizierend die Erfüllung der Normen der EU-
Kommission.

• Todos los productos con la marca CE cumplen con la directiva de compatibilidad 
electromagnética EMC (89/336/EEC) y la directiva de baja tensión (72/23/EEC), que implica 
conformidad con las normas de la Comisión de la Unión Europea.

• Products labeled with the CE 0470 mark and optional alert sign “!” contain a radio transmitter 
that complies with the R&TTE Directive 1999/5/ED, implying conformity to the following 
European Norms. 

• Les produits portant la marque d’alerte CE 0470 avec la marque ‘!’ contiennent un émetteur 
radio conforme à la directive R&TTE (1999/5/EC) qui implique la conformité aux normes de la 
Commission de la Communauté Européenne.

• I prodotti che recano l'avvertenza CE 0470 o CE contengono un trasmettitore radio conforme 
alla Direttiva R&TTE (1999/5/EC) emessa dalla Commissione della Comunità Europea.

Funkprodukte mit der CE 0470 und der CE-Kennzeichnung ‘!’ enthalten einen Funktransmitter, der 
die von der Kommision der EU verabschiedete Richtlinie R&TTE (1999/5/EC) erfüllt.
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Los productos con la marca CE 0470 con la Alerta CE ‘!’ contienen un tranmisor de radio que 
cumple con la Directiva R&TTE (1999/5/EC) emitada por la Comisión Europea.

• EN 60950 (IEC60950): Product Safety

• EN 300328: Radio LAN equipment operating in the 2.4 GHz band

• EN301893: Radio LAN equipment operating in the 5 GHz band

• ETS 300826 and/or ETS 301489-17: General EMC requirements for radio equipment

      

 A  B  DK  FI

 D  GR  IRL  I

 LI  LUX  NL  N

 P  E  S  CH

 IS  GB  FR

EU member states with restrictive use for this product are crossed out.

Les états membres de l’Union Européenne avec utilisation restrictive de ce 
produit sont rayés.

Mitgliedsstaaten der EU mit eingeschrankten Nutzungsrechten für dieses 
Produkt sind herausgestrichen.

Gli Stati membri nella Comunità Europea (EU) con restrizioni  sull'uso di questi 
prodotti sono contrassegnati di seguito.

 0470 
Important Notice
Low power radio LAN product operating in 5 GHz band for Home and Office 
environments. Selection of proper country of operation satisfies national 
requirements.

Notice Importante
Produit réseau local radio basse puissance opérant dans la bande fréquence 
5 GHz pour les environnements bureaucratiques et résidentiels. Merci de vous 
référer au manuel pour les détails des restrictions.

Wichtige Mittellung
Low Power FunkLAN Produkt für den Home- und Office-Bereich, das im 5 GHz 
Band arbeitet. Weitere informationen über bezüglichen Einschrankungen finden 
Sie im Datanblatt/Handbuch.

Nota Importante
Apparati Radio LAN a bassa potenza, operanti a 5 GHz, per ambienti domestico ed 
ufficio. Fare riferimento alla Guida d'Utente (User Guide) per avere informazione 
dettagliata sulle restrizioni.
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Information for the user
This document provides regulatory information for the following products: MSM313,
MSM313-R, MSM323, and MSM323-R. These are wireless network products based on the IEEE 
802.11 standards for wireless LANs defined and approved by the Institute of Electrical and 
Electronics Engineers. Products designed according to the IEEE 802.11a standard use Orthogonal 
Frequency Division Multiplexing (OFDM) radio technology. Products designed according to the 
IEEE 802.11b standard use Direct Sequence Spread Spectrum (DSSS) radio technology. These 
products are designed to be interoperable with any other wireless product that complies with the 
corresponding standard.

Wireless Fidelity (Wi-Fi) certification is defined by the WECA Wireless Ethernet Compatibility 
Alliance.

Health information
The MSM AP, like other radio devices, emits radio frequency electromagnetic energy. The level of 
energy emitted by the MSM AP is much less than the electromagnetic energy emitted by other 
wireless devices, such as mobile phones.

Because the MSM AP operates within the guidelines found in radio frequency safety standards and 
recommendations, HP believes that the MSM AP is safe for use by consumers. These standards 
and recommendations reflect the consensus of the scientific community and result from 
deliberations of panels and committees of scientists who continually review and interpret the 
extensive research literature.

In some situations or environments, use of the MSM AP may be restricted by a proprietor of a 
building or responsible representatives of an organization. For example, these situations may 
include using the MSM AP

• On board airplanes 

• In any other environment where the risk of interference to other devices or services is 
perceived or identified as harmful

If you are uncertain about the policy that applies to the use of wireless devices in a specific 
organization or environment (for example, airport) you are encouraged to ask for authorization to 
use the MSM AP prior to turning it on.
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MSM313/MSM323
Hewlett-Packard
200 West Street, Waltham, Massachusetts 02451, USA
Declares the following products:
MSM313, MSM313-R, MSM323, and MSM323-R conform to the following standards:

European Directives and European Standards

North American Standards

• EMC Directive 89/336 EEC

• Low Voltage Directive 73/23 EEC

• Radio and Telecommunication Terminal 
Equipment Directive 1999/5/EEC

• EN 60950-1 Safety

• EN 300 328 V1.3.1 Data Transmission equipment operating in the 2.4 GHz 
ISM band

•  301 893 V1.2.3 5 GHz high performance RLAN

• EN 301 489-1 V1.4.1 EMC Standard for radio equipment and services; Part 1

• EN 301 489-17 V1.2.1 EMC Standard for radio equipment and services; Part 
17; Specific conditions for 2.4 GHz wideband 
transmission systems   and 5 GHz high performance 
RLAN equipment

• FCC Part 15-Subpart C-Title 47

• FCC Part 15-Subpart E-Title 47

• FCC Part 15-Subpart B Radiated Emission

• UL60950-1, CAN/CSA C22.2 
No. 60950-1-03

Safety
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Introduction
To force a service controller into its factory default state, follow the procedures in this section.

Caution: Resetting a service controller to factory defaults deletes all 
configuration settings, resets the administrator username and 
password to “admin”, disables the DHCP server on the LAN port, sets 
the LAN port IP address to 192.168.1.1, and sets the Internet port to 
operate as a DHCP client.

For the outdoor products (MSM313-R and MSM323-R), only the Internet 
port is available. The Internet port defaults to IP address 192.168.4.1 
unless it is assigned a different address by DHCP.

Using the Reset switch
Not applicable to the ruggedized MSM313-R and MSM323-R.

Using a tool such as a paper clip, press and hold the reset switch for a few seconds until the front 
status lights flash three times.

Using the management tool
1. Launch the management tool (default https://192.168.1.1 for indoor units, https://192.168.4.1 

for outdoor units).

2. Select Maintenance > Config file management.

3. Under Reset configuration, click Reset.
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Using special commands
Note: Follow the directions in this section only for the outdoor ruggedized MSM313-R and 

MSM323-R units AND ONLY when you do not have access to the unit via its 
management tool.

Note: This option is only available on units with serial numbers beginning with B027 or 
higher, purchased after March 1, 2006.

In addition to the service controller, you need the following items:

• The factory default script file located on the documentation page for the MSM3xx / MSM4xx 
Access Points for Factory Default Scripts for the HP ProCurve MSM310-R and MSM320-R. 
These scripts also work for the MSM313/MSM323. See “Online documentation” on 
page 14.

• A crossover Ethernet cable

• A standard (not crossover) Ethernet cable

• An 802.3af PoE injector

From the zip file, extract the script file that corresponds to your version of Microsoft Windows into a 
folder such as C:\scripts. These scripts are provided:

• English: MSMRemote-en.bat

• French: MSMRemote-fr.bat

• German: MSMRemote-gr.bat

• Italian: MSMRemote-it.bat

• Spanish: MSMRemote-sp.bat.

The script runs in a Windows command-line session. It uses this syntax:

MSMRemote-<language identifier> [factory | restart | cimfile]

• Specify MSMRemote-<language identifier> factory to factory reset the unit.

• Specify MSMRemote-<language identifier> restart to perform a simple restart (same 
as powering off and back on).

• The cimfile option is used only by technical support personnel for loading special firmware 
files.

To perform a factory reset, follow this procedure:

1. Disconnect any cable from the service controller.

2. Disconnect power from the PoE injector.

3. Configure your computer’s LAN port with a static IP address of 192.168.4.2 and a subnet mask 
of 255.255.255.0.

4. Use a crossover cable to connect your computer’s LAN port to the PoE injector Data In port.

5. Connect a standard Ethernet cable from the PoE injector Data and PoE Out port to the service 
controller.

6. Open a command line session on the computer.
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7. Specify HPRemote factory and press Enter.

8. Power on the PoE injector. The script discovers the service controller and causes the factory 
reset to occur.

9. Wait for two minutes for the factory reset to complete and then confirm operation by launching 
the management tool in a web browser at address https://192.168.4.1.
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