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Chapter 1: Product Overview

Thank you for choosing the Linksys E4200 Maximum
Performance Wireless-N Router. The router lets you access
the Internet via a wireless connection or through one
of its four switched ports. You can also use the router to
share resources such as computers, printers and files. The
router’s USB port connects to a USB storage device, so you
can add storage space to your network using a USB hard
drive or access your portable files using a USB flash disk.
Therouter’s media server streams music, video,and photos
from an attached storage device to any UPnP-compatible
media adapter or player.

Various security features help protect your data and
your privacy while you are online. Security features
include Wi-Fi Protected Access 2 (WPA2) security, which
encrypts data on your wireless network; a Stateful Packet
Inspection (SPI) firewall to help block unauthorized access
to your router; and Network Address Translation (NAT)
technology, which enhances network protection by
allowing your computers to share Internet access through
a single, public Internet IP address. (IP stands for Internet
Protocol.)

Setup and use of the router is easy using Cisco Connect,
the software that is installed when you run the included
CD. Advanced configuration of the router is available
through the provided browser-based utility.

For more wireless bandwidth, the router can create two
simultaneous yet separate Wireless-N networks, one
using the 5 GHz radio frequency band and one using the
2.4 GHz band. For example, use the Wireless-N 2.4 GHz
network to surf, email, and print while keeping the less
crowded, Wireless-N 5 GHz network free for time-sensitive
traffic like Voice over IP (VolP) calls, online gaming, and
high-definition video. For more information, refer to
“Simultaneous Networks” on page 10. The Guest Access
feature allows you to provide Internet access to guests
visiting your home without granting them access to your
local network.
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s0J0e0]o, This light indicates power or Wi-Fi Protected

CIS€O® Setup status. If you have client devices, such as
wireless printers, that support Wi-Fi Protected
Setup, then you can use Wi-Fi Protected Setup
to automatically configure wireless security for
your wireless network. To use Wi-Fi Protected
Setup, refer to “Wi-Fi_Protected Setup” on
page 12.
Power (white) When the router is powered
on, resets to factory defaults, or upgrades
its firmware, the light flashes slowly (every
three seconds). When the router is ready for
use, the light is continuously lit. If there is an
error, the light flashes quickly (every second);
disconnect the power adapter from your
router, wait two seconds, and then reconnect
the power adapter to your router.

Wi-Fi Protected Setup (white) When the
Wi-Fi Protected Setup process is active, the
light flashes slowly (every two seconds) for
two minutes. When the Wi-Fi Protected Setup
is successful, the light is continuously lit. If
there is an error, the light flashes quickly
(every second) for two minutes; please wait
and try again.
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Ethernet 1-4 (yellow and green) Using Ethernet
cables (also called network cables), these
Ethernet ports connect the router to computers
and other Ethernet network devices on your
wired network.

The yellow light flashes to indicate network
activity over that port. The green light turns on
when the local network port is connected to a
10/100/1000 Gigabit port.

! Internet (yellow and green) Using an Ethernet

cable (also called a network or Internet cable),
the Internet port connects the router to your
Internet connection, which is typically a cable or
Digital Subscriber Line (DSL) modem.

The yellow light flashes to indicate network
activity over that port. The green light turns
on when the Internet port is connected to a
10/100/1000 Gigabit port.

@® Wi-Fi Protected Setup Button If you have
client devices, such as wireless printers, that
support Wi-Fi Protected Setup, then you can use
Wi-Fi Protected Setup to automatically configure
wireless security for your wireless network.

To use Wi-Fi Protected Setup, refer to
“Wi-Fi Protected Setup” on page 12.

f—= USB Port The USB port connects to a USB
storage device.

@ Reset This button allows you to reset the router
to its factory defaults. Press and hold the Reset
button for approximately five seconds.

As an alternative, you can restore the defaults
from the Administration > Factory Defaults screen
in the router’s browser-based utility (refer to
“Administration > Factory Defaults” on page
42).

H Power The Power port connects to the included
power adapter.
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Chapter 2: Advanced Configuration

After setting up the router with the setup software
(located on the CD-ROM), the router will be ready for use.
If you would like to change its advanced settings, use the
router’s browser-based utility. This chapter describes each
web page of the utility and each page’s key functions. You
can access the utility via a web browser on a computer
connected to the router.

How to Access the Browser-Based Utility

To access the browser-based utility, launch the web
browser on your computer, and enter the router’s default
Internet Protocol (IP) address, 192.168.1.1, in the Address
field. Then press Enter.

A NOTE: You can also access the browser-based
utility on Windows computers by entering the
device name in the Address field. Refer to Device
Name under “Router Address” on page 6.

A login screen appears. (A similar screen appears for
non-Windows 7 users.)

Tt farvar 1021501 1 regraiont & wanrmarmy e piugwerd

FARR I TGUAIENG TN it wirimg b i twerd Ba
st in e ey matner Thidic asthertitelicn withoul o secun
toanechen

[User name ]
ﬁ (Poomet
Ba=dmbi =y trisestioh

e

Login Screen

1. In the User name field, enter admin.

2. In the Password field, enter the password created
by the setup software. If you did not run the setup
software, then enter the default, admin.

A NOTE: You can set a new password on the
Administration > Management screen. Refer to

“Administration > Management” on page 41.

3. Click OK to continue.

A NOTE: You can also access the browser-based
utility through Cisco Connect.

How to Use the Browser-Based Utility

Use the tabs at the top of each screen to navigate within
the utility. The tabs are arranged in two levels, top-level
tabs for general functions and lower-level tabs for the
corresponding specific functions.
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Top- and Lower-Level Tabs

The top-level tabs are: Setup, Wireless, Security, Storage,
Access Restrictions, Applications & Gaming, Administration,
and Status. Each of these has its own unique, lower-level
tabs.

A NOTE: Within this User Guide, each screen is
identified by its top- and lower-level tab names.
For example, “Setup > Basic Setup”is the screen
accessed via the Setup top-level tab, and its
Basic Setup lower-level tab.

If you change any settings on a screen, you must click Save
Settings to apply your changes, or click Cancel Changes
to clear your changes. These controls are located at the
bottom of each screen.

Save Settings or Cancel Settings

Click Help on the right side of a screen for additional
information on the screen’s options.
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Setup > Basic Setup

The first screen that appears is the Basic Setup screen. This
allows you to change the router’s general settings.
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Setup > Basic Setup

Language

Select your language To use a different language, select
one from the drop-down menu. The language of the
browser-based utility will change five seconds after you
select another language.

Internet Setup

The Internet Setup section configures the router to your
Internet connection. Most of this information can be
obtained through your Internet Service Provider (ISP).

Internet Connection Type

Select the type of Internet connection your ISP provides
from the drop-down menu. The available types are:

Automatic Configuration - DHCP
Static IP

PPPoE

PPTP

L2TP

Telstra Cable
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Automatic Configuration - DHCP

The default Internet Connection Type is Automatic
Configuration - DHCP (Dynamic Host Configuration
Protocol). Keep the default only if your ISP supports DHCP
or if you connect using a dynamic IP address. (This option
usually applies to cable connections.)

Intermet Setup

Internet Connection Type Automatic Configuration - DHCP -

Internet Connection Type > Automatic Configuration - DHCP

Static IP

If you are required to use a fixed IP address to connect to
the Internet, select Static IP.

internet Conmociion Type = Stetc @ -
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Internet Connection Type > Static IP

Internet IP Address Thisis the router’s IP address as seen
from the Internet. Enter the IP address provided by your
ISP.

Subnet Mask This is the router’s subnet mask as seen
from the Internet. Enter the subnet mask provided by your
ISP.

Default Gateway This is the IP address of your ISP’s
gateway server. Enter the gateway IP address provided by
your ISP.

DNS 1-3 This is the IP address of your ISP’s Domain Name
System (DNS) server. Enter the DNS server IP address(es)
provided by your ISP.
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PPPOE

If you have a DSL connection, check whether your ISP uses
Point-to-Point Protocol over Ethernet (PPPoE). If so, select
PPPoE.

Imarnet Connection Type PPPE -

Username
Prasword
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Internet Connection Type > PPPoE

Username Enter the username provided by your ISP.
Password Enter the password provided by your ISP.

Service Name (Optional) If provided by your ISP, enter
the Service Name.

Connect on Demand or Keep Alive

The Connect on Demand and Keep Alive options let you
choose whether the router connects to the Internet only
as needed (useful if your ISP charges for connect time),
or if the router should always be connected. Select the
appropriate option.

Connect on Demand: Max Idle Time This option causes
the router to drop the Internet connection if the router
is inactive for a specified period, and to reconnect only
when you try to access the Internet again. To use this
option, select Connect on Demand. In the Max Idle Time
field, enter the duration of inactivity allowed before your
Internet connection terminates. The default is 5 minutes.

Keep Alive: Redial Period This option causes the
router to periodically check its Internet connection and
automatically reconnect if the connection is down. To use
this option, keep the default, Keep Alive. In the Redial
Period field, specify how often the router should check the
Internet connection. The default is 30 seconds.
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PPTP

Point-to-Point Tunneling Protocol (PPTP) is a service that
generally applies to connections in Europe.
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Internet Connection Type > PPTP

If your PPTP connection supports DHCP or a dynamic IP
address, then select Obtain an IP Address Automatically.
If you are required to use a fixed IP address to connect
to the Internet, then select Specify an IP Address and
configure the options below.

Internet IP Address This is the router’s IP address as seen
from the Internet. Enter the IP address provided by your
ISP.

Subnet Mask This is the router’s subnet mask as seen
from the Internet. Enter the subnet mask provided by your
ISP.

Default Gateway This is the IP address of your ISP’s
gateway server. Enter the gateway IP address provided by
your ISP.

DNS 1-3 This is the IP address of your ISP’s DNS server.
Enter the DNS server IP address(es) provided by your ISP.

Server IP Address This is the IP address of the PPTP
server. Enter the IP address provided by your ISP.

Username Enter the username provided by your ISP.
Password Enter the password provided by your ISP.

Connect on Demand: Max Idle Time For details, refer to
“Connect on Demand or Keep Alive” on page 5.

Keep Alive: Redial Period For details, refer to “Connect
on Demand or Keep Alive” on page 5.
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L2TP

Layer 2 Tunneling Protocol (L2TP) is a service that generally
applies to connections in Israel.
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Internet Connection Type > L2TP

Server IP Address This is the IP address of the L2TP
server. Enter the IP address provided by your ISP.

Username Enter the username provided by your ISP.
Password Enter the password provided by your ISP.

Connect on Demand: Max Idle Time For details, refer to
“Connect on Demand or Keep Alive” on page 5.

Keep Alive: Redial Period For details, refer to “Connect
on Demand or Keep Alive” on page 5.

Telstra Cable

Telstra Cable is a service that generally applies to
connections in Australia.
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Internet Connection Type > Telstra Cable

Server IP Address This is the IP address of the Telstra
Cable server. Enter the IP address provided by your ISP.

Username Enter the username provided by your ISP.
Password Enter the password provided by your ISP.

Connect on Demand: Max Idle Time For details, refer to
“Connect on Demand or Keep Alive” on page 5.

Keep Alive: Redial Period For details, refer to “Connect

on Demand or Keep Alive” on page 5.
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Optional Settings

Some of these settings may be required by your ISP. Verify
with your ISP before making any changes.

Optional Seflings
[required by some Inlernst Hicsd Tiame
Sarvice Providers)

Deomain ILdma
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Basic Setup > Optional Settings

Host Name Some ISPs, usually cable ISPs, require a host
name as identification. You may have to check with your
ISP to see if your service has been configured with a host
name. Enter a host name for the router, if required. In most
cases, you can leave this field blank.

Domain Name Some ISPs, usually cable ISPs, require a
domain name as identification. You may have to check
with your ISP to see if your service has been configured
with a domain name. Enter a domain name for the router,
if required. In most cases, you can leave this field blank.

MTU MTU is the Maximum Transmission Unit. It specifies
the largest packet size permitted for Internet transmission.
Select Manual if you want to manually enter the largest
packet size that is transmitted. To have the router select
the best MTU for your Internet connection, keep the
default, Auto.

Size When Manual is selected in the MTU field, this option
is available. Leave this value in the 1200 to 1500 range. The
default size depends on the Internet Connection Type:

DHCP, Static IP, or Telstra: 1500
PPPOE: 1492
PPTP or L2TP: 1460

Network Setup

The Network Setup section configures the IP settings for
your local network.

Router Address Fagires i 1 1 1
Bubnat Hasd FEEIENEL -
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Basic Setup > Router Address

Router Address

IP Address The router’s local IP address is displayed. The
defaultis 192.168.1.1.

Subnet Mask The router’s local subnet mask is displayed.
The default is 255.255.255.0.

Device Name The default is Cisco followed by the last
5 digits of the router’s serial number, which is found on
the bottom of the router. (The Device Name is also the
router’s NetBIOS name.) If you used the setup software

6
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for installation, then the Device Name is the name of your
wireless network (up to 15 characters).

DHCP Server Settings

The settings allow you to configure the router’s DHCP
server function. The router can be used as a DHCP server
for your network. A DHCP server automatically assigns an
IP address to each computer or device on your network.

A NOTE: If you choose to enable the DHCP server
option, make sure there is no other DHCP server
on your network.
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Basic Setup > DHCP Server Settings

DHCP Server DHCP is enabled by default. If you already
have a DHCP server on your network, or you do not want
a DHCP server, then select Disabled (no other DHCP
features will be available).

DHCP Reservation Click DHCP Reservation if you want
to assign a fixed local IP address to a specific device on
your network. This is helpful if you have a device whose
IP address must always remain the same, such as a media
server or print server.To reserve an IP address for a specific
device, select it from the list of devices or manually enter
the Media Access Control (MAC) address of the device.

DHCP Reservation

The DHCP Reservation screen appears and displays
a list of DHCP clients with the following information:
Client Name, Interface, IP Address, and MAC Address.
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Basic Setup > DHCP Reservation

Select Clients from DHCP Table Click the Select
check box to reserve a client’s IP address. Then click
Add Clients.
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Manually Adding Client To manually assign an IP
address, enter the client’s name in the Enter Client
Name field. Enter the IP address you want it to have
in the Assign IP Address field. Enter its MAC address in
the To This MAC Address field. Then click Add and click
Save Settings.

Clients Already Reserved

A list of DHCP clients and their fixed, local IP addresses
is displayed at the bottom of the screen. If you want to
remove a client from this list, click Remove.

Click Save Settings to apply your changes, or click
Cancel Changes to clear your changes. To update
the on-screen information, click Refresh. To exit this
screen and return to the Basic Setup screen, click Close.

Start IP Address The Start IP Address specifies the
starting IP address for the range of addresses assigned
by your router when it functions as a DHCP server. (The
first IP address assigned by the router will be randomly
selected within the range you specify.)

Because the router’s default IP address is 192.168.1.1,
the Start IP Address must be 192.168.1.2 or greater, but
smaller than 192.168.1.254. The default Start IP Address is
192.168.1.100.

Maximum Number of Users The Maximum Number
of Users specifies the number of IP addresses that can
be assigned by your router when it functions as a DHCP
server. This number cannot be greater than 253. The
default is 50.

IP Address Range The range of available IP addresses is
displayed.

Client Lease Time The Client Lease Time is the length of
time that a dynamically assigned IP address will remain in
effect. After this time is up, the device will be automatically
assigned a new dynamic IP address, or the lease will be
renewed. Enter the length of time, in minutes, that a
user will be “leased” a dynamic IP address. The default is
0 minutes, which means one day.

Static DNS 1-3 The Domain Name System (DNS) is how
the Internet translates domain or website names into
Internet addresses or URLs. Your ISP will provide you with at
least one DNS server IP address. If, however, you wish to use
a different DNS server, enter its IP address (you can enter up
to three DNS server IP addresses). These static DNS server(s)
will have higher priority than the ISP’s DNS servers. The
router will assign these DNS servers to the computers and
other devices in your local network.

WINS The Windows Internet Naming Service (WINS)
manages each computer’s interaction with the Internet.
If you use a WINS server, enter its IP address. Otherwise,
leave this field blank.
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Time Settings
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Basic Setup > Time Settings

Time Zone Select your network’s time zone from this
drop-down menu.

Automatically adjust clock for daylight saving
changes Select this option to have the router
automatically adjust for daylight saving time.

Reboot

Reboot

Reboot |

Basic Setup > Reboot

Reboot Click this option to restart the router.

A NOTE: If you have changed any settings on this
screen, click Save Settings before you use the

Reboot option; otherwise you will lose your
new settings.

Setup > DDNS

The router offers a Dynamic Domain Name System (DDNS)
feature. DDNS lets you assign a fixed host and domain
name to a dynamic Internet IP address. It is useful when
you are hosting your own website, File Transfer Protocol
(FTP) server, or other server behind the router.

Before you can use this option, you need to sign
up for DDNS service with a DDNS service provider,
www.dyndns.org or www.tzo.com. If you do not want to
use this option, keep the default, Disabled.

DDNS
DDNS Service

If your DDNS service is provided by DynDNS.org, then
select DynDNS.org from the drop-down menu. If your
DDNS service is provided by TZO, then select TZO.com.
The features available on the DDNS screen will vary,
depending on which DDNS service provider you use.
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Setup > DDNS > DynDNS

Username Enter the username for your DynDNS account.
Password Enter the password for your DynDNS account.

Host Name Enter the host name for your DynDNS
account.

System Select the DynDNS service you use: Dynamic,
Static, or Custom. The default is Dynamic.

Mail Exchange (Optional) Enter the address of your mail
exchange server, so emails to your DynDNS address go to
your mail server.

Backup MX This option allows the Mail eXchange (MX)
server to be a backup. To disable this option, keep the
default, Disabled. To enable the option, select Enabled. If
you are not sure which setting to select, keep the default,
Disabled.

Wildcard This setting enables or disables wildcards
for your host. For example, if your DDNS address is
myplace.dyndns.org and you enable wildcards, then
x.myplace.dyndns.org will work as well (x is the wildcard).
To disable wildcards, keep the default, Disabled. To
enable wildcards, select Enabled. If you are not sure which
setting to select, keep the default, Disabled.

Internet IP Address The router’s Internet IP address is
displayed.Becauseitis dynamic, it will change periodically.

Status The status of the DDNS service connection is
displayed.

Update To manually trigger an update, click Update.
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Setup > DDNS >TZO

Email Address Enter the email account for your TZO
account.

TZO Password Enter the password for your TZO account.

Domain Name Enter the domain name for your TZO
account.

Internet IP Address The router’s Internet IP address is
displayed.Becauseitis dynamic, it will change periodically.

Status The status of the DDNS service connection is
displayed.

Update To manually trigger an update, click Update.

Setup > MAC Address Clone

A Media Access Control (MAC) address is a 12-digit code
assigned to a unique piece of hardware for identification.
Some ISPs require you to register a MAC address for
Internet access. If your computer’s MAC address is
registered with your ISP and you do not wish to re-register
the MAC address, then you may assign the registered MAC
address to the router with the MAC Address Clone feature.
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Setup > MAC Address Clone
MAC Address Clone

Enabled/Disabled To have the router clone the MAC
address you specify below, select Enabled.

MAC Address Enter the MAC address registered with
your ISP.

Clone My PC’s MAC Click this option to clone the MAC
address of the computer you are using.

Maximum Performance Wireless-N Router

Chapter 2: Advanced Configuration

Setup > Advanced Routing

This screen is used to set up the router’s advanced
functions. Dynamic Routing automatically adjusts how
packets travel on your network. Static Routing sets up a
fixed route to another network destination.
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Setup > Advanced Routing

Advanced Routing
NAT

Enabled/Disabled If this Router shares your Internet
connection for your local network, keep the default,
Enabled. When Network Address Translation (NAT) is
disabled, dynamic routing is available.

Dynamic Routing (RIP)

Dynamic routing uses the Routing Information Protocol
(RIP). This option enables the router to automatically
exchange routing tables with the other router(s). The
router determines the network packets’ route based on
the fewest number of hops between the source and the
destination.

Enabled/Disabled When NAT is disabled, the Dynamic
Routing option is available. To use the Dynamic Routing
option, select Enabled.

Static Routing

A static route is a pre-determined pathway that network
information must travel to reach a specific host or
network. Enter the information described below to set up
a new static route.

Route Entries To set up a static route between the
router and another network, select a number from the
drop-down list. Click Delete This Entry to delete a static
route.

Enter Route Name Enter a name for the route, using a
maximum of 25 alphanumeric characters.

Destination LAN IP Enter the IP address of the remote
network or host to which you want to assign a static route.
(LAN stands for Local Area Network.)
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Subnet Mask Enter the subnet mask for the Destination
LAN IP address.

Gateway Enter the IP address of the gateway server
that enables communication between the router and the
remote network or host.

Interface Select the location of the Destination LAN
IP address, the LAN & Wireless (Ethernet and wireless
networks) or the Internet (WAN). (WAN stands for Wide
Area Network.)

Click Show Routing Table to view the static routes you
have already set up.
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Advanced Routing > Routing Table

Routing Table

The Routing Table screen appears. For each route, the
Destination LAN IP address, Subnet Mask, Gateway,
Hop Count, and Interface are displayed.
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Advanced Routing > Routing Table

Click Refresh to update the information. Click Close
to exit this screen and return to the Advanced Routing
screen.

Maximum Performance Wireless-N Router 10
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Wireless > Basic Wireless Settings

The basic settings for wireless networking are set on this
screen.

Simultaneous Networks

For more wireless bandwidth, the router can create two
simultaneous yet separate Wireless-N networks, one using
the 5 GHz radio frequency band and one using the 2.4 GHz
band. This allows you to isolate higher-priority traffic, such
as online gaming, Voice over Internet Protocol (VolIP) calls,
and video streaming.

For example, in this diagram (“Simultaneous Networks
Diagram” on page 11), the 2.4 GHz wireless network is
represented by green waves between the router and the
office devices, the wireless printer and notebook. The
5 GHz wireless network is represented by the blue waves
between the router and the living room devices, the
gaming console and media player.

Choose which computers and other wireless devices
should join which network. Wireless-N devices support
both the 5 GHz and 2.4 GHz bands, so they can join either
network. Wireless-G and Wireless-B devices support only
the 2.4 GHz band, so they should join the 2.4 GHz network.
Wireless-A devices support only the 5 GHz band, so they
should join the 5 GHz network.

For the 5 GHz network, configure all computers and other
wireless devices with the same 5 GHz Network Name
and wireless security settings. For the 2.4 GHz network,
configure all computers and other wireless devices with

Internet @

Modem
Office
Wireless
Printer
) I
4 Notebook
2.4 GHz
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the same 2.4 GHz Network Name and wireless security
settings.

& NOTE: You should use the same Network
Name for both your 5 GHz and 2.4 GHz wireless
networks; this allows seamless roaming by
dual-band Wireless-N client devices.

You can use Wi-Fi Protected Setup to set up both
networks, or you can manually configure the router. Wi-Fi
Protected Setup is a feature that makes it easy to set up
your wireless network. If you have client devices, such as
wireless printers, that support Wi-Fi Protected Setup, then
you can use Wi-Fi Protected Setup.

Configuration View To manually configure your wireless
networks, select Manual. Go to “Manual Setup” on page
12. To use Wi-Fi Protected Setup, select Wi-Fi Protected

Setup. Go to “Wi-Fi Protected Setup” on page 13.

Configuration View
2 Manual Wi-Fi Profected Satup™

Basic Wireless Settings (Manual) > Configuration View

Living Room

)]
/)

Gaming
Console

Media Player *

5GHz

Simultaneous Networks Diagram
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Manual Setup

Set up the 5 GHz and 2.4 GHz wireless networks on this
screen.

A NOTE: After you set up the wireless network(s),
set up the wireless security settings. Go to

“Wireless > Wireless Security” on page 14.
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Wireless > Basic Wireless Settings (Manual)

5 GHz Wireless Settings
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Basic Wireless Settings (Manual) > 5 GHz Wireless Settings

Network Mode Select the wireless standards your
network will support.

Mixed If you have Wireless-A and Wireless-N (5 GHz)
devices in your network, keep the default, Mixed.

Wireless-A Only If you have only Wireless-A devices,
select Wireless-A Only.

Wireless-N Only If you have only Wireless-N (5 GHz)
devices, select Wireless-N Only.

Disabled If you do not have any Wireless-A and
Wireless-N (5 GHz) devices in your 5 GHz network,
select Disabled.

A NOTE: If you are not sure which mode to use,
keep the default, Mixed.

Network Name (SSID) The Service Set Identifier (SSID)
is the network name shared by all devices in a wireless
network. It is case-sensitive and must not exceed 32
keyboard characters. The default is Cisco followed by
the last 5 digits of the router’s serial number, which is

Maximum Performance Wireless-N Router
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found on the bottom of the router. If you used the setup
software for installation, then the default Network Name
is changed to an easy-to-remember name.

& NOTE: If you restore the router’s factory default
settings (by pressing the Reset button or using
the Administration > Factory Defaults screen),
the Network Name will return to its default
value, and all devices on your wireless network
will need to be reconnected.

Channel Width For best performance in a network
using Wireless-A and Wireless-N (5 GHz) devices, keep the
default, Auto (20 MHz or 40 MHz). For a channel width
of 40 MHz, select 40 MHz Only. For a channel width of
20 MHz, select 20 MHz Only.

Channel Select the channel from the drop-down list for
Wireless-A and Wireless-N (5 GHz) networking. If you are
not sure which channel to select, then keep the default,
Auto (DFS).

SSID Broadcast When wireless clients survey the local
area for wireless networks to associate with, they will
detect the SSID (wireless network name) broadcast by the
router. To broadcast the router’s SSID, keep the default,
Enabled. If you do not want to broadcast the router’s
SSID, then select Disabled.

2.4 GHz Wireless Settings
1.4 GHz Wirebsas Setfinga Mgteror Mode JLETS -
Meterork Mame (S50 Cncobd05s
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Basic Wireless Settings (Manual) > 2.4 GHz Wireless Settings

Network Mode Select the wireless standards your
network will support.

Mixed If you have Wireless-N (2.4 GHz), Wireless-G,
and Wireless-B devices in your network, keep the
default, Mixed.

Wireless-B/G Only If you have both Wireless-B and
Wireless-G (2.4 GHz) devices in your network, select
Wireless-B/G Only.

Wireless-B Only If you have only Wireless-B devices,
select Wireless-B Only.

Wireless-G Only If you have only Wireless-G devices,
select Wireless-G Only.

Wireless-N Only If you have only Wireless-N (2.4 GHz)
devices, select Wireless-N Only.

Disabled If you have no Wireless-B, Wireless-G, and
Wireless-N (2.4 GHz) devices in your network, select
Disabled.
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A NOTE: If you are not sure which mode to use,
keep the default, Mixed.

Network Name (SSID) The Service Set Identifier (SSID)
is the network name shared by all devices in a wireless
network. It is case-sensitive and must not exceed 32
keyboard characters. The default is Cisco followed by
the last 5 digits of the router’s serial number, which is
found on the bottom of the router. If you used the setup
software for installation, then the default Network Name
is changed to an easy-to-remember name.

A NOTE: If you restore the router’s factory default
settings (by pressing the Reset button or using
the Administration > Factory Defaults screen),
the Network Name will return to its default
value, and all devices on your wireless network
will need to be reconnected.

Channel Width For best performance in a network using
Wireless-B, Wireless-G and Wireless-N (2.4 GHz) devices,
select Auto (20 MHz or 40 MHz). For a channel width of
20 MHz, keep the default, 20 MHz only.

Channel Select the channel from the drop-down list
for Wireless-B, Wireless-G, and Wireless-N (2.4 GHz)
networking. If you are not sure which channel to select,
then keep the default, Auto.

SSID Broadcast When wireless clients survey the local
area for wireless networks to associate with, they will
detect the SSID broadcast by the router. To broadcast the
router’s SSID, keep the default, Enabled. If you do not
want to broadcast the router’s SSID, then select Disabled.

Wi-Fi Protected Setup

Wi-Fi Protected Setup is a feature that makes it easy to set
up your wireless network. If you have client devices, such
as wireless printers, that support Wi-Fi Protected Setup,
then you can use Wi-Fi Protected Setup.

Three methods of Wi-Fi Protected Setup are available.
Use the method that applies to the client device you are
configuring.

Maximum Performance Wireless-N Router
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Wireless > Basic Wireless Settings (Wi-Fi Protected Setup)

a NOTE: Wi-Fi Protected Setup configures one

client device at a time. Repeat the instructions

for each client device that supports Wi-Fi
Protected Setup.

Wi-Fi Protected Setup Light Activity

The Cisco logo on the top panel of the router functions
as the Wi-Fi Protected Setup light.

When the Wi-Fi Protected Setup process is active, the
light flashes slowly. When the Wi-Fi Protected Setup is
successful, the light is continuously lit.

If there is an error, the light flashes quickly for two
minutes; please wait and try again.

Wait until the light is continuously lit, before starting
the next Wi-Fi Protected Setup session.

Wi-Fi Protected Setup Button Use this method if
your client device has a Wi-Fi Protected Setup button.

& NOTE: Make sure you configure one client
device at a time.

Wi-Fi Protected Setup™
Use one of folowing for each Wi-Fi Protecied Selup™ supported device:

1. i your clent device has a Wi-Fi
Protected Selup™ button,chck or press
that button and then click the button on the

right

Wi-Fi Protected Setup > Wi-Fi Protected Setup Button

a. Click or press the Wi-Fi Protected Setup button on
the client device.

b. Click the Wi-Fi Protected Setup button on the
router’s Wi-Fi Protected Setup screen, OR press and
hold the Wi-Fi Protected Setup button on the back
panel of the router for one second.

13



Linksys E4200

c. After the client device has been configured, click
OK on the router's Wi-Fi Protected Setup screen
within two minutes.

Enter Client Device PIN on Router Use this method
if your client device has a Wi-Fi Protected Setup PIN
(Personal Identification Number).

2 ¥ your chent device has a Wi-Fi Protected Setup™ PN number, enler ihat mumber
here and then cick | Regster |

Wi-Fi Protected Setup > Enter Client Device PIN on Router

a. Enter the PIN from the client device in the field on
the router’s Wi-Fi Protected Setup screen.

b. Click the Register button on the router’s Wi-Fi
Protected Setup screen.

c. After the client device has been configured, click
OK on the router’s Wi-Fi Protected Setup screen
within two minutes.

Enter Router PIN on Client Device Use this method
if your client device asks for the router’s PIN.

3 I your chent asks for ihe Router's PN number, anter this number T6201196 in your
client device

Wi-Fi Protected Setup > Enter Router PIN on Client Device

a. On the client device, enter the PIN listed on the
router’s Wi-Fi Protected Setup screen. (It is also listed
on the bottom of the router.)

b. After the client device has been configured, click
OK on the router’s Wi-Fi Protected Setup screen
within two minutes.

For each wireless network, the Network Name (SSID),
Security, and Passphrase are displayed at the bottom of
the screen.

A NOTE: If you have client devices that do not

support Wi-Fi Protected Setup, note the wireless
settings, and then manually configure those
client devices.

Wireless > Wireless Security

The wireless security settings configure the security of your
wireless network(s). The router supports the following
wireless security options: WPA2/WPA Mixed Mode, WPA2
Personal, WPA Personal, WPA2/WPA Enterprise Mixed
Mode, WPA2 Enterprise, WPA Enterprise, WEP, and RADIUS.
(WPA stands for Wi-Fi Protected Access. WEP stands for
Wireless Equivalent Privacy. RADIUS stands for Remote
Authentication Dial-In User Service.)

Maximum Performance Wireless-N Router

Chapter 2: Advanced Configuration

Personal Options

Security Option Strength

WPA2 Personal Strongest

. WPA2: Strongest
WPA2/WPA Mixed Mode WPA: Strong
WPA Personal Strong
WEP Basic

Office Options

The office options are available for networks that use
a RADIUS server for authentication. The office options
are stronger than the personal options because WPA2
or WPA provides encryption while RADIUS provides
authentication.

Security Option Strength

WPA2 Enterprise Strongest
WPA2/WPA Enterprise Mixed WPA2: Strongest
Mode WPA: Strong
WPA Enterprise Strong

RADIUS Basic

5 GHz Wireless Security or
2.4 GHz Wireless Security
Wireless security is strongly recommended, and WPA2 is

the strongest method available. Use WPA2 if it is supported
by all of your wireless devices.

Security Mode

The 5 GHz and 2.4 GHz networks can use different security
options. Select the security option for each wireless
network. Then go to the instructions for your selection.
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WPA2/WPA Mixed Mode

A NOTE: If you select WPA2/WPA Mixed Mode
as your Security Mode, each device in your
wireless network MUST use WPA2/WPA and the
same passphrase.
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Wireless Security > WPA2/WPA Mixed Mode

Passphrase Enter a passphrase of 8-63 characters. The
default is password. If you used the setup software
for installation, then the default is changed to a unique
passphrase.

WPA2 Personal

A NOTE: If you select WPA2 Personal as your
Security Mode, each device in your wireless

network MUST use WPA2 Personal and the
same passphrase.
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Wireless Security > WPA2 Personal

Passphrase Enter a passphrase of 8-63 characters. The
default is password. If you used the setup software
for installation, then the default is changed to a unique
passphrase.

Maximum Performance Wireless-N Router
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WPA Personal

A NOTE: If you select WPA Personal as your
Security Mode, each device in your wireless

network MUST use WPA Personal and the same
passphrase.
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Wireless Security > WPA Personal

Passphrase Enter a passphrase of 8-63 characters. The
default is password. If you used the setup software
for installation, then the default is changed to a unique
passphrase.

WPA2/WPA Enterprise Mixed Mode

This option features WPA2/WPA used in coordination with
a RADIUS server. (This should only be used when a RADIUS
server is connected to the router.)

A NOTE: If you select WPA2/WPA Enterprise Mixed
Mode as your Security Mode, each device in
your wireless network MUST use WPA2/WPA
Enterprise and the same shared key.
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Wireless Security > WPA2/WPA Enterprise Mixed Mode

RADIUS Server Enterthe IP address of the RADIUS server.

RADIUS Port Enter the port number of the RADIUS
server. The defaultis 1812.

Shared Key Enter the key shared between the router and
the server.
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WPA2 Enterprise

This option features WPA2 used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the router.)

A NOTE: If you select WPA2 Enterprise as your
Security Mode, each device in your wireless

network MUST use WPA2 Enterprise and the
same shared key.
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Wireless Security > WPA2 Enterprise

RADIUS Server Enterthe IP address of the RADIUS server.

RADIUS Port Enter the port number of the RADIUS
server. The default is 1812.

Shared Key Enter the key shared between the router and
the server.

WPA Enterprise

This option features WPA used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the router.)

A NOTE: If you select WPA Enterprise as your
Security Mode, each device in your wireless

network MUST use WPA Enterprise and the
same shared key.
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Wireless Security > WPA Enterprise
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RADIUS Server Enterthe IP address of the RADIUS server.

RADIUS Port Enter the port number of the RADIUS
server. The defaultis 1812.

Shared Key Enter the key shared between the router and
the server.

WEP

WEP is a basic encryption method, which is not as secure
as WPA.

A NOTE: If you select WEP as your Security Mode,
each device in your wireless network MUST use
WEP and the same encryption and shared key.
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Wireless Security > WEP

Encryption Select a level of WEP encryption, (40/64-bit
10 hex digits) or 104/128-bit (26 hex digits). The default
is 40/64-bit (10 hex digits).

Passphrase Enterapassphrase toautomatically generate
WEP keys. Then click Generate.

Key 1-4 If you did not enter a passphrase, enter the WEP
key(s) manually.

TX Key Select a default TX (Transmit) Key to use. The
defaultis 1.
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RADIUS

This option features WEP used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the router.)

A NOTE: If you select RADIUS as your Security
Mode, each device in your wireless network

MUST use RADIUS and the same encryption
and shared key.
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Wireless Security > RADIUS

RADIUS Server Enterthe IP address of the RADIUS server.

RADIUS Port Enter the port number of the RADIUS
server. The default is 1812.

Shared Secret Enter the key shared between the router
and the server.

Encryption Select a level of WEP encryption, (40/64-bit
10 hex digits) or 104/128-bit (26 hex digits). The default
is 40/64-bit (10 hex digits).

Passphrase Enterapassphrase toautomatically generate
WEP keys. Then click Generate.

Key 1-4 If you did not enter a passphrase, enter the WEP
key(s) manually.

TX Key Select a default TX (Transmit) Key to use. The
defaultis 1.
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Disabled

If you choose to disable wireless security, you will be
informed that wireless security is disabled when you first
attempt to access the Internet. You will given the option to
enable wireless security, or confirm that you understand
the risks but still wish to proceed without wireless security.

A NOTE: When wireless security is disabled,
anyone can access your wireless network at any

time.
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Wireless Security > Disabled
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Wireless > Guest Access

The Guest Access feature allows you to provide guests
visiting your home with Internet access via wireless. The
guest network is a wireless network separate from your
local network. The Guest Access feature does not provide
access to the local network and its resources, so your
guests will not have access to your computers or personal
data. For example, the guest computer cannot print to a
printer on the local network or copy files to a computer on
the local network. This helps minimize exposure of your
local network.

For example, in the diagram (“Local Access and Guest
Access Diagram” on page 18), the local network includes
the wired network and the local wireless network, which
is represented by yellow waves between the router and
the wireless printer in the office and the notebook in the
bedroom. The Guest Access feature is represented by the
purple waves between the router and the notebook in the
living room.

Office

Wireless
Printer

Network
Storage

Router

Local Network

I Guest Network

. Notebook

=
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Wireless > Guest Access

Guest Access

Allow Guest Access To allow Internet access through a
guest network, keep the default, yes. Otherwise, select
no.

Guest Network Name The default is the name of your
wireless network, followed by -guest.

Guest Password The default is guest. If you used the
setup software for installation, then the default is changed
to a unique password.

Change Click this option to change the Guest Password.
The Change Guest Password screen appears.

Bedroom Living Room

Enter the Guest Password
for Internet Access:

A Modem
—

@ Internet

Local Access and Guest Access Diagram

Maximum Performance Wireless-N Router
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Change Guesi Password Enter a new guest network password:

4 - 32 characlers

| Change J cancel

Guest Access > Change Guest Password

Change Guest Password

- Enter a new guest network password Enter a
password of 4-32 characters.

Then click Change to save the new password and
return to the Guest Access screen.

Total Guests Allowed By default, 5 guests are allowed
Internet access through the guest network. Select the
number of guests you want to allow on your guest
network.

SSID Broadcast When wireless devices survey the local
area for wireless networks to associate with, they will
detect the SSID (wireless network name) broadcast by the
router. To broadcast the SSID of the guest network, keep
the default, Enabled. If you do not want to broadcast the
SSID of the guest network, then select Disabled.

Guest Instructions

When a guest wants Internet access in your home, provide
these instructions:

1. On the guest computer, connect to the wireless guest
network named on the Guest Access screen.

2. Open a web browser.

On the login screen, enter the password displayed on
the Guest Access screen.

4. Click Login.

Maximum Performance Wireless-N Router

Chapter 2: Advanced Configuration

Wireless > Wireless MAC Filter

Wireless access can befiltered (restricted) by specifying the
MAC addresses of the devices in your wireless network(s).
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Wireless > Wireless MAC Filter

Wireless MAC Filter

Enabled/Disabled To filter wireless users by the MAC
addresses of their computers or devices, select Enabled.
Otherwise, keep the default, Disabled.

Access Restriction

Prevent PCs listed below from accessing the wireless
network When the Wireless Mac Filter is enabled and this
option is selected, computers on the MAC Address filter
list will not have access to the wireless network.

Permit PCs listed below to access to the wireless
network When the Wireless Mac Filter is enabled and this
option is selected, only computers on the MAC Address
filter list will have access to the wireless network.

MAC Address Filter List

Wireless Client List Click this option to open the Wireless
Client List screen.
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Wireless MAC Filter > Wireless Client List
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Wireless Client List

This screen shows computers and other devices on
the wireless network. The list can be sorted by Client
Name, Interface, IP Address, MAC Address, and Status.

Select Save to MAC Address Filter List for any device
you want to add to the MAC Address Filter List. Then
click Add.

To update the on-screen information, click Refresh.
To exit this screen and return to the Wireless MAC Filter
screen, click Close.

MAC 01-32 Enter the MAC addresses of the devices
whose wireless access you want to control.

Maximum Performance Wireless-N Router 20
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Security > Firewall

The Firewall screen is used to configure a firewall that can
filter out various types of unwanted traffic on the router’s
local network.

SAFrewal Protection: 8 Enabled Disabled

¥ | Filler Ancsymows nberned Bedusats
Filler WuSicast

Filter internef HAT Redrecton

Proxy Java | AgtveX Cocasts

Security > Firewall

o | Fillar IDENT (Port 113)

Firewall

SPI Firewall Protection SPI firewall protection helps
protect your local network from the Internet. This option
is enabled by default.

WARNING: To help protect your local network,
you should keep the SPI Firewall Protection
option enabled.

Internet Filters

Filter Anonymous Internet Requests This filter blocks
Internet requests from unknown sources, such as ping
requests. This option is enabled by default.

Filter Multicast Multicasting allows a single transmission
to simultaneously reach specific recipients within your
local network. Select this option to enable the filter that
blocks multicasting. This option is disabled by default.

Filter Internet NAT Redirection This filter prevents a
local computer from using a URL or Internet IP address
to access the local server. Select this option to enable the
filter. This option is disabled by default.

Filter IDENT (Port 113) This filter keeps port 113 from
being scanned by devices from the Internet. This option
is enabled by default.

Web Filters

Proxy This filter blocks the use of Internet proxy servers.
To deny proxy requests, select this option. Proxy access is
allowed by default.

Java This filter blocks Java, so you may not be able to
access Java content on websites. To deny Java requests,
select this option. Java content is allowed by default.

ActiveX This filter blocks ActiveX, so you may not be able
to access ActiveX content on websites. To deny ActiveX
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requests, select this option. ActiveX content is allowed by
default.

Cookies This filter blocks cookies, which are data stored
on your computer and used by websites when you
interact with them. To deny cookie requests, select this
option. Cookie usage is allowed by default.

Security > VPN Passthrough

The VPN Passthrough screen allows you to enable Virtual
Private Network (VPN) tunnels using IPSec, PPTP, or L2TP
protocols to pass through the router’s firewall.

PSec Faasthrough 2 Enabled Disabled
FFTF Passthrough & Enabled Disabled
LITF Passthrough @ Enabled Disabled

Security > VPN Passthrough

VPN Passthrough

IPSec Passthrough Internet Protocol Security (IPSec) is
a suite of protocols used to implement secure exchange
of packets at the IP layer. The VPN client(s) on the local
network can establish an IPSec VPN tunnel through the
router. This option is enabled by default.

PPTP Passthrough Point-to-Point Tunneling Protocol
(PPTP) allows the Point-to-Point Protocol (PPP) to be
tunneled through an IP network. The VPN client(s) on the
local network can establish a PPTP VPN tunnel through
the router. This option is enabled by default.

L2TP Passthrough Layer 2 Tunneling Protocol is the
method used to enable Point-to-Point sessions via the
Internet on the Layer 2 level. The VPN client(s) on the local
network can establish an L2TP VPN tunnel through the
router. This option is enabled by default.

byour changes. Then click Close to exit this screen and
return to the Internet Access Policy screen.
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6. To block Internet access for the computers on the List

of PCs screen, select Deny. To allow Internet access for
the computers on the List of PCs screen, select Allow.

Access Restriction Deny niarnet acosss dunng selecled days and hours
& Allow

Deny or Allow

Decide which days and what times you want this
policy to be enforced. Select the individual days during
which the policy will be in effect, or select Every Day.
Then enter a time span during which the policy will be
in effect, or select 24 Hours.

Sehidile By & EveryBay | (Ses | Men | Tus | Vemd | (Tha | Ba

K

Temarw: @ 74 Howrs 13 &l 0 = | T3 A

Schedule

. To block websites with specific URL addresses, enter
each URL in a separate Website Blocking by URL Address
field.

Wetmile Becking
ng':ldﬂmu L 3

[ 8- UL &

Website Blocking by URL Address

. You can filter access to various services accessed over

the Internet, such as FTP or telnet. (You can block up to
three applications per policy.)

From the Applications column, select the application
you want to block. Then click the >> button to move
it to the Blocked List column. To remove an application
from the Blocked List column, select it and click the <<
button.

Blocked Apphcations ohes ony ben appicalens can Be biscked per picy,

A ppil atioE
“;Eﬂﬁ. -5 -
|Pmg {0-0)

[ Biocked List
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HTTPS (443 483
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Application Rama
Porl Rangs [ o @

Prateced B

Blocked Applications

If the application you want to block is not listed or you
want to edit a service’s settings, enter the application’s
name in the Application Name field. Enter its range in
the Port Range fields. Select TCP (Transmission Control
Protocol), UDP (User Datagram Protocol), or Both from
the Protocol drop-down menu. Then click Add.

To modify a service, select it from the Applications
column. Change its Application Name, Port Range,
and/or Protocol setting. Then click Modify.
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To delete a service, select it from the Applications list.
Then click Delete.

10. Click Save Settings to save the policy’s settings, or

click Cancel Changes to clear the changes.

A NOTE: If you have already set up Parental

Controls and now want to use Internet Access
Policy, then you will be asked to enter the
password for Parental Controls before you can
click Save Settings.
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Storage > Disk

The router’s USB port lets you connect USB storage that
can be accessed over your network.

When you connect a USB storage device to the router’s
USB port, you can access its content without a password
via Windows Explorer or the Mac Finder. For more
information, go to Appendix B: How to Install and Access
USB Storage, “Overview” on page 49.

The options on the various Storage screens are available
when a USB storage device is connected to the USB port
of the router. The Disk screen describes the USB disk
currently attached to the router. Use this screen to create
shared folders, safely remove a disk, or format a disk (any
data on the disk will be deleted during formatting).

You can use shared folders to manage network access
to the contents on the disk. You can specify individual
folders that you want to share, or you can share the
entire partition. Each shared folder created on the Disk
screen has a unique name (Display Name), is mapped to
a physical folder on the disk, and specifies access rights to
that folder.

Access rights are managed by group and user accounts
that you can create on the Storage > Administration screen
(go to “Storage > Administration” on page 29). Each user
has his or her own login and belongs to a group. Each
group has either read-and-write or read-only access rights.

A NOTE: By default, all content on the disk
can be accessed without a password. If you

want to specify which groups can access
the shared folders, select Disabled for the
Anonymous Disk Access option. Go to “Storage
> Administration” on page 29.
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Storage > Disk

Disk Management

If aformatted disk is connected to the router, then its name
is displayed. For each partition of the disk, the Partition,
File System, Capacity, and Free Space information are
displayed.

Safely Remove Disk Before you physically disconnect a
USB disk from the router, click Safely Remove Disk first.

A NOTE: Use the Safely Remove Disk option to
prevent the possible loss or corruption of data,
which may occur if you remove the disk while it
is transferring data.

Create Share To create a shared folder, click this option
for the appropriate partition. Go to “Create a Shared
Folder” on page 24.

USB Port Speed

USB 1.1 or USB 2.0 The USB type of the connected disk
is displayed. The USB 1.1 standard supports speeds up
to 12 Mbps. The USB 2.0 standard supports speeds up to
480 Mbps.

Shared Folder

Device Name (Disk) The Device Name (or NetBIOS
name) of the router is displayed. The default is Cisco
followed by the last 5 digits of the router’s serial number,
which is found on the bottom of the router. If you used
the setup software for installation, then the Device Name
is the name of your wireless network (up to 15 characters).

Shared Disk IP Address The IP address of the disk is
displayed.

Summary To view a list of shared folders, click this option.
Go to “Shared Folders Summary” on page 24.

The Shared Folder table lists the shared folders with
the following information: Display Name, Partition, and
Shared Folder location.
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Edit To change the access settings of a shared folder, click
this option. Go to “Edit a Shared Folder” on page 25.

Delete To delete a shared folder, click this option.
Shared Folders Summary

For each folder, the Display Name, Partition, Shared
Folder location, and Groups with Access are displayed.

_SmaRED 1o50_SedMiTremenrncaton_vmren e w Pemme i

R JER_pednet WER LALLM T g e i S

s

Disk > Shared Folders Summary

Click Close to exit this screen and return to the Disk
screen.

Format Disk

Disk To format the disk as FAT32, select the disk you want
to format, and then click Format Disk. (If your disk was
formatted with multiple partitions, then the formatting
will delete them and create a single partition.) The Claim
Disk screen appears.

Claim Disk

Enter a partition’s name Enter a name for the partition.

Click Format and follow the on-screen instructions.

Eraee o AT Y ER | Format

Disk > Claim Disk

On the Disk screen, click Refresh to update the on-screen
information.
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Create a Shared Folder

Has 13 be unoud |
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Disk > Shared Folder

1. In the Display Name field, enter a name for the shared
folder.

Display Name (Has iz be unkue )

Shared Folder > Enter Display Name

2. The Partition name is displayed. If the shared folder
should include the entire partition, select Share Entire
Partition and go to step 4.

Partition USB_SHARED

Location I
New Folder

[] share Entre Partion

Shared Folder > Share Entire Partition

A NOTE: If you select Share Entire Partition,
then all of the Groups with Access (see step 4)
can access any folder in the partition.
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3. To specify a folder to share, click Select. To display
subfolders, click Enter into Folder. To return to the
previous folder, click Return to Upper Folder.

Location I

New Folder

1 Share Enlire Partiaon

Folder | Enter into Folder Select

photos [P EE:'IH_FHIH‘I'

music | Enter mito Foider |

[ Return to Upper Folder |

Shared Folder > Select Folder or Enter into Folder

To create a new folder, enter its name in the New Folder
field. Then click Create.

Location Imusic

How Folder  karacke [ Create

[T snare Entire Partéion

Folder |Emter into I-alderl Select I

Return fo Upper Foldar |

Shared Folder > Create New Folder

4. To allow a group to access the shared folder, select it
from the Available Groups column, and then click the
>> button. (To create groups, go to “Create or Edit a
Group Account”on page 31.)

Access Available Groups

Groups with Access
| puestiry wdmnir & w)
Tamidyir)
fresds(r)

[i22]

lissd

Shared Folder > Groups with Access

A NOTE: By default, no password is needed
for read-and-write access to the disk. If you

want to specify which groups can access
the shared folder, select Disabled for the
Anonymous Disk Access option. Go to “Storage
> Administration” on page 29.

5. Click Save Settings to apply your changes, or click
Cancel Changes to clear your changes. Click Close to
exit this screen and return to the Disk screen.
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Edit a Shared Folder
| shared rouer |
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Disk > Shared Folder

Make the appropriate changes to the following options:

Display Name The current Display Name is shown. To
change the name, enter a new name.

Partition The name of the partition is displayed.
Location The path to the displayed folder is displayed.

New Folder To create a new folder, enter its name and
then click Create.

Share Entire Partition If the shared folder should include
the entire partition, select this option. If you do not want
to share the entire partition, then select the folder you do
want to share.

Folder The available folders are listed by Folder name.

- Enter into Folder To display subfolders, click this
option.

- Select To specify a folder, click Select.

« Return to Upper Folder To return to the previous
folder, click this option.

Access Specify which groups have read-and-write or
read-only access to the folder. (To create groups, go to
“Create or Edit a Group Account” on page 31.)

« Available Groups To allow a group to access the
folder, select it, and then click the >> button.

«  Groups with Access To block a group from accessing
the folder, select it, and then click the << button.

Click Save Settings to apply your changes, or click Cancel
Changes to clear your changes. Click Close to exit this
screen and return to the Disk screen.
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Storage > Media Server

The options on the various Storage screens are available
when a USB storage device is connected to the USB port
of the router.

The Media Server feature allows you to share stored
content with other computers and devices on your home
network and on the Internet.

If you have UPnP AV (Audio and Video)-enabled or Digital
Living Network Alliance (DLNA)-certified devices in your
home, then you can use the router as a media server.
Examples of UPnP AV-enabled devices include a digital
media player, a gaming console with a built-in media
player, or a digital picture frame.

For example, if you have a digital media adapter that sends
content to your entertainment system, then the digital
media adapter can locate the router using the UPnP AV
standard. The folders you specify can then be accessed
and played by the digital media adapter.
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Satap e Sarvat Masw  Cmes0000d
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e
Lol pparneg imw  Figt Aok
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Hister Paritien | Ftabes | Sewm | Cwbets

LISE_SHARECAISE_SHARETY / |[Semn] | Gotetn

Storage > Media Server

UPnP Media Server

Setup

Media Server Name Enter the display name of the UPnP
media server. Use only alphanumeric characters (letters A
to Z and numbers 0 to 9). The default is Cisco followed
by the last 5 digits of the router’s serial number, which is
found on the bottom of the router.

A NOTE: If you used the setup software for
installation, then the UPnP Media Server Name

is the name of your wireless network (up to 15
characters).

UPnP Media Server To use the router’s media server
function, select Enabled. Otherwise, select Disabled.

Database Setup

This section lets you select content to add to the database
of the router’s media server.

A NOTE: Scanning media files may take up to
40 minutes, depending on the number and size

of the files.
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Specify Folder to Scan To add a media folder to the
database of the router’s media server, click this option. Go
to“Add a Media Folder” on page 26.

Last scanning time The last time the media server
scanned for content is displayed.

Auto-scan every __ To automatically scan the media
folders, select this option. Then select the appropriate
interval: 2 Hours (default), 6 Hours, 12 Hours, 24 Hours,
or 48 Hours.

Scan All To scan all media files now, click this option.

For each media folder, the Name, Partition, and Folder
location are displayed.

Scan To scan a folder now, click Scan.

Delete To delete a folder, click Delete.

Add a Media Folder
| Mosu foaor |
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Pariiion  USH_SHARED
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Media Server > Media Folder

1. In the Display Name field, enter a name for the media
folder.

Display Hame (Has fo be wnique. ) i

Media Folder > Enter Display Name

2. The Partition name is displayed. If the media folder
should include the entire partition, select Share Entire
Partition and go to step 4.

Partition U5SB_SHARED

Location I

New Folder [ Create |

Share Entire Partfion

Media Folder > Share Entire Partition
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3. To specify a folder to scan, click Select. To display
subfolders, click Enter into Folder. To return to the
previous folder, click Return to Upper Folder.

Location /
New Folder [ Create |
| Share Entire Partbon

Faldear Enter info Folder Selact

Shotos || Ealer mioFolier. |

videas | Enter mto Folder |

music | Enter into Folder

[ Returmn to Upper Folder |

Media Folder > Select Folder or Enter into Folder

To create a new folder, enter its name in the New Folder
field. Then click Create.

Location Ivideos
Hew Folder  pool_party [ Creats |
| Share Entire Partfion
Folder Enter into Folder |$¢I¢c4
Returm 1o Upper Folder

Media Folder > Create New Folder

4. Click Save Settings to apply your changes, or click
Cancel Changes to clear your changes. Click Close to
exit this screen and return to the Media Server screen.

Storage > FTP Server

The options on the various Storage screens are available
when a USB storage device is connected to the USB port
of the router.

Use the FTP Server screen to create an FTP server that can
be accessed from the Internet or your local network. You
can also create FTP folders, which are folders you create to
manage FTP client access to the folders on the disk.

Letep FTF Sarver o Camisiln
FTF Sarver Erabled  ® Dissbied
Encnong UrsGege (T8 -
ReceRn | Bpeety Fuie Gty
fame | Parinon | Fater £t | Deiete

Storage> FTP Server

FTP Server

Setup

FTP Server Name Enter the display name of the FTP
server. Use only alphanumeric characters (letters A to Z
and numbers 0 to 9). The default is Cisco followed by the
last 5 digits of the router’s serial number, which is found
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on the bottom of the router. If you used the setup software
for installation, then the FTP Server Name is the name of
your wireless network (up to 15 characters).

FTP Server Select Enabled to use the router as an FTP
server. Otherwise, select Disabled. An external USB hard
drive or USB disk must be connected to the USB port to
use this service.

FTP Port Enter the FTP Port number to use. The default
is21.

Encoding The router supports different character sets
for the transfer of files in different languages. Select the
appropriate character encoding set: Unicode (UTF-8),
Chinese Simplified (GB18030), Vietnamese (CP1258),
or ISO 8859 _1. The default is Unicode (UTF-8).

Access

This section lets you add FTP folders that can be accessed
through the FTP client.

Specify Folder To add an FTP folder, click this option. Go
to “Create an FTP Folder” on page 28.

Summary To view a list of FTP folders, click this option.
Go to “FTP Summary” on page 27.

The Access table lists the FTP folders with the following
information: Display Name, Partition, and Folder location.

Edit To change the access settings of an FTP folder, click
this option. Go to “Edit an FTP Folder” on page 29.

Delete To delete an FTP folder, click this option.
FTP Summary

For each folder, the Display Name, Partition, Shared
Folder location, and Groups with Access are displayed.

Disgplay Hame s 19 be wtigen. )
Pariiion  USH_SHARED

Location I
Wew Foldar Creste
Share Entre Partban
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FTP Server > FTP Summary

Click Close to exit this screen and return to the FTP
Server screen.
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Create an FTP Folder

Dxplay Hame Ha 15 b uniges )
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mnznr)
s 1
s
1 |
FTP Server > FTP Folder

1. In the Display Name field, enter a name for the FTP
folder.

Display Rame (Has to be unigue ]I

FTP Folder > Enter Display Name

2. The Partition name is displayed. If the FTP folder
should include the entire partition, select Share Entire
Partition and go to step 4.

Partition ~ USB_SHARED

Location I

Hew Folder

"] Share Entire Partticn

FTP Folder > Share Entire Partition
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3. To specify a folder for FTP client access, click Select. To
display subfolders, click Enter into Folder. To return to
the previous folder, click Return to Upper Folder.

Location !
New Folder

| Share Entire Partiton

Folder Enter into Folder Select

photos || Enter into Folder |

videos | Enter into Foder |
—

[ Return to Upper Foider. |

FTP Folder > Select Folder or Enter into Folder

To create a new folder, enter its name in the New Folder
field. Then click Create.

Location ideos

NewFoider  barbecue [ Create
\_| Share Entire Partiion
Fobder Enter into Folder  |Select

poolparty | Enterinto Foder |

vamn_uden!ﬁ: Eniar i Folder |

[_ Raturn o Upper Folder

FTP Folder > Create New Folder

4. To allow a group to access the FTP folder, select it
from the Available Groups column, and then click the
>> button. (To create groups, go to “Create or Edit a

Group Account”on page 31.)

Accoss Avsilable Groups Groups with Access
s S e (R 1 il
patslin) adminr & w)
Tamiyir}
irmdniry
[3=]
=

FTP Folder > Groups with Access

A NOTE: By default, the disk can be accessed
without a password. If you want to specify
which groups can access the FTP folder, select
Disabled for the Anonymous Disk Access option.
Go to “Storage > Administration” on page 29.

5. Click Save Settings to apply your changes, or click
Cancel Changes to clear your changes. Click Close to
exit this screen and return to the FTP Server screen.
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Edit an FTP Folder
s ]
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FTP Server > FTP Folder

Make the appropriate changes to the following options:

Display Name The current Display Name is shown. To
change the name, enter a new name.

Partition The name of the partition is displayed.
Location The path to the displayed folder is displayed.

New Folder To create a new folder, enter its name and
then click Create.

Share Entire Partition If the FTP folder should include
the entire partition, select this option. If you do not want
to share the entire partition, then select the folder you do
want to share.

Folder The available folders are listed by Folder name.

Enter into Folder To display subfolders, click this
option.
Select To specify a folder for FTP client access, click
Select.

Return to Upper Folder To return to the previous
folder, click this option.

Access Specify which groups have read-and-write or
read-only access to the FTP folders. (To create groups, go
to “Create or Edit a Group Account” on page 31.)

Available Groups To allow a group to access the
folder, select it, and then click the >> button.

Groups with Access To block a group from accessing
the folder, select it, and then click the << button.
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Click Save Settings to apply your changes, or click Cancel
Changes to clear your changes. Click Close to exit this
screen and return to the FTP Server screen.

Storage > Administration

The Administration screen allows you to manage the
groups and individual users who can access the shared
folders.
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FTP Server lame Ciacodiann
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Administration > Information

FTP Server Name The display name of the FTP server
is displayed. The default is Cisco followed by the last 5
digits of the router’s serial number, which is found on the
bottom of the router. If you used the setup software for
installation, then the FTP Server Name is the name of your
wireless network (up to 15 characters).

Device Name (Disk) The Device Name (or NetBIOS
name) of the router is displayed. The default is Cisco
followed by the last 5 digits of the router’s serial number,
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which is found on the bottom of the router. If you used
the setup software for installation, then the Device Name
is the name of your wireless network (up to 15 characters).

Workgroup Name Enter the workgroup name for the
router; it should match the workgroup name of the
computers on your local network. The router’s default is
workgroup.

Server LAN IP Address The local IP address of the
router’s media and FTP server is displayed.

Server Internet IP Address The Internet IP address of
the router’s FTP server is displayed.

Anonymous Access

Aagnymaus FTP Enabled @ Disabiled
(Read-seyy Sai BIoENd
Angaymeus Dak Aceess @ Enabled | Disabled

(REad-pol-varly duk BCCERE)

Administration > Anonymous Access

Anonymous FTP By default, this option is disabled.
To allow read-only, anonymous FTP user access, select
Enabled.

Anonymous Disk Access By default, no password is
needed for read-and-write access to the disk. To manage
group and user access to specific shared folders, select
Disabled.

User Management

By default the router creates two users, admin and guest.

The users are listed by User Name and Group.

Create aw Unar
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Administration > User Management

Create New User To create a new user, click this option.
Go to “Create or Edit a User Account” on page 30.

Edit To change the settings of a user account, click
Modify. Go to “Create or Edit a User Account” on page
30.

Delete To delete a user, click this option.
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Group Management

By default the router creates two groups, admin (read-and-
write access) and guest (read-only access).

The groups are listed by Group Name and Access level.
There are two levels of access, r & w (read-and-write) and
r (read-only).
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Administration > Group Management

Create New Group To create a new group of users, click
this option. Go to “Create or Edit a Group Account” on
page 31.

Edit To change the description or access rights of a group,
click Modify. Go to “Create or Edit a Group Account” on
page 31.

Delete To delete a group, click this option.

Create or Edit a User Account

Full Hams

Paswwond
Comfirm Pesswiond
Group Uember admin -

Account Disabled

[ Create | [Close | | Cancel |

Administration > User Account

To create a user account, complete the options. To edit a
user account, make the appropriate changes.

Name Enter a name for the user.

Full Name Enter the actual name of the user.
Description Enter keywords to describe the user.
Password Enter the login password.

Confirm Password Enter the password again to confirm.
Group Member Select the appropriate group.

Account Disabled To temporarily disable an account,
select this option.

Click Create/Modify to apply your changes, or click
Cancel to clear your changes. Click Close to exit this
screen and return to the Administration screen.
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Create or Edit a Group Account

Group MName

Description

Arcess read-and-wrile
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Administration > Group Account

To create a group account, complete the options. To edit a
group account, make the appropriate changes.

Group Name Enter a name for the group.
Description Enter keywords to describe the group.

Access Select the appropriate level of access, read-and-
write or read-only.

Click Create/Modify to apply your changes, or click
Cancel to clear your changes. Click Close to exit this
screen and return to the Administration screen.

6. Click Save Settings to save the policy’s settings, or
click Cancel Changes to clear the changes.

A NOTE: If you have already set up Parental
Controls and now want to use Internet Access

Policy, then you will be asked to enter the
password for Parental Controls before you can
click Save Settings.

Maximum Performance Wireless-N Router 31



Linksys E4200

Access Restrictions > Parental Controls +
Internet Access Policy

To manage Internet access, you have two methods
available, Parental Controls and Internet Access Policy.
Only one method can be used at a time.

As part of Cisco Connect, Parental Controls can restrict
Internet access for up to five computers or devices. You
can block Internet access or limit it to specific times, and
you can also block specific websites.

Up to five Internet Access Policies manage Internet access
for multiple computers or devices. You can block Internet
access or limit it to specific times, block specific websites,
and block specific applications.

Parental Controls or Internet Access Policy

Parental Controls/Internet Access Policy Select the
method you want to use. If you select Parental Controls, go
to “Parental Controls” on page 32. If you select Internet
Access Policy, go to “Internet Access Policy” on page 33.
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Access Restrictions > Parental Controls
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Parental Controls

Target Devices

Target Devices Rastrict internet accass on

Parental Controls > Target Devices

Restrict Internet access on Parental Controls manages
the computers or other devices on this list.

Add If you want to apply Parental Controls to more
computers or other devices, click Add, and a new Parental
Controls screen appears.

Parental Controls

- Set up parental controls for: Select the appropriate
computer. Then click OK to exit this screen and return
to the main Parental Controls screen.

s cons T

Parental Controls > Set Up Parental Controls
Remove If you no longer want to apply Parental Controls
to a device, select it and click Remove.

Rename To change the name of a device, select it and
click Rename. A new Parental Controls screen appears.

Rename the Device

. Enteranewnamefor(currentnameofdevice) Enter
the new name. Then click OK to save the new name
and return to the main Parental Controls screen.

Parental Canirols Renama the Device

Enler & ngw nama fer bech

Parental Controls > Rename Device

32



Linksys E4200

Schedule
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Parental Controls > Schedule

Never/Always/Specific times Specify when Internet
access is blocked. To never block Internet access, keep
the default, Never. To always block Internet access, select
Always. To specify days and times when Internet access
is blocked, select Specific times. Then set the schedule:

- School nights Select the appropriate start and end
times.

- Weekends Selectthe appropriate startand end times.

Block Specific Sites

Block Ipecific Sies
URL 1
AL Z
UAL 3
URL 4
URL &
UAL &
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Parental Controls > Block Specific Sites

URL 1-8 In each field, enter a website address that you
want to block.

For example, to block http://www.example.com, enter
example.com in a field.

A NOTE: When you set up Parental Controls for
the first time and click Save Settings, you will be
asked to set up a password that protects access
to Parental Controls. Follow the on-screen
instructions.
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Internet Access Policy
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Access Restrictions > Internet Access Policy

Access Blocking Policy To display a policy’s settings,
select its number from the drop-down menu. To delete
a policy, select its number and click Delete This Policy.
To view all the policies, click Summary, and the Summary
screen appears.

Summary

The policies are listed with the following information:
No. (Number), Policy Name, Access, Days, Time,
and Enabled/Disabled (status). To enable a policy,
select Enabled. To delete a policy, click Delete. Click
Save Settings to save your changes, or click Cancel
Changes to clear your changes. To exit this screen and
return to the Internet Access Policy screen, click Close.
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Summary

1000

Status Policies are disabled by default. To activate a
policy, select the policy number from the drop-down
menu, and select Enabled.
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To create or change a policy, follow steps 1-10. Repeat
these steps to create additional policies, one at a time.

1. Select a number from the Access Blocking Policy
drop-down menu.

cmee®one () + [ G mimtony. | [ |

Select Policy Number

2. Enter a Policy Name.

Emier Polcy Hame .

Enter Policy Name

3. To activate this policy, select Enabled.

| Status @ Enabled ) Disabled |

Enable Policy

4. Click EditListto select which computers will be affected
by the policy.

Applied PCa EdlLisl | (This Policy applies anly o PCa on the List) .

Edit List

The List of PCs screen appears. You can selecta computer
by MAC address or IP address. You can also enter a
range of IP addresses if you want to apply this policy to
a group of computers. (To assign a static IP address to a
computer, go to “DHCP Reservation” on page 7. To look
up the MAC address of a computer, go to “DHCP Client
Table” on page 37.)

After making your changes, click Save Settings to
apply your changes, or click Cancel Changes to clear
your changes. Then click Close to exit this screen and
return to the Internet Access Policy screen.
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6. To block Internet access for the computers on the List
of PCs screen, select Deny. To allow Internet access for
the computers on the List of PCs screen, select Allow.

Access Restriction Deny niarnet acosss dunng selecled days and hours
& Allow

Deny or Allow

7. Decide which days and what times you want this
policy to be enforced. Select the individual days during
which the policy will be in effect, or select Every Day.
Then enter a time span during which the policy will be
in effect, or select 24 Hours.
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K
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Schedule

7. To block websites with specific URL addresses, enter
each URL in a separate Website Blocking by URL Address
field.
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Website Blocking by URL Address

8. You can filter access to various services accessed over
the Internet, such as FTP or telnet. (You can block up to
three applications per policy.)

From the Applications column, select the application
you want to block. Then click the >> button to move
it to the Blocked List column. To remove an application
from the Blocked List column, select it and click the <<
button.
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Blocked Applications

9. If the application you want to block is not listed or you
want to edit a service’s settings, enter the application’s
name in the Application Name field. Enter its range in
the Port Range fields. Select TCP (Transmission Control
Protocol), UDP (User Datagram Protocol), or Both from
the Protocol drop-down menu. Then click Add.

To modify a service, select it from the Applications
column. Change its Application Name, Port Range,
and/or Protocol setting. Then click Modify.

To delete a service, select it from the Applications list.
Then click Delete. 34
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10. Click Save Settings to save the policy’s settings, or
click Cancel Changes to clear the changes.

A NOTE: If you have already set up Parental
Controls and now want to use Internet Access

Policy, then you will be asked to enter the
password for Parental Controls before you can
click Save Settings.
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Applications and Gaming > Single Port
Forwarding

The Single Port Forwarding screen allows you to customize
port services for various applications.

When users send these types of requests to your network
via the Internet, the router will forward those requests to the
appropriate computers (also called servers). Before using
forwarding, you should assign static IP addresses to the
designated computers. Use the DHCP Reservation option on
the Basic Setup screen; go to “DHCP Reservation” on page 7.
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Applications and Gaming > Single Port Forwarding

Single Port Forwarding

Pre-defined applications are available for the first five
entries. For each entry, complete the following:

Application Name Select the appropriate application.

To IP Address Enter the IP address of the server that
should receive the requests. If you need to assign a static IP
address to the computer, then go to “DHCP Reservation”
onpage7.

Enabled Select Enabled to activate port forwarding.
For additional applications, complete the following fields:

Application Name Enter the name of the application.
Each name can have up to 12 characters.

External Port Enter the external port number that
accepts incoming traffic. Check the Internet application’s
documentation for more information.

Internal Port Enter the internal port number that
accepts traffic forwarded by the router. Check the Internet
application’s documentation for more information.

Protocol Select the protocol(s) used for this application,
TCP, UDP, or Both.
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To IP Address Enter the IP address of the computer that
should receive the traffic. If you need to assign a static IP
address to the computer, then go to “DHCP Reservation”
on page7.

Enabled Select Enabled to activate port forwarding.

Applications and Gaming > Port Range
Forwarding

The Port Range Forwarding screen allows you to set up
public services on your network, such as web servers,
FTP servers, email servers, or other specialized Internet
applications. (Specialized Internet applications are any
applications that use Internet access to perform functions
such as videoconferencing or online gaming. Some Internet
applications may not require any forwarding.)

When users send these types of requests to your network
via the Internet, the router will forward those requests to the
appropriate computers (also called servers). Before using
forwarding, you should assign static IP addresses to the
designated computers. Use the DHCP Reservation option on
the Basic Setup screen; go to “DHCP Reservation” on page 7.

If you need to forward all ports to one computer, click the
DMZ tab.
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Applications and Gaming > Port Range Forwarding

Port Range Forwarding

For each entry, complete the following:

Application Name Enter the name of the application.
Each name can have up to 12 characters.

Start~End Port Enter the number or range of port(s)
used by incoming traffic. Check the Internet application’s
documentation for more information.

Protocol Select the protocol(s) used for this application,
TCP, UDP, or Both.

To IP Address Enter the IP address of the server running
the specific application. If you need to assign a static IP
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address to the computer, then go to “DHCP Reservation”
on page7.

Enabled Select Enabled to activate port forwarding.

Applications & Gaming > Port Range
Triggering

The Port Range Triggering screen allows the router to
watch outgoing data for specific port numbers. The IP
address of the computer that sends the matching data is
remembered by the router, so that when the requested
data returns through the router, the data is pulled back
to the proper computer by way of IP address and port
mapping rules.
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Applications and Gaming > Port Range Triggering

Port Range Triggering

For each entry, complete the following:

Application Name Enter the name of the application.
Each name can have up to 12 characters.

Triggered Range Enter the starting and ending port
numbers of the outgoing traffic. Check the Internet
application’s documentation for more information.

Forwarded Range Enter the starting and ending port
numbers of the incoming traffic. Check the Internet
application’s documentation for more information.

Enabled Select Enabled to activate port triggering.
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Applications and Gaming > DMZ

The DMZ (DeMilitarized Zone) feature allows one
network device to be exposed to the Internet for use
of a special-purpose service, such as online gaming or
videoconferencing. The router forwards all the ports at
the same time to the DMZ device (also called host). The
Port Range Forwarding feature is more secure because
it only opens the ports you want to have opened, while
DMZ hosting opens all the ports of one device, exposing
the device to the Internet.
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Applications and Gaming > DMZ

DMZ

Any device whose port is being forwarded should have
its DHCP client function disabled and have a new static IP
address assigned to it because its IP address may change
when using the DHCP function.

Enabled/Disabled To disable DMZ hosting, keep the
default, Disabled. To expose one device, select Enabled.
Then configure the options below.

Source IP Address To allow any IP address from the
Internet to access the DMZ device, select Any IP Address.
To specify an IP address or range of IP addresses from the
Internet to access the DMZ device, select and complete
the IP address range fields.

Destination To specify the DMZ device by IP address,
select IP Address and enter its IP address. If you need to
assign a static IP address to the device, then go to “DHCP
Reservation” on page 7.

To specify the DMZ device by MAC address, select MAC
Address and enter its MAC address. To look up its MAC
address, click DHCP Client Table.

DHCP Client Table

The DHCP Client Table screen appears. It lists computers
and other devices that have IP addresses assigned
by the router. The list can be sorted by Client Name,
Interface, IP Address, and MAC Address.
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DMZ > DHCP Client Table
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To select a DHCP client, click Select. To update the on-
screen information, click Refresh. To exit this screen
and return to the DMZ screen, click Close.

Applications and Gaming > QoS

Quality of Service (QoS) is a method that assigns priority
to specific types of network traffic, which often are
demanding, real-time applications, such as online gaming,
VolP calls, video streaming, and videoconferencing. QoS
can mark packets to designate different levels of priority,
so it helps to ensure optimal performance for the most
important, real-time applications.

QoS is only applied to traffic streams that are uploaded to
the Internet. QoS cannot be guaranteed after the traffic
streams reach the Internet.
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Applications and Gaming > QoS

QoS (Quality of Service)

Wireless

WMM Support The Wi-Fi MultiMedia (WMM) feature is a
wireless QoS feature based on the IEEE 802.11e standard.
WMM improves quality for audio, video, and voice
applications by prioritizing wireless traffic. To use this
feature, the wireless client devices in your network must
support WMM. To disable this option, select Disabled.
Otherwise, keep the default, Enabled.

No Acknowledgement If you want the router to re-send
data if an error occurs, keep the default, Disabled. If you
do not want the router to re-send data if an error occurs,
select Enabled.

Internet Access Priority

The router is the interface between the local network and
the Internet. The user can configure the router to assign
higher priority for these categories: Applications, Online
Games, MAC Address, and Voice Device.

In this section, you can set the bandwidth priority for a
variety of applications and devices. There are four levels
of priority: High, Medium, Normal, or Low. When you set
priority, do not set all applications to High, because this will
defeat the purpose of allocating the available bandwidth.
If you want to select below-normal bandwidth, select
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Low. Depending on the application, a few attempts may
be needed to set the appropriate bandwidth priority.

Enabled/Disabled To use the QoS policies you set, select
Enabled. Otherwise, keep the default, Disabled.

Upstream Bandwidth

The Upstream Bandwidth feature sets the maximum
outgoing bandwidth that applications can use. The
default, Auto, allows the router to set the maximum. The
router sets speeds that are multiples of 512 Kbps. Here are
a couple of examples:

If the router auto-detects an upstream speed between
512 Kbps and 1024 Kbps, it will set the maximum at
512 Kbps.

If the router auto-detects an upstream speed of 2300
Kbps, it will set the maximum at 2048 Kbps (512 Kbps
x4).

Upstream Bandwidth This option sets the maximum
outgoing bandwidth of your Internet connection. To allow
the router to detect the maximum, keep the default, Auto.
To specify the maximum, select Manual. Then enter the
appropriate bandwidth and select Kbps or Mbps.

A NOTE: If the maximum bandwidth is too high,
then the router cannot apply QoS properly, and
there will be adverse QoS issues.

Category

You can define the Internet access priority level for as
many selections as you want. The Summary section will
display all of the priority selections that you enter. Select
from the following categories:

Applications Allows you to assign a priority level fora
predefined application or one that you add.

Online Games Allows you to assign a priority level for
a preset game or one that you add.

MAC Address This option lets you prioritize network
traffic based on the device that is accessing the
network. For example, if you want your gaming
console to have higher priority accessing the Internet
than your computer, you can assign their priority levels
using their respective MAC addresses.

Voice Device Voice devices require a higher priority
level. You can assign a higher priority level to voice
devices using their respective MAC addresses.

Summary

This lists the QoS entries you have created for your
applications and devices. Go to “Summary” on page 40
for more information.
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Applications

Applications Select the appropriate application. If you
select Add a New Application, follow the instructions in
the Add a New Application section.

Priority Select the appropriate priority level: High,
Medium (Recommended), Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.
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QoS > Add a New Application

Enter a Name Enter a name for this application.

Port Range Enter the port range that the application
will use. For example, to allocate a single port for FTP,
enter 21 to 21 as the port range. If you need services for
an application that uses ports 1000 to 1250, then enter
1000 to 1250 as the port range. You can define up to
three ranges for this bandwidth allocation. Port numbers
can range from 1 to 65535. Check your application’s
documentation for details on the service ports used.

Select the protocol TCP or UDP, or select Both.

Priority Select the appropriate priority level: High,
Medium (Recommended), Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.

Online Games
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QoS > Online Games

Game Select the appropriate game. If you select Add a
New Game, follow the instructions in the Add a New Game
section.

Priority Select the appropriate priority level: High,
Medium (Recommended), Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.
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Add a New Game
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QoS > Add a New Game

Enter a Name Enter a name for this game.

Port Range Enter the port range that the game will use.
For example, if your game uses a single port (4000), then
enter 4000 to 4000 as the port range. If you need services
for a game that uses ports 4000 to 5000, then enter 4000
to 5000 as the port range. You can define up to three
ranges for this bandwidth allocation. Port numbers can
range from 1 to 65535. Check your game’s documentation
for details on the service ports used.

Select the protocol TCP or UDP, or select Both.

Priority Select the appropriate priority level: High,
Medium (Recommended), Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.

MAC Address
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QoS > MAC Address

The MAC address of the computer you are using is
displayed.

Enter a Name Enter a name for your device.
MAC Address Enter the MAC address of your device.

Priority Select the appropriate priority level: High,
Medium (Recommended), Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.
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Voice Device
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QoS > Voice Device

Enter a Name Enter a name for your voice device.

MAC Address Enter the MAC address of your voice
device.

Priority Select the appropriate priority level: High
(Recommended), Medium, Normal, or Low.

Click Apply to save your changes. Your new entry will
appear in the Summary list.

Summary

This lists the QoS entries you have created for your
applications and devices.

Priority This column displays the bandwidth priority of
High, Medium, Normal, or Low.

Name This column displays the application, game,
device, or port name.

Information This column displays the port range or MAC
address entered for your entry. If a predefined application
or game was selected, there will be no valid entry shown
in this section.

Remove Click this option to remove an entry.

Edit Click this option to make changes.
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Administration > Management

The Management screen allows the network’s
administrator to manage specific Router functions for
access and security.
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Administration > Management

Management

Router Access

Rowter Access | Reoler Pasgwond
Fie-Enber bo Confirm

SRR EREReEREREE

Management > Router Access

To ensure the router’s security, you will be asked for your
password when you access the router’s browser-based
utility. The default is admin.

If you used the setup software for installation, the default
is changed to a unique password.

Router Password Enter a new password for the router.

Re-enter to confirm Enter the password again to confirm.

Local Management Access

Local Management Access Access v 4 HTTP HTTPS
ACcEny vl Ve @ Enabied Degabiled

Management > Local Management Access

Access via HTTP (HyperText Transport Protocol) is the
communications protocol used to connect to servers
on the World Wide Web. HTTPS uses SSL (Secure Socket
Layer) to encrypt data transmitted for higher security.
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Select the protocol for local access, HTTP or HTTPS. The
default is HTTP.

Access via Wireless To allow wireless access to the
router’s browser-based utility, keep the default, Enabled.

Remote Access
*‘"""m‘: Aevcts Uasppampnt Emabled @ Disabied
ALcest vl Y HTTR HTTPE
Hemete Upgrase imshied © Dissbled
Aderocsd Remoi P AN 0 Asy B Addenis

Aa-rea Waniparerd Pert

Management > Remote Access

Remote Management To manage the router over the
Internet, select Enabled.

Access via HTTP (HyperText Transport Protocol) is the
communications protocol used to connect to servers on
the Internet. HTTPS uses SSL (Secure Socket Layer) to
encrypt data transmitted for higher security. Select the
protocol for remote access, HTTP or HTTPS. HTTP is the
default.

Remote Upgrade To upgrade the router’s firmware over
the Internet, select Enabled. (You must have the Remote
Management option enabled as well.)

Allowed Remote IP Address If you want to be able to
access the router from any external IP address, select Any
IP Address. To specify an external IP address or range of IP
addresses, select and complete the IP address range fields.

Remote Management Port Enter the port number that
will be open to outside access. (To access the router, you
will need to enter the router’s password.)

A NOTE: When you are in a remote location
and wish to manage the router, enter

http://XXX.XXX.XXX.XXX:yyyy or
https://XXX. XXX XXX.XXX:YYYY, depending
on whether you use HTTP or HTTPS. Enter the
router’s specific Internet IP address in place
of xxxxxxxxx.xxx, and enter the Remote
Management Port number in place of yyyy.
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Advanced Features

Agranced fostures SFALG Emabled '@ Disabéed

CTF @ Enabded Disabled

Management > Advanced Features

SIP ALG The Session Initiation Protocol (SIP) Application
Layer Gateway (ALG) feature allows SIP packets, which
are used for VolIP, to traverse the NAT firewall. For more
information, contact your VolIP service provider.

To use the SIP ALG feature for VolIP service, select Enabled.
If you are not using VolIP service, then keep the default,
Disabled.

If your VolP service provider uses other NAT traversal
solutions such as Session Traversal Utilities for NAT
(STUN), Traversal Using Relay NAT (TURN), or Interactive
Connectivity Establishment (ICE), then keep the default,
Disabled.

CTF The CTF (Cut-Through Forwarding) option improves
the efficiency of packet forwarding between the local
network and the Internet. Using this option, the router
caches route/bridge entries for established connections,
so it can expedite the transmission of packets over those
connections. To use the CTF option, keep the default,
Enabled.

UPnP

Universal Plug and Play (UPnP) allows the appropriate
operating system to automatically configure the router
for various Internet applications, such as online gaming
and VolP calls.

UPaP | PP & nabled Desabled

Aliw Users lo Confgure @ Enabled Disabled

Al Users 10 Daakie
internet Access

Enabibed '@ Demabiled

Management > UPnP

UPnP If you want to use UPnP, keep the default, Enabled.

Allow Users to Configure If you want to be able to
make manual changes to the router while using the UPnP
feature, keep the default, Enabled.

Allow Users to Disable Internet Access To prevent local
network users from disabling your Internet connection
through the UPnP feature, keep the default, Disabled.

Back Up and Restore

Back Up and Reaiore BacklUp Coalgumion | | mesiom Config |

Management > Back Up and Restore

Back Up Configuration To back up the router’s
configuration settings, click this option and follow the
on-screen instructions.
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Restore Configuration To restore the router’s
configuration settings, click this option and follow the
on-screen instructions. (You must have previously backed
up the router’s configuration settings.)

Administration > Log

The router can keep logs of all traffic for your Internet
connection.

@' Enabled Disabled

View Log |

Administration > Log

Log

Enabled/Disabled To disable the Log function, select
Disabled. To monitor traffic between the local network
and the Internet, keep the default, Enabled. With logging
enabled, you can choose to view temporary logs.

When you wish to view the logs, click View Log.

Log
Trpa [ TP
CEECEART) rerie IP A ERS [C e BT e L TR ]

Log > View Log

Type Select Incoming Log, Outgoing Log, Security
Log, or DHCP Client Log.

<Type> Log The Incoming Log displays a temporary
log of the source IP addresses and destination
port numbers for the incoming Internet traffic. The
Outgoing Log displays a temporary log of the local
IP addresses, destination URLs/IP addresses, and
service/port numbers for the outgoing Internet traffic.
The Security log displays the login information for the
browser-based utility. The DHCP Client Log displays
the local DHCP server status information.

Click Save the Log to save this information to a file on
your computer’s hard drive. Click Refresh to update
the log. Click Clear to clear all the information that is
displayed.
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Administration > Diagnostics

The diagnostic tests (Ping and Traceroute) allow you to
check the connections of your network devices, including
connection to the Internet.

L ouanostcs |
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Administration > Diagnostics

Diagnostics

Ping Test
Ping checks whether the IP or URL address is reachable.

IP or URL Address Enter the IP or URL address you want
to test.

Packet Size Enter the packet size you want to send. The
default is 32 bytes.

Number to Ping Enter the number of times you wish to
test the connection. The default is 5.

Start Test To run the test, click this option. The Ping
screen shows if the test is successful. Click Close to return
to the Diagnostics screen. Click Stop to stop the test.
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Diagnostics > Ping

Traceroute Test

Traceroute displays the route that packets travel between
your computer and the IP or URL address.

IP or URL Address Enter the IP or URL address you want
to test.

Start Test To run the test, click this option. The Traceroute
screen shows if the test is successful. Click Close to return
to the Diagnostics screen. Click Stop to stop the test.
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Diagnostics > Traceroute

Administration > Factory Defaults

The Factory Defaults screen allows you to restore the
router’s configuration to its factory default settings.

A NOTE: Do not restore the factory defaults

unless you are having difficulties with the router
and have exhausted all other troubleshooting
measures. Once the router is reset, you will have
to re-enter all of your configuration settings.

[ Restore Factory Defauts |

Administration > Factory Defaults

Factory Defaults

Restore Factory Defaults To reset the router’s settings to
the default values, click this option. Any settings you have
saved will be lost when the default values are restored.
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Administration > Firmware Upgrade

The Firmware Upgrade screen allows you to upgrade the
router’s firmware. Do not upgrade the firmware unless
you are experiencing problems with the router or the new
firmware has a feature you want to use.

Firmmare Upgraste

Foabt seiect 4 T 1) ubgrade [ .
| tmmi lipgren |

%

Upgrads muxt HOT be imomrupded!!

Administration > Firmware Upgrade

A NOTE:The router may lose the settings you have
customized. Before you upgrade its firmware,
write down all of your custom settings. After
you upgrade its firmware, you will have to
re-enter all of your configuration settings.

Firmware Upgrade

Before upgrading the firmware, download the
router's firmware upgrade file from the website,
www.linksys.com/support.

Please select a file to upgrade Click Browse and select
the firmware upgrade file.

Start Upgrade After you have selected the appropriate
file, click this option, and follow the on-screen instructions.

& WARNING: Do not interrupt the upgrade
process. You should not power off the router

or press the Reset button during the upgrade
process. Doing so may disable the router.
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Status > Router

The Router screen displays information about the router
and its current settings.
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Status > Router

Router Information

Firmware Version The version number of the router’s
current firmware is displayed.

Firmware Verification The unique identifier of the
firmware is displayed.

Current Time The local time is displayed.

Internet MAC Address The router’s MAC address, as seen
from the Internet, is displayed.

Device Name The Device Name is the NetBIOS name
of the router. The default is Cisco followed by the last 5
digits of the router’s serial number, which is found on the
bottom of the router. If you used the setup software for
installation, then the Device Name is the name of your
wireless network (up to 15 characters).

Host Name The Host Name of the router is displayed.
Domain Name The Domain Name of the router is
displayed.

Internet Connection

This section shows the current network information. The
information varies depending on the Internet connection
type selected on the Setup > Basic Setup screen.

For a DHCP connection, select Release IP Address or
Renew IP Address as appropriate to release or renew
a DHCP lease. For a PPPoE or similar connection, select
Connect or Disconnect as appropriate to connect to or
disconnect from the Internet.

Click Refresh to update the on-screen information.

Maximum Performance Wireless-N Router

Chapter 2: Advanced Configuration

Status > Local Network

The Local Network screen displays information about the
local network.

| tocaiervurk |
Local MAC Address: S8FCALELBOF
Router P Address 192.968.9.1
Subnet Mask 255.2565.265.0
DHCF Server. Enabled
Stan P Address 182.168.1.100
End P Address 192.168.1.140
" DAcP CieniTabl |

Status > Local Network

Local Network

Local MAC Address The MAC address of the router’s
local, wired interface is displayed.

Router IP Address The router’s local IP address is
displayed.

Subnet Mask The subnet mask of the router is displayed.

DHCP Server

DHCP Server The status of the router’s DHCP server
function is displayed.

Start IP Address For the range of available IP addresses,
the starting IP address is displayed.

End IP Address For the range of available IP addresses,
the ending IP address is displayed.

DHCP Client Table Click this option to view a list of
computers or other devices that are using the router as a
DHCP server.

T ey Pamres  w
Chumiliomss | Seberiuss | B Afdewss | ABAC Addvens '{""‘_:'
sbwedt | L WML | IR | D | | Sees |

[ wwbves ] Dee ]
DHCP Client Table

DHCP Client Table

The DHCP Client Table lists computers and other
devices that have been assigned IP addresses by
the router. The list can be sorted by IP Address, MAC
Address, Interface, and Client Name. To remove a
DHCP client, click Delete. To update the on-screen
information, click Refresh. To exit this screen and
return to the Local Network screen, click Close.
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Status > Wireless Network

The Wireless Network screen displays information about
your wireless network(s).

5 G3Hz Wireless Network

MALC Address GA:-FC:11:84:B1:12
Mode: Mixed

Hetwork Hame (S50 ClecoD000d
Channsl VWidth JOMHz

Channsl 3

Security Disabled

S50 Brosdcast Enabled

2.4 GHI Wirelass Network MAC Addrass SBFCA1:B4:B11

Mode: Mixed
Metwork Name (550)  CiscolRg

Channsl Width HOMHz
Channsl 1
Securiy Disabled
S50 Broadcast Enabled

Status > Wireless Network

5 GHz Wireless Network or

2.4 GHz Wireless Network

MAC Address The MAC address of the router’s wireless
interface is displayed.

Mode The wireless mode used by the network is
displayed.

Network Name (SSID) The name of the wireless network,
also called the SSID, is displayed

Channel Width The radio channel width used by
Wireless-N devices is displayed.

Channel The router’s operating radio channel s
displayed.

Security The wireless security method used by the
wireless network is displayed.

SSID Broadcast The status of the SSID Broadcast option
is displayed.
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Status > Ports

The Ports screen allows you to control the router’s port
lights and displays information about the router’s port
speeds.

Rear Port Lights

Inteimet Port Speed

| 100 Mbps | 1Gbps
internet | | m

Local Port Speed

10700 Mbps | 1 Gbps
Port | T m
Porty |
Portd | | |

Status > Ports

Rear Port Lights

On/Off To allow the lights on the router’s back panel to
turn on, keep the default, On.

Internet Port Speed

10/100 Mbps or 1 Gbps The maximum speed of the
Internet port is displayed.

Local Port Speed

10/100 Mbps or 1 Gbps The maximum speed of each
local port (Ports 1-4) is displayed.

Click Refresh to update the on-screen information.
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Your computer cannot connect to the Internet.

Follow these instructions until your computer can connect
to the Internet:

e Verify that the power adapter is connected to the
router and to a power outlet. If the power adapter is
connected to a power strip, make sure the power strip
is powered on.

¢ Make sure that the Power light on the top of the router
is lit. If you have any wired computers connected to
the router, make sure the appropriate port lights on
the back are lit.

A NOTE: The Power light flashes after the
power adapter is connected to the router. If
the light flashes for more than 30 seconds,
it may indicate that the router is not
working properly. For assistance, use a
computer or device with Internet access
to refer to the support section on the web,
www.linksys.com/support

e Make sure thatyour DSL or cable modem is connected
to your router’s Internet port using an Ethernet cable.

¢ Reset all of the devices on your network:

1. Power off all of your network computers and
devices, and then disconnect the power adapter
from your router.

2. Disconnect your modem’s power cord (and
coaxial cable if you have a cable modem), and
wait two minutes.

3. Reconnect your modem’s power cord (and
coaxial cable) and wait two more minutes.

4. Reconnect the power adapter to the router, and
then power on all of your network computers
and devices.

The modem does not have an Ethernet port.

The modem is a dial-up modem for traditional dial-up
service. To use the router, you need a cable/DSL modem
and high-speed Internet connection.

You cannot use the DSL service to connect manually to
the Internet.

After you have installed the router, it will automatically
connect to your Internet Service Provider (ISP), so you no
longer need to connect manually.
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The DSL telephone line does not fit into the router’s
Internet port.

The router does not replace your modem. You still need
your DSL modem in order to use the router. Connect the
telephone line to the DSL modem, and then insert the
setup CD into your computer. Click Set up your Linksys
Router and follow the on-screen instructions.

When you open the web browser, the login screen
appeatrs, even though you do not need to log in.

These steps are specific to Internet Explorer but are similar
for other browsers.

Open the web browser.

Go to Tools > Internet Options.
Click the Connections tab.
Select Never dial a connection.
Click OK.

CAEE N S

The router does not have a coaxial port for the cable
connection.

The router does not replace your modem. You still need
your cable modem in order to use the router. Connect
your cable connection to the cable modem, and then
insert the setup CD into your computer. Click Set up your
Linksys Router and follow the on-screen instructions.

The computer cannot connect wirelessly to the network.

Make sure the wireless network name or SSID is the same
on both the computer and the router. If you have enabled
wireless security, then make sure the same security
method and key are used by both the computer and the
router.

You need to change the settings on the router.

Wireless network settings can be changed using Cisco
Connect. To change the router’s advanced settings, refer

to“How to Access the Browser-Based Utility” on page 3.

You want to access the browser-based utility from Cisco
Connect.

To enter the browser-based utility from Cisco Connect,
follow these steps:

1. Open Cisco Connect.

2. On the main menu, click Router settings.
3. Click Advanced settings.
4

. Write down the username and password that are
displayed. (To help protect your password, you can
copy it to the Clipboard by clicking Copy password.)

5. Click OK.
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6. Your web browser automatically opens. Enter the
username and password, and then click OK. (If you
copied the password to the Clipboard in step 4, press
Ctrl-V to paste it into the Password field.)

When you try to log into the browser-based utility, your
password does not work.

Your wireless security password also serves as the
browser-based utility’s login password. To see this
password:

1. Open Cisco Connect.
2. On the main menu, click Router settings.
3. The Passwordis displayed on the left side of the screen.

The router does not recognize your USB storage device.

Make sure the USB storage device uses the NTFS, FAT, or
HSF+ format. To check its format, follow these instructions:

1. Connect the USB storage device directly to your
computer.

2. On your desktop, double-click Computer or My
Computer icon.

3. Right-click the USB storage device, and click
Properties.

4. Theformatis listed in the File system description. If the
format is not NTFS, FAT, or HSF+, then back up the data
on the USB storage device.

After you have backed up the data on the USB storage
drive, you can format it.

Windows: Right-click the USB storage device, and click
Format. Follow the on-screen instructions. For more
information, refer to Windows Help.

Mac: Use the Disk Utility.

If the router still does not recognize the USB storage
device, then remove the power adapter from the router’s
Power port. Wait five seconds, and then re-connect the
power adapter to the router’s Power port.

In Windows Vista, you do not see the USB storage device
in the Network screen.

Make sure the router and your computer use the same
workgroup name. (The default workgroup name of the
router is workgroup. In Windows Vista, right-click the
Computer icon and select Properties. Click Advanced
system settings. Click the Computer Name tab. The
workgroup name is displayed.) If they differ, then
change the workgroup name of the router. Follow these
instructions:

1. Access the web-based utility of the router. (Refer to

“How to Access the Browser-Based Utility” on page
3)

2. Click the Storage tab.
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3. Click the Administration tab.

4. In the Workgroup Name field, enter the workgroup
name of your computer.

5. Click Save Settings.

In Windows XP, you do not see the router in the My
Network Places screen.

In the Network Tasks section, click Show icons for
networked UPnP devices. If the router does not appear,
follow these instructions:

1. Go to Start > Control Panel > Firewall.
2. Click the Exceptions tab.

3. Select UPnP Framework.

4. Click OK.

In Windows XP, you do not see your USB storage device
in the View workgroup computers screen.

Make sure the router and your computer use the same
workgroup name. (The default workgroup name of
the router is workgroup. In Windows XP, go to Start >
Control Panel > System. Click the Computer Name tab.
The workgroup name is displayed.) If they differ, then
change the workgroup name of the router. Follow these
instructions:

1. Access the web-based utility of the router. (Refer to
“"How to Access the Browser-Based Utility” on page
3)

2. Click the Storage tab.

3. Click the Administration tab.

4. In the Workgroup Name field, enter the workgroup
name of your computer.

5. Click Save Settings.

Your USB storage device includes two USB connectors.

Connect the primary USB connector of the USB storage
device to the USB port of the router. If the USB storage
device does not work properly (because it requires
additional power from the secondary USB connector),
then use a different USB storage device with a single USB
connector.

‘ WEB: If your questions are not addressed here,
ﬂ refer to our Linksys E4200 section on the web,

www.linksys.com/support
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Appendix B: How to Connect and
Access USB Storage

Overview

The router’s USB port lets you connect USB storage that
can be accessed over your network. This appendix covers
the following:

¢ Connect and remove the USB storage device
¢ Access the USB storage device and create shortcuts

¢ Map the USB storage device (Windows) or add it to
Startup Login Items (Mac)

e Create a shared folder on a USB storage device
(advanced users)

¢ Manage access to shared folders using group and user
accounts (advanced users)

Add or Remove USB Storage
Add USB Storage

1. Make sure your computer has a wired or wireless
connection to the router.

2. Connect an external USB hard disk drive or USB flash
drive to the USB port of the router.

A NOTE: If your USB storage device includes two
USB connectors, then connect the primary USB
connector to the USB port of the router. If the
USB storage device does not work properly
(because it requires additional power from the
secondary USB connector), then use a different
USB storage device with a single USB connector.

3. Follow the instructions for your operating system:
“Windows 7" on page 45, “Windows Vista” on page
47,"Windows XP" on page 49, or “Mac OS X" on page
51.

A NOTE: For a quick way to access your USB
storage device, go to “Quick Access” on page
44,
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Remove USB Storage

If you need to disconnect a USB storage device from the
router, first click Safely Remove Disk on the Storage >
Disk screen (refer to “Storage > Disk” on page 22). This
prevents the possible loss or corruption of data, which
may occur if you remove the disk while it is transferring
data.

Quick Access

Windows 7, Vista, or XP

A NOTE: The screenshots are shown for
Windows 7, and similar screens appear for
non-Windows 7 users.

1. Right-click your desktop. Select New and click
Shortcut.
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Windows Explorer Icon

2. In the Type the location of the item field, enter the
default IP address of the router: \\192.168.1.1 and
click Next.
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Create Shortcut - Enter IP Address
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3. In the Type a name for this shortcut field, enter a
descriptive name and click Finish.
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Create Shortcut - Name Shortcut

4. Double-click the shortcut to access the USB storage
device.

Shortcut Icon

Mac OS X

1. From your desktop, go to Finder > Go > Network.

> Urilities

Recent Folders 3

Ca 1o Falder MG
Comnect to Server. Wi

Select Go > Network

2. Double-click the server name.

A NOTE: If you used the setup software for
installation, then the server name is the name

of your wireless network (up to 15 characters).
If not, the server name is Cisco followed by the
last five digits of the router’s serial number.
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Double-Click Server Name

a NOTE: It may take a few moments before the
router is detected. Please wait.

Windows 7

Access the USB Storage Device

1. On your desktop, click the Windows Explorer icon.

28

Windows Explorer Icon

A NOTE: If the Windows Explorer icon is not
displayed, then go to Start > All Programs >
Accessories > Windows Explorer.

2. In the Address field, enter the default IP address of the
router:\\192.168.1.1

C’,\:_f; =5 19216811 |

Enter Local IP Address of Router

A NOTE: Another optionis to use the Device Name
(Disk) of the router. In the Address field, enter:
\\Cisco followed by the last five digits of the
router’s serial number. If you used the setup
software for installation, then enter the name of
your wireless network (up to 15 characters) in

the Address field.
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3. Double-click the shared folder.

Appendix B: How to Connect and Access USB Storage

3. Right-click the folder you want to map, and click Map

i network drive.

o = _
T : X
i = = S & s < T —rn -
! J < nme T e e e -

s T .'ji & --—— I
B S I e
:.'r.'—| y—— :a—.u
k .

Double-Click Shared Folder

A NOTE: If the shared folder is not displayed,
right-click Network. Click Properties. Click

Change advanced sharing settings. Select
Turn on network discovery. Select Turn on
file and printer sharing. Click Save changes.

A NOTE: If the login screen appears, enter your
account username and password. Click OK.

Map a Drive

1. On your desktop, click the Windows Explorer icon.

Windows Explorer Icon

A NOTE: If the Windows Explorer icon is not
displayed, then go to Start > All Programs >

Accessories > Windows Explorer.

2. In the Address field, enter the default IP address of the
router:\\192.168.1.1

— —

() & w1681 ’

Enter Local IP Address of Router

A NOTE: Another optionis to use the Device Name
(Disk) of the router. In the Address field, enter:
\\Cisco followed by the last five digits of the
router’s serial number. If you used the setup
software for installation, then enter the name of
your wireless network (up to 15 characters) in

the Address field.

Maximum Performance Wireless-N Router

Map Network Drive

4, From the Drive drop-down menu, select an available
drive letter.

- il i Hatwarh, fen

Whart rerbwreic Solder would you B o map?
Speudy tha dnee et don Bhe conmcSam end fh Pt B vou s o connmct iz
=2 {3 -
Sy

{unrmpin  Lamroar thees

o Raroneact o gen

Cinmnbet sy Sfgrear Lrsslenaly
Lanecs g 5 Pk wt Y ruw Can oty o ve dovarrs and Gla
[ Frwt | [ Coseel

Select Drive Letter

& NOTE: If the login screen appears, enter your
account username and password. Click OK.

5. Click Finish.

- il i Hatwarh, fen

Whart rerbwreic Solder would you B o map?
Speudy tha dnee et don Bhe conmcSam end fh Pt B vou s o connmct iz
=2 {3 -
Sy

{unrmpin  Lamroar thees

o Raroneact o gen

Cinmnbet sy Sfgrear Lrsslenaly
Lanecs g 5 Pk wt Y ruw Can oty o ve dovarrs and Gla
[ Frwt | [ Coseel

Click Finish
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Access the Mapped Drive

1. On your desktop, click the Windows Explorer icon.

Windows Explorer Icon

A NOTE: If the Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer.

2. Double-click the mapped drive to access it.

— e
= oy it el
Double-Click Mapped Drive
Windows Vista

Access the USB Storage Device

1. Onyour desktop, double-click the Computer icon.

Computer Icon

A NOTE: If the Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer.

2. In the Address field, enter the default IP address of the
router:\\192.168.1.1

CoI ) 10215811 |
i 5

Enter Local IP Address of Router

Maximum Performance Wireless-N Router
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A NOTE: Another optionis to use the Device Name

(Disk) of the router. In the Address field, enter:
\\Cisco followed by the last five digits of the
router’s serial number. If you used the setup
software for installation, then enter the name of
your wireless network (up to 15 characters) in
the Address field.

3. Double-click the shared folder.

= . -

Double-Click Shared Folder

& NOTE: If the login screen appears, enter your
account username and password. Click OK.

Map a Drive

1. On your desktop, double-click the Network icon.

Network Icon

A NOTE: If the My Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer.

2. In the Address field, enter the default IP address of the
router:\\192.168.1.1

Co0C 0 waoz16811 |
o e

Enter Local IP Address of Router

& NOTE: Another optionis to use the Device Name
(Disk) of the router. In the Address field, enter:
\\Cisco followed by the last five digits of the
router’s serial number. If you used the setup
software for installation, then enter the name of
your wireless network (up to 15 characters) in

the Address field.
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3. Right-click the folder you want to map, and click Map
Network Drive.

AR Y S

Map Network Drive

4. From the Drive drop-down menu, select an available
drive letter.

__:. B Bllay Srfmicd [

Wit netwark folder wodild yon Nee T mspd

Select Drive Letter

A NOTE: If the login screen appears, enter your
account username and password. Click OK.

5. Click Finish.

| el hhaw Bt Dy

Wit netwark folder wodild yoin Hee T maspd

Click Finish

Maximum Performance Wireless-N Router
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Access the Mapped Drive

1. On your desktop, double-click the Computer icon.

Computer Icon

A NOTE: If the Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer.

2. Double-click the mapped drive to access it.

Double-Click Mapped Drive

Windows XP

Access the USB Storage Device
1. On your desktop, double-click the My Computer icon.

My Computer Icon

A NOTE: If the My Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer.
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2. Inthe Address field, enter the default IP address of the 2. In the Address field, enter the default IP address of the
router:\\192.168.1.1 router:\\192.168.1.1
Address | W 11192.168.1.1 Address | W 11192.168.1.1
Enter Local IP Address of Router Enter Local IP Address of Router
A NOTE: Another option is to use the Device Name A NOTE: Another option is to use the Device Name
(Disk) of the router. In the Address field, enter: (Disk) of the router. In the Address field, enter:
\\Cisco followed by the last five digits of the \\Cisco follgwed by the last five digits of the
router’s serial number. If you used the setup router’s serial number. If you used the setup
software for installation, then enter the name of software for installation, then enter the name of
your wireless network (up to 15 characters) in your wireless network (up to 15 characters) in
the Address field. the Address field.
3. Double-click the shared folder. 3. Right-click the folder you want to map, and click Map
Network Drive.
S ’ E— B
W .y e = i - O=-0-3 - v TR
L ey e ? e - - i
Double-Click Shared Folder B

Map Network Drive

4, From the Drive drop-down menu, select an available

A NOTE: If the login screen appears, enter your drive letter
account username and password. Click OK. '

ap Hatwark Drien (%]
i hreow ¢ t b i et restwene. fokder
Map a Drive @ e s e T ST
mcresy the Folder using My Computes.
1. On your desktop, double-click the My Computer icon. el [ ot tha i bl o U crrection aead e ke
bl e i U Ciaengt. L
Detemi (2 »
Folder

My Computer Icon

Examglle: iserearkifone
[l Recrrrect &l logors

CORnECE WG 4 )

A NOTE: If the My Computer icon is not displayed,
then go to Start > All Programs > Accessories prr—— | |

Cancel
> Windows Explorer.

Select Drive Letter

NOTE: If the login screen appears, enter your
account username and password. Click OK.
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5. Click Finish. Mac OS X

e e Access the USB Storage Device

‘Wirciown can help yoo connedt to 4 shated etk folder

and il onwrection so that yoo .
et ks gy o, 1. From your desktop, go to Finder > Go > Network.

Sl tha cirtes lslber Tor Ui corrmction: o the Mokder
LN fn) el U Ciareng]. L

Deivmi (T w
Foiget

Examglle: iserearkifone

[l Recrrrect &l logors

Gonnedt weng 4 o J
—_— 2 5 Unilities
Firish Cancal
.I L | Recent Folders *
o Ca 1o Falder MG
Click Finish Coanect to Server.. MK

Select Go > Network

Access the Mapped Drive

2. Double-click the server name.

1. On your desktop, double-click the My Computer icon.
NOTE: If you used the setup software for

":-I’ A installation, then the server name is the name

_— of your wireless network (up to 15 characters).

My Computer Icon If not, the server name is Cisco followed by the
last five digits of the router’s serial number.

A NOTE: If the My Computer icon is not displayed,
then go to Start > All Programs > Accessories

> Windows Explorer. ke - E
] A
2. Double-click the mapped drive to access it. —rert .
P
P ELy " s
R - r s T
¥ — = T} -]
o e == _-\.murﬂ

Double-Click Server Name

NOTE: It may take a few moments before the
T router is detected. Please wait.

Double-Click Mapped Drive

Maximum Performance Wireless-N Router 55



Linksys E4200

3. By default, the window displays Connected as: Guest.
Double-click the shared folder.

Aptede

i b Boxemirn

TS |- |
Double-Click Shared Folder

A NOTE: If you have disabled the Anonymous Disk
Access option, then click Connect As. On the
login screen, enter your account username and
password. Click OK.

4. The shared folder opens.

i B Dy

A e B il = |

Access Shared Folder

Maximum Performance Wireless-N Router
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Display the Shared Folder on the Desktop

1. Go to Finder > Preferences.

Cetwre Empty Traih

Sereidet *
Hide Findes NH
Hide Others CHH

Go to Finder > Preferences

2. Select Connected servers.

anm Finder Preferences

(ol | = s
H : i._’---—J': ey !5"'
Show these tems on the Desktop:
A Hard disks
¥ External disks

¥ CDs, DVDs, and iPods
# Connected servers

Maew Finder windows open:
& Home L

1 Always open folders in a new window
™ Spring-losded folders and windows
Delay o

Short Medium Lang
Frais Space Bar 16 oo immediately

Select Connected Servers

3. The shared folder is displayed on the desktop. To
access it, double-click the icon.

Double-Click Shared Folder Icon
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Add to Startup Login Items

1. Gotothe Apple menu and select System Preferences.

Abaut This Mat
Software Update

Mae 05 X Software. ..

Disscle 4
Recent [ema k
Force Cuit bt £
Sleep

Rastan

Shut Down

Log Owut RO

Go to Apple > System Preferences

2. Click Accounts.

. Ka b Sxitem Profereaced
@J‘_n;'ﬁ']d i,
LT
FE & M B O o @
Agsesigsed  Deissss b Dk L e e ey LsE g
R TR Jaapidn
Hardwars
3] y ? - 4
Barbisis  COa BOVOE  Desiew [ Wiybsiid . Teassd Frist b P Bzard
Tl gt
Betarnel & Ketweri
A & G @
[N Sy Quicu Turm Teaang
Frunemm
a4 O by & ¥ O @ ©
Burgurts  Darg & Tiews Bymers [ Speacy Biarmag Digk  Tieew Mushire  Usiverai
Coetepin Lipdasn FeTe
Drhar
Click Accounts
3. Click Login Items.
L. La0h Ao
2l e | I
- _—
EE_ ‘ s Paad
‘ [ P T |

(2 g Otiaen

(2] ok ot i sk g

Click Login Items

Maximum Performance Wireless-N Router
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4. Drag the shared folder to the Login Items window.

(2} town Opmem

Famiwerd  Loges e

5 |

g (=

¥ DTt [ETRrIE

Ta bade g e wtee gue beg o slich §) vy Cupoidee,

(51 ot b i b v e 7

Drag Shared Folder

5. The folder appears in the list of Login Items. Click the
red x to close the window.

. Ta 0
‘.:‘]. l [romrry |

]

15 Lo Otsaen

= ":"""".

Mhann s el gt Lismatsafly whis v g

- - war

L Azpigatan
(L] Yo

T St 6 B e v e . ok B Dk

(2] ok ot i s g ™

Close Window
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How to Manage Access to USB Storage 3. Click Create Share for the appropriate partition. The
Shared Folder screen appears.
To manage access to the USB storage device, you can - )
create shared folders, groups, and user accounts.
Denplay Hame Haa 15 b uncgue
Access the Browser-Based Utility Partiton  USH_SHARED
To access the browser-based utility, launch the web Locaion 1
browser on your computer, and enter the router’s default b
IP address, 192.168.1.1, in the Address field. Then press  Share Enire Partign
Enter. | Foider Enter indo Folder Sisct
shctes | _ Enter s Fower_ |
A login screen appears. (A similar screen appears for veeos | Esoer o Fouer_ ||
non-Windows 7 users.) muuc | EsterminFoer ||
1. In the User name field, enter admin. | rern to Upper Fomer |
2. In the Password field, enter the password created Access | Avatatie Groups | | Grompe vam Access |
by the setup software. If you did not run the setup ™ Tommn | Teemmraws |
software, then enter the default, admin. Foin it B
3. Click OK to continue. &
oy @ L]
T i 102 1801 § regarn # waninamy b paagesrd
.'.:—r.;-_"h: !lr..:-:ll::.l‘&*; LT R .1.!.1--“_1\: FiignSid B
[_see satbegs I Cancel Changes || Close
[Uner reme 1
gj [Framems | Disk > Shared Folder
[ ———
. = 4. In the Display Name field, enter a name for the shared
(o ][ coms | folder.
Login Screen
Dispilay Hame (Has o be unigue. )
Create a Sha red Folder Shared Folder > Enter Display Name
1. Click the Storage tab. 5. The Partition name is displayed. If the shared folder
should include the entire partition, select Share Entire
i Mmisieesien Partition and go to step 7.
Top- and Lower-Level Tabs Fartition USB_SHARED
2. Click the Disk tab. The Disk screen appears. Location |
New Folder
[Hsk1: USH Flash Disk 5.."_.,"‘__, | = Share Enfrre Partiion
-?:ﬁm:;‘!u'f{'ﬂ-—:ﬁ-}"“a?m?ﬁ}:‘z Shared Folder > Share Entire Partition
| | "nif'r'l:.l': A on | |
USH Pon Spasd A NOTE: If you select Share Entire Partition,
L then all of the Groups with Access (see step 7)
can access any folder in the partition.
'ﬂr‘ilﬂl’_ L
Srured ik ¥ et ALY 3 Sy, |
| Biplay Mamme | Purwtion | SharedFelier | B | Deless |
VI SAARED | UBE_SHARID | i | fee] | [
Fanmae Disy. Dwi U8 Faas Dmi
[ Femmttm |
Storage > Disk
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6. To specify a folder to share, click Select. To display
subfolders, click Enter into Folder. To return to the
previous folder, click Return to Upper Folder.

Location I

New Folder

1 Share Enlire Partiaon

Folder | Enter into Folder Select

phatos [—E_rmr;lh;:l?nlm ]

videos | Enter into Foider |
music | Enterinto Folder |

[ Return o Upper Fokter |

Shared Folder > Select Folder or Enter into Folder

To create a new folder, enter its name in the New Folder
field. Then click Create.

Location Imusic
Now Folder karaoke | Create

[T snare Entire Partéion

Folder |Emter into I-alderl Select I

|  Return to Upper Falder |

Shared Folder > Create New Folder

7. To allow a group to access the shared folder,
select it from the Available Groups column, and
then click the >> button. (To create groups, go to
“Create a Group Account” on page 53.)

Access Available Groups

Groups with Access
| puestiny wdminir & w)
Tamidyir)
fresds(r)

Shared Folder > Groups with Access

A NOTE: By default, no password is needed for
read-and-write access to the disk. If you want
to specify which groups can access the shared
folder, select Disabled for the Anonymous Disk
Access option on the Storage > Administration
screen.Goto"Disable AnonymousDisk Access”
on page 53.

8. Click Save Settings to apply your changes, or click
Cancel Changes to clear your changes. Click Close to
exit this screen and return to the Disk screen.

Maximum Performance Wireless-N Router
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Manage Group and User Access to
Shared Folders

By default, no password is needed for read-and-write
access to the disk. Before you can manage group and user
access to specific shared folders, you must disable the
Anonymous Disk Access option.

Disable Anonymous Disk Access
1. Click the Storage tab.

Top- and Lower-Level Tabs

2. Click the Administration tab. The Administration
screen appears.

FTP Server s CrntpDOhy
Dz Viams (Dink) CratoD0BIS
Werkgraup liame Werkgreug

Sarver LAN P Adares LiFRlRR]
Server Fiemal P Aadress: 0,000

ABDIVYMOEE ACCOES

Anceymaus FTP Enabled & Dissbled
iRead-Dily 34k Boieds)
angtymius Dok Actenn & [nabled Dusmbied

(HRp2-Bh3- varle Sk RCCERS)

__ Crste New User |

Userlame | Grosp Edi__ | Delete |
sdmn | adme el | -
peesl | puesd | Ea | -
Maad | tet | B | DR

Group Rene] Acosss Edn Oelete
_dmi Fdw =
quent r =2 -
Ty ' [ Daiets |
frenca r [kt | Dt |

Storage > Administration

3. Forthe Anonymous Disk Access option, select Disabled.
4, Click Save Settings.
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Create a Group Account

1. In the Group Management section on the Storage >
Administration screen, click Create New Group.

. Croste Haw Growp -

[Group Hame| Access | Ed
admn rhw
[ | 3
tarrdy v
funds F

I

0

H A

Administration > Group Management

2. The Group Account screen appears.
In the Group Name field, enter a name for the group.

Group Name

Descrpton

Arcess read-and-wrie -

[ trni] [ Cancei | [Ciose |

Administration > Group Account

w

In the Description field, enter keywords to describe the
group.

From the Access drop-down menu, select the
appropriate level of access, read-and-write or read-
only.

>

w

Click Create to apply your changes, or click Cancel to
clear your changes. Click Close to exit the screen and
return to the Administration screen.

Create a User Account

1. In the User Management section on the Storage >
Administration screen, click Create New User.

Create aw Unar

User lame | Group Edit Deigte |
wimn waminy {E® -
guest gl o) | -
frand | friescs .Eﬂ | |‘-Dtlh

Administration > User Management

Maximum Performance Wireless-N Router
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2. The User Account screen appears.
In the Name field, enter a name for the user.

Full Hams

Paswwond
Comfirm Pesswiond
Group Uember admin -

Account Disabled

[ Create | [Close | [ Cancel |

Administration > User Account

3. In the Full Name field, enter the actual name of the
user.

4. In the Description field, enter keywords to describe the
user.

5. In the Password and Confirm Password fields, enter the
password that the user will use for login.

6. From the Group Member drop-down menu, select the
appropriate group.

A NOTE: To temporarily disable an account, select
Account Disabled.

7. Click Create to apply your changes, or click Cancel to
clear your changes. Click Close to exit the screen and
return to the Administration screen.
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Appendix C: Specifications

Model Name
Description

Model Number
Standards

Radio Frequency
Switch Port Speed

Ports
Buttons
LEDs

Number of Antennas

Detachable (y/n)
Modulations

Receive Sensitivity

Antenna Gain in dBi

Supported File
Systems for Storage
Device

UPnP
Security Features

Linksys E4200

Maximum Performance
Wireless-N Router

E4200

802.11n,802.11a, 802.11g, 802.11b,
802.3, 802.3u, 802.3ab

2.4 and 5 GHz

10/100/1000 Mbps
(Gigabit Ethernet)

Power, USB, Internet, Ethernet (1-4)
Reset, Wi-Fi Protected Setup

Top Panel: Power
Back Panel: Internet, Ethernet (1-4)

6 Total, 3 Internal Antennas per
Each 2.4 GHz and 5 GHz Radio Band

No

802.11b: CCK, QPSK, BPSK

802.11g: OFDM

802.11a: OFDM

802.11n: BPSK, QPSK, 16-QAM,
64-QAM

2.4 GHz

802.11b:-87 dBm @ 11 Mbps
(Typical)

802.11g:-77 dBm @ 54 Mbps
(Typical)

802.11n: 20 MHz: -71 dBm @ MCS15
(Typical)

802.11n: 40 MHz: -68 dBm @ MCS15
(Typical)

5 GHz

802.11a:-71 dBm @ 54 Mbps
(Typical)

802.11n: 20 MHz: -70 dBm @ MCS23
(Typical)

802.11n: 40 MHz: -68 dBm @ MCS23
(Typical)

2.4 GHz (3 internal PIFA antennas)
PIFA 1 <= 3.6 dBi (Right)

PIFA 2 <= 3.8 dBi (Left)

PIFA 3 <= 3.8 dBi (Front)

5 GHz (3 internal PIFA antennas)
PIFA 1 <= 4.8 dBi (Right)

PIFA 2 <= 5.3 dBi (Left)

PIFA 3 <= 5.2 dBi (Front)

FAT32, NTFS, and HSF+
Supported
WEP, WPA, WPA2

Maximum Performance Wireless-N Router

Security Key Bits

Environmental
Dimensions

Unit Weight
Power
Certifications

Operating Temp.
Storage Temp.
Operating Humidity

Storage Humidity

Appendix C: Specifications

Up to 128-Bit Encryption

8.86"x 0.98" x 6.30"
(225 x 25 x 160 mm)

12.52 0z (355 g)
12V, 2A

FCC, IC, CE, Wi-Fia/b/g/n,
Windows 7

32 to 104°F (0 to 40°C)
-4 to 140°F (-20 to 60°C)

10 to 80% Relative Humidity,
Noncondensing

5 to 90% Noncondensing

Specifications are subject to change without notice.

3245-01479

10120610NC-JL

61



I
CISCO.

www.linksys.com/support

Cisco, the Cisco Logo, and Linksys are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. A listing of Cisco’s

trademarks can be found at www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the
word partner does not imply a partnership relationship between Cisco and any other company.

© 2010 Cisco and/or its affiliates. All rights reserved.



	Chapter 1: Product Overview
	Top
	Back

	Chapter 2: Advanced Configuration
	How to Access the Browser-Based Utility
	How to Use the Browser-Based Utility
	Setup > Basic Setup
	Setup > MAC Address Clone
	Setup > Advanced Routing
	Wireless > Basic Wireless Settings
	Wireless > Wireless Security
	Wireless > Guest Access
	Wireless > Wireless MAC Filter
	Security > Firewall
	Security > VPN Passthrough
	Storage > Disk
	Storage > Media Server
	Storage > FTP Server
	Storage > Administration
	Access Restrictions > Parental Controls + Internet Access Policy
	Applications and Gaming > Single Port Forwarding
	Applications and Gaming > Port Range Forwarding
	Applications & Gaming > Port Range Triggering
	Applications and Gaming > DMZ
	Applications and Gaming > QoS
	Administration > Management
	Administration > Log
	Administration > Diagnostics
	Administration > Factory Defaults
	Administration > Firmware Upgrade
	Status > Router
	Status > Local Network
	Status > Wireless Network
	Status > Ports

	Appendix A: Troubleshooting
	Appendix B: How to Connect and Access USB Storage
	Overview
	Add or Remove USB Storage
	Quick Access
	Windows 7
	Windows Vista
	Windows XP
	Mac OS X
	How to Manage Access to USB Storage

	Appendix C: Specifications

