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Minimum System Requirement

LevelOne IP CamSecure

Total FPS at CIF 2200~1400 1400~1050 1050~550
Intel Core 2 Quad |Intel Core 2 Duo
CPU Intel Core 17 Intel Core I5 09400 E5300
RAM 2GB 2GB 2GB 1GB
Intel 55 or 57 chip or above, MB vendor |Intel 35 or 33 chip or above, MB vendor
Motherboard Asus, Gigabyte or Intel with Intel Chipset |Asus, Gigabyte or Intel with Intel Chipset
recommended recommended
Display ATl Radeon 4650 , nVIDIA GeForce GF-9600 or above (ATl recommended)
Ethernet 100 baseT or above, Gigabit LAN recommended
Hard 250 GB or above
(O] MS Windows XP pro SP3 /2003 / Vista SP1/ Win 7
Parameter definition: For IP network camera
S= M*N

M: parameter of resolution of IP camera
N: FPS of Camera

Resolution 5M 3M 2M 1M VGA/D1 CIF

Value of M 37 27 22 14 3 1

For example: 8 channels system

a) 1 camera at 1 Mega-pixel resolution with 10FPS
b) 2 cameras at D1 resolution with 15FPS

c) 5 cameras at CIF resolution with 30FPS

Answer:

a) M=14; N=10, S=14*10=140. b) M=3; N=15, S =3*15=45 c¢) M=1; N=30, S =1*30=30
S of All Cam. = 1*140+2*45+5*30=380

Therefore, the Minimum Hardware Requirement is A level.

Parameter definition: For Capture card

S=M*N+P

P: parameter of capture card

For FCS-8004: P = 60, FCS-8005v1: P = 60, FCS-8006: P =120

For example: 16 channel system

a) 1 camera at 1 Mega-pixel resolution with 10FPS
b) 2 cameras at D1 resolution with 15FPS

c) 5 cameras at CIF resolution with 30FPS

d) 8 cameras with 2pcs FCS-8006

a) M=14; N=10, S=14*10=140 b) M=3; N=15, S=3*15=45
c) M=1; N=30, S=1*30=30 d) P=120

S of All Cam.=1*140+2*45+5*30+2*120=620

Therefore, the Minimum Hardware Requirement is B level.
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Install IP camera(s)
Step 1: Set up the IP camera referring to the quick installation guide provided.
Step 2: Check the network between the IP camera and the system.
Step 3: Add the IP camera to the system. See details on later pages.
Install capture card(s)
Stepl: Insert the card onto an empty PCI slot. Connect the Audio/Video Cable to the connector in
the same color.
Step 2: Turn on your PC and start Windows.
Step 3: Insert the included Software CD into CD-ROM.
Step 4: Run SetupDrv.exe from the CD-ROM driver/ directory to install the Capture Card driver.

Step 5: Run dxdiag.exe from start menu ‘Start-> Run’ to check your DirectX version. If the installed
version is less than 9.0, install DirectX 9.0 from the CD-ROM directx9/ directory.

Step 6: After driver being installed, restart your PC.
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INSTALLATION

The Installation CD contains the software you need to run the complete system. If you are installing the
system on multiple PCs, install the appropriate software for each PC:

£ LevelOne Network Camera [ o |

o S, M
| PR SR TR

LevelOne LevelOne
Network-Camera Network Camera

- Server Application: All functions of IP CamSecure systems including MainConsole, Playback, Remote Live
Viewer, Backup, and Verification Tool.

- Remote Desktop Tool: The tool to access main console and setup configuration remotely.

- PDA Client: Client application in PDA device.

- Smart Phone Client: Client application in smart phone device.

The following section describes the installation of each element of the Intelligent Surveillance System.
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IP CamSecure Installation

Step 1: Insert the Installation CD. Run autorun.exe from the CD-ROM directly to start the installation.

ET LevelOne Network Camera [ Bl LevelOne Network Camera _— p— L;El&l!!

LevelOne LevelOne
Network Camera Network Camera

Step 2: The setup page should be loaded automatically. If it does not, please select your CD-ROM drive
manually to open the setup page. Click “IP CamSecure” to inifiate the installatfion.

Step 3: Select the language for installation from the choices below

Choose Setup Language \
Select the language for the installation from the choices below. Y
Chirigze [Simplified] e
Chirese [Traditional)
D ani'sh

Eniglich
French [Standard]
Germat

Greek

Italian

Japanese

F.orean

Fortuguese [Brazilian)
Portuguese [Standard)
Ruszsian

Slovak

Srarich

|ratall S Rieid

| cBack [ Mews | [ Cancel |

Note: if you want to install Farsi or Hebrew, please select English for language.
After installation is finished, run LangPackFAR.exe for Farsi or LangPackHEB.exe for Hebrew from the
language pack folder in CD-ROM directory to install.
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Step 4: Select Next to continue.

‘Welcome to the InstallShield Wizard for IP
CamSecure

The InstallShield® Wwizard will inztall IP CamSecure on your
computer. To continue, click Mext

Step 5: Check the option | accept the terms of the license agreement, select Next to confinue.
S s S
License Agreement
Pleass read the fallowing license agresment carshully

IEnd User License Agreement ("EULA™) -

Do not install or use the software until you have read and accepted all of the license
terms. Permission to use the software s conditional upan your agreeing to the license
terms. Installation or use of the software by you will be deemed 1o be acceptance of
the license terms. Acceptance will bind you to the ficense terms in a legally enforceable
contract with Digital Data Communications Asia Co. Lid.

* SOFTWARE LICENSE AND LIMTED WARRANTY
IThis is an agreement between you, the end user, and Digital Data Communications Asia
Co. Ltd. ("DOCA"). By using this software, you agree to become bound by the terms of _

@ | accept the terms of the license agreement

() | do not accept the terms of the license agieement

<Back || Mews | [ Concd |

t Next to continue.

Step 6: Enter the appropriate information, selec
framensie e Woa ) ‘r@

Customer Information
Flease enter your infarmation.

Plsase snter your nste shd the name of the company for which you work.

User Nams:

John

Compatiy Name:

LevelOne

stallE ksl

<Back || Mews | [ Caneel

Step 7: Choose Complete or Custom setup type.

P EarnSecire - TnstalShield Wizard x|

Setup Type 1
Select the setup type to install

Please select a setup type.

@ Complete
@ All program features will be installed. (R equires the mast disk space.]

) Custam

Select which program features you want installed. Rrecommended for
advanced users.

shalS il
hield

< Back ‘E et » 1[ Cancel

-10 -
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[COMPLETE SETUP TYPEH

Installs all program features into the default directory.
Check Complete, and then select Next. All program features will be installed. [COMPLETE SETUP

requires the most disk space.]

ICUSTOM SETUP TYPE

Allows you to install the system to a preferred directory and select whichever program feature(s) to
install. [Recommended for advanced users]

Check Custom, and then select Next.

Select Change if you wish to modify the installation directory.

Select the feature(s) for setup to install, select Next.

== = — e —
1P CamBecure - InstallShield Wizard =2 P Combecure - nstaliShield Wizard |
Select Features \ ¥ Choose Destination Location \
Select the faatures satup wil install Select folder where setup will install files. \
Select the features pou want to install, and deselect the features you do not want b install, g Install IP CamS ecure to:
C:\Program Files\LevelOne\PCamS ecure Change.

Desciiption

The main control console of
the IP CamSecure.

220.83 MB of space requ\red onthe C drive
2237.00 MB of space avallable on the C drive

<Back || Mewt> | [ Cancel I < Back J[ Hest > ][ Cancel

Step 8: Select Install to start the installation.

Readp to Install the Program .
The wizard is ready ta begin installation, \

Click Install to begin the installation.

1f you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back ][ Install ][ Cancel

Step 9: Select Finish, installation complete.
P CamSecure - InstaliShield Wizar B

Install5hield Wizard Complete

The InstallShield Wizard has successfully installed IP
CamSecure. Click Finish bo exit the wizard,

I < Back _ Cancel
-11 -
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Remote Desktop Tool

Remote Desktop Tool allow user remote to access Main Console System and setup configuration.

Step 1: Insert the Installation CD. Run autorun.exe from the CD-ROM directly (LevelOne-Pro-1.xx.x
/RemoteDesktopViewer) to start the installation.

Step 2: Select Remote Desktop Tool.
Step 3: In the InstallShield Wizard dialog box, click Next fo continuous.

‘Welcome to the InstallShield Wizard for
Remote Desktop Viewer

The InstallShield \wizard will install Remote Desktop
Wiewer on your computer. To continue, click Nest.

CamiSecure - InstallShield Wizerd

Step 4: Check the option | accept the terms of the license agreement. Select Next.
A -

License Agreement
Flease read the following license agreement carefully,

Endl User License Agreement ("ELLA") -

Do not install or wse the software urti you have read and accepted all of the license
terms. Permission to use the software is condtionsl upon your agreeing to the license
terms. Installation or use of the softuare by you will be deemed to be acceptance of
the liceriss terms. Acceptance wil bind you to the license terms In & legally enforceable
contract with company

* SOFTYWARE LICEMSE AND LIMITED WARRANTY

This is an agresmert between you, the end user, and company. By using this
software, you agres to become hound by the terms of this agreement

T aceept the terms of the license agreement Print

gt aevept e o of the license sereement 3

<Back Cancel

Step 5: Enter your information, select Next.

CamSecure - InstallShield Wizard
Customer Information

Please enter your information

Please enter your name: and the name: of the campany for which you wark.

User Mame:

LCompany Mame:

Test Camputer

< Back Mext = Cancel

-12 -
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Step 6: Select Complete or Custom setfup type.

Remote Deskiop ¥Viewer - InstallShield Wizard
Setup Type ! “"
Select the setup type to install \

Please select a salup typs;

Al program features will be installed. [Requires the maost disk space.)

) Cugtorm
@ Select which program features vou want installed. Recommended far

advanced users.

cBack [ Mew> | [ Cancel

ICOMPLETE SETUP TYPE|

Install all program features into the default directory.
Check Complete, and then select Next. All program features will be installed. [Requires the most
disk space.]

ICUSTOM SETUP TYPE

Install the system to a preferred directory. Select program feature(s) to install. [Recommended for
advanced users]

Check the option Custom, select Next.

Select Change to select folder setup will install files.

Select the features setup will install.

Remote Desktop Viewer - InstallShield Wizard

Remote Desktop Viewer - InstallShield Wizard

Choose Destination Location Select Features
Select folder where sstup will install files Select the festures setup will install.
. Instal Remote Deskiop Viewer o: Select the featues you want o install, and deselsct the features you do not want to install,
C:\Program Files\non_brandsd\RmtD skViswer — . Descuption
381 MB of space required on the C drive
3368 ES MB of space avallable or the C drive
[ <Back J[ WNew> J [ Cancel [ cBack J| Mew> ] [ cancel

Step 7: Select Install to start the installation.

Remote Desktop Viewer - InstallShield Wizard

Ready to Install the Progeam = ‘
Thi wizard is 12ady to bagn nstallation.

Click Install to begin the nstallation,

\Lyou wagt to review of change any of your installation settings, click Back. Click Cancel to et
the wiizar

[ <Back J s ] [ cancel

-13-
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Step 8: Select Finish after installing the system completely.

Remote Desktop Viewer - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Remate
Desktop Viewer. Click Finish to exit the wizard

cBack | Finish | Caneel

-14-
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PDA Client Installation
Step 1: Connect PDA device to the PC.

Step 2: Insert the installation CD, click PDA Client Installation from the CD-ROM directly (LevelOne-Pro-1.xx.x
/PDA_Client) to automatically install the client application in device.

Nofte: If you do not have Microsoft® ActiveSync installed, a message will appear “Cannot find
ActiveSync, install ActiveSync and run installation again”.

Step 3: Check that the client application is installed completely in PDA device.

/g | start & q€ 246 ok

PDA Client.CAB was
successfully installea on your
device.

1f you need more storage space, you
can remove installed programs.

-15-
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Smart Phone Client Installation

Step 1: Connect Smart Phone device to the PC.

Step 2: Insert the installation CD, click Smart Phone Client Installation from the CD-ROM directly
(LevelOne-Pro-1.xx.x /SP_Client)to automatically install the client application in device.

Note: If you do not have Microsoft® ActiveSync installed, a message will appear “Cannot find
ActiveSync. Please reinstall ActiveSync and then run this installation again.”

Step 3: Check the client application is installed completely in smart phone device.

Installation XYl
successfully installed on your
device.

If you need more storage space,
you can remove installed
programs.

16 -



Intelligent Surveillance Solution

LevelOne IP CamSecure

iPhone Client Installation
Requirements: Compatible with iPhone, iPod tfouch, and iPad. Requires iOS 3.0 or later

Main console
Step 1: To see live view on your iPhone, you must enable live streaming service in main console.

1.) Go to network services
Setking

User Account Sefking

B b B

License Manager
SavefLoad Configuration K

YWiden Source

Counking Application
@& POS Application
E Lag Yiewer
=]

Backup

[Netwnrk Service J

Help

Abouk MainConsale, .,

2.) Start Live Streaming
Network Service - 192.168.1.25

. in | Black/Wihite List | Performance |

 Live Client Count B Kill [ [ wmar |
Streaming ;

State P Camera Bitrate {Khp=)

Remote
Playback

o] —~Sernice-

Service Server Status: Stapped Bioj

~ : |
E! —Options -
Remote Part 5150 Default
REsKtan Maxirnum Connections: 128

W Use DefaultWeh Sermer

Central Part: 8080

Managernent
Y ¥ Save Log LiveServer.log B

™ Enable Audio

(7o (X coral]

3.) Besides the two points above, please also make sure in stream profiles, the lowest and the minimum
profiles are both Mjpeg. The 1x1 grid layout uses profile Low and the 3x2 uses profile Minimum

-17 -
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Frroam Profile Ssiting
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i

Cwmara 1
i Shresn Profis Forruat Frame Hite  Resokiton Cuality Exirate i)
.24 o 10 CIF Mormal
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iPhone

Please go to iTunes store (AppStore on iphone) to download Levell iCamSecure

1.) Open AppStore 2.) Search for iCamSecure
o HEEE = 16:21 9 55% &R
‘ O icamsecure I i

iTunes Store Terms and Conditions...

”

Contacts Messages Phone Safari

Search
3.) Install iCamSecure 4.) Run iCamSecure and input server info

o DEEE T 16:22 © 559, @ u DEEEE(S = 16:26 O 520

Levelone

Mo Ratings

Server Address
LevelOne iCamSecure is a totally free app that
enables you to manitor remotely live video camera

through LevelOne IP CamSecure Surveillance Pro 192.168.6.4
Mega Systems. Easily view multiple cameras via
3G or Wi-Fi. Snapshots, touch screen P/T/Z control

and /O device management are also supported. Server Port
Main Features:
1. 6 channels live view display at QCIF resolution 5150
2. Single channel live view display at CIF resalution
3. Snapshots
4. Touch Screen P{T/Z Control Username
5. Supports Preset Point
B. Supports Digital Input/Output
admin
Supported Systems:
Compatible with LevelOne IP CamSecure Pro
Mega (4/8/16/25/36/64-CH) surveillance Password
O - esee

Search
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LevelOne IP CamSecure
iPhone Screenshots

s : ey
Security

" SnapShot

Notes: if use free bundle IP CamSecure software, it only support 1-CH remote live view, if you want to select
different cannel, it must to change the server’s setting.,
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Quick Start

Execute Main Console

LevelOne IP CamSecure

Step 1: Go to Start > All Programs > Surveillance System > Main Console to execute Main Console.

Step 2: Enter your own password into the edit box, enter it again for double confirm and then click on OK.

@ LevelOne
—

IF Conndecuns User Marmal I

E Backup System.
T — -
] Playback System.

m Remote Live Viewer
2| Uninstall IF CamSecure
k4 DETools

Password:

User Mamea:

Flease enter user name and password

ladmin

0K X Cancel

Activate IP Camera License(s)

Step 1: Open License Manager Tool in Config menu.

Step 2: Select Activate tab, check the PC in Online network environment.

Step 3: Insert the SN, SN file or dongle to activate license.

Step 4:

Note: Please refer to page 116 for advanced settings.

Schedule  Guard

4 Setting

£ User sccount Setting
[ License Manager

Step2

SavefLoad Configuration 4

Counting Application
POS spplication

Log Yiewer

Backup

Metwork Service

About MainConsole. ..

**|P CamSecure Lite is free
bundled with LevelOne IP camera

and Capture Card.

Step 3 1]

After software license is activated successfully, please restart Main Console.

[ Lioeie Masngoment Tool

Activate | Transfer |

SH

| Channel | Product. | status C

- Activate type
& Onling
7 Offling

~Input type
$ @& GM:

o BNe:

,. e

~Import ofline licen
File path:

** |P CamSecure professional version is available upon purchase. While using IP CamSecure Pro
v1.20 or later, please input the serial number as a license key to register on internet.
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Install IP camera(s)

Step 1: Setup the IP cameral(s) by referring to the user manual provided by the IP camera manufacturer.
Step 2: Make sure you can access this camera through IE browser.

Step 3: Add the IP cameral(s) to the system by following the steps below.

Add IP camera(s)

A& User Account Setting
License Manager

savefLoad Configuration Ste p 3

Step 1: Execute Main Console.

Counting Application
Step 2: Type in user name and password and log in to the system. 2 PO e
=]

Log Wiewer

Backup

Step 3: In Main Console, go to Config and select Setting to obtain the NEGWCE sees
Setting panel.

About MainConsole,.

Step 4: Go to Camera ftab.

=]
| Stopsean

Note: If the IP camera supports UPnP, follow step 5. Otherwise, follow
step 8.

ne
evldne WES2010  00-116B-8044F1

Levelone FES-1010 00-11-65-80-44-30

axIS 207 004080724785

Levelong FCS-3000 00-11-68-80-34-05

Lavelone FCS-1040 00-12-68-8147-01

Levelone WCS-2030 . 00-11-68-90-32-28

Levelone FCS1030 00-1168-80 36 FD

Step 5: Click on Search to detect IP cameras under this local area
network (LAN).
Note: The Search function is available only when the IP cameras

SU ppOl’f U Pn P . Gameraname: [LevelDne FCS-5011 (192168 1.431)
Userbame. [
Password ’7

Step é: Select one of the IP cameras that are available and enter the

username and password.

Step 7: Click OK to add the camera.

Step 8: Click Insert to insert the IP cameras.

Step 9: Enter the IP address or domain name (check the Use DNS option),
Http Port, Username, and Password.

Step 10: Select Auto Detect.

Step 11: Select OK to add the camera. Step 5

Step 12: Select OK to exit.

Metwark

Name ||—
Si‘ep 9 //’) IP Address: ™ Use DNS

N .
—>»> Hitp Port: a0
User Name:

Password

Protocol & TCP CUDP € HIIP
Step 10
~Device
“endar: [acTi 7\ AutoDstect
Siep 11 Camera Madel: [SEDZ100 =
Camera T4 I oo

IS5 E G 7

-~ Description
ideo Codec:MPEG4
Audio Codec: M

-22 - Camera:1, DI:2, D0:2
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Set Schedule

Step 1:
Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Execute Main Console.
Type in user name and password.
Select Schedule.

The default schedule is “always record' when a camera is newly
inserted.

Choose a camera and then select Configure or just double click
on the schedule bar to modify the recording mode.

Select OK to update the recording schedule.

Select OK to go back to Main Console.

Set Smart Guard

Step 1:
Step 2:
Step 3:
Step 4:

Step 5:

Step 6:

Step 7:

Execute Main Console.

Type in user name and password and log in the system.
Click on Guard.

Select a camera and then click on Insert Event.

Take "General Motion” for example, select General Motion as the
event type and then click on OK.

In Alarm Event Configuration panel, define your own detection
zone, sensitivity and interval. After that, click on OK to save the
configuration.

Click OK to go back to Main Console.

-23-
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Start Recording & Smart Guard

Step 1: Execute Main Console.

Step 2: Type in user name and password and log in the system.
Step 3: Click on Start.

Step 4: Click on Start Recoding Schedule and Start Smart Guard System
to enable the two functions.

Playback
Step 1: Execute Main Console.

Step 2: Type in user name and password and log in the system.

Step 3: Click on Playback.

Step 4: In Playback, click on Date Time Search Dialog.

Step 5: Select a specific day from the calendar and click on Show Records to make sure the video is
available, left click on mouse and drag to select a video clip to replay; user can also select multiple

channels to replay at the same fime.

Step 6: The recorded files are now ready to view.

%, DateTime Search Dislog [Lacal Machine]
L - Date Time Feriod - Videa Preview
o - ) §57 ..
'»ih ﬁ = e @ @ Start Time: ’—‘_Lzuuw T ;'—“ZU_HUU = | | v Enable Preview  2009/07/08 201511 N
4 +A 2009 » = =
End Time: 2008 71 § < |20:36:00 =
2030 1 2 3 4 = =4
5678 01011 !
12 13[14 15 16 17 18 7
1892021222324 25 Calor EventType =
|26a7 28293031 ! General Motian
! 4 : O Foreign Qbject
O Missing Obiject
I~ show Records o Faeds Lost
O Camera Block
I” Show Event Log | Signal Lost
e T

o

J A5 Q1755
A5 20/ |

i1

[E=r—Fl

—— Record Always
———— Record on Mation

Record on Event.

&
L

Step 5 Step 4
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2010/12/10

11:20:38
admin

This is the main operating system - to activate schedule recording, setup smart guard and
configure system setting.



Shut down the Surveillance System or log out current user.

Minimize the Main Console window.

Allocate the sub-screen display by clicking on the desired layout icon.

To switch to single camera

display, double click on a particular sub-screen. Double click on the screen again fo regain previous

screen division layout.

Divide into Divide into || Divide into H

1 screen(s) 4 screen(s) | 6screen(s) |

Divide into ]| Divide into Divide into m
10 screen(s) || 13 screen(s) 16 screen(s)

Divide info - TT]| Divide info Switch to (7 3
13 screen(s) — |17 screen(s) x Full screen W]

L] Divide into
(1[4 screen(s)

Divide into

6 screen(s)

Divide into
9 screen(s)

Divide into
9 screen(s)

Divide into
N screen(s)

Rotate all
screens

Only available under wide screen resolution(1440x200, 1680x1050, 1920x1080, 1920x1200):

Divide into
12 screen(s)

Indicate the working status of the system. Gray — at rest, Blue - recording, and Red — events detected.
When the crystal ball is red, click it to open the event report then cancel the event(s).

Display date, fime, free Disk space, IP Camera Bit rate customized text and Further information like

Temperature, Fan speed, System Resource and Network Utilization.

5 network service icons indicate which services are switched on/off.

LiveView | Playback 3GPP Desktop

CMS

Start

al | =) »

Stop

o] | =) [

L
L




To customize Information about window's setting, go to Config - Setting - General - Status Display.
Select Advanced Setting for further information like Temperature, Fan speed, System Resource and
Network Utilization.

2010/12/10

11:20:38
admin

Start Monitor All

Start Recording Schedule
Start Smart Guard System
Start Counting Application

Open E-Map

Open Resource Report

Open IO Control Panel

Lock Systern

Click on the Start icon and select from the drop down menu to activate/ deactivate: (a) Recording
Schedule System, (b) Smart Guard System, or (c) Counting Application. Or select Start/Stop Monitor All to
activate/ deactivate all the functions at once.

The Start menu also include the option to Enable Secondary Display, and open monitor tools, such as open
event report to monitor smart guard event; open E-map window to monitor all devices with map indicator;
open Resource Report to check system status; open IO Control panel to monitor the DI/DO status and
manual triggering the DO devices; or lock the system here. See page 78 for more details about secondary
display.

1. When activating any of the monitor functions of Smart Guard, system would consider the current
screen status as normal. Therefore, if you want to, for example, detect Missing Object, be sure the
object needed to be protected is in its position at the moment you click Start button.

2. To automatically activate the Recording Schedule System, Smart Guard System and Counting
Application, at the Main Console go to Config; Setting; General; Startup to setup the auto-startup
functions.

3. As for Secondary Display, open event report, open E-map window, open Resource Report and
open IO confrols panel, Main Console will keep the behaviors as the latest status when exiting the
system.

Click on the icon to get Playback Console. You can watch recorded video, search recorded video, adjust
image of the stored data, save video/ pictures, print images, check log information and event records, and
set up recording function configuration. See Playback on page 33 for detail.

Organize recording time schedule and setup recorder configuration. See Schedule on page 49 for detail.

Add/edit type(s) of events that you want to detect; setup action(s) responding to events. See Guard on
page 56 for detail.



Select from the drop down menu to modify the general settings, user account settings, save/ load
configuration settings, open License Manager, edit counting application and POS application, access log
viewer and backup files, or setup network services. See Config on page 68 for detail.

User account and License manager could only be enabled for users with administrator privilege.

2010/12/10
11:20:38
admin

Control the movement of PTZ cameras. With cameras that support PTZ control, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

Adjust the camera view until you are satisfied. Click on the Set icon and set up the view as the preset point
01. Adjust the camera view again and set up the preset point 02. Repeat the process until finish setting up all
preset points. You can enter any names you want instead of the preset point 01, preset point 02, preset point
03..., click on the Go icon and view the result of your setting.
For the speed settings of PTZ camera, go to Config — Setting - PTZ Config to setup the advanced
settings.

Click on the + and - signs to zoom in and zoom out the view.

You can select to have the camera focused near or far.  Click on Focus Near @ to focus on objects closer
to the camera. Click on Focus Far @] to focus on objects further away from the camera. Click on Auto

Focus | jf you want the system to decide the focus point for ) ]
YOU. Patrol Setup

Group 1 ] Group 2 | Group 3 | Group 4 ‘

Group Name : |Group 1

Period: -f———— 5Sac
I~ Active

Go to Set Preset Point - Set Patrol to obtain the Patrol Setup
dialog. From the left window, select the cameras that you
would like to have in the patrol group. Align the cameras in
order in the right window and adjust the fime. Rename the
group name if required. After completing the setup, check the
Acftive option, and then click OK.
You can define up to four groups of auto patrol. To
start or stop, click on Go to Preset Point in the Main
Console, and select Start Patrol or Stop Patrol.

a
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1.3 On Screen Menu

Right click on the camera screen and get the On Screen Menu, from

LevelOne IP CamSecure

which you can quickly adjust the setting of camera. (2] Enable Move
[Z] Enable Talk
1.3.1 Enable Move/Area Zoom
With cameras that support PT function, click the Enable Move function to Enable Digital PTZ
adjust the current camera's view by clicking on the display screen. To Immer¥ision Lens Setting
cancel this function, right click on the screen and select Disable Move.
With cameras that support Area Zoom function, click the Enable Connect
Move/Area Zoom function to adjust the current camera’s view by X Disconnect

dragging a rectangle on the display screen. To cancel this function, right
click on the screen and select Disable Move/Area Zoom.

1.3.2 Enable Talk

*This feature is not available under Lite License.

With cameras that support two-way audio, select enable talk to ufilize the
function.

1.3.3 Enable Digital PTZ

To enable the PTZ functions of the camera, select the Enable digital PTZ
option. Use mouse wheel or click on the + and - signs to zoom in and
zoom out on the camera, or drag a rectangle to enlarge the area.

Show Camera
Duplicate Camera
Delete Camera
Fix Aspect Ratio
Instant Playback

Snapshok
Manual Record

Toggle Fullscreen

The square flashing on the video grid indicate the correspondent view
ratio of the camera.

1.3.4 ImmerVision Lens Setting

With cameras that support ImmerVision Lens. Right click on the display screen and select the mode of lens,
original, PTZ mode, Quad mode and Perimeter mode. If the lens setting set as Quad, PTZ, or Perimeter mode,
the Enable Digital PTZ option would become Enable ImmerVision digital PTZ.

1.3.5 Connect/ Disconnect
Right click on the display screen and select Connect/ Disconnect to modify the connecting status of the
camera.

1.3.6 Show Camera
Select the camera from the Show Camera Menu to display video on selected screen.
Note:
1. The camera list of show camera menu shows as the one in the right column of monitor display
panel.
2. The change of displayed screen is only applied to the current display divisions.

1.3.7 Duplicate Camera
Select the camera from the Duplicate Camera Menu to duplicate camera video to selected screen.
Note:
1. The duplicated camera would add to the camera list of duplicate camera menu shows as the one
in the right column of monitor display panel.
2. The change of display list will apply to all divisions and also the right column of monitor display.

1.3.8 Delete Camera
Click on Delete Camera to remove a camera from the display screen of the display screen.
Note:
1. The camera list of delete camera menu shows as the one in the right column of monitor display
panel.

2. The settings will apply to all divisions and also the right column of monitor display.
1.3.9 Enable Digital PTZ
To enable the PTZ functions of the camera, select the Enable digital PTZ option. Use mouse wheel or click on
the + and —signs to zoom in and zoom out on the camera, or drag a rectangle to enlarge the area.
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The square flashing on the video grid indicate the correspondent view ratio of the camera.

1.3.10 Fix Aspect Ratio
For some special camera resolution, user can enable Fix Aspect Ratio to view original ratfio video, or disable
this option to stretch 3:4 to fit window.

1.3.11 Instant Playback

*This feature is not available under Lite License.

To open the Instant Playback window of the camera, select the Instant Playback option and choose the
period. Refer to 1.5 Instant Playback section for detail.

E& Snapshot

1.3.12 Snapshot

Select the snapshot function to capture a specific video image
frame immediately. You have the opftions to copy the image to
clipboard or to save it. For further settings, select OSD option and A Cana
POS option to export the image with date/time, camera
number/name and POS text. If the digital PTZ function is enabled in
display view, you can also decide Full Size or Selected Region as
your snapshot region.

S [Fas Regian:lSelected region vl
1.3.13 Manual Record
Start recording video by selecting manual record. Save Image ‘ ‘Copyto Cliphoard | X Close ‘

1.3.14 Toggle Full screen
Select to view a specific channel with full screen. Press “ESC" to go back to original window.

1.4 Live Display

Live display is flexible; you may change channels and screen divisions. Each screen division shares the same
display list but has an independent display sequence.

For example, when using Show/Duplicate/Delete Camera functions to edit your camera list, the same list will
be available to all different screen divisions.

Note: This camera list is also available at the monitor display tab from the Config/Setting window. Two
monitors can have two independent lists.

Action C_u'rr_en’r Other division
division
Show camera 1 1
(add cam 1) add to first free channel
Duplicate camera 12 1232
(duplicate cam 2) 2l _ add to first free channel
Delete camera 12 12
(delete cam 2”) remove cam 2" and keep channel free

When using a mouse to drag and drop camera channels, the sequence change will only apply to the
current division.

Original Action Current division Other divisions
1] 2 4! 2 l 2|3
3| 4 Drag cam 1 to cam 4 301
Note change of sequence

Right click on the camera screen for the on screen menu. Here you will be able to quickly adjust settings of
your camera.
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1.5 Instant Playback
* not available under Lite License
Instant Playback function allows you to play the last few minutes of any live video channel.  Simply right
click on Live Channel and select Instant Playback to access the recorded video.

1.5.1 Instant Playback window overview

3 Instant Playback Window

i~ Playback Mavigation-

Glu= [

[«]la][m][»] [@][c]-]

Plavhack Period
Q5235 Ah - 915335 AN

Export Period
Q5241 Abl - 3:53:35 AW

Information Window: will show correct date and time of video.

Playback Period: indicates the available play period; three options are available: Tmin, 3 min, or 5 min of
video.

Export Period: indicates the period of video you desire to export. Default is set as available play period.

Tool: @Adjusf to original video resolution button: Press to adjust the video to original video resolution.
Audio button: Press to turn on / off the audio.

POS button: Press to enable / disable POS transaction data overlay.

1.5.2 The navigation of Instant Playback

The Instant Playback window allows you o browse recorded video, take snapshot images and export video
with audio and POS fransaction data.

To browse recorded video:
Simply click on the timeline to view the video, or use these navigation tools to control the player:

E @ E - Play / Pause / Stop

E - Slow motion / Speed up conftrol

@ @ - Reverse [frame by frame] / Fast Forward

E @ - Play Previous / Next minute video
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To take snapshots of a video clip:

Pause the video in image which you want to export and click the snapshot bu’r’ron. The snapshot is

displayed and can be saved or copied to clipboard.

To export recorded video:
Select export period, click the export buh‘on@, and setup the options of exported video.
The default export video period is as playback period. To customize period, select start/end time and click
on Cue In/Out from the drop-down list of button, the export period will be shown on the lower-left
corner of the window.
Export Formats include:

* ASF - Format with best efficiency. [Recommended]

* AVI (Microsoft Videol) — Supports Windows Media Player with Vista & XP, the quality may be
poorer than recorded video by transcode.

* AVI (Original Format) — faster export process, better quality on the recorded video but the export
file uses VLC Player to play. (For Windows Media Player, please install additional FFDShow
codec).

Note:
* The restrictions of AVI format.
a. The maximum size of an AVl file is limited to 1.8 GB.
b. Variation of frame rate will cause the resulting video to play slower or faster.

* If the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, etc.) or multiple
video format(MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export
files every time the resolution changes.
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Watch the recorded video, view and/or search for unusual events and recorded system
information.

*There is only 1 channel displayed in Playback in IP CamSecure Lite while there are up to
16 channels displayed in IP CamSecure Pro/Pro Plus simultaneously.
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2.1 User Interface overview:
(1 A
e C R
Mode
Screen EI =|!I
Divisions | [Fad

Generadl
Open Record Sefting
Enhancement
/Post Processing Backup
Tool
o Save Export Video
Minimize  Scroll Bar Information Window  Audio Volume Image / Audio
Control
Print Log Viewer

Minimize: Minimize the Playback console.

Exit: Shut down the Playback console.

Scroll bar: Indicates the status of the playing video; drag it to where you want to review.

Information Window: Display time and date, video status, cue in/ out time points and video playback
speed.

Audio Volume Control: Adjust the audio volume.

Screen Division: Allocate the sub-screen display by clicking on the desired layout icon. To switch to
single camera display, double click on a particular sub-screen. Double click on the screen again
to go to previous screen division layout. To view in the full screen mode, right click on the screen
for the Toggle Full Screen function.

Control:

@7 Play, Pause and Stop the video.
- i — FWD/REV: Customize the speed on Settings panel.
Step FWD/REV: Forward/reverse frame by frame.
:' . AT -Q.
\ cue Cue: When playing video, click on the Cue In/ Cue
' Out icon at where you want 1o set as the
starfing/ ending point of a saved video clip.
The Cue In and Cue Out time will be displayed

on the Playback Information Window once
they are set.

Speed: Control the speed of the playing video.
Zoom: Zoom in and zoom out.
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On Screen Menu:

Toggle Fullscreen: Select to view cameras under full screen. Press “Esc” or right click to go back to
original view.

Enable ImmerVision PTZ: Adjust PTZ in PTZ mode. (Depend on device)

ImmerVision Lens Setfing: Select the mode of lens, original, PTZ mode, Quad mode and Perimeter
mode. (Depend on device

Togale Fullscreen

Enable Immeryision PTZ ., <
ImmerYision Lens Setting Ml | Criginal
= 3 =

PTZ Made

Quad Mode

Perimeter Mode
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2.2 Open Record / Date Time Search Dialog

o)
Click on the Open Record / Date Time Search Dialog button to access the Date-Time Panel and
withdraw the video record that you want to review.

2.2.1 Date Time Panel
© DateTime Search Dialog [Local Machine]

B Date Tirme Pariod | viden Preview:
¢ #QH/00
B 4 v | - =1 | | ¥ Enahla Preview
= ———— | BtatTime:  [2009/ 715 = [o00000 =
4 A 2009 ¥ = e
5 End Time: |QDDQI s -:-—:IDD'DD'DD -
123 4 4 -
56 7 68 91011
112 13 14[18 16 17 18 N )
1820021 22 23 24 25 | Color Event Type G|
|ger 2? o 3? 3 ] I | General Motion
. I ) ) Foreigh Object
Missing Ohject
Focus Lost
Camera Block |
¥ Show EventLog Signal Last =
|=:]’=' 075e s w1 1 1 14 15 s = 12 19 b 2 2 ;s
Bcemera 1 T E =
B camera 2 E== |
i carmnera 3 s — i
(B Camera 4 E= |
fEcameras ool — i
(B camera 6 EiE= |
Ecameraz | Ll — |
[ cameras oy 2= 1 J_'J
L= F [+ |
e RRCOFC Bl ays
Record on Mation [\/ ok ] [ K Cancel ]
Recaord on Event

2.2.2 Record Display Window

The record display window shows the information of the available video

clips. It may show in calendar or list control view. For further details about dj - ﬁ . i d @ @
b

how to modify the record display window view, see page 47.
Local Machine

Recent List »

. Remote Server Site: Open Remote Playback Site Management Select Fulder.

to access local machine or set up remote playback server. Select

Eemote PC 1 (192.168.1.100)
Folder option fo directly access recorded data folder or use Recent Remote PC 2 (192.168.1.101)
List fo access previously recorded folders. Eemote PC 3 (192.168.1.103)

Note: the Select Folder option requires password of MainConsole. Remota PL. 4 (132.168.1.103)

N @ Refresh: refresh display window “& Log Viewer: Accesses Log
Viewer Tool & To access POS Search Tool @ Previous Days: Show recording of previous date @

Next Days: To show recorded of next recording date

2.2.3 Date Time Period
Select the start and end time points that indicate the fime period you would like to view.

2.2.4 Video Preview
Check the enable preview opftion to view the selected video.

2.2.5 Event Type

There are 6 event types; see Chapter 4 - Guard for details. You may set up different colors for different event
types to help you select events.

* Note: Some event types will not be available under Lite License.
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2.2.6 Time Table

o Utilize the # icon to select all channels; also utilize the

the scale bar . .rd- to modify the scale of the time table.

. Selecting "Show Records” makes Time Table show the period of recording data as below:

;14 1. l“f!ﬂl 1o Ls 1O 3
|19 20 21 22 23 24 25 Calar Event Type A |

icon to deselect all channels. Finally, utilize

RS 2? w2 Ak General Motion
2 e Fareign Chject
Mizssing Ohject
Show Focus Lost
Records Carrera Block |
[ Show Event Log Signal Lost |
n e
(==L
[ camera 2
[ camera s
| camera 4
[EiCamera S
[ECamera &
[ camera 7
[Hcameras
(B=r— 2|

. Selecting Show Event Log makes Time Table show the time of event detection like below:

Color | Ewent Type |

(teneral Motion
Foreign Object \
Mizsing Object
Lose Focus
Ctancs Blani Show Event Log
[¥] signal Lost

. =

4

7
e

2.2.7 Withdraw the Record

Step 1: From the record display window, top left of the Date Time Panel, select the date you want to
withdraw the record from. The red/green/blue lines shown on the time table indicate available
recorded video records.

Note: The record display window can be shown in (a) calendar view or (b) list control view. To modify
the setting of the record display window, click on the Setting button at the right of the Playback
Console. See page 47 for more details.

Step 2: Use color bars to differentiate event types from each other. This will help you select video clips.

Step 3: Highlight the video clip you want to review by left-clicking and dragging the time period. You may
also utilize the Start Time and End Time in Date Time Period Section. In addition, modify the scale of
the time table with the + and - signs on the bottom left.

Step 4: Check the Enable Preview opftion to get the preview of the video you select.
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Step 5: Click the camera name to increase or decrease cameras you want to playback.

Step 6: Click OK when setting is complete.

2.3 Search Mode

Click on the Search Mode icon 1o obtain the Intelligent Search Tool panel.
* This feature is not available under Lite License.

. Intelligent Search Tool Panel: Click on the Search Mode icon to open the Inteligent Search Tool. Set up
unusual events here to detect abnormality that occurred during the recorded period.

. 5 events: General Motion, Foreign Object, Missing Object, Lose Focus, and Camera Occlusion.

*IP CamSecure Lite only has General Motion option in Search Mode.

2.3.1 Unusual Event-General Motion Tnteligent Seauch Taol
—Alarm Event Type
«  General Motion: Detect all movements in the defined area. S ]
Sensitivity: '—J—
«  Define Detection Zone: Left click and drag to draw a detection zone. You may L
define more than one zone on the screen by repeating the process. ~Region Definition
+ Define detection zone
«  Sensifivity: Modify the sensitivity setting with the slider.  Sliding rightwards will EREe e
increase the senisitivity level, meaning the slightest movement will frigger the alarm; | cear |
in contrast, sliding leftwards will reduce the sensitivity for movement detection. Rectangle count: 0
Note: Configuring an appropriate sensitivity level reduces the possibility of a false B By R
alarm. Forinstance, you can lower the sensitivity level to avoid the alarm I Stop when found
being triggered by a swinging tree in the breeze. search | oo |

o Interval: Move the slider control to the right to increase time interval so that the alarm will only be
triggered when the movement lasts longer. Move to the left to reduce the time interval.

. Stop When Found: Check the option to have the video stop where motion was detected. Uncheck to
have video continuously run to detect all events available. Results will show in a search result box.
Click on the listed event in the box to jump to the point in the video where motion was detected.

2.3.2 Unusual Event-Foreign Object

o Foreign Object: Detect any additional object appearing in the defined area on
The screen. —Alarm Event Type
IForeign Object j
«  Define detection zone: Left click and drag to draw a detection zone. The search Sl T
tool will detect additional objects that appear in this zone. L T
~Region Definition
¢ Define object size: Click and drag to draw and define the size of a foreign object. : ET””:“:‘”T”””E
efine apject siZe
«  Sensitivity: Modify the sensitivity setting with the slider.  Sliding rightwards will | cewr |
increase the sensitivity level, while sliding leftwards decreases it. FIENEIAIS EM
¥ Draw Region
. Interval: Click and move the slider control to the right to increase time interval so ¥ Stop when found
that the alarm will only be triggered when the object has been removed from the gearch | oo |

area for longer. Move to the left to reduce the time interval.

Note: Setting up an appropriate Interval value will reduce the chance of false alarms. For example, you
can lower the Interval to avoid the alarm being triggered by a pedestrian.
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2.3.3 Unusual Event-Missing Object

. Missing Object: Detection of selected objects removed from the defined area on <h Too
the screen. —Alarm Event Type

IMissmg Ohject j
. Define detection zone: Left click and drag to draw a detection zone. The search Sensithity. ~—— F——
tool will detect selected objects removed in this zone. nterval =

~Region Definition
& Define detection zone

«  Sensifivity: Modify the sensitivity setting with the slider.  Sliding rightwards will IS pHlpr e
increase the sensitivity level, while sliding leftwards decreases it. o] e |

Rectangle count 0

¥ Draw Region
. Interval: Click and move the slider control to the right to increase time interval so % Stopwhen found
that the alarm will only be triggered when the movement lasts longer. Move to the Saarch Stop
left to reduce the fime interval.

2.3.4 Unusual Event- Focus Lost / Camera Occlusion

o Focus Lost: Detection of cameras losing focus in recorded video.
. Camera Occlusion: Detection of cameras being blocked in recorded video.
2.4 Enhancement / Post Processing Tool

4
Click on Enhancement / Post Processing Tool . to configure settings.
2.4.1 General Setting

Post Processing Tool
Check the option and chose whether you want to apply the setting to all the channels or P A
only fo those currently shown on the screen. PRI
Filter Setting

2.4.2 Filter Setting T —
° Visibility: adjust the gamma value of the image to enhance the image and make it I e

cleaner.
¢ Sharpen: activate the function. Move the slider conftrol to the right to sharpen the | franiness

image, to the left to soften it. e
. Brightness: activate the function. Move the slider control to the right to make the g Cmn)_

image brighter. - omome
. Conftrast: activate the function. Move the slider conftrol to the right to increase

contrast.
. Grey Scale: show the record in grey scale mode so the image displays in black and

white.

2.5 Save Video

Step 1: Click on the display screen to choose the camera display that you want to save as a video clip.
Step 2: Set up the cue in and cue out points; the cue in and cue out fime will show on the information
window.

Cueln Cue Out
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&
(=
Step 3: Click on the Save Video button . choose the folder where you want to save the file at, enter the

file name and click SAVE.

Step 4: Set the Export Format (ASF recommend) and set the Use Profile.
* ASF — more efficient than AVI format. [Recommended format]
* AVI (Microsoft Video 1) — Supports Windows Media Player with
Vista & XP, quality may be poorer than recorded video by
franscode process.

* AVI (Original Format) - Faster export process with high quality video,

but the export files can only be viewed using VLC Player to play.
(For Windows Media Player, please install additional FFDShow
codec).

Note:
* The restrictions of AVI format:

a. The maximum size of an AVI file is limited to 4 GB.

Exporl Yideo/Audio
Expart File Path:
[ w
Export Format:
[asF ~|

Use Profile

|Wm|:|nws Media Video 8 for Local Area Metwork (384j
Start Tirme: 20089/0617 11:41:02

End Time: 200970617 11:42:55

[~ Export Audio

[ Export 0SD

I~ Export POS Transaction

[ ok | [x Cancel

b. Variation of frame rate will cause the resulting video o play slower or faster.

* |f the selected video sequence uses multiple image resolutions (CIF, 2CIF, 4CIF, etc.) or multiple
video format (MPEG-4, M-JPEG, H.264), the exported video sequence will create separate export

files every fime the resolufion changes.

Step 5: Select to export (i.e. save) the recorded video with Audio, OSD and PQOS, or export video only.

Step 6: Click OK fo save the video.

2.6 Save Image

Step 1: Click on the display screen to choose the camera display from which you want to save pictures.

=

Step 2: Click on the Save Image button when the image you want is shown on the screen. You may
click Pause to freeze the video, use Step Forward/ Step Backward function to find the picture(s) that

you want to save.

Step 3: Select OSD option and POS option to export the image with date/time, camera number/name and
POS text. If the digital PTZ function is enabled in display view, you can also decide either Full size or

Selected Region as your image region.

Step 4: You have the options to copy the image to clipboard or to
save it. To save image just choose the folder and the format of
image (BMP or JPEG) you prefer and then click save.

Note: You may skip step 3 by pre-setting a folder and format
that you want to save the images (refer the section
automatically save the image file at page 47.)

FOSD [T P05 Region: |Selected region vi

Save Image | ‘Copyio Cliphoard ‘ X Close |

CAM13 Cam2
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2.7 Print

Click on the Print button H fo print the current image of

the video you choose.

Print Content:

Print the image from the current selected channel or all the
channels shown on the screen.
or selected region on camera.

Page Setting:

Set to print the image with original size or fit to page. Set

Select to print original view

Align image to Top, Center, or Bottom.

2.8 Backup

LevelOne IP CamSecure

¢ = Print Setup

Print Content

= Bt

" Otiginal
(« Selected

Page Setting

Align Image:

Select channels

(" Printall channels in the cutrent view

Select printed region of images

(+ Otiginal size
" Fitto page

oe

region

Top =

[/ Print ] lx Cancel]

Compared to the Save Video function, Backup saves everything from the Playback panel, including video

and log information.

You can start a full function Playback Console and load the backup files into it on any PC with Windows
operating system. This means you may monitor the real time video and work on the backup files on separate

computers simultaneously.

Step 1: Press the Open Record 1o select data and press Backup E

Step 2: You can adjust the Start Time and End Time you want to backup.

Step 3: You can adjust the Cameras you want to backup.

Step 4: You can calculate the size of the backup data.

Step 5: Select the directory you want to save the backup data including CDROM, DVD or Hard Disk.

Step 6: Check the log you want to backup.

Step 7: Press Backup fo start.

Step 3

Step 4

Step 6

Step 7

—eee Calculate Size

- Date Time Period

StartTime: [2008/ 471 = [17:29:00

Step 2

EndTime: [200sr 421 = [17:29:02

L ElE:

~Select Camerais)

116 |17-32| 33-48) 2064

X xa|xs|xa|xs|xe|x7|xs]

ol A e R e e

Select Al | DeselectAH‘

- ledia

i Backup using COROM
" Backup using DVD
i Backup on HardDisk

Step 5

—Option
¥ Backup EventLog

¥ Backup System Log

™ Backup Counter Log

™ Backup POS Trangaction

v/ Backup ‘ X Cancel

- 4] -



Intelligent Surveillance Solution

LevelOne IP CamSecure

2.9 Log Viewer

o>
Click on the Log Viewer button . to activate the Log Viewer dialog.

*IP CamSecure Lite only has System Log option in Log Viewer.
2.9.1 Unusual Event
View the unusual event history that had been detected by the Smart Guard System.

S A - [o/ed
Unusual Evant ] Systern Log | Counting Application | Counting Application (Diagramy | POS Log |
|_Lag Type All -
/ L. Channel Al hd
Siep] /;Dam' r = éﬂmnm
Si-epz | DateTimes ||7 2009/08/08 2015 ~ = ||7 2009607/08 2025 ~ = Searsh N\
Event Time Event Type Camera | Description !A] \
2009/07/06 19:28:21  Genersl Mation 02 Sfep 4
2002/07/06 19:28:49  General Motion 0z
Sfep 3 2009/07/06 19:28:53  General Mation 0z
2002/07/06 19:28:56  General Motion 02
2009/07/06 19:20:10  General Motion 0z
2009/07/06 19:2:12  General Motion oz
2009/07/06 19:20:18  General Motion 0z
20090706 19:20:20  General Motion oz
20090706 19:30:04  General Motion oz
2009/07/06 19:30:07  General Motion 02
2002/07/06 19:30:17  General Motion 02
2002/07/06 19:20:21  General Motion 0z
2002/07/06 19:20:27  General Motion 0z
2002/07/06 19:20:29  General Motion 0z
2002/07/06 19:20:42  General Motion 02
2009/07/06 19:31:12  General Motion 0z
2009/07/06 19:31:14  General Motion oz
2009/07/06 19:31:16  General Motion 0z
2009/07/06 19:31:30  General Motion oz
20090706 19:31:36  General Motion oz ]

Step1: Choose the type of events you wish to view or select “All” from the drop-down menu fo view all types
of events. The types of Unusual Event include General Motion, Foreign Object, Missing Object, Focus
Lost, Camera Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual and Digital Input
Triggered.
* Note: Some event types will not be available under Lite License.

Step 2: Choose the camera channel you wish to view or select All for all channels available.

Step 3: View the events that happened on a particular date or during a given time period by selecting
search period.
For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and enter the specific date and fime.

Step 4: Click Search.
Note: When working with a video record,
1. Log Viewer will search for Unusual Event in the video record in Date & Time mode, starting from the
beginning to the end of the record, which is the default setting of the system.
2. Alink (B2 will appear next to each event time where video is available. By clicking on the link,
the video will jump to the point where the unusual event takes place.

2.9.2 System Log

o

Unusual Event  System Log | Counting Application | Counting Application (Diagram)l POS Loy |

Step 1

Log Type: IAII j

Date: |[+] 20080505 = 2]
Step 2 Aﬂme: [ 20085005 1.4-55 5] e |7 200105105 14:52 112

Exportto..

| Description | = \ Step 3

admin

| Event Type
Main Console Startup
Main Console Shutdown
Main Console Startup
User Login

Event Time

2009/05/05 09:54:47
2009/05/035 09:56:22
2009/05/05 13:29:02
2009/05/035 13:29:04

20090505 13:29:10
20090505 13:29:15
2009f05{05 13:47:96
20090505 13:42:31
2009f05/05 13:49:48
20090505 13:50:56
20090505 13:51:35

Start Schedule
Start Smart Guard
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
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Select Log Type from the drop-down menu. There are in fotal 31 types of log types, including:

Modify Configuration
Start Live Streaming Server

Start Central Management
Stop Central Management
Modify Central Management

v Main Console Startup 4 Stop Live Streaming Server
v Main Console Shutdown v Modify Live Streaming Server
v' User Login v Start Remote Playback Server
v' User Login Failed v Stop Remote Playback Server
v' Start Schedule v Modify Remote Playback Server
v' Stop Schedule v IP Camera Connection Lost
v' Execute Recycle v Auto Restart Windows
v" Enable Channel v Modify POS Setting
v' Disable Channel v POS Connection Lost
v' Start Smart Guard v Modify E-Map
v' Stop Smart Guard v Start Remote Desktop
v Modify Smart Guard v Stop Remote Desktop
v Modify Schedule v Modify Remote Desktop
v v
v v

v

* Note: Some event types will not be available under Lite License.

Step1: Choose the type of event you want to check or select “All” from the drop-down menu for all types of
events.

Step 2: View the events that happened on a particular date or during a given time period by selecting
search period.
For a particular date: check the Date box and indicate the date.
For a period: check the DateTime and then enter specific date and time.

Step 3: Click Search.

2.9.3 Counting Application
Display the history of Counting Application during a given time period.
* This feature is not available under Lite License.

- Log ¥iewer @

Unusual Eventl Systern Log  Counting Application 1 Counting Application (Diagram POS Log l
Channel: [All A

o BEEE [E=i ||
Date&Time: [ BEIR N -3 Search \

Event Tirne Charine! In Out Step 4

20070725 19:00:00 Camnera 3 14 13
2007 f07/25 19:30:00 Cameta 3
2007/07/25 19:32:42 Camera 2
20070727 11:30:00 Camera 3
2007/07{27 12:00:00 Carneta 3
20070727 12:30:00 Camera 3
200707427 12:32:15 Cameta 3
2007/09/26 13:20:49 Camera 1

oosmeoO
(=R =Ny W)

Step1: Select the channel you want to check or select All from the drop-down menu for all channels.

Step 2: Select search period. View the events that happened on a particular date or during a given time
period by selecting search period.
For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and fime.

Step 3: Click Search.

Step 4: Press the button Export to.
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Step 5: Type the file name and choose the file format (.xIs or .txt).
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Display the Counting Application data in diagram format.

= |
B
Unugual Eveml System Lugl Counter Application - Counter Aplication (Diagram) l POS Lngl
Ch: |; |CAMERA 1 i Period: |One Da = Date: [2005Mov /10~ 3
el | x| periog: | v | Dae | v EpottsN
Search

2005/1110  In

123 456 7 8 91011121314151617 18192021 222324

Select the channel you want to check or select All from the drop-down menu for all channels.

From the drop-down menu, sef up how you would like the diagram to be displayed. You have the
options of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.
Click Search.
Press the button Export to.

Type the file name and the file will save as BMP files.

View POS Log history detected by the Smart Guard System.

Eml System Log I Counting Application | Counting Application (Diagram) POS Log I

Unu

Log Type: ICunnecllun Lost j POS: IAII j
Date 5'.:'I ction [ost ﬂ!
U= efined Event Rule 1
DateTime: |User Defined Event Rule 2 [ zo0amsiog 16014 F12 Search
User Defined Event Rule 3
Carnera | User Defined Event Rule 4 | Event Kame | POSMame | Description
User Defined Event Rule 5
User Defined Event Rule §
User Defined Event Rule 7
User Defined Event Rule 8
User Defined Event Rule 8 _|
User Defined Event Rule 107
| | |

Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and Special User Defined Event. Please refer to the User manual of POS for detail.

Choose the camera channel you wish to view or select All for all the channels available.

View the events that happened on a particular date or during a given time period by selecting
search period.

For a particular date: check the Date box and indicate the date.

For a period: check the DateTime and then enter a specific date and time.

Click Search. Alink (@@‘) will appear next fo each event time where video is available.
By clicking on the link, the video will jump to the point where the unusual event takes place.
Press the button Export to.
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Step 6: Type the file name and choose the file format (.xls or .ixt).

2.9.6 Export and Backup Log
View the Export and Backup Log history that had been operated by local or remote user.

- Log Viewer

=]

Unusual Evant} System Log ‘ Counting Application } Counting Application (Diagrarm) ] POS Log Exportand Backup Log 1

Log Type Al -

Date: [ zoiainis - 2 Exportto
DateTime: “— -2 W ||— = Search
Event Time Event Type Success Username | Start Time End Time Length Camera Index | File Path DB Audio

20100135 18:35:05  Export Video  es admin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 3 C\Docurnents and Set...  NfA No

2010/01/25 19:35:46  Backup Yes admin 2009/07/06 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000 2,5 DHNUUO sw\Dorcus26,,. 2 NiA

201001425 18:36:24  Backup Yes admin 20090706 17:43:17  2009/07/06 17:43:28  Odays 00:00:11.000  2,3,4,5 Ch\Docurments and Set... 2 NiA

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events.

Step 2: View the events that happened on a particular date or during a given time period by selecting
search period.
For a particular data: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and fime.

Step 3: Click Search

2.9.7 Export
You may export the file to .xls or .txt file

»

Unusual Event  System Log | Counting Application | Counting Application (Diagram)l POS Log |

Log Type: [al =l

Exportto..
Search

Date: |[+] 2009/0505 [= =]

DateTime: |[ ] 2008505 1455 B 20 [T 2008105105 14:52 [F12]

Event Time | Event Type | Description | =
2009/05/05 09:54:47 Main Console Startup

2009/05/05 09,56:22 Main Console Shutdown

2009/05/05 12:29:02 Main Console Startup

2009/05/05 13:29:04 Lser Login admin

2009/05/05 12:29:10 Start Schedule =
2009/05/05 13:29:15 Start Smart Guard

2009/05/05 124756 Modify Configuration

2009/05/05 13:48:31 Modify Configuration

2009/05/05 12:49:46 Modify Configuration

2009/05/05 13:50:56 Modify Configuration

2009/05/05 12 Modify Configuration LI

Step1: Select Export to.

Step2: Type the file nam
D1 =

3
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e and choose the file format, xls or .txt.

- I B I - Do | E ] PBB?/BQ/12 80:45:41, Hain Console Startup,

1 |EventTime EventType Description | 1 2087/89/12 88:45:44, User Login, admin

2 20074012 004541 Main Conscle Startup 20087/09/712 81:11:18, Hain Console Shutdown,
3 |20070912 004544 User Login admin 20067/89/12 61:27:84, Main Console Startup,
| 4 |2007061201:11:10  |Main Conscle Shutdown 20067/089/12 61:27:85, User Login, admin
|5 2002 012701 Main Conscle Stastup 2087/089/12 01:28:27, Hain Console Shutdouwn,
B R e T 2087/89/12 15:06:51, Main Console Startup,
8 [20070912 150651 |Min Gonsole Stastep 2007/09/12 15:86:52, User Login, admin
| o |20070002 150652 | User Login adlrein 2087/09/12 15:87:84, Main Console Shutdown,
10 | 2007400142 15:0704 | Main Conscle Shutdown 20887/089/12 15:88:28, HMain Console Startup,
11 |20070614215:0828  Main Conscle Startp 2887/89/12 15:088:48, Hain Console Shutdown,
12 |2007406/1215:0840 | Main Conscle Shutdown 2887/89/12 15:88:54%, Hain Console Startup,
| 13 |2007001215:08:54  Main Conscle Startup 2887/7089/12 15:89:81, Hain Console Shutdown,
| 14 |2007061215:0801 | Main Conscle Shutdown 2887/89/12 15:14:11, Hain Console Startup,
%%ﬁﬁi:ig m:xzﬁg:ﬁw 28087/@89/12 15:14:12, Main Console Shutdown,

o .

17 20070612 151431 Main Consols Startup 28087/789/712 15:14:31, Ma}n Console Startup,
18 |200706/12 151520 Main Consele Shutdewn 2007/09/12 15:15:28, Main Console Shutdown,
19 |200706012 194415 Main Conscle Startup 2007709712 19:44:15, HMain Console Startup,
20 (200740012 10:44:58 | Main Conscle Shutdewn 2007/789/12 19:44:58, HMain Console Shutdown,
21 |200740012 22:51:57 | Main Conscle Startup 2007/709/12 22:51:57, HMain Console Startup,
| 22 | 20074062 22:51:59 | Main Conscle Shutdown, 2007789712 22:51:59, HMain Console Shutdown,
%%ﬁﬁgz;: xi:g):nc]esmmn 20087/789/12 22:52:1%, Main Console Startup,
| 25 |2007001222:5221  Main Conscle Shurdown ggg;fgg/:‘lg gg 23 ;f" ;Jis?r I[_:oglni ag“hu:d

26 2007092 225319 Main Comsole Startup £a9/ poeiat, Main bonsole utdoun,
A St PO0C/ON/1E ZEITILIS, dn funzune Startup.
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. Setting
2.10 Setting
Y General | serer | 08D | Pos |
Click on the General Setting button - and go fo Setting e By
. . = Calendar View ¢ List Control
for system configurations. .
. o ay
Record Display setting: I Playuhen apen
. Calendar View: Choose to display records under W 4o sl when record motion orly mods
Colendor V|eW. Mesxt interval 1 5' fmin
Previous interval 1 4: min

o List Control: Choose to display records under checklist.

¢ ®#QiE/00 ¢ #QAK OO0

f+ Manually save the image file

4 +AR zoo09 4 = % Record Date! Fs ¢« Automatically save the image file
2009/07/19
123 4 2009/07/17 ]
5 6 7 8 91011 2009/07 /16 = =

121314151617 18 2009/07/15 Miscellaneous

20 2122 232425 2000/07/14 [~ Synchronize video frames

26 27 2820 30 31 2009/07/13
2009/07/12 [v]

Play setting:

o Play when open: Check the option and set the system to start playing the video clip every time a
record is withdrawn.

. Auto skip when record motion only mode: Check the option to set up the system to automatically skip
to the points where there were motions recorded.

. Next interval: Set the interval with which the video goes forward when you click on the “Next” icon on
the control panel.

. Previous interval: Set the interval with which the video goes backward when you click on the “Previous”
icon on the control panel.

Capture Image sefting: Sets how you want to save the image.

. Save in clipboard: The image will be saved in the clipboard; image will be available to paste elsewhere.

. Manually save the image file: You can manually select where you want to save the image. Name the
saved file, and choose the file format you want to save as.

. Automaltically save the image file: By pre-setting a path/URL and the image format, the system will
automatically save the image accordingly when you click the Save button in the control panel.

Miscellaneous
. Synchronize video frames: Select this option to avoid display problems that may occur under
high CPU loading.

Server Setting
Remote Playback Site Management. Please refer to page 44 for details.

OSD Setting Benersl 080 |pos | General| 05D POS |
Enable Camera OSD to display video F Enable camera GED % Enable POS overlay
information on recorded video. [ Forearound [
. ) Font [T Tahoma = Font  [& Tahoma =l
Information includes camera name, o |
camera number, date and time. User can caor 3] e
also set up OSD font; include the font, size, Y e P Bold W Edge
font color and any font effects desired. E— Background
Color: I ~ Color: I -
. Transparency, —fp———— 40 Transparency, —— p————————— 40
*POS Over.lqy Seﬂlng . . [~ Info -~ Display an Yideo Preview
not available under Lite License [ Camera bams M
Enable POS overlay to adjust Font, Size, = Carmera Nurmer ¢ Lastior [ seconts
Color, Bold, Edge in "Foreground” section, - ETET T |
color and transparency in *Background” witime  [TFosasss 7] G| TR
section, and then adjust display settings in pet | |
"Display on Video Preview”.
W 0K | X cancel | « 0K ‘ X Cancel |
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2.11 Remote Server

2.11.1 Add Remote Playback Site

Press the Remote Server Icon @ or go to setting — server to config remote playback site management to

add and setup remote playback sites.
A Eex 4

—Sener Setting

’i@ Server Mame: l—
Address: l—

Port: lﬁﬂﬁﬂ—

User Mame: l—
Password: l—

Save Password: [~

Test Server

Add ‘ Delete| Update|

W OK | x Cance||

Step 1: Enter the IP address or DNS, Port, Username, and Password.

Step 2: Click Add to add the server.

Step 3: Click OK fo exit the “Settings” panel.

2.11.2 Access Remote Playback Site

Go to Date Time Panel and click on the @E icon ON the top of the display window to access the

Remote Playback Site N -
G- 2EEQ0

Local Machine
Fecent List ¥
Select Folder..

Eemote PC 1 {192.168.1.100)
Eemote PC 2 (192.168.1.101)
Eemote PC 3 (192.168.1.103)
Eemota PC 4 {192.168.1.103)
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3. Schedule

# Schedule Configuration @
gnlosd @ Cor |ﬂj Derautt {u i3 3 4 5 8 7 85 9 0 1 12 13 14 15 m 17 4z i w3 s 3 paffil
| = & Default ] Camerat

& 01 cameral f] Camera2
& 02 cameraz ] Camera3

= 0z cameras fill Camerad
Bl 04 Camerad

i Insert P Dekele (94 Contigure

Start Time End Time | Record | FPS Quality  Resolution
06:30 15:45 Always

Diefault Custum|
|1 Day Mode | | [_]week Mo

X cancel

Click on the Schedule icon on the Main Console and set up the time duration for video
recording on the schedule configuration panel.
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# Schedule Configuration

Losd @yCopyio {5 Default
Load o & -
E= 0 camerat
01 Careral i Cameraz |
02 Cameraz L] Camera 3
=l (i Camerad
04 Cameras 7 A —————
Camera /
Channel
T lsert P& Delete [ Configure
Start Time End Time  Record  FPS Quality  Resolution
06130 1545 Always
Day /Week Mode

(X sanca |

Schedule Details

Day Mode: Schedule the cameras to turn the recorder on and off at the same time every day

according fo your setting.

Week Mode: Allows you to schedule each camera for a different day of the week, additionally, you
may assign extra holidays in the “Week"” mode

Schedule Details: An outline of start time, end time, Record mode, frame rate, quality and resolution.
Please note these values refer to configured settings. Actual performance may vary according to
camera and hardware settings.

To setup the time schedule for each camera, you may

1. "Load” the preset modes or
2. "Insert” a new schedule manually or
3. "Copy to” other cameras after manual setup.

3.1.1 Load Preset Modes

The system provides six modes to quickly setup recording schedule. Simply click on the % Load for the

drop-down menu.

Refer to the below tables for the definitions of each mode in each series.

IP+ series (IP camera)

Mode Format Time Record FPS Quality | Resolution
Regular ml_j; éi 0:00-24:00 Always mgi Max Max
Office '\I\j\\I-DJ; éi 8:00-20:00 Always mgi Max Max
Shop mI_DJI; éi 10:00-22:00 Always mgi Max Max
Highly Secure mPJEP (564 0:00-24:00 | Always mi Max Max
Disk Saving '\I\j\\I-DJ; éi 0:00-24:00 Motion i—fr(]]Cr)ne Max Max
Minor mI_DJI; éi 0:00-24:00 Motion i—frasme Max Max

The Max indicates settings are same as camera settings in the config>setting>camera>camera parameter

panel.
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Mode Format Time Record FPS Quality | Resolution
Regular MPEG-4 0:00-24:00 Always 30 Normal CIF
Office MPEG-4 8:00-20:00 Always 30 Normall CIF
Shop MPEG-4 10:00-22:00 Always 30 Normal CIF
Highly Secure | MPEG-4 0:00-24:00 Always 30 Highest Max
Disk Saving MPEG-4 0:00-24:00 Motion 30 Normal CIF
Minor MPEG-4 0:00-24:00 Motion 15 Low CIF
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3.1.2 Insert a New Schedule Manually

Step 1: Left-click and draw the bar you want add to the time table. The scheduled fime will show as a grey

bar.

% Schedule Configuration El
i Load B Copy o ] ]ﬂﬂ Default ||:| 12 3 4 6 6 7 8 9 0 11 1z 13 14 15 18 17 18 18 20 7 gz 7z z4Mi
= | Default fi] Camerat

- 01 cameral [i] Camera2
= 02 Camera2 ] Cameras
-[& 02 cCamera3 ] Camerad
Emcameram \
[~ Step 1
9 Insert
/

Stalt Time End Time | Retord | FPS Quiality Resalution

7_l:¥afault Custom|
| Day Mode | | [ JWweek Ma.,

/q’ 0K | Ix CanceIJ
/ \ /
Step 2 Step 3 Step 4

Step 2: Click the Insert icon and add a new schedule in the Regular Mode, i.e. to record video during the
time period you set with 30 FPS, normal video quality, and normal resolution.

Step 3: Change the setting by clicking on the Configure icon (See page 54 for detail) or double click the
Schedule Information.

Step 4: Click OK.

3.1.3 Copy Schedule

You may set up the schedule for each channel/camera by repeating the process above, or by simply

applying the setting of a single camera to all the others by clicking the Copy To icon af the top of the display
window.

3.1.4 Holiday and Custom setting

Allows you to schedule each camera for a different day of the week, additionally, you may assign extra
holidays in the "Week” mode

%i Schedule Configuration 3]
g Load (B Copyto [ camerss [o 1 5 5 4 & 8 7 s s o m 12 oM w2 o m a1 s m pafil
= [l Default ] Sunday

=[5 01 Cameral i) Manday
=[5 02 Camera2 ] Tuesday
-5 03 Camera3 ] wednesday
= [ 04 Camerad L] Thursday

g Sunday ] Friday

i Wonday ] Saturday

e

[ Wednesday

[ Thursday oyt

[ Friday
g saturday Start Time | End Time: | Record  FPS: Quality  Resolution

0K X Cancel

Holiday Custom
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Holiday: You may assign holidays where the system will work according to the sefting for Sunday.
Note: The default Holiday setting will apply Sunday'’s se’r’rinﬁs. For the Middle East region where Friday is a

holiday, please adjust setting by right clicking on = and select “"Apply Holiday Schedule
From...".

Custom: You can assign a particular date(s) on which the system will work according to a special schedule(s)
different from the others.

3.2 Adjust the Scheduled Setting:

You can manually change the setting at any time after you insert or load a schedule.

. Option 1: Move the cursor to the “Time Bar” and change the length or move the bar sideways to
change the start and end poinfs.

. Option 2: Click on the Configure icon or double click on “Schedule Information” from the list fo obtain
the "Encoding Option” panel (next page) and select the desired setting.

& Schedule Configuration

Time Bar —] it Gy B camerat o 1 2 5 4 s & 7 8 s 1w

| Sunday

=1 [E Default
+ 8 01 Cameral
+ 8 02 Camera2

] Tuesday

{5 03 Camera3 ] Wednesday
. =& 04 Camerad i) Thursday
Configure - Sty T
—_—

Monday ] Saturday
- [T -

sl

[ B s
g ;:day 3y i Tnsert P Delets A Contigurs

] saturday Start Tme | End Time | Record | FPS Quality | Resolution
15:00 Always

Schedule
Information
] Default - Custom |

W OK X Cancel
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3.3 Encoding Option

Encoding Options

Original Video -

Original Video

LevelOne IP CamSecure

Encoded Video

~Time-
Start Tirme: lﬁ
End Time: lﬁ
Pre-record: ,S_'Sec=.(Max-:SD)

Postrecord: |3 ,5eé! (e BOY

- hode:

J

Rl
r R’ennrrﬁ;ﬂ/ﬂn

& Always Recard

" Recordon Event | Select et

" Record oh Motion:
SEneEt iy TIIT i izl

Framedrterval I—]f 2

et o e o iz 10y

Al | e (e

~¥ideo Encoder

 Keep original video format

™ Adjust MJPEG video frame rate
LR A TR B a0l

I Keep keyframe only
(for MPEGH, H. 264, MxPEG)

* Customized encoding Setup
Ciefault

/

\

\ W 0K | X Cancel|

/Time Option

\ Record Mode

\ Video Encoder

3.3.1 Pre-record/ Post-record Time

The pre-record/ post-record function saves the recording data accordingly. For instance, to setup a 5
second pre-record time means the system will start saving the recording data 5 seconds before the event
happens.

Note: The maximum of pre-record/post record period is 60 seconds.

3.3.2 Record Mode

Always Record: -
Select this option to record the video continuously. e

4 CAl

=G+ CAMO3 Pool
- General Motion

=4 CAMO4 Room A
O General Motion

= @F CAMOS Room B
‘. General Motion
=42 CAMO6 Back Door
-0 General Motion

Record on Event: * Some options are not available under Lite License

Select this opfion to obtain the “Select Event” panel. From the Smart Guard list,
check the camera events or digital inputs to trigger the recorded action. Click OK.
Note: Please note it is required to enable "Smart Guard” from the Main Console
panel before configuring “record on event” to trigger recording.

*Smart Guard is only in IP CamSecure Pro.

Digital Input:

O[] Main Gate Input:n
O[#]Foal nput:o
O] Pool Input:1
O[] Fool Input:2
Ol Fool nput:3

Record on Motion:

Select this opftion to start recording when motion is detected. Adjust sensitivity, the
frame interval and zone to setup motion detection. To setup a single detection
zone, left-click and drag the mouse to draw arectangle. To setup more than one
detection zone, simply repeat the same process or click “All"” to select the entire
screen.

Note: The maximum number of rectangle detection zones is 10.

«  OK

3.3.3 Encoded Options

This option sets up the quality of the recorded video. The "Original Video" window is the original stream from
| the camera. The “Encoded Video" is preview of the recorded video corresponding with the encode setfings
below.
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For IP cameras|
The Encode Video function will reduce frames or re-encode original streaming from IP cameras. To save Hard
Disk usage, adjust framer ate with original video format or re-encode to smaller file size by adjusting frame

rate, resolution and Quality/Bit rate. ~Videa Encoder
" Keep original video format
Keep Original Video format: ™ Adjust MIPEG video frame rate
Select this option to reduce frame rate only but not to re-encode video —
stfreams to save Hard Disk usage. -
. . . eep key frame only
e  Adjust MJPEG video frame rate: Move slider to left to reduce frame (for MPEGA, H 254, MyPEG)

rate. _ _

Note: The maximum FPS will correspond to original video streams set up | © Cemzed encoing _ e |

on camera configuration.
) Keep key-frame only: System will only record key frames of video m

streaming.

Nofe: The key frame interval is controlled by each camera

manufacturer and cannot be adjusted.

Yideo format:

Customized encoding: * notf available under Lite License Framerate:  ———————/ 30
The video stream will be decoded then re-encoded by configuration. Resolufion: T}~ oF
Click “Setup” button to adjust “Encoder Parameter”. A o

Note: Customized encoding function causes high CPU usage, ' ' =

.pe . . () o -
make sure the PC specification is enough (recommend Core 2 Btrae Auiees

Quad or above)

For Analog cameras |
The Encode Video function sets Frame Rate, Quality, and Resolution that you

want to record and provides an approximate recorded time period. | ee Sncadst
For FCS-8005/8006 capture cards you may additionally choose from different Frame Rate ——J Fuil o)
video formats, including Mpeg4 and H.264. Quality ——— Nommal

Resolution  J—— . 320x240

Default

Approximate: 1GB {6 hr 12 min}
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4. Guard

*Guard is only in IP CamSecure Pro.

—Event —Actian
I~ I | @D
=HCE CAMDI Q4 Room Action | Dptions
& iGen St [Jon Screen Display
=G CAMLO O Bdlsend E-Mal
I Farsign Object AP
[z} G CAMLL Dermo *i*F‘TZ Preset Go
PR & Camera Occlusion ' EMan Map:Map, Indicator:None
= GF CAMI2 Deskiop
i signal Lost
=l #| TestPOS
- IE Transaction Start - Video Praview R
= [ Digital Input
- [®] Testhoard Input:2 (nput 2
= [ System

- [A] Disk Space Exhausted

(_i 11l |[_)_|

Click on the Guard button on the Main Console to start the "Event and Action Configuration” panel. You will

need to specify an event to be detected as well as set the appropriate action for the system when the
event occurs.

Note:
1. Event Report: When the crystal ball is o
red, you can click it to obtain the EZETE vt vype | Samera | Basoripéion |
3,2005/11/21 15:16:14  General Motion a
Smart Guard Event Reporf and ‘.2005/11/21 15:16:29  Missing Object 13
cancel the event(s).
Cancel Event Cancel All " Close
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/

Insert Event

8. ral Motion
Ak CAMO2 Driveway
=G CAMO3 Pool
8. General Motion

=G} CAMD4 Room A

'@, General Mation
=G CAMOS Room B
&, General Motion
=G CAMOG Back Door
8, General Motion
[ Digital Input
2] system

e oy o %)
: “E.ven-l — — — ~Action ==
- v 0K
= [CAMOL ain Gate Action Options X Cancel ‘I

-Video Preview

There are 4 sources of events: Camera (video image), POS, Digital Input (device connected to your PC) and
System (condition of your hardware). You can assign multiple events by following the instructions below.

* Note: Some event types will not be available under Lite License.
4.1.1 Camera Event - Assignh a Camera Event

Step 1: Select a camera and click “Insert Event” icon. ~ .

e

Select Event

——

Event Type
i Signal Lost

&&Lose Focus

-

3
Pt
F_3

Pt

"B Gereral Motion
[ Foreign Ohject
= Missing Ohject

&= Carnera Occlusion

Description —_

Detect video signal connection
Detection of any moverment

Detect foreign object in defined areal:
Missing/being moved of defined ohject
Carmera focus lost detector

Camera blocked or darmaged

|\/ QK | [)( Cancel l

Step 2

Step 3

Step 2: There are six types of events: Signal Lost, General Motion, Foreign Object, Missing Object, Lose Focus,
and Camera Occlusion. Select the event you want on the Event Type list, and then click OK.

* Note: Only General Motion and Signal Lost are supported under Lite License.

Step 3: Configure the Event Type. See the following instructions.

4.1.2 Camera Event - Basic Setting

Enable Event: Check the box to activate the event.

[Signal Lost, General Motion, Foreign Object, Missing Object,

Focus Lost, and Camera Occlusion]

Life Cycle:

Automatically cancel event when event disappears: the
alarm/action will be cancelled once the abnormality is fixed or

ends.

Manually cancel event or event continues triggered: The
alarm/action will contfinue until being canceled from the Main
Console. The user currently not at the seat watching the screen

will be notified by the alarm.
Note: To cancel the event:

Function 1: Start > Open Event Report > Cancel All Events
Function 2 : Click the red crystal ball to obtain the Smart Guard

Event Report than cancel the event(s).
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Alarm Event Configuration
Basic
| Enable Event
Life Cycle
t» Automatic cancel event when event disappear
" Manual cancel event or event last triggered
" Cancel event after seconds
Activated Period
v Always activated
" Activated only in the following period
[ oK | ’ X Cancel ]




Enable checkbox and set the timeout seconds to cancel the
event after a specific time whether the event disappears or not.

Detect the loss of video signal from camera.

- Detect any movement in the defined detection zone.

Alarm Event Configuration @

Basic Advanced

Alarm Event Option Video Preview

H Sensitvity, —— f——
Interval: =

-

Reagion Definition

(+ Define detection zone

& salijettaims
| Al | Clear

[
I Start Simulation ‘

|\/ OK HX Cancal I

Click and move the slider control to the right to increase sensitivity so that minimal movement
will tfrigger the alarm. Move the bar to the left to reduce the sensitivity. Setting up an appropriate
sensitivity value will minimize false alarms. For example, you can lower the sensitivity fo avoid the alarm
being triggered by a swinging tree in the breeze.

Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval

To detect General Motion, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.

Click the Start Simulation button and test the function on the preview screen.



Alarm will be set off when an object appears in the defined area on the screen.
[ Afarm Event Configuration @

Baszic Advanced |

—Alarm Event Option a Video Preview

“ Sensitivity:. ———
Interval: ——y ——
=

(" Define object size

All Clear
[ Start Simulation |
[y’ oK HX Cancel l
. Click and move the slider control to the right to increase sensitivity so that minimal movement

will trigger the alarm. Move the bar to the left to reduce the sensitivity of movement detected. Setting
up an appropriate sensitivity value will minimize false alarms. For example, you can lower the sensitivity
to avoid the alarm being friggered by a swinging free in the breeze.

. Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

. To detect Foreign Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.

o After defining the detection zone, select Define Object Size and then left-click and
drag the mouse to indicate the size of the object you want to detect.

For instance, if you want to prevent somebody from leaving a briefcase in a hallway, place a
briefcase in the hallway in view of the camera. On the screen, draw an area that fits the size of the
briefcase and define it as the object size. Remove the briefcase and then activate the Smart Guard
function on the Main Console. The system will consider everything on the screen normal when you click
Start to activate the monitor function.

Click the Start Simulation button and test the function on the preview screen.

Alarm triggers when an object disappears in the defined area on the screen.

Alarm Event Confizuration @

Basic Advanced |

Alarm Event Option Video Preview

” Sensitivity, —— F——
Interval — ——
-

Region Definition

(« Define detection zone

| All | Clear

[
I Start Simulation ‘

Iv/ 0K | X cancel I
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o Sensifivity: Click and move the slider control to the right fo increase sensitivity so that minimal movement
will trigger the alarm. Move the bar to the left to reduce the sensitivity of movement. Setting up the
appropriate sensifivity value will reduce the chance of false alarms. For example, you can lower the
sensitivity to avoid the alarm being tfriggered by a swinging free in the breeze.

. Interval: Click and move the slider conftrol to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval.

Region Definition:

. Define detection zone: To detect Missing Object, you have to define a detection zone. Left-click and
drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.
Note: Forinstance, if you want to prevent somebody from removing the computer monitor on the desk,

draw an area that fits the size of the monitor on the screen.

Alarm Event Configuration

.

Basic Advanced |

- Alarm Event Option

[T (gnore Lighting Changs

-~ Region Definition
+ Define detection zone

¢ Define otiecteize

Start Simulation I

Clear

| Video Preview-

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.7 Camera Event - Lose Focus

This function alarms you when any of the cameras is losing focus and has blur image.

o Era ol e

Pasic Advanced |

~ Alarm Event Option

Sensitivity

\Sensitiviw: —j—“
Interval  —__| I

Ignore Lighting

__’——%- Start Simulation

Start Simulation

- Wideao Preview

[v oK ”x cancel ]

Alarm Event Option:

. Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will frigger the alarm. Move the bar to the left fo reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Senisitivity to avoid the alarm being friggered by a swinging free in the breeze.

o Interval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left to reduce the interval fime.

. lgnore Lighting: Check the box to avoid alarm being set off by light changing.
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Region Definition:

o Define detection zone: To detect Lose Focus, you have to define a detection zone. Left-click and drag
the mouse to draw a detection zone. You may define more than one zone on the screen by repeating
the same process. User can also click on "All" button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.
4.1.8 Camera Event - Camera Occlusion

This function alarms you when any of the cameras are blocked.

Alarm Event Configuration

Basic Advanced |

~Alarm Event Option

= Video Preview

Sensitivity

\Sensitivit\;: e
Interval —_— i —

Ignore Lighﬁng I v lgnore Lighting Change

start Simulation  —————  Statsimuiaion

| oK Jlx Cancel ]

Alarm Event Option:

. Sensitivity: Click and move the slider control to the right to increase sensitivity so that a relatively small
movement will frigger the alarm. Move the bar to the left fo reduce the sensitivity of movement
detection. Set up an appropriate Sensitivity value will reduce the chance of false alarm. For example,
you can lower the Senisitivity to avoid the alarm being friggered by a swinging free in the breeze.

o Interval: Click and move the slider control to the right to increase interval time so that the alarm will only
be triggered when the movement lasts longer. Move to the left fo reduce the interval fime.

. lgnore Lighting: Check the box to avoid alarm being set off by light changing.

Region Definition:

. Define detection zone: To detect Camera Occlusion, you have to define a detection zone. Left-click
and drag the mouse to draw a detection zone. You may define more than one zone on the screen by
repeating the same process. User can also click on “All" button to select the entire detection zone.

Start Simulation: Click the Start Simulation button and test the function on the preview screen.

4.1.9 POS Event - Assign a POS Event

Step 1: Select a @POS device from the list and click W to insert event.
Nofte: Please insert the POS device in Config -POS Application first. Then set the alarm based on it.

Step 2: There are five types of events: Transaction Start, Transaction End, Open Cash Register, Connection
. Lost and User Defined. Select the event you want on the Event Type list, and then click OK.
. Transaction start - Detect the beginning of any transaction.
(*) Transaction End - Detect the end of any transaction.

$ Open Cash Drawer - Detect the opening of any cash drawer.

P

‘“} Connection Lost - Detect the connection problems between POS box and Main Console.
1. User Defined - Detect any condition defined by user.
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Event Type | Description |
:@:Transaction Start A transaction starts

:@:Transaction End A transaction ends

:$:Open Cash Drawer Cash Drawer is opened
EHFECDnnection Lost Connection Lost

:!:User Defined 1 User defined event rule 1

:!:User Defined 2 User defined event rule 2

:!:User Defined 3 User defined event rule 3

:!:User Defined 4 User defined event rule 4

v 0K | X Cancel|

Step 3: Configure the setting of the Event Type. Please refer to the POS section of the User manual.

4.1.10 Digital Input Event - Digital Input Event

A Eventand Actiion Configuration E |
Ewent | Action -
- S e 1 v oK
/D b = £ | i W & | el

= CAMOL Camera 1 Action Options X Cancel
'8’ General Mation
OF CAMO2 Camera 2
-1 CAMOZ Camera 3
Si-e ‘I O CAMD4 Camera 4 Select Digital Input Module
p el Digital Input]

[#] card nput:n 1/0 Wodule: Input Pin H
-[# System gg/ 1 (awitch)
el 2 (nput 2)
cardl 3 (Input 3)
cardl 4 (Input 4)
cardl 5 (Input 5)

cardl 6 (Input 6)
Sfep 2 / cardl 7 (nput 7)

Step 1: Click and highlight Digital Input on the event type list, and then click the W Insert Event icon.
Step 2: Select the device that is connected to your system.

4.1.11 System Event - Assigh a System Event

{ iction Confisyrstion x|

~Action

| v 0K

Bl GF CAMOL namel Action |Optinns X cancel

¢ @) General Motion
£ GF CAMOZ narmez2

. @) General Motion [ERIREORAN
S’rep 1 MG CAMO3 name3

. L) General et

Event Type | Description |
Disk Space Exhausted Disk space is exhausted
Systern Health Unusual High CPU ternperature of low fa...
) Resource Depleted CPU or mernory is depleted
%] Digital Input
>\E Sg‘{emnpu MNetwiork Congestion Metwork bandwidth is overloading

Step 2

v 0K | X Cancel|

Step 1: Click and highlight System on the event type list, and click the L Insert Event icon.
Step 2: There are four events, select the event you want to detect.
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4.1.12 System Event - Disk Space Exhausted
This function alarms you when disk space is exhausted.

4.1.13 System Event - System Health Unusual
This function alarms you when CPU is under high temperature or fan speeds are running low.

Current Status: Displays current CPU temperature, Motherboard Temperature, Fan Speed and Power fan
speed.

Options: Check the Temperature Format for Celsius or Fahrenheit; fix maximum motherboard temperature for
High Temperature Alarm and minimum RPM for Power Fan Speed Alarm.

4.1.14 System Event - Resource Depleted
This function alarms you when CPU or memory is depleted.
Current Status: Shows you the current Total CPU Loading and Total Memory Usage.
Options: Fix maximum percentage for High CPU Loading Alarm and High Memory Usage Alarm.

4.1.15 System Event — Network Congestion
This function alarms you when network bandwidth is overloaded.

Current Status: Shows you the current Total Upload/Download bit rates.
Options: Fix maximum bit rate (Kbps) for High Upload/Download Bit rate Alarms.

Svstem Health Unusual Resource Debleted Network Conaestion
= ; 1 | Alarm Event C
Basic Advanced | Basic Advancad | Pasic Advansed |
—Current Status
CPU Temperature ile] - Current Status r Lo i
Motherboard Temperature 0c
Fan Speed: 0RPM Total CPU Loading 81 % Total Upload Bitrate 0 kKhps
Power Fan Speed 0 RPM
X il ey s 3% Total Download Bitrate 0 khps
—Options
Terperature Format: i+ Celsius
i Fahrenheit —Options ~ Options
High temperature alarm at: : Toc
High CPL Loading Alarm at ~| f0% . ﬂ
High Motherboard Temperature Alarm at: =] 700 I Wt e A i =] 1100 Khps
_ . High Memaory Usage Alarm at ﬂ 70 % -
Ly et e A &1t < 1000 RPM High Download Bitrate Alarm at: ZI 100 Kbps
Low Power Fan Speed Alarm at: =1 1000 RFM
v 0K | X cCancel | v OK ‘ X Cancel | 0K | % Cancel |
4.2 Action
4.2.1 Action - Assign a action type
Bt B3
- Event ~Action -
BRaRE —glaaps|a il
Si‘ep ] Sk CAMOL Camera 1 BEERS Ul
¢ '8! General Motior
- [3 Digital Input Action Type | Description |
- (& System []on screen Display On Screen Display
B Play Sound Play Sound
/ Bdsend E-Mail Send E-Mail
Phone Cal Phiore Call
+5¢PTZ Praset Go PTZ Presat Go
fesqutinle] [mf{ls]
end a message  Send a message
Step 2 Bdsend a 5MS Send a SMS
P Bdsend to Central Server  Send ta Central Server
A FTe Send snapshot to FTP
\ 4" popup E-Map on Event Popup E-Map an Event

o 0K | x Cancel‘

E:'
el
%
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To insert a new action:

Step 1: Choose an event and click the insert action iconk.

Step 2: There are 10 types of actions, select the actions you want and then click OK.

1. On Screen Display 6. DI/DO

2. Play Sound 7. Send a SMS Message

3. Send E-mail 8. Send to Cenftral Server
4. Phone Call 9. Send snapshot to FTP

5. PTZ Preset Go 10. Popup E-Map on event.

* Note: Some actions will not be available under Lite License.
Step 3: Configure the setting of the Action Type if needed.

4.2.2 Action Type - On Screen display

A red warning will be flashing on the screen of Main Camera ALt popup |
Console, indicating which type of unusual event is &A1 Cami
defected.

Step 1: Select the “On Screen display” action and then click OK.

Step 2: The responding window will popup to Selected Camera.
Click the “On Screen display” indicator to modify the

se’r’ring. ~Displayed Text
Camera: Display the camera applied to this action. @ Missing Object
Auto popup: Click the Auto popup column and select the ® GuEmE Tt

expected monitor for popping up the event.

Displayed text: You can follow the default sefting to show
the event type, or enable “Customized Text” to define the v K | X carce |
text as your preference.

4.2.3 Action Type - Play Sound
Sound alarm - the system will play the sound as alarm when an unusual event is detected.

Step 1: Select the “Play Sound” action and then click OK.

Step 2: The responding window will popup to choose a Wave file (.wav). Click the *Play Sound” indicator to
modify the setfing.

4.2.4 Action Type - Send E-mail ™ Select Contactor k3
The system will send an E-mail immediately to given ’
accounts indicating the type of event, the time, and | ©onastor

Edit Address Book |

attaching a picture taken while the event is BIhS =k e 255
FE User 1 Liser 1@mail.com

de TeCfed' E’ User 2 user2@mail.com
HE User 3 user3@mail.com

Step 1: Select the “Send E-mail” action and then click OK.

Step 2: The responding window will popup to Select Contact,
type the message to append. (You can choose more
than one contact).

Edit Address Book: Insert the contact information here. Customized mases et
Nofe: 0e content:

Motioh deteaction alarm of camera A, please do the below S0P,

1. To give the system the E-mail accounts, go to
Config > Setup > Hotline. See Configurations on
page 77 for details.

2. For Digital Input Events, this warning action will send
the snapshot of the associated camera. Please
refer to 1/O settings for details.

’/ oK ] ’x Cancel ]
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The system will call a given phone number when an unusual event is detected.

* Note: This function is not available under Lite License.

Step 1: Select the Phone Call action and then click OK.

Step 2: The responding window will popup to Select Contactor and key-in the message which want to
append on SMS content. (You can choose one more contact at once).
Note: To setup the phone number and make an audio record for the phone call, go to Config - Setup

- Hotline. See Configuration on page 771.

4.2.6 Action Type - PTZ Preset Go
The PTZ (pan/tilt/zoom) camera will go to a preset point or
detected.

* Note: This function is not available under Lite license.

Step 1: Select the “PTZ Preset Go” action and then click OK.

Step 2: The responding window will pop up to PTZ Camera Preset Go
modify the setting.

Step 3: Set the action of cameras which you want to frigger by even

For example: Please follow below steps to setup this function.
. Set the action of camera 1:
1. Choose camera 1.
2. Set the start, end preset poinfs.
3. Select the Life Cycle.
4. Click on Add.
. Set the action of camera 2:
5. Choose camera 2.
6. Set the start patrol and end patrol.
7. Select the Life cycle
8. Click on Add.
9. Finally click on Ok to save all setting of cameras.

PTZ Camera Preset Go

Camera: ICAM1 4 (camera 3) - I IP Camera

—Slart
& Preset  Patrol
J1 i [-]
i Life Cycle
(+ Stop PTZ action when event disappear
¢ Keep FTZ action I— secand
—End
(¢ Preset " Patral
The end preset go will take | second
[ a0 ][ clar |
Camera | Start: | Life Cycle | End | End Preset Go |

[./ 0K ] [x Cancel ]

Note: Configure your PTZ camera before using this function. See Config on page 75 for PTZ camera

configuration.

4.2.7 Action Type - DI/DO

To trigger Digital input/output devices connected to the system, such as alarm lights and sirens.

Select Digital Input Module

Digital output to signal:

IO Module | Input Pin
Levelone WiCS-20,., 0 (Input 0)
2XIS 214 (192,16... O (Input 0) @
Input 0
®
Input 0

¥ #utomatically popup IO control panek

A 4

Qutput 0

Qutput 0

v 0K | X Cancel|

Step 1: Select the “DI/DO" action and then click OK.

Step 2: The responding window will prompt user to Select Digital Input Module. Click the “DI/DO" indicator fo

modify the setfing.
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Step 3: Select the device that is connected to your system, that is, the PC you are working with. You can
enable the Automatically Popup I/O Conftrol Panel check box to obtain the correspondent panel to
monitor the 1/O status.

Note: You should adjust the setting of I/O device in Config>Setting>l/O Device first, the I/O control
panel will display the device status based on it. You can also adjust the size of the panel by dragging
a mouse or click the IEEIX|  on the right top of the display window.

4.2.8 Action Type -Send an SMS message ¥ Select Contactor 3
The system will send an SMS message immediately to
given accounts indicating the type and time of Contator ’ SR ]
event. Mame Phane Mumber
* Note: This function is not available under Lite License. g - g
HF User 3 333-3333-3333

Step 1: Select the “Send a SMS message” action and then click
OK.

Step 2: The responding windows will popup to Select Contactor
(You can choose one or more contacts). Click the
“"Send an SMS message” indicator to modify the setting.
Note: To configure a GSM modem for the system, go to
Config - Setup - Hotline. See Configuration at page 77.

Customized message content:

customized message of each alarml

4.2.9 Action Type - Send to Central Server [v oK | [X canel |
This action will send an event and snapshot fo the
Cenfral Management Server (separate software package, not included).

* Note: This function is not available under Lite License.

Step 1: Select the “Send to Central Server” action and then click OK.
Note: Please refer to the CMS user manual for details on using the Central Management System.

4.2.10 Action Type - Send snapshot to FTP
The system will upload a snapshot immediately to FTP site.
* Note: This function is not available under Lite License.

Step 1: Select the “Send snapshot to FTP" action and then click OK.
Note:
1. For Digital Input Events, this warning action will send the snapshot of the associated camera.
Please refer to 1/O settings for details.
2. To define an FIP server, go to Config > Setup > Hotline. See Configuration at page 77 for detail.

4.2.11 Action Type - Popup E-Map on Event
The system will auto popup E-Map window and show the assigned

* Note: This function is not available under Lite License.

Map Layer: IFIower j
Step 1: Select the "Popup E-Map on Event” action and then click OK. Indicator: [Carn1 ]
Step 2: The responding window will popup to Popup e-map on event.
Click the “Popup E-Map on Event" indicator to modify the setting. v ok | x canel |

Step 3: Select the Map Layer and Indicator, and then click OK.
Note: To edit E-Map, see Configuration at page 90.

4.3 Advanced Settings

Click on the Advanced button on the bottom of the Event and Action Configuration dialog for advanced
settings.
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Condition of startup — Smart Guard can be started under the follow modes:
1. Manually start/stop from Start menu or as Main Console startup setting (default)
2. Started by defined D/I frigger. Select D/I from dropdown list and click OK.

%]
URRow| @ glmene|a
=gk CAMO9 QA Room Action | Options
@, {General Matiani [L1on Screen Display
= G camM10 Office B send E-Mail
T Foreign Object =l
£ G CAML1 Demo t%:DTz Preset Go
& Camera Occlusion # E-Map MapiMap, Ir
=GP CAML2 Deskiop Advanced Settings m
4l Signal Last i
= £F TestPOS "
{3 Transaction Start - Vigeo Preview Condition of startup
= [# Digital Input b
[#] Testboard input:2 (input 2)  Manually statt’stop from Start menu or as Main Console stattup setting
=[] System
il el Spore Faestad & Start Smart Guard detection when digital input signal trigger

Select digital input module; Testhoard inputSwitch j

b 0K [x Cancel]

< ) 63 ‘
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5. Configuration

& settrg
A User Account Sattng

Click on the Config icon, select from the drop-down menu
and open the Configuration panel. Modify the setting and
access License Manager, Counting application, POS
application, Log viewer, Backup, Network Services. Select
Save/Load Configuration to save/load all the settings.

* Counting Application and POS Application not available
under Lite License.

* Video Source function available only with MPEG-4 software
compression captures devices.
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5.1 Setting - General

Storage Status Display
s Sotin / / '
Startupe _ : . -

Geha mera | If0 Device | PTZ Canflg | Hotline | Address Book [/Monitor Display | Joystick |

Startup Storage Status Display

I Main Console Location [Z)&][2][x) | ¥ CurentDate

™ Schedule Recording System Di\Video [v Current Time

™ Sman Guard System v Login User

™ Counfing Application [v Free Disk Space

Iv Live Streaming Server d [~ IP Camera Bitrate

v Remote Playback Server v UserDefined Text 1
Automatic Recycle:

¥ 3GPP Semer ’
+ Recycle when disk space is

¥ Remote Desktop Server las5 than 10 % [ User Defined Text 2

¥ Central Managemnent Service " Only keep video for days {Suwenllance

. Full Screen
MISC9||GF'E‘0£-’5*' SLBan ' l Log Recycling ] l Advanced Seffing ]

Miscellaneous Audio Preview Reboot

I™ Automatically popup event report DefauliChannel (NotUsed) ~ [~ Enable Auto Reboot

I Minimize to system fray [ Enjable Audio on Active Channel Ewery -

™ Synchronize video frames
Volune — ,Ji at ~

DOMNS Serdce

/ / {«/ oK | l X cancel ‘

Audio Preview Avuto Reboot

5.1.1 Startup

Check the Main Console box to execute Main Console system when windows startup.

Check the following 3 main functions and 5 network services to auto activate functions when Main Console
system is executing, including Schedule Recording System, Smart Guard System, Counting Application, Live
Streaming Server, Remote Desktop Server, 3GPP Server, Remote Desktop Server and Central Management
Service. Checking other options can setup the startup status as Full screen or allow system to auto login with

the preset account.

Setup Auto login: Enable “Auto login” and click the Setup button to obtain
the Auto Login Setup panel, insert the User Account and Password to login
automatically when the system starts. Enable the Minimize after login to
minimize the Main Console window after login.

5.1.2 Storage

Location: Assign the default folder (you can setup several directories for
storage) for the system to store all data files. Recommend not to save in
system HD (C :\) to avoid PC efficiency drop when free storage is low.

If you have more than one drive available for recording, you may check
"Enable Disk Load Balance” to evenly distribute recording to multiple
drives. This will increase efficiency of the system.

Automatic Recycle: The system will automatically delete out-dated data
fo save storage space.
. Recycle when disk space is: Set the standard limit fo lef the system
recycle automatically.
Less than _ %: The system will start to recycle if the disk space is less
than the indicated percentage(default is 10%).
Note:
1. The system will detect the storage space of default location firstly,
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User Account: I

Password: I

Fassword Confirm: I

- Event Log

K ithin interval of videa files

ly— days

~System Log
i Keep systern log within interval ofvideo files

|14 days

i+ Keep system log for

~ Counting
i Keep counting log within interval of video files

Igo— days

& Keep counting log for

P08 Transaction
" Keep POS transaction within interval ofvideo files

= Keep POS transactioin for IQU days

~Resource Report
" Keep resource repor within interval of video files
i+ Keep resource repor for IBD days

& 0K | X Cancel ‘




if the default storage space is exhausted, the video will be stored to the next directory.
2. If all the status of locations exceeds the storage rule, the system will start recycling in an hour

progress.
. Delete the video records that are older than the number of days set.
If the default storage spaces exhausted (disc space is less than 3%), the system will start to recycle
by hourly period.
. Click the button to obtain the Advanced Recycle Setting panel. Set the days that you

want to keep the event or Keep all event logs within interval of video files.
Delete the event log data that is older than the number of days set.
Delete the system log data that is older than the number of days set.
Delete the counting application data that is older than the number of days set.
Delete the POS transaction data that is older than the number of days set.
Delete the Resource report data that is older than the number of days set.

Check the boxes of the information that you wish to see in the information display window in the Main
Console.

N

2010/10/18

17:46:17
admin

ting

- Temperature
W CPU Temperature

= Celsius Degree

£~ Fahrenheit Degree
¥ Motherboard Temperature

& Celsius Daorae

£~ Fahrenheit Degree

- Fan Speed

¥ CPU Fan Speed
¥ Power Fan Speed

- Bystem Resource

¥ Total CPU Loading

. Select the information such as Current Date, Current v TolalMemory Usase
Time, Login User, Free Disk Space, IP Camera Bit rate and User Defined [ NetwarkUtiizalian
¥ Tatal Uplnad Bitrate
Te)d- ¥ Total Dovmload Bitrate
. Click the button to obtain the Advanced Setting v ok | % camel |

Panel to select Temperature, Fan Speed, System Resource and
Network Utilization information you wish to display.

Automatically Popup Event Report: Event report dialog to automatically popup when events are detected.
Make sure to stop Smart Guard System before you modify the setting, otherwise the modification will not take
effect.

Minimize to system tray: Enable the Option to minimize the Main console to be an icon in notification area of
windows task bar when pressing the minimize button.

Insert the username and password of MainConsole again when clicking the minimized
MainConsole icon in notification area of windows task bar to start monitoring.
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Synchronize video frames: Select to avoid image tearing problems that may occur while CPU loading is
increased. )
Dynamic DNS Setup

. DDNS Service: Dynamic Domain Name Server (DDNS) function allows
you to use Live View or Web View to connect to the Main Console

through Internet event if you have a dynamic IP address. rredder ;DtDNS -
User name

Click on the DDNS button to obtain the Dynamic DNS Setup panel. Password |

Set up the DDNS function by selecting the provider type, filing with Hostname |

user name, password and hostname, and adjust the update period.

Update period t———— 16 minutes

*DDNS Service is only in IP CamSecure Pro.

’\/ oK ] ’x Cancel ]

5.1.5 Audio Preview

Default Channel: Select the audio channel that you wish to hear from in “Default Channel”.

Enable Audio on Active Channel: Select the "Enable Audio on Active Channel” option to hear the audio
from the selected video channel (selected by mouse) on each video grid of Main Console. The default
channel will play if no specific video channel is selected.

Volume: Adjust the volume with the “volume bar.”

System plays the audio of System plays the audio of the
"default channel” upper-left “selected channel”

5.1.6 Auto Reboot

Check the option of "Enable Auto Reboot” so that you can reboot the system Startup
on the time you select. [ T Wiain Console l

[~ Schedule Recording System

Step 1: Check the option of “Enable Auto Reboot.” "~ Grnan Guard System

. [~ Counting Application
Step 2: Select the fime you want to reboot.

[ Live Streaming Server

Note: Enable “Main Console", “Auto Login”, “Setup login account” and |_IFemata Flaatl Sanan

check other status in Startup section so when PC reboots the system will run B e
normally. [~ Remate Desktop Server

[~ Central Management Service
Auto Reboot

% [~ Full Screen
[ Enahle Auto Reboot

I [~ Auto Login I
Every
at DDNS Service
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5.2 Setting - Camera

Search

Insert

General Camera | o Device | PTZ Coniig

thy Search. 5 Inort ‘ﬁ]/:hé_leye.-| ¥4 Contie

& canger Cami
M0z VIVOAEK-FD7131
E CAMO3 YIYOTEK-127151

B CaMO4 A

A

15, CAMDI VIVOTEK-TF7135

8 CAM10 LevelOre WCS-2040 (192,
& CAM11 LevelOne WCS-2060 (192,
I8 CAMI2 AXIS 214 (192.168.2.24)
&, CAM13 D-Link DCS-5610 (192, 168

LevelOne IP CamSecure

Config

H_D1Iine| Use_rAccountl-Address Book | Maonitor Displa\,tl .Joy_stick'

Delete 35, CAM14 CAMEZ

—Camera Parameter

|CAM2

Go to Weh Interface:

Camera Seftings

video Parameter

- 05D Setting
¥ Enable
[~ Date
I~ Time

¥ Camera Murnber

v Camera MNarme Font

|EDDQID4ISU “l
IAM11:1 5:00 'I

Stream Prafile [T Bitrate Apply Al
< | 2 S
v ok | x cancel |

5.2.1 Add Camera

Four function buttons will be included in the Setting/Camera panel if you have our Hybrid Surveillance

System license for IP camera.

Search: Click on the Search icon for the Search IP Camera panel.

The s

automatically; click on the Stop Scan button to stop scanning any time.

ystem will start scanning

Search TP Cameras
P Vendor Model MAC fad
O 30
m] €10
[J192.168.1.130 LevelOne FC5-4000 00-40-25-00-00-13
[J192.168.1.97 LevelOne WCs-2010 00-11-68-80-44-F1
[J192.168.1.90 LevelOne FCS-1010 00-11-68-80-44-BD
[0192.168.1.60 AXIS 207 00-40-8C-72-47-B5
[0192.168.1.93 LevelOne FCS-2000 00-11-68-80-3A-05
[J192.168.1.98 LevelOne FCS-1040 00-11-68-80-47-01
[J192.168.1.92 LevelOna WCs-2030 00-11-68-80-32-28
[J192.168.1.54 LevelOne FCS-1020 00-11-68-80-36-FD [

~IP Camera Option
Camera Name: ]Le‘delcne FCB5-5011(192.168.1.131)
User Name:
Password:
7

Fill in the user name and password for each IP camera found and click OK to add it to the camera list.

Insert: Click on the Insert icon for the IP/Video Server Setting panel and add IP cameras to the list.

See

following part (IP Camera/Video Server Setting panel) for detail.

Delete: Click on the Delete button to remove the selected IP camera(s) from the system. Click OK to finalize

the modification.

Config: Click on the Config button for the IP/Video Server Setting panel. You can modify the IP camera
settings with the Setting panel. See following part (IP Camera / Video Server Setting panel) for detail.
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5.2.2 IP Camera / Video

Server Setting panel

Network

Device

\

Description

\zNetwork

LevelOne IP CamSecure

Mame: I

IP Address: I

[~ Use DMNE

Hitp Port:

User Mame: I

Password: I

Protocol: TGP

~

LDP

= HTTF

~Device

Wendor: {

i I Auto Detect

Carnera Model: {

camera:

™ 1
a4

=
=&

“Description
Video Codec:MIPEG
Audio Codec:MiA

Carmera:1, DI:0, DO:0

o

OK | X Cancel |

Network: Fill in required info of the Network field (including Name, IP Address, Http Port, User Name, Password
and Protocol) referring to the instruction provided by the camera manufacturer. Check "Use DNS™
to use domain name instead of IP address.

Device: Choose the IP camera manufacturer from the drop-down menu.

Alternatively click on “Auto

Detect” and the detected vendor /model name will show in the box.
Description: Shows information for the IP camera.

5.2.3 Camera Parameter

Camera List

~_

P Seach {5 Insert P Delete | (o) Config

&5 CAMOL Caml

$E camMoz WIVOTEK-FO7 131

&E CAMD3 WIVOTEK-IZ7 151

45 CaMOq AXIS 2104 (192.168.2,22)
45 CAMOS D-Link DCS-6100 (192,168
&5 CAMOE Wivotek FD7141 (192,168,
45 CAMO7 vivoiek FD7132 (192,168,
45 CAMOB AXIS 2104 (192,168.2,22)
&5 CAMDZ WIVOTEK-IF7135

4B CAM10 LevelOne WCS-2040 (192,
I8 CAM11 LevelOne WCS-2060 (192,
JE CaM12 AXIS 214 (192.168.2.24)
&5 CAM13 D-Link DCS-5610 (192,165
5 CaM14 CAMZ

General Camera | (e DENICE'I PTZ Config I Hotline I User Account I-Address Book | Monitor Display Juyslltkl

i Camera Parameter

|CAM2

Go toWeb Interface
Camera Settings

Widen Parameter

Stream Prafile

050 Setting
I¥ Enahle
I~ Date 2008/0430 v[
FTme  [mrmiison =
I¥ Camera Number:
¥ Camera Hame Font
I~ Bitrate Apply Al
v 0K | X cCancel ‘

Camera List: The camera(s) connected to the system will show on the panel, click the name of the camera
to adjust the setting.

Camera Parameter:

Camera Name: Name the camera.
Go to Web Interface: Go to vendor's website interface to configure the camera setting (optional).
Camera Settings: Set the camera parameter offered by camera vendor.

Video Parameter: Adjusts the video's brightness, contrast, saturation, and color hue values.

Lens Setting: ImmerVision Lens are currently supported. Click to enable lens or setup configurations,
such as camera position.
Stream Profile: Stream profiles are pre-defined to preferred settings which will respond from the query
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of the remote live view function. Each profile has different Format, Frame, Resolution, Quality and Bit

rate (Kbps) settings.

‘Stream Profile Setting

Stream Profile wivotek PZ61x2 (192.168.2.240)
| Format | Frame Rate | Resclutior | Quality | Bitrate (kKbps) |
Original : =2 Fus E ;
MNarrnal MPEG4 15 CIF MNormal
Loy MPEG4 10 CIF Lo
Mirirnurm MPEG4 3 QCIF Loy
/- Options
/ Wideo format: |MPEGd vi
Options _
Framerate:  — ) 2
Resalution: —J 01
& Qualty T, f High
" Bit rate: S 200 Khps
’ Defaull l ’ Feal Size ]
Copyta.., [,/ oK ] [ ¥ Cancel ]

Note:

The types of stream profiles and options will differ among stream sources.

° IP cameras on NVR IP+ License:

5 profiles including Original (not configurable), High, Normal, Low and Minimum (for PDA/Smart Phone

Clients).
° IP cameras on NVR Lite License:

3 fixed, not configurable profiles including Original, Low and Minimum (for PDA/Smart Phone Clients).

e  Analog cameras on FCS-8005-8006 series:

Note:
1.

4 profiles including High, Normal, Low and Minimum (for PDA/Smart Phone Clients).

Use “Copy to..."” option to apply settings of a single camera to others.

2. To choose stream profile of remote live view, see Live view setfting at page 102 for detail.

5.2.4 OSD Setting

Select the information that you wish to see in the on-screen display, or the sub-screen of the camera. Click

the Font button to setup the font style.

Choose Font m
- Fareground
Fant: Iﬁ Tahoma -
Size IE =
Coor [
¥ Bold |¥ Edge
- Background
coer. [ (]
Transparency {l— 2
Default

5.3 Setting - 1/O Device

. Setting

General | Camera 10 Device | PTZ Ganfig | Hatine | Address Book | Monitor Display | Joystick |

110 Device

Digital inputfoutput pins of selected KO module

Module: [Testooara Narme: EC
Device |scarozs -l Add Type WO -

COM Port ICOM‘\D j Modify Associated Camera: WA -
(=]

[adaron =

Remave l

oin JT— T Cimmal Torme

Device Setting
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I/O Device Setting —
List of devices —
Input Monitor — Output Monitor

I1/O Device Setting:
o Module Setfting: Name the module device and ID that has been connected to the digital input/output
device(s) to your system.

. Device: This column displays the device(s) already installed to the system.

. ID: Select the number of the I/O port to which you plug the ribbon cable.

Input Monitor: The device(s) is turned on if the dot is red. By triggering the digital input device, the related
icon will light up. This is used to check that the device is correctly connected.

Output Monitor: The device(s) is turned on if the dot is red. By clicking on the icon, you may trigger the digital
device connected to the system. This can be used to test if the output device is correctly connected.

Device Setting

*  Name: Insert the name of the device (input and output).

* Type: Select the device type from the drop-down menu.
1. N/O: Normal Open.
2. N/C: Normal Close.

* Associated Camera: You may assign one camera to each digital input device. Smart Guard will
collect snapshots from these cameras upon certain triggered events. For details please refer o 4.2 -
Action. Dl's included with IP cameras will keep its own camera as default associated camera.

5.4 Setting - PTZ Config

o Seiting E|
BQSiC Seﬂ'ing Genera\] Camera} W0 Davice  PTZ Config IHmIme] UserAccoum} Address Bouk] MumtorDlsplay] Joystlck]
—

\

O & camMol Camera 1

] § CaMO2 Camera 2 Camera Model ’m
O & caMO3 Camera 3
Edcamng Carmera 4 Cam Port [ com -
Baud Rate 2400 =
Address:  |Addron -

Basic Setting

Advanced Setting

Advanced Setting

Pan Speed —)— Medium

Tilt Speed 7)7 Medium

Zoom Speed 7)7 Medium
i

|

Miscellaneaus

Miscellaneous —

[ Patrol Group ] [ User-Define Preset ]

[\/ 0K ] [x Canuel]

Install PTZ cameras and follow the instructions of the camera manufacturer. A PTZ camera is usually
connected o the PC with RS-485/RS-422.
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Check the box on the camera list to activate the PTZ control function of a PTZ camera.

Basic Setting: Select the camera model, com port, baud rate, and address according to your PTZ camera.

Note: If the camera model is an IP PTZ camera, you can work PTZ function directly without the com port,
baud rate, and address settings.

Advanced Setting: You may setup the pan speed, tilt speed, zoom speed and auto pan speed. Adjust the
settings by dragging the bars.

Miscellaneous:

o Patrol Group: You can setup the Patrol Group, please see page 28 for detail.
o Default PTZ Preset: By enabling this function, the PTZ camera will automatically go back to a default
preset point when no PTZ commands are under action. To enable this option, check "Back to PTZ

preset after idle” and define idle periods and a default preset point.

PTZ preset default setting

v Backto PTZ preset after idle

Time interval of idle timeout: 20 Sec.
Back to preset point after idle: PTZ hame -

[J QK ] [x Cancel ]

. User-Defined Preset: User-Defined Preset for the analog speed dome can trigger the extra-function of
the speed dome itself, for example auto-tracking, login menu of camera...etc. You can refer to the
detailed description of each analog speed dome on its user manual.

User-Defined Preset Dialog

 Configuration

Freset Mame:

Freset Mumber:

Freset Type: " SetPreset
{+ GotoPreset
Add Update
D | Name Preset | Type |
1 point 17 g0 Set
2 function 1 99 Set
3 function 2 a5 Gao
4 function 3 65 Ga

[,/ oK ] ’x Cancel ]

Stepl: Type the Preset Name.
Step 2: Type the Preset Number.
Step 3: Select the Preset Type.

Step 4: Press the buttons to Add, Delete, or Update preset
setup.

-76 -



Intelligent Surveillance Solution

LevelOne IP CamSecure

5.5 Setting - Hotline

Generall Cameral [lls] Devicel PTZ Config Hotline |UserAccuunl Address ElElElKl Monitor Display Juystickl

— E-Mail —Telephone

*SMTP Server: *Port: |25

Moderm: IMotorola SM56 Speakerphone Modem j

|
*E-Mail Sender: I Wave Fila: I ...
|

E-Mail Subject: Autornatic hangup after ISD S
Body Content: ;I Test
Make test phone call to: |
I SMTP server needs authentication il EE i | Hang U

UserAccount:I — GSM modemn
EEs sy I Send Test Mail Port: INone vl

“FTP Bl Eate: m
AR f “Part {21 FIf Code: r
“Lagin ID: I rtenals |1— rintes
*Password: | Test
Upload directany: |I Send atest message to:l

I~ Passive mode Upload TestFile Test

DK | X Cancel |

*Hotline is only in IP CamSecure Pro.

Configure the settings of various contacts or devices, including E-mail, FTP, GSM modem and Telephone calls
which will be triggered upon event detection.

E-mail: Input the following information: Server, Port, and Sender’s E-mail address, E-mail’s subject title, Body
content and SSL option for encrypted fransmission. Click on the Send Test Mail button fo test the settings.
Note: * indicates mandatory fields
FTP: Input the following information: server, Port, Login ID, Password, and Upload directory, according to your
FTP type to enable/disable Passive mode. You may click on the Upload Test File button to test the setftings.
Note: * indicates mandatory fields
Telephone: Select the modem that the system is going to dial the info call with, and then insert the phone
number you want to dial to. (A modem is required for voice fransition.)
Note: 1. You must use a modem with voice capability.
2. You may select a Wave format file; it will be played in the phone to alarm the person who picks
up the phone call.
GSM modem: Set the Port and Baud Rate of the GSM modem device, and then enter PIN code. You can
setup the interval of send SMS message. You may click on Test to send a test SMS message.
Note: The interval is set to fix a minimum fime period between two SMS messages.  If set as 60 min, the
SMS between 60 min would be deleted and not sent to user.
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5.6 Setting - Address Book
Manage the address book from which you may send out a phone call or an E-mail when an unusual event is
detected.

1 Sotting

Generali Camera] 1D Device | PTZ Conﬂg1 Hotlinel User Account  Address Book ]MonitorDispIay

Please inputthe name and contact information

Name: [Wichas! Phone: |555-1123125 E-Mail: |mike@notine com

Description: 1

[ Add ” Clear H WMadify j’ Remave

Contact persons

Mame Phone E-Mail Description
B Michzel 555-1123125 mike@hotline.com

*Address Book is only in IP CamSecure Pro/Pro Plus.

5.7 Setting — Monitor Display

Playback Option Cameras List

General' Cameral W0 Device | FITZ Config | Hotline serAccnuml Addjess Book  Monitor Display |.Jnyst|ck|

Run Playback on Monitor |1
Primary ISecundaw|

—Auta Scan AUi‘O SCGn

0L Caml 0Ll Caml_1
02 VIVOTEK-FO7I31 02 VIVOTEK-FD7131_1 l—_l
- 01 Cam1_1 =
(03 VIVOTEK-I£7151 03 VIVOTEK-IZ7151_1 Primary Channel =
04 4XIS 2104 (192.168.2 2 04 AXIS 2104 (192.168.2 2 Secandaty Channel [07 vivatek FT vl
‘@05 D-Lirk DCS-6100 {192.1 ‘@05 D-Lirk DCS-6100 (192.1
iEH06 Vivotek FD7141 (102,16 _ © iEH06 Vivotek FD7141 (102,16 Auto-scan Interval |1 SR
@07 Vivotek FO7132 (19216 @07 Vivotsk FD7132 (192.16
EH02 AXIS 2104 (192.168.2 2 = EH02 AXIS 2104 (192.168.2.2 Layo t
e U
@09 VIVOTEK-IP7135 @09 VIVOTEK-IPT135_1 S \4
& 10 LevelOne WCS-2040 (10 & 10 LewelOne WCS-2040 (10 I Type: [nm =
& 11 Levelone WOS-2060 (18 & 11 Lewelone WCS-2060 (18
12 43S 214 (192,165.2.24 12 AXIS 214 (192,165,2.24
i@ 13 D-Link DCS-5610 (192.1 @ 13 D-Link DCS-5610 (192.1
N I KN I

W OK | X Cancel ‘

Playback Option: Execute Playback on the secondary monitor by checking the box. Make sure to adjust the
display setting of your computer in advance to avoid system error.

Cameras List: The left side displays a list of all cameras; modify the cameras shown on primary/ secondary
monitor in the right window.

*The dual monitor is only in IP CamSecure Pro.

Auto Scan: Activate auto scan to rotate the channels/ cameras on the display screen.
For instance, you may select to show only 4 sub-screens on the main console while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels
by turns. You can set up a primary channel that will always be on the screen and a secondary
channel that has secondary priority.

Layout: Choose the number of divisions for NxN division on the Main Console screen.
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* Note: This function is not available under Lite license.

» Function , Parameter
H} Setting
Geﬂerall Camera} o Device] PTZ. Dﬂﬁg} Hmlinel UsErAEcnum] Address EI% Monitor Display  Joystick I
Active Joystick: [CH PR%TS IP DESKTOP CONTROLLER ~|
Button | Function Parameter /
Button 1 Goto Preset Point 1
Button 2 Goto Preset Point 2
Button 3 Goto Preset Point 3
Button 4 Goto Preset Point 4
Button 5 Goto Previous Camera
Button 6 Goto Next Camera
Button 7 Togdle Single Camera View
Button 8 Toggle Full Screen
Button @ Switch Screen Layout
Button 10 Switch Active Monitor
Button 11 PTZ Speed Down
Button 12 PTZ Speed Up
, Import ] [ | Export | [ | Defaul
Import Export Default
l./ Ok ] [x Cancel ]

LevelOne IP CamSecure

Function: You can choose the function from the drop-down menu for the button of the joystick.

f'D‘ Sething

General] Camera] I10] Device] PTZ Cnnﬂgl HDtIine] UserAccuunt] Address Ell:n:lk] Iy

Active Joystick: |CH PRODUCTS IP DESKTOP COMTROLLER j
Button Function Parameter
Button 1 Goto presst Point -1
Button 2 i, 2
gﬂﬁgg 2 Goto Breset Boint 2
Goto Camera
BUtton 3 |5ntg Previous Camera
Buttan & f5otn Mext Camera
Button 7 [Switch Screen Lavout
Button 8 | Toggle Single Camera Wiew
Button @ [Togale Full Screen
Button 10 |Start/Stop Auto Scan
Button 11 [PTZ Speed Up
Buttan 12 |PTZ Speed Down
Zoom Wide
Zoom Tele
Start/Stop Patrol
Switch Active Maonitor
Import l l Export ] l Default

Nofte: Following is a complete list of all log types:
9. Start/Stop Auto Scan

N/A

Goto Preset Point

Goto Camera

Goto Previous Camera
Goto Next Camera

Switch Screen Layout
Toggle Single Camera View
. Toggle Full Screen

N AN~

10.
11.

PTZ Speed Up
PTZ Speed Down

12. Zoom Wide

13. Zoom Tele

14. Start/Stop Patrol

15. Switch Active Monitor

Parameter: You can choose the parameter of the function from the drop-down menu.
Default: You can set the default setting for the joystick.
Export: You can export the setting of the joystick.
Import: You can import the setting of the joystick.
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5.9 User Account Setting
Only default admin account could manage the user accounts here. From the list on this tab, highlight each
account and modify the privilege setting.

There are 3 default privilege profiles of account groups:

. Admin: Have privileges of all system functions and devices, except add/delete/update privileges of
other users.

. Power User: Have limited privileges of system functions and complete privileges of assigned devices.

o User: All the privileges of system functions are forbidden, user could only manage assigned devices.

User account Setting Privilege

Privilege:

Marne: | Group \ | Description
& admin Admin Admiristrator B[ Function o
& can't exdt m... User Login Main System

Exit Main System

configure Main System

StartiStop Operation

StartiStop Metwork Service

[ Local Backup

Delete Recaorded Files

Remote Backup

.....
----- Remate Login
User Account——+———— 1 || L] Browse Log

Mame: |admin ----- Login Playback

..... v] Minimize Main System
Group: IAdmin j = Dewice
Destription: |Administrator =

Password:

I Rermote Access
FTZ Contral
Remate PTZ Control

Password Confirm: |

I migable UeerLeeait

™ Keep remate lagin far |3 minutes q Lk Access | _PILI
A | elete | [etault | I pdate |
VA 7 1 \
/ / 0K |\( Cancel |
/ \
Add Delete Default Update

Add: Click to create a new account after inserting related information.
Note: The “Add" button is only enabled when adding a new account.
Delete: Click to delete the indicated account.

Default: Click to go back to default privilege settings of related user group.

o Upgrade: Click to save the modifications of each account.

User Account Setting: The admin may create and modify the content of user account here.
. Name: Insert the user name.

«  Group: Assign the group for each user. ol Seting

«  Descripfion: Insert the description related to each user. USE””’“”‘”]
. Password: Insert the password assigned to each user.

. Password confirm: Insert again to confirm the password.
o Disable User Account: Check the “Disable User Account” will EG

block this account to access system. The signall R will & Guard1 Powerlser 12343
. . & Guardz User 123
appear after disabling the account.
Note: Only the default admin account couldn’t be
disabled.

Nam

. Keep remote login for___minutes: Insert the duration to auto kick out account after logging in from
remote LiveViewer or Remote Playback server.
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Privilege: Check each privilege of functions and devices for each user account.

. Function: Check the settings, operation related and system configuration, and the privilege of remote
access.*

o Device: Check the device privileges of camera, digital output and POS in MainConsole and client
applications.

5.10 License Manager

The license of the software should be registered first before operating the former version of Intelligent
Surveillance System.

Execute the License Management Tool in Config >License Manager to activate the license from dongle or
serial number allocated with the software package, or de-activate the license then bring it to another PC
to activate it again.

Note: Please refer page 116 for the detail setting of Licens? Management tool.

& Setting
2 User Account Setting
= License Manager.

SavefLoad Configuration »

§ Counting Application
POS Application
Lag Wiewer

BackLp
Network Serwice

chedule: | Buard Shaout MainConsale...

5.11 Save/ Load Configuration

The Save/ Load Configuration function allows system users to save any specific setting as a CFG (config)
file. You may save several different CFG files at a time.

Save Configuration: To save a specific setting, go to Config - Save/Load Configuration - Save. In the popup
window, type in the file name and then save it as a CFG file.

Load Configuration: To load a specific setting, go to Config - Save/ Load Configuration - Load. In the popup
window, go to the directory that you saved the CFG files aft, select any one of them and then click OK to
load the file.

Note: Main Console will be automatically shut down after loading a new configuration. Restart Main
Console manually.

Setting
User Account Setting

License Manager

SavejLoad Configuration H B save
B Counting Application & Load
F
POS Application }'
Log Yiewer %
Backup
MNetwork Service 7

EhEIE] e Ahout MainConsole. .
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5.12 Counting Application
* Note: This function is not available under Lite license.

ré‘y Counting

O B camMot (Main Gate)
O B camMoz (Driveway)
L O & cAMO3 (Pool)

O & cAmM04 (Room A)

O & [CAMOS (Room B) |

O & camo6 (Back Door)
Camera List

O 1_. Operation Options - Runtime Result
erarion
p v Define detection zones ™ Way Counting [v Show counting result Ini: 0
7| " Define abject size & [2\Way Counting v Showlohject bounding box Qut ]

Spnsitvity —— F—— Resetevry |30 mins =

Start Simulation / [v ok J[x cancel |

| \
Options Runtime

*Counting Application is only in IP CamSecure Pro/Pro Plus.

Camera List: Select which camera would enable counting application.
Operation:

Define detection zones: Defined the detection zone.

Define object size: Defined the size of the object to count.

Options: 1Way Counting will take objects going from Region 1 to Region 2 as one count. In 2 Way Counting
mode, it counts either going from Region 1 to Region 2 or from Region 2 to Region 1.

Runtime: Check the boxes to show the counting result on the screen and/ or show object bounding box,
which draws the shape of the object that the system detects in red squares. You can choose from the
drop-down menu of how long you wanft to reset the counting number.

Start Simulation: Click to test the setting.

Data Source | Displav'|

{59 Insert P69 Delete [+ Contigure

—POS Info
5.13 POS Application §§i Name: hy
* Note: This function is not available under Lite license. E&Ehy Il

Serial Box SCB-C31

Each Main Console system can manage up to 64 Tag Fiter. Defaul

POS cash register devices. The POS Application tool
can be used to configure POS devices. Refer to the
User manual for details.

*POS Application is only in IP CamSecure

Pro. I CAMOL Caml
B, CAMOS Vivatek FD7141 (192,164
B4 C MO0 VIVOTEK-IP7135

Associated Camera
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5.14 Network Service

There are 5 types of network services:

Live streaming server, Remote playback server, 3GPP service, Remote
Desktop, and Central Management Service. From the Main Console, go to
Config - Network Service to obtain the Network Service panel.

L3
Setting
User Account Setting
g5 License Manager
Savefload Configuration 4

8 Counting Application
POS &Application
Log Viewer

*IP CamSecure Lite only has Live Streaming in Network
Service.

Barckup

Metwork Setvice

An icon shows for each network service in the information window of Main
Console when started. See 1.1 User Interface Overview for details.

About ManConsole. ..

LiveView | Playback 3GPP Desktop CMS

Start E EII) “B E

sop | |2 ED) Wl =

5.14.1 Live Streaming Server

When starting the live streaming function of computer, the system allows remote users to log in to the specific
computer and view cameras that are connected to it. As system administrator, user could be able to
monitor these accounts in order to maintain the system efficiency.

On Live Streaming Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the live video from the remote side.

Main | Blackwhite List | Perfarmance |

o Client list
Live | Client Count 1] Kill Client | Kill All Clients | __/
Streaming
E State  |IF [camera | Bitrate (Khps) |
Remote
Playback
=2
3GPP Service
Service — BT —_/
@ Server Status: Stopped Start | Stop |
Remote — Optiong
Dizsktop Op’rions
Part: |5150 Default Maximum Caonnections: |16 _,/
p—
v Use Defaulteh Server  Port: ISD
Central 4 !
Managemnent ¥ Save Log IC:lDocuments and Settings\USERGEIELiveSare ...
¥ Enable Audio

Client list: 2o [ e |

. Client Count: Show the amount of channels that are connecting fo system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

o Kill All Clients: Click on this button and all clients are blocked from logging into your system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.
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Options: Adjust the setting only when the server is stopped.

Port: Assign a port for the clients to connect to your system via Remote Live Viewer. Default port is 5150.
Maximum Connections: Number of connections that are allowed to connect to the system. Default is 16
channels and maximum is 128, one camera video counts as one connection.

Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.

Note: This must be checked in order o access system via IE*.

Save Log: Save the log information at appointed folder.

Enable Audio: Select this option to enable the audio fransmission along with video stream.

Black / White List

—— — Enable list
hain Black ! White List Performance
L
Live [¥ Enahle'White List [ Enahle Black List r
SIS IP address
> |192.168.2.50 t0|192.168.2.80 ’/
)
Remote
Playback Add to Wwhite List | Add to Black List | Delete |
E] Black/ White
- — ID | IP Range | Access | / list
3GF_‘F' u] 192,168.4.39 - 192,168.4.40 Accept ’d
Service 1 192,168,450 - 192,168.4.55 Accept
@ 2 192,168,180 - 192,168.1.90 Deny
Remote
Desktop
—
Central
Management
Apply to all
//
Apply to All Metwork Servers r
W 0K | X Cancel |

White List: Check the "Enable White List” box to activate the white list filter. Only IP from the white list is
allowed to log in.

Black List: Check the "Enable Black List” box to activate the black list filter. IP from the black list will be
blocked.

IP Address: Enter an IP address intfo the IP address field on the left. To add an IP address range to the
system, enter 2 sets of IP address to indicate a series of IP(s).

Add/Delete: Add the IP(s) onto the list or remove it from the list.

Apply fo All Network Servers: Apply the settings o both the live streaming server and the remote
playback server.
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Performance|

Total bit rate Individual Camera bit rate information

\ /

WMain | Black / White Li

Wetwork Service

Performance ]

Talal btrate 195 SKbps Camera 1 bitrate. & Tebe

] Flay CAM 1" agmin
9 Flay CAM 2 aomin
Flay CAM & agmn
Flay CAM 3 admin
Play CAM 12 agmin
Bl Play CAM 14 acmin

Managernent

[ [0k (X cencel |

T
Live Streaming Server log information

5.14.2 Remote Playback Server

When starting the remote playback function, the system allows remote users to log in to the specific
computer and withdraw data files that are stored on it. As system administrator, user could be able to
monitor the accounts logging in to maintain the system efficiency.

*Remote Playback is only in IP CamSecure Pro and there are up to 16 channels displayed simultaneously.

On Remote Playback Server panel, administrator can see all the clients who are currently logging in to the
computer and watching the playback video from the remote side.

He 53
Main | Black.white List | Performance |
Live |UserCDunt o Kill Glient | Kill All Clients | Client list
Streaming L
IP | User | Bitrate (kbps) |
Service
~Senvice | L—"
Server Status: Stopped Start | Slop |
Options O 1_
prions
Port: |5160 Default Maximum Users: IS —/
Central
Managernent
¥ Use Defaultveb Server  Fart: |81
¥ Save Log IRemotePIayback.log I
v OK | X cancel |
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Client list:

. User Count: Show the number of users that are connecting to system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

. Kill All Clients: Click on this button and then block all the clients logging to your system.

Service:

. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via Remote playback server. Default port is
5160.

. Maximum Users: Number of connections that are allowed to connect to the system. Default is 8 users
and maximum is 64.
Note: One user counts as one account that is logging in to the server.

. Use Default Web Server: Activate the Web server by checking the box; clients will be able to watch live
video via Internet Explorer. The port for live streaming server is set to 80 by default.
Note: Must check this item for system access via IE*.

. Save Log: Save the log information at appointed folder.

|Block / White Lis1‘| and |Performance| - Please refer to Live Streaming Server section
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5.14.3 3GPP Service

When starting the 3GPP service function of your computer, the system allows remote users to log in and view
cameras that are connecting to it with 3GPP supported mobile phone. See Appendix A for more details
about 3GPP Service.

Main I
Li Client Count 0 . .
Strearming | Stient Coun Client list
State | P Carnera Lser Agent L
>
Remote
Playback
— Service
Eemote Server Status: Stopped Start Stop |
Desktop H
—_— _/SerVIce
Ce?al Port: [554 Default
Management [~ Enable User Authentication
|L—Options
« OK | X Cancel |
Client list:
. Client Count: Show the number of channels that are connected to system.
Service:

. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

. Port: Assign a port for the clients to connect to your system via 3GPP Service. Default port is 554.

. Enable User Authenfication: User need to insert the username and password fo login to the 3GPP server
and view the video stream.

5.14.4 Remote Desktop

When starting the Remote Desktop, the system allows remote users to use Remote Desktop Tool to login and
configure system. See Appendix B to install and use this tool.

et - 102.168.4.3
Main |
Live — Options
Streaming
Port: 5140 Default __/
— o
Disconnectidle client after (300~3600 sac): 3600

Remote
Playback

Option

= Authenticat Avuthentication
utnenticatan /

[~ Enable User Authentication (Use admin password)

Server Status

- Senice

Server Status Start Siop

=

Central
Managernent

W 0K | X cancel |
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Options:

. Port: Assign a port for Desktop tool to login and configure system.

. Disconnect idle client affer (300~3600 sec): Auto disconnect the on-line user who idled more than set
period.

Authentication:
Enabling this option would only allow admin account to use Desktop tool to login system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.

5.14.5 Central Management Service

* Note: This function is not available under Lite license.

This service only supports Central Management System (CMS). When starting the Central Management

Service option of the system, the Main Console would send event information to NCS and allow NCS system

to control I/O device from remote side .

Note:

1. To enable this action, go Guard >Action and select “"Send to Central Server” to enable the action
triggered by preference event.

2. Please refer to the user manual of Central Management System for detailed information.

Network Service - 0.0.0.0 / 192.168.0.83 / 218.167.191.175
Main |
Live Client Count 1] Kill Clignt Kill All Clients H
Streaming ‘ [ l [ / Cllent
State IP 1
B
Remote
Playback
3GPP
Service
e Service
[5] —
Rernote Server Status: Stopped
Desktop
i Options
Port; [5170 Maxirun Connections: |15 Options
Central ) ’ _,/
Management
v 0K [ X Ccancel ]

Client list:

. Client Count: Show the amount of NCS Servers that are connected fo system.

. Kill Client: Highlight an IP address and click on the “Kill Client” button to block the client from your client
list.

. Kill All Clients: Click on this button and then block all the clients logged in to your system.

Service:
. Server Status: Click on Start/Stop to turn on/off this option.

Options: Adjust the setting only when the server is stopped.

o Port: Assign a port for NCS System to connect Main Console system. Default port is 5170.

. Number of connections from NCS Servers that are allowed to connect to the system. The default is 8
NCS Servers and maximum is 16.
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5.15 About Main Console

Go to About Main Console for detailed system and license information.
I setting e

& User Account Setting

B2 License Manager

SavefLoad Configuration >

Counking Application

Sl ‘About Main Console
& POS Application

E

=]

MainConsole Version 1.28.0

- Copyright© 2004-10

Digital Data Communications Asia Co. Ltd. All rights reserved.

Log Wiewwer

Backup

http://www.levell.com

Mebwoark Service Product Information
Model Type:

Help
IP Camera License Number. 16

About MainConsole, POS License Number: 0

! Device Pack Version: 1.5.0

5.16 Video Source
(For system with MPEG4 capture device only, not supported under Lite license)

Step 1: Go to Video Source to adjust the Video Standard to NTSC or PAL.
Step 2: Adjust the maximum Video Resolution for all analog cameras.

Video Resolution Frame Rate Quality
Turbo mode Higher Lower
Standard mode Normal Normal
High Quality mode Lower Higher

Step 3: Click Sync all video signal level after Qressigg OK to synchronize video signal level to the optimized
display (Auto-gain confrol).

1 Setting Video Source @

SavefLoad Configuration 2

Wideo Standard: NTSC
| Wideo Source H I lj
. . Video Resolution; 352%240 (Turbo -
Counting application ] (Pt —i
) 3682%240 (Standard) -~
B Log viewer I~ Sync allvideo signal level {640%4580 (Turha) =
E Eackup B40x480 (Standard)

B40x480 (High Quality)
E T04x480 (Turba)

T04x480 (Standard)
T04x480 (High Quality)

Metwork Service

[

About MainConsole, .
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| E-Map

== Davice
e Cami
LB Cam3(192.168 2.219)

Iniformation

Cama(l92.168.2.21 9-0utaut 0 (40}
state, OFF

With E-Map, users can easily frack the actual location of an occurring event, at the moment it
happens.

The arrow and lightning icons on E-Map represent cameras and I/O devices. These icons will turn
red once they are triggered by alarms.

To launch the E-Map application, simply click on Start and select Open E-Map from the start menu
for the E-Map window.

There are 2 modes available in the E-Map application:

:-’( Edit mode: Allows users to add/edit maps and indicators of devices. In Edit mode, the
function buttons on the bottom of the window will be available. Please complete configurations
before running E-map function for the first time.

w Operate mode: All settings will be activated in this mode.
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6.1 Edit Mode
All E-map modifications must be configured in Edit Mode.

B Map
E§ Airport

-2 Caml

LB Cam3(1921882.219)

- Camd4 {192.168.2.213)
LR AKISONTES (192188.2.0 &
o4 Cam3(192.168.2.219)-Ir
Cam3(192.168.2.219-0
<7 Camd {182.168.2.213)-1i

L5 Camd (192168 2 213)-C Bistro (Map)
- de
L ot
1] | = " ]
Add Map | Edit Map | Delete | Fotate \ o SaEve
Function button Edit mode/ Operate mode

Switch button
6.1.1 Add/Edit/Delete Map

Add E-Map:

Step 1: Click on the switch button to switch fo Edit mode. Make sure all devices are connected and
setup properly.

Step 2: Right click on the Map B& icon in device and map list to obtain the option menu to add map, or
just click "Add Map” button to obtain the "Map Config"” dialog.

Map Config

Map Image File: |

hap Hame: |

[ 0K | ’X Cancel]

Step 3: Select the map file and insert the map name. Click OK, and then the map you added appears in
the free structure of device and map list.

Step 4: The map indicator appears on the left-up corner of parent map. Drag it to the position you want
on appointed map.

Edit E-Map:

Step 1: Make sure you are in Edit mode and all devices are connected and inserted.

Step 2: Right click on the “Map B " icon to obtain the option menu to edit map, or just click the “Edit
Map" button to obtain the *“Map Config"” dialog.

Step 3: Modify the required details, and then click OK to save configuration.

Delete E-Map:

Step 1: Make sure you are in Edit mode and all devices are connected and inserted.
Step 2: Right click on the “Map B " icon to obtain the option menu to delete map, or just click the Delete
button to remove appointed map from list.

Note: The root map cannot be deleted.
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6.1.2 Add/Rotate/Delete Device Indicator

Add Indicator:
Step 1: Make sure you are in Edit mode and all devices are connected and inserted.
Step 2: Click on the "B Map» icon to go to the desired map layer.

Step 3: Please make sure the map you want is displayed. Select device from the list and directly drag a
device to the desired location on the map.

Note: Different devices are symbolized by different indicators.
"— Camera indicator, )f- digital Output indicator, EE!-POS indicator.

Rotate Indicator:
Step 1: Click on an existing camera indicator on your map under Edit mode. This camera indicator will

be marked with a green ring L 4 .
Step 2: Each click on the Rotate button rotates the indicator 45 degrees clockwise.
Note: Only camera indicators are allowed to be rotated.

Delete Indicator:
Step 1: Click on an existing camera indicator on your map under Edit mode. This camera indicator will

be marked with a green ring L 4 .
Step 2: Click on the Delete button and the indicator will be gone.

6.2 Operate Mode
After configuration under Edit mode, switch to Operate mode to commit seftings.

o E-Map =

=8 Map
=E -
= East
| oats
i L Bistro
|:'|- Device
2 Caml
B Cam3(182.1882218)
P Camd (192168.2.213)
@ AMIS 01755 (1921882 b 5, e L4 -
o Cam3(192168.2.218)-In - ¥ "
:; Cam3(192.168.2.219)-C f Peedontee o
LoF Camd (192,168 2 2131
7 Carnd (192,168.2.213)-C
.8 de
& gt

Information

Cam3(192.168.2.219)-Output 0 (FC)
state:OFF

Operate mode/ Edit mode

Switch button
6.2.1 Device and Map Tree list

This window will list all devices and map hierarchies; click device or map indicator to show related
information on E-Map windows.

= Map - Select the map you want o show on E-Map Window.
2 Camera- A preview of the selected camera will show in the preview window. The indicator, if

previously created, will be highlighted on the map.

b Digital Input — Select it o highlight the device with green ring on map and show status on Information

~ window. If the Digital Input is from IP camera, the preview window will display live video of the camera.

v Digital Output — Select it to highlight the device with green ring on map and show status on Information
window. If the Digital Output is from IP camera, the preview window will display live video of the camera.

& POS - Select it to highlight the POS device with green ring on map and display live video of first
associated camera on preview window.
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6.2.2 E-Map picture

This window will show the map layer and indicators.

Device Indicator:

Select device indicators from the Device and Map Tree list for related information and to preview video.
Map indicator:

Selecting a map indicator v_\ﬂll bring you to that map layer. To return to an upper layer, right click on the

map and select UP or click™? on the map layer.

6.2.3 Information and Preview windows
This window will show the related information of each indicator.

= Map Info — Shows map name.
® Camera - Shows camera name and connection status.
/4 Digital Input — Shows Digital Input name and status (0 or 1).
& Digital Output —Shows Digital Output name and status (0 or 1).
5 POS — Shows POS device name, connection status, first associated camera name and connection statfus.

Triangular
6.3 Layout Adjustment indicator

S e
= Eﬁ Birpart

- Gate
-
= Device

-2 Cami

3 Cam3r192.168.2.219)
2 Cama (1921682713 (ol B -
3 S Q1758 (192.168.2. - il
Carma(1921682 21901 § ‘o0 omtee o
Cam3raz.168.2.219)-0
o Camd (192.168.2.21 3
L5 Camd (192.168.2.213-C

Bistro (Map)

e

Add Map | Edit Map | Delete ‘ Fatate " Save
Shrink the window: @5y HEIE
Click on " I < Triangular indicators” to hide the "Device and Map™ or Eap

"Preview” and “Information” windows on the right and left sides. Click
again to go back to the default layout.

Full screen display: P -
For systems with dual monitor, users can view Main Console on the [ teesete ~ g
primary monitor, and view a full-sized E-Map on the secondary monitor. A

Step 1: Click on " B = Triangular indicators” to hide the “Device and
Map” or "Preview” and “Information” windows on the right and ’
|ef1‘ Sides‘ Add Map EditMap Delete e ‘  Save J

Step 2: Click “ " on the upper-right corner of the window for the full
screen mode of E-Map.
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7. Log Viewer

*IP CamSecure Lite only has System Log option in Log Viewer.

LevelOne IP CamSecure

o Log Yiewer

S=%)

Unusual Event | Systemn L0g| Counting Application' Counting Application (Diagram)' POS L0g|

Log Type: All -
Channel: All hd
Date: [« 200807115 - 2] Exportto...
DateTime: [ 200007115 14:45 = 2] 40 [ 200007115 1445+ =]
Event Time | Event Type | Camera | Description |
2009/07/15 14:45:46  General Motion 03
2009/07/15 14:45:51  General Motion 0z

View the history and export reports of unusual events detected by the Smart Guard System.

To launch Log Viewer, simply click on Config and select Log Viewer from the menu.
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7.1 Unusual Event

Step1
Step2

Step3

-5

o Log Viewer

Unusual Event ISystem Log ] Counting Application ] Counting Application (Diagram}) | POS Log

Lag Type: All -

=" Channel: All -
—ﬁ( [+ 20087115 « = Exportto...

-
DateTime ‘r M “ = Search |
/
]

Event Type Camera | Description

2009/07/15 14:45:46  General Motion oz
2009/07/15 14:42:51  General Motion 0z

Step 4

Step1: Choose the type of events you wish to view or select All from the drop-down menu to view all. The

* Note:

Step 2:
Step 3:

Step 4:

7.2 System Log Pl

types of Unusual Events include General Motion, Foreign Object, Missing Object, Focus Lost, Camera
Occlusion, Signal Lost, Disk Space Exhausted, System Health Unusual and Digital Input Triggered.
Detection of some events is not available under Lite license.

Choose the camera channel you wish to view or select All for all channels available.

View the events that happened on a particular date or during a given time period by defining a
search period.

For a particular date: check and specify date in the Date box.

For a period: check the DateTime and then enter the date and time.

Click Search.

Note: When working with a video record, as default, Log Viewer will search for Unusual Events in the
video record in Date & Time mode, starting from the beginning to the end of the record.

A link (B=") will appear next to each event time where video is available.

By clicking on the link, an instant playback window will pop up to show recorded video.

Note: Instant playback is available under the following Smart Guard events: General Motion, Foreign
Object, Missing Object, Focus Lost and Camera Occlusion.

wer

Unusual Event  System Log |Counting Applicationl Counting Application {Diagrarm) | FOS Lugl
Step 1 Log Type: IAII j
Date: |[+] zoogmsins = 2] Expartio... / Step 3
ateTime: ||_ 2008505 14,55 =0 \I_ 2008/05/05 14.55 3] = Search j’
Step 2 Event Time | Event Type | Description | -
2009/05/05 09:54:47 Main Console Startup
2009/05/05 09:56:22 Main Console Shutdown
20090505 13:29:02 Main Console Startup
2009/05/05 13:29:04 User Login admin
2009/05/05 13:29:10 Start Schedule ]
2009/05/05 13:29:15 Start Smart Guard
2009/05/05 13:47:56 Modify Configuration
20090505 13:42:31 Modlify Configuration
2009/05/05 13:49:46 Modify Configuration
20090505 13:50:56 Modify Configuration
2009/05/05 13:51:33 Maodify Canfiguration Ll

Step1: Choose the type of event you want to check or select All from the drop-down menu for all types of
events. Select Log Type form the drop-down menu. There are in total 31 types of log types, including:
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Main Console Startup
Main Console Shutdown
User Login

User Login Failed

Start Schedule

Stop Schedule

Execute Recycle
Enable Channel

Disable Channel

Start Smart Guard

Stop Smart Guard
Modify Smart Guard
Modify Schedule

Modify Configuration
Start Live Streaming Server

AN N N N N Y N N U U N N NN

AN N N N N N N VAR NE NN

LevelOne IP CamSecure

Stop Live Streaming Server
Modify Live Streaming Server
Start Remote Playback Server
Stop Remote Playback Server
Modify Remote Playback Server
IP Camera Connection Lost
Auto Restart Windows

Modify POS Setting

POS Connection Lost

Modify E-Map

Start Remote Desktop

Stop Remote Desktop

Modify Remote Desktop

Start Central Management
Stop Central Management
Modify Central Management

* Note: Detection of some system logs is not available under Lite license.
Step 2: View the events that happened on a particular date or during a given time period by selecting

search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and fime.

Step 3: Click Search.

7.3 Counting Application

* Note: This function is not available under Lite license.
Display the history of Counting Application during a given time period.

o Log Viewer

=

Channel: |All -
Date: | B =

Date&Time: [ H to [T

Unusual Evenﬂ Systern Log  Counting Application ]Countlng Application (Diagram POS Log l

Expnms:

Chanel

Camera 3
Camera 3
Camera 3
Camera 3
Camera 3
Camnera 3
Camnera 3
Camera 1

Event Time

2007/07/25 12:00:00
2007/07/25 12:30:00
2007/07/25 12:32:42
2007/07/27 11:30:00
2007/07/27 12:00:00
2007/07/27 12:30:00
2007/07/27 12:32:15
2007/09/26 13:29:49

[~
corNprOOR|S

- e
£
(=R =1 A = =

Search
}ep 4

Step1: Select the channel you want to check or select All from the drop-down menu for all channels.
Step 2: Select search period. View the events that happened on a particular date or during a given time

period by selecting search period.

For a particular date: check the Date box right and indicate the date.
For a period: check the DateTime and then enter the date and fime.

Step 3: Click Search.
Step 4: Press the button Export to.

Step 5: Type the file name and choose the file format (.xIs or .txt).
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* Note: This function is not available under Lite license.
Display the Counting Application data in diagram format.
- (of]

Unusual Eventl System Lng| Counter Application - Counter Application (Diagram) i POS Lagl

charingl; |CAMERA | =] Perod [one Dy ¢|  Dater [E00SMovnD v 3

Exportto™N]

Search

2005f11710  In

12345678 91l]1l121314151617131920217222324

Select the channel you want to check or select All from the drop-down menu for all channels.
From the drop-down menu, set up how you would like the diagram to be displayed. You have the
options of one day, one month, or one year.

Select a specific date to make it the start point of the diagram.

Click Search.
Press the button Export to.
Type the file name and the file will save as BMP files.

* Note: This function is not available under Lite license.
View the POS Log history detected by the Smart Guard System.

Lo,

o n
Unusual Evem' System Lag | Caounting Application | Caunting Application (Diagram) FOS Log I

Log Type: ICnnneclinn Lost j POS IAII j

Open Cash Drawer -

Exportto |

(BEICHN: Connection Lost
User Defined Event Rule 1
DateTime: (iser Defined Event Rule 2 [ zo09i05i08 1614 [% ﬁ Search

User Defined Event Rule 3

Camnera | User Defined Event Rule 4| Event Marme | POSMame | Description
User Defined Event Rule 5
User Defined Event Rule B
User Defined Event Rule 7
User Defined Event Rule 8
User Defined Event Rule § __|
User Defined Event Rule 10x

4] |

Choose the type of events you wish to view or select All from the drop-down menu to view all types of
events. The types of Unusual Event include Transaction Start, Transaction End, Open Cash Register,
Connection Lost, and special User defined event. Please refer to the User manual of POS for details.
Choose the camera channel you wish to view or select All for all the channels available.

View the events that happened on a particular date or during a given time period by selecting
search period.

For a particular date: check the Date box right and indicate the date.

For a period: check the DateTime and then enter the date and time.

Click Search. A link ('EE’) will appear next to each event time where video is available.
By clicking on the link, an instant playback window will pop up to show recorded video
Press the button Export to.

Type the file name and choose the file format (.xls or .ixt).
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7.6 Export

After each log search, export needed info to .xls or .txt files.

LevelOne IP CamSecure

Unusual Event  System Log | Counting Application | Counting Application (Diagram)l POS Log |

Log Type: IAII

|

Date: ([~ 2009m5/05 [+ 2

Export to. :l

DateTime: ||— 2009/05/05 14:55 7] 20 ||_ 200905005 14:59 [F1 2 Search
Event Time [ Event Type | Description | -
2009/05/05 09:54:47 Main Console Startup
2009/05/05 09:56:22 Main Console Shutdown
2009/05/05 13:29:02 Main Console Startup
2009/05/05 12:29:04 User Login admin

20090505 13:29:10
20090505 13:29:15
20090505 13:47:56
2009f05/05 13:48:31
20090505 13:49:46
2009f05/05 13:50:55
20090505 13:51:35

Start Schedule
Start Smart Guard
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration
Modify Configuration

Step1: Press the button Export to.
e and choose the file format (.xls or .1xt).

Step2: Type the file nam
Dl

A

& I B [ ¢ [ o] & ] b ee7/089/12
| 1 |EvenfTime EventType Description 1 2007 709/12
| 2 2070912004541 Mein Console Startp 2067/09/12
| 3 2007001200458 User Login adin 2087/09/12
| & 2007001201411 Main Comsole Shadown 2087789712
| 5 2007002012704 Main Console Startp 2087789712
6 (200709202705 |User Login adun
| 7 2070012012627 Main Console Shatdown 2007/89/12
§ 20070912 150651 Main Consols Startip 2007/89/12
(6 (20070912 15:0652  Usex Login adwain 2007/089/12
110 20070912 150704 Main Comsole Shatdown 2807/09/12
| 11 (200700012 15:0828  Main Console Stastup 2007/09/12
| 12 20070012 150840 Main Console Shutdown 2007/00/12
| 13 20070912 150854 Mein Console Startup 2807/ 69/12
| 14 20070012 150901 Main Console Shutdown 2007709712
15 /20070912 15:1411 | Main Console Strtup
| 16 20070012 1518112 Main Console Shudovn 2007/089/12
17 200709012 15:1431 | Main Console Srrtvp 2807/89/12
| 13 2007002 151520 Main Console Shudovn 2007/089/12
| 19 20070012 1944:03  Main Clonsole St 28087/089/12
| 20 20070912 19:44:58  Main Console Shutdown 2807/089/12
[ 21 20070912 225157 Main Consols Startp 2007/709/12
[ 22 20070912 22:5159  Main Comsole Shatdown 2007/ 89/12
[ 23 20070912 22:52:14 Mein Gonsole Startup 2607/ 69/12
2 2007091222218 | Usec Login adin
| 25 20070012 22:52.3¢  Main Console Shutdown 2007/09/12
| 26 20070912 225319 Mein Console Startup 2067/09/12
Sy : 007/ 10/12
Xls
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80:45;
a0:45;
a1:11
81:27:
81:27:
81:28:
15:86:
15:086:
15:87:
15:88:
15:08:
15:08:
15:089:
15:14;
15:14:
15:14:
15:15:
19:hh:
19:44:
22:51
22:51
22:52:
22:52:
22:52:
22:53:

",
uy,

:18,

aa,
a5,
27,
51,
52,
04,
28,
40,
ch,
a1,
11,
12,
a1,
28,
15,
58,

:L7,
:59,

14,
18,
24,
19,

Main
User
Main
Main
User
Main
Main
User
Main
Main
Main
Main
Main
Main
Main
Main
Main
Main
Main
Main
Main
Main
User
Main
Main

Ixt

Console Startup,
Login, admin

Console Shutdown,
Console Startup,
Login, admin

Gonsole Shutdown,
Console Startup,
Login, admin

Console Shutdown,
Console Startup,
Console Shutdown,
Console Startup,
Console Shutdown,
Console Startup,
Console Shutdown,
Console Startup,
Gonsole Shutdown,
Console Startup,
Console Shutdown,
Console Startup,
Console Shutdown,
Console Startup,
Login, admin

Console Shutdown,
Console Startup,

Step 1
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8. Backup

erm [Localhost]
: Backup Help
i:_/;j - /';\-'New Period \;r_\\? Remove Period |EL| Backup \ﬂ Delete
Start Date Time |
5414 TF S 01:02:00 2 E
_@2009#5."15 102300 111,185KR

The backup function saves recorded video and other log information. Backup files may
be reloaded on any PC with the Playback System installed. Follow the instructions
below for more information on obtaining backup files.
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8.1 Backup Recorded files

- Backup  Help

~ - /MNew Period Remove Period Backup Delete
o
Sfep 1 /h/ 7

LevelOne IP CamSecure

Date | End Date Time | Camerals) Size |
Step 2 / m;
Step 3 /

Step 1: Add (Remote) Backup Site: Press the "Remote Server(h " [ e i

Senier Mame:

button to go to remote backup site management to add
and setup the backup site.
. Enter the IP address or DNS, Port, Username, and Password.
. Click Add to add the server.
. Click OK to exit the Setting panel.

W,
Step 2: Access (Remote) Backup Site: Click on the "-h icon

Address

Fort

User Name:

Password

localhost {Jocahost)

I~ Save Password

Test Berver

and insert the username/password of the remote server to

Add | [VElEtE | Update ‘

access the backup Site.

Step 3: Click on New Period fo obtain the Select Date/Time Period

v 0K X Cancel

panel.

Step 4: Select the data you want to backup by highlighting the time period. Besides the time-table, you may
Step 6

also set up start time and end time in the Date Time Period section.

T DateTime Search Dialog, [Local Machine]

",:j ﬁ =2 @ @ Date Time Period - 1 Widpe P raview
Kl 7 85 W0 L |

| StartTime 2009 715 — looonon = | | B Enable Preview
4 £A 2009 3 =

End Time 2009/ 7115 = (000000 <
9a 12 3 o4 : i

567 8 91011
16 17 18 :
19 20 21 22 23 24 25 Calar Event Type =

Siep 4 < 2? 22 2? 29_ 30‘ 3{ 4 b s+ |General Mation
Foreign Ohject
Missing Object
e Ercus lost
: Camera Block
™ Show Event Log Signal Lost ;f |
fH’= wisle s ‘2w s m e 18 b 21 2 x4l
Step 5 < Hcmeat | ————amm | -
| e 2 e BE]
[EHcamera 3 \_.- 1 4|
i camera4 - —— i
Ecameras L) ]
Hcameras Bre= 1
Ecameraz | L —] |
Ecomeras | = |

P

o

. RRCON Alwrays

e Record on Maotion

s Record on Event

[./ QK l[x Cance\]
N\

~ Step 7

Step 5: Click on the camera number icon to add camera(s) or click 4+ = fo add/delete all the channels.
Step 6: Check the box of Enable Preview to get the preview of the video you select.

Step 7: Click OK when the settings are complete and go back to the Backup System panel.

Step 8: If there is any data period not wanted, click Remove Period to remove the data period on the

backup list.
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Step 8 Step 9

: Backup Help

e od < :
é : - New Period 5. Remove Periad @Backup x | Delete

Start Date Time | End Date Time | Camera(s)
:2009/5/14 7 01:09:00 2009/5/14 T 01:32:00 1,2,3,4
| F20095/15 EF 10:33:00 200945415 L5 104600 L3

Step 9: Click the Backup icon to obtain Backup panel.

- Summary

Sfep 10 / Total backup data size: 74,434KB

:Media

Step 11 / & Backup using COROM

" Backup using DWVD
¢ Backup on HardDisk

| o |

. Option
/ ¥ Backup Event Log

Step 12

¥ Backup Systern Log

¥ Backup Counter Log

¥ Backup POS Transaction

v 0K | X Cancel|

Step 10: Summary: Check the summary section to see the size of the file(s).

Step 11: Media: Choose the path you want to save the file or burn the file info a CD (direct CD burning for
Windows XP only), DVD or on Hard Disk.

Step 12: Option: Select the log information you would like to backup (Event Log, System Log, Counter Log
and POS Transaction), and then click OK.

8.2 Delete Recorded files

Step 1: Click on “New Period” to obtain the Select Date Time Period panel.

ystenn [Localhos
- Backup Heln Si‘ep 3
&-: O
@ HP N}w Petiod Rernove Period @ Backup |ﬂ Delete
Start Date Tims” [ End Date Time | Camerafs) ] Size |
_QZDDQR £ 11:5400 2009/5/14 F4F 12:19:00 1,2,3,4 914,584KE
j2 Si11 FF 08:41:400 2009/5/11 TF4F 08:54:00 12,54 606,41 1KE

Step 1

Step 2: Follow steps 3-7 above from the backup section to select data period which you want to delete.
Step 3: Click on the Delete icon and delete all the data in the backup list from the database.
Note: Deleted video cannot be recovered.
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With the Remote Live Viewer console, remote users may watch up to 128 channels real-time video
from remote live streaming servers.

*There is only 1 channel displayed in Live Viewer in IP CamSecure Lite while there are up to
16 channels displayed in IP CamSecure Pro simultaneously.
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9.1 Setting
Click General Setting to obtain setting dialog.

General Setting

9.1.1 General Setting

Audio preview:

. Enable audio on active channel: Select to enable audio streaming on active channel.
Miscellaneous:

U Synchronize video frames: Select to avoid image tearing problems that may occur while CPU
loading is increased.

9.1.2 Server setting

Server List

localhost {localhost)

Step 1: Enter the Server Name.

Step 2: Enter the Address, Port, User Name, and Password to log in the server.

Step 3: Enable “Save Password” to login without entering the password again.

Step 4: Enable “Auto Login” to login automatically when starting Remote Live Viewer.

Step 5: Click on Test Server to check if the server is available.

Step é: Click Add to insert the setting to server list.
Note:
To change the setting, select a server on server list and click “Update” after modify setting.
To remove the server, select a server on server list and then click “"Delete”.
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9.1.3 Group Setting
Allocate different cameras intfo each appointed group.
* Note: Cameras under Lite license cannot be included in a group with other servers.

General | Server  Group I Camera | 05D | POS | MonitorDispIay' Natification | Jcd | 4

Step2 __|— ==

Step 4 / :

Delete S5 Rename
2 P

(=3

localhost - Caml
& Jocalhost - Caml

4] |

ost - &XIS Q1755 (192

LevelOne IP CamSecure

Step 1

51 Login
=l locahost

----- &l D-Link DCS-5610 (192,168.2
----- W AxIS Q1755 (192.168.2.250

4] | Bl

W 0K | X Cancel |

Step 1:

Step 3

Log in to all the servers that contain the camera(s) you would like to put into the group(s).

Step 2: Click Insert to create a new group; name the group for future reference.
Step 3: From the window at the right, highlight the camera(s) that you would like to add to a group and

then click on the " <--"

button. Repeat the process until satisfied with the group setting.

Step 4: Click on the Delete and Rename button to remove or rename a specific group.
Step 5: Repeat Steps 2 to 4 to adjust the group setting until safisfied.

Step é: Click OK.

9.1.4 Camera Setting

Select the preferred stream type of each camera as default live view profile.

* Note: Some stream profiles are not available under Lite license.

General | Server | Group  Camera | 08D | POS | Monitor Display | Notifcation | Jc 4| ¥

4l Login

=2

1

localhost

Bl Cami
W TRENDnet 3124 {192,168.2
@ D-Link DCS-5610 (192.168.2
[ D-Link DCS-6100 (102.168.2
W AXIS Q1755 (192.158.2.250
B camz

localhost - Camil

—Stream Profile Infa

Strearm profile: IOriginaI 'l

Yideo farmat: MIPEG
Framme rate:
Resolution:

Guality;

Bitrate:

Copyta...

v OK ‘ X Cancel‘

Stream profile: List differs according to different types of video inputs and licenses.
Auto: The system will adjust the stream type automatically to fit different screen divisions.
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Recoded: The system will follow the stream profile set in Main Console >Schedule > Encoding Opftions.
Original (IP only): The system will display the streaming directly from the IP camera and video server.
Copy to: Select in order to copy the preferred stream profile of a channel to all of the listed channels.

9.1.5 OSD Setting
Adjust font style of Camera OSD on this panel.

zoo@insizz =)
TFF04:45:24 7]

q 313 A

9.1.6 POS Setting
Adjust font style of POS overlay on panel.
* Note: This function is not available under Lite license.

9.1.7 Monitor Display Setting
Activate auto scan fo rotate the channels/ cameras on screen.
*The dual monitor is only in IP CamSecure Pro/Pro Plus.
Note:
e Forinstance, you may select to show only 4 sub-screens on the live viewer while having 16
channels connected to the system. With auto scan function, you will be able to see all 16 channels

by turns.
e Each monitor supports up fo an 8x8 layout with auto scan function to show 128 channels.
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Step 1 —_ Generl | server | Group | camera | 08D | POS  Monitor Display | Notification | Je 4| ¥

Monitor | Resalution | I

# 1280 %800

Step 2
LA step 3

—Auto scan

Auto scan group: ICompan\,r j

-
1
Primary channel: 418 Q1755 (192.16¢ 7| g Step 4

Secondary channel:

Auto scan interval: IQ Sec.

— Layout Siep 5

Il type: a%h - 1

W 0K ‘ X Cancel‘

Step 1: Select the Monitor connected to the system.

Step 2: Auto scan group: Select appointed server group to activate auto scan settings.

Step 3: Primary channel: Select appointed channel that will always be on the screen when auto scanis
activated.

Step 4: Secondary channel: Select appointed channel with secondary priority behind primary channel when
auto scan is activated.

Step 5: Layout: Select the screen division of “NxN type” in Remote live viewer panel.

9.1.8 Notification Setting

thing

General I Servar I Group | Camera I el={n} I POS I Monitor Display ~ Motification I Jc A I *

— Status display
W Show recarding status

W Show camera event

¥ Show counting result

—Miscellaneous

¥ Popup system event

v 0K | X Cancel

Status display:

o Show recording status: Select it fo show the crystal ball with recording status on monitor display.

. Show camera event: Select it to show the smart guard detected event appointed in Main Console on
each channel.
Note: To execute this function, need setup on screen display as an action of Smart Guard instant
response.

. Show counting result: Select it to show the counting result appointed in Main Console on each channel.
* Note: This function is not available under Lite license.
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Miscellaneous:

. Popup system event: Select to allow system events appointed in Main Console to pop up
messages as warning.

9.1.9 Joystick Setting
Settings are same to Main Console joystick settings. For details please refer to page 75.
* Note: This function is not available under Lite license.

LiveView Setting %]

Serverl Group | Camera | 08D | POS | MonitorDispIayI Motification  Joystick | Al | 4

Active Joystick: IUSE Gamepad j
BLithon | Function | Parameter |
Button 1 Goto Preset Point 1
Button 2 Goto Preset Point 2
Button 3 Goto Preset Point 3
Button < Goto Preset Point 4

Button 5 Goto Previous Camera
Button & Goto Mext Camera

Button ¥ Toggle Single Carmera Yiew
Button & Toggle Full Screen

Button 9 Switch Screen Layout
Button 10 M/&

Import ] [ Export ] [ Default

(Vo ] (X coee ]
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9.2 Server/Group/Camera

LevelOne IP CamSecure

Display a complete list of the server(s), group(s) and camera(s) that are added to the system.
Server View: Cameras are listed according to recording server.
Group View: Cameras are listed according to customized grouping.

Server View
>

|
i Wivarek IP7
aifr Wivatek P27
i3 Sony REE30
al Wivatek IP7]
iy Sony CM12|
alfr Sony_1
b Office_1
=] @ custorner
i[> PTZ CAMEF
ab _t '
i[> Brickorn_1 | ¥
| | 3|

Dema Site

4]

9.2.1 login/logout server

Option1: Select a server on the list and click on LOG IN/ LOG OUT to access/ logout the

server.

Group View

«a -
124 24

@ Group A
fr Vivetek IP7161_1
0l Vivetak PE7111_1
¥ Seny RRS30M_1
1) Group
0][» Vivorel TPT133_1
0l[» PTZ CAMERA_L
) [¥ DynaColor V6_1
1Bl G o
0 office 1
¥ ZAVIO F5100 (1521

< | il Y

Option2: On the server list, right click to obtain menu options.

9.2.2 Connect/Disconnect camera

Log In/Log Out Server

Option1: On the server/camera list, double click on a camera to connect.

Option2: On the server/ camera list, right click on a camera to obtain the menu options to connect/

disconnect.

Option3: Select a camera from the list, then drag it to where you want it to be disployk

Connect/Disconnect Camera

N\

SR
-}
¥

ﬁ
ol |

7 7

~

A
L
-

i

FoAMAAAA |

Duplicate Camera
Connect

Logout Server
Connect Al
Disconnect Al

Option4: Play / Stop/ Drop: Select a camera/ video and click on this button to play/stop/disconnect a

particular channel.

> =

|x_.
\\

/
Play Stop
9.2.3 Multiple Views:

Drop

Step1: On the server/camera list, select a camera and right click on it to obtain

the menu options.

Step2: Select Duplicate Camera and the duplicate camera with green indicator
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will display below on camera list.
Step3: Double click on the duplicated camera to connect and display on screen.

9.3 PTZ Control
Control the movement of PTZ cameras. With cameras that support PTZ conftrol, you can move, zoom, patrol,
adjust the focus, and set preset points of the cameras.

9.3.1 Preset/ Go

Adjust the camera view until satisfied. Click on the Set icon to define the current view as preset point 01.
Adjust the camera view again to setup preset point 02. Repeat the process until you finish setting up alll
preset points. Customize preset point names by defining names. Click on the Go icon and view the result
of your setting.

Note: For the speed settings of PTZ camera, please configure from Main Console — Config — Setting - PTZ
Config.

9.3.2Zoom
Click on the + and - signs fo zoom in and zoom out the view.

9.3.3 Focus

You can select to have the camera focused near or far. To focus near means objects that are closer will be
clearer than the objects that are further away. On contrast, to focus far means objects that are further will be
clearer than the objects that are closer. Click on the Focus icon and select auto focus if you want the system
to decide the focus point for you.

9.3.4 Patrol

To conftrol PTZ camera to patrol around pre-defined path of preset points, click on Goto Preset Point — Start
Patrol / Stop Patrol.

Note: To setup patrol path, please setup on Main Console — Set Preset Point — Set Patrol.

9.4 On Screen Menu

Right click on the camera screen for the On Screen Menu, from which you can Enabls Move

quickly adjust the setting of camera. Enable Digital PTZ

9.4.1 Enable Move / Area Zoom Stream Profile b
With cameras that support PT function, click the Enable Move function to adjust the

current camera'’s view by clicking on the display screen. To cancel this function, Instant Playhack 3
right click on the screen and select Disable Move. Enable Audio

With cameras that support Area Zoom function, click the Enable Move/Area Zoom
function to adjust the current camera’s view by dragging a rectangle on the
display screen. To cancel this function, right click on the screen and select Disable Toagle Fullscreen
Move/Area Zoom.

Snapshok

9.4.2 Enable Talk
*This feature is not available under Lite License.
With cameras that support two-way audio, select enable talk to utilize the function.

9.4.3 Enable Digital PTZ

To enable the PTZ functions of the cameraq, select the Enable digital PTZ option. Use mouse wheel or click on
the + and —signs to zoom in and zoom out on the camera, or drag a rectangle to enlarge the area.

The square flashing on the video grid indicate the correspondent view of the camera.

9.4.4 ImmerVision Lens Setting

With cameras that support ImmerVision Lens. Right click on the display screen and select the mode of lens,
original, PTZ mode, Quad mode and Perimeter mode. If the lens setting set as Quad, PTZ, or Perimeter mode,
the Enable Digital PTZ option would become Enable ImmerVision digital PTZ.

9.4.5 Stream Profile
Select different level Stream Profiles to downgrade video quality for bandwidth concerns.
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* Note: Some stream profiles are not available under Lite license.

Enable Digital PTZ
| Stream Profile >| Auto

Enable Audio Recorded

E-Map Criginal

Shapshot High

Toggle Fullscreen W]
Lowy
Mirirnunn

9.4.6 Instant Playback
To open the Instant Playback window of the camera, select the Instant Playback option and choose the
period. The instant playback window allows the user to browse recorded video, take snapshot images and
export video with audio and POS fransaction data.

* Note: This function is not available under Lite license.

To browse recorded video
By simply clicking on the timeline you can view the video. Use the navigation tools below for advanced
control.

E @ E - Play / Pause / Stop
E - Speed up/Speed down

@ @ - Fast Forward/reverse frame by frame

E @ - Play Previous / Next minute video

To keep a snapshot of the video clip

Pause the video at desired time point and click snapshot bu’r’ron. The snapshot is displayed and can be
saved or copied fo clipboard.

To export recorded video

Select desired export period and click export bu’r’ron@. Additional options are available when exporting.
Adjust to original video resolution button @is the tool to adjust the video fo original video resolution.
Audio button turns the audio on / off.

POS button is fo enable / disable POS transaction data overlay.

9.4.7 Enable Audio

With cameras that support audio function, click the Enable Audio function to listen to the current camera'’s
audio by clicking on the display screen. To cancel this function, right click on the screen and de-select
Enable Audio.

9.4.8 Snapshot

The snapshot function copies and captures a specific video image to the clipboard or to save as a bmp file.
The snapshot can be customized with/without OSD, POS information and selectable range after digital zoom
in.

9.4.9 Toggle Full screen

Switch to view video with full screen display. To disable the function, right click on screen and de-select
option or simply press “ESC" to go back to original window.

9.5 Start Monitor

9.5.1 Multiple Monitor
Select Open Monitor to append monitor to view more live videos on
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multiple monitors. Each appended monitor has the same list and view control buttons as the Main monitor,
with the exception of the Start, Playback, and Setting buttons.

9.5.2 E-Map
Select Open E-Map to obtain the E-Map window. The GUI map helps to locate devices easily and the
information window helps to show the status of each device.

%] Map Info — Show map name.
® Camera - Show camera name and connecting status.
b Digital Input — Show Digital Input name and status (0 or 1).
o Digital Output -Show Digital Output name and status (0 or 1).
POS — Show POS device name, connecting status, first associated camera name and connecting statfus.

. IO Devices g@

9.5.31/0 Control

Select to obtain the I/O control panel. Use the panel to view DI Seners: [iocalnost Jo | Bl e
status and confrol DO devices remotely. o
Note: Adjust the setting of I/O device in Main console — Config — (%) Q
Sefting - 1/0O Device first, the I/O control panel will display the device Inputo  Inputo
status based on these settings. 0o
o @

9.6 Playback Outputd  Output0

Select to obtain the Playback panel and view video remotely.

9.6.1 Add Remote Playback Site

— Berver Setting
@ g Server Mame: l—

Press the Remote Sever icon to go to remote Address: | |
playback site management to add and setup a remote S T —
playback connection. _
Step 1: Enter the IP address or DNS, Port, Username, and Seerhiame

POSSWOrd. Pasgsward:
Step 2: Click Add to add the server. St Pl
Step 3: Click OK to exit the Setting panel. Test Server
9.6.2 Access Remote Playback Site asa| PEeEen | o

Y
Go to Date/Time Panel and click on the @ icon on v ok | X cancl |
the top of the display window fo access the Remote
Playback Site

G @ QW

Local Machine

Remoke Server 1 (192,168,1.51)
Remote Server 2 (192,168,1.52)

—rT

15 14 15 16 17 15 19
20 21 22 23 24 25 26
27 28 29 30 31
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*There is only 1 channel displayed in Live Viewer via web browser in IP CamSecure Lite
while there are up to 4 channels displayed in IP CamSecure Pro simultaneously.

Make sure the Live Stream Server is enabled. Check 5.14 Network Service for more detail.

Start Internet Explorer browser and enter the IP address or DDNS name of the server followed by the
connecting port.
Example: http://192.168.1.16:8080/
192.168.1.16 is the IP address of the server.
8080 is the port specified in Use Default Web Server in Network Service.

Press this icon to use Remote Live Viewer which functions are the same as Remote Live Viewer. See page
102 for details.

Press this icon to use Remote Playback which functions are the same as Playback except remote server
and backup functions. See page 33 for details.

Press to download client pack to install application based Remote Live Viewer and Remote Playback.
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11. Utilities

License Management Tool
Resource Management Tool
DB Tool
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A. Verification Tool

The Verification Tool verifies whether the data created by the system has been tampered with. It
is the process by which a digital watermark (a digital signature) is added to each recorded video
frame to ensure its authenticity.

There are 3 types of data that can be verified by the Verification Tool:
1. Filein (.DAT) (.264) format will be displayed as®”.

2. Filein (.AVI) (.ASF) format will be displayed as#

3. Filein (.BMP) (.JPG) format will be displayed ase,

1.1Execute Verification Tool

Step 1: Execute Verification Tool from program files.

g E;iyeﬁﬁié : @ Tzer Manual 3
@ Finance managemant 3 E Backup System
) GlobalSCAPE v & DBTook
@ Infogrames 3 Lk Cimmsall
) Tntel PROSet Wirelsss s Blaybsck System
8, Wiadows Live @ MERM 5 , Rehe 1ve Tiewer Siep .I
7 Microsoft Office 5 B esification Tool
Step 2: Insert the Administrator Password to log in.
Step 3: The Verification Tool appears after login.
1.2 Verification Tool Overview
Add File Add Folder Remove File Select All Video Preview

Q, = R Q Videao Praview
Filz Mame | wWaterrnark | Start Time | End Time | Carn Mame | Path

97C00001... 2009/05f,., 2009/05f... TRENDne.. C\Documents and S

#0604 _sa... 2009/06/... 2009/06f... SanyowD.. C\Documents and Sk

W0E04_S.. 2009/06/f... 2009/06f... SanyoVC... ChDocuments and Se
05f... 20090 D-Link DC,..  C:\Documents and S

Status Yerify : ’ ‘ I

Mumber of file Yerified : 0 files Time elapsed : 00 ;00 000

Mumber of file Passed 0 files Time left: 00:00: 000

Play Verify Pause Stop

Q: Add File: Click to insert the single file to list for verification.

2 Add Folder: Click to choose the folder with multiple files to list for verification.
& Remove File: Click to remove indicated file(s) from list.

B Select All: Click to select alll files in list for verification.

Note:
1. Choose the file type first before selecting files. Only (.dat) (.264) (.avi) (.asf) (..omp) (.jpg) are
supported.

2. User can also drag files directly into the list for verification.
Video Preview: Check this column o preview video of selected file. Click on the buttons below the

window fo playb, Pauselll and Sfop. the file.
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Note: Preview of (.bomp) (.jpg) format is not allowed.

1.3 Verify Image/Video

Step 1: Select single or multiple files for verification.

Step 2: Click “verify 88 "to start verification.

LevelOne IP CamSecure

Step 3: The verification result will show on the watermark column.

If a file was fampered with, it will showd®.
If a file passes verification, it will show ™.

Watermark

B

C| 05/ TRENDne, .

CO0001...

Fle Name | Watermark | Start Tme | End Time | Cam Name | Path
»# CO0D02. 2009/05/... 2009/0Sf... D-Link DC...
w0604 5., ¥ 2009f06{,.. 2009/06/.. SanyoVC...
004 _sa.,. @ 2009/06/,.. Z2009/06/.. Sanyo\VD...
##C00001.., 2009/05/... TRENODre...
##C0000L.., % 2009/05/... TRENDre...

-

C:\Docurments an

C\Documents anc
Ci\Docurments anc
C\Documents anc

$#C00002.. f.. DLikDC.. C
w#CO0DD2... 2009/05/... DeLink DC. C\Documents anc
iz i R
Status Verify :
Mumber of file Verified : 7 files Time elapsed . 0008266
Nurnber offile Passed 7 files Time lett: 01:48:380

\

—Video Preview

> &I

\

Verification report

Step 4: The verification report will indicate the information related to the verification.
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B. License Management Tool

The license of the software should be registered before you start using the Intelligent Surveillance System.

Execute the License Management Tool to activate the license from dongle or serial number included with
the software package, or de-activate the license then bring it to another PC to activate it again.

Please note different level licenses cannot coexist under one license server.
Upgrade licenses will replace lower level licenses into higher level ones.

Both “Online” and "Offline"” status of PC environments are available on executing the tool to “activate” or
“transfer” the license. The following is a total of 4 types of license management process:

- To activate the license with PC connected to network, follow the Activation Online process.
- To activate the license with PC not connected to network, follow the Activation Offline process.

- To de-activate/transfer the license with PC connected to network, follow the Transfer Online process.
- To de-activate/transfer the license with PC not connected to network, follow the Transfer Offline process.

1.1 License Management Tool Overview
1.1.1 Execute License Management Tool

Step 1:  Execute License Manager Tool in config menu or installation folders.

Setting 1 Settings\USER LA UUO 8 W\Dorews26_3_2_0_26\Dorcusd
User Account Setting
License Manager ¥ o ] J
Save/Load Configuration 3 Config db dump
@ Counting Application z

POS Application . "
Log Wiewer —*J .’J .’J
Backup PTZPmtocol skin Wave
MNetwork Service :

Stat  Plmjeck Schedils  fuend About MainConsale... ﬁ ﬁ

|| AlphaZdll Alphadll

Step 2: The “License Management Tool” will appear. Please refer below for the tool overview.

1.1.2 License Management Tool Overview

Activate [T Har e o

Activatetab |

[ Activate | Transfer i

Sh | channel | Product | status i]_
SN status
\_ )
r—Activate type )
: & Onli
Activate type i
€ Offling
J
(Inputhfpe
Input type « 8N [
BN file: I =
\‘ £ Artivatefro 2 )
Activate =
- Impart offline license
. File path: =
Import offline —— | |
license
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—
e —
Transfer Tab Aclvate Transer |

| Product Status |

(SN | Chiarine]
SN status
- Transfer type:
i+ Onling
© offing
Transfer type
Z-(m]

h—

Transfer

1.2 Activate/Transfer License

1.2.1 Activate License

|Activation Online|

Step 1: Open License Manager Tool.
Step 2: Select On line as Activate type.

Step 3: Input the SN (Serial number)or Import SN file, and then click on Activate button.

~Input type

& SR Rnmmmmanmmninaiaaangy
mmmmmmmmmmmmmmmmmmmmmmmmmmm

i |

 BHile: =]

et )
€ Activate fromm dioholes

Activate

Step 4: Restart Main Console if activation is successful.

|Activation Offline|

Step 1: Open License Manager Tool.
Step 2: Select Offline as Activate type.

—Activate type
- Online
& Offline

Step 3: Click on Export offline pack.

Please note this license will bind with hardware configurations and it is not recommended to register

with removable network devices.

—lnput type

@ BN |

e Elfle |

© Activatefrom dapole

Export offine pack
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Step 4: Save Request file, and then take it to another PC that is connected to the Internet.

\_J Request File | m
File Edit Wew Favorites Tools Help a’
address |E} CiDocuments and Sethings)apriliDesktopiRequest: File M Ga
= o B LicenseTool.dl
‘ﬁ lbexpat.dl ‘ﬁ 1.0.0.1
LicenseTool Dyvnamic Link Library

FEE] Egg;}fq OffLineTool.exe
1KE OffLineActivation MFC aApplica...

Step 5: Execute OffLineTooI.exe in the other PC.

click on Activate button.

(7] otttine Tool

X}

Information:

Activate news Sk,

Please input SN:

~Input type
=11

O SMAile:

Step 6: Save License file, and then take it to original NVR system.
Step 7: Open License Manager Tool again, select Import offline license, then click Import button to activate.

~Irnport ofine license

ﬁ'ile path:

|C:1Ducuments and Sel | @

Import

Step 8: Restart Main Console if activation is successful.

1.2.2 Transfer License

Transfer Online)
Step 1: Open License Manager Tool.

Step 2: Select Transfer Tab, and then check Online as Transfer type.

Step 3: Select SN and click on Transfer button.

[#]License Management Tool

Activate  Transfer I

= | charnel | Product | Status |
: A 16 Pt Activated |
- Transfer type:
& Online
" Offline

Step 4: Restart Main Console if transfer is successful.
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Step 1: Open License Manager Tool.
Step 2: Select Transfer Tab, and then check Offline as Transfer type.
Step 3: Select SN, and then click Transfer button to transfer SN.

[F] License Management Tool 52
Activate Transferl
(s [ channel [ Product Status
[rascasceiva oL enenrs 16 activated
Transfer tyne:
i Online
& {Of line

Step 4: Save Request file. Restart Main Console if fransfer is successful..

File Edit  Wew Favorites Tools  Help

| Request File ‘._IW

Address |E} C\Documents and SettingsiaprliDeskiopiReguest Fils M Go

f LicenseTaoal 4l
libexpat.di 'Aq’ 1.0.0.1
LicenseTool Dynaric Link Library
offling.req )
REC File OFFL!neTnoll.ex_e .
1 KB OFFLineActivation MFC Applica...

Step 5: Copy request file to another PC connected to internet.

Step 6: Execute OfflLineTool.exe in another PC, check Transfer SN and click Transfer o send request file to
license server.

[7] Off Line Tool &4

Infarmation:

Transfer activated Sh.

Transfer SM:

r—

l Transfer “| Exit

Note: User needs to copy request file to another PC and send it to license server, otherwise the SN can’t be
re-activate again!!

[£] 0ff Line Tool %]
Infarmation:
Completel Transfer has finished. ~

Transfer activated SM.
Transfer SM:

SA71-D23C-09E1-7422
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C. Resource Management Tool

Start Monitor Al
Stop Recording Schedule

Stop Smart Guard System
Start Counting Application

The Resource Management Tool detects whether the system is operational.

Note: For further application of the Resource Management Tool, please refer to
page 56 In "Guard” chapter.

Open Event Report
Open E-Map
Open Resource Report |

1.1 Execute Resource Management tool

Step 1 DOpen 1O Control Panel
Step 1: Open Resource Report from start menu. | Locksystem
Step 2: The Resource Management Tool will appear. (@ [ > | ] A

—

1.2 System Resource Overview

System Resource History Diagram

System Resource

hemary Usage

[l Systern Health
CPU Temperature: 0°C (32 °F)
Motherboard Temperature: 0°C (32 °F)
. CPUFan Speed: 0 RPM
. Power Fan Speed: 0 RPM T T T
- CPU Loading: 21 %

- Memory Used: 1466 MB
5---MemuryAva\IabIe: 580 MB
- Logical Disk Free: 15 %

L. CDocurments and Settings\USERIDE- +1N
- Metwark Utilization

K I i

Advanced | v 0K |

A‘dvqnced

1.2.1 System Resource

System Health: This item shows the system information, including “CPU Temperature”, “Motherboard
Temperature”, “CPU Fan Speed” and "Power Fan Speed”.

Note: User needs to install the “SpeedFan” first to gather the CPU and Motherboard temperature information.
CPU Loading: This item shows the percentage of CPU usage.

Memory Usage: This item shows the memory usage of system. "“Memory Used” and “"Memory Available” are
included.

Logical Disk Free: This item shows the percentage of available disk space for storage.
Note: The disk directory will be the same as the one in MainConsole — Config — Setting — Storage - Location.

Network Utilization: This item shows the total bit-rate utilization for the upload and download of the computer.
1.2.2 Instant Diagram

Click each item in the list to obtain the instant system diagram. The “system resource” will be displayed as
each variable in Vertical Axis; the unit of Horizontal Axis will be displayed as “Per Second”.
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Systemn Resource CPU Loading

[= Bystern Health

CPU Ternperature: 43 °C {108 °F)
Maotherboard Temperature: 45 °C (112 °F)
CPUFan Speed: 0 RPM

Pawer Fan Speed=-REm

PU Loadir
= Memory Usage: 90 %

Memary Used: 1848 MB

Lo Memory Available: 198 MB

- Logical Disk Free: 8 %

L ciDocurents and SetingsWISERWEA-£1N
= Wehwork Utilization

Tatal Upload Bitrate: 0 bps

Total Download Bitrate: 0 bps

K

Advanced | v oK ‘

Click the Advanced button to search and export system logs in “Search” tab and obtain the history diagram
of an specified period in “Diagram” tab.

1.3.1 Search
Search |D|Sp|ay|
Type: |cPU Loading ]==[s000 & ﬂ
|

Date: 20090603 = 5 Expart to ‘

DateTime: i | to | Search I
Start Time | End Time | Log Type Ay, ‘ Min ‘ [IEYS j
2009/06/08 15:54:55  2008/06/08 15:55:10  CPU loading B0, 50.00%  100.00%
2009/06/08 15:56:00  2009/06/08 15:56:08  CPU loading 60.51% 50.00%  100.00%
200906/08 15:566:15  200906/08 154:56:20 CPU loading B0.49% 50.00%  100.00%
2009/06/08 159:56:40  2009/06/08 15:57:10  CPU loading B0.25% 50.00%  100.00%
200906/08 15:57:15  2009/06/08 15:57:20  CPU loading BO0.19% 50.00% 100.00%
2009/06/08 15:57:38  2009/06/08 15:57:40  CPU loading BO.19% 50.00%  100.00%
2009/06/08 15:57:45  2009/06/08 15:57:50  CPU loading 60.32% 50.00%  100.00%
200906/08 15:67:85  2009/06/08 15:58:00 CPU loading BO.27T% 50.00%  100.00%
2009/06/08 15:58:35  2009/06/08 15:58:55  CPU loading BO.11% 50.00%  100.00%
2009/06/08 15:59:25  2009/06/08 156:59:358  CPU loading BO.11% 50.00%  100.00%
2009/06/08 15:59:40  2009/06/08 15:58:50  CPU loading B0.04% 50.00%  100.00%
2009/06/08 15:59:55  2009/06/08 15:59:55  CPU loading 60.04% 50.00%  100.00%
2009/06/08 16:00:00  2009/06/08 16:00:18  CPU loading 51.67% 51.00%  53.00%
2009/06/08 16:00:25  2009/06/08 16:00:50  CPU loading 52.75% 50.00%  57.00%
2009/06/08 16:00:85  2009/06/08 16:01:00 CPU loading 5378% f0.00% 62.00%
2009/06/08 16:01:08  2008/06/08 16:01:10  CPU loading 54.00% 50.00%  62.00%
2009/06/08 16:01:40  2009/06/08 16:01:55  CPU loading 54.54% 0.00%  62.00%
2009/06/08 16:02:10  200906/08 16:02:18  CPU loading 25.71% 50.00%  71.00% J
EWUQIDSJ’DE 16:02:35  2009/06/08 16:02:45  CPU [oading a6.13% 50.00% ?1.|DD% Llﬂ

0K

Choose the system event type, and then select the standard percentage to search system log.

Select the Date/Time duration to search system log.
Click Search to start searching, the system logs will be listed below.
Click Export to to save the system log in (*.xIs) or (*.txt) format.

Click OK to close the report window.

A A B c D E B

1 | StartTirae EndTime LogType Avg Max Min

2 20000608 12:2023 20000608 12:2028 CPU lcading 54 54 54
3 20000608 122053 20090608 122058 CPU leading 655 54 7
4 20090608 122113 20000608 12:21:18  CPU loading 61.67 54 7
5 20000608 12:21:23 20090608 122128 CPU loading 655 54 7
6 20000608 12:21:53 20090608 122158 CPU loading 612 54 77
T8 12:22:53 20090608 12:22.58  CPU loading 6233 53 77
320000608 122348 20000608 12:23:53  CPU leeding 61.86 53 K
O 20000608 12:2448 20000608 12:24:58  CPU lcading 59.44 51 7



Search Display l

Type: |CPU Loading j I

DateTirne: 2009/06/08 16:38 = 2 Save
Period: One Day = Display

o [ | [ [T 1T 111U ! | | I L L]
2009{06{08 00:00 2009{06{09 00:00

Maximun: 200970608 15:16:25 Minimun: 2009/06/08 13:35:54

Choose the system event type.

Select the Date/Time to draft history diagram.

Setup the start time and duration for charting. User can choose “One Day”, "One Hour” or “One
Minute” as the duration.

Click "Display” to start charting, the diagram will be displayed at below column.

Click "Save” to save the diagram in (*.omp) format.

Click “OK" to close the report window.

0%

Z008/06/08 00:00 " 200906/08 00:00

Maximun: 2009{06/08 15:16:25 Minimun: 2009/06/08 13:35:54
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The DB Tool repairs database files and Export configurations.
Warning: improper use of this DB Tool may cause loss of recorded video.

Step 1: Execute DB Tool from program files.

» E Backup System
™ DBTook
v ] Msin Console

Step 1 lools @ Skape . v 3 Playback Systim
[T Stomm Codec b [ Remote Live Tiewsr
) 1-TIME b 18] Remote Playbark Server
7] Ulead COOL 360 v 2 Systern
__ ) Ulead Photn Bxplorss 8.6 ¥ | Userbanual
Miet |7 Ulead Photolmpact 11 ’
7|\ Ulead Systeme b

Step 2: Enter the password of administrator to log in.

Step 2 \ DBTools login

wrd for the administrator of Main Consale :

User name:

FPassward:

|admin

1]

| [owes

1.1 Repair Database

This page has three repair method, Modify Location, Verify Only, and Repair.

For modify locatione:

The Playback system can recognize all recording video in the folders listed on MainConsole - Config -
Sefting - General page. For some reason, user needs to use Playback system to open recording video
beyond storage location setting. For this propose, user could follow below steps to modify location by

DB tool.

Note: The default storage location is in the installation directory, (ex: D:\video)

Step 1: Select Repair database.
k4 DBTools (IP version 3,1, 0, 0)

Step 2: Select the repair Method as Modify Location.

Repair datahasze

modify locations to store widea files. Please confinm locations where video
files were stored and press hutton "Modify’ to confirm.

Install Path: CAProgram FilestSCH_IP

Repair database

Modify locations to store widea files. Please confirm lacations where widea
files were stored and press button "Modify” to confirm.

Method: | Modify Location
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Step 3: For add database location, please click on ;]bu’r’ron and use URL to choose location.

For remove database location, please choose location form list and click on % button to
remove location.

Wideo File Locations E]

DY video

Step 4: Click on Modify button to modify location. After modification, the Modify Result will show on the
panel.
Modify Result. 2 locations canfirmed.

’ Open Log ] [ b odify l

Example of modify database:
In certain cases where video data needs to be transferred from one PC to another PC, user will need to
perform the following:

1. Manually copy all recorded video data from the default installation path or other user-defined storage
path of the old PC.

E:i' CAProgram Filed P CamSecure

= 7 =
_ ; : R .
(5 IEM = u |_’} _j daetcaorded video
# 5 IBM ThinkVantagze 20060321 20060323 Tanal
# ) Dnstall¥hield Installation Inf
# £ Dntel i
# 5 Internet Explarer [_j ﬂ
# ) Koei :
@ £ Lenovo WavE w 3gppdll
2. Manually paste all recorded video data to the default installation path or other user-defined storage
path of the new PC

3. Follow previous page to add new location on new PC.
4. Oldrecorded video data can be viewed by playback system on the new PC.

For verify and repair proposes:
This tool is used to check and repair your database and recorded video with problems:
(1) If there are records in database, but no video file, use this DB Tools o delete records.
(2) If there are video files but no record in database, use this DB Tools to rearrange the database and
find these records.
Step 1: Switch to Repair database windows.

kd DBTools (IP version 3.1,0.0)

Repair databhase

Modify lacations to store video files. Please confirm lacations where widea
files were stored and press button "Modify® to confirm.

T Hepair |
database
Step 2: Select the repair Method as Modify Location.
Repair datahasze

verify widea files stared by sureillance system. Please confirm lacations
where video files were stored and press hutton "Werify" to check all files.
Fixing database is only needed when verification is failed.

Install Path: CAProgram Files\SCB_IP

Method: | Werify Ony -
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Step 3. Check the video location windows.

The system will list all video locations in table, but if there are any omit, please use = toinsert.

Note: After inserting location, the system will show files count below table.
File Count: 41

Step 4: Choose the method of “Verify Only”, and click “verify”. This method will only check the files

without modify. Verify result will show how many files broken or missing.
Yerify Result 41 files werified, 0files broken, 0 files missing.

Step 5: Choose the method of "Repair (Complete)”, and click “Repair”. The Repair Result will show how

many files are fixed and inserted.
Repair Result: 2 files fixed, 41 files inserted.

Step 6: The repaired new database will replace the old one and the original database will change file
names with extended repair date and time as below.

: Address | ) video

Marne

@Eventmg.mdh

@FileRecord.mdb
@FileRecord.mdh_ZDDBD?14#\121358.mdh
@PosRecurd.mdb

@Scheduletonfig.mdb

@SystemLog.mdb
E_ﬂSystemLug.mdh_2DDSD?14P.121358.mdb

Note: Opé_n Log is a tool to record the repaired database. It will record repair method, file operation,

start time and end time.
4 dbtool.log - Notepad g@

File Edit Format Wiew Help
e
operation "verify only" is started at (2008/07/14 12:01:17)

File Broken: D:\Vvideo/20080708/c00002,/C00002500A20080708112323437 .dat
File Broken: D:\video/20080708/c00002/c00002500A20080708114304625.dat

41 files verified, 2 files broken, 0 files missing.

Operation "Verify only" is finished at (2008/07/14 12:01:19)

Operation "verify only” is started at (2008/07/14 12:13:19)

File Broken: D:\Video/20080708/c00002,/c00002500420080708112323437 .dat
File Broken: D:\video/20080708/c00002/c00002500A20080708114304625.dat
41 files verified, 2 files broken, 0 files missing.

operation "verify only” dis finished at (2008/07/14 12:13:20)

Operation "Repair (Complete)” dis started at (2008/07/14 12:13:58)

File Repaired: D:\Video/20080708/c00002/c00002500A20080708112323437.dat
File Repaired: D:\video/20080708/c00002/c00002500A20080708114304625.dat
2 files fixed, 41 files inserted.

operation "Repair (Complete)” is finished at (2008/07/14 12:14:07)

1.2 Export Configurations

This tool is used when user wants to export all system configurations to backup, take to another PC for
technical trouble shoofting.

Step 1: Press "Export”.
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H DBTools (IP version 3, 1,0, 0)

Repair
database

E,

4

Export Configurations

Export Main Console configurations for trouble shooting. Please
provide the exported *.cfg file to the technical support .

Export
canfiguration
5

Step 2: Select the location you want to Export and type the name of the configurations.
Step 3: Press "Save” to start to import database.

Save As
j Ll c¥ B~
8 ServerConfig.cfg (o To Last Folder Visited
[imanual
(amdb
(skin
12w
File narne: | lﬂl
Save as type: |Eonhg Files [".cfg) LI ﬂl
|
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Appendix A - 3GPP Service

How to setup 3GPP streaming connection (using BenQ-Siemens mobile phones)

System Configuration

DVR / NVR server v2.6

CPU: Intel core2 Duo 1.86 GHz
Memory: 512 DDR RAM

Ethernet: Realtek RTL8168/8111 PCI-E
Hard Disk: 160GB

Graphic card: ASUS Extreme AX550
Operating System: Windows XP Professional SP2
Mobile Phone: BenQ-Siemens E81

1.1 Configuration from Main Console server

Step 1: Go to Config and select Network Service

Step 2: Select 3GPP Service, and then click Start
Note: In the Option item, the “port” selected here is the same port from mobile handset

- 127 -



Intelligent Surveillance Solution

1.2 Configuration from 3G Mobile Phone

1.2.1 BenQ-Siemens E81

Step 1: Go to Menu, then Internet

Step 3: Add New Bookmark

Step 4: Configure the Adress setting as the following example.
Ex: rtsp://61.216.97.69:554/media00.3gp
61.216.97.69:554 is the IP address of NVR or DVR system
Port : port specified in 3GPP Service from NVR or DVR system

Step 5: Save the settings and start playing
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1.2.2 BenQ P50

Step 1: Connect GPRS

Conectando...

Conectando a: CHT_INTERNET

Mensajeria & T oof 1512 9

Step 2: Download and install the [PLATFORMA4] software.

Conectando a GPRS.
Step 3: Execute the Main Console.
° —_— [Conecor]

Step 4: Press the [Config] 2 [Network Service] = [Start]

Step 5: Open [PLATFORMA4], press the button framed by red into Opftion

Step 6: [Open URL] enter the RTSP address of the camera
EX: rtsp://61.216.97.69/media00.3gp—~>channel 1

EX: risp://61.216.97.69/media01.3gp>channel 2 e ———wTr EL
EX: rtsp://61.216.97.69/media02.3gp~>channel 3 2 o=

Step 7: [Sefting [Jlchange the sefting and press “OK”
[Protocol] TCP
[Buffer Size] 60
[Connection TimeOut] 103
[Data Recept. TimeOut] 100
[Deblocking Filter] check

Step 5 Step 6 Step 7
Platform4 Player ?|| % 04:36 @ Platforrrs Player ?|| x 0434 @

-
SPLATFORM I Player 3.0 for Packet PC

Metwork Settings ——————— Open Ul
Protocol: (@ UDP LT AR P BE I

Sl

Buffer Size: m sac, [4[¢] Broadcast
Connection Timeout: (103 | sec. Ezl - B
Data Recept, TimeOut: SBC. EE| | Shl R |

Progressive Download

Wideo Settings

Dieblocking Fiter Dithering
Zoom and crop in Fullscreen

Open | Settings 1| Settings 11 | bout | Open [ Settings 1] Settings 11 about ]
2l e

SweLarra R4 5 Player 3.0 for Pocket PC
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Appendix B - PDA / Smart Phone Client

PDA / SP (Smart Phone) Client are only applied for devices with Windows Mobile 5.0 platform or above. See
the sections below to find how to install and execute PDA / SP Client.
Note:

1. The different between Smart Phone and PDA Client is navigation of operation, user can only confrol
client with phone buttons.

2. The resolution of PDA / SP Client is limited in 240*320 (QVGA).

1.1 Install PDA / Smart Phone Client

Step 1: Connect mobile device to the PC.
Step 2: Insert the installation CD and click on PDA Client Installation / Smart Phone Client Installation to install
application in device.
Nofte: If you do not have Microsoft® ActiveSync installed, a message will appear “*Cannot find
ActiveSync. Please reinstall ActiveSync and then run this installation again.”

Step 3: Check the client application is installed completely in the mobile device.

successfully installed on your
device.

If you need more storage space,
you can remove installed
programs.

p:2.174) CAM1 o

B Setting
1.2 Execute PDA / Smart Phone Client bt

License Manager
SavefLoad Configuration 4

1.2.1 Main Console setting

Counting Application
& POS Application
W [ Log Viewer

= B Backup

Step 1: Go to Config and select Network Service _ |
. Metwork Service |4
Network Service

& About MainConsole. ..

Step 2: Select “Live Streaming”, and then click “Start”.
Note: The "Port” selected here will be the same with the one in PDA/Smart Phone.

Network Service - 192.160.4.31 / 192.166.1.54 (%]
L wain | Black fWhite List | Parfarmance |
. . / Streaming
lee Sh’eqmlng State P Camera Bitrate (Kbhps)
Remate
Playback
T Start
3GPP G
Service Sener Status: Stopped Stop
L
Remote Port 5150 Default Port
Desktop Maximum Connections 18
¥ Uss Defaultteb Server
Central Port: @1
Managsment ¥ Save Log LiveServer log
¥ Enable Audio
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1.2.2 Execute and Login

Step 1: Make sure your PDA/Smart Phone device is connected to network, and then go to Start - Programs -
PDA/Smart Phone Client to execute application.

%E%’b=

Duwn'om‘l Excel Mobile File Explorer

D (] gj

Nokes Pictures &
Videos

M B L

Pocket MSN Poumi'nlnl Search

I-IEI

Terminal Word Mobile [—
Servic... et

Step 2: Insert Address, Port, Name and Password of the server and click on fo login.

1.3 PDA/Smart Phone Client Overview

There are 3 main pages of Client application: Monitor Preview, I/O Control and System Info. Switch between
these buttons to adjust overall configuration.

Log out

Live View System Info

1/O control

1.3.1 Live View
Camera List Live Video Display

Muh:leuuewemer o 4 12:01 | 7 - |MuhileLi~.-eviemer o 45 12:57 (X

Camera List: Display Live Video Back to Camera List
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Displays all “snapshots™ of channels connected to server as camera list. Click on indicated snapshot to get

the channel information, and then click on 2—10 display live video.

Note: The Screen Division and Refresh option could help to quick find the channel.

Live Video Display:
Live View panel could display “live video”, conftrol PTZ, and snapshot. Click . to go back camera list.
PTZ Control: Click on PT Conftrol Panel and Zoom Out/In to conftrol physical PTZ camera or adjust digital

PTZ under digital PTZ mode.
Note: To switch between “Digital PTZ" and "“Physical PTZ", simply click on [ button.

PT Control

Zoom Out/In

Preseti3 B

bbbb F
Presetld
. Bl| Presetos

Snapshot: Click . to take the snapshot and save it to default folder.
Full Screen: Click . to toggle to the "Full Screen Mode”, right click on screen to obtain the PT control

panel and disable full screen display.

Disable Full Screen

Enable Audio: Click - to enable the audio of current channel.

1.3.21/0O Control
Select "I/O Control” button to monitor status of DI/DO devices, and control DO devices.

DI/DO Status

1/0O Control




Intelligent Surveillance Solution

LevelOne IP CamSecure

1/0O Device list:
Select and monitor the device connected with Server.
DI/DO status:

Monitor the DI/DO status synchronized with Server, and then click Output button to frigger the DO action.
== Gray icon indicates the normal status of DI/DO devices.
! Red icon indicates the alarm status of DI/DO devices.
E Green icon indicates the synchronization process.
1.3.3 System Info

Display the server and client information. Server information includes address, post, and version. Client
information includes login user, count of camera and I/O device with access authority and version.
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Appendix C - iPhone Browser

Live Streaming service can handle requests from iPhone's Safari browser.  This section will guide you how to
use this feature with iPhone devices.

p:2.174) CAM1 o

1.1 Configuration from Main Console server i
lser Account Setting
License Manager

SavefLoad Configuration 4

Step 1: Go to "Config” and select “Network Service”

@ Counting Application
POS application

Log Wigwer

Backup

Network Service | Network Service

Start  Plagback Schedule  Guard About MainConsole...

o | £

Step 2: Select “Live Streaming”, and then click “Start”.
Note: The “Port” selected here will be the same as the web live view and web playback.

. . Network Service - 192.168.4.31 / 192.168.1.54 &
Live Streaming
Main |El\ackfv\fmte List| Performance |
Streaming
State | I Camera Bitrate (Kbps)
Remoate
Playback
3GPP i | Start
Service Server Status: Stopped Start —
o -
~Op
Remate Fort 5150
Desktop Maximum Connections: 16
¥ Use Default Wk Server }
Por
Central Fort 81
Management I Save Log LiveServer.log
[¥ Enable Audia

1.2 Connect to Main Console server

Step 1: Make sure the I-phone is connected to the internet. Open Safari browser and enter the IP address or
DDNS “name” of the server followed by the connecting port.

Example: hitp://192.168.1.16:8080/ Pod = T43:18 =

Note: 192.168.1.16 is the IP address of the server. —
8080 is the port specified in "Use Default Web Server” in Network —
Service.
Step 2: Enter user name and password to login Main Console Server,
select camera to view live video.

1.3 Live Display
To view live video, select camera from list, use touch panel to zoom in
the video.

& to back to list and select another

To switch video, please click
camera to view the video.
1.4 PTZ Control

With cameras that support PTZ function, the PTZ panel will show as picture. EJ a | v | a |
- _—

User can control camera to pan, tile and zoom in/zoom out manually, or
move to pre-set location by select PTZ preset point from drop down list.
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Appendix D - Remote Desktop Tool

How to install Remote Desktop Tool

Step 1: Insert the Installation CD.

Step 2: Go to Remote Desktop Viewer directly and Run Setup.exe file.

How to Start Remote Desktop Tool

Step 1: Start - All Programs - Remote Desktop Viewer - Remote Desktop Viewer.

Step 2: Enter address, Port, Password of server. Enable the option fo use 8 bits color level to show steadier

screen.
Step 3: Click OK to Start Remote Desktop.

=% Remote Desktop Viewer

X

Server, |

[]

Port: |514U Default |

Password: I

v Use 3 hits color level

Cancel
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Appendix E - iPhone App “iCamSecure”

Description

LevelOne “iCamSecure” is a totally free app for iPad, iPhone and iPod touch that enables
you to monitor remotely live video camera through LevelOne IP CamSecure Surveillance
Lite/Pro Mega System:s. Easily view multiple cameras via 3G or Wi-Fi. Snapshots, touch screen
O NE€  p/1/zcontrol and 1/0O device management are also supported.

om l;
I
Omm

Main Features:

1. 6 channels live view display at QCIF resolution
2. Single channel live view display at CIF resolution
3. Snapshots

4. Touch Screen P/T/Z Control

5. Supports Preset Point

6. Supports Digital Input/Output

Supported Systems:

Compatible with LevelOne IP CamSecure Lite/Pro Mega (4/8/16/25/36/64-CH) surveillance
management systems.

Screenshots:

Airport Sites LevelOne

_Transportation

" SnapShot

Requirements:
Compatible with iPhone, iPod touch, and iPad. Requires iOS 3.0 or later

Download:
iCamSecure is available exclusively from Apple's App Store and is a free download.
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Appendix F - Device Pack

Device Pack is released to support new cameras. Always get the latest version of Device Pack to ensure your
IP CamSecure system support current implementing cameras.

You can find the Device Pack version oh the red area:

About Main Console

MainCaonsaole Yersion 1.26.1 Professional | N/ Ok

- Copyright (C 2004 -10

Digital Data Cormmunications Asia Co. Ltd &ll rights resened.

hittpe # A, lesvel] . com

— Product Information |

Model Type: P Cameras

Camera License Mumber;, 64 {(IF+)
I Device Pack Wersion: 1.4.2'

Notice

1.) the Device Pack only available on IP CamSecure Lite/Pro 1.26.x and later version

2.) Must install IP CamSecure software before install device pack

3.) if you wants to upgrade the Device Pack version, it needs to remove first, then install it.

Download:
Device Pack is available from LevelOne's Web site hitp://www.levell.com/
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