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Change Log

Date Change Description

2023-11-07 Updated Backing up and restoring configuration files in YAML format on page 244.

2023-10-24 Added Command to compute file hashes 7.2.6 on page 269.

2023-10-13 Updated Allow empty address groups on page 382.

2023-10-10 Updated Add built-in entropy source 7.2.6 on page 318.

2023-10-06 Added Add the Any and All options back for ZTNA tags in the GUI 7.2.6 on page 364.

2023-09-28 Initial release of FortiOS 7.2.6.

2023-08-09 Updated Synchronizing LDAP Active Directory users to FortiToken Cloud using the two-factor
filter 7.2.1 on page 458.

2023-07-25 Updated Enhance BIOS-level signature and file integrity checking 7.2.5 on page 317.
Added Real-time file system integrity checking 7.2.5 on page 318.

2023-07-19 Updated Embedded SD-WAN SLA information in ICMP probes 7.2.1 on page 134.

2023-06-08 Initial release of FortiOS 7.2.5.

2023-04-25 Added Support IPv6 dynamic addresses retrieved from Cisco ACI SDN connector 7.2.1 on page
71.

2023-04-24 Updated Support full extended IPS database for CP9 models and slim extended database for
other physical models on page 404.

2023-04-21 Updated Display detailed FortiSandbox analysis and downloadable PDF report on page 24.

2023-04-13 Updated Allow application category as an option for SD-WAN rule destination on page 90.

2023-03-10 Added Support full extended IPS database for CP9 models and slim extended database for
other physical models on page 404.

2023-03-08 Added Allow FortiClient EMS connectors to trust EMS server certificate renewals based on the
CN field 7.2.4 on page 61.

2023-03-03 Updated Embedded SD-WAN SLA information in ICMP probes 7.2.1 on page 134.

2023-02-24 Updated System automation actions to back up, reboot, or shut down the FortiGate 7.2.1 on
page 79.

2023-02-21 Updated WPA3 enhancements to support H2E only and SAE-PK 7.2.1 on page 516.
Added Support for GCP ARM CPU-based T2A instance family 7.2.4 on page 633.

2023-02-13 Updated Introduce maturity firmware levels on page 247.

2023-02-02 Updated Add Fabric Overlay Orchestrator for SD-WAN overlay configurations 7.2.4 on page
158.

FortiOS 7.2.0 New Features Guide
Fortinet Inc.



Change Log

Date Change Description

2023-02-01 Updated Publishing ZTNA services through the ZTNA portal 7.2.1 on page 336.

2023-01-31 Initial release of FortiOS 7.2.4.

2023-01-25 Updated Provision FortiExtender firmware upon authorization 7.2.1 on page 571.

2023-01-11 Updated SD-WAN in large scale deployments on page 108.

2022-12-30 Added FortiExtender monitoring enhancement 7.2.1 on page 566 and Provision FortiExtender
firmware upon authorization 7.2.1 on page 571.

2022-12-06 Updated Publishing ZTNA services through the ZTNA portal 7.2.1 on page 336.

2022-11-15 Added Add profile support for FortiAP G-series models supporting WiFi 6E Tri-band and Dual 5
GHz modes 7.2.1 on page 509.

2022-11-01 Updated ZTNA inline CASB for SaaS application access control 7.2.1 on page 345.

2022-09-27 Added ICAP scanning with SCP and FTP on page 416.

2022-09-26 Added Update naming of FortiCare support levels 7.2.1 on page 28.

2022-09-20 Added Introduce distributed topology and security rating reports 7.2.1 on page 46.

2022-08-30 Added Support CORS protocol in explicit web proxy when using session-based, cookie-

enabled, and captive portal-enabled SAML authentication 7.2.1 on page 239, Allow the
YouTube channel override action to take precedence 7.2.1 on page 421, and Synchronizing
LDAP Active Directory users to FortiToken Cloud using the two-factor filter 7.2.1 on page 458.

2022-08-19 Added GCP DPDK support on page 608.

2022-08-11 Added New default certificate for HTTPS administrative access 7.2.1 on page 257.
Updated Configuring client certificate authentication on the LDAP server on page 446.

2022-08-10 Updated Permanent trial mode for FortiGate-VM 7.2.1 on page 620.

2022-08-09 Added Support backing up configurations with password masking 7.2.1 on page 255.

2022-08-08 Added FortiGate as FortiGate LAN extension 7.2.1 on page 207 and Configure the frequency of
IGMP queries 7.2.1 on page 550.

2022-08-04 Initial release of FortiOS 7.2.1.

2022-07-27 Added Add option to disable the FortiGuard IP address rating on page 416.

2022-07-22 Updated BFD for multihop path for BGP on page 172.

2022-06-15 Updated Support Layer 3 roaming for tunnel mode on page 470.

2022-05-30 Updated Abbreviated TLS handshake after HA failover on page 271.

2022-04-21 Added Increase the number of VRFs per VDOM on page 184.

2022-04-18 Added Allow FortiExtender to be managed and used in a non-root VDOM on page 562, Support
up to 30 virtual clusters on page 276, and SNMP OIDs for port block allocations IP pool statistics
on page 181.
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Change Log

Date Change Description

2022-04-14 Added Display LTE modem configuration on GUI of FG-40F-3G4G model on page 26, and
Show the SSL VPN portal login page in the browser's language on page 435.

2022-04-13 Added Report wireless client app usage for clients connected to bridge mode SSIDs on page
477.

2022-04-12 Added Add OT asset visibility and network topology to Asset Identity Center page on page 636.

2022-04-11 Added Support 802.1X on virtual switch for certain NP6 platforms on page 179

2022-04-08 Added SD-WAN segmentation over a single overlay on page 119.

2022-04-06 Added Add new FortiSwitch Clients page on page 547.

Updated Allow a LAG on a FortiLink-enabled software switch on page 536, Allow multiple
managed FortiSwitch VLANSs to be used in a software switch on page 535, Manage FortiSwitch
units on VXLAN interfaces on page 544, Use wildcard serial numbers to pre-authorize
FortiSwitch units on page 534, and Enhanced FortiSwitch Ports page and Diagnostics and Tools
pane on page 544.

2022-03-31 Initial release.
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Overview

Overview

This guide provides details of new features introduced in FortiOS 7.2. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable. Features are organized into the following
sections:

« GUI

e Security Fabric

¢ Network

e System

» Policy and Objects

« Security profiles

« VPN

e User and authentication

» Secure access

¢ Log and report

+ Cloud

¢ Operational Technology
For features introduced in 7.2.1 and later versions, the version number is appended to the end of the topic heading. For

example, GUI support for advanced BGP options 7.2.1 on page 188 was introduced in 7.2.1. If a topic heading has no
version number at the end, the feature was introduced in 7.2.0.

For a list of features organized by version number, see Index on page 643.
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GUI

This section includes new features related to the FortiOS GUI:

¢ General usability enhancements on page 15

General usability enhancements

This section includes new features related to general usability enhancements:

¢ Look up IP address information from the Internet Service Database page on page 15
+ Embed real-time packet capture and analysis tool on Diagnostics page on page 16

+ Embed real-time debug flow tool on Diagnostics page on page 20

« Display detailed FortiSandbox analysis and downloadable PDF report on page 24

» Display LTE modem configuration on GUI of FG-40F-3G4G model on page 26

« Update naming of FortiCare support levels 7.2.1 on page 28

Look up IP address information from the Internet Service Database page

The IP Address Lookup button has been added to allow users to look up IP address information from the Internet Service
Database and GeolP Database. Returned IP address information includes the reverse IP address/domain lookup,
location, reputation, and other internet service information.

To look up IP address information:

1. Goto Policy & Objects > Internet Service Database.

2. Click IP Address Lookup. The IP Address Lookup pane opens.

3. Inthe IP Address Query field, enter the IP address and press Enter.
Results of an IP address from the Internet Service Database:

FortiOS 7.2.0 New Features Guide
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GUI

IP Address Lookup x

IP Address Query @, 8.8.8.8 x

|P Address Details

IP Address E=38.88

Owner Google

Location Mountain View, California, United States
Coordinates 37.386051/-122.083847

Reputation _

Popularity L8 8.8 & 4

Internet Service Details

D% | Reputation % Popularity
@& DNS-DoH_DoT | Unverified site L3 3 343+
& Google-Web Reputable site from sodial media 1 2 8.8 24

& Google-ICMP
& Google-DNS
& Google-Qutbound_Email

& Google-55H
Close
Results of an IP address from the GeolP Database:
IP Address Lookup x
IP Address Query  Q, 123.2.2.1 x
IP Address Details
IP Address m123221
Location Melbourne, Victoria, Australia
Coordinates -37.813629/144.963058
Close
Results of an IPv6 address from the GeolP Database:
IP Address Lookup x

1P Address Query  Q, 2600:1402:¢000:58d::b33 x

IP Address Details

IP Address

Location United States

Close

4. Click Close.

Embed real-time packet capture and analysis tool on Diagnostics page

This enhancement removes the previous Network > Packet Capture page and replaces it with the Network > Diagnostics
page. The Packet Capture page streams the capture in real-time. It allows users to select a packet and view its header
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GUI

and payload information in real-time. Once completed, packets can be filtered by various fields or through the search
bar. The capture can be saved as a PCARP file for further analysis.

In the CLI, some options under config firewall sniffer have beenremoved.

To run a packet capture:

1. Go to Network > Diagnostics and select the Packet Capture tab.
2. Optionally, select an Interface (any is the default).
3. Optionally, enable Filters and select a Filtering syntax:
a. Basic: enter criteria for the Host, Port, and Protocol number.
Packet Capture Debug Flow
Recent Capture Criteria

NPU hardware acceleration must be disabled on the respective firewall
@ policy to see all packets. Todo so, set "auto-asic-offload"” to "disable" in
the CLI.

Interface O any -

Maximum captured packets @ @

© Filters

Filtering syntax @ [EESl Advanced

Host

+
Port

+
Protocol number

+

b. Advanced: enter a string, such as src host 172.16.200.254 and dst host 172.16.200.1 and dst port 443.

Packet Capture Debug Flow
Recent Capture Criteria
NPU hardware acceleration must be disabled on the respective firewall

©® policy to see all packets. To do so, set "auto-asic-offload” to "disable" in
the CLI.

Interface O any -

Maximum captured packets @ @

© Filters

Filtering syntax @  Basic [auVEytee]

Filter

Start capture

4. Click Start capture. The capture is visible in real-time.

FortiOS 7.2.0 New Features Guide
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Packet Capture

Debug Flow

<0 Capturing Packets

163
164

Timeline

Packets/Second

5. While the capture is running, select a packet, then click the Headers or Packet Data tabs to view more information.

VS 1LS
64.063295
64.11720s
65.064425
66.11081s
67.108%0s
68.11789s
68.33479s
68.33837s
68.33907s
69.067525
69.11119s
70.06846s

4fs

0fs

L7 £ MU 20U E55% = LT 2. 10200 1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1
172.16.200.254 -» 172.16.200.1

Headers Packet Data

er
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
TP

BETE ]
55897 -»443
55897 -»443
55897 -»443
55897 -»443
55897 -»443
55897 -»443
53799 -»443
53799 -»443
53799 -»443
55897 -»443
55897 -»443
55897 -»443

(PO, AUR]
[ACK] Ack=
[ACK] Ack=
[ACK] Ack=
[ACK] Ack=
[ACK] Ack=
[ACK] Ack=
[PSH, ACK]

[ACK] Ack=
[PSH, ACK]

[ACK] Ack=
[ACK] Ack=
[ACK] Ack=

165 Recent Capture Criteria

SEY=£3HIUS £2U7  AUR=U7UJSUT LU

2918814524

2918815956

2918816606

2918816928

2918817255

2918817582

Seq=2345072242 Ack=670530916

670531688

Seq=2345072329 Ack=670531688

2918818364

2918819059

2918819709 '

Packet Capture

40 seconds ago

Debug Flow

< Capturing Packets

CIe

[
~J
w

NSNS
oo N o

Q0 0O 00 00
SO R

WoW W W W oW W W W LW
®
=]

@
w«

Timeline

107 OULrSs
168.26166s
168.31168s
169.26250s
170.31547s
171.30975s
172.27644s
172.27950s
172.279%4s
172.30581s
173.266%6s
173.31481s
174.27765s

L7 £ L0 LU0 L 05 =7 17 £.10.200.1
172.16.200.254-> 172.16.200.1
172.16.200.254-> 172.16.200.1
172.16.200.254-> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1

Headers Packet Data

o
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

<! Stop capture

JO07s E D
55897 -> 443
55897 -> 443
55897 -> 443
55897 -» 443
55897 -» 443
53799 -»443
53799 -»443
53799 -»443
55897 -» 443
55897 -» 443
55897 -» 443
55897 -» 443

e Q.|

Source IP

Source Port

Destination IP

Destination Port

Protocol

172.16.200.254 Ack 2918889197
55897 Flags ACK
172.16.200.1 Window 516

443 Length 0

TCP Checksum 0x502a

FortiOS 7.2.0 New Features Guide
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[ACR] ALK
[ACK] Ack
[ACK] Ack
[ACK] Ack
[ACK]  Ack:
[ACK] Ack
[PSH, ACK]

[ACK] Ack
[PSH, ACK]

[ACK] Ack
[ACK] Ack
[ACK] Ack
[ACK] Ack

i Stop capture

20seconds ago Now

Recent Capture Criteria

~Z7 1007 LILY

=2918892315

=2918893007

=2918893660

=2918893%83

=2918894311

Seq=2345075%944 Ack=670556197

=670556%969

Seq=2345076031 Ack=67055696%

=291889463%

=2918895425

=2918896118

=2918896772 '
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Packet Capture

Debug Flow

1+ Capturing Packets

496

Timeline

Q, Search

Headers

a1
7f
a1
fc
3¢
af
7a
d7
4a

£UO.L1 TS
208.27734s
208.30063s
208.30384s
208.30494s
208.67222s
208.68852s
208.69082s
208.69107s
208.69360s
209.27780s
209.27831s
209.27855s

:12]
71
dz

56
fc
7d
af
bc

L7 £ 10200205 17 £.10.£00.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1
172.16.200.254 -> 172.16.200.1

Packet Data

86 98 6c ac eB c9 Be B8 88
ef 48 88 7e 86 a2 48 ac 18

75 8a
82 6d 8c 9d 19 b4 ed 2d 11
a8 5d cf da 45 13 79 ae 91
b3 cc 97 fe f3 91 bd 4d bec
c8 87 5c ¢3 96 8d 8b 51 84
1d 3d ¢@ f1 7d 8f 75 a7 &f

or
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

68 88
c8 fe
41 6e
fc ab
2e ae
96 6b
c5 34
Tc a7
bd

D007 F
55897 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
53799 -> 443
55897 -> 443
55897 -> 443
55897 -> 443

(=S|
[ACK]
[PSH, ACK]
[ACK]
[PSH, ACK]
[PSH, ACK]
[ACK]

[PSH, ACK]
[PSH, ACK]
[ACK]
[ACK]
[ACK]
[ACK]

1+ Stop capture

ALK,

Ack=

Ack=

Ack=

Ack=
Ack=
Ack=
Ack=

L7107 L7007
2918930311

5eq=2345077654 Ack=670614838
670615587

5eq=2345077741 Ack=670615587
Seq=2345077776 Ack=670615587
670616975

5eq=2345077863 Ack=670616975
5eq=2345077960 Ack=670616975
670617488

2918930961

2918932702

2918934610

497 Recent Capture Criteria

6. When the capture is finished, click Save as pcap. The PCAP file is automatically downloaded.

‘@ Recent Capture Criteria

Packet Capture ebug Flow
‘O Q kearch
Time % Source IP % Destination IP % Source Port & Destination Port Protocol

0.07541s 172.16.200.254 172.16.200.1 55897 443 ce
1.06700s 172.16.200.254 172.16.200.1 55897 443 TCcP
2.04%962s 172.16.200.254 172.16.200.1 53799 443 TCcP
2.05034s 172.16.200.254 172.16.200.1 53799 443 TCcP
2.05063s 172.16.200.254 172.16.200.1 53799 443 TCcP
2.05555s 172.16.200.254 172.16.200.1 53799 443 TCcP
2.05653s 172.16.200.254 172.16.200.1 53799 443 TCcP

Timeline Headers Packet Data

Q, Search

a1
7f
a1
fe
3c
af
7a
d7
4a

ee
71

dz
78
56
fc
7d
3f
be

86 98 6c ac e8 c9 Be 80 @8
ef 40 @8 7e @6 a2 48 ac 18
27 @1 bb 8b c7 Ba 27 27 f8
75 08 @8 17 @3 83 @8 52 f9
82 6d Bc 9d 19 bd ed 2d 11
a8 5d cf da 45 13 79 ae 91
b3 cc 97 fe 3 91 bd 4d be
c8 87 5c ¢3 96 8d 6b 351 64
1d 3d cB@ f1 7d 8f 75 a7 6f

ag e
cg fe
41 e
fc ab
2e ae
96 6b
c5 34
7c a7
bd

Back

7. Optionally, use the Search bar or the column headers to filter the results further.

The packet capture history is listed under Recent Capture Criteria in the right-side of the screen. Clicking the
hyperlink will take you back to the main page with the interface and filter settings already populated.
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Packet Capture Debug Flow

Recent Capture Criteria
NPU hardware acceleration must be disabled on the respective firewal %ﬁafé){éOFE‘)‘tzeslzsar:dh;:‘:host
o ﬂ?:?:ﬁﬂ see all packets. To do 5o, set "auto-asic-offload" to "disable” in 172.16.200.1 and dst port 443

Interface O any -

Maximum captured packets @

© Filters

Filtering syntax @  Basic

Filter src host 172.16.200.254 and dst host 172.1

Start capture

For more granular sniffer output with various verbose settings, use diagnose sniffer
I packet <interface> <'filter'> <verbose> <count> <tsformat>.See
Performing a sniffer trace in the FortiOS Administration Guide for more details.

Summary of CLI changes

The following options have been removed from config firewall sniffer:

config firewall sniffer
edit <id>
set ipv6 {enable | disable}
set non-ip {enable | disable}
set host <string>
set port <string>
set protocol <string>
set vlan <string>
set max-packet-count <integer>
next
end

Embed real-time debug flow tool on Diagnostics page

Debug flows can now be executed from the GUI using the Network > Diagnostics > Debug Flow page. Debug flow output

is displayed in real-time until it is stopped. The completed output can be filtered by time, message, or function. The
output can be exported as a CSV file.

To run a debug flow:

1. Go to Network > Diagnostics and select the Debug Flow tab.
2. Optionally, enable Filters and select a Filter type:
a. Basic: filter by IP address, Port, and Protocol, which is the equivalent of:

e # diagnose debug flow filter addr <addr/range>

e # diagnose debug flow filter port <port/range>

FortiOS 7.2.0 New Features Guide
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# diagnose debug flow filter proto <protocol>

Packet Capture Debug Flow

P.

FortiOS 7.2.0
Fortinet Inc.

NPU hardware acceleration must be disabled on the respective firewall
© policy to see all packets. To do so, set "auto-asic-offload” to "disable” in

the CLI.

Number of packets = 100

© Filters

Filter type :ENl Advanced
1P type 1Pv6

IP address @

Port @

Protocol Any

Start debug flow

b. Advanced: filter by Source IP, Source port, Destination IP, Destination port, and Protocol, which is the
equivalent of:

# diagnose debug flow
# diagnose debug flow
# diagnose debug flow
# diagnose debug flow
# diagnose debug flow

acket Capture Debug Flow

filter

filter

filter

filter

filter

saddr
sport
daddr
dport

proto

NPU hardware acceleration must be disabled on the respective firewall
© policy to see all packets. To do so, set "auto-asic-offload” to "disable” in

the CLL
Number of packets = 100

© Filters

Filter type Basic
1P type 1Pv6

Source IP @
Source part @
Destination 1P @
Destination port @

Protocol Any

Start debug flow

3. Click Start debug flow. The debug messages are visible in real-time.

New Features Guide

<addr/range>
<port/range>
<addr/range>
<port/range>

<protocol>

Debug Flow

Trace the flow of a packet through the FortiGate's various systems.

Used for advanced diagnostics and debugging.

Debug Flow

Trace the flow of a packet through the FortiGate's various systems.

Used for advanced diagnostics and debugging.
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Packet Capture Debug Flow
i Capturing Packets (13]
14:34:08 401 vd-root:0 received a packet(proto=6, 127.0.0.1:9980->127.0.0.1:223%3) tun_id=0.0.0.0 from loc
14:34:08 401 Find an existing session, id-0001ed8f, reply direction
14:34:08 402 vd-root:0 received a packet(proto=6, 127.0.0.1:22393->127.0.0.1:9980) tun_id=0.0.0.0 from loc
14:34:08 402 Find an existing session, id-0001ed8f, original direction
14:34:08 403 vd-root:0 received a packet(proto=6, 192.168.1.114:80->192.168.1.69:64488) tun_id=0.0.0.0 fr
14:34:08 403 Find an existing session, id-0001ed8c, reply direction
14:34:08 404 vd-root:0 received a packet(proto=6, 127.0.0.1:22393->127.0.0.1:9980) tun_id=0.0.0.0 from loc
14:34:08 404 Find an existing session, id-0001ed8f, original direction
14:34:08 405 vd-root:0 received a packet(proto=6, 127.0.0.1:9980->127.0.0.1:223%3) tun_id=0.0.0.0 from loc
14:34:08 405 Find an existing session, id-0001ed8f, reply direction
14:34:08 406 vd-root:0 received a packet(proto=6, 127.0.0.1:22393->127.0.0.1:9980) tun_id=0.0.0.0 from loc
14:34:08 406 Find an existing session, id-0001ed8f, original direction
14:34:08 407 vd-root:0 received a packet(proto=6, 192.168.1.69:64488->192.168.1.114:80) tun_id=0.0.0.0 fr
14:34:08 407 Find an existing session, id-0001ed8c, original direction
14:34:10 408 vd-root:0 received a packet(proto=17, 127.0.0.1:24267->127.0.0.1:12121) tun_id=0.0.0.0 from |
14:34:10 408 Find an existing session, id-0000dca8, original direction
14:34:10 409 vd-root:0 received a packet(proto=6,192.168.1.114:80->192.168.1.6%:58153) tun_id=0.0.0.0 fr
14:34:10 409 Find an existing session, id-0001ea11, reply direction
14:34:10 410 vd-root:0 received a packet{proto=6, 192.168.1.114:80->192.168.1.69:58153) tun_id=0.0.0.0 fr
14:34:10 410 Find an existing session, id-0001ea11, reply direction
14:34:10 411 vd-root:0 received a packet(proto=6, 192.168.1.114:80->192.168.1.69:58153) tun_id=0.0.0.0 fr
14:34:10 411 Find an existing session, id-0001ea11, reply direction
14:34:10 412 vd-root:0 received a packet(proto=6, 192.168.1.114:80->192.168.1.69:58153) tun_id=0.0.0.0 fr
14:34:10 412 Find an existing session, id-0001ea11, reply direction
14:34:10 413 vd-root:0 received a packet(proto=6, 192.168.1.69:58153->192.168.1.114:80) tun_id=0.0.0.0 fr
14:34:10 413 Find an existing session, id-0001ea11, original direction

Stop debug flow

Debug Flow

Trace the flow of a packet through the FortiGate's various systems.
Used for advanced diagnostics and debugging.

4. When the debug flow is finished (or the user clicks Stop debug flow), click Save as CSV. The CSV file is
automatically downloaded.
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Packet Capture Debug Flow

© Q Search

Time %

Save as CSV

Message =

E] Packet Trace #401 9
14:34:08

14:34:08

vd-root:0 received a packet(proto=6, 127.0.0.1:9980-
»127.0.0.1:22393) tun_id=0.0.0.0 from local. flag [.], seq
438318878, ack 2805173986, win 10

Find an existing session, id-0001ed&f, reply direction

E] Packet Trace #402 9
14:34:08

14:34:08

E] Packet Trace #403 9

vd-root:0 received a packet(proto=6, 127.0.0.1:22393-
»127.0.0.1:9980) tun_id=0.0.0.0 from local. flag [.], seq
2805173986, ack 438319658, win 3

Find an existing session, id-0001ed8f, original direction

14:34:08

14:34:08

vd-root:0 received a packet(proto=6, 192.168.1.114:80-
»192.168.1.69:64488) tun_id=0.0.0.0 from local. flag [.]. seq
4030540490, ack 4127893098, win 11

Find an existing session, id-0001ed8c, reply direction

E] Packet Trace #404 9
14:34:08

14:34:08

vd-root:0 received a packet(proto=6, 127.0.0.1:22393-
»127.0.0.1:9980) tun_id=0.0.0.0 from local. flag [F.], seq
2805173986, ack 438319658, win 3

Find an existing session, id-0001ed8f, original direction

E] Packet Trace #405 9
14:34:08

14-34:08

vd-root:0 received a packet(proto=6, 127.0.0.1:9980-
»127.0.0.1:22393) tun_id=0.0.0.0 from local. flag [F.], seq
438319658, ack 2805173987, win 10

Find an exizting seccinn id-0001ed2f renlv direction

Return

Debug Flow

Trace the flow of a packet through the FortiGate's various systems.

Used for advanced diagnostics and debugging.

The current output can be filtered by Time and Message. The Function field can be added.
5. Hover over the table header and click the gear icon (Configure Table).

6. Select Function and click Apply. The Function column is displayed and can be used to filter the output for further

analysis.
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Packet Capture Debug Flow

Debug Flow
© Q Search Saveas CSV A

Trace the flow of a packet through the FortiGate's various systems.
£ ed diag ics and debugging.

Z Resize to Contents

Filter

H Time % Message * Function %

E] Packet Trace #401 9

14:34:08 vd-root:0 received a packet(proto=6, print_pkt_detail "
127.0.0.1:9980->127.0.0.1:22393) Exact Match | (@ NOT
tun_id=0.0.0.0 from local. flag [.], seq ‘ T e T |°

14:34:08 Find an existing session, id-0001ed8f, repl resolve_ip_tuple_fast
direction 8 P p-tup print_pkt_detail «©

[E] Packet Trace #402 @ resolve_ip_tuple_fast D

__iprope_check_one_policy @

14:34:08 vd-root:0 received a packet(proto=6, print_pkt_detail .
127.0.0.1:22393->127.00.1:9980) —lprope_check @®
tun_id=0.0.0.0 from local. flag [.]. seq iprope_dnat_check @

14:34:08 Find an existing session, id-0001ed8f, original = resolve_ip_tuple_fast iprope_policy_group_check [ 10]
direction init_ip_session_common 6

E] Packet Trace #403 9 iprope_dnat_tree_check 9

14:34:08 vd-root:0 received a packet(proto=6, print_pkt_detail ip_route_input_slow (3]
192.168.1.114:80->192.168.1.69:64488) Ip_session_handle_no_dst 5
tun_id=0.0.0.0 from local. flag [.]. seq - - -
""""""""" CorroTomesne s vf_ip_route_input_common (1]

14:34:08 E: :?:cet\%imstmg session, id-0001ed8c, reply resolve_ip_tuple_fast iprape_access_proxy_check o

iprope_in_check

[E] Packet Trace #404 @ prope.in. o

fw_local_in_handler G

14:34:08 vd-root:0 received a packet(proto=6, print_pkt_detail
127.0.0.1:22393->127.0.0.1:9980) Apply

id=0.0. —

14:34:08 Find an existing session, id-0001ed8f, original = resolve_ip_tuple_fast
direction

E] Packet Trace #405 9

14:34:08 vd-root:0 received a packet(proto=6, print_pkt_detail

127.0.0.1:9980->127.0.0.1:22393)

0% 264

14-34:08 Find an exizting ceesinn id-0001edRf renhv reanlve in funle fast

Return

Display detailed FortiSandbox analysis and downloadable PDF report

In the Top FortiSandbox Files FortiView monitor, users can select a submitted file and drill down to view its static and
dynamic file analysis. The full FortiSandbox report can be downloaded in PDF format. This feature works with FortiGate
Cloud Sandbox, FortiSandbox Cloud, and FortiSandbox appliance. FortiSandbox must be running version 3.2.1 and
later.

Prerequisites:

1. Add FortiSandbox to the Security Fabric (see Sandboxing in the FortiOS Administration Guide).

2. Configure an AV profile with Send files to FortiSandbox for inspection enabled (see Using FortiSandbox with
antivirus in the FortiOS Administration Guide).

3. Configure a firewall policy with the AV profile that allows traffic to the internet.

4. Addthe Top FortiSandbox Files FortiView monitor (see Adding FortiView monitors in the FortiOS Administration
Guide).

5. Onaclient PC, attempt to download a suspicious file.

FortiOS 7.2.0 New Features Guide
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GUI

To view the FortiSandbox analysis and download the PDF:

1. Goto Dashboard > Top FortiSandbox Files. The entry appears in the table, but the analysis is not available yet.

Top FortiSandbox Files by Submitted Sminutes¥ &
© AddFilter
Status File Name: Source Submitted Checksum Analysis Available
© Pending fsa_downloader_9d8f5b.exe 192.168.4.44 2022/03/14 14:55:45 23562fa650052dbc55b3afe62475bcé5f70307ed 14c59bf 7f4f965094b9d8fSb © No

(1]
2. After about five to ten minutes, refresh the table. The analysis is available.
Top FortiSandbox Files by Submitted lhour~ &
© AddFilter
Status File Name Source Submitted = Checksum Analysis Available
High Severity fsa_downloader_9d8f5h.exe 192.168.4.44 2022/03/14 14:55:45 23562fa650052dbc55b3afe62475bc65f70307ed 14c59bf 7f4f96 5094b9d8f5b @ Yes
(1]

3. Select the entry, then right-click and select Drill Down to Details.
4. Inthe dropdown, select Static File Analysis to view the static file analysis.

<€ | Top FortiSandbox Files by Submitte:
© AddFilter

Static File Analysis ~

Summary of

e fsa_downloader_9d8f5b.exe

4.10kB
Created 2019/01/2909:04:41

exe

FortiGate-601E

& Download full report

Details

Suspicious Actions

5. Inthe dropdown, select the client device to view the dynamic file analysis.

< | Top FortiSandbox Files by Submitte:
© AddFilter

WIN7X64VM ~

Summary of

e fsa_downloader_9d8f5b.exe

2022/03/14 21:51:02

Microsoft Windows 7 Professional Service Pack 1 (build 7601), 64-bit
4.10kB

2019/01/29 09:04:41

exe

FortiGate-601E

& Download full report

Details

Suspicious Actions
6. Click Download full report to download the detailed PDF report. The reports contains FortiSandbox job information,
detailed file information, static analysis results, and dynamic analysis results.

Starting in FortiOS 7.2.4, PDF reports are downloaded on-demand and only 10 are kept in memory by default. PDFs are
deleted from memory after 24 hours.

FortiOS 7.2.0 New Features Guide
Fortinet Inc.



GUI

To change the maximum number of PDFs kept in memory:

# diagnose test analytics-pdf-report max <integer>

Therangeis 1-10, and the defaultis 10. After the FortiGate is restarted, this value will revert to the default.

Display LTE modem configuration on GUI of FG-40F-3G4G model

Administrators can view the LTE modem configuration for the FortiGate 40F-3G4G model on the Network > Interfaces
page. The LTE modem interface appears as wwan in the GUI.

In the right-side banner, you can also upgrade the firmware or primary rate interface (PRI) and view modem details and
SIM status.

To access the LTE modem configuration in the GUI:

1. Go to Network > Interfaces.

2. Selectthe wwan interface, and click Edit. The right-side banner displays details about the modem and the Upgrade
button for firmware and PRI.
In the right-side banner, the LTE modem area displays the model, International Mobile Equipment Identity (IMEI)
number, and firmware version of the modem. The SIM status area displays the working SIM slot number, the carrier
name, and the International Mobile Subscriber Identity (IMSI) for the modem.

Edit Interface

Name ™ wwan

= FortiGate-40F-3G4G
Alias

Type ¥ Physical Interface e
Role @  Undefined - e
EM7565

Address £
Addressing mode Manual BBZI&EN Auto-managed by IPAM = One-Arm Sniffer
Status © Connected SWISX50C.01.14.02.00
Obtained IP/Netmask 100.124.237.23/255.255.255.255  Renew % Upgrade
Expiry Date 2022/03/17 19:33:41
Acquired DNS 161.216.153.1 161.216.157.1
Retrisve default gateway from server @ © Present
Distance 5 e
Override internal DNS [ o] Bell Mobility
Administrative Access
1Pv4 HTTPS HTTP @ O PING i

[ FMG-Access O ssH O sNMP 0 Up

OF™ ) RADIUS Accounting [ Security Fabric

Connection @
[ Speed Test

Receive LLDP @  JUERUMOIVEETTEE Enable | Disable

LTE Modem

@ API Previs
APN sp.telus.com review

Firmware preference | Auto select - % References
SIMsiotdetection | Automatic |[XEMTEN >_ EditinCLI
slot 2

3. Optionally set the following fields under LTE Modem:
» Set APN to the access point name for the SIM card.
o Set SIM slot detection to Automatic or Manual. When set to Manual, select a slot.

4. Intheright-side banner, click Upgrade to upgrade the modem firmware or PRI. The Modem Firmware Upgrade
pane is displayed.
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Edit Interface Modem Firmware Upgrade

Name ET Modemmedel  EM7565
Currentversion SWISX50C_01.14.02.00

Alias

Type M Physical Interface .
. Upload Firmware:

Role @ | Undefined M

Addl @ Official firmware can be found on the Sierra Wireless site.
Address

Addressing mode Manual Auto-managed by IPAM | One-Arml £ arefie @ Browse

St Connected

PRI file @ Browse
Obtained IP/Netmask 100.124.237.23/255.255.255.255 | Renew
Expiry Date 2022/03/17 19:33:4
Acquired DNS 161.216.153.1 161.216.157.1
Rs

Di

ult gateway from server

5

Qverride internal DNS

5. Click Browse to select the firmware file or PRI file, and upgrade the modem.

To configure the LTE modem in the CLI:

config system lte-modem
set apn "sp.telus.com"
set auto-connect enable
set gps-service enable
set override-gateway enable
set sim-hot-swap disable
end

To check LTE modem status in the CLI:

# diagnose sys lte-modem modem-details
LTE Modem detailed information:

Modem detected: Yes

Manufacturer: Sierra Wireless, Incorporated

Model: EM7565

Revision: SWIO9X50C 01.14.02.00 2e210b jenkins 2020/08/19 14:18:39
MSISDN: <number>

ESN: 0

IMETI: <number>

MEID:

Hardware revision: 1.0

Software revision:

S.AT.2.5.1-00666-9655 GEN PACK-1

SKU:
FSN: UF01037177021047
PRL version: 0x0000

Modem FW version:
PRI version:
Carrier Abbr:

Modem Operation mode:

01.14.02.00
002.035 003
GENERIC
QMI DMS OPERATING MODE ONLINE

To upgrade LTE modem firmware in the CLI:

# execute lte-modem get-modem-firmware ftp SWI9X50C 01.09.04.00.cwe 192.168.1.73 anonymous

asd
Please wait...

Connect to ftp server 192.168.1.73
Get image from ftp server OK.
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# execute lte-modem get-pri-firmware ftp SWIO9X50C 01.09.04.00 DOCOMO 002.015 002.nvu
192.168.1.73 anonymous asd
Please wait...

Connect to ftp server 192.168.1.73
Get image from ftp server OK.

# execute lte-modem start-upgrade

You are going to burn the following images into your LTE modem.
Modem image: SWISX50C 01.09.04.00.cwe

PRI image: SWI9X50C 01.09.04.00 DOCOMO 002.015 002.nvu
The original images on your LTE Modem will be replaced!

Do you want to continue? (y/n)y

Starting LTE Modem firmware upgrade, please don't power off your device
until the whole process is done!

LTE Modem firmware upgrade routine will run in the background.

.Image information from the modem:

Modem image count ==> 2
Image type ==> 0
Modem firmware version ==> 01.09.04.00

PRI firmware version ==> 002.015 002
Carrier abbr ==> DOCOMO

Image type ==> 1

Modem firmware version ==> 01.09.04.00
PRI firmware version ==> 002.015 002
Carrier abbr ==> DOCOMO

Modem name ==> EM7565

Information from the image file
Image model name = SWI9X50C

Image modem firmware version = 01.09.04.00
Image carrier name = DOCOMO

Image carrier PRI version = 002.015

Image carrier pack version = 002

EM7565 Modem Firmware Upgrade Process succeeded!

Restart the LTE daemon.

Update naming of FortiCare support levels -7.2.1

In the Licenses widget on the Dashboard > Status page, the FortiCare Support tooltip displays the corresponding
support level associated with the account: Essential, Premium, or Elite in the Enhanced Support field.
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Sample premium support level:

+ Add Widget

System Information

Hostname FGDocs60E

Serial Number  FGT6OET Kl sl (7]
Firmware v7.2.1 build1254 (Feature)
Mode NAT

System Time  2022/0%9/26 14:48:50

Uptime 00:02:34:51

WAN IP Il 50.92.222.153

4

Security Fabric
HEEEB x @
R

(ul]]
@)

Sample elite support level:

+ Add Widget

System Information

‘

Hostname FGDocs60E

Serial Number  FGTGOET K allasm ol €2
Firmware v7.2.1build1254 (Feature)
Mode NAT

System Time  2022/0%9/26 14:48:50

Uptime 00:02:34:51
WANIP [+ 50.92.222.153
Security Fabric iv

=@ B x @
]

(ul]]
@)
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Licenses (2= 173.243.140.6)0

Il

FortiGate Cloud

Status @ Activated

Status

FortiCloud Account

@ Antiviry{ Company

© wepFiyf 'MeUstY

FortiToken Hardware Version

Enhanced Support

@ Registered

m n@fortinet.com

Fortinet

Technology

@ Advanced hardware - (Expiration Date: 2023/06/05)

@ Premium - (Expiration Date: 2023/06/05)

Administrators

@ H1TPs @) FortiExplorer

admin super_admin

Licenses (2= 173.243.140.6)0

4

Il

FortiGate Cloud

Status @ Activated

[ Status

@ IPS FortiCloud Account

@ Antiviry{ Company

© wepFiyf 'MeUstY

FortiToken Hardware Version

Enhanced Support

@ Registered

m s@fortinet.com

Fortinet

Technology

@ Advanced hardware - (Expiration Date: 2023/06/05)

@ Elite - (Expiration Date: 2023/06/05)

Administrators
@ H1TPs @) FortiExplorer

admin super_admin

4
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This section includes information about Security Fabric new features:

« Fabric settings on page 30

« External connectors on page 63
« Automation stitches on page 73
» Security ratings on page 86

Fabric settings

This section includes information about Security Fabric settings related new features:

« Automatic regional discovery for FortiSandbox Cloud on page 30

» Follow the upgrade path in a federated update on page 31

o Rename FortiAl to FortiNDR on page 34

o Register all HA members to FortiCare from the primary unit on page 37

» Remove support for Security Fabric loose pairing on page 40

 Allow FortiSwitch and FortiAP upgrade when the Security Fabric is disabled on page 40

« Add support for multitenant FortiClient EMS deployments 7.2.1 on page 42

o Add IoT devices to Asset Identity Center page 7.2.1 on page 45

 Introduce distributed topology and security rating reports 7.2.1 on page 46

» Add IoT vulnerabilities to the asset identity list and FortiGuard loT security rating checks 7.2.4 on page 47
« Enhance the Fabric Connectors page 7.2.4 on page 50

» Add FortiPolicy as Security Fabric device 7.2.4 on page 56

» Allow FortiClient EMS connectors to trust EMS server certificate renewals based on the CN field 7.2.4 on page 61

Automatic regional discovery for FortiSandbox Cloud

The FortiGate will automatically connect to fortisandboxcloud.com, and then discover the specific region and server to
connect to based on which region the customer selected to deploy their FortiSandbox Cloud instance. FortiSandbox
Cloud 4.0.0 (or later) is required for this functionality. The FortiGate must have a FortiCloud premium account license
and a FortiSandbox Cloud VM license.

To verify the automatic FortiSandbox Cloud regional discovery:

1. Configure FortiSandbox Cloud:
e Inthe GUI:
i. Go to Security Fabric > Fabric Connectors and double-click the Cloud Sandbox card.
ii. Set Statusto Enable.
iii. For Type, select FortiSandbox Cloud.
iv. Click OK.
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¢ Inthe CLI, enter the following:

config system fortisandbox

set status enable

set forticloud enable

set server "fortisandboxcloud.com"
end

2. Verify the quarantine daemon debug output. Currently, the FortiGate connects to fortisandboxcloud.com:

# diagnose debug application quarantine -1

__quar_start connection()-961: start server fortisandbox-£fsbl-66.35.19.98 in vdom-3
__quar oftp get 0if()-930: dev fortisandbox-fsbl get oif 0

3. Once the FortiGate connects to the FortiSandbox controller, it receives the region information and attempts to
connect to the specific regional server (ca-west-1):

# diagnose debug application quarantine -1

~_quar remote connect()-806: oftp connect region server: ca-west-
1. fortisandboxcloud.com.
__quar_start connection()-962: start server fortisandbox-£fsbl-66.35.19.98 in vdom-0

4. Verify that the connection is established to the new region (ca-west-1):

# diagnose test application quarantined 1
forticloud-fsb is disabled.

fortisandbox-fsbl (ca-west-1.fortisandboxcloud.com) 1is enabled: analytics, realtime=yes,
taskfull=no

addr=66.35.19.98/514, source-ip=0.0.0.0, keep-alive=no.

ssl opt=3, hmac alg=0

intf sel=auto() oif=0

Follow the upgrade path in a federated update

When performing a Fabric upgrade or non-Fabric upgrade under System > Fabric Management and choosing a firmware
that requires multiple builds in the upgrade path, the FortiGate can follow the upgrade path to complete the upgrade
automatically. This can be performed immediately or during a scheduled time.

The System > Firmware page in the tree menu has been removed. The System > Firmware shortcut in the top-right
dropdown (username menu) has also been removed. It was replaced with a shortcut to the Fabric Management page.

NP To demonstrate the functionality of this feature, this example uses FortiGates that are running
‘?' and upgrading to fictitious build numbers.
- FortiAPs and FortiSwitches currently cannot follow the upgrade path. They upgrade directly to

the target version.

Example
In this example, the Security Fabric consists of a root FortiGate (FGT_101E) and a downstream FortiGate (GA_A_1).

The FortiGates are currently running FortiOS 7.2.1 (build 0510). The administrator wants to upgrade the firmware to
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version 7.4.0 (build 0810). When upgrading the firmware on the Fabric Management page, the FortiGate is able to
display the upgrade path, 7.2.1 > 7.2.2 > 7.4.0, and perform all of the upgrades in sequence (with multiple reboots).

Device Type
I FortiGate

Upgrade Status

M Uperade available

@) FabricUpgrade | X, Upgrade BB Register = & Authorize ‘ |o Q, search

‘ Device &

Status &

Registration Status &

Firmware Version & Upgrade Status

8 BroT0IE

@ Online

@ Online

© Not registered

@ Registered

¥7.2.1 build0510 (Mature)

¥7.2.1 build0510 (Mature)

O v7.2.2 (Mature) available

O v7.2.2 (Mature) available

2|Updated: 16:30:01 &

To upgrade the FortiGate firmware:

1. Go to System > Fabric Management and click Fabric Upgrade. The Fabric Upgrade pane opens.
2. Inthe Select Firmware section, select All Upgrades.

Fabric Upgrade x
© : s
Select Firmware Choose Schedule Review
Fabric upgrade Il FortiGates, FortiAPs, and
@ FortiSwitches in your network to a target firmware version chosen for
the root FortiGate.

Current root FortiGate version  v7.2.1build0510 (Mature)

Select Firmware

Latest All Upgrades All Downgrades

7.4
7.40 © FortiOS v7.4.0 build0810 (GA)
=& B Release notes [
Lot B Security Fabric upgrade notes

7.2

722 @ FortiOS v7.2.2 build0610 (GA)
<5 B Release notes [
Lot bl B security Fabric upgrade notes [

[ e T

3. Selectthe 7.4.0 version. Upgrade options appear.
4. Select Follow upgrade path. The upgrade path is displayed: v7.2.1 > v7.2.2 > v7.4.0.

Fabric Upgrade x

@ 2 3

Select Firmware Choose Schedule Review

Fabric upgr FortiGates, FortiAPs, and
© FortiSwitchesin your network to  target firmware version chosen for
the root FortiGate.

Current root FortiGate version  v7.2.1 build0510 (Mature)

Select Firmware

7.4.0 © Fortios v7.4.0 buildog10 (GA)
- B Releasenotes [
Feature B Security Fabric upgrade notes 4

el el Directly update tov7.40

v721>v7.22>v740

@ Multipleimageswilbei ofthei upgrade
process.

Issue(s) found:

A = TheMature level of the currently installed ﬁrmwareverslmlls
different than the Feature level of
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« If Directly upgrade to v7.4.0 is selected, a warning message appears that this may result in the loss of
configuration.

Fabric Upsrade x

Q 2 5

Select Firmware Choose Schedule Review

i i Il FortiGates, FortiAPs, and
FortiSwitches in your network to a target: i .
the root FortiGate.

Current root FortiGate version  v7.2.1 build0510 (Mature)

Select Firmware

7.4.0 ® FortiOS v7.4.0 build0810 (GA)
e B Releasenotes £
S B Security Fabricupgrade notes
Follow upgrade path [P

V7213 v7.22>v7AQ

A L ling to FortiOs v7.4. i lirectly may result in the loss of
configuration
Issuefs) found:

a ¢TI level of th:

yinstalled fonis
different than the Feature level of the firmware version selected.

5. Click Next.

6. Select an upgrade schedule, either Immediate or Custom. If using Custom, enter an upgrade date and time
(Custom is used in this example).

FabricUpgrade X

o ©) :

Select Firmware Choose Schedule Review

Choose Schedule

Upgrade schedule Custom

Upgrade date and time  03/09/2022 B | os16PM <}

7. Click Next and review the update schedule.
8. Click Confirm and Backup Config.

Fabric Upgrade x
Select Firmware Choose Schedule Review
O firmwar i i upgraded as detailed below at 20:16 2022-03-09
Device & ‘ Firmware
BRFGT 101E © Upgrade to v7.4.0 (Feature) (2 steps)

A GAAL © Upgrade to v7.4.0 (Feature) (2 steps)

‘Confirm and Backup Config

The Upgrade Status for both FortiGates indicated when the scheduled upgrade will take place. In this example, the
first upgrade in the path is to version 7.2.2. The FortiGates will reboot and then upgrade to 7.4.0 as per the upgrade
path.
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Device Type

o B FortiGate

) Cancel FabricUpgrade | X, Upgrade BB Registe Authorize

Device Status &

B BRFGTI0IE @ Online

——e ERGAAL @ Online

Upgrade Status
I Uparade scheduled

‘ © Q search
Registration Status e EsE s Upgrade Status
© Not registered ¥7.2.1 bulld0510 (Mature) P YT T ————
© Registered V7.2.1 build0510 (Mature) © Upgradeto 7.2.2 at 2022/03/09 20:16:00

2|Updated: 16:54:24 &3

Once the upgrades are complete and both FortiGates are running the desired firmware (7.4.0), the Upgrade Status

changes to Up to date.

 DeviceType
° M FortiGate
@ FabricUpgrade | &, Upgrade Registe Authol
Device & Status &
a BR FGT_101E @ Online
e ERGAAL © Online

Rename FortiAl to FortiNDR

 UpgradeStatus
B Uptodate

© Q search
Registration Status & Firmware Version & Upgrade Status %
© Not registered ¥7.4.0build0810 (Feature) ® Uptodate
® Registered ¥7.4.0 build0810 (Feature) @ Uptodate

2|Updated: 17:48:47 &

FortiAl has been renamed FortiNDR in the GUI and CLI to align with the FortiNDR rebranding. Previous CLI-only
settings for sending files to FortiNDR for inspection can be configured from the AntiVirus profile Page in the GUI.

A\,

‘9' FortiNDR is still referred to as fai or FAT in debug traces from diagnose sys scanunit
debug all

Summary of GUI changes

The Fabric connector Type has been updated to FortiNDR, which is visible in the connector tooltip. In this example, the
connector is running version 1.5.3, so the connector name still begins with FAI.
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Edit Fabric Connector

Core Network Security

Security Fabric Settings
Status
Security Fabric role

Fabric name

Allow other Security Fabric devices to join ©

Device authorization

FortiCloud account enforcement € ©
Allow downstream device REST APl access @ (B

Fabric synchronization [ e}
SAML Single Sign-On @
Management IP/FQDN €

Management port

In this example, the connector is running version 7.0.0, so the connector name has changed to FortiNDR-VM.

Edit Fabric Connector

Core Network Security

Security Fabric Settings
Status

Security Fabric role
Fabric name

Allow other Security Fabric devices to join ©

Device authorization

FortiCloud account enforcement @ ©
Allow downstream device REST APl access @ (B
Fabric synchronization O

SAML Single Sign-On @ [e )
Management IPFFQDN €

Management port

NS EVEN © Disabled
Join Existing Fabric
ai_fabric
B mgmt x
+

1Connected /1 Total ¢ Edit

@ (£ Advanced Options

(ARl Specify
Use Admin Port nleii%g

[-NEWEEN © Disabled
Join Existing Fabric
ai_fabric
B mgmt ®
+

1Connected /1 Total ¢ Edit

(Z' Advanced Options

Use WANIP JELEIEY
Use Admin Port Si=leii%

1000000

Fabric Conne & FAIVMSTM21000000
| Serial Num FAIVMSTM21000000
Type FortiNDR

Show Dismissed

Authorization Type Certificate

gement IP 172.18.62.130

Additional Informatic

Version 153
@ AP|Preview
Build Build128
>_ EditinCLI Status @ Connected

#) Login @ View Certificate

& Configure SAML Single Sign-On in the Security Fabric ('

® Docum

& OnlineHelp &
W Video Tutorials '
@ How to Setup FortiClient EMS '

tion

Cancel

2 FortiNDR-VM
rity Rating Issud FAIVMSTM21000000
Dismissed (B RortibiDR
Authorization Type Certificate
Additional Information | Management IP 172.18.62.130
@ AD| Preview Version 7.00
Build Build6
>_ EditinCLI
Status @ Connected
=+ login @ View Certificate

& Configure SAML Single Sign-On in the Security Fabric ('

@ Documentation

& Online Help &'
W Video Tutorials (£
WM How to Setup FortiClient EMS &'

Cancel

When creating or editing an antivirus profile, there is an option in the ATP Protection Options section to Send files to
FortiNDR for inspection. FortiNDR must be configured and inspecting at least one protocol to enable this option.
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New AntiVirus Profile

APT Protection Options

Content Disarm and Reconstruction @ @ (B

Treat Windows executables

G C) dditiona ormation
@ API| Preview

in email attachments as viruses

Send files to FortiSandbox for inspection €@

Send files to FortiNDR for inspection @ @ m Monitor ® Do
©

& OnlineHelp &'
WM Video Tutorials ('

Include mobile malware protection
Quarantine € (e ]

Virus Outbreak Prevention @

Use FortiGuard outbreak prevention database
Use external malware block list e ]
Use EMS threat feed @ >

The replacement message for blocked files by FortiNDR follows the Virus Block Page format (antivirus scan).

@ High Security Alert x + ~ — X

< C A Notsecure | 172.16.200.224/avengine_ai/detected_samples.zip & W

High Security Alert

You are not permitted to download the file "detected_samples zip" because it is
infected with the virus "MSIL/Kryptik KVHItr".
URL hitp://[172.16.200.224/avengine_ai/detected_samples.zip
Quarantined File Name [disabled]

Reference URL http-//www fortinet com/ve?
vn=MSIL%2F Kryptik KVH%21tr

Summary of CLI changes

To enable FortiNDR:

config system fortindr
set status {enable | disable}
end

To configure FortiNDR settings in an antivirus profile:

config antivirus profile
edit <name>
set feature-set proxy
config {http | ftp | imap | pop3 | smtp | mapi | nntp | cifs | ssh}
set fortindr {disable | block | monitor}

end

set fortindr-error-action {ignore | log-only | block}

set fortindr-timeout-action {ignore | log-only | block}
next

end
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Summary of log changes

The eventtype, msq, dtype, faiaction, faiseverity, faiconfidence, faifileid,and faifiletype fields
have been updated to reference FortiNDR.

Sample log

1: date=2022-03-14 time=11:22:43 eventtime=1647282163586828798 tz="-0700" logid="0209008220"
type="utm" subtype="virus" eventtype="fortindr" level="warning" vd="vdoml" policyid=1
poluuid="d2dc90d4-a011-51ec-2248-£6a8174bc745" policytype="policy" msg="Blocked by
FortiNDR." action="blocked" service="HTTP" sessionid=115020 srcip=10.1.100.221
dstip=172.16.200.224 srcport=57396 dstport=80 srccountry="Reserved" dstcountry="Reserved"
srcintf="port2" srcintfrole="undefined" dstintf="portl" dstintfrole="undefined"
srcuuid="9a84ed44-a011-51ec-2550-75ae29f786ce" dstuuid="9a84ed44-a0ll-51ec-2550-
75ae29f786ce" proto=6 direction="incoming" filename="detected samples.zip"
quarskip="Quarantine-disabled" virus="MSIL/Kryptik.KVH!tr" viruscat="Trojan"
dtype="fortindr" ref="http://www.fortinet.com/ve?vn=MSIL$2FKryptik.KVH$21tr" virusid=0
url="http://172.16.200.224/avengine_ai/detected samples.zip" profile="av"
agent="curl/7.68.0" httpmethod="GET" analyticssubmit="false" fndraction="deny"
fndrseverity="high" fndrconfidence="high" fndrfileid=155804 fndrfiletype="ZIP" crscore=50
craction=2 crlevel="critical"

Register all HA members to FortiCare from the primary unit

Primary and secondary HA members can be registered to FortiCare at the same time from the primary unit. The
secondary unit will register through the HA proxy.

A new FortiCare Register button is displayed in various Fabric related pages and widgets. There are two methods to
access the Register button:

» Right-click on a device in a topology.
Security Fabric > Physical Topology page:
# || QSearch NoDevices~ | A NoCritical Risk

Upstream Internet~

‘—¥= r%.g_\ --.n

FGT 10 101F =0
Fabric Rooj

FGTEVM
% Configure
(=) Register

0
X e ®
Distribution-Fortiswitch U awh

FGT-A

fortinac-csf ((.)).

AccessFAP
Security Fabric: CSF_101
= EEE X @ 5

Topology last updated 9 second(s) ago. Security Rating
results that ran 4 hour(s) and 9 minute(s) ago were
aggregated.

£ Update Now

» Hover over a device to display the tooltip.
Security Fabric > Logical Topology page:
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| QSearch

Upstream | Internet~

FortiAnalyzer & ®mgmt

Security Fabric: csf_script

B EB < @

o

]

Topology last updated 4 second(s) ago. Security Rating
results that ran 14 minute(s) and 30 second(s) ago were
aggregated.

System > HA page:

FGTA-1
Fabric Root

FortiGate 301E  MGMT HA 35 7
A AEEEEAEN SEEEE
]! CECLE L EEE R
24
FGTA-1 (Primary)
i Refresh ¢ Edit % Remove from HA cluster
Status Priority Hostname Serial No.
@ Synchronized 254 FGTA-1 FG3H1E5818900718 Primary
@ Synchronized 128 FGTA-2 | FortiGate @ FGTA-1
Hostname FGTA-1
Serial Numl FG3H1Em s =
Authorization Type Serial Number
HAGroup FGTA-HA
Model FortiGate 301E
Version v7.20
peration Mode NAT

Topology

CPU Usage
Memory Usage
Session Count
FortiClients

& Configure

agement [P/FQDN robot.csf

[E FGTA-1
i 4 Downstream Fabric Devices

I

49

0Vulnerable /0 Online

(=1 Register

Role

Security Fabric widget on the Dashboard > Status page:
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FortiGate
Hostname
Serial Number
Authorization
HA Group

Model

[ FGTE-1

FGTB-1

FG201ETK! il i &
Type  Serial Number
FGTB-HA
FortiGate 201E
V720
NAT

ement IP/FQDN  robot.csf
Topology 5 FGTA-L
& FGTB-1
CPU Usage
Memory Usage 194
Session Count 23
FortiClients 0Vulnerable /0 Online
=) Login & Configure | [E) Register

System Uptime
27m 505
27m43s

Sessions

DeviceTraffic~ | A No Critical Risk

Metrics  Bytes (Sent/Received) ~

Throughput
40,00 kbps
18.00 kbps
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+ AddWidget

[E FGTA-1 ~
System Information iv ~ | |Security Fabric: csf_script & i~ | Administrators iv
Hostname FGTA1 =) = HTTPS (@) FortiExplorer
w@EE Loz @™
Serial Number FG3H1E mm ™ () © Firmware & General Updates admin super_admin
Firmware v7.20 © Ips
Mode NAT
System Time  2022/03/08 17:00:54
Uptime -
FortiToken 0/2 FortiGate [E FGTA1
WANIE 2 Hostname FGTA-1
Serial Number FG3H1E s 8 B o
CPU Aminuter i+ s §194g Authorization Type  Serial Number minute= - || HAStatus iv
HA Group FGTA-HA
100% 1007 i Mode Active-Passive
Model FortiGate 301E
75% 5% Version V720 Group FOTAHA
Operation Mode NAT Primary & FGTAL
% % M IP/FQDN  robot.csf
anagement IP/FQDN. robot.csf Secondary @ FGTAZ
25% 25% Topology [ FGTA-1 . S
i 4Downstream Fabric Devices vetime 00i00:25:36
—— —— = — = 0% State Changed  00:00:25:50
17:00:00 17:00:10 17:00:20 17:00:30 17:00:40 17:00:50 17:004 CPU Usage | ‘ 17:00:50
[_26%
Current usage 1% Memory Usage
Session Count 2%
Sessions Aminute-  ie FortiClients @ 0Vulnerable /0 Online
A | 4 Configure | [5) Register

The FortiCare Register button is available for FortiGates, manged FortiSwitches, and
managed FortiAPs.

Clicking Register opens the Device Registration pane. If a device is already registered, the pane still opens and displays
the device information.

Device Registration

@ 2 3

Registration Status FortiCloud Account Registration Summary
Name Serial Model Type Status Registration FortiCloud Account
B FGTB-1 | FG201ETK! i nd FG201E | FortiGate | @Authorized @ Registered | pems@fortinet.com
B FGTB2 | FG201ETK el o FG201E | FortiGate | @ Authorized | @ Registered | 1 fs@fortinet.com
Close

Example

In this example, a HA member is registered from the Physical Topology page.

To register a HA member to FortiCare:

1. On the primary unit, go to Security Fabric > Physical Topology.
2. Hover over the HA member and click Register. The Device Registration pane opens.
3. Select the device and click Register.
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4. Enterthe required FortiCloud account information (password, country or region, reseller) and click Submit.
5. Once the registration is complete, click Close.

Remove support for Security Fabric loose pairing

Security Fabric loose pairing support is removed for FortiADC, FortiDDoS, and FortiWLC.

Devices that support tight pairing and loose pairing, such as FortiMail and FortiWeb, must be reconfigured to use tight
pairing after upgrading. For other Fabric devices, such as FortiADC, FortiDDoS, and FortiWLC, the Security Fabric

support must be configured on the device to pair with the FortiGate so they can join the Security Fabric after upgrading
FortiOS.

In the GUI:

» The Create New button is removed from the Security Fabric > Fabric Connectors page.

# Edit | @ Delete (10 Topology
Core Network Security % FGT_10_101F (Fabric Root)

= @ (B @ Documentation
-

& OnlineHelp &
i i 7
Security Fabric Setup FortiAnalyzer Logging Cloud Logging ® Video Tutorials (4

CSF_101 Disabled FortiGate Cloud (+]

a ) E

Cloud Sandbox

IP Address Management (IPAM) FortiClient EMS Cloud

FortiSandbox Cloud (1] Enabled Disabled

FortiClient EMS
Disabled

Other Fortinet Products

FortiManager

FortiGate Cloud

0 Security Rating Issues

» Loose pairing devices are not visible in topology pages or the Topology tree.
In the CLI:

e Thediagnose sys csf fabric-device command is removed.
e Theconfig fabric-device settingunderconfig system csf isremoved.

Allow FortiSwitch and FortiAP upgrade when the Security Fabric is disabled

When the Security Fabric is disabled for a FortiGate with managed devices, such as managed FortiSwitch and FortiAP
devices, the System > Fabric Management > Fabric Upgrade GUI option remains visible to help you manage all devices.

Administrators can use the System > Fabric Management pane to start a federated upgrade on a non-Security Fabric
FortiGate with managed devices.

In this example, a FortiGate manages a FortiSwitch and a FortiAP, and the Security Fabric is disabled.
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To start a federated upgrade for a non-Security Fabric in the GUI:

1. Goto System > Fabric Management. In this example, version 7.0.5 is available for the FGT-F-VM device.

Device Type Upgrade Status
M FortiGate W Upgrade available
M FortiSwitch W Uptodate
3 W FortiAP 3
Total Total

@ FabricUpgrade | &, Upgrade BB Register @ Authorize | |@ Q Search

Device Status & Registration Status & Firmware Version & Upgrade Status &
] @ FGT-FVM © Online © Registered Vv7.0.3build0237 © v7.05 available
i 2 Distribution-Fortiswitch @ Online @ Registered v7.0.1build0038
L@ (o) Access-FAP @ Online @ Registered v6.0.0 build0010 @ Uptodate

2. Click Fabric Upgrade. The Fabric Upgrade pane opens at the Select Firmware step, and the Latest tab is selected.

In this example, version 7.0.5 is displayed on the Latest tab.

Fabric Upgrade x

@ 2

Select Firmware Choose Schedule Review

tiGates, FortiAPs, and

network toa target

iSwitches in y
the root FortiGate.
Current root FortiGate version v7.0.3 build0237

Select Firmware

Latest  AllUpgrades  All Downgrades
© FortiOS v7.0.5 build0304 (GA)
VAN B Releasenotes (4
B Security Fabricupgrade notes 4

3. Onthe Latest tab, select the version, and click Next. The wizard proceeds to the Choose Schedule step.
4. Choose to upgrade immediately, or create a custom upgrade schedule, and click Next:
« Click Immediate to upgrade immediately.

Fabric Upgrade x
Select Firmware Choose Schedule Review

Choose Schedule

Upgrade schedule [ IR Custom

« Click Custom to specify a date and time for the upgrade.

Fabric Upgrade x
Select Firmware Choose Schedule Review
Choose Schedule
Upgrade schedule Immediate
Upgrade dateand time | 03/25/2022 O 03:59PM [

The wizard proceeds to the Review step.
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Device Typd FobricUprade x
3 @ ) 0
ol Select Firmware Choose Schedule Review
v Once confirmed, firmware versions will be upgraded as detailed below at 15:59 2022-03-25
Device Firmware
) Fabric Upgrade
B @ FGT-FVM © Upgrade tov7.05
Device - —
= e © Onind X Distribution-Fortiswitch @ Nofirmware upgrade available for this device
@ Access-FAP Nofi ilable for this devi
e X Distribution-Fortiswitch © Online OINomimescuppiads aiafible o (s devics
® (=) Access-FAP @ Online

Back Confirm and Backup Config Cancel

5. Review the firmware versions, and click Confirm and Backup Config. The configuration is backed up, and the
upgrade proceeds.
After the upgrade completes, the Firmware Version displays 7.0.5 build0304, and the Firmware Status displays Up
to date for the FGT-F-VM.

Firmware Status

‘ )

N

Device Type

M FortiGate M Uptodate
[ FortiSwitch M Upgrade available
W FortiAP
F = [© Qsearch
Device & Status Registration Status & Firmware Version Firmware Status &
-] @ FGT-FVM © Online © Registered 7,05 build0304 @ Uptodate
® =2 Distribution-Fortiswitch @ Online @ Registered 7.0.1build0038
® (@ Access-FAP © Online @ Registered 600build0010 © Uptodate

To start a federated upgrade for a non-Security Fabric in the CLI:

config system federated-upgrade
set status ready
set upgrade-id 2
config node-list
edit "FGVM<serial number>"

set
set
set

timing scheduled
time 22:59 2022/03/25 UTC
setup-time 21:30 2022/03/25 UTC

set upgrade-path 7-0-5
next
end

end

Add support for multitenant FortiClient EMS deployments -7.2.1

When FortiClient EMS multitenancy is configured, a FortiClient EMS site is no longer unique using its serial number
alone. The FortiGate configuration for FortiClient EMS connectors and related diagnostic commands have been
enhanced to distinguish EMS sites using their serial number and tenant ID.

This feature includes the following enhancements:

* Update config endpoint-control fctems to predefine five FortiClient EMS Fabric connectors that are
referred to using numerical IDs from 1 to 5. Administrators can configure the status and name settings, and to
display the tenant ID retrieved from FortiClient EMS sites with Manage Multiple Customer Sites enabled.

config endpoint-control fctems
edit {1 | 2 | 3 | 4 | 5}
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set status {enable | disable}
set name <string>
set server <string>
set serial-number <string>
next
end

A single tenant EMS server or the default site on a multitenant EMS server has a tenant ID consisting of all zeros
(00000000000000000000000000000000).

For more details about Enabling and configuring multitenancy, refer to the FortiClient EMS Administration Guide.
The Manage Multiple Customer Sites setting is enabled on the System Settings > EMS Settings page in FortiClient
EMS.

&.% FortiClient Endpoint Management Server SSLCertificateisnotsecure [ Global v ® v 01 & admin v

@ Dashboard > EMsS Settings v Expand Al | = Collapse Al
& Agministration > the public proxy’s hostname/IP

~ Redirect HTTP request to HTTPS (]

SSL certificate B FcTens -1 +

Log Setlings

Use SSL certificate for Endpoint Control
FortiGuard Services

EMS Aleris
SMTP Server
EMS Setlings

Listen on port 8013

Fortios Connector port 8015

Enable TLS 1.01.1
FortiClient download URL hittps./ 172.16.200.139 v 10443fnstallers/ [+
Open port 10443 in Windows Firewall
Enable login banner
EMS for Chromebooks Settings  © -
@ Manage Muliple Customer Sites @
» Update the FortiClient EMS Fabric connector to retrieve specific ZTNA tags from each configured FortiClient EMS

site.

e Update diagnose endpoint record listtoreturnthe EMS tenant id field retrieved from each respective
FortiClient EMS server.

» Update ZTNA and EMS debug commands to accept the EMS serial number and tenant ID as parameters.

# diagnose endpoint lls-comm send ztna find-uid <uid> <EMS serial number> <EMS tenant
id>

# diagnose wad dev query-by uid <uid> <EMS serial number> <EMS tenant id>

To configure a FortiClient EMS Fabric connector:

config endpoint-control fctems
edit 1
set status enable
set name "emsl"
set server "emsl.test.com"
set serial-number "FCTEMS0000000001"
set tenant-id "00000000000000000000000000000000™
next
end
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To view FortiClient EMS Fabric connector configuration, including tenant ID:

# show endpoint-control fctems
config endpoint-control fctems
edit 1
set status enable
set name "emsl"
set server "emsl.test.com"
set serial-number "FCTEMS0000000001"
set tenant-id "00000000000000000000000000000000"
next
edit 2
next
edit 3
next
edit 4
next
edit 5
next
end

To verify the endpoint record list:

# diagnose endpoint record list
Record #1:
IP Address = 21.21.21.198
MAC Address = 00:0c:29:59:79:08
MAC list =
VDOM = root (0)
EMS serial number: FCTEMS0000000001
EMS tenant id: 00000000000000000000000000000000
Client cert SN: 19C72E7FC417E438AB2ED219FF435718FE164E88
Public IP address: 172.18.62.10

To check the endpoint information from WAD:

# diagnose wad dev query-by uid 2E90E8F7ABAD4D1F8B615AD58A0982C9 FCTEMS0000000001
00000000000000000000000000000000

Attr of type=0, length=83, value(ascii)=2E90E8F7ABAD4D1F8B615AD58A0982C9

Attr of type=4, length=0, value(ascii)=

Attr of type=6, length=1, wvalue(ascii)=true

Attr of type=5, length=40, value(ascii)=19C72E7FC417E438AB2ED219FF435718FE164E88
Attr of type=3, length=32, value(ascii)=EMS5 ZTNA all registered clients

Attr of type=3, length=37, value(ascii)=EMS5 ZTNA emsl management tag

Response termination due to no more data

To check the endpoint information:

# diagnose endpoint lls-comm connect

Successfully connected.

# diagnose endpoint lls-comm send general register 8

# diagnose endpoint lls-comm send ztna find-uid 2ES0E8F7ABAD4D1F8B615AD58A0982C9
FCTEMS0000000001 00000000000000000000000000000000

# diagnose endpoint lls-comm recv
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Channel: ZTNA(3), Size: 617, Command: Update Device (82)

- UID: 2E90E8F7ABAD4D1F8B615AD58A0982C9

- EMS Fabric ID: FCTEMS0000000001 :00000000000000000000000000000000
- Domain: ad864r2.com

- User: Administrator

- Owner:

- Certificate SN: 19C72E7FC417E438AB2ED219FF435718FE164E88
- online: true

- Routes (1):

-—- Route #0: IP=21.21.21.198, vfid=0

- FWAddrNames (2):

-- Name (#0): EMS5 ZTNA all registered clients

-- Name (#1): EMS5 ZTNA emsl management tag

received 1 messages.

Add loT devices to Asset Identity Center page -7.2.1

loT device information is added to the Security Fabric > Asset Identity Center page, including the device name, software
OS, hardware vendor, status, IP address, hostname, time last seen, port, VLAN, and so on.

2 ©Qsearch Latest » Identity
Device Software OS Hardware Status Vulnerabilities Address Hostname IP address Last Seen Port VLAN
m Other identified device ~ Fortinet @ Online L] n u 4 minutes ago
BR desktop_61E_all_conn... FortiOS Fortinet / FortiWiFi /61E € Online desktop_61E_all_conne 5 minutes ago
B desktop_61E _all_conn... FortiOS Fortinet / FortiWiFi/61E @ Online N desktop_61E all_conne . 5 minutes ago
@ Wemo Plug 672 Other identified device Other identified device @ Online 10.20.80.2 Wemo Plug 672 10.20.80.2 4 minutes ago
= Windows Dell @ Online 172.18.57.30 172.18.57.30 5 minutes ago
amazon_echo % Android Amazon @ Online 10.10.81.22 linux 10.10.81.22 4 minutes ago
@ Philips-hue Other identified device Philips / Hue @ Online 10.100.100.2 Philips-hue 10.100.100.2 4 minutes ago @ portd > _default.fortilink (_default)

The following are required for 10T devices to be displayed on the Asset Identity Center page:

1. The FortiGate must have a valid loT Detection Service license.
2. Device detection must be configured on a LAN interface used by IoT devices.

To configure device detection in the GUI:

a. Go to Network > Interfaces and edit a LAN interface.
b. Enable Device detection.
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c. Click OK.

To configure device detection in the CLI:

config system interface
edit <name>
set device-identification enable
next
end

3. Configure a firewall policy with an application control sensor.

Introduce distributed topology and security rating reports -7.2.1

The Security Fabric backend has been improved to allow physical topology, logical topology, and security rating report
information to be gathered by distributed means through each downstream FortiGate device. This results in less delays
and memory usage on the Fabric root, and less API calls to the downstream devices.

For example, in a Security Fabric configured with 35 downstream devices, the following output shows normal CPU and
memory usage.

To verify the system performance on the root FortiGate:

# get system performance status
CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg
CPU2 states: 1% user 0% system 0% nice 99% idle 0% iowait 0% irg 0% softirg
CPU3 states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

Memory: 1911252k total, 722276k used (37.8%), 1089216k free (57.0%), 99760k freeable (5.2%)
Average network usage: 10 / 13 kbps in 1 minute, 411 / 155 kbps in 10 minutes, 143 / 53 kbps
in 30 minutes

Maximal network usage: 55 / 32 kbps in 1 minute, 33156 / 4491 kbps in 10 minutes, 33156 /
4491 kbps in 30 minutes

Average sessions: 40 sessions in 1 minute, 27 sessions in 10 minutes, 22 sessions in 30
minutes

Maximal sessions: 45 sessions in 1 minute, 61 sessions in 10 minutes, 61 sessions in 30
minutes

Average session setup rate: 1 sessions per second in last 1 minute, 0 sessions per second in
last 10 minutes, 0 sessions per second in last 30 minutes

Maximal session setup rate: 5 sessions per second in last 1 minute, 18 sessions per second
in last 10 minutes, 18 sessions per second in last 30 minutes

Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions
in last 30 minutes

Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions
in last 30 minutes

Average nTurbo sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0
sessions in last 30 minutes

Maximal nTurbo sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0
sessions in last 30 minutes

Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 7 days, 0 hours, 17 minutes
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Add loT vulnerabilities to the asset identity list and FortiGuard loT security rating

checks -7.2.4

A\,

‘Q' This information is also available in the FortiOS 7.2 Administration Guide:

¢ |oT devices

loT devices with known vulnerabilities are displayed on the Security Fabric > Asset Identity Center page's Asset list view.
Hovering over the vulnerabilities count displays a View loT Vulnerabilities tooltip, which opens the View loT
Vulnerabilities table that includes the Vulnerability ID, Type, Severity, Reference, Description, and Patch Signature ID.
Each entry in the Reference column includes the CVE number and a link to the CVE details.

NP To detect loT vulnerabilities, the FortiGate must have a valid loT Detection Service license,
‘Q' device detection must be configured on a LAN interface used by loT devices, and a firewall
- policy with an application control sensor must be configured. See Add IoT devices to Asset

Identity Center page 7.2.1 on page 45 for more details.

To view loT asset vulnerabilities in the GUI:

1. Goto Security Fabric > Asset Identity Center. Ensure the Asset list view is selected.

2. Select a device with loT vulnerabilities.

Z | O QSeardt
Device Software OS Hardware
ENELL PR "N Android [ 5 ]

@ an Other identified device ~Other identified device

@ RingCamMini-8a e Other identified device Ring/IP Camera/ Indoor Camera
= Windows Dell / Computer

28 DESKTOP- @ Windows Dell / Computer

B = (&) FortiOS Fortinet/ Firewall / FortiGate-61E

loT Vulnerabilities

1

FortiClient User

User

Status

@ Online

@ Online

@ Online

@ Online

@ Online

@ Online

Latest = Identity

Endpoint Vulnerabilities Endpoint Tags

3. Hover over the loT Vulnerabilities count to view the tooltip and click View loT Vulnerabilities. A table with the list of
vulnerabilities and related information for the device is displayed, including the CVE references and descriptions.
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48972

Improper Authentication mmm

CVE-2021-37976

Close

Google Chrome before 8.0.552.237 and C...

ion in Memory...

View loT Vulnerabilities for Device # 1 /s “mmwm 7w 7 x
| © Qpearch

Vulnerablity ID % Type 5 Severity ¥ Reference 3 Description Patch Signature ||
[=] 10T Application: Google Chr: 0.0.3112.32 €@

48970 Buffer Errors EmEE CVE-2021-37974  Use after free in Safebrowsing in Google ...

48971 Buffer Errars EEEE CVE-2021-37975 Use after free in V8 in Google Chrome pri...

48973 Buffer Errors [ 111} CVE-2021-37977 Use after free in Garbage Collection in Go...

48974 Buffer Errors EEEE CVE-2021-37978 Heap buffer overflowin Blink in Google C...

94102 Other EEEE CVE-2011-0472  Google Chrome before 8.0.552.237 and C...

94104 Buffer Errors EEE CVE-2011-0475  Use-after-free vulnerability in Google Chr...

94105 Buffer Errars EEEE CVE-2011-0475  Use-after-free vulnerability in Google Chr...

94106 Buffer Errors EEEE CVE-2011-0479  Google Chrome before 8.0.552.237 and C...

94107 Buffer Errors L L L CVE-2011-0479

4. Click a hyperlink in the Reference column to view more information about the CVE, or click Close.

To view loT asset vulnerabilities in the CLI:
# diagnose user-device-store device memory list

device info

'ipv4 address' = '10.20.80.10"
"magc' = '"Hxkkkexkokkokkoxk !
'vdom' = 'root'
'os_name' = 'Android'
'"hostname' = '"**xFxkkkxkrkhkkhxkhkxkrkkx!
'last seen' = '1670540312"
'host src' = 'dhcp'
'unjoined forticlient endpoint' = 'false'
'is online' = 'true'
'active start time' = '1670536763"'
'dhcp lease status' = 'leased'
'dhcp lease expire' = '1671141562"
'dhcp lease reserved' = 'false'
'dhcp_server id' = '10'
'is fortiguard src' = 'false'
'purdue level' = '3'
'iot wvuln count' = '10'

iot info
'vendor' = 'Google'
'product' = 'Chrome'
'version-min' = '60.0.3112.32"
'validity' = 'true'

iot vulnerability
'vulnerability id' = '48970'
'severity' = '3'
'type' = 'Buffer Errors'
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'description' = 'Use after free in Safebrowsing in Google Chrome prior to
94.0.4606.71 allowed a remote attacker who had compromised the renderer process to
potentially exploit heap corruption via a crafted HTML page.'

'references' = 'CVE-2021-37974"'

'date _added' = '2022-07-27 17:52:34.987194"

'date updated' = '2022-07-27 17:52:34.987220"

iot vulnerability

'vulnerability id' = '94107'

'severity' = '3"

'type' = 'Buffer Errors'

'description' = 'Google Chrome before 8.0.552.237 and Chrome OS before
8.0.552.344 do not properly interact with extensions, which allows remote attackers to cause
a denial of service via a crafted extension that triggers an uninitialized pointer.'’

'references' = 'CVE-2011-0479"

'date_added' = '2022-09-20 18:23:54.961465"

'date updated' = '2022-09-20 18:23:54.961481"

Security rating checks

The Security Fabric > Security Rating > Security Posture report includes two rating checks related to loT vulnerabilities:

» The FortiGuard loT Detection Subscription rating check will pass if the System > FortiGuard page shows that the
loT Detection Service is licensed. In this example, the result is marked as Passed because the license is valid.

“ Security Posture Identify configuration weaknesses and best practice violations in your deployment.

Security Control Results . Report Details
W Score 65
20 ast Ran 10 seconds ago
Endpoint 47
02:15PM 02:30 PM 02:45PM 03:00 PM
Trends €@
Grades @ High 5
(€ Fabric Security Hardening H Endpoint Management 5
ﬂ Audit Logging & Monitoring n Firmware & Subscriptions
€ Threat & Vulnerability Management FortiGuard Qutbreak Detection hange ge1200.00%
FortiGuard loT Detection Subscription x Q O BE:l PCl (B Export~ | 3K All -
Security Control & Device Score & Result ¢ Compliance & FortiGuard IoT Detection Subscription
[ Passed loT Detection subscription should be valid.
FortiGuard loT Detection Subscription £ test_ 61E_on_printer @ FSBP FS02.13 Category

IoT Detection subscription should be valid.
Firmware & Subscriptions (FS)

Recommendations
O £ test 61E on printer €D

This device meets the Security Control
requirements, no further action is needed

Total Score: €D

‘Compliance Information

» The FortiGuard loT Vulnerability rating check will fail if any loT vulnerabilities are found. In this example, the result is
marked as Failed because there is a device with lIoT vulnerabilities.
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“ Security Posture Identify configuration weaknesses and best practice violations in your deployment.

Security Control Results 60 Report Details
40 Score 65
20 Last Ran 10seconds ago
Endpoints 47
02:15 PM 02:30 PM 02:45 PM 03:00 PM
Trends @
Grades @
High 65
€ Fabric Security Hardening H Endpoint Management 5
ow
Audit Logging & Monitoring “ Firmware & Subscriptions
€ Threat & Vulnerability Management “ FortiGuard Outbreak Detection Change +1200.00%
FortiGuard loT Vulnerability x Q O ISl p1 B Export~ 35 All
Security Control Device & Score * Result ¢ loT devices shouldn't have any security
vuinerabilities.
[ Failed
Category

FortiGuard loT Vulnerability = test_61E_on_printer {120 |

IoT devices shouldn't have any security vulnerabilities. Endpoint Management (EM)

Recommendations

B £° test_61E_on_printer @FD

Security vulnerabilities have been detected for

the following loT device(s)

1/102 i | -

In the Recommendations section, hover over the device name to display the tooltip, which includes an option to

View loT Vulnerabilities.
“ Security Posture Identify configuration weaknesses and best practice violations in your deployment.

Security Control Results Report Details

60
40 Score 65
20 Last Ran 10 seconds ago
Endpoints 47
02:15 PM 02:30 PM 02:45 PM 03:00 PM
Trends @
Grades ©
® 65
€| FabricSeq o 102080.10 Vulnerabilities Detected 5
B AuditLogf
€| Threat& . +1200.00%

FortiGuard loT Vulnerability : All
10.20.80.10
Security Control DHCP Lease expires on 2022/12/15 13:59:22 ‘shouldn't have any security
fies.
[ Failed Online Interfaces & i _ i Mg, = _ggiomm-edl
() PU421ETF
FortiGuard loT Vulnerability { —'—
IoT devices shouldn't have any security vulnerabilities. Hardware e anagement (EM)
0s Android
loT Vulnerabilities @ @ fations
+ Firewall Device Address  # Firewall IP Address Quarantine Host _61E on _printer @D
@ BanlP = ViewloT Vulnerabilities Inerabilities have been detected for
— ng loT device(s)

1/102 mam W iy -

Enhance the Fabric Connectors page -7.2.4

The Security Fabric > Fabric Connectors page has been enhanced to show a high-level overview of the Fabric
components that are enabled and how they connect to each other. The System > Fabric Management page can be used
to register and authorize Security Fabric devices instead of using the Security Fabric network topology gutter, which has

been removed from the Security Fabric > Fabric Connectors page.

The following changes have been made to the Security Fabric > Fabric Connectors page:

» Improve the Security Fabric Setup configuration settings to select the Security Fabric role (standalone, root, or

downstream) instead of just enabling the Security Fabric itself.
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« Merge relevant connectors into Core Network Security Connectors and Security Fabric Connectors sections.
« The Core Network Security Connectors section includes the Security Fabric Setup, Logging & Analytics,

FortiClient EMS, and LAN Edge Devices cards.

» The Security Fabric Connectors section includes the Central Management, Sandbox, and Supported

Connectors cards.

» Add the LAN Edge Devices card that displays information about the LAN edge devices (FortiGates, FortiAPs,
FortiSwitches, and FortiExtenders) including the device type, number of devices, and number of unregistered and

unauthorized devices.

« Add the Supported Connectors card that displays the icons of different Fortinet devices that support full Security
Fabric integration. Clicking the card displays a list of cards with device names that link to documentation to
configure these devices in the Security Fabric since they do not have separate connector settings.

« Remove the IPAM connector.

Sample Fabric

Core Network Security Connectors

qf”/ Security Fabric Setup

5

Fabric Root
sf-97

LAN Edge Devices

Device Type Device Count
B FortiGate (-]
u® FortiAP o
X FortiSwitch (=]
& FortiExtender o

Security Fabric Connectors

E Central Management

Status © Disabled

Connectors page on a root FortiGate:

@ Logging & Analytics [g FortiClient EMS
FortiAnalyze @ Enabled EMSVM-LAB © Enabled
C @ Enabled EMS-2 © Enabled
®

Status
device require authorization
device require authorization
devices require authorization

device require authorization

ﬂf‘ Sandbox o Supparted Connectors

FortiSandbox Cloud @% @ =25 'ﬂt' (Y R

@ Enabled

Sample Fabric Connectors page on a downstream FortiGate:

Core Network Security Connectors

'//j Security Fabric Setup

Role Join Fabric

Fab @ Authoriz
LAN Edge Devices

Device Type Device Count
B FortiGate (1]

" FortiAP o
2 FortiSwitch a
[ 1]

& FortiExtender

Security Fabric Connectors

E Central Management

Status © Disabled

am FortiGate 192.168.4.97

@ Logging & Analytics [3 FortiClient EMS
z¢ @ Enabled © Enabled
Cloud @ Enabled @ Enabled
ed
Status
@ All authorized & registered
device require authorization
device require authorization
@ All authorized
@ Sandbox o Supported Connectors
Type FortiSandbox Cloud FO®FEO= QO
Status @ Enabled
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To configure the root FortiGate:

1. Goto Security Fabric > Fabric Connectors and double-click the Security Fabric Setup card.
2. Select the Settings tab and set the Security Fabric role to Serve as Fabric Root.
3. Configure the remaining settings as needed.

Security Fabric Settings x

Settings Info

Security Fabric role Standalone [l dE g Join Existing Fabric
Allow other Security Fabric devicestojoin €0 port1 x
port2 x
portd x
port4 x
12) fext-ipsec-SCY) x
+
Fabricname sf-97
Device authorization 2Connected /3 Total # Edit
FortiCloud account enforcement @ ©
Allow downstream device REST APl access @ @©
Administrator profile & prof_admin -
Fabric synchronization £ ©
SAML Single Sign-On @ © [ Advanced Options
Mode Identity Provider (IdP)
IdP certificate R Fortinet_Factory * & Download
Management IP/FQDN @ Use WAN IP
172.16.116.207
Management port Use Admin Port a4l

4. Click OK.

Logging & Analytics connector

Logging & Analytics is a new card that combines the settings from the previous FortiAnalyzer Logging and Cloud
Logging cards into a single connector to configure the FortiAnalyzer, FortiGate Cloud, and FortiAnalyzer Cloud settings.
In this example, FortiAnalyzer and FortiGate Cloud are enabled.

To configure the Logging & Analytics connector:

1. Goto Security Fabric > Fabric Connectors and double-click the Logging & Analytics card.
2. Select the Settings tab, select the FortiAnalyzer tab, and set the Status to Enabled.
3. Configure the remaining settings as needed.
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Logging Settings
Settings  Info

FortiAnalyzer  Cloud Logging

Stotus R © iscoied |
Server 10.6.30.103 ]
Connection status © Connected

& Refresh

Upload option Every Minute | Every 5 Minutes
Allow access to FortiGate REST APl @D

Verify certificate  © O FAZ:

FortiAnalyzer Status

Logqueued 0

Failedlogs 0O

Logsing Usage

Lozging ADOM  root

Remote Logs Sent
Daily
300M8 | Trefficlos.
@ Eventlog
Soove B Webfilter log
100Me
0B
Nov-30 Dec01 Dec02 Dec03 Dec04 Dec0S Decls
4. Selectthe Cloud Logging tab, and set the Type to FortiGate Cloud.
Logging Settings
Settings Info
FortiAnalyzer  Cloud Logsging
Type m & FortiAnalyzer Cloud  © Disabled
Upload option SACl Every Minute | Every 5 Minutes
Account [ ] Wmimmﬂ (& Logout |
Region GLOBAL
Connectionstatus @ Connected & Refresh
300MB Remote Logs Sent
Daily
250MB BTt o
200M8 1 M Eventlos
B Webfilter log
150M8
100MB
500,008

[1:3

Nov-30 DecOl Dec02 Dec03 Dec04 Dec05 Declé

5. Click OK.

FortiClient EMS connector

FortiClient EMS is an updated card that combines the settings from the previous individual FortiClient EMS connector
cards into one card. There are separate sections within the Settings tab to configure each EMS entry.

To configure the FortiClient EMS connectors:

1. Goto Security Fabric > Fabric Connectors and double-click the FortiClient EMS card.
2. Select the Settings tab and set the Status to Enabled.
3. Configure the remaining settings as needed.
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4. Click OK.

LAN Edge Devices

FortiClient EMS Settings

Settings  Info

EMS 1-EMSVM-LAB

Status

1P/Domain name:
HTTPS port

Connection status

EMSthreat feed @

Al © Disabled

Bl FortiClient EMS Cloud

EMS-VM-LAB

172.18.64.120
443
@ FortiGate not authorized
& Refresh | £ Authorize
©

Synchronize firewall addresses @ @©

EMS2-EMS-2

Status

Type

Name

IP/Domain name
HTTPS port
Connection status.

EMS threat feed @

m © Disabled

FortiClient EMS Cloud

FortiClient EMS

EMS-2

10.1.1.97
443

© EMSunreschable
& Refresh

©

Synchronize firewall addresses @ @

EMS3-EMS-3

Status

0 Diaties

0K Cancel

LAN Edge Devices is a new card that displays a summary about the LAN edge devices. This includes FortiGates,
FortiAPs, FortiSwitches, and FortiExtenders. Information about the device type, number of devices, and number of
unregistered and unauthorized devices is displayed. If there are devices that do not have a green checkmark in the
Status column, hover over the status message to view the tooltip with required action. In this example, there are
downstream FortiGates that require authorization. The tooltip includes a link to the System > Fabric Management page

to authorize the FortiGates.

Core Network Security Connectors

@ tossing & anaiyics

‘ % Security Fabric Setup

@ FortiClient EMS

Role Fabric Root FortiAnalyzer @ Enabled EMS-VM-LAB @ Enabled
Fabric name csf-97 FortiGate Cloud @ Enabled EMS-2 @ Enabled
‘ Gotothe Fabric to authorize your Forti any other
LAN Edge Devices device related concerns.
DeviceType  DeviceCount  Status # FabricManagement
B FortiGate [5] © devi

"% FortiAP [1] [ ]
2 FortiSwitch ;] 9;
T Fortitxtender @

@ device require authorization

Security Fabric Connectors

gmm

Type On-Premises Type
Status ©@ Enabled Status

Ceor YR

FortiSandbox Cloud
© Enabled

[tFOR- s R L RN
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Central Management connector

Central Management is a new card that replaces the settings from the previous FortiManager card. In this example, on-
premises FortiManager is enabled.

To configure the Central Management connector:

Go to Security Fabric > Fabric Connectors and double-click the Central Management card.
Set the Status to Enabled.

Set the Type to On-Premises.

Configure the remaining settings as needed.

oo bd=

Central Management Settings x

Settings  Info

loud

Connectionstatus @ Connected
& Refresh

Mode Backup

IP/Domain name 172.18.64.123

5. Click OK.

Sandbox connector

Sandbox is a new card that combines the settings from the previous FortiSandbox and Cloud Sandbox cards into a
single connector to configure the sandboxing settings. In this example, FortiSandbox Cloud is enabled.

To configure the sandboxing settings:

1. Goto Security Fabric > Fabric Connectors and double-click the Sandbox card.
2. Setthe Statusto Enabled.
3. Setthe Type to FortiSandbox Cloud.

FortiOS 7.2.0 New Features Guide
Fortinet Inc.



Security Fabric

4. Click OK.

Supported Connectors

Type

Status

Sandbox Settings.
Settings  Info

(0. LT

| Fortisandbox [ RlE ]

Inlinescan G

Supported Connectors is a new card that displays the icons of different Fortinet devices that support full Security Fabric
integration. Supported connectors do not have separate connector settings within FortiOS. Clicking the Supported
Connectors card displays a list of cards with compatible device names.

Compatible Fabric Connectors

Supported Connectors

FortiNDR
Sub-second threat investigation &

FortiMail
Advanced, multi-layer protection against

FortiMonitor
*‘1[]*-" Enables end-to-end user experience
visibility &2

FortiNAC
Security for networks with loT &£

FortiTester
[LERN Comprenensive network device
performance testing &

FortiVoice

ing, chat, and

fax®

IO FortiWeb
> Web application and APl protection &

Clicking a device name card links to documentation that explains how configure it in the Security Fabric. Once the device
is configured, it can be authorized on the System > Fabric Management page in FortiOS.

Add FortiPolicy as Security Fabric device -7.2.4

A\,

‘9' This information is also available in the FortiOS 7.2 Administration Guide:

¢ Configuring FortiPolicy
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FortiPolicy can be added to the Security Fabric. When FortiPolicy joins the Security Fabric and is authorized in the
Security Fabric widget, it appears in the Fabric topology pages. A FortiGate can grant permission to FortiPolicy to
perform firewall address and policy changes. Two security rating tests for FortiPolicy have been added to the Security
Posture scorecard.

To add FortiPolicy to the Security Fabric:

1. Enable the Security Fabric (see Configuring the root FortiGate and downstream FortiGates in the FortiOS
Administration Guide) with the following settings:

a. Configure the interface to allow other Security Fabric devices to join.
b. Enable Allow downstream device REST APl access and select an Administrator profile.

2. In FortiPolicy, edit the Security Fabric settings (this example assumes a root FortiGate has already been configured,
see Creating a fabric connector in the FortiPolicy Administration Guide):

a. Go to Configuration > Security Fabric and select Edit current security fabric settings.
b. Enter the root FortiGate's IP address.

c. Setthe Port (the default is 8013).

d. Select a FortiPolicy security policy.

n » Security Fabric oF A o @ sdministator

security fabric setting

“ e i
FGT_10_107F
Replace with new security fabric -

1018000000 &% Not Connected ( Autharization Pending )

o
Rediscover Asset:

172.16.116.204
8013

Default Security Policy

Active @I

]

e. Click UPDATE. The connection status is Not Connected (Authorization Pending).
3. Authorize the FortiPolicy in FortiOS:
a. Goto Dashboard > Status and locate the Security Fabric widget.
b. Inthe topology tree, click the highlighted FortiPolicy and select Authorize. The Device Registration pane opens.
c. Click Authorize.

= Device Registration x
: o
FGT_10_101F E'-O" @ Select Devices Authorization Summary FortiCloud Account Registration Summary
F FTK
Devices & FPLVM1TM23000000 x
FGT 10| +
» i
t2¢ Distrj
16:21:5
FP32
FXod

d. Click Accept to verify the device certificate.
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Devi4 Verify Pending Device Certificate: FPLVM1TM23000000 X

In order for this device to join the Security Fabric, the following
certificate needs to be verified for correctness, and accepted if deemed
A valid.

Do you wish to accept the certificate as detailed below?

P —

Version 3

Serial Number = NS M I R, S0 ML R O R e W

Subject:

Common Name (CN) FPLVM1TM23000000
Organization (O) Fortinet

Organization Unit (OU) FortiPolicy

Locality (L) Sunnyvale

State (ST) California
Country/Region (C) us

Email Address (emailAddress) support@fortinet.com

Issuer:

Common Name (CN) fortinet-subca2001
Organization (O) Fortinet
Organization Unit (OU) Certificate Authority
Locality (L) Sunnyvale

Cancel
e. Once the FortiPolicy is registered, click Close.

Device Registration x
oO——©Oo 3 4
Select Devices Authorization Summary FortiCloud Account Registration Summary
Name Serial ‘ Model Type Status Registration FortiCloud Account
@ FPLVM1TM23000000 FPLVM1TM23000000 FPLVYM1 @ Online | @ Registered 214 @fortinet.com
Close

4. In FortiPolicy, refresh the Configuration > Security Fabric page. and verify that the connection status is Connected
(Authorized).

=5 Configuration » Security Fabric

F

B O rdministator

Root FortiGate ©

[H
B
.
n @ Edit current security fabric settings Root FortiGate Name

1
O Replace with new security fabric FGT_10.101F

Root FortiGate Serial Number * S::umy Fabric Connection Status
FG101FTK19000000 ¥ Connected (Authorized )

IP Address or FQDN * 141255 Asset discovery runs every 60 minutes.
Click to re-start a discovery cycle now.
17216.116.204

Port *

8013

Assign FortiPolicy Security Policy *
Default Security Policy -

Active @)

5. InFortiOS, grant FortiPolicy write access permission in the CLI:

config system csf
config fabric-connector
edit "FPLVMITM23000000"

set configuration-write-access enable
next
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end
end

Physical topology view:

# | Q Search

Upstream Internet ~

— =0
- FGT_10_101F
[m] Fabric Root
FX0015919000000

& fabric_vpn_sdwan
@ @fabricwpn 1 e

FortiAnalyzer

Security Fabric: csf-10

- =0
s@EE Lo
& a

Topology last updated 2 minute(s) and 2 second(s) ago.
Security Rating results that ran 59 minute(s) and 1
second(s) ago were aggregated.

£ Update Now

Logical topology view:
# | Q Search

Upstream Internet ~

‘ '_®
— {4}
— FGT_10_101F
Fabric Root
FX0015919000000

@& fabric_vpn_sdwan
@ fabric_vpn_1

B ®dm:z

ok

FortlAnalyzer i mgmt

Security Fabric: csf-10
BEEHx OO
da

Topology last updated 7 second(s) ago. Security Rating
results that ran 1 hour(s) and 0 minute(s) ago were
aggregated.

£ Update Now
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NoDevices~ &
' o
= 5
ution-FSW-10 ((.))
FP320C3X15000000
FortiPolicy-73
Fabric Connectors @ FortiPolicy-73
Serial Numbe! FPLVM1TM23000000
Type FortiPolicy
Authorization Type Certificate
Management IP 10.6.30.73
Version 722
Build Build29
Status © Online
Topology = FGT_10_101F
@ FortiPolicy-73
) Login =~ @ View Certificate
NoDevices~ &

FortiPolicy-73

Fabric Connectors & FortiPolicy-73
Serial Number FPLVM1TM23000000
Type FortiPolicy
Authorization Type Certificate
Management P 10.6.30.73
Version 722
Build Build29

© Online

# Login

@ View Certificate

5 FGT_10_101F
& FortiPolicy-73

NoC

NoC

Go to Security Fabric > Physical Topology or Security Fabric > Logical Topology to view more information.

itical Risk

itical Risk
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To deploy firewall policies from FortiPolicy to the root FortiGate:

1. Create a policy in FortiPolicy (see Customizing policies in the FortiPolicy Administration Guide).

] Security Policy Ao @ Administrator
[ H
Security Policy Fabric
u Default Security Policy /7 O i @ PC710_External 2 x m x 90 0
[ ]
v Note: Do NOT edit deployed securty policy rules in FortiPolicy. Edit deployed security policy rules, and specify security profiles with AppiDs, directly on the FortiGates
o 4+ RuleName Source Destination Service ApplD Action Hits Modified Descri
o . DNS UDP
i @ 1 PC710_Extemal 2 Oth Defaut PC71 Any UDP_443 Permit 0 11372023, 41228 PM (admin)  Warm
o and 1 more
1 - Items Per Page 0 - 1of1

In this example, a default security policy rule called PC710_External_2 is created. Since the FortiPolicy is

integrated in the Security Fabric, it will use the REST API to push the static policy, dynamic firewall objects, and
service objects to the root FortiGate.

2. InFortiOS, go to Policy & Objects > Firewall Policy to view the policy named PC710_External_2.
Search Q

+CreateNew | #" Edit @ Delete

3B Export~ | Interface Pair View JEYECTEIEE  |Pvd +|Pvé~
Name T From To Source Destination Schedule Service Action NAT Security Profiles Log
PC710_External 2 & vlan70(sw-vlan70) O any 3 FPLVM1TM23000000,0[h,Default,PC Ball (@ always @ seg DNSUDP « ACCEPT @ Enabled [ESHlno-inspection @ All
Address # FPLVM1TM23000000_Oth Default_PC... seg UDP.443
5 @ seg HTTPS

Type Dynamic
Sub Type addr_sub_type_fortipolicy-tag
Interface O any

esol s 1
Fabric © Disabled
Comments FTPolicy Created
References 2

& Edit &= View Matched Addresses

3. Goto Policy & Objects > Addresses to view the dynamic firewall address associated with the policy

(FPLVM1TM23000000_Oth_Default PCT71).
£ | 1 Clne

Name & T

Delete | | Search Q

Details & Interface & Fabric Global Object & Type &

=) Dynamic @B
3# FPLVM1TM23000000_Oth_Default_PC71

192.168.7.71 © Disable Address

4. Go to Policy & Objects > Services to view the service objects associated with the policy (seg DNS_UDP, seg_

UDP_443, seg HTTPS, and seg_TCP_8013).

Category Y

i Synchronized

Ref, &

2

Type Protocol
M FTPolicy M Firewall o W 1cpuppscTe ©
+ Create new @ Clon Category = ftpolicy X © Q Search Q Service groups
Name = Details ¢ IP/FQDN & Category ¢ h g Protocol & Fabric Global Object ¢ Ref. &

@ seg DNS_UDP UDP/53 0000 FTPolicy TCP/UDP/SCTP © Disable 1
1) seg UDP_443 UDP/443 0000 FTPolicy TCP/UDP/SCTP © Disable 1
@) seg HTTPS TCP/443 0.00.0 FTPolicy TCP/UDP/SCTP © Disable 1
3 seg TCP 8013 TCP/8013 0.000 FTPolicy TCP/UDP/SCTP © Disable 1

Security rating tests

There are two security rating tests pertaining to FortiPolicy available on the Security Posture scorecard:

* Admin Password Policy ensures that there is password policy in place for system administrators. In this result, the
test is marked as Passed because there is a login rule configured in FortiPolicy with Local Password Criteria
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enabled.

» Admin Password Security ensures that the password policy enforces secure passwords. In this result, the test is
marked as Failed because the password policy does not include set variables for the Local Password Criteria.

“ Security Posture Identify configuration weaknesses and best practice violations in your deployment.

Security Control Results

Report Details
845 Score -841.46
ast Ran 4minutes and 11 seconds ago
-850
L * * * * * * * - * oe—e| Endpoints 39
Sun 15 12:00 PM Mon 16 1200 PM
D Trends ©
Grades © High -841.46
E Fabric Security Hardening “ Endpoint Management 951.46
Low -851.
“ Audit Logging & Monitoring c Firmware & Subscriptions
N Threat & Vulnerability Management A  FortiGuard Outbreak Detection @i Ll
password x Q O BN Pl | B Export~ | @ FortiPolicy -
Recommendations
Security Control # Device # Score & Result ® Compliance #
E] Passed @ @ @ FortiPolicy-73 €10
Admin Password Policy @ FortiPolicy-73 [0} FSBP SHO5.1 Apply the following requirements to the
i be set up for systs inis password policy:
* Password should contain at least 1
special character(s).
[ Failed € « Password should contain at least 1
~ ) o uppercase character(s).
Admin Password Security @ FortiPolicy-73 -10 FSBP SHO5.2 « Password should contain at least 1
(=i lowercase character(s).
* Password should contain at least 1
numberf(s).
« Reuse of old passwords should be
disabled.
] Configuration A s O Administrator
" [ nactive accounts After 90  dayswithnologin, @ Disable () Delete the user's account
B [ Lockout After 6 failed login attempts, prevent the user login for 30 minutes.
° [ 1dle session timeout After 15 minutes of no activity, automatically log out the user.
n [ Local Password expiration After 90 days, password expires.
Local Password Criteria Any password criteria you do not want to require should be left blank

8  characters minimum.

0 special character @!" #$ %" ()*+

0 lower case character

0 upper case character

0 number

0 characters different from last password

0 consecutive repetitions of a character allowed

0 most recent passwords are not allowed

®l Com ] [ e

See Users in the FortiPolicy Administration Guide for more information about configuring these settings.

Allow FortiClient EMS connectors to trust EMS server certificate renewals based on
the CN field -7.24

s‘é’, This information is also available in the FortiOS 7.2 Administration Guide:

¢ Allowing FortiClient EMS connectors to trust EMS server certificate renewals based on
the CN field

When a FortiGate establishes a Fabric connection with FortiClient EMS, the FortiGate must trust the CA that signed the
server certificate. Previously, upon the user's approval of the certificate, the certificate fingerprint was saved on the
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FortiGate. This required the FortiGate to re-authorize the EMS connection each time the server certificate is updated.
With this enhancement, upon the approval of the EMS certificate, the FortiGate saves the CN field and will trust future
certificates that are signed by the same CA and have the same CN field. This allows EMS servers to update their
certificates at regular intervals without requiring re-authorization on the FortiGate side, as long as the CN field matches.
This prevents interruptions to the EMS Fabric connection when a certificate is updated.

config endpoint-control fctems
edit <id>
set trust-ca-cn {enable | disable}
next
end

This feature is supported for EMS on-premise and cloud connections, and is the new default setting. To authorize based
on the certificate fingerprint, disable the t rust-ca-cn setting. If the setting is changed back to be enabled at a later
time, the user will have to re-approve the EMS certificate.

To configure the EMS Fabric connector to trust EMS server certificate renewals based on the CN field:

config endpoint-control fctems
edit 1

set status enable
set name "emsl133"
set dirty-reason none
set fortinetone-cloud-authentication disable
set server "172.18.62.35"
set https-port 443
set serial-number "FCTEMS8822000000"
set tenant-id "00000000000000000000000000000000"
set source-ip 0.0.0.0
set pull-sysinfo enable
set pull-vulnerabilities enable
set pull-avatars enable
set pull-tags enable
set pull-malware-hash enable
set capabilities fabric-auth silent-approval websocket websocket-malware push-ca-

certs common-tags-api tenant-id
set call-timeout 30
set out-of-sync-threshold 180
set websocket-override disable
set preserve-ssl-session disable
set interface-select-method auto
set trust-ca-cn enable

next
end

To verify the configuration:

1. Download the FortiGate configuration file.

2. Verify the ca-cn-info entry, which lists the trusted CA certificate information. In this example, ems133 connector
has trust-ca-cn enabled and ems138 connector has t rust-ca-cn disabled. Forems138, the ca-cn-info
entry does not appear, and thereisa certificate-fingerprint field instead:
config endpoint-control fctems

edit 1
set status enable

FortiOS 7.2.0 New Features Guide
Fortinet Inc.

62



Security Fabric

set name "ems133"
set server "172.18.62.35"
set serial-number "FCTEMS8822000000"
set tenant-id "00000000000000000000000000000000™
set capabilities fabric-auth silent-approval websocket websocket-malware push-
ca-certs common-tags-api tenant-id
set ca-cn-info "C = CA, ST = BC, L = VANCOUVER, O = FTNT, OU = ReleaseQA, CN =
Release QA, emailAddress = ********Qfortinet.comRelease QA"
next
edit 2
set status enable
set name "ems138"
set server "172.18.62.18"
set serial-number "FCTEMS8821000000"
set tenant-id "00000000000000000000000000000000™
set capabilities fabric-auth silent-approval websocket websocket-malware push-
ca-certs common-tags-api tenant-id
set certificate-fingerprint
"18:51:76:67:EB:4C:31:A1:51:3F:74:F7:8E:1D:47:5C:18:0F:FE:45:DF:52:91:52:37:0B:27:E7:F1:
85:5B:01:8C:7D:FB:2D:C7:D2:CC:FE:4A:E3:0E:A9:2A:1C:27:4D:D2:A6:C5:87:B8:97:98:57:75:10:1
5:28:EF:A2:23:7C"
set trust-ca-cn disable
next

end
3. Run diagnostics to view the certificate information:

# diagnose test application fcnacd 96

ems id 1, certificate authority and common name: C = CA, ST = BC, L = VANCOUVER, O =
FTNT, OU = ReleaseQA, CN = Release_QA, emailAddress = ********@fortinet.comRelease QA
ems_id 1, fingerprint sha5l12:

ems id 2, certificate authority and common name:

ems_id 2, fingerprint sha5l12:
18:51:76:67:EB:4C:31:A1:51:3F:74:F7:8E:1D:47:5C:18:0F:FE:45:DF:52:91:52:37:0B:27:E7:F1:8
5:5B:01:8C:7D:FB:2D:C7:D2:CC:FE:4A:E3:0E:A9:2A:1C:27:4D:D2:A6:C5:87:B8:97:98:57:75:10:15
:28:EF:A2:23:7C

External connectors

This section includes information about SDN connector related new features:

o SAP external connector 7.2.1 on page 63
» Using the REST API to push updates to external threat feeds 7.2.1 on page 66
o Support IPv6 dynamic addresses retrieved from Cisco ACI SDN connector 7.2.1 on page 71

SAP external connector -7.2.1

The SAP external Fabric connector allows the FortiGate to connect to an SAP instance to synchronize dynamic address
objects and ports for SAP workloads. These address objects can be used in firewall policies to grant access control to
dynamic SAP workloads.
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To configure an SAP connector in the GUI:

1. Configure the SAP SDN connector:

a. Goto Security Fabric > External Connectors and click Create New.

In the Private SDN section, select SAP.
Enter a Name (sap-s4-docker).

Enter the IP for the SAP instance.
Enter the Username and Password.

200

New External Connector

Private SDN

SAP

Connector Settings

Name sap-s4-docker

Status (- RELENE © Disabled
Updateinterval @O QUEEIEETI Specify
Verify certificate (B

SAP Connector

P 20.124.134.109

Port SEYNEETE Specify

Username  adhadm

Password sssessssses

@

f. Click OK.

@ APIPreview

& Public SDN Connecto

or Setup Guides

2 Amazon Web Services ('

& Google Cloud Platform (£

A Microsoft Azure (&

== QOracle Cloud Infrastructure ('

Nuage Virtualized Services Platform &'
T OpenStack Connector (&
nsx \Mware NSX (1

(? Documentation
& OnlineHelp &
W Video Tutorials ('

2. Configure a network service associated with the configured SAP SDN connector:
a. Goto Policy & Objects > Internet Service Database, select the Network Services tab, and click Create New.

b. Enter a Name (sap-instance?).
c. Set SDN connector to sap-s4-docker.
d.

Select a filter, such as InstanceNumber=1. The available filters are for HostName, InstanceNumber, and

ServiceName.

New Network Service

Name sap-instancel
SDN connector | &7 sap-s4-docker -
Filters Y InstanceNumber=1 -
+
Comments
4
e. Click OK.

Additional Information

@ API| Preview

@ Documentation

H Online Help
B Video Tutorials

3. Ensure that the SAP SDN connector resolves dynamic network services:
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a. Goto Policy & Objects > Internet Service Database, select the Network Services tab.
b. Hover over the sap-instance1 and click View Resolved Entries.

Internet Services Mehunrl §
Dynamic Network Service & sap-instance1

SDN Connector =" sap-s4-docker
i= View Resolved Entries IDN Connector Comments Ref.

& sap-instancel = sap-s4-docker 1

1|Updated: 11:12:57 | £ |

A list of resolved internet services is displayed.

Resolved Internet Service List x
‘ © Q, Search
IP Address % Port

172.17.0.2 8101

172.17.0.2 50114

172.17.0.2 50113

172.17.0.2 3901

172.17.0.2 3601

172.17.0.2 3201

6|Updated: 1:14:03 | &

Click OK to close the list.
4. Configure a firewall policy with the resolved dynamic network service as the destination:
a. Goto Policy & Objects >Firewall Policy and click Create New.
b. Setthe Destination to the sap-instance1 network service.
c. Configure the other settings as needed.
d. Click OK.

To configure an SAP connector in the CLI:

1. Configure the SAP SDN connector:

config system sdn-connector
edit "sap-s4-docker"
set type sap
set verify-certificate disable
set server "20.124.134.109"
set server-port 50014
set username "a4hadm"
Set password Kk kK khkhkkkk Kk kK
next
end

2. Configure a network service associated with the configured SAP SDN connector (available filters are HostName,
InstanceNumber, and ServiceName):

config firewall network-service-dynamic
edit "sap-instancel"
set sdn "sap-s4-docker"
set filter "InstanceNumber=1"
next
end
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Ensure that the SAP SDN connector resolves dynamic network services:

# diagnose firewall network-service-dynamic list "sap-instancel”

reputation=0

17.0.2
reputation=0

17.0.2
reputation=0

17.0.2
reputation=0

17.0.2
reputation=0

17.0.2
reputation=0

17.0.2

3.
List internet service in kernel (custom) :
name=sap-instancel 1d=4294770689
port=8101-8101
addr ip range(l): 172.17.0.2-172.
name=sap-instancel 1d=4294770689
port=50114-50114
addr ip range(l): 172.17.0.2-172.
name=sap-instancel 1d=4294770689
port=50113-50113
addr ip range(l): 172.17.0.2-172.
name=sap-instancel 1d=4294770689
port=3901-3901
addr ip range(l): 172.17.0.2-172.
name=sap-instancel 1d=4294770689
port=3601-3601
addr ip range(l): 172.17.0.2-172.
name=sap-instancel 1d=4294770689
port=3201-3201
addr ip range(l): 172.17.0.2-172.
4,

Configure a firewall policy with the resolved dynamic network service as the destination:

config firewall policy

name "FGT97-service-dynamic"

internet-service enable
network-service-dynamic "sap-instancel"

edit 2
set
set srcintf "port3"
set dstintf "portlQ"
set action accept
set srcaddr "all"
set
set
set schedule
set nat enable

next

end

"always"

(null)

(null)

(null)

(null)

(null)

(null)

singularity=0

singularity=0

singularity=0

singularity=0

singularity=0

singularity=0

flags=0x0

flags=0x0

flags=0x0

flags=0x0

flags=0x0

flags=0x0

Using the REST API to push updates to external threat feeds -7.2.1

protocol=6

protocol=6

protocol=6

protocol=6

protocol=6

protocol=6

When configuring a FortiGuard Category, Malware Hash, IP Address, or Domain Name threat feed from the Security
Fabric > External Connectors page, selecting the Push APl update method provides the code samples needed to
perform add, remove, and snapshot operations. The code samples can be used to perform updates on the external

threat feeds.

In the following example, a FortiGuard Category threat feed is used to show the different API push options.

To configure the threat feed in the GUI:

Enter a name.

Ao b=

Set the Update method to Push API.
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5. Click OK. The Threat Feed Push API Information pane opens that contains the following fields:
* URL:the FortiGate's APl URL to call in order to perform the update.
* APl admin key: when an APl administrator user is configured on the FortiGate, an APl admin key will be
associated with the APl administrator. Input the API key to see the final cURL request.
* Push command: select one of three push methods.
* Add: add the specified entries to the threat feed.

Threat Feed Push APl Information x
. Toupdate an threat feed that has set Push APl update method, make a
1 application/JSON POST request to the URL. Provide the APl admin key,
push command, and entries to create a working sample cURL request.
URL https:#/192.168.1.112/api/v2/monitor/system/external-
resource/dynamic P
APladminkey @ [ —— |
Push command @ Remove | Snapshot
Entriss € | dal.ca |
Sample CURL request  curl -k X POST -1 Authorization: Bearer s —data [
"commands": [{ "name": "ccccceec”, "command™: "add”, "entries": [
"dal.ca" ] }}' "https://192.168.1.112/api/v2/monitor/system/external-
resource/dynamic” P
OK
* Remove: remove the specified entries from the threat feed.
Threat Feed Push APl Information x
To update an threat feed that has set Push API update method, make a
i application/JSON POST request to the URL. Provide the APl admin key,
push command, and entries to create a working sample cURL request.
URL https:#/192.168.1.112/api/v2/monitor/system/external-
resource/dynamic P
APladminkey @ JR—
Push command @ LELLEN Snapshot
Entriss € | dal.ca |
Sample CURL request  curl -k X POST -1 Authorization: Bearer s —data [

"commands": [{ "name": "ccceceec”, "command”: "remove”, "entries™: [
"dal.ca" ]} "https://192.168.1.112/api/v2/monitor/system/external-
resource/dynamic” y
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» Snapshot: replace the threat feed with all specified entries.
Threat Feed Push AP Information x
To update an threat feed that has set Push API update method, make a

i application/JSON POST request to the URL. Provide the APl admin key,
push command, and entries to create a working sample cURL request.

URL https://192.168.1.112/api/v2/monitor/system/external- [7a)
resource/dynamic P

APladminkey @ [ —

Push command @ Add Remove

Entriss € entrylentry2.entry3

Sample cURLrequest  curl -k -X POST -H ‘Authorization: Bearer *= s --data [ [a]
"commands": [{ "name": "ccccecec”, "command”: "snapshot”, "entries”: [
"dal.ca" ]} "https://192.168.1.112/api/v2/monitor/system/external-
resource/dynamic” y

OK

« Entries: enter the entries separated by a comma (,) to be applied to the FortiGuard Category threat feed list.
o Sample cURL request: copy this cURL command to perform the push APl update on the FortiGate against the
list (ccceeecc).
See REST APl administrator in the FortiOS Administration Guide for more information.

6. Copy the content in the Sample cURL request field (Add is used in this example).
7. Click OK.
8. On aclient, generate the API request for the threat feed.
9. Go to Security Fabric > External Connectors and edit the connector.
10. In the right-side pane, click View Entries to view the list of entries for the threat feed.
FortiGuard Category Threat Feed: ccccoeee X
Search Q @ valid
Entry & Validity ¢
dalca + Valid
e

To configure the threat feed in the CLI:

config system external-resource
edit "ccccccee"
set update-method push
set category 201
next
end
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To use the APl in the CLI:

# diagnose system external-resource {push-add | push-remove | push-snapshot} <feed name>
<entry>

To use the API with a JSON file:

# diagnose sys external-resource push-api-json-commands

{
"commands": [<array (mandatory)>
{<object (mandatory)>
"name": <string (mandatory)>,
"command": <string (mandatory, "add", "remove", or "snapshot")>,
"entries": [<array (mandatory)>
<string (mandatory, such as "10.100.1.1")>,

Sample:

# diagnose sys external-resource push-api-json-commands '{"commands":
[{"name":"test", "command":"add", "entries":["10.10.10.1","10.10.10.2"]},
{"name":"test", "command" : "whatever", "entries":["10.10.10.3","10.10.10.4"]1}1}"

command returned: EXT RESOURCE PUSH CMD RETURN OK
Returned json:

[

"name":"test",
"command" :"add",
"status":"success"

}I

{
"name":"test",
"command" :"whatever",
"error":"Invalid command.",
"status":"error"

To use the API with a Postman REST client:

Create an APl administrator in FortiOS with write access.

Ensure the API token is generated.

Configure the external resource list as needed.

In the Postman client, create a new request, set the HTTP method to POST, enter the URL.
Configure the access token using one of the following methods:

» To use the bearer token: click the Authorization tab, set the Type to Bearer, and enter the REST API
administrator token.

o oDd =

» Touse the access_token parameter: click the Params tab and enter the access_token key-value pair (access_
token and <key>).
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6. Click the Body tab and configure the following:
a. Select raw and set the input type to JSON.
b. Insertthe JSON data payload.
7. Click Sendto send the POST request. If there is a response, the response body appears. For example,

POST https://172.18.52.153/api/v2/monitor/system/external-resource/dynamic?access
token=glmnfs8bzxk5hf8Qwcz4kx7yn3jHmG&vdom=vdl

Content-Type: application/json

User-Agent: PostmanRuntime/7.29.2

Accept: */*

Postman-Token: 04el10736-190e-4119-92e1-04e91b£f99cl0

Host: 172.18.52.153

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Content-Length: 485

"commands": [
{
"name":"ip",
"command":"add",
"entries": [
"10.10.10.1",
"10.10.10.2"

"name":"fqgdn",

"command" :"remove",

"entries": [
"10.10.10.1",
"10.10.10.2"

"name":"fortiguard",

"command":"snapshot",

"entries": [
"10.10.10.1",
"10.10.10.2"

HTTP/1.1 200 OK

date: Fri, 22 Jul 2022 21:10:39 GMT
x-frame-options: SAMEORIGIN
content-security-policy: frame-ancestors 'self'
x-xss-protection: 1; mode=block

cache-control: no-cache, must-revalidate
content-length: 480

content-type: application/json

Connection: keep-alive

FortiOS 7.2.0 New Features Guide
Fortinet Inc.



Security Fabric

"http method":"POST",

"results": [

{
llnamell : llipll,
"command" :"add",
"status":"success"

br

{
llname" : " fqdn'l ,
"command" :"remove",
"status":"success"

by

{
"name":"fortiguard",
"command" :"snapshot",
"status":"success"

}
1,
"vdom" : "vdl" ,

"path":"system",

"name" :"external-resource",
"action":"dynamic",
"status":"success",
"serial":"FG6H1E5819900000",
"version":"v7.2.1",

"build":1254

Support IPv6 dynamic addresses retrieved from Cisco ACI SDN connector -7.2.1

IPv6 dynamic addresses can be retrieved from Cisco ACI SDN connectors. IPv6 addresses imported from Cisco ACI to
the Fortinet SDN Connector VM can be imported into the FortiGate as IPv6 dynamic addresses. The Fortinet SDN
Connector VM must be running version 1.1.10 or later.

config firewall addressé6
edit <name>
set type dynamic
set sdn <ACI connector>
next
end

The following example assumes the Fortinet SDN Connector VM has already connected to Cisco ACI and learned the
IPv6 addresses. See Configuring the SDN Connector in the Cisco ACI Administration Guide for more information. The
Dynamic Address List values for the DN with the filter tn-Fortinet/ap-ApplicationProfile/epg-App1 is used in this example.
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Fortinet SDN Connecto UpgradeService  RestartService  ChangePassword

Configuration Total DN with endpoints: 5000; Total number of endpoints: 50000
Running Status. DN & TAGS Dynamic Address List Address Count IT
Cache Content tn-Fortinet/ap-ApplicationProfile/epg-App0 ] [("p""90.212.147 139" "mac™"07-07-2b:68:b7-ff 10
Download Log ['ip"."93.180.75.86",'mac"."08:af.18:e4.3160"}
{...read more
tn-Fortinetap-ApplicationProfile/epg-App1 i} [pv6""2001 cafe.654e.7d1 df4a.5(7c.3ab2 36 10

1a" "mac"-"45 54 12 67.c8 Te"},
{ip""205.111.127 223" "mac”-"cb:05:86-b0-be'b
27
{'ip"."204.184.220.95" "mac":"e3.46.a0:8¢:b0 11
"

{"ipv6""2001-cafe:da3 69¢3:4136:eb69 90ea 94
81" "mac""c4'al-11:4a:a7:43")
{"ipv6""2001 cafe:b9a7 .793a abc4.9c29.3850.6
11" "mac" “85:f7-dc-94-f7-21},

{"ipv6" "2001 cafe 1880 e8d5:21af 4837854 60
3" "mac”"6375:a6: 11:¢7°537,
{"ipv6":"2001 cafe:f001-8d5b:f49:ab2c:98fe:32¢
0" "mac"-“c6:c8:20:37:20:50°)
{"ip""190 153 226 57","mac" "de 61:ed cB.dad

3
{1ip"."221.208.85.160","mac""78:7e:40:90:62.:9

67,
[1ip""98.175.149.07" "mac" "b6 82 7.3 83.93")
Jread

tn-Fortinet/ap-ApplicationProfile/epg-App10 ] [(7p""196.140.217.136","mac""75:68.:14:10:15 10
)

To configure the Cisco ACI connector and dynamic address:

1. Configure the Cisco ACI SDN connector:

config system sdn-connector
edit "aci 64.115 115"
set type aci
set server-list "10.6.30.115"
set server-port 5671
set username "admin"
set password XXXXXXX
next
end

2. Verify that the SDN connector status is up:

# diagnose sys sdn status "aci 64.115 115"
SDN Connector Type Status

aci_64.115 115 aci Up

3. Configure the IPv6 dynamic firewall address (filters for tenant and endpoint group are used in this example):

config firewall address6
edit "aci-add6-Appl"
set type dynamic
set sdn "aci 64.115 115"
set color 17
set tenant "Fortinet"
set epg-name "Appl"
next
end

4. Verify the list of resolved IPv6 addresses:

# diagnose firewall dynamic6 list "aci-add6-Appl"
aci 64.115 115.aci.Fortinet.Appl.*: ID(220)
ADDR (2001 :cafe:654e:7d1:dfd4a:5f7c:3ab2:361a)
ADDR (2001:cafe:da3:69c3:4136:eb69:90ea:9481)
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ADDR (2001:cafe:b%9a7:793a:abc4:9c29:385b:6ell)
ADDR (2001:cafe:1880:e8d5:21af:4837:854:603c)
ADDR (2001:cafe:f00f:8d5b:f4f9:ab2c:98fe:32c0)

Automation stitches

This section includes information about automation stitches related new features:

» Add new automation triggers for event logs on page 73

« Certificate expiration trigger 7.2.1 on page 76

« System automation actions to back up, reboot, or shut down the FortiGate 7.2.1 on page 79

» Enhance automation trigger to execute only once at a scheduled date and time 7.2.1 on page 83

Add new automation triggers for event logs

Six new automation triggers have been added based on event log categories:

e Anomaly logs

o IPSlogs

e SSHlogs

« Traffic violations

o Viruslogs

» Web filter violations

When multi VDOM mode is enabled, individual VDOMs can be specified so that the trigger is only applied to those
VDOMs.

config system automation-trigger
edit <name>

set event-type {ips-logs | anomaly-logs | virus-logs | ssh-logs | webfilter-
violation | traffic-violation}
set vdom <name>
next
end

Example

In this example, an automation stitch is created that uses an anomaly logs trigger and an email notification action. The
trigger specifies which VDOMSs should be used. There is a three-second delay between the trigger and action.

To configure an automation stitch with the anomaly logs trigger in the GUI:

1. Configure the trigger:
a. Go to Security Fabric > Automation, select the Triggertab, and click Create New.
b. Inthe Event Log Category section, click Anomaly Logs.
c. Enteraname (anomaly-logs) and add the required VDOMs (root, vdom-nat, vdom-tp).
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Create New Automation Trigger

Anomaly Logs Ananomalous event has occurred. # CHANGE TYPE

@& AP| Preview

Name anomaly-logs & Cuides
Virtual domains & root *® FortiAnalyzer Event Handler (£

& vdom-nat x (® Documentation

@ -

s> vdom-tp x & OnlineHelp &'

+ W Video Tutorials (&'
Description #10/255
d. Click OK.

2. Configure the action:
a. Goto Security Fabric > Automation, select the Action tab, and click Create New.
b. In the Notifications section, click Email and enter the following:

Name email_default_rep_message
To Enter an email address
Subject CSF stitch alert
Replacement message Enable

c. Click OK.

3. Configure the stitch:
a. Go to Security Fabric > Automation, select the Stitch tab, and click Create New.
Enter the name, anomaly-logs-stitch.
Click Add Trigger. Select anomaly-logs and click Apply.
Click Add Action. Select email_default_rep_message and click Apply.
Click Add delay (between the trigger and action). Enter 3 and click OK.
Click OK.

- ® 2 0 T

To configure an automation stitch with the anomaly logs trigger in the CLI:

1. Configure the trigger:

config system automation-trigger
edit "anomaly-logs"
set event-type anomaly-logs
set vdom "root" "vdom-nat" "vdom-tp"
next
end

2. Configure the action:

config system automation-action
edit "email default rep message"
set action-type email
set email-to "admin@fortinet.com"
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set email-subject "CSF stitch alert"
set replacement-message enable
next
end

3. Configure the stitch:

config system automation-stitch
edit "anomaly-logs-stitch"
set description "anomaly-logs"
set trigger "anomaly-logs"
config actions
edit 1
set action "email default rep message"
set delay 3
set required enable
next
end
next
end

Verification

Once the anomaly log is generated, the automation stitch is triggered end the email notification is sent.

noreply@notification.fortinet.net

CSF stitch alert

+ Get more apps

Security Fabric Automation
FGVMSLTM21000000: anomaly-logs-stitch

date=2022-03-10 time=17:01:05 devid="FGVMSLTM21000000" devname="FGT-98-vdom" eventtime=1646960465580547357 tz="-0800" logid="0720018432" type="utm"
subtype="anomaly" eventtype="anomaly" level="alert" vd="vdom-nat" severity="critical" srcip=168.10.199.186 srccountry="United States" dstip=224.141.85.77 dstcountry="Reserved"
srcintf="port10" srcintfrole="lan" dstintf="port2" dstintfrole="undefined" sessionid=0 action="clear session" proto=6 service="tcp/20480" vrf=32 count=1123 attack="tcp_syn_flood"
sreport=2560 dstport=20480 attackid=100663396 policyid=0 ref="http://www.fortinet.com/ids/VID100663396" msg="anomaly: tcp_syn_flood" crscore=50 craction=4096 crlevel="critical"
group22

To confirm that the stitch was triggered in the GUI:

1. Goto Security Fabric > Automation and select the Stitch tab.
2. Verify the Last Triggered column.

To confirm that the stitch was triggered in the CLI:
# diagnose test application autod 2
stitch: anomaly-logs-stitch

destinations: all
trigger: anomaly-logs
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type:anomaly logs

field ids:
(id:6) vd=root, vdom-nat, vdom-tp

local hit: 1 relayed to: 0 relayed from: 0O
actions:
email default rep message type:email interval:0

delay:3 required:yes
subject: CSF stitch alert
body: %%1og%%
sender:
mailto:admin@fortinet.com;

Certificate expiration trigger -7.2.1

The local certificate expiry trigger (Local-certificate-near-expiry)can be used in an automation stitch if a user-
supplied local certificate used for SSL VPN, deep inspection, or other purpose is about to expire. This trigger relies on a
VPN certificate setting in the CLI configuration setting for the certificate log expiring warning threshold:

config vpn certificate setting
set cert-expire-warning <integer>
end

cert-expire-warning Set the certificate log expiring warning threshold, in days (0 - 100, default = 14).
<integer>

Example

In this example, the local certificate expiry trigger is used with an email notification action to remind an administrator to
re-sign or load a new local certificate to avoid any service interruptions. The local certificate, fw-cert-30-days, will expire
in 30 days. The certificate log expiring warning threshold is set to 31 days.

To configure the certificate log expiring warning threshold:

config vpn certificate setting
set cert-expire-warning 31
end

To configure an automation stitch with the local certificate expiry trigger in the GUI:

1. Configure the trigger:
a. Go to Security Fabric > Automation, select the Triggertab, and click Create New.
b. Inthe System section, click Local Certificate Expiry, and enter the following:

Name Local Cert Expired Notification
Description Default automation trigger configuration for when a local certificate is near
expiration.
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Edit Automation Trigger

n Local Certificate Expiry A local certificate is about to expire.
® APl Preview

- % References
Name Local Cert Expired Notification

Description  Default automation trigger >~ EditincLl

configuration for when a local
certificate is near expiration. ; go /555 o

FortiAnalyzer Event Handler ('

[ oc [
c. Click OK.
2. Configure the action:
a. Goto Security Fabric > Automation, select the Action tab, and click Create New.
b. Inthe Notifications section, click Email, and enter the following:

Name email_no_rep_message
To Enter an email address.
Subject CSF stitch alert

c. Click OK.

3. Configure the stitch:
a. Go to Security Fabric > Automation, select the Stitch tab, and click Create New.
Enter the name, cert-expiry.
Click Add Trigger. Select Local Cert Expired Notification and click Apply.
Click Add Action. Select email_no_rep_message and click Apply.
Click OK.

200

To configure an automation stitch with the local certificate expiry trigger in the CLI:

1. Configure the trigger:

config system automation-trigger
edit "Local Cert Expired Notification"
set description "Default automation trigger configuration for when a local
certificate is near expiration."
set event-type local-cert-near-expiry
next
end

2. Configure the action:

config system automation-action
edit "email no rep message"
set action-type email
set email-to "******<x@fortinet.com"
set email-subject "CSF stitch alert"
next
end
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3. Configure the stitch:

config system automation-stitch
edit "cert-expiry"
set trigger "Local Cert Expired Notification"
config actions
edit 1
set action "email no rep message"
set required enable
next
end
next
end

Verification

Once the event log is generated for the local certificate expiry, the automation stitch is triggered end the email notification
is sent.
noreply@notification.fortinet.net
CSF stitch alert
date=2022-06-23 time=09:32:21 devid="FGYVMSLTM22% " & 1" devname="FGT-97-root-207" eventtime=1656001940420486565 tz="-0700" logid="0100022207" type="event" subtype="system"

level="warning" vd="root" logdesc="Certificate will expire soon" user="system" action="cert-expire-warning" status="warning" cert="fw-cert-30-days" msg="Local certificate fw-cert-30-days will
expire in 29 days."

To confirm that the stitch was triggered in the GUI:

1. Goto Security Fabric > Automation and select the Stitch tab.
2. Verify the Last Triggered column.

Stitch Trigge: Actior

+Create New | | # Edit | @ Delete | M Clone | | Search Q
Name & Status ¢ v Trigger ¢ Actions ¢ FortiGate(s) + Trigger Count & Last Triggered #
¥ cert-expiry © Enabled 5% Local Cert Expired Notification & email_no_rep_message 5 All FortiGates 1 Minute ago

To confirm that the stitch was triggered in the CLI:

# diagnose test application autod 3
alert mail log count: 0

stitch: cert-expiry

local hit: 1 relayed to: 0 relayed from: 0O

last trigger:Thu Jun 23 09:32:21 2022

last relay:

actions:

email no rep message:

done: 1 relayed to: 0 relayed from: 0
last trigger:Thu Jun 23 09:32:21 2022
last relay:

logid to stitch mapping:
1d:22207 local hit: 1 relayed hits: 0
cert-expiry
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System automation actions to back up, reboot, or shut down the FortiGate -7.2.1

The System Action automation action can be used to back up the configuration of the FortiGate, reboot the FortiGate, or

shut down the FortiGate.

These actions can occur even if the FortiGate is in conserve mode, and allows the automation stitch to bypass the CLI

user confirmation prompts, which the CLI script action does not support.

config system automation-action
edit <name>
set action-type system-actions
set system-action {reboot | shutdown | backup-config}
next
end

Example

In this example, an automation stitch is created that uses a Llow-memory event trigger, a backup-config action to
back up the configuration to the FortiGate's disk, and then a reboot action to reboot the FortiGate. There is a 120-
second delay between the two actions.

To configure an automation stitch with system actions in the GUI:

1. Configure the trigger:
a. Goto Security Fabric > Automation, select the Trigger tab, and click Create New.
b. Inthe System section, click Conserve Mode.
c. Enter a name (conserver-mode).

Edit Automation Trigger

Conserve Mode A FortiGate has entered conserve mode due to low memery
@ APl Preview

% References
Name conserver-mode

Description £ 0255 >_ EditinCLI

FortiAnalyzer Event Handler G

@

& OnlineHelp &
W Video Tutorials

“ Cancel
d. Click OK.
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2. Configure the back up action:

a. Go to Security Fabric > Automation, select the Action tab, and click Create New.
b. Inthe General section, click System Action and enter the following:

Name

Description

Action

Edit Automation Action

n System Action  Execute asystem action.

Name Backup Config Disk
Minimum interval @ 0 second(s]
Description Default automation action

configuration for backing up
the configuration on disk. 4 81/255

System Action

Action  Backup configuration -

c. Click OK.
3. Configure the reboot action:

Backup Config Disk

Default automation action configuration for backing up the configuration on
disk.

Backup configuration

Never

@ APl Preview
% References

>~ EditinCLI

&

@ FortiNAC Quarantine &'

s VMWare NSX Security Tag O
s Slack Notification &'

=5 AWS Lambda (&

A Azure Function &

& Google Cloud Function &
€3 AliCloud Function

>_ CLIScript &

& Webhook

@

& OnlineHelp &
W Video Tutorials &

a. Go to Security Fabric > Automation, select the Action tab, and click Create New.
b. Inthe General section, click System Action and enter the following:

Name
Description
Action

Minimum interval
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Edit Automation Action

E System Action  Execute asystem action.

Name Reboot FortiGate

Minimum interval @ 5 minute(s) -

Description Default automation action
configuration for rebooting this
FortiGate unit. 4 74255

System Action

Action  Reboot v

c. Click OK.
4. Configure the stitch:

Statistics
i\‘leuer.
0. ger {
Additional Information
@ APl Preview

% References

> EditinCLI

& Guides

@ FortiNAC Quarantine &'

nsx \fMWare NSX Security Tag &
%% Slack Notification &

=3 AWS Lambda (&'

£ Azure Function

® Google Cloud Function
€3 AliCloud Function &'

>_ CLIScript

& Webhook 7

& OnlineHelp &
W Video Tutorials

Cancel

a. Go to Security Fabric > Automation, select the Stitch tab, and click Create New.

b. Enter the name, system-action-stitch.
c. Click Add Trigger. Select conserver-mode and click Apply.
d. Click Add Action. Select Backup Config Disk and click Apply.
e. Click Add Action. Select Reboot FortiGate and click Apply.
f. Click Add delay (between the actions). Enter 720 and click OK.
Edit Automation Stitch
Name system-action-stitch
Status LASEEEY © Disable
FortiGate(s) 5 All FortiGates x Trige
* 0
Action execution €& Parallel
Description 07255 ional Informatio
@ API Preview
Stitch >~ EditinCLI
* Trigger & Guides
conserver-mode o
& Chaining and delaying actions &'
oW & Execute aCLl script based on CPU and memory thresholds G
& Default automation stitches £
Action * @ Documentation
Backup Config Disk & OnlineHelp &
W Video Tutorials &
@ 120Seconds
Action *
Reboot FortiGate
Add Action
Cancel
g. Click OK.
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To configure an automation stitch with system actions in the CLI:

1. Configure the trigger:

config system automation-trigger
edit "conserver-mode"
set event-type low-memory
next
end

2. Configure the back up and reboot actions:

config system automation-action
edit "Backup Config Disk"
set description "Default automation action configuration for backing up the
configuration on disk."
set action-type system-actions
set system-action backup-config
next
edit "Reboot FortiGate"
set description "Default automation action configuration for rebooting this
FortiGate unit."
set action-type system-actions
set system-action reboot
set minimum-interval 300
next
end

3. Configure the stitch:

config system automation-stitch
edit "system-action-stitch"
set trigger "conserver-mode"
config actions
edit 1
set action "Backup Config Disk"
set required enable
next
edit 2
set action "Reboot FortiGate"
set delay 120
set required enable
next
end
next
end

Verification

When the FortiGate enters conserve mode due to low memory, the automation stitch will be triggered and it will back up
the configuration to the FortiGate disk, then reboot the FortiGate.

To confirm that the stitch was triggered in the GUI:

1. Goto Security Fabric > Automation and select the Stitch tab.
2. Verify the Last Triggered column.
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To confirm that the stitch was triggered in the CLI:

# diagnose test application autod 3
alert mail log count: 0

stitch: system-action-stitch

local hit: 1 relayed to: 0 relayed from: 0O
last trigger:Thu Jun 23 11:31:25 2022
last relay:
actions:
Backup Config Disk:
done: 1 relayed to: 0 relayed from: O
last trigger:Thu Jun 23 11:31:25 2022
last relay:
Reboot FortiGate:
done: 0 relayed to: 0 relayed from: O
last trigger:Thu Jun 23 11:31:25 2022
last relay:

logid to stitch mapping:
1id:22011 1local hit: 1 relayed hits: O

system-action-stitch

log category to stitch mapping:

To locate the backed up configuration in the GUI:

1. Click on the user name in the upper right-hand corner of the screen and select Configuration > Revisions.
2. Click the +in the table to expand and view more details.

To locate the backed up configuration in the CLI:

# execute revision list config
Last Firmware Version: V0.0.0-build000-RELO

1 2022-04-01 09:27:26 daemon_admin V7.2.0-buildl157-RELO Automatic backup
(upgrade)

2 2022-06-20 13:41:02 daemon_admin V7.2.1-buildl254-RELO Automatic backup
(upgrade)

3 2022-06-23 11:31:25 daemon admin V7.2.1-buildl1254-RELO Autod backup config

by stitch: system-action-stitch

Enhance automation trigger to execute only once at a scheduled date and time -7.2.1

The Schedule automation trigger has been updated to allow one-time triggers that occur only once at a specified date
and time. This trigger can be used to support one-time automation actions, including one-time configuration backup to a
disk, a reboot, or a shutdown.

config system automation-trigger
edit <name>
set trigger-type scheduled
set trigger-frequency once
set trigger-datetime <YYYY-MM-DD HH:MM:SS>
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next
end

Example

In this example, an automation stitch is created to trigger a one-time configuration backup to a disk. The backup will
occur August 5, 2022 at 4:00 AM.

To schedule a one-time automation stitch in the GUI:

1. Configure the trigger:
a. Goto Security Fabric > Automation, select the Trigger tab, and click Create New.

b. Inthe Miscellaneous section, click Schedule.
c. Enter aname (schedule-once) in the Name field.
d. Inthe Frequency dropdown list, select Once.
e. Select when the trigger will occur in the Date/Time fields.
Create New Automation Trigger
Sched... A scheduled monthly weekiy,caily, houry, oronce & CHANGE peditionstinformate
?;ig;end fec montaly weekl.daiy hosrl TYPE @ APl Preview
Name schedule-once 8 Guides
Description 4 0/255 FortiAnalyzer Event Handler ('
® Documentation
Schedule & OnlineHelp &
Frequency | Once - & Video Tutorials '
Date/Time 08/05/2022 [m] 04:00 AM @
Cancel
f. Click OK.

2. Configure the action:

Go to Security Fabric > Automation, select the Action tab, and click Create New.
In the General section, click System Action.

Enter a name (Backup config disk) and an action description.

In the Action dropdown list, select Backup configuration.

Click OK.

3. Configure the stitch:

o 20 T 9

a. Goto Security Fabric > Automation, select the Stitch tab, and click Create New.
b. Enter the name, backup-once.

c. Click Add Trigger. Select schedule-once and click Apply.

d. Click Add Action. Select Backup config disk and click Apply.
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Create New Automation Stitch

Name backup-once

Status [ JZEWY © Disable @ APIPreview

FortiGate(s) 5 All FortiGates x o
+ & Guides
Action execution €@ Parallel & Chaining and delaying actions (£
D it & Execute a CLI script based on CPU and memory thresholds (&
escription #10/255 & Default automation stitches '
stitch @ Documentation
& OnlineHelp (£
o Trigger W Video Tutorials '
schedule-once
@, Add dela
. x
Action
Backup config disk
Add Action

e. Click OK. The backup configuration will occur once at the date and time you set.

To schedule a one-time automation stitch in the CLI:

1. Configure the trigger:

config system automation-trigger
edit "schedule-once"
set trigger-type scheduled
set trigger-frequency once
set trigger-datetime 2022-08-05 04:00:00
next
end

2. Configure the action:

config system automation-action
edit "Backup config disk"
set description "Default automation action configuration for backing up the
configuration on disk."
set action-type system-actions
set system-action backup-config
next
end

3. Configure the stitch:

config system automation-stitch
edit "backup-once"
set trigger "schedule-once"
config actions
edit 1
set action "Backup config disk"
set required enable
next
end
next
end

4. To view automation stitch information:
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# diagnose test application autod 3
stitch: backup-once (scheduled)

local hit: 0 relayed to: 0 relayed from: 0

last trigger: last relay:
next scheduled trigger:Fri Aug 5 05:00:00 2022
actions:

backup config disk:
done: 0 relayed to: 0 relayed from: O

last trigger: last relay:

logid to stitch mapping:
id:0 (scheduled stitches) local hit: 0 relayed hits: O
backup-once

Security ratings

This section includes information about security rating related new features:

« Add PSIRT vulnerabilities to security ratings and notifications for critical vulnerabilities found on Fabric devices

7.2.1 on page 86

Add PSIRT vulnerabilities to security ratings and notifications for critical

vulnerabilities found on Fabric devices -7.2.1

On a FortiGate with a valid Security Rating license, the separate Security Rating package downloaded from FortiGuard

supports PSIRT vulnerabilities, which are highlighted in security rating results.
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To verify the FortiGuard license entitlement in the GUI:

1. Goto System > FortiGuard and expand the License Information table.
2. Check that Security Rating appears in the list and the license is valid.

FortiGuard Distribution Network

8 License Information Next Update: 2022/06/23 15:48:00
Entitlement Status Z Update Licenses & Definitions Now
FortiCare Support © Registered i Actions~ Manual Update
3 Virtual Machine @ Valid (Expiration Date: 2023/06/19) (' FortiGate VM License . Uplezd License File
Firmware & General Updates @ Licensed (Expiration Date: 2023/06/18)
2 Intrusion Prevention @ Licensed (Expiration Date: 2023/06/18) e T T
3 Antivirus © Licensed (Expiration Date: 2023/06/18)
FortiCare 08
3 Web Filtering © Licensed (Expiration Date: 2023/06/18) S —— T
Email Filtering © Licensed (Expiration Date: 2023/06/18) FortiCusrdcom -
Qutbreak Prevention © Licensed (Expiration Date: 2023/06/18) S prp———
SD-WAN NetworkMonitor 4 Not Licensed # Purchase~ FortiGuard Query ErS
Security Rating @ Licensed (Expiration Date: 2023/06/18) . e
2 Industrial DB © Licensed (Expiration Date: 2023/06/18) OCVEN 08
FortilPAM A NotLicensed i Purchase~ SONS o8
2 10T Detection Service © Licensed (Expiration Date: 2023/06/18) FortiToken Registration | 0B
FortiGate Cloud A Not Activated + Activate SMS Service 08
FortiCare support contracts can be activated here and applied directly to e e

@ thisFortiGate.
# Enter Registration Code

@ AP| Preview
>_ EditinCLI

& FortiGuard Updat: A Local Out Setting
ortiGuart ates

Immediately download updates @ B @) B T

-_— - - e oo PN

To verify the FortiGuard license entitlement in the CLI:
# diagnose autoupdate versions

Security Rating Data Package

Version: 4.00008

Contract Expiry Date: Sun Jun 18 2023

Last Updated using scheduled update on Thu Jun 23 15:48:13 2022
Last Update Attempt: Thu Jun 23 15:48:13 2022

Result: Updates Installed

FDS Address

173.243.140.6:443

GUI notifications

If the security rating result indicates a vulnerability with a critical severity, then the FortiOS GUI displays a warning
message in the header and a new notification under the bell icon. The View Vulnerability link appears in the header for
global administrators.

O AFortiGate inthe fabricis subject to a critical severity vulnerability. Immediate upgrade is recommended. [ View Vulnerability

I severity vulnerability. Immediate upsrade is recommei b EANEIAIEES is subject to
recommended.

Clicking the warning message redirects to the System > Fabric Management page, where users are encouraged to
update any affected Fortinet Fabric devices to the latest firmware releases to resolve the critical vulnerabilities.
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Device Type Upgrade Status
Wl FortiGate W Uptodate
3 [ Fortiswitch
FortiAP
— W Forti.
1 e Authorize ‘oQS;arrh
Device & Status & Registration Status $ Firmware Version $ Upgrade Status $
B ®FGT-97-root-207 © Online © Registered V721 buildl = © Uptodate

® X FSW-97 © Offline
® @) FAP-97 © Offline

3|Updated: 16:26:43 . &

Security Rating page

When a failed result is selected, the security panel provides a description of the PSIRT vulnerability for failed results.

“ Security Posture  Identify i and best practi inyour

Security Control Results Report Details
500
Score 469.53
450 LestRen 3 minutesand 22 seconds ago
Endpoints 3
0255 M 0300 PM 0305 P 0340 P11 0345 PN 0320 PM 0325PM 1330Pu 0335PM 03:40PM
‘ Trends @
Grades © PED
B Fabric Security Hardening [ A] Endpoint Management . oo
[ &] Audit Logging & Monitoring [ A] Firmware & Subscriptions B N
c Threat & Vulnerability Management B FortiGuard Qutbreak Detection 0.00%
psirt x Q O I3 r | Bexwort- % Al -
Security Control & Device ¢ Score & Resul Compliance & FAIL - FortiOS SSL VPN 2FA bypass by changing
username case
- Animproper authentication vulnerability in SSL
05 - Missing certificate CN/SAN validation @ FGT-97-ro0t-207 (-] VPNIn FortiOS may result In a user being able to
leadsto information disclosure Iog in successfully without being prompted for
oroper validation of certificate with host mismatch [CWE-297) the second factor of authentication (FortiToken)
- =T P o e if they changed the case of their username.This
X3 PASS — FortiOS is potentially vulnerable to a Heap & FGT-97-ro0t-207 [10] [ Passea | happens when two-factor authantication is
buffer overflow, enabled in the “user local” setting, and that user
ing of Link Control authentication type is set to a remote
col messages in Fo ttacker with vallg SSL. authentication method (eg: Idap) The issue exists
Resu because of inconsistent case sensitive matching

PASS — XSS vulnerability observed in Log and Report FGT-97-root-207 10

section of FortiGate

among the local and remote authentication.A
new CLI attribute called "username-case-

animproper sensitivity” was added in “user local” CLI settings,
and s now available when remote and two-factor
[ Failed authentication are both enabled:config user

localedit [namelset type Idap /* Idap a5 remote
authentication */set two-factor fortitoken /*
o . fortitoken as 2FA auth method ¥set username-

= e " case-sensitivity enable”|disable /* newly added,
Qe = set to ‘enzble’ by default Ynextusername-case-

is enabled by default; this is consistent
h behavior i i

0% (Iocal and remote username case must match). To

X0 FAIL - FortiOS SSL VPN 2FA bypass by changing
username case

The Recommendations section includes a link to the System > Fabric Management page to update the firmware.

“ Security Posture  Identify configuration weaknesses and best practice violations inyour deployment.

Security Control Results Report Details
400
‘g Sco 369.53
350 t Ran 2 minutes and 43 seconds ago
Endpoints 8
o115PM or30PM or45PM 0200 PM 02150 0230 PM n245PM 0300PM 03:15 P
‘ Trends @
Grades @ 26953
B Fabric Security Hardening [ A ] Endpoint Management o
[ 5] Audit Logsing & Monitoring [ A] Firmware & Subscriptions h
] Threst&Vuinerability Management B FortiGuard Outbreak Detection 0.00%
Search Q O I pci R eExport~ % Au -
Security Control % Device & Score & Result Compliance set to ‘enable’ by defauit /nextusername-case-
sensitivity is enabled by default; this is consistent
[S ith th i i i
(local and remote username case must matchl. To
=23 FAIL - FortiOS SSL VPN nging ®FG avoid the second factor of authentication bypass
username case issue, administrators must manually disable
2 e o n N username-case-sensitivity.
inauser the

FGT-97-100t-207 @3 [ o] FSBP ALOS.1 Category

Log Capacity Management (Local Device)
Local device! i b
anddata retention period.

‘Threat and Vulnerability Management (TV)

Recommendations

F;
FSBPTV07.2
<

Automatic FortiGuard Update @ FGT-97-r00t-207 G
For tochecktor nature and
catasase updates atleastoncea day a
U ade fir
Default Port HTTPS © Devices @ | Faied | FSBP SHOLE parsdenrmuare v -
HTTPS shouid ot us the dfault part Visit the following pagels) to remediate:

System > Fabric Management

FGT-97-r00t-207 @ FSBP SHO1.10

Default Port SSH
S5 should ot uze the default sort

Total Score:

0% @

In the search bar, use PSIRT keywords to filter for PSIRT vulnerabilities.
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Tooltip

A tooltip for the critical vulnerability label on the System > Fabric Management page lists the vulnerability, and it links to
the Security Fabric > Security Rating page where more details about the vulnerability are displayed.

Device Type Upgrade Status
° B FortiGate ] o M Uptodate ©
€ Fab: wlhg\m*‘ X e BH Registe e ©Qsearch
Device & Status & Registration Status & F ) » » N
[ View vulnerability: FAIL - FortiOS SSL VPN 2FA bypass by changing us...

a (® FGT-8-vdom-208 © Online © Registered v7.2.1 build1240 G Uptodate
~e B FGT-192-Levell @ Online @ Registered v7.2.1build1240 @ Uptodate

® B FGT-193-Level2 © Online @ Registered v7.2.1 build1240 @ Uptodate

3|Updated: 10:14:52 &
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This section includes information about network related new features:

o SD-WAN on page 90

» General on page 161

« |Pv6 on page 222

« Web proxy on page 237

SD-WAN

This section includes information about SD-WAN related new features:

» Allow application category as an option for SD-WAN rule destination on page 90

» Add mean opinion score calculation and logging in performance SLA health checks on page 95

o Multiple members per SD-WAN neighbor configuration on page 97

o Duplication on-demand when SLAs in the configured service are matched on page 103

e SD-WAN in large scale deployments on page 108

« SD-WAN segmentation over a single overlay on page 119

o Embedded SD-WAN SLA information in ICMP probes 7.2.1 on page 134

» Exchange underlay link cost property with remote peer in IPsec VPN phase 1 negotiation 7.2.1 on page 142
» Copying the DSCP value from the session original direction to its reply direction 7.2.1 on page 147
» Matching BGP extended community route targets in route maps 7.2.4 on page 150

o SD-WAN application monitor using FortiMonitor 7.2.4 on page 155

« Add Fabric Overlay Orchestrator for SD-WAN overlay configurations 7.2.4 on page 158

» Improve client-side settings for SD-WAN network monitor 7.2.6 on page 161

Allow application category as an option for SD-WAN rule destination

An application category can be selected as an SD-WAN service rule destination criterion. Previously, only application
groups or individual applications could be selected.

config system sdwan
config service
edit <id>
set internet-service enable
set internet-service-app-ctrl-category <id 1> <id 2> ... <id n>
next
end
end

To view the detected application categories details based on category ID, use diagnose sys sdwan internet-
service-app-ctrl-category-list <id>.
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Example

In this example, traffic steering is applied to traffic detected as video/audio (category ID 5) or email (category ID 21) and
applies the lowest cost (SLA) strategy to this traffic. When costs are tied, the priority goes to member 1, dmz.

FortiGate

portd

vlan100
\ 7

SD-WAN zone

To configure application categories as an SD-WAN rule destination in the CLI:

1. Configure the SD-WAN settings:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
end
config members
edit 1
set interface "dmz"
set gateway 172.16.208.2
next
edit 2
set interface "vlanlO0O0O"
set gateway 172.16.206.2
next
end
config health-check
edit "1"
set server "8.8.8.8"
set protocol dns
set members 0
config sla
edit 1
next
end
next
end
end

2. Configure the SD-WAN rule to use application categories 5 and 21:

config system sdwan
config service
edit 1
set name "1"
set mode sla
set src "172.16.205.0"
set internet-service enable
set internet-service-app-ctrl-category 5 21
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config sla

edit "1"
set id 1
next
end
set priority-members 1 2
next

end
end

3. Configure the firewall policy:

config firewall policy
edit 1
set srcintf "port5"
set dstintf "virtual-wan-link"
set action accept
set srcaddr 172.16.205.0
set dstaddr "all"
set schedule "always"
set service "ALL"
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "g-default"
next
end

4. Verify that the traffic is sent over dmz:

# diagnose firewall proute list

list route policy info(vf=root):

1d=2133590017 (0x7£2c0001) vwl service=1(1l) vwl mbr seq=1 2 dscp tag=0xff Oxff flags=0x0
tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2) oif=5 (dmz)
0if=95(v1lanl00)

source(l): 172.16.205.0-172.16.205.255

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(2): (null) (0,5,0,0,0) (null) (0,21,0,0,0)

hit count=469 last used=2021-12-15 15:06:05

5. View some videos and emails on the PC, then verify the detected application details for each category:

# diagnose sys sdwan internet-service-app-ctrl-category-list 5

YouTube (31077 4294838537): 142.250.217.110 6 443 Wed Dec 15 15:39:50 2021
YouTube (31077 4294838537) 173.194.152.89 6 443 Wed Dec 15 15:37:20 2021
YouTube (31077 4294838537): 173.194.152.170 6 443 Wed Dec 15 15:37:37 2021
YouTube (31077 4294838537): 209.52.146.205 6 443 Wed Dec 15 15:37:19 2021

# diagnose sys sdwan internet-service-app-ctrl-category-list 21
Gmail (15817 4294836957): 172.217.14.197 6 443 Wed Dec 15 15:39:47 2021

6. Verify that the captured email traffic is sent over dmz:

# diagnose sniffer packet any 'host 172.217.14.197' 4

interfaces=[any]

filters=[lhost 172.217.14.197]

5.079814 dmz out 172.16.205.100.60592 -> 172.217.14.197.443: psh 2961561240 ack
2277134591

7. Editthe SD-WAN rule so that dmz has a higher cost and vlan100 is preferred.
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8. Verify that the traffic is now sent over vlan100:

# diagnose firewall proute list

list route policy info(vf=root):

1d=2134048769 (0x7£330001) vwl service=1(1l) vwl mbr seq=2 1 dscp tag=0xff Oxff flags=0x0
tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2) oif=95
(v1lanl00) oif=5 (dmz)

source(l): 172.16.205.0-172.16.205.255

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(2): (null) (0,5,0,0,0) (null) (0,21,0,0,0)

hit count=635 last used=2021-12-15 15:55:43

# diagnose sniffer packet any 'host 172.217.14.197' 4

interfaces=[any]

filters=[host 172.217.14.197]

304.625168 v1lanl00 in 172.16.205.100.60592 -> 172.217.14.197.443: psh 2961572711 ack
2277139565

To configure application categories as an SD-WAN rule destination in the GUI:

This functionality is available in FortiOS 7.2.1 and later. Prior to 7.2.1, individual applications

NP can be selected in SD-WAN rules by default.
‘Q' After upgrading to 7.2.1 or later, the GUI functionality is available if applications are already
- configured in SD-WAN rules prior to upgrading. Otherwise, by default, individual applications

and application groups cannot be selected in SD-WAN rules. To enable this functionality, see
step 1 in the following procedure.

1. Enable the feature visibility:
a. Goto System > Feature Visibility.
b. Inthe Additional Features section, enable Application Detection Based SD-WAN.

c. Click Apply.
NP To enable GUI visibility of application detection based SD-WAN in the CLI:
S L4
? config system global
— set gui-app-detection-sdwan enable

end

2. Configure the SD-WAN members:

a. Goto Network > SD-WAN, select the SD-WAN Zones tab, and click Create New > SD-WAN Member.

b. Setthe Interface to dmz, and set the Gateway to 172.16.208.2.

c. Click OK.

d. Repeat these steps to create another member for the vian100 interface with gateway 172.16.206.2.
3. Configure the performance SLA (health check):

a. Goto Network > SD-WAN, and select the Performance SLAs tab, and click Create New.

b. Configure the following settings:

Name 1

Protocol DNS
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Server

SLA Target

c. Click OK.

8.8.8.8
Enable

4. Configure the SD-WAN rule to use the video/audio and email application categories:
a. Goto Network > SD-WAN, select the SD-WAN Rules tab, and click Create New.
b. Inthe Destination section, click the +in the Application field.
c. Click Category, and select Video/Audio and Email.

Priority Rule
Source Select Entries
Address B 172.16.2050 x Apps Category Group
+

Q Search

User group i & Application Categories (19)
m Business

Destination ™ CloudT

Adiress @ Collaboration
@8 Email

Route tag
i Game

Internet service + 8 General.Interest

Application m Video/Audio X B8 Industrial

@8 Email X @8 Mobile
+ B8 Network.Service

i P2P

Outgoing Interfaces 8 Proxy
@ Remote.Access

Interface selection strategy Manual B SocialMedia

Manually assign outgoing members.

Best quality

The member with the best measu

@® Lowest cost (SLA)

elected

Maximize bandwidth (SLA)

neets SLA targets is selected. When

B8 Storage.Backup

8 Unknown Applications
formanceiss @8 Update
M Video/Audio
8 \VolP

Close

d. Configure the other settings as needed.

e. Click OK.
5. Configure the firewall policy:

a. Goto Policy & Objects > Firewall Policy and click Create New.

b. Configure the following settings:

Incoming Interface
Outgoing Interface
Source

Destination
Schedule

Service

Action

Application Control
SSL Inspection

c. Click OK.
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vlan100
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Add mean opinion score calculation and logging in performance SLA health checks

The mean opinion score (MOS) is a method of measuring voice quality using a formula that takes latency, jitter, packet
loss, and the codec into account to produce a score from zero to five (0 - 5). The G.711, G.729, and G.722 codecs can be
selected in the health check configurations, and an MOS threshold can be entered to indicate the minimum MOS score
for the SLA to pass. The maximum MOS score will depend on which codec is used, since each codec has a theoretical
maximum limit.

config system sdwan
config health-check
edit <name>
set mos-codec {g711 | g729 | g722}
config sla
edit <id>
set link-cost-factor {latency jitter packet-loss mos}
set mos-threshold <value>

next
end
next
end
end
mos—code2<; {g711 | g729 | Set the VolIP codec to use for the MOS calculation (default = g711).
g722}

link-cost-factor {latency Setthe criteriato base the link selection on.
jitter packet-loss

mos }

mos-threshold <value> Set the minimum MOS for the SLA to be marked as pass (1.0 - 5.0, default = 3.6).

To configure a health check to calculate the MOS:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
end
config members
edit 1
set interface "dmz"
set gateway 172.16.208.2
next
edit 2
set interface "portl5"
set gateway 172.16.209.2
next
end
config health-check
edit "Test MOS"
set server "2.2.2.2"
set sla-fail-log-period 30
set sla-pass-log-period 30
set members 0
set mos-codec g729
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config sla
edit 1
set link-cost-factor mos
set mos-threshold "4.0"
next
end
next
end
end

To use an MOS SLA to steer traffic in an SD-WAN rule:

config system sdwan
config service
edit 1
set name "MOS traffic steering"
set mode sla
set dst "HQ LAN"
set src "Branch LAN"
config sla
edit "Test MOS"
set id 1
next
end
set priority-members 0
next
end
end

A\,

The MOS currently cannot be used to steer traffic when the mode is setto priority.

To verify the MOS calculation results:

1. Verify the health check diagnostics:

# diagnose sys sdwan health-check
Health Check(Test MOS) :

Seg(l dmz): state(alive),
bandwidth-up (999999),
Seqg (2 portlh):
(4.123),

packet-1oss (0.000%)
bandwidth-dw (999997),
state(alive),
bandwidth-up (999999),

# diagnose sys sdwan sla-log Test MOS 1

Timestamp: Tue Jan 4 11:23:06 2022, vdom root, health-check Test MOS,
status: up, latency: 0.151, jitter: 0.040, packet loss: 0.000%, mos: 4.
Timestamp: Tue Jan 4 11:23:07 2022, vdom root, health-check Test MOS,
status: up, latency: 0.149, jitter: 0.041, packet loss: 0.000%, mos: 4.
# diagnose sys sdwan sla-log Test MOS 2

Timestamp: Tue Jan 4 11:25:09 2022, vdom root, health-check Test MOS,
portl5, status: up, latency: 0.097, jitter: 0.009, packet loss: 0.000%,
Timestamp: Tue Jan 4 11:25:10 2022, vdom root, health-check Test MOS,
portl5, status: up, latency: 0.097, jitter: 0.008, packet loss: 0.0005%,
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latency(0.114),
bandwidth-bi (1999996)
packet-1loss (0.000%)
bandwidth-dw (999999),

latency(0.100),

Jitter (0.

026), mos(4.123),

sla map=0x1
jitter(0.008),
bandwidth-bi (1999998)

mos
sla map=0x1

interface:
123.
interface:
123.

dmz,

dmz,

interface:
mos: 4.123.
interface:

mos: 4.123.
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2. Change the mos-codec to g722. The diagnostics will now display different MOS values:

# diagnose sys sdwan health-check

Health Check(Test MOS) :

Seg(l dmz): state(alive), packet-1loss(0.000%) latency(0.150), jitter(0.031), mos(4.453),
bandwidth-up (999999), bandwidth-dw(999997), bandwidth-bi (1999996) sla map=0x1l

Seg (2 portl5): state(alive), packet-loss(0.000%) latency(0.104), jitter(0.008), mos
(4.453), bandwidth-up(999999), bandwidth-dw(999999), bandwidth-bi(1999998) sla map=0xl

3. Increase the latency on the link in port15. The calculated MOS value will decrease accordingly. In this example,
port15 is out of SLA since its MOS value is now less than the 4.0 minimum:

# diagnose sys sdwan health-check

Health Check(Test MOS) :

Seq(l dmz): state(alive), packet-1loss(0.000%) latency(0.106), jitter(0.022), mos(4.453),
bandwidth-up (999999), bandwidth-dw(999997), bandwidth-bi (1999996) sla map=0x1

Seq (2 portl5): state(alive), packet-loss(0.000%) latency(300.119), jitter(0.012), mos
(3.905), bandwidth-up(999999), bandwidth-dw(999999), bandwidth-bi (1999998) sla_map=0x0

Sample logs

date=2022-01-04 time=11:57:54 eventtime=1641326274876828300 tz="-0800" logid="0113022933"
type="event" subtype="sdwan" level="notice" vd="root" logdesc="SDWAN SLA notification"
eventtype="SLA" healthcheck="Test MOS" slatargetid=1l interface="portl5" status="up"
latency="300.118" jitter="0.013" packetloss="0.000" mos="3.905"
inbandwidthavailable="1000.00Mbps" outbandwidthavailable="1000.00Mbps"
bibandwidthavailable="2.00Gbps" inbandwidthused="0kbps" outbandwidthused="0kbps"
bibandwidthused="0kbps" slamap="0x0" metric="mos" msg="Health Check SLA status. SLA failed
due to being over the performance metric threshold."

date=2022-01-04 time=11:57:24 eventtime=1641326244286635920 tz="-0800" logid="0113022923"
type="event" subtype="sdwan" level="notice" vd="root" logdesc="SDWAN status"
eventtype="Health Check" healthcheck="Test MOS" slatargetid=1 oldvalue="2" newvalue="1"
msg="Number of pass member changed."

date=2022-01-04 time=11:57:24 eventtime=1641326244286627260 tz="-0800" logid="0113022923"
type="event" subtype="sdwan" level="notice" vd="root" logdesc="SDWAN status"
eventtype="Health Check" healthcheck="Test MOS" slatargetid=1 member="2" msg="Member status
changed. Member out-of-sla."

date=2022-01-04 time=11:57:02 eventtime=1641326222516756500 tz="-0800" logid="0113022925"
type="event" subtype="sdwan" level="information" vd="root" logdesc="SDWAN SLA information"
eventtype="SLA" healthcheck="Test MOS" slatargetid=1 interface="portl5" status="up"
latency="0.106" jitter="0.007" packetloss="0.000" mos="4.453"
inbandwidthavailable="1000.00Mbps" outbandwidthavailable="1000.00Mbps"
bibandwidthavailable="2.00Gbps" inbandwidthused="0kbps" outbandwidthused="0kbps"
bibandwidthused="0kbps" slamap="0x1l" msg="Health Check SLA status."

Multiple members per SD-WAN neighbor configuration

SD-WAN BGP neighbor configurations are used to define the SLA health check in which an SD-WAN member must
meet to qualify as being up. When the SD-WAN member meets the SLA threshold, the FortiGate will apply the route map
defined in the BGP neighbor's route-map-out-preferable option. If the SD-WAN member fails to meet the SLA,
the FortiGate will apply the route map defined in the BGP neighbor's route-map-out option instead. This allows the
FortiGate to advertise the health of the SD-WAN member to its BGP neighbor by advertising different community strings
based on its SLA status.
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Guide: Controlling traffic with BGP route mapping and service rules and Applying BGP route-

\‘é', For more information, refer to the following BGP examples in the FortiOS Administration
3 map to multiple BGP neighbors.

In this enhancement, instead of selecting only one SD-WAN member per neighbor, multiple SD-WAN members can be
selected. This allows the SD-WAN neighbor feature to support topologies where there are multiple SD-WAN overlays
and/or underlays to a neighbor. The minimum-sla-meet-members option is used to configure the minimum number of
members that must be in an SLA per neighbor for the preferable route map to be used.

config system sdwan
config neighbor

edit <ip>
set member {<seg-num 1>} [<seg-num 2>] ... [<seg-num n>]
set minimum-sla-meet-members <integer>
next
end
end
member {<seqg-num_1>} Enter the member sequence number list. Multiple members can be defined.

[<seg-num 2>]
[<seg—-num n>]
minimum-sla-meet-members Set the minimum number of members that meet SLA when the neighbor is
SlEegen> preferred (1 - 255, default = 1).
¢ Ifthe number of in SLA members is less than the minimum-sla-meet-
members value, the default route map will be used.
« Ifthe number of in SLA members is equal or larger than the minimum-sla-
meet-members value, the preferable route map will be used.

Example

In the following example, the spoke FortiGate has four tunnels: two tunnels to Hub_1 and two tunnels to Hub_2. The
spoke has two BGP neighbors: one to Hub_1 and one to Hub-2. BGP neighbors are established on loopback IPs.

The SD-WAN neighbor plus route-map-out-preferableconfiguration is deployed on the spoke to achieve the
following:

o Ifanytunnel to Hub_1 or Hub_2is in SLA, the preferable route map will be applied on the BGP neighbor to Hub_1 or
Hub_2.

« Ifboth tunnels to Hub_1 or Hub_2 are out of SLA, the default route map will be applied on the BGP neighbor to Hub_
1 orHub_2.

The preferable route map and default route map are used to set different custom BGP communities as the spoke
advertises its LAN routes to the hub. Each hub can translate communities into different BGP MED or AS prepends and
signal them to the external peers to manipulate inbound traffic, thereby routing traffic to the spoke only when the SLAs
are met on at least one of two VPN overlays. In this example, community string 10:1 signals to the neighbor that SLAs
are met, and 10:2 signals that SLAs are not met.
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IPsec Tunnel

10.0.3.0/24

To configure the BGP route maps and neighbors:

1. Configure an access list of prefixes to be matched:

config router access-list
edit "netlO"
config rule
edit 1
set prefix 10.0.3.0 255.255.255.0
next
end
next
end

2. Configure route maps for neighbors in SLA (preferable) and out of SLA (default):

config router route-map
edit "in sla"
config rule
edit 1
set match-ip-address "netlO"
set set-community "10:1"
next
end
next
edit "out sla"
config rule
edit 1
set match-ip-address "netlO"
set set-community "10:2"
next
end
next
end
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3. Configure the BGP neighbors:

config router bgp
set router-id 172.31.0.65
config neighbor
edit "172.31.0.1"
set route-map-out "out sla"
set route-map-out-preferable "in sla"
set update-source "LoopbackO"
next
edit "172.31.0.2"
set route-map-out "out sla"
set route-map-out-preferable "in sla"
set update-source "LoopbackO"
next
end
config network
edit 1
set prefix 10.0.3.0 255.255.255.0
next
end
end

To configure SD-WAN:

1. Configure the SD-WAN members:

config system sdwan
set status enable
config members
edit 1
set interface "H1 T11"
set source 172.31.0.65

next
edit 4
set interface "H1 T22"
set source 172.31.0.65
next
edit 6
set interface "H2 T11"
set source 172.31.0.65
next
edit 9
set interface "H2 T22"
set source 172.31.0.65
next
end

end

2. Configure the health check that must be met:

config system sdwan
config health-check
edit "HUB"
set server "172.31.100.100"
set members 0
config sla
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edit 1
set link-cost-factor latency
set latency-threshold 100

next

end
next
end
end

3. Configure the SD-WAN neighbors:

config system sdwan
config neighbor
edit "172.31.0.1"
set member 1 4
set health-check "HUB"
set sla-id 1
set minimum-sla-meet-members 1
next
edit "172.31.0.2"
set member 6 9
set health-check "HUB"
set sla-id 1
set minimum-sla-meet-members 1
next
end
end

To verify that when two members to Hub_1/Hub_2 are in SLA, the preferable route map is be applied on
BGP neighbors to Hub_1/Hub_2:

Branchl A FGT (root) # diagnose sys sdwan health-check

Health Check (HUB) :

Seq(l H1 T11l): state(alive), packet-loss(0.000%) latency(0.209), jitter(0.017), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999999), bandwidth-bi(1999998) sla map=0xl

Seq(4 H1 T22): state(alive), packet-loss(0.000%) latency(0.171) Jjitter (0.004), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999998), bandwidth—b1(l999997) sla map=0x1

Seq(6 H2 T1l): state(alive), packet-loss(0.000%) latency(0.175), Jjitter(0.014), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999999), bandwidth-bi (1999998) sla map=0x1l

Seq(9 H2 T22): state(alive), packet-loss(0.000%) latency(0.176) Jitter (0.019), mos(4.404),
(

bandwidth-up (999999), bandwidth-dw(999998), bandwidth-bi 1999997) sla map=0x1

# diagnose sys sdwan neighbor

Neighbor (172.31.0.1) : member (1 4 )role(standalone)
Health-check (HUB:1) sla-pass selected alive

Neighbor (172.31.0.2) : member (6 9 )role(standalone)
Health-check (HUB:1) sla-pass selected alive

On Hub_1 and Hub_2, the expected communities have been attached into the spoke's LAN route:

Hub 1 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)

Not advertised to any peer

Original VRF 0

Local, (Received from a RR-client)

172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
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Community: 10:1
Last update: Wed Dec 29 22:38:29 2021

Hub 2 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local, (Received from a RR-client)
172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Community: 10:1

Last update: Wed Dec 29 22:43:10 2021

If one member for each neighbor becomes out of SLA, the preferable route map is still applied:

Branchl A FGT (root) # diagnose sys sdwan health-check

Health Check (HUB) :

Seq(l H1 T11): state(alive), packet-loss(0.000%) latency(120.207), jitter(0.018), mos
(4.338), bandwidth-up(999999), bandwidth-dw(999997), bandwidth-bi (1999996) sla_map=0x0
Seq(4 H1 T22): state(alive), packet-loss(0.000%) latency(0.182), jitter(0.008), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999998), bandwidth-bi(1999997) sla map=0xl

Seg(6 H2 T11): state(alive), packet-1loss(0.000%) latency(120.102), jitter(0.009), mos
(4.404), bandwidth-up(999999), bandwidth-dw(999998), bandwidth-bi (1999997) sla_map=0x0

Seq (9 H2 T22): state(alive), packet-loss(0.000%) latency(0.176), Jjitter(0.009), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999997), bandwidth-bi (1999996) sla map=0x1l

# diagnose sys sdwan neighbor

Neighbor (172.31.0.1): member (1 4 )role(standalone)
Health-check (HUB:1) sla-pass selected alive

Neighbor (172.31.0.2) : member (6 9 )role(standalone)
Health-check (HUB:1) sla-pass selected alive

Hub 1 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local, (Received from a RR-client)
172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Community: 10:1
Last update: Thu Dec 30 10:44:47 2021

Hub 2 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local, (Received from a RR-client)
172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Community: 10:1
Last update: Wed Dec 29 22:43:10 2021

If both members for Hub_1 become out of SLA, the default route map is applied:
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Branchl A FGT (root) # diagnose sys sdwan health-check

Health Check (HUB) :

Seq(l H1 T11l): state(alive), packet-loss(0.000%) latency(120.194), jitter(0.018), mos
(4.338), bandwidth-up(999999), bandwidth-dw(999997), bandwidth-bi (1999996) sla map=0x0
Seq(4 H1 T22): state(alive), packet-loss(0.000%) latency(120.167), jitter(0.006), mos
(4.338), bandwidth-up(999999), bandwidth-dw(999998), bandwidth-bi (1999997) sla_map=0x0
Seqg(6 H2 T11): state(alive), packet-loss(0.000%) latency(120.180), jitter(0.012), mos
(4.338), bandwidth-up(999999), bandwidth-dw(999998), bandwidth-bi (1999997) sla_map=0x0
Seq(9 H2 T22): state(alive), packet-1loss(0.000%) latency(0.170), jitter(0.005), mos(4.404),
bandwidth-up (999999), bandwidth-dw(999997), bandwidth-bi(1999996) sla map=0xl

# diagnose sys sdwan neighbor

Neighbor (172.31.0.1): member (1 4 )role(standalone)
Health-check (HUB:1) sla-fail alive

Neighbor (172.31.0.2) : member (6 9 )role(standalone)
Health-check (HUB:1) sla-pass selected alive

Hub 1 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local, (Received from a RR-client)
172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Community: 10:2
Last update: Thu Dec 30 10:57:33 2021

Hub 2 FGT (root) # get router info bgp network 10.0.3.0/24
VRF 0 BGP routing table entry for 10.0.3.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0
Local, (Received from a RR-client)
172.31.0.65 from 172.31.0.65 (172.31.0.65)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Community: 10:1
Last update: Wed Dec 29 22:43:10 2021

Duplication on-demand when SLAs in the configured service are matched

SD-WAN packet duplication can be configured to be performed on-demand only when SLAs in the configured service
are matched. When enabled, only the SLA health checks and targets that are used in the service rule are used to trigger
the packet duplication.

config system sdwan
config duplication
edit 1
set service-id 1
set packet-duplication on-demand
set sla-match-service {enable | disable}
next
end
end
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sla-match-service {enable Enable/disable packet duplication matching health check SLAs in service rules
(matching all SLAs of the current defined service).

| disable}

L} L]
= =
G
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In this example, two performance SLA health checks are configured, health1 and health2. The health1 SLA is used in an
SD-WAN service rule called rule1. Packet duplication uses on-demand mode, so packets for duplication are matched
based on rule1. It triggers duplication based on the status of the health checks.

Results are shown for various combinations of health check statuses when the SLA match service is enabled or
disabled.

To configure SD-WAN:

config system sdwan
set status enable
set load-balance-mode usage-based
config zone
edit "virtual-wan-link"
next
edit "SASE"
next
end
config members
edit 1
set interface "portb5"
set gateway 10.100.1.1
next
edit 2
set interface "port4"
next
end
config health-check
edit "healthl"
set server "10.100.2.22"
set members 0
config sla
edit 1
next
end
next
edit "health2"
set server "10.100.2.23"
set members 0
config sla
edit 1
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next
end
next
end
config service
edit 1
set name "rulel"
set mode sla
set dst "10.100.20.0"
config sla
edit "healthl"
set id 1
next
end
set priority-members 2 1
next
end
config duplication
edit 1
set service-id 1
set packet-duplication on-demand
set sla-match-service enable
next
end
end

Results

e When health1 (used in rule1) is out of SLA (s1a_map=0x0) and health2 (not used) is in SLA (s1la_map=0x1), the
packet is duplicated (dup=0x1 (dup) ):

# diagnose sys sdwan health-check

Health Check (healthl):

Seqg(l portb): state(alive), packet-loss(6.000%) latency(5.718), Jjitter(0.086), mos
(4.404), bandwidth-up(99995), bandwidth-dw(99995), bandwidth-bi(199990) sla_map=0x0
Seq (2 port4d): state(alive), packet-loss(3.000%) latency(7.242), jitter(0.025), mos
(4.404), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi (199997) sla_map=0x0
Health Check (health?2):

Seqg(l portb): state(alive), packet-loss(0.000%) latency(0.700), jitter(0.075), mos
(4.404), bandwidth-up(99995), bandwidth-dw(99995), bandwidth-bi(199990) sla_map=0x1l
Seqg (2 portd): state(alive), packet-loss(0.000%) latency(0.244), jitter(0.021), mos
(4.404), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi(199997) sla_map=0x1l

# diagnose firewall proute list

1d=2135031809(0x7£420001) wvwl service=1l(rulel) vwl mbr seg=2 1 dscp_ tag=0xfc Oxfc
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2)
0if=12 (portd4) measure=0x0 (not measured) dup=0xl(dup) o0if=13 (port5) measure=0x0 (not
measured) dup=0x1 (dup)

destination(l): 10.100.20.0-10.100.20.255

source wildcard(l): 0.0.0.0/0.0.0.0

The sniffer output shows packets leaving from both interfaces in the zone:

# diagnose sniffer packet any "port 90" 4
interfaces=[any]
filters=[port 90]
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2.403506 port2 in 172.16.205.11.59624 -> 10.100.20.33.90: syn 2098685816
.403522 portb5 out 10.100.1.250.59624 -> 10.100.20.33.90: syn 2098685816
2.403523 port4 out 10.100.1.250.59624 -> 10.100.20.33.90: syn 2098685816

N

# diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen (6), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(2 portd), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
2: Seqg num(l portb5), alive, sla(0x0), gid(0), cfg order(l), cost(0), selected
Dst address (1) :
10.100.20.0-10.100.20.255

» When health1 (used inrule1)is in SLA (s1a _map=0x1) and health2 (not used) is out of SLA (s1a_map=0x0), the
packet is not duplicated (dup=0x0 (not dup)):

# diagnose sys sdwan health-check

Health Check (healthl):

Seqg(l portb): state(alive), packet-loss(0.000%) latency(0.684), jitter(0.064), mos
(4.404), bandwidth-up(99995), bandwidth-dw(99995), bandwidth-bi(199990) sla_map=0xl
Seq (2 port4d): state(alive), packet-loss(0.000%) latency(0.222), jitter(0.015), mos
(4.404), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi(199997) sla_map=0x1l
Health Check (health?2):

Seqg(l portb): state(alive), packet-loss(6.000%) latency(2.911), jitter(2.328), mos
(1.787), bandwidth-up(99995), bandwidth-dw(99996), bandwidth-bi(199990) sla_map=0x0
Seqg (2 portd): state(alive), packet-loss(6.000%) latency(2.566), jitter(2.307), mos
(1.786), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi(199997) sla_map=0x0

# diagnose firewall proute list

1d=2135031809(0x7£420001) vwl service=1l(rulel) vwl mbr seg=2 1 dscp tag=0xfc Oxfc
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2)
01f=12 (portd) measure=0x0 (not measured) dup=0x0(not dup) o0if=13(port5) measure=0x0 (not
measured) dup=0x0 (not dup)

destination(l): 10.100.20.0-10.100.20.255

source wildcard(l): 0.0.0.0/0.0.0.0

The sniffer output shows packets leaving from only one interface:

# diagnose sniffer packet any "port 90" 4

interfaces=[any]

filters=[port 90]

3.330376 port2 in 172.16.205.11.38318 -> 10.100.21.33.90: syn 381919014
.330395 port5 out 10.100.1.2.38318 -> 10.100.21.33.90: syn 381919014
.327851 port2 in 172.16.205.11.38318 -> 10.100.21.33.90: syn 381919014
.327855 port5 out 10.100.1.2.38318 -> 10.100.21.33.90: syn 381919014

DO W

S

diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(4), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(2 port4), alive, sla(0xl), gid(0), cfg order(0), cost(0), selected
2: Seqg num(l portb5), alive, sla(0xl), gid(0), cfg order(l), cost(0), selected
Dst address (1) :
10.100.20.0-10.100.20.255
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+ When the SLA match service is disabled, packets are only duplicated with all of the health checks are out of SLA:

config system sdwan
config duplication
edit 1
set service-id 1
set packet-duplication on-demand
set sla-match-service disable
next
end
end

» When health1 is out of SLA (s1a_map=0x0)and health2 is in SLA (s1a_map=0x1), the packet is not
duplicated (dup=0x0 (not dup)):

# diagnose sys sdwan health-check

Health Check (healthl) :

Seq(l portb): state(alive), packet-loss(5.000%) latency(6.587), jitter(0.096), mos

(4.404), bandwidth-up(99995), bandwidth-dw(99995), bandwidth-bi(199990) sla_map=0x0
Seq (2 portd): state(alive), packet-loss(3.000%) latency(3.365), Jjitter(0.085), mos

(4.404), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi(199997) sla_map=0x0
Health Check (health?2):

Seq(l portb): state(alive), packet-1loss(0.000%) latency(0.837), jitter(0.192), mos

(4.404), bandwidth-up(99995), bandwidth-dw(99995), bandwidth-bi(199990) sla_map=0xl
Seq (2 portd): state(alive), packet-1loss(0.000%) latency(0.330), jitter(0.081), mos

(4.404), bandwidth-up(99998), bandwidth-dw(99999), bandwidth-bi(199997) sla_map=0xl

# diagnose firewall proute list
list route policy info(vf=root):

1d=2135097345(0x7£430001) vwl service=1(rulel) vwl mbr seq=2 1 dscp_ tag=0xfc Oxfc
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0 dport=1-65535 path(2)
0if=12 (port4) measure=0x0 (not measured) dup=0x0(not dup) o0if=13(port5) measure=0x0
(not measured) dup=0x0 (not dup)

destination(l): 10.100.20.0-10.100.20.255

source wildcard(l): 0.0.0.0/0.0.0.0

# diagnose sys sdwan service

Service(l) : Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen (1), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(2 port4), alive, sla(0xl), gid(0), cfg order(0), cost(0), selected
2: Seq num(l portb5), alive, sla(0xl), gid(0), cfg order(l), cost(0), selected
Dst address (1) :
10.100.20.0-10.100.20.255

» When both health1 and health2 are out of SLA (s1a_map=0x0), the packet is duplicated (dup=0x1 (dup) ).

NP If there are multiple targets in a performance SLA health check, and only one of the targets
‘9' is used in the service that is defined in the duplication rule, and the SLA match service is
- disabled, then only that target triggers packet duplication. It is note required for all of the

targets in the health check to miss SLA.
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SD-WAN in large scale deployments

SD-WAN with ADVPN configurations in large-scale deployments is improved.

Phase 2 selectors can be used to inject IKE routes on the ADVPN shortcut tunnel.

When configuration method (mode-cfg) is enabled in IPsec phase 1 configuration, enabling mode-cfg-allow-
client-selector allows custom phase 2 selectors to be configured. By also enabling the addition of a route to
the peer destination selector (add-route) in the phase 1 configuration, IKE routes based on the phase 2 selectors
can be injected. This means that routes do not need to be reflected on the hub to propagate them between spokes,
avoiding possible BGP daemon process load issues and improving network scalability in a large-scale ADVPN
network.

Route map rules can apply priorities to BGP routes.

On the hub, priorities can be set in a route map's rules, and the route map can be applied on BGP routes. This
allows the hub to mark the preferred path learned from the spokes with a priority value (lower priority is preferred),
instead of using multiple SD-WAN policy routes on the hub. When a preferred outbound route map (route-map-
out-preferable)is also configured in an SD-WAN neighbor on the spoke, deploying SD-WAN rules on the hub
to steer traffic from the hub to a spoke is unnecessary.

SD-WAN members' local cost can be exchanged on the ADVPN shortcut tunnel so that spokes can use the remote
cost as tiebreak to select a preferred shortcut. If multiple shortcuts originate from the same member to different
members on the same remote spoke, then the remote cost on the shortcuts is used as the tiebreak to decide which
shortcut is preferred.

—— IPsec Overlay 1

——IPsec Overlay 2

In this example, SD-WAN is configured on an ADVPN network with a BGP neighbor per overlay.

Instead of reflecting BGP routes with the route-reflector on the hub, when the shortcuts are triggered, IKE routes on the
shortcuts are directly injected based on the configured phase 2 selectors to allow routes to be exchanged between
spokes.

Routes between the hub and the spokes are exchanged by BGP, and the spokes use the default route to send spoke-to-

spoke traffic to the hub and trigger the shortcuts.

Instead of configuring SD-WAN rules on the hub, different priorities are configured on the BGP routes by matching
different BGP communities to steer traffic from the hub to the spokes.

To configure Spoke 1:

1.

Configure phase 1:

config vpn ipsec phasel-interface
edit "spokell-pl"
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set ike-version 2

set net-device enable

set add-route enable

set mode-cfg enable

set auto-discovery-receiver enable

set mode-cfg-allow-client-selector enable

next
edit "spokel2-pl"

set ike-version 2
set net-device enable
set add-route enable
set mode-cfg enable
set auto-discovery-receiver enable
set mode-cfg-allow-client-selector enable
next
end

2. Configure phase 2:

config vpn ipsec phase2-interface
edit "spokell-p2"

set src-name "LAN Net"
set dst-name "all"
next
edit "spokel2-p2"

set src-name "LAN Net"
set dst-name "all"
next
end

3. Configure an address group:
Spoke 1 uses LAN subnet 10.1-3.100.0/24.

config firewall addrgrp
edit "LAN Net"
set member "10.1.100.0"™ "10.2.100.0"™ "10.3.100.0"
next
end

4. Configure route maps:
« Ifoverlay 1to the hubis in SLA, attach "65000:1" to the BGP routes advertised to the hub over overlay 1.
« Ifoverlay 2 to the hubisin SLA, attach "65000:2" to the BGP routes advertised to the hub over overlay 2.
« Ifany overlay to the hub is out of SLA, attach "65000:9999" to the BGP routes advertised to the hub over any
overlay.
config router route-map
edit "HUB CARRIERL"
config rule

edit 1
set set-community "65000:1"

next
end
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next
edit "HUB_ CARRIER2"
config rule
edit 1
set set-community "65000:2"

next
end

next
edit "HUB BAD"
config rule
edit 1
set set-community "65000:9999"

next
end

next
end

5. Configure BGP and SD-WAN members and neighbors:

config router bgp
set as 65412
config neighbor
edit "10.10.15.253"
set remote-as 65412
set route-map-out "HUB BAD"
set route-map-out-preferable "HUB CARRIERL"

next
edit "10.10.16.253"
set remote-as 65412
set route-map-out "HUB BAD"
set route-map-out-preferable "HUB CARRIER2"

next
end
end

config system sdwan
config members

edit 1

set interface "spokell-pl"
next
edit 2

set interface "spokel2-pl"
next

end
config neighbor
edit "10.10.15.253"
set member 1
set health-check "1"
set sla-id 1
next
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edit "10.10.16.253"
set member 2
set health-check "11"
set sla-id 1
next
end
end

To configure Spoke 2:

1. Configure phase 1:

config vpn ipsec phasel-interface
edit "spoke2l-pl"

set ike-version 2

set net-device enable

set add-route enable

set mode-cfg enable

set auto-discovery-receiver enable

set mode-cfg-allow-client-selector enable

next
edit "spoke22-pl"

set ike-version 2
set net-device enable
set add-route enable
set mode-cfg enable
set auto-discovery-receiver enable
set mode-cfg-allow-client-selector enable
next
end

2. Configure phase 2:

config vpn ipsec phase2-interface
edit "spoke2l-p2"

set src-name "LAN Net"
set dst-name "all"
next
edit "spoke22-p2"

set src-name "LAN Net"
set dst-name "all"
next
end

3. Configure an address group:
Spoke 2 uses LAN subnet 192.168.5-7.0/24.

config firewall addrgrp
edit "LAN Net"

set member "192.168.5.0" "192.168.6.0" "192.168.7.0"

next
end
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4. Configure route maps:
« Ifoverlay 1to the hubis in SLA, attach "65000:1" to the BGP routes advertised to the hub over overlay 1.
« Ifoverlay 2 to the hubis in SLA, attach "65000:2" to the BGP routes advertised to the hub over overlay 2.

« Ifany overlay to the hub is out of SLA, attach "65000:9999" to the BGP routes advertised to the hub over any
overlay.

config router route-map
edit "HUB CARRIERL"
config rule
edit 1
set set-community "65000:1"

next
end

next
edit "HUB_CARRIERZ"
config rule
edit 1
set set-community "65000:2"

next
end

next
edit "HUB_ BAD"
config rule
edit 1
set set-community "65000:9999"

next
end

next
end

5. Configure BGP and SD-WAN members and neighbors:

config router bgp
set as 65412
config neighbor
edit "10.10.15.253"
set remote-as 65412
set route-map-out "HUB BAD"
set route-map-out-preferable "HUB CARRIERL"

next
edit "10.10.16.253"
set remote-as 65412
set route-map-out "HUB BAD"
set route-map-out-preferable "HUB CARRIER2"

next
end
end
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config system sdwan
config members
edit 1

set interface "spoke2l-pl"
set cost 100

next
edit 2

set interface "spoke22-pl"
set cost 200

next
end
config neighbor

edit "10.10.

15.253"

set member 1
set health-check "1"
set sla-id 1

next

edit "10.10.

16.253"

set member 2
set health-check "11"
set sla-id 1

next
end
end

To configure the hub:

1. Configure the route maps:

» Set the priority to 100 for routes with community 65000:1, indicating that they are in SLA for overlay 1.
« Set the priority to 200 for routes with community 65000:2, indicating that they are in SLA for overlay 2.
« Set the priority to 9999 for routes with community 65000:9999, indicating that they are out of SLA for any

overlay.

config router route-

edit "Set Pri"
config rule
edit 1
set
set
next
edit 2
set
set
next
edit 3
set
set
next
end
next
end

2. Configure BGP:

config router bgp
set as 65412

map

match-community "comm 65000:1"
set-priority 100

match-community "comm 65000:2"
set-priority 200

match-community "comm 65000:9999"
set-priority 9999
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config neighbor-group
edit "advpn"
set remote-as 65412
set route-map-in "Set Pri"

next
edit "advpn2"
set remote-as 65412
set route-map-in "Set Pri"

next
end
config neighbor-range
edit 1
set prefix 10.10.15.0 255.255.255.0
set neighbor-group "advpn"
next
edit 2
set prefix 10.10.16.0 255.255.255.0
set neighbor-group "advpn2"
next
end

end

To test the configuration:

1. Check the routing tables on the spokes:

Spoke 1:
spoke-1 (root) # get router info routing-table all
B* 0.0.0.0/0 [200/0] via 10.10.15.253 (recursive is directly connected, spokell-
pl), 00:01:17, [1/0] // default route to hub

[200/0] via 10.10.16.253 (recursive is directly connected,
spokel2-pl), 00:01:17, [1/0]
B 9.0.0.0/24 [200/0] via 10.10.15.253 (recursive is directly connected, spokell-
pl), 00:01:17, [1/0] // route to the server behind hub

[200/0] via 10.10.16.253 (recursive is directly connected,
spokel2-pl), 00:01:17, [1/0]
C 10.1.100.0/24 is directly connected, port2 // route to PC 1
C 10.10.15.0/24 is directly connected, spokell-pl // overlay 1
C 10.10.15.1/32 is directly connected, spokell-pl
C 10.10.16.0/24 is directly connected, spokel2-pl // overlay 2
C 10.10.16.1/32 is directly connected, spokel2-pl
Spoke 2:
spoke-2 (root) # get router info routing-table all
B* 0.0.0.0/0 [200/0] via 10.10.15.253 (recursive is directly connected, spoke2l-
pl), 00:46:14, [1/0] // default route to hub

[200/0] via 10.10.16.253 (recursive is directly connected,
spoke22-pl), 00:46:14, [1/0]
B 9.0.0.0/24 [200/0] via 10.10.15.253 (recursive is directly connected, spoke2l-
pl), 00:46:18, [1/0] // route to the server behind hub

[200/0] wvia 10.10.16.253 (recursive is directly connected,
spoke22-pl), 00:46:18, [1/0]
C 10.10.15.0/24 is directly connected, spoke2l-pl // overlay 1
C 10.10.15.2/32 is directly connected, spoke2l-pl
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C 10.10.16.0/24 is directly connected, spoke22-pl
c 10.10.16.2/32 is directly connected, spoke22-pl
C 192.168.5.0/24 is directly connected, port2

2. Send traffic from PC 1 to PC 2 and trigger the shortcut:

The IKE routes on the shortcut are directly injected based on the phase 2 selectors, and spoke-to-spoke traffic then

goes directly through the shortcut instead of going through the hub.

// overlay 2

// route to PC 2

Spoke 1:

spoke-1 (root) # get router info routing-table static

S 192.168.5.0/24 [15/0] via spokell-pl 0 tunnel 172.16.200.4 vrf 0, [1/0]
S 192.168.6.0/24 [15/0] via spokell-pl 0 tunnel 172.16.200.4 vrf 0, [1/0]
S 192.168.7.0/24 [15/0] via spokell-pl 0 tunnel 172.16.200.4 vrf 0, [1/0]

spoke-1 (root) # diagnose sniffer packet any 'host 192.168.5.44"' 4
interfaces=[any]

filters=lhost 192.168.5.44]

1.446306 port2 in 10.1.100.22 -> 192.168.5.44: icmp: echo request

.446327 spokell-pl 0 out 10.1.100.22 -> 192.168.5.44: icmp: echo request

1
1.446521 spokell-pl 0 in 192.168.5.44 -> 10.1.100.22: icmp: echo reply
1.446536 port2 out 192.168.5.44 -> 10.1.100.22: icmp: echo reply

Spoke 2:

spoke-2 (root) # get router info routing-table static

S 10.1.100.0/24 [15/0] via spoke2l-pl 0 tunnel 10.10.15.1 vrf 0, [1/0]
S 10.2.100.0/24 [15/0] via spoke2l-pl 0 tunnel 10.10.15.1 vrf 0, [1/0]
S 10.3.100.0/24 [15/0] via spoke2l-pl 0 tunnel 10.10.15.1 vrf 0, [1/0]

3. Confirm that the overlays are in SLA on the spokes:
Spoke 1:

spoke-1 (root) # diagnose sys sdwan neighbor

Neighbor (10.10.15.253) : member (1) role(standalone)
Health-check(1l:1) sla-pass selected alive

Neighbor (10.10.16.253) : member (2)role(standalone)
Health-check(11:1) sla-pass selected alive

Spoke 2:

spoke-2 (root) # diagnose sys sdwan neighbor

Neighbor (10.10.15.253) : member (l)role(standalone)
Health-check(1l:1) sla-pass selected alive

Neighbor (10.10.16.253) : member (2)role (standalone)
Health-check(11l:1) sla-pass selected alive

4. On the hub, check that the routes received from the spokes have the expected priorities:

hub (root) # diagnose ip route list | grep proto=11

tab=254 vf=0 scope=0 type=1 proto=11 prio=100 0.0.0.0/0.0.0.0/0->10.1.100.0/24

pref=0.0.0.0 gwy=10.10.15.1
tab=254 vf=0 scope=0 type=1
pref=0.0.0.0 gwy=10.10.16.1
tab=254 vf=0 scope=0 type=1
pref=0.0.0.0 gwy=10.10.15.2
tab=254 vf=0 scope=0 type=1
pref=0.0.0.0 gwy=10.10.16.2
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proto=11 prio=200 0.0.0.0/0.0.0.
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The priority set by the hub's route map is based on the community string received from the spoke. The route with a

lower priority value is selected, so traffic to Spoke 1 goes out on the hub-phase1 tunnel:

hub (root) # diagnose sniffer packet any 'host 9.0.0.2"' 4
interfaces=[any]

filters=[host 9.0.0.2]

2.735456 R190 in 9.0.0.2 -> 10.1.100.22: icmp: echo request
2.735508 hub-phasel out 9.0.0.2 -> 10.1.100.22: icmp: echo request
2.735813 hub-phasel in 10.1.100.22 -> 9.0.0.2: icmp: echo reply
2.735854 R190 out 10.1.100.22 -> 9.0.0.2: icmp: echo reply

If overlay 1 goes out of SLA, the priorities of the routes on the hub are updated and traffic from the hub to Spoke 1

goes through overlay 2:
Spoke 1:

spoke-1 (root) # diagnose sys sdwan neighbor

Neighbor (10.10.15.253) : member (l)role(standalone)
Health-check (1:1) sla-fail alive

Neighbor (10.10.16.253) : member (2)role (standalone)
Health-check(11l:1) sla-pass selected alive

Spoke 2:

spoke-2 (root) # diagnose sys sdwan neighbor

Neighbor (10.10.15.253) : member (1) role (standalone)
Health-check (1:1) sla-fail alive

Neighbor (10.10.16.253) : member (2)role (standalone)
Health-check(11l:1) sla-pass selected alive

Hub:

hub (root) # diagnose ip route list | grep proto=11

tab=254 vf=0 scope=0 type=1 proto=11 prio=200 0.0.0.0/0.0.0.0/0->10.1.100.0/24
pref=0.0.0.0 gwy=10.10.16.1 dev=102 (hub2-phasel)

tab=254 vf=0 scope=0 type=1 proto=11l prio=9999 0.0.0.0/0.0.0.0/0->10.1.100.0/24
pref=0.0.0.0 gwy=10.10.15.1 dev=101 (hub-phasel)

tab=254 vf=0 scope=0 type=1 proto=11 prio=200 0.0.0.0/0.0.0.0/0->192.168.5.0/24
pref=0.0.0.0 gwy=10.10.16.2 dev=102 (hub2-phasel)

tab=254 vf=0 scope=0 type=1 proto=11 prio=9999 0.0.0.0/0.0.0.0/0->192.168.5.0/24
pref=0.0.0.0 gwy=10.10.15.2 dev=101 (hub-phasel)

hub (root) # diagnose sniffer packet any 'host 9.0.0.2' 4
interfaces=[any]
filters=lhost 9.0.0.2]
3.550181 R190 in 9.0.0.2 -> 10.1.100.22: icmp: echo request
3.550234 hub2-phasel out 9.0.0.2 -> 10.1.100.22: icmp: echo request
3.550713 hub2-phasel in 10.1.100.22 -> 9.0.0.2: icmp: echo reply
3.550735 R190 out 10.1.100.22 -> 9.0.0.2: icmp: echo reply
Trigger shortcuts between Spoke 1 and Spoke 2:

» Shortcuts spoke11-p1_1 and spoke11-p1_0 originate from spoke11-p1.

» spoke11-p1_1 corresponds to spoke21-p1_0 on Spoke 2.

» spoke11-p1_0 corresponds to spoke22-p1_0 on Spoke 2.

Spoke 1:

spoke-1 (root) # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
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Tie break: cfg
Gen(12), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-number
Service role: standalone
Member sub interface(4):
3: seq num(l), interface (spokell-pl):
1: spokell-pl 0(75)
2: spokell-pl 1(76)
Members (4) :
1: Seg_num(l spokell-pl 1), alive, sla(0xl), gid(0), remote cost(100), cfg order(0),
local cost(0), selected
2: Seq num(l spokell-pl 0), alive, sla(0xl), gid(0), remote cost(200), cfg order(0),
local cost(0), selected
3: Seq num(l spokell-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(0),
selected
4: Seq num(2 spokel2-pl), alive, sla(0x2), gid(0), cfg order(l), local cost(0),
selected
Src address(l):
10.1.100.0-10.1.100.255

Dst address (1) :
0.0.0.0-255.255.255.255

Spoke 2:

spoke-2 (root) # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen (9), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-number
Service role: standalone
Member sub interface(4):
2: seq num(l), interface (spoke2l-pl):
1: spoke2l-pl 0(68)
4: seq num(2), interface (spoke22-pl):
1: spoke22-pl 0(67)
Members (4) :
1: Seq_num(l spoke2l-pl 0), alive, sla(0x1l), gid(0), cfg order(0), local cost(100),
selected
2: Seq num(l spoke2l-pl), alive, sla(0x1l), gid(0), cfg order(0), local cost(100),
selected
3: Seq num(2 spoke22-pl 0), alive, sla(0x2), gid(0), cfg order(l), local cost(200),
selected
4: Seq num(2 spoke22-pl), alive, sla(0x2), gid(0), cfg order(l), local cost(200),
selected
Src address (1) :
192.168.5.0-192.168.5.255

Dst address (1) :
0.0.0.0-255.255.255.255

7. On Spoke 2, increase the cost of spoke21-p1_0 to 300.

spoke-2 (root) # config system sdwan
config members
edit 1
set interface "spoke2l-pl"
set cost 300
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next
end
end

The new cost is learned by the spoke11-p1_1 shortcut on Spoke 1, and that shortcut is no longer preferred due to its
higher remote cost:

Spoke 1:

spoke-1 (root) # diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(13), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-number
Service role: standalone
Member sub interface(4):
3: seq num(l), interface (spokell-pl):
1: spokell-pl 0(78)
2: spokell-pl 1(79)
Members (4) :
1: Seq_num(l spokell-pl 0), alive, sla(0x1l), gid(0), remote cost(200), cfg order(0),
local cost(0), selected
2: Seq_num(l spokell-pl 1), alive, sla(Oxl), gid(0), remote cost(300), cfg order(0),
local cost(0), selected
3: Seq num(l spokell-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(0),
selected
4: Seq num(2 spokel2-pl), alive, sla(0x2), gid(0), cfg order(l), local cost(0),
selected
Src address (1) :
10.1.100.0-10.1.100.255

Dst address (1) :
0.0.0.0-255.255.255.255

Spoke 2:

spoke-2 (root) # diagnose sys sdwan service

Service(l) : Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(l), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-number
Service role: standalone
Member sub interface(4):
2: seq num(2), interface (spoke22-pl):
1: spoke22-pl 0(70)
4: seq num(l), interface (spoke2l-pl):
1: spoke2l-pl 0(71)
Members (4) :
1: Seq num(2 spoke22-pl 0), alive, sla(0x2), gid(0), cfg order(l), local cost(200),
selected
2: Seq num(2 spoke22-pl), alive, sla(0x2), gid(0), cfg order(l), local cost(200),
selected
3: Seg_num(l spoke2l-pl 0), alive, sla(0x1l), gid(0), cfg order(0), local cost(300),
selected
4: Seq num(l spoke2l-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(300),
selected
Src address (1) :
192.168.5.0-192.168.5.255
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Dst address (1) :
0.0.0.0-255.255.255.255

SD-WAN segmentation over a single overlay

SD-WAN, VPN, and BGP configurations support L3 VPN segmentation over a single overlay. In these configurations, a
hub and spoke SD-WAN deployment requires that branch sites, or spokes, are able to accommodate multiple
companies or departments, and each company's subnet is separated by a different VRF. A subnet on one VRF cannot
communicate with a subnet on another VRF between different branches, but can communicate with the same VRF.

New SD-WAN options

VRF-aware SD-WAN health checks

SD-WAN on the originating spoke can tag the health check probes with the correct VRF when transmitting to a multi-
VREF tunnel. The hub can then forward the probes to the correct health check server in the same VRF as the hub.

config system sdwan
config health-check
edit <name>
set vrf <vrf id>
set source <address>

next
end
end
vrf <vrf id> Virtual Routing Forwarding ID.
source <address> Source IP address used in the health-check packet to the server.

Overlay stickiness

When a hub has multiple overlays, traffic received on one overlay should egress on the same overlay when possible.
The service-sla-tie-break option ensures overlay stickiness. In SD-WAN service rules, options are available to
ensure that traffic received in a zone stays in that zone.

config system sdwan
config zone
edit <name>
set service-sla-tie-break input-device
next
end
config service
edit <id>
set input-zone <zone>
set tie-break input-device
next
end
end
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service-sla-tie-break Members that meet the SLA are selected by matching the input device.
input-device

input-zone <zone> Source input-zone name.

tie-break input-device Members that meet the SLA are selected by matching the input device.

New IPsec options

Configurable rate limit for shortcut offers sent by the hub

By default, the hub sends a shortcut offer to a spoke every five seconds. If the hub continues to send offers that keep
failing, and there are a large number of spokes, this can cause a high load on the hub. This setting makes the interval
between shortcut offers configurable.

config vpn ipsec phasel-interface
edit <name>
set auto-discovery-offer-interval <interval>
next
end

auto-discovery-offer- Interval between shortcut offer messages, in seconds (1 - 300, default = 5).
interval <interval>

Segmentation over a single overlay

Segmentation requires that VRF info is encapsulated within the IPsec VPN tunnel. This setting enables multi-VRF
IPSEC tunnels.

config vpn ipsec phasel-interface
edit <name>
set encapsulation vpn-id-ipip
next
end

encapsulation vpn-id-ipip VPN ID with IPIP encapsulation.

New VPN configuration for BGP

The role of a VRF can be specified, along with other VRF details. In FortiOS 7.2.0 to 7.2.3, up to 64 VRFs can be
configured per VDOM for any device. In FortiOS 7.2.4, up to 252 VRFs can be configured per VDOM for any device.

config router bgp
config vrf
edit <vrf>
set role {standalone | ce | pe}
set rd <string>
set export-rt <route target>
set import-rt <route target>
set import-route-map <route map>
config leak-target
edit <vrf>
set route-map <route-map>
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set interface <interface>

next
end
next
end
end

role {standalone | ce |
pe}

rd <string>
export-rt <route target>

import-rt <route target>

import-route-map <route

map>
route-map <route-map>

interface <interface>

VREF role: standalone, customer edge (CE), or provider edge (PE).

Route Distinguisher: AA|JAA:NN. This option is only available when the role is CE.
List of export route target. This option is only available when the role is CE.
List of import route target. This option is only available when the role is CE.

Import route map. This option is only available when the role is CE.

Route map of VRF leaking.

Interface that is used to leak routes to the target VRF.

ﬂ In Forti0OS 7.0, config vrfwasconfig vrf-leak,andconfig leak-target was

I config target.

Display BGP routes by VRF and neighbor

A

Examples

diagnose ip router bgp set-filter vrf <vrf>

diagnose ip router bgp set-filter neighbor <neighbor address>
diagnose ip router bgp set-filter reset

execute router clear bgp vpnv4 unicast soft {in | out}

get router info filter show

get router info filter vrf {vrf | all}

In example 1, multiple companies (or departments of a company) share the ADVPN. Company A and company B each
have two branches in two different locations. Company A's branches (A-1 and A-2) can talk to each other using the VPN
shortcut, but not to company B's branches (B-1 and B-2). Likewise, company B's branches can talk to each other using

the VPN shortcut, but not to company A's branches. Traffic can share the tunnels and shortcuts, but cannot be mixed up.

Example 2 shows that performance SLA health checks can be sent from a spoke's VRF to the loopback on the hub that

is in the same VRF.

Example 3 shows that when traffic is ingress on the hub on one overlay, it will preferably egress on the same overlay.
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vd2-vlan12 -121.1.2
vd11-1011 vd11-1022 tunnel vd2-1 - 10.10.100.2 .

R 11.11.22.11 S doian 2 - 112.1.1.2

M tunnel vd2-2 - 10.10.200.2
vd11-vlan1 - 11.1.1.11/24 'l
~tunnel p1-10.10.100.254

vd11-vian2 - 11.1.2.11/24 Internet
tunnel p2 - 10.10.200.254
vd11-vlan10 . vd3-vlan13 - 13.1.1.3

100.1.1.1/24 - tunnel vd3-1 - 10.10.100.3

vd2-vian113 - 113.1.1.3
tunnel vd3-2 - 10.10.200.3

T
D s o o NN
M P "W g
--------- Shortcuts
Example 1

In this example, two spokes each have two tunnels to the hub.

« Each spoke has two VRFs behind it that can use the same IP address or subnets.

« The computers in VRF1 behind spoke 1 can talk to the computers in VRF1 behind spoke 2, but not to any of the

computers in the VRF2s behind either spoke.

» The computers in VRF2 behind spoke 1 can talk to the computers in VRF2 behind spoke 2, but not to any of the

computers in the VRF1s behind either spoke.

To configure the hub:

config router bgp

set as 65505

set router-id 11.11.11.11

set ibgp-multipath enable

set additional-path enable

set additional-path-vpnv4 enable

set cluster-id 11.12.13.14

set additional-path-select 3

config neighbor-group

edit "grl"

set capability-graceful-restart enable
set capability-default-originate enable
set next-hop-self-rr enable
set soft-reconfiguration-vpnv4 enable
set remote-as 65505
set additional-path both
set additional-path-vpnv4 both
set adv-additional-path 3
set route-reflector-client enable
set route-reflector-client-vpnv4 enable
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end

end

next

edit "gr2"

set
set
set
set
set
set
set
set
set
set
next

capability-graceful-restart enable
capability-default-originate enable
next-hop-self-rr enable
soft-reconfiguration-vpnv4 enable
remote-as 65505

additional-path both
additional-path-vpnv4 both
adv-additional-path 3
route-reflector-client enable
route-reflector-client-vpnv4 enable

config neighbor-range

end

edit 1
set
set

next

edit 2
set
set

next

prefix 10.10.100.0 255.255.255.0
neighbor-group "grl"

prefix 10.10.200.0 255.255.255.0
neighbor-group "gr2"

config network

end

edit 12
set
next
edit 22
set
next
edit 10
set
next
edit 33
set
next

config vrf

end

edit "O"
set
next
edit "1"
set
set
set
set
next
edit "2"
set
set
set
set
next

prefix 11.11.11.11 255.255.255.255

prefix 11.11.22.11 255.255.255.255

prefix 100.1.1.0 255.255.255.0

prefix 11.1.1.0 255.255.255.0

role pe

role ce
rd "1:1"
export-rt "1:1"
import-rt "1:1"

role ce
rd "2:1"
export-rt "2:1"
import-rt "2:1"
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config vpn ipsec phasel-interface

edit "pl"
set type dynamic
set interface "vdll-vlanl"
set peertype any
set net-device disable
set proposal aesl28-shal
set add-route disable
set dpd on-idle
set dhgrp 5
set auto-discovery-sender enable
set auto-discovery-offer-interval 10
set encapsulation vpn-id-ipip
set psksecret **x**xxkxxxx
set dpd-retryinterval 60

next

edit "p2"
set type dynamic
set interface "vdll-vlan2"
set peertype any
set net-device disable
set proposal aesl28-shal
set add-route disable
set dpd on-idle
set dhgrp 5
set auto-discovery-sender enable
set auto-discovery-offer-interval 10
set encapsulation vpn-id-ipip
set psksecret ***Fxxkxxxx
set dpd-retryinterval 60

next

end

config vpn ipsec phase2-interface
edit "pl"
set phaselname "pl"
set proposal aesl28-shal
set dhgrp 5
next
edit "p2"
set phaselname "p2"
set proposal aesl28-shal
set dhgrp 5
next
end

To configure a spoke:

config router bgp
set as 65505
set router-id 2.2.2.2
set ebgp-multipath enable
set ibgp-multipath enable
set network-import-check disable
set additional-path enable
set additional-path6 enable
set additional-path-vpnv4 enable
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set recursive-next-hop enable
set graceful-restart enable
set additional-path-select 4
config neighbor
edit "10.10.100.254"
set capability-dynamic enable
set capability-graceful-restart-vpnv4
set soft-reconfiguration enable
set soft-reconfiguration-vpnv4 enable
set remote-as 65505
set additional-path both
set additional-path-vpnv4 both
set adv-additional-path 3
next
edit "10.10.200.254"
set capability-dynamic enable
set capability-graceful-restart-vpnv4
set soft-reconfiguration enable
set soft-reconfiguration-vpnv4 enable
set remote-as 65505
set additional-path both
set additional-path-vpnv4 both
set adv-additional-path 3
next
end
config network
edit 3
set prefix 22.1.1.0 255.255.255.0
next
edit 4
set prefix 12.12.12.0 255.255.255.0
next
end
config vrf
edit "O"
set role pe
next
edit "1"
set role ce
set rd "1:1"
set export-rt "1:1"
set import-rt "1:1"
next
edit "2"
set role ce
set rd "2:1"
set export-rt "2:1"
set import-rt "2:1"
next
end
end

config vpn ipsec phasel-interface
edit "vd2-1"
set interface "vd2-vlanl2"

set peertype any
set net-device enable
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set proposal aesl28-shal
set add-route disable
set dhgrp 5
set idle-timeout enable
set idle-timeoutinterval 5
set auto-discovery-receiver enable
set encapsulation vpn-id-ipip
set remote-gw 11.1.1.11
set psksecret **FFxxrxxx

next

edit "vd2-2"
set interface "vd2-vlanll2"
set peertype any
set net-device enable
set proposal aesl28-shal
set add-route disable
set dhgrp 5
set auto-discovery-receiver enable
set encapsulation vpn-id-ipip
set remote-gw 11.1.2.11
set psksecret ***Fxxxxxxx

next

end

config vpn ipsec phase2-interface
edit "vd2-1"
set phaselname "vd2-1"
set proposal aesl28-shal
set dhgrp 5
set auto-negotiate enable
next
edit "vd2-2"
set phaselname "vd2-2"
set proposal aesl28-shal
set dhgrp 5
set auto-negotiate enable
next
end

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
edit "SASE"
next
edit "zon2"
next
end
config members
edit 1
set interface "vd2-1"
set cost 10
next
edit 2
set interface "vd2-2"
set cost 20
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next
end
config health-check
edit "ping"
set server "11.11.11.11"
set members 1 2
config sla
edit 1
set latency-threshold 200
set jitter-threshold 50
next
end
next
edit "1"
set server "22.1.1.2"
set vrf 1
set members 1 2
next
end
config service
edit 2
set mode sla
set dst "100-200"
config sla
edit "ping"
set id 1
next
end
set priority-members 2
set use-shortcut-sla disable
next
edit 1
set name "test-tag"
set mode sla
set dst "001-100"
config sla
edit "ping"
set id 1
next
end
set priority-members 1 2
next
end
end

To check the spoke 1 routes:

# get router info routing-table bgp
Routing table for VRF=0
B* 0.0.0.0/0 [200/0] via 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11 vrf 0),
04:42:57, [1/0]

[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11 vrf 0),
04:42:57, [1/0]

B 1.1.1.1/32 [200/0] via 11.1.1.1 [2] (recursive via 12.1.1.1, vd2-vlanl2), 04:42:57,
[1/0]
B 1.222.222.222/32 [200/0] wvia 11.1.1.1 [2] (recursive via 12.1.1.1, vd2-vlanl2?),
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04:42:57, [1/0]
B 11.11.11.11/32 [200/0] wvia 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11 vrf
0), 04:42:57, [1/0]
[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11 vrf

0), 04:42:57, [1/0]
B 33.1.1.0/24 [200/0] via 10.10.100.254 [2] (recursive via vd2-1 tunnel 11.1.1.11 vrf
0), 04:42:57, [1/0]

[200/0] via 10.10.200.254 [2] (recursive via vd2-2 tunnel 11.1.2.11 vrf
0), 04:42:57, [1/0]
B 100.1.1.0/24 [200/0] wvia 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11 vrf 0),
04:42:57, [1/0]

[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11 vrf 0),
04:42:57, [1/0]

Routing table for VRF=1
BV 33.1.1.0/24 [200/0] via 10.10.100.3 [2] (recursive via vd2-1 tunnel 11.1.1.11 vrf
0), 04:42:57, [1/0]

[200/0] via 10.10.200.3 [2] (recursive is directly connected, vd2-2 0),
04:42:57, [1/0]

Routing table for VRF=2
BV 33.1.1.0/24 [200/0] wvia 10.10.100.3 [2] (recursive via vd2-1 tunnel 11.1.1.11 vrf
0), 04:42:56, [1/0]

[200/0] via 10.10.200.3 [2] (recursive is directly connected, vd2-2_0),
04:42:56, [1/0]

VRF1 routes:

# get router info filter vrf 1
# get router info routing-table bgp
Routing table for VRF=1
B V 33.1.1.0/24 [200/0] via 10.10.100.3 [2] (recursive via vd2-1 tunnel 11.1.1.11 vrf
0), 04:44:11, [1/0]

[200/0] via 10.10.200.3 [2] (recursive is directly connected, vd2-2 0),
04:44:11, [1/0]

To test the configuration on shortcut 1:

1. From VRF1 of spoke 1 ping VRF1 of spoke 2 and from VRF2 of spoke 1 ping VRF2 spoke 2. Both VRF1 and VRF2
source and destination IP addresses are the same, so you can see how the traffic is isolated

2. Check sessions on spoke 1:
The output vd=<vdom ID>:<VRF ID> indicates that sessions are created in and stay in the corresponding VRFs.
e Userat22.1.1.22in VRF1 on spoke 1 pings 33.1.1.33 in VRF1 on spoke2.

# diagnose sys session list

session info: proto=1 proto state=00 duration=21 expire=42 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty

statistic (bytes/packets/allow _err): org=420/5/1 reply=420/5/1 tuples=2
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=89->131/131->89
gwy=10.10.200.3/22.1.1.22
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hook=pre dir=org act=noop 22.1.1.22:48417->33.1.1.33:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.33:48417->22.1.1.22:0(0.0.0.0:0)
src_mac=02:4c:ab:fc:6a:7f

misc=0 policy id=1 pol uuid idx=566 auth info=0 chk client info=0 wvd=1:1
serial=00092eee tos=ff/ff app list=0 app=0 url cat=0

sdwan _mbr seq=0 sdwan_service id=l1

rpdb_link id=£ff000001 ngfwid=n/a

npu state=0x5040001 no offload

no ofld reason: disabled-by-policy non-npu-intf

e Userat22.1.1.22in VRF2 on spoke 1 pings 33.1.1.33 in VRF2 on spoke2:

# diagnose sys session list

session info: proto=1 proto state=00 duration=4 expire=56 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty

statistic (bytes/packets/allow _err): org=168/2/1 reply=168/2/1 tuples=2
tx speed(Bps/kbps): 39/0 rx speed(Bps/kbps): 39/0

orgin->sink: org pre->post, reply pre->post dev=113->131/131->113
gwy=10.10.200.3/22.1.1.22

hook=pre dir=org act=noop 22.1.1.22:55841->33.1.1.33:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.33:55841->22.1.1.22:0(0.0.0.0:0)
src_mac=02:4c:ab:fc:6a:7f

misc=0 policy id=1 pol uuid idx=566 auth info=0 chk client info=0 wvd=1:2
serial=00092£f77 tos=ff/ff app list=0 app=0 url cat=0

sdwan mbr seq=0 sdwan service id=l1

rpdb link id=ff000001 ngfwid=n/a

npu state=0x5040001 no offload

no ofld reason: disabled-by-policy non-npu-intf

3. Check sessions on spoke 2:
The output vd=<vdom ID>:<VRF ID> indicates that sessions are created in and stay in the corresponding VRFs.
e Userat22.1.1.22in VRF1 on spoke 1 pings 33.1.1.33 in VRF1 on spoke 2:

# diagnose sys session list

session info: proto=1 proto state=00 duration=11 expire=49 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha_ id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty npu

statistic (bytes/packets/allow _err): org=168/2/1 reply=168/2/1 tuples=2
tx speed(Bps/kbps): 14/0 rx speed(Bps/kbps): 14/0

orgin->sink: org pre->post, reply pre->post dev=132->92/92->132
gwy=33.1.1.33/10.10.200.2

hook=pre dir=org act=noop 22.1.1.22:27733->33.1.1.33:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.33:27733->22.1.1.22:0(0.0.0.0:0)
misc=0 policy id=1 pol uuid idx=630 auth info=0 chk client info=0 vd=6:1
serial=000a29fd tos=ff/ff app list=0 app=0 url cat=0

rpdb link i1d=00000000 ngfwid=n/a

npu state=0x4000001 no offload
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npu info: flag=0x00/0x82, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0,
v1an=0x0000/0x0000

v1ifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0
no _ofld reason: disabled-by-policy

e Userat22.1.1.22in VRF2 on spoke 1 pings 33.1.1.33 in VRF2 on spoke 2:

# diagnose sys session list

session info: proto=1 proto state=00 duration=17 expire=43 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty npu

statistic (bytes/packets/allow err): org=168/2/1 reply=168/2/1 tuples=2

tx speed (Bps/kbps): 9/0 rx speed(Bps/kbps): 9/0

orgin->sink: org pre->post, reply pre->post dev=132->115/115->132
gwy=33.1.1.33/10.10.200.2

hook=pre dir=org act=noop 22.1.1.22:24917->33.1.1.33:8(0.0.0.0:0)

hook=post dir=reply act=noop 33.1.1.33:24917->22.1.1.22:0(0.0.0.0:0)

dst mac=02:4c:ab5:fc:6a:7f

misc=0 policy id=1 pol uuid idx=630 auth info=0 chk client info=0 vd=6:2
serial=000a29ca tos=ff/ff app list=0 app=0 url cat=0

rpdb_link 1d=00000000 ngfwid=n/a

npu_ state=0x4000001 no_offload

npu info: £1lag=0x00/0x82, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0,
v1an=0x0000/0x0000

v1ifid=0/0, vtag_ in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0
no ofld reason: disabled-by-policy

To test the configuration on shortcut 2:

1. From VRF1 of spoke 1 ping VRF1 of spoke 2 and from VRF2 of spoke 1 ping VRF2 spoke 2. Both VRF1 and VRF2
source and destination IP addresses are the same, so you can see how the traffic is isolated

2. Check sessions on spoke 1:
The output vd=<vdom ID>:<VRF ID> indicates that sessions are created in and stay in the corresponding VRFs.
e Userat22.1.1.22in VRF1 on spoke 1 pings 33.1.1.133 in VRF1 on spoke 2:

# diagnose sys session listsession info: proto=1l proto state=00 duration=17 expire=45
timeout=0 flags=00000000 socktype=0 sockport=0 av_idx=0 use=3
origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty

statistic (bytes/packets/allow _err): org=336/4/1 reply=336/4/1 tuples=2
tx speed(Bps/kbps): 19/0 rx speed(Bps/kbps): 19/0

orgin->sink: org pre->post, reply pre->post dev=89->137/137->89
gwy=10.10.200.3/22.1.1.22

hook=pre dir=org act=noop 22.1.1.22:25968->33.1.1.133:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.133:25968->22.1.1.22:0(0.0.0.0:0)
src_mac=02:4c:ab:fc:6a:7f

misc=0 policy id=1 pol uuid idx=566 auth info=0 chk client info=0 wvd=1:1
serial=000aa475 tos=ff/ff app list=0 app=0 url cat=0

sdwan mbr seq=0 sdwan service id=2
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rpdb link id=ff000002 ngfwid=n/a
npu state=0x5040001 no offload
no ofld reason: disabled-by-policy non-npu-intf

e Userat22.1.1.22in VRF2 on spoke 1 pings 33.1.1.133 in VRF2 on spoke 2:

# diagnose sys session listsession info: proto=1 proto state=00 duration=8 expire=53
timeout=0 flags=00000000 socktype=0 sockport=0 av_idx=0 use=3
origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha_ id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty

statistic (bytes/packets/allow _err): org=252/3/1 reply=252/3/1 tuples=2
tx speed(Bps/kbps): 30/0 rx speed(Bps/kbps): 30/0

orgin->sink: org pre->post, reply pre->post dev=113->137/137->113
gwy=10.10.200.3/22.1.1.22

hook=pre dir=org act=noop 22.1.1.22:28528->33.1.1.133:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.133:28528->22.1.1.22:0(0.0.0.0:0)
src_mac=02:4c:ab:fc:6a:7f

misc=0 policy id=1 pol uuid idx=566 auth info=0 chk client info=0 wvd=1:2
serial=000aa49f tos=ff/ff app list=0 app=0 url cat=0

sdwan mbr seq=0 sdwan service id=2

rpdb link 1d=£f£000002 ngfwid=n/a

npu state=0x5040001 no offload

no ofld reason: disabled-by-policy non-npu-intf

3. Check sessions on spoke 2:
The output vd=<vdom ID>:<VRF ID> indicates that sessions are created in and stay in the corresponding VRFs.
e Userat22.1.1.22in VRF1 on spoke 1 pings 33.1.1.133 in VRF1 on spoke 2:

# diagnose sys session list

session info: proto=1 proto state=00 duration=24 expire=38 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=may dirty npu

statistic (bytes/packets/allow err): org=336/4/1 reply=336/4/1 tuples=2

tx speed(Bps/kbps): 13/0 rx speed(Bps/kbps): 13/0

orgin->sink: org pre->post, reply pre->post dev=138->92/92->138
gwy=33.1.1.133/10.10.200.2

hook=pre dir=org act=noop 22.1.1.22:25968->33.1.1.133:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.133:25968->22.1.1.22:0(0.0.0.0:0)
misc=0 policy id=1 pol uuid idx=630 auth info=0 chk client info=0 vd=6:1
serial=000aa476 tos=ff/ff app list=0 app=0 url cat=0

rpdb link 1d=00000000 ngfwid=n/a

npu state=0x4000001 no offload

npu info: £1lag=0x00/0x82, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0,
v1an=0x0000/0x0000

v1ifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0
no ofld reason: disabled-by-policy

e Userat22.1.1.22in VRF2 on spoke 1 pings 33.1.1.133 in VRF2 on spoke2:
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# diagnose sys session list

session info: proto=1 proto state=00 duration=15 expire=46 timeout=0 flags=00000000

socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha_ id=0 policy dir=0 tunnel=/ vlan cos=0/255
state=may dirty npu

statistic (bytes/packets/allow _err): org=252/3/1 reply=252/3/1 tuples=2

tx speed(Bps/kbps): 16/0 rx speed(Bps/kbps): 16/0

orgin->sink: org pre->post, reply pre->post dev=138->115/115->138

gwy=33.1.1.133/10.10.200.2

hook=pre dir=org act=noop 22.1.1.22:28528->33.1.1.133:8(0.0.0.0:0)
hook=post dir=reply act=noop 33.1.1.133:28528->22.1.1.22:0(0.0.0.0:0)

misc=0 policy id=1 pol uuid idx=630 auth info=0 chk client info=0 vd=6:2

serial=000aa4al0 tos=ff/ff app list=0 app=0 url cat=0
rpdb link i1d=00000000 ngfwid=n/a
npu state=0x4000001 no offload

npu info: flag=0x00/0x82, offload=0/0, ips offload=0/0, epid=0/0,

v1an=0x0000/0x0000

ipid=0/0,

v1ifid=0/0, vtag_in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

no ofld reason: disabled-by-policy

Example 2

In this example, SLA health checks are sent from a spoke's VRF to the loopback on the hub that is in the same VRF.

To configure the health check:

config system sdwan
config health-check
edit "1"
set server "11.11.22.11"
set vrf 1
set source 22.1.1.2
set members 1 2
config sla
edit 1
set latency-threshold 200
set jitter-threshold 50
next
end
next
end
end

To check the health check status:

# diagnose sys sdwan health-check status 1

Health Check (1) :

Seg(l vd2-1): state(alive), packet-loss(0.000%) latency(0.023),
bandwidth-up (0), bandwidth-dw(0), bandwidth-bi(0) sla map=0x1l
Seq (2 vd2-2): state(alive), packet-loss(0.000%) latency(0.022),
bandwidth-up (0), bandwidth-dw(0), bandwidth-bi(0) sla map=0x1l
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Example 3

In this example, when traffic from spoke 1 arrives at the hub on tunnel 1, it will egress the hub on tunnel 1 to go to other
spokes. If traffic arrives on tunnel 2, it will egress on tunnel 2, and not tunnel 1.

To configure SD-WAN on the hub:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
set service-sla-tie-break input-device
next
end
config members
edit 1
set interface "pl"
next
edit 2
set interface "p2"
next
end
config health-check
edit "1"
set server "22.1.1.2"
set members 1 2
config sla
edit 1
next
end
next
end
config service
edit 1
set mode sla
set dst "all"
config sla
edit "1"
set id 1
next
end
set priority-members 1 2
set tie-break input-device
next
end
end

To verify that traffic stays in the same overlay on ingress and egress on the hub:

1. Confirm that the SD-WAN service rule has Tie break setto input-device sothat, when SLAs are met on all of
the members, traffic prefers to egress on the same member as the input device:

# diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
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Tie break: input-device
Gen(l), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(l pl), alive, sla(0x1l), gid(0), cfg order(0), local cost(0), selected
2: Seq num(2 p2), alive, sla(0xl), gid(0), cfg order(l), local cost(0), selected
Dst address (1) :
0.0.0.0-255.255.255.255

2. Usediagnose sniffer packet commands to verify that traffic ingress and egress are on the same overlay.

Embedded SD-WAN SLA information in ICMP probes -7.2.1

In the hub and spoke SD-WAN design, in order for traffic to pass symmetrically from spoke to hub and hub to spoke, it is
essential for the hub to know which IPsec overlay is in SLA and out of SLA. Prior to introducing embedded SLA
information in ICMP probes, it is common practice for spokes to use the SD-WAN neighbor feature and route-map-
out-preferable setting to signal the health of each overlay to the hub. However, this requires BGP to be configured
per overlay, and to manipulate BGP routes using custom BGP communities.

With embedded SLA information in ICMP probes, spokes can communicate their SLA for each overlay directly through
ICMP probes to the hub. The hub learns these SLAs and maps the status for each spoke and its corresponding overlays.

The hub uses the SLA status to apply priorities to the IKE routes, giving routes over IPsec overlays that are within SLAs a
lower priority value and routes over overlays out of SLAs a higher priority value. If BGP is used, recursively resolved
BGP routes can inherit the priority from its parent.

Embedded SLA information in ICMP probes allows hub and spoke SD-WAN to be designed with a BGP on loopback
topology, or without BGP at all. The following topology outlines an example of the BGP on loopback design where each
spoke is peered with the hub and route reflector on the loopback interface.
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L ] Physical port
IPsec overlay 1

IPsec overlay 2

Loopback0
172.31.0.65/32

Loopback0
172.31.0.66/32

In this topology, each FortiGate’s BGP router ID is based on its LoopbackO interface. Each spoke has SLA health checks
defined to send ICMP probes to the server’s Lo_HC interface on 172.31.100.100. The ICMP probes include embedded
SLA information for each SD-WAN overlay member.

Related SD-WAN settings:

config system sdwan
config health-check
edit <name>

set detect-mode {active | passive | prefer-passive | remote}
set embed-measured-health {enable | disable}
config sla

edit <id>

set priority-in-sla <integer>
set priority-out-sla <integer>
next
end
set sla-id-redistribute <id>
next
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end
end
detect-mode {active | Set the mode that determines how to detect the server:
e e | prefer- e active: the probes are sent actively (default).
passive | remote} . .
¢ passive: the traffic measures health without probes.
e prefer-passive: the probes are sent in case of no new traffic.
e remote: the link health is obtained from remote peers.
embed-measured-health Enable/disable embedding SLA information in ICMP probes (default = disable).
{enable | disable}
set pri'ority—in—sla Set the priority that will be set to the IKE route when the corresponding overlay is
SR in SLA (0 - 65535).
set priority-out-sla Set the priority that will be set to the IKE route when the corresponding overlay is
<integer> out of SLA (0 - 65535).

sla-id-redistribute <id> Set the SLA entry (ID) that will be applied to the IKE routes (0 - 32, default = 0).

Related BGP setting:

config router bgp
set recursive-inherit-priority {enable | disable}
end

recursive-inherit- Enable/disable allowing recursive resolved BGP routes to inherit priority from its

g?ioéit{ {enable | parent (default = disable).
1sa e

Example with BGP on loopback SD-WAN

This example demonstrates the configurations needed to configure the SD-WAN and BGP settings for the preceding
topology. Itis assumed that IPsec VPN overlays are already configured per the topology, and that loopback interfaces
are already configured on each FortiGate.

Configuring the Spoke_1 FortiGate

In the SD-WAN settings, note the following requirements:

1. Configure the SD-WAN zones and members. For each SD-WAN member, define the source of its probes to be the
LoopbackO interface IP.

2. Configure the SLA health check to point to the Hub’s Lo_HC interface and IP. Enable embed-measured-health.

3. Configure an SD-WAN service rule to route traffic based on the maximize bandwidth (SLA) algorithm to prefer
member H1_T11 over H1_T22.

4. Configure set exchange-interface-ip enable and set exchange-ip-addr4 tothe LoopbackO interface
IP. The exchange-interface-ip option is automatically turned on when ADVPN has already been
configured. If ADVPN has not been configured, then set exchange-interface-ip enable mustbe
configured before set exchange-ip-addr4 can be configured.
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To configure the SD-WAN settings:

config system sdwan

set status enable

config zone

edit "virtual-wan-link"
next
edit "overlay"
next
end
config members
edit 1
set interface "H1 TI11"
set zone "overlay"
set source 172.31.0.65
next
edit 4
set interface "H1 T22"
set zone "overlay"
set source 172.31.0.65
next
end
config health-check
edit "HUB"
set server "172.31.100.100"
set embed-measured-health enable
set members 0
config sla
edit 1
set link-cost-factor latency
set latency-threshold 100
next
end
next
end

config service
edit 1
set mode sla
set dst "CORP_ LAN"
set src "CORP_LAN"
config sla
edit "HUB"
set id 1
next
end
set priority-members 1 4
next
end
end

To configure the BGP settings:

config router bgp
set as 65001
set router-id 172.31.0.65
config neighbor

FortiOS 7.2.0 New Features Guide
Fortinet Inc.

137



Network

edit "172.31.0.1"
set remote-as 65001
set update-source "LoopbackO"
next
end
config network
edit 1
set prefix 10.0.3.0 255.255.255.0
next
end
end

To add the loopback IP to the IPsec interface settings:

config vpn ipsec phasel-interface
edit "H1 T11"
set exchange-interface-ip enable
set exchange-ip-addr4 172.31.0.65
next
edit "H1 T22"
set exchange-interface-ip enable
set exchange-ip-addr4 172.31.0.65
next
end

Configuring the hub FortiGate

In the SD-WAN settings, note the following requirements:

1. Configure the SD-WAN zone and members.

2. Configure the SLA health checks to detect SLAs based on the remote site (spoke). This must be defined for each
SD-WAN member:

a. Forthe SLA, specify the same link cost factor and metric as the spoke (100).

b. Define the IKE route priority for in and out of SLA. Lower priority values have higher priority than higher priority
values.

3. Define the SLA entry ID that will be applied to the IKE routes.

4. Configure set exchange-interface-ip enable and set exchange-ip-addr4 tothe LoopbackO interface
IP. The exchange-interface-ip option is automatically turned on when ADVPN has already been
configured. If ADVPN has not been configured, then set exchange-interface-ip enable mustbe
configured before set exchange-ip-addr4 can be configured.

To configure the SD-WAN settings:

config system sdwan

set status enable

config zone
edit "virtual-wan-link"
next

end

config members
edit 1

set interface "EDGE T1"

next
edit 2
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set interface "EDGE T2"
next
end
config health-check
edit "1"
set detect-mode remote
set sla-id-redistribute 1
set members 1
config sla
edit 1
set link-cost-factor latency
set latency-threshold 100
set priority-in-sla 10
set priority-out-sla 20
next
end
next
edit "2"
set detect-mode remote
set sla-id-redistribute 1
set members 2
config sla
edit 1
set link-cost-factor latency
set latency-threshold 100
set priority-in-sla 15
set priority-out-sla 25
next
end
next
end
end

In the BGP settings, note the following requirements:

1. Enable recursive-inherit-priority toinherit the route priority from its parent, which is the priority defined in
the health check SLA settings.

2. Configure the other BGP settings similar to a regular BGP hub.

To configure the BGP settings:

config router bgp
set as 65001
set router-id 172.31.0.1
set recursive-inherit-priority enable
config neighbor-group
edit "EDGE"
set remote-as 65001
set update-source "LoopbackO"
set route-reflector-client enable
next
end
config neighbor-range
edit 1
set prefix 172.31.0.64 255.255.255.192
set neighbor-group "EDGE"
next
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end

end

To add the loopback IP to the IPsec interface settings:

config vpn ipsec phasel-interface

end

edit "EDGE T1"
set exchange-interface-ip enable
set exchange-ip-addr4 172.31.0.1
next
edit "EDGE_T2"
set exchange-interface-ip enable
set exchange-ip-addr4 172.31.0.1
next

Testing and verification

Once the hub and spokes are configured, verify that SLA statuses are passed from the spoke to the hub.

To verify that the SLA statuses are passed from the spoke to the hub:

1.

On Spoke_1, display the status of the health-checks for H1_T11 and H1_T22:

# diagnose sys sdwan health-check

Health Check (HUB) :

Seq(l H1_T11): state(alive), packet-loss(0.000%) latency(0.228), jitter(0.018), mos
(4.404), bandwidth-up(999999), bandwidth-dw (1000000), bandwidth-bi (1999999) sla map=0xl
Seq (4 H1_T22): state(alive), packet-1loss(0.000%) latency(0.205), jitter(0.007), mos
(4.404), bandwidth-up(999998), bandwidth-dw (1000000), bandwidth-bi (1999998) sla map=0xl

On Spoke_1, display the status and order of the overlays in the SD-WAN service rule:

# diagnose sys sdwan service
Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(l), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(1l H1 T11), alive, sla(0x1l), gid(0), cfg_order(0), local cost(0), selected

2: Seq num(4 H1 T22), alive, sla(0xl), gid(0), cfg_order(3), local cost(0), selected

Src address (1) :
10.0.0.0-10.255.255.255

Dst address (1) :
10.0.0.0-10.255.255.255

Both overlays are within SLA, so H1_T11 is preferred due to its cfg-order.

Spoke_1’s SLA information for H1_T11 and H1_T22 is embedded into the ICMP probes destined for the hub’s Lo__
HC interface. The hub receives this information and maps the SLAs correspondingly per spoke and overlay based
on the same SLA targets.

As a result, since all SLAs are within target, the hub sets the routes over each overlay as follows:
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Hub SD-WAN member Overlay SLA status Priority for IKE routes
1 EDGE_T1 0x1 — within SLA 10
2 EDGE_T2 0x1 — within SLA 15

Simultaneously, BGP recursive routes inherit the priority based on the parent IKE routes. The recursively resolved
BGP routes that pass through EDGE_T1 will have a priority of 10, and routes that pass through EDGE_T2 will have
a priority of 15. Therefore, traffic from the hub to spoke will be routed to EDGE_T1.

3. Verify the routing tables.
a. Static:

# get router info routing-table static
Routing table for VRF=0
S 172.31.0.65/32 [15/0] via EDGE_T1 tunnel 10.0.0.69 vrf 0, [10/0]
[15/0] via EDGE_T2 tunnel 172.31.0.65 vrf 0, [15/0]

b. BGP:

# get router info routing-table bgp

Routing table for VRF=0

B 10.0.3.0/24 [200/0] via 172.31.0.65 (recursive via EDGE_T1 tunnel 10.0.0.69
vrf 0 [10]), 04:32:53

(recursive via EDGE_T2 tunnel 172.31.0.65
vrf 0 [15]), 04:32:53, [1/0]

Next, test by making the health checks over the spokes' H1_T11 tunnel out of SLA. This should trigger traffic to start
flowing from the spokes' H1_T22 tunnel. Consequently, the SLA statuses are passed from the spoke to the hub, and the
hub will start routing traffic to EDGE_T2.

To verify that the hub will start routing traffic to EDGE_T2 when the spoke H1_T11 tunnel is out of SLA:

1. On Spoke_1, display the status of the health checks for H1_T11 and H1_T22:

# diagnose sys sdwan health-check

Health Check (HUB) :

Seq(l H1_T11): state(alive), packet-1loss(0.000%) latency(120.228), jitter(0.013), mos
(4.338), bandwidth-up(999999), bandwidth-dw (1000000), bandwidth-bi (1999999) sla map=0x0
Seq (4 H1_T22): state(alive), packet-1loss(0.000%) latency(0.220), jitter(0.008), mos
(4.404), bandwidth-up(999998), bandwidth-dw(1000000), bandwidth-bi (1999998) sla map=0x1

2. Verify the routing tables.

a. Static:
# get router info routing-table static
Routing table for VRE=0
S 172.31.0.65/32 [15/0] via EDGE_T2 tunnel 172.31.0.65 vrf 0, [15/0]

[15/0] via EDGE_T1 tunnel 10.0.0.69 vrf 0, [20/0]

The priority for EDGE_T1 has changed from 10 to 20.

b. BGP:
# get router info routing-table bgp
Routing table for VRF=0

B 10.0.3.0/24 [200/0] via 172.31.0.65 (recursive via EDGE_T2 tunnel 172.31.0.65
vrf 0 [15]), 00:01:19
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(recursive via EDGE_T1 tunnel 10.0.0.69
vrf 0 [20]), 00:01:19, [1/0]

EDGE_T2 is now preferred. The priority for EDGE_T1 has changed from 10 to 20.
Spoke_1’s SLA information for H1_T11 embedded into the ICMP probes has now changed.

As a result, the hub sets the routes over each overlay as follows:

Hub SD-WAN member Overlay SLA status Priority for IKE routes
1 EDGE_T1 0x0 — out of SLA 20
2 EDGE_T2 0x1 —within SLA 15

The BGP recursive routes inherit the priority based on the parent IKE routes. Since priority for IKE routes on EDGE_T1
has changed to 20, recursively resolved BGP routes passing through EDGE_T1 has also dropped to 20. As a result, hub
to spoke_1 traffic will go over EDGE_T2.

Exchange underlay link cost property with remote peer in IPsec VPN phase 1
negotiation -7.2.1

The underlay link cost property has been added to the IPsec VPN tunnel phase 1 configuration and enhances the IPsec
VPN to exchange the link cost with a remote peer as a private notify payload in IKEv1 and IKEv2 phase 1 negotiations.
This avoids possible health check daemon process load issues in the previous implementation of the link cost exchange
feature, and it improves network scalability in a large-scale SD-WAN network with ADVPN.

config vpn ipsec phasel-interface
edit <name>
set link-cost <integer>
next
end

link-cost <integer> Set the VPN underlay link cost (0 - 255, default = 0).

If multiple shortcuts originate from the same SD-WAN member to different members on the same remote spoke, learned
remote IPsec link costs on shortcuts will be used as a tie-breaker to decide which shortcut is preferred.

/:::rc 1

Spoke 1

_~~.Server

——|Psec Overlay 1
——IPsec Overlay 2 Spoke

In this example, SD-WAN is configured on an ADVPN network with a BGP neighbor per overlay.
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Instead of reflecting BGP routes with the route-reflector on the hub, when the shortcuts are triggered, IKE routes on the
shortcuts are directly injected based on the configured phase 2 selectors to allow routes to be exchanged between
spokes.

Routes between the hub and the spokes are exchanged by BGP, and the spokes use the default route to send spoke-to-
spoke traffic to the hub and trigger the shortcuts.

To configure Spoke 1:

1. Configure the VPN remote gateway:

config vpn ipsec phasel-interface
edit "spokell-pl"

set mode-cfg-allow-client-selector enable
set link-cost 11

next

edit "spokel2-pl"

set mode-cfg-allow-client-selector enable
set link-cost 21
next
end

2. Configure the SD-WAN settings:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
end
config members
edit 1
set interface "spokell-pl"
set cost 10
next
edit 2
set interface "spokel2-pl"
set cost 20
next
end
config health-check
edit "1"
set server "9.0.0.1"
set members 0
config sla
edit 1
next
end
next
end
config service
edit 1
set name "1"
set mode sla
set dst "all"
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set src "10.1.100.0"
config sla
edit "1"
set id 1
next
end
set priority-members 1 2
next
end
end

To configure Spoke 2:

1. Configure the VPN remote gateway:

config vpn ipsec phasel-interface
edit "spoke2l-pl"

set link-cost 101
next
edit "spoke22-pl"

set link-cost 201
next
end

2. Configure the SD-WAN settings:

config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
end
config members
edit 1
set interface "spoke2l-pl"
set cost 10
next
edit 2
set interface "spoke22-pl"
set cost 20
next
end
config health-check
edit "1"
set server "9.0.0.1"
set members 0
config sla
edit 1
next
end
next
end
config service
edit 1
set name "1"
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set mode sla
set dst "all"
set src "192.168.5.0"
config sla

edit "1"

set id 1

next
end
set priority-members 1 2

next
end
end

To test the configuration:

1. Verify the service diagnostics on Spoke 1:

# diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen (4), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(l spokell-pl), alive, sla(0x1l), gid(0), cfg order(0), local cost(10),
selected
2: Seqg num(2 spokel2-pl), alive, sla(0xl), gid(0), cfg order(l), local cost(20),
selected
Src address (1) :
10.1.100.0-10.1.100.255

Dst address (1) :
0.0.0.0-255.255.255.255

2. Verify the service diagnostics on Spoke 2:

# diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(2), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq num(l spoke2l-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(1l0),
selected
2: Seq num(2 spoke22-pl), alive, sla(0x1l), gid(0), cfg order(l), local cost(20),
selected
Src address(1l):
192.168.5.0-192.168.5.255

Dst address (1) :
0.0.0.0-255.255.255.255
3. Trigger shortcuts between Spoke 1 and Spoke 2:
» Shortcuts spoke11-p1_1 and spoke11-p1_0 originate from spoke11-p1.
» spoke11-p1_1 corresponds to spoke21-p1_0 on Spoke 2.
» spoke11-p1_0 corresponds to spoke22-p1_0 on Spoke 2.
Spoke 1:

FortiOS 7.2.0 New Features Guide 145
Fortinet Inc.



Network

# diagnose sys sdwan service

Service(l) : Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen(11), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Member sub interface (4):
3: seq num(l), interface (spokell-pl):
1: spokell-pl 0(80)
2: spokell-pl 1(81)
Members (4) :
1: Seq num(l spokell-pl 1), alive, sla(0Oxl), gid(0), remote cost(10l), cfg order(0),
local cost(10), selected
2: Seq num(l spokell-pl 0), alive, sla(0xl), gid(0), remote cost(201l), cfg order(0),
local cost(10), selected
3: Seq num(l spokell-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(10),
selected
4: Seq num(2 spokel2-pl), alive, sla(0x1l), gid(0), cfg order(l), local cost(20),
selected
Src address(1l):
10.1.100.0-10.1.100.255

Dst address (1) :
0.0.0.0-255.255.255.255

Spoke 2:

# diagnose sys sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Tie break: cfg
Gen (15), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order
Member sub interface(4):
2: seq num(l), interface (spoke2l-pl):
1: spoke2l-pl 0(75)
4: seq num(2), interface (spoke22-pl):
1: spoke22-pl 0(74)
Members (4) :
1: Seq num(l spoke2l-pl 0), alive, sla(0xl), gid(0), remote cost(ll), cfg order(0),
local cost(10), selected
2: Seqg num(l spoke2l-pl), alive, sla(0xl), gid(0), cfg order(0), local cost(10),
selected
3: Seq num(2 spoke22-pl 0), alive, sla(0xl), gid(0), remote cost(ll), cfg order(l),
local cost(20), selected
4: Seq num(2 spoke22-pl), alive, sla(0xl), gid(0), cfg order(l), local cost(20),
selected
Src address (1) :
192.168.5.0-192.168.5.255

Dst address (1) :
0.0.0.0-255.255.255.255

The spoke11-p1_1 shortcut on Spoke 1 is preferred over spoke11-p1_0 due to the lower remote link cost of 101
when they have the same local SD-WAN member cost of 10.

4. Verify the policy route list on Spoke 1:

# diagnose firewall proute list
list route policy info(vf=root):
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1d=2131755009 (0x7£100001) wvwl service=1(1l) vwl mbr segq=1 1 1 2 dscp tag=0xfc Oxfc
flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 iif=0(any) dport=1-65535 path
(4) o0if=81(spokell-pl 1) o0if=80(spokell-pl_ 0) oif=54(spokell-pl) oif=55(spokel2-pl)
source(l): 10.1.100.0-10.1.100.255

destination(l): 0.0.0.0-255.255.255.255

hit count=176 last used=2022-07-12 11:56:08

Copying the DSCP value from the session original direction to its reply direction -
7.2.1

In an SD-WAN scenario when DSCP tags are used to mark traffic from the spoke to the hub, it is sometimes desirable for
the hub to mark the reply traffic with the same DSSP tags. The di ffserv-copy setting in firewall policy configurations
allows the DSCP tag to be copied to the reply direction.

config firewall policy
edit <id>
set diffserv-copy {enable | disable}
next
end

Example

The use cases in this example are for a hub and spoke SD-WAN deployment. Traffic from the spoke (either real traffic or
SLA health check probes) can be marked with a certain DSCP tag when leaving the spoke. QoS may be applied by an
upstream device based on the DSCP tag. When the traffic arrives on the hub, the hub may also want to mark the reply
traffic to the spoke with the same DSCP tag. This would allow QoS to be applied to the traffic in the reply direction as
well, which is traffic in the hub to spoke direction associated with the same session in the spoke to hub direction.

Ioopback 1.1.11

Z port2 port2
10222 10221

FortiGate B FortiGate A N
(Hub) (Spoke) Client

172.16.200.55

While this topology simplifies the SD-WAN deployment into a single hub and spoke, this feature applies to the following
configurations:

o Multiple spokes (branch sites)

« One or more hubs (data center sites)

« Multiple overlays connecting spokes to hubs

» SD-WAN configured on spokes to pick the best overlay

Use case 1: typical forwarding traffic

Traffic originates from the spoke and is destined for a server behind the hub. The spoke marks the traffic with a DSCP
tag of 101010. This is done by enabling di ffserv-foward on the spoke firewall policy. It can also be accomplished by
enabling dscp-forward in an SD-WAN rule.
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The hub allows the traffic in through a firewall policy. By enabling diffserv-copy on the firewall policy, it will mark the
reply traffic on the corresponding sessions with the same DSCP tag in which it came.

To configure the FortiGates:

1. Configure the firewall policy on the spoke (FortiGate A):

config firewall policy

end

2. Configure the firewall policy on the hub (FortiGate B):

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set

next

srcintf "portl"

dstintf "virtual-wan-1link"
action accept

srcaddr "all"

dstaddr "all"

srcaddr6 "alle"

dstaddr6 "alle"

schedule "always"

service "ALL"

logtraffic all

nat enable
diffserv-forward enable
diffservcode-forward 101010

config firewall policy

end

edit 3
set
set
set
set
set
set
set
set
set
set
set
set
set

next

srcintf "virtual-wan-link"
dstintf "wanl"

action accept

srcaddr "all"

dstaddr "all"

srcaddr6 "all"

dstaddr6 "all"

schedule "always"

service "ALL"

logtraffic all
auto-asic-offload disable
nat enable

diffserv-copy enable

To test the configuration:

1. Generate some forwarding traffic.

2. Verify that the session’s tos value from the original direction is applied to the reply direction:

# diagnose sys session filter policy 3

# diagnose sys session filter dst 172.16.200.55

# diagnose sys session list

session info: proto=1 proto state=00 duration=35 expire=59 timeout=0 £lags=00000000

socktype=0 sockport=0 av_idx=0 use=3
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origin-shaper=

reply-shaper=

per ip shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty £00

statistic (bytes/packets/allow_err): org=3024/36/1 reply=3024/36/1 tuples=2

tx speed(Bps/kbps): 82/0 rx speed(Bps/kbps): 82/0

orgin->sink: org pre->post, reply pre->post dev=20->17/17->20 gwy=172.16.200.55/10.2.2.1
hook=post dir=org act=snat 10.2.2.1:25290->172.16.200.55:8(172.16.200.2:25290)
hook=pre dir=reply act=dnat 172.16.200.55:25290->172.16.200.2:0(10.2.2.1:25290)
misc=0 policy id=3 pol uuid idx=1097 auth info=0 chk client info=0 vd=3
serial=0000a018 tos=6a/6a app list=0 app=0 url cat=0

rpdb _link id=00000000 ngfwid=n/a

npu state=0x4000001 no_offload

no ofld reason: disabled-by-policy

total session 1

Use case 2: local-in traffic destined to a loopback interface

SLA health checks from the spoke are destined for a loopback interface on the hub. The health check is marked with a
DSCP tag of 000001 by the spoke. When the hub receives the probes to its loopback, it will mark the replies with the
same DSCP tags in which it came.

To configure the FortiGates:

1. Configure the health check on the spoke (FortiGate A):

config system sdwan
config health-check
edit "ping"
set server "1.1.1.1"
set diffservcode 000001
set members 0
next
end

2. Configure the loopback interface on the hub (FortiGate B):

config system interface
edit "loopback"
set vdom "vdoml"
set ip 1.1.1.1 255.255.255.255
set allowaccess ping https ssh http telnet
set type loopback
set role lan
set snmp-index 35
next
end

3. Configure the firewall policy on the hub:

config firewall policy
edit 1
set srcintf "virtual-wan-link"
set dstintf "loopback"
set action accept
set srcaddr "all"
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set dstaddr "all"
set srcaddr6 "all"
set dstaddr6 "all"
set schedule "always"
set service "ALL"
set logtraffic all
set auto-asic-offload disable
set nat enable
set diffserv-copy enable
next
end

To test the configuration:

1. Generate some local-in traffic.
2. Verify that the session’s tos value from the original direction is applied to the reply direction:

# diagnose sys session list

session info: proto=1 proto state=00 duration=1 expire=59 timeout=0 flags=00000000
socktype=0 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

class_1id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/0

state=log local may dirty

statistic (bytes/packets/allow _err): org=80/2/1 reply=80/2/1 tuples=2

tx speed (Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->in, reply out->post dev=20->42/42->20 gwy=1.1.1.1/0.0.0.0
hook=pre dir=org act=noop 10.2.2.1:15->1.1.1.1:8(0.0.0.0:0)

hook=post dir=reply act=noop 1.1.1.1:15->10.2.2.1:0(0.0.0.0:0)

misc=0 policy id=1 pol uuid idx=0 auth info=0 chk client info=0 vd=3
serial=0001a846 tos=41/41 app list=0 app=0 url cat=0

rpdb link id=00000000 ngfwid=n/a

npu_state=0x000001 no offload

no ofld reason: local disabled-by-policy

total session 1

ﬂ Capture packets can also be used verify that the DSCP value from the original direction is
I applied to the reply direction.

Matching BGP extended community route targets in route maps -7.2.4

A\,
‘Q' This information is also available in the FortiOS 7.2 Administration Guide:

¢ Matching BGP extended community route targets in route maps

BGP extended community route targets can be matched in route maps. This can be applied in a scenario where the BGP
route reflector receives routes from many VRFs, and instead of reflecting all routes from all VRFs, users only want to
reflect routes based on a specific extended community route target.
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To configure the extended community list:

config router extcommunity-list
edit <name>
set type {standard | expanded}
config rule
edit <id>

set action {deny | permit}
set type {rt | soo}
set match <extended community specifications>
set regexp <ordered list of attributes>

next
end
next
end
type {standard | Set the extended community list type (standard or expanded).
expanded}
action {deny | permit} Deny or permit route-based operations based on the route's extended community
attribute.
type {rt | soo} Set the extended community type:
e rt: route target
* soo: site of origin
match <exter}ded, Set the extended community specifications for matching a reserved extended
e community (community number in AA:NN format; use quotation marks complex
specifications> .
expressions, "123:234 345:456").
regexp <ordered list of Set the ordered list of extended community attributes as a regular expression.
attributes>

To configure the BGP extended community list in the route map:

config router route-map
edit <name>
config rule
edit <id>
set match-extcommunity <list>
set match-extcommunity-exact {enable | disable}
next
end
next
end

match-extcommunity <list>  Setthe BGP extended community list to match to.

match-extcommunity-exact Enable/disable exact matching of extended communities.
{enable | disable}

Example
In this example, multiple companies (or departments of a company) share the same hub and spoke VPN infrastructure.

Company A and company B each have two branches in two different locations. The goal is for company A’s branches (A-
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1 and A-2) to be able to communicate only with each other over VPN but not with company B’s branches. Likewise,
company B’s branches (B-1 and B-2) can only communicate with each other over VPN but not with company A’s. This is
accomplished by placing each branch VLAN into their respective VRFs (VRF1 and VRF2), and encapsulating the VRF
information within the VPN tunnel. The hub forms BGP peering with its neighbors, spoke 1 and spoke 2, over each IPsec
overlay. The hub’s BGP route reflector reflects the routes to the corresponding VRFs, allowing each spoke to form
ADVPN shortcuts with the other spoke for each VRF.

However, in this scenario, we want A-1 and A-2 to use an ADVPN shortcut, but we do not want B-1 and B-2 to use
ADVPN. A route map is configured on the hub to match the desired extended community route target number where only
this route target is permitted, and others are denied. This allows the hub’s BGP route reflector to only reflect routes
associated with VRF1, allowing the spokes to form an ADVPN shortcut for VRF1. Routes associated with VRF2 are not
reflected, and each spoke must route traffic through the hub to reach VRF2 on the other spoke.

A-1
»
Spoke 1 202 " -
vd2-vlan12 - 12.1.1.2 s . B-1
vd11-1011 vd11-1022 tunnel vd2-1 - 10.10.100.2 ~-* 7.7
i 111221 < vd2vian12 - 112.1.1.2 ’
" tunnel vd2-2 - 10.10.200.2 SN Y
vd11-vlant - 11.1.1.11/24 ’
Jtunnel p1 - 10.10.100.254 e
vd11-vian2 - 11.1.2.11/24 Internet: | & A-2

tunnel p2 - 10.10.200.254
vd11-vlan10 vd3-vlan13-13113

100.1.1.1/24 2535y funnel vd3-1 - 10.10.100.3 3 AR % .

vd2-vian113- 1131130
tunnel vd3-2 - 10.10.200.3

G [ (1 f G
(I m[:". _J:].u (I 7
:I:IIIIIIII mt i I[I:IIIIII Spoke 2

-=------- Shortcut for VRF1

Configure the topology by following the instructions of Example 1 in SD-WAN segmentation over a single overlay. Note
that when checking the spoke 1 routes in example 1, there is a VRF2 route:

Spoke 1 # get router info routing-table bgp

Routing table for VRF=2
BV 33.1.1.0/24 [200/0] wvia 10.10.100.3 [2] (recursive via vd2-1 tunnel 11.1.1.11),
00:00:20, [1/0]

[200/0] via 10.10.200.3 [2] (recursive via vd2-2 tunnel 11.1.2.11),
00:00:20, [1/0]

The following procedure applies a route map on the hub’s BGP configurations to limit route reflection to only routes
matching the external community target of 1:1. This external community target corresponds to BGP paths for VRF1
learned from spoke 1 and spoke 2. The external community target of 2:1 corresponds to BGP paths for VRF2. By not
explicitly permitting this target (2:1) in the community list and denying everything other than the permitted target (1:1) in
the route map, the VRF2 BGP paths are essentially omitted from being reflected to the spokes.
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To configure BGP filtering for an extended community route target on the hub:

1. ldentify the external community target of VRF 1 to be permitted:

# get router info bgp network 33.1.1.0/24
VRF 0 BGP routing table entry for 33.1.1.0/24
Paths: (2 available, best #2, table Default-IP-Routing-Table)
Advertised to non peer-group peers:
11.1.1.1
Advertised to peer-groups:
grl gr2

VRF 1 BGP routing table entry for 33.1.1.0/24
Paths: (2 available, best #2, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0 external duplicated
Local, (Received from a RR-client)
0.0.0.0 from 10.10.100.3 (3.3.3.3)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Extended Community: RT:1:1
Receive Path ID: 1
Advertised Path ID: 1
Last update: Wed Aug 17 10:31:02 2022
Original VRF 0 external duplicated
Local, (Received from a RR-client)
0.0.0.0 from 10.10.200.3 (3.3.3.3)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Extended Community: RT:1:1
Receive Path ID: 1
Advertised Path ID: 2
Last update: Wed Aug 17 10:31:02 2022
VRF 2 BGP routing table entry for 33.1.1.0/24
Paths: (2 available, best #2, table Default-IP-Routing-Table)
Not advertised to any peer
Original VRF 0 external duplicated
Local, (Received from a RR-client)
0.0.0.0 from 10.10.100.3 (3.3.3.3)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Extended Community: RT:2:1
Receive Path ID: 1
Advertised Path ID: 1
Last update: Wed Aug 17 10:31:02 2022
Original VRF 0 external duplicated
Local, (Received from a RR-client)
0.0.0.0 from 10.10.200.3 (3.3.3.3)
Origin IGP metric 0, localpref 100, wvalid, internal, best
Extended Community: RT:2:1
Receive Path ID: 1
Advertised Path ID: 2
Last update: Wed Aug 17 10:31:02 2022

2. Configure the extended community list:

config router extcommunity-list
edit "extcomml"
config rule
edit 1
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set action permit
set match "1:1"
set type rt
next
end
next
end

3. Apply the extended community list to the route map:

config router route-map
edit "rmpll"
config rule
edit 1
set match-extcommunity "extcomml"
next
edit 2
set action deny
next
end
next
end

4. Update the related BGP neighbor group settings:

config router bgp
config neighbor-group

edit "grl"

set route-map-out-vpnv4 "rmpll"
next
edit "gr2"

set route-map-out-vpnv4 "rmpll"
next

end
end

5. Refresh the routes:

# execute router clear bgp all vpnv4 unicast out

6. Check the spoke 1 routes. Since the extended community route target is applied, the VFR2 route does not appear in

the BGP routing table:

# get router info routing-table bgp
Routing table for VRFEF=0

B* 0.0.0.0/0 [200/0] via 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11),

03:47:50, [1/0]

[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11),

03:47:50, [1/0]
B 1.1.1.1/32 [200/0] via 11.1.1.1 [2] (recursive via 12.1.1.1, vd2-vlanl2),
03:47:50, [1/0]

B 1.222.222.222/32 [200/0] wvia 11.1.1.1 [2] (recursive via 12.1.1.1, vd2-vlanl2),

03:47:50, [1/0]

B 11.11.11.11/32 [200/0] via 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11),

03:47:50, [1/0]

[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11),

03:47:50, [1/0]
B 33.1.1.0/24 [200/0] via 10.10.100.254 [2] (recursive via vd2-1 tunnel
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11.1.1.11), 03:47:21,

11.1.2.11), 03:47:21,

Routing table for VRF=1

[1/0]
[200/0]
[1/0]

via 10.10.200.254 [2] (recursive via vd2-2 tunnel

BV 11.11.22.11/32 [200/0] wvia 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11),
03:47:50, [1/0]
[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11),

03:47:50, [1/0]
BV 33.1.1.0/24 [200/0] wvia 10.10.100.3 [2] (recursive via vd2-1 tunnel 11.1.1.11),
03:47:21, [1/0]

[200/0] via 10.10.200.3 [2] (recursive via vd2-2 tunnel 11.1.2.11),
03:47:21, [1/0]
BV 100.1.1.0/24 [200/0] wvia 10.10.100.254 (recursive via vd2-1 tunnel 11.1.1.11),
03:47:50, [1/0]

[200/0] via 10.10.200.254 (recursive via vd2-2 tunnel 11.1.2.11),
03:47:50, [1/0]

SD-WAN application monitor using FortiMonitor -7.2.4

A\,

This information is also available in the FortiOS 7.2 Administration Guide:
¢ SD-WAN application monitor using FortiMonitor

The agent-based health check detection mode works with FortiMonitor to provide more accurate user level performance

statistics. FortiMonitor acts as an agent and sends health check probes on behalf of the monitored FortiGate interface.
FortiMonitor mimics a real user, and the probes return a more accurate application level performance. The SLA

information collected from FortiMonitor is sent back to the FortiGate as the monitored interface's SLA information. These

statistics can be used to gain a deeper insight into the SD-WAN traffic performance.

config system sdwan
config health-check
edit <name>

set detect-mode agent-based

next

end

config service
edit <id>

set agent-exclusive {enable |

next
end
end

disable}

The following diagnostic commands can be used to view agent related metrics:

# diagnose sys link-monitor-passive agent <option>

list
list-app

flush
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flush-app Flush the details of all the applications.
agent-oif-map List the agent and interface maps.
Example

In this example, routing is achieved through SD-WAN rules. The agent-based health check detection mode creates the
FortiMonitor IP address and FortiGate SD-WAN interface map.

FortiMonitor
[0 - g (TTIND
. )imis| (i )
(TN [ ) |0 D
FortiMonitor OnSight FortiGate

This example assumes that the FortiMonitor has already been added to the Security Fabric (see Configuring
FortiMonitor in the FortiOS Administration Guide for detailed instructions). The FortiMonitor OnSight (client) can be
configured for two or more IP addresses, and each IP address is capable of sending application probes to user-specified
applications.

Specific routing is implemented on the FortiGate to ensure each FortiMonitor client collects performance statistics for
only one SD-WAN member interface. The FortiMonitor is configured to send application-specific probes to measure that
application’s performance on a given SD-WAN member. The FortiGate uses the FortiMonitor performance statistics to
determine link quality based on application performance by mapping the health check. The link quality for a given
application can then be used to steer the matching application traffic with greater accuracy.

To configure the FortiGate:

1. Configure the address objects for each FortiMonitor client:

config firewall address
edit "FMR OnSightl"
set subnet 10.2.1.80 255.255.255.255
next
edit "MR OnSight2"
set subnet 10.2.1.81 255.255.255.255
next
end

2. Configure the SD-WAN rules to ensure each OnSight client uses only one SD-WAN member, and map the
FortiMonitor IP to an SD-WAN member (interface):

config system sdwan
config service
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edit 1
set dst "all"
set src "FMR OnSightl"
set priority-members 1
set agent-exclusive enable
next
edit 2
set dst "all"
set src "FMR OnSight2"
set priority-members 2
set agent-exclusive enable
next
end
end

3. Configure the SD-WAN health check:

config health-check
edit "FMR"
set detect-mode agent-based
set members 1 2
config sla
edit 1
next
end
next
end

To verify the SD-WAN member performance:

1. Verify the health check diagnostics:

# diagnose sys sdwan health-check
Health Check (FMR) :

Seq(l v1236): state(alive), packet-loss(0.000%)
(4.225), bandwidth-up(999992), bandwidth-dw(999976),
Seq (2 v1237): state(alive), packet-loss(0.000%)
(4.226), bandwidth-up(999998), bandwidth-dw(999993),

2. Verify the collected reports:

# diagnose sys link-monitor-passive agent list
v1236( 23) | src=10.2.1.80 | latency=183.2

pktloss=0.0 % 20:27:24

v1237( 24) | src=10.2.1.81 | latency=182.9

pktloss=0.0 % 20:27:24

3. Verify the details of each application:

# diagnose sys link-monitor-passive agent list-app
app 1d=0x00000000, app=fortinet.com, dev=v1236(23)
latency=183.2, jitter=0.1, pktloss=0.0,ntt=99.2,srt=384.8,app err=0.0, 20:28:25
app 1d=0x00000000, app=fortinet.com, dev=v1237(24)
latency=183.1, jitter=0.5, pktloss=0.0,ntt=104.4,srt=377.8,app err=0.0,

4. Verify the agent and interface maps:
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20:27:24

latency(183.214),
bandwidth-bi (1999968)
latency(182.9406),
bandwidth-bi (1999991)

Jjitter=0.1

jitter=0.1

jitter (0.

Jjitter (0.

124), mos
sla map=0x0
100), mos
sla map=0x0

20:27:24

20:27:24

20:28:25
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# diagnose sys link-monitor-passive agent agent-oif-map
0if=v1236(23), src=10.2.1.80
0if=v1237(24), src=10.2.1.81

Add Fabric Overlay Orchestrator for SD-WAN overlay configurations -7.2.4

0y
‘9' This information is also available in the FortiOS 7.2 Administration Guide:

¢ Fabric Overlay Orchestrator

The Fabric Overlay Orchestrator feature is an easy-to-use GUI wizard that simplifies the process of configuring a self-
orchestrated SD-WAN overlay within a single Security Fabric. This feature is self-orchestrated since no additional tool or
device, aside from the FortiGates themselves, is required to orchestrate this configuration. An SD-WAN overlay
configuration consists of IPsec and BGP configuration settings.

Currently, the Fabric Overlay Orchestrator supports a single hub architecture and builds upon an existing Security Fabric
configuration. This feature configures the root FortiGate as the SD-WAN overlay hub and the downstream first-level
FortiGates as the spokes.

After configuring the Fabric Overlay, you can complete the SD-WAN deployment by configuring SD-WAN rules.

\y

~ P If you cannot view the VPN > Fabric Overlay Orchestrator tree menu, configure the FortiGate
9 as aroot or a downstream device in the Security Fabric. See Configuring the root FortiGate
- and downstream FortiGates in the FortiOS Administration Guide for more details.

\‘ ! 'l
q The Fabric Overlay Orchestrator does not work when VDOM mode is enabled.

Prerequisites

Create a single Fortinet Security Fabric with the following components:

» Aroot FortiGate and one or more downstream FortiGates all running FortiOS 7.2.4 or later
» AFortiAnalyzer, or cloud logging using FortiAnalyzer Cloud or FortiGate Cloud
o For FortiGate Cloud, all downstream devices must belong to the same FortiCloud account

For more information about configuring these components, see Configuring the root FortiGate and downstream
FortiGates, Configuring FortiAnalyzer, and Configuring cloud logging in the FortiOS Administration Guide.

Network topology

The Fabric Overlay Orchestrator supports configuring an overlay for the following hub and spoke topology using ADVPN
and a single hub.
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Security Fabric

Ib110.20.1.1/24

Downstream Downstream
FortiGate 1 FortiGate 2
(spoke 1)
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Branch 1 LAN Branch 2 LAN
10.1.1.0/24 10.1.2.0/24

This topology corresponds to the single datacenter (active-passive gateway) design using the IPsec overlay design of
one-to-one overlay mapping per underlay. For more details on these topics, see the SD-WAN Architectures for
Enterprise guide.

In this topology, the datacenter FortiGate (Security Fabric root FortiGate) is the hub, and the branch FortiGates (Security
Fabric downstream FortiGates) are the spokes. Each FortiGate has a distinctly defined LAN subnet and loopback
interface (Ib1) with an IP address within the 10.20.1.0/24 subnet.

The Fabric Overlay Orchestrator creates loopbacks to act as health check servers that are always up, and they can be
accessed by adjacent Fabric devices. When configuring the policy creation option of either automatic or health check on
the hub, the Fabric Overlay Orchestrator configures performance SLAs from the hub to the health check servers on
10.20.1.2 and 10.20.1.3 corresponding to the spoke 1 and spoke 2 FortiGates respectively. Likewise, when the Fabric
Overlay Orchestrator runs on each spoke, it creates a performance SLA to the hub using its loopback address of
10.20.1.1.

Instead of using loopbacks, any business-critical applications and resources connected to the LAN of each device can
be used as health check servers for performance SLAs.

Using the Fabric Overlay Orchestrator

The following steps should be used to configure a self-orchestrated SD-WAN overlay within a single Security Fabric.
These steps must be followed in order, and assume that the prerequisites and network topology are in place.

1. Configure the root FortiGate using the Fabric Overlay Orchestrator.

2. Configure one or more downstream FortiGates using the Fabric Overlay Orchestrator.

3. Configure an overlay on the spoke for an additional incoming interface on the hub (if applicable).

4. Verify the firewall policies on the hub FortiGate.
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5. Verify the Fabric Overlay created by the Fabric Overlay Orchestrator:
a. Verify the IPsec VPN tunnels on the hub FortiGate.

Verify BGP routing on the hub FortiGate.

Verify the performance SLAs on the hub FortiGate.

Verify the firewall policies on a spoke FortiGate.

Verify the IPsec VPN tunnels on a spoke FortiGate.

Verify BGP routing on a spoke FortiGate.

Verify the performance SLAs on a spoke FortiGate.

Q@ - ® 2 0 T

h. Verify the spoke-to-spoke ADVPN communication.
6. Configure SD-WAN rules on the hub FortiGate.
7. Configure SD-WAN rules on the spoke FortiGates.

When configuring the root and downstream FortiGates, the Fabric Overlay Orchestrator configures the following settings
in the background:

» IPsec overlay configuration (hub and spoke ADVPN tunnels)
» BGP configuration

» Policy routing

« SD-WAN zones

+ SD-WAN performance SLAs

The FortiGate’s role in the SD-WAN overlay is automatically determined by its role in the Security Fabric. The Fabric root
will be the hub, and any first-level downstream devices from the Fabric root will be spokes.

After using the Fabric Overlay Orchestrator on all FortiGates and verifying the overlay settings, complete the SD-WAN
deployment configuration using steps 3 (if applicable), and steps 6 and 7. See SD-WAN rules in the FortiOS
Administration Guide for more information.

FortiOS Administration Guide.

x For a detailed example configuration, see Using the Fabric Overlay Orchestrator in the

Creating firewall policies

The Fabric Overlay Orchestrator can create firewall policies to allow all traffic through the SD-WAN overlay, or firewall
policies to just allow health check traffic through it instead. When the Fabric Overlay Orchestrator is enabled on the root
FortiGate, there are three Policy creation options:

« Automatic: automatically create policies for the loopback interface and tunnel overlays.

» Health check: automatically create a policy for the loopback interface so the SD-WAN health checks are functional.

* Manual: no policies are automatically created.

For some cases, these policies do not provide the necessary granularity to restrict overlay

\‘é', The Automatic policy creation option creates wildcard allow policies for the tunnel overlays.
3 traffic to specific subnets or hosts.
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rule will create new policies based on the rule, but it will not delete existing policies. Deleting

\‘é', When the Fabric Overlay Orchestrator is configured on a device, changing the policy creation
3 existing policies must be performed manually.

Improve client-side settings for SD-WAN network monitor -7.2.6

A\,
‘Q' This information is also available in the FortiOS 7.2 Administration Guide:

¢ Speed test examples

Improvements have been made to the client-side settings of the SD-WAN network bandwidth monitoring service to
increase the flexibility of the speed tests, and to optimize the settings to produce more accurate measurements. The
changes include:

o Support UDP speed tests.
« Support multiple TCP connections to the server instead of a single connection.
» Measure the latency to speed test servers and select the server with the smallest latency to perform the test.

« Support the auto mode speed test, which selects either UDP or TCP testing automatically based on the latency
threshold.

For more information about this feature, see Improve client-side settings for SD-WAN network monitor.

General

This section includes information about general network related new features:

« Add NetFlow fields to identify class of service on page 162

o OSPF graceful restart on topology change on page 164

o OSPFv3 graceful restart for OSPF6 on page 168

o BFD for multihop path for BGP on page 172

» Configuring the FortiGate to act as an 802.1X supplicant on page 177

o Support 802.1X on virtual switch for certain NP6 platforms on page 179

o SNMP OIDs for port block allocations IP pool statistics on page 181

 Increase the number of VRFs per VDOM on page 184

e GUI support for advanced BGP options 7.2.1 on page 188

e Support BGP AS number input in asdot and asdot+ format 7.2.1 on page 191

o SNMP OIDs with details about authenticated users 7.2.1 on page 193

e Add new IPAM GUI page 7.2.1 on page 197

» Assign multiple IP pools and subnets using IPAM Rules 7.2.1 on page 200

» Add VCI pattern matching as a condition for IP or DHCP option assignment 7.2.1 on page 203
o Support cross-VRF local-in and local-out traffic for local services 7.2.1 on page 205
« FortiGate as FortiGate LAN extension 7.2.1 on page 207

o Allow VLAN sub-interfaces to be used in virtual wire pairs 7.2.4 on page 212

» Add static route tag and BGP neighbor password 7.2.4 on page 214
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o DHCP enhancements 7.2.4 on page 217
» Improve DVLAN QinQ performance for NP7 platforms 7.2.5 on page 222

Add NetFlow fields to identify class of service

The new Netflow fields, ipClassOfService and postlpClassOfService, for identifying class of service in traffic flows are
supported in FortiOS. The FortiGate reads the TOS(IPv4)/Traffic Class(IPv6) fields from the first packet of incoming
traffic flow for the ipClassOfService value, and the first packet of outgoing traffic flow for postlpClassOfService value.
These fields were added to NetFlow template ID 262.

Example

In this example, a device behind the downstream FortiGate sends traffic to a device behind the upstream FortiGate. In
the direction of downstream FortiGate > root FortiGate > upstream FortiGate, the downstream FortiGate tags the traffic
with DSCP 110000. The downstream FortiGate pads two 00s to the 6-bit binary to produce the TOS value of 11000000,
which equals 0xcO0 in hexadecimal. The flow in that direction will have an ipClassOfService/IP_TOS (TOS value of first
inbound packet) of 0xc0, and a postlpClassOfService/DST_TOS (TOS value of first outbound) of the same 0xc0 value.

In the opposite direction, a device behind the upstream FortiGate sends traffic to device the downstream FortiGate. In
the direction of upstream FortiGate > root FortiGate > downstream FortiGate, the upstream FortiGate tags the traffic with
DSCP 111000. The upstream FortiGate pads two 00s to the 6-bit binary to produce the TOS value of 11100000, which
equals 0xe0 in hexadecimal. The flow in that direction will have an ipClassOfService/IP_TOS (TOS value of first inbound
packet) of 0xe0, and a postlpClassOfService/DST_TOS (TOS value of first outbound) of the same 0xe0 value.

Root
FortiGate

Upstream PN
FortiGate <

Downstream
FortiGate

Z

NetFlow ob.llector

Wireshark is used to analyze the packets. For more information about configuring NetFlow in FortiOS, refer to the
Administration Guide.

Wireshark captures

In the following capture of the NetFlow packet sent from the FortiGate to the NetFlow collector:

» The FortiGate sends NetFlow data template IDs 258 to 269, and option template IDs 256 and 257 to the NetFlow
collector containing the fields in each template (see NetFlow templates for more information).
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« Inside data template ID 262, two new fields are added, which correspond to field numbers 13 and 14 of the
template.

Field # Type Element ID

13 IP_TOS/ipClassOfService 5
14 DST_TOS/postlpClassOfService 55

Refer to IP Flow Information Export (IPFIX) Entities for more information.

No. Time Source Destination Protocol  Length Info
3 21.901567 10.1.100.1 10.1.100.59 CFLOW 1278 total: 3 (v9) records Obs-Domain-ID= 2 [Data-Template:258,260,262,266,263,267,259,261,264,268,265,269] [Options-Template:256] [Options-Template:257]
4 29.985221 10.1.100.1 10.1.100.59 CFLOW 102 total: 1 (v9) record Obs-Domain-: 2 [Data:256]
5 44.992593 10.1.100.1 10.1.160.59 CFLON 102 total: 1 (v3) record Obs-Domain-I0= 2 [Data:256]
Frame 3: 1278 bytes on wire (10224 bits), 1278 bytes captured (18224 bits) on interface \Device\NPF_{BDA714A8-731F-4699-9D1D-5A767A0DBD76}, id @

Ethernet II, Src: Fortinet 97:d9:25 (70:4c:a5:97:d9:25), Dst: VMware 5a:39:c3 (80:0C:29:53:39:c9)
Internet Protocol Version 4, Src: 16.1.168.1, Dst: 10.1.108.59
User Datagram Protocol, Src Port: 61684, Dst Port: 2655
Cisco NetFlow/IPFIX
Version: 9
Count: 3
SyslUptime: 65773.268080008 seconds
Timestamp: Dec 15, 2021 17:39:31.080600000 Pacific Standard Time
Flowsequence: 6471
Sourceld: 2
Flowset 1 [id=6] (Data Template): 258,260,262,266,263,267,259,261,264, 268,265,269
Flowset Id: Data Template (V9) (8)
Flowset Length: 1146
> Template (Id - 258, Count - 21)
> Template (Id = 266, Count = 19)
v Template (Id = 262, Count = 25)
Template Id: 262
Field Count: 25
Field (1/25): BYTES
Field (2/25): OUT_BYTES
Field (3/25): PKTS
Field (4/25): OUT_PKTS
Field (5/25): FIRST_SWITCHED
Field (6/25): LAST_SWITCHED
Field (7/25): L4_SRC_PORT
Field (8/25): L4_DST_PORT
Field (9/25): INPUT_SNMP
Field (10/25): OUTPUT_SNHP
Field (11/25): PROTOCOL
Field (12/25): postIpDiffservCodePoint
v Field (13/25): 1P_TOS
Type: IP_TOS (5)
Length: 1
v Field (14/25): DST_TOS
Types DST_TOS (55)
Length: 1
Field (15/25): APPLICATION_ID
Field (16/25): Unknown(66)
Field (17/25): Unknown(s5)
Field (18/25): FORWARDING_STATUS
Field (19/25): flowendReason
Field (20/25): IP_SRC_ADDR
Field (21/25): IP_DST_ADDR
Field (22/25): postNATSourceIPvdAddress
Field (23/25): postNATDestinationIPvaAddress
Field (24/25): postHAPTSourceTransportPort
Field (25/25): postNAPTDestinationTransportPort

<

<

The following capture shows two flow sets corresponding to each traffic direction. Each flow set has the TOS value
corresponding to the DSCP tag applied in that direction: OxcO for downstream FortiGate > root FortiGate > upstream
FortiGate, and 0xe0 for upstream FortiGate > root FortiGate > downstream FortiGate.
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Time Source Destination Frotocol  Length Info
6 46.575706 10.1.100.1 10.1.100.59 CFLOW 238 total: 2 (v9) records Obs-Domain-ID=
7 59.988149 16.1.160.1 10.1.100.59 CFLOW 214 total: 2 (v3) records Obs-Domain-TD=

2 [Data:262] [Data:262]
2 [Data:258] [Data:258]

Packets: 427

Post Packets: 427

[Duration: 61.336600800 seconds (switched)]

SrcPort: 58

DstPort: 41658

InputInt: 3

OutputInt: 5

Frotocol: TCP (6)

Post Ip Diff Serv Code Point: 48

P ToS: @xc

Post TP ToS: @xco

Classification Engine ID: PANA-L7-PEN (20)

Selector ID: @0@0304300000000

Unknown Field Type: Type 66: Value (hex bytes): 0@ @o 9 €0

Unknown Field Type: Type 65: Value (hex bytes): 8c 45

Forwarding Status

Flow End Reason: Active timeout (2)

Srcaddr: 172.16.200.44

DstAddr: 10.1.100.22

Post NAT Source TPvé Address: 8.8.0.6

Post WAT Destination IPv4 Address: 172.16.200.2

Post NAPT Source Transport Port: 8

Fost NAPT Destination Transport Port: 41650
Padding: @eeees

~ FlowSet 2 [id=262] (1 flows)

OSPF graceful restart on topology change

In OSPF graceful restart mode, the restart-on-topology-change option can be used to keep restarting the router
in graceful restart mode when a topology change is detected during a restart.

Flowset Id: (Data) (262)
Flowset Length: 88
[Template Frame: 3]
Flow 1
Octets: 8157
Post Octets: 8157
Packets: 155
Post Packets: 155
[Duration: 61.8386@060@ seconds (switched)]
SrcPort: 41650
DstPort: 86
InputInt: 5
Outputlnt: 3
Protocol: TCP (6)
Fost Ip Diff Serv Code Point: 56
IP Tos: oxee
Post TP ToS: @xed
Classification Engine ID: PANA-L7-PEN (2@)
Selector ID: @8G0304300000000
Unknown Field Type: Type 66: Value (hex bytes): 0o 06 @0 60
Unknown Field Type: Type 65: Value (hex bytes): ec 45
Forwarding Status
Flow End Reason: Active timeout (2)
SrcAddr: 10.1.160.22

config router ospf

end

set restart-on-topology-change {enable

Example

In this example, a restarting router (one of the FG-300Es in the HA cluster) informs its neighbors using grace LSAs
before restarting its OSPF process. When the helper router (the FG-601E) receives the grace LSAs, it enters helper
mode to help with the graceful restart until the graceful period expires. It will act as though there are no changes on the
restarting router (FG-300E). A generic router simulates a topology change during the restart event.

If restart-on-topology—-change is enabled on the restarting router, it will not exit the graceful restart mode even

when a topology change is detected.

If restart-on-topology-change is disabled on the restarting router, it will exit graceful restart mode when a

topology change is detected.
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HA cluster
31.1.1.1

FG-300E

FG-601E
(Helper router)
3.3.33

Generic router -
(Topology change)
21.21.21.21

FG-300E
(Restarting router)

To configure the restarting router:

config router ospf
set router-id 31.1.1.1
set restart-mode graceful-restart
set restart-period 180
set restart-on-topology-change enable
config area
edit 0.0.0.0
next
end
config network
edit 1
set prefix 172.16.200.0 255.255.255.0
next
edit 2
set prefix 31.1.1.1 255.255.255.255
next
end
end

To configure the restarting helper router:

config router ospf
set router-id 3.3.3.3
set restart-mode graceful-restart
config area
edit 0.0.0.0
next
end
config network
edit 1
set prefix 172.16.200.0 255.255.255.0
next
edit 2
set prefix 3.3.3.3 255.255.255.255
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next
end
end

Testing the configuration

Topology change with continuing graceful restart enabled:

When restart-on-topology-change is enabled and there is a topology change during the HA OSPF graceful
restart, the graceful restart will continue. The routes on the helper router (FG-601E) are still there and no traffic will drop.

# get router info ospf neighbor

OSPF process 0, VRF O:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:47~* 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRF=0

0 21.21.21.21/32 [110/300] wvia 172.16.200.31, portl, 00:09:55
0 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:55:31
0 100.21.1.0/24 [110/200] wvia 172.16.200.31, portl, 00:12:31

# get router info ospf neighbor

OSPF process 0, VRF O:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:47~* 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRF=0

0 21.21.21.21/32 [110/300] wvia 172.16.200.31, portl, 00:10:07
0 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:55:43
0 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:12:43

# get router info ospf neighbor

OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:38*% 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRF=0

0 21.21.21.21/32 [110/300] wvia 172.16.200.31, portl, 00:10:17
0 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:55:53
0 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:12:53

# get router info ospf neighbor

OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:00:38 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRFEF=0

0] 21.21.21.21/32 [110/300] via 172.16.200.31, portl, 00:10:37
0] 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:56:13
0 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:13:13
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Topology change with continuing graceful restart disabled:

When restart-on-topology-change is disabled and there is a topology change during the HA OSPF graceful
restart, the graceful restart will exit. The routes on the helper router (FG-601E) are lost and traffic will drop.

# get router info ospf neighbor

OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:57% 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRFEF=0

0 21.21.21.21/32 [110/300] via 172.16.200.31, portl, 00:11:16
0 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:56:52
0 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:13:52

# get router info ospf neighbor

OSPF process 0, VRF O:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:42* 172.16.200.31 portl

# get router info routing-table ospf
Routing table for VRF=0

0 21.21.21.21/32 [110/300] via 172.16.200.31, portl, 00:11:31
0 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:57:07
0 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:14:07

# get router info ospf neighbor

OSPF process 0, VRF O:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:40%* 172.16.200.31 portl

No routes are lost:

# get router info routing-table ospf
Routing table for VRF=0
(o) 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:57:09

# get router info ospf neighbor

OSPF process 0, VRF 0:

Neighbor ID Pri State Dead Time Address Interface
31.1.1.1 1 Full/DR 00:14:38*% 172.16.200.31 portl

No routes are lost:

# get router info routing-table ospf
Routing table for VRF=0
(o] 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 00:57:11

No routes are lost:

# get router info routing-table ospf
Routing table for VRF=0

0 21.21.21.21/32 [110/300] wvia 172.16.200.31, portl, 00:04:42
0] 31.1.1.1/32 [110/200] via 172.16.200.31, portl, 01:01:59
o 100.21.1.0/24 [110/200] via 172.16.200.31, portl, 00:04:42
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OSPFv3 graceful restart for OSPF6

OSPFv3 graceful restart can be used in OSPF6. In OSPF graceful restart mode, the restart-on-topology-change
option can be used to keep restarting the router in graceful restart mode when a topology change is detected during a
restart.

config router ospf6

set restart-mode {none | graceful-restart}

set restart-period <integer>

set restart-on-topology-change {enable | disable}
end

restart-mode {none | Set the OSPFv3 restart mode:
gracetul-restart) « none: disable hitless restart
« graceful-restart: enable graceful restart mode

restart-period <integer> Set the graceful restart period, in seconds (1 - 3600, default = 120).

restart-on-topology- Enable/disable continuing graceful restart upon a topology change.
change {enable |

disable}

Example

Graceful restarts allow a router's OSPF6 process to restart without interrupting its neighbors. In this example, a
restarting router (one of the FG-300Es in the HA cluster) informs its neighbors using grace LSAs before restarting its
OSPF process. When the helper router (the FG-601E) receives the grace LSAs, it enters helper mode to help with the
graceful restart until the graceful period expires. It will act as though there are no changes on the restarting router (FG-
300E). A generic router simulates a topology change during the restart event.

If restart-on-topology-change is enabled on the restarting router, it will not exit the graceful restart mode even
when a topology change is detected.

If restart-on-topology-change is disabled on the restarting router, it will exit graceful restart mode when a
topology change is detected.

HA cluster
31.1.1.1

FG-300E

FG-601E

Generic router

(Helper router) (Topology change)
3333 21.21.21.21
FG-300E
(Restarting router)
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To configure the restarting router:

config router ospf6
set router-id 31.1.1.1
set restart-mode graceful-restart
set restart-period 600
set restart-on-topology-change enable
config area
edit 0.0.0.0
next
end
config ospfé-interface
edit "portl"
set interface "portl"
next
edit "looproot"
set interface "looproot"

next
edit "npu"

set interface "npuO vlinkO"
next

end
end

To configure the restarting helper router:

config router ospf6
set auto-cost-ref-bandwidth 100000
set router-id 3.3.3.3
set restart-mode graceful-restart
config area
edit 0.0.0.0
next
end
config ospf6-interface
edit "portl"
set interface "portl"
set priority 0
next
edit "loopbackl"
set interface "loopbackl"
next
end
config redistribute "static"
set status enable
end
end

Testing the configuration

Graceful restart mode and continuing graceful restart enabled:

When graceful restart is enabled and restart-on-topology-change enabled, when HA encounters a failover or
restarts the primary FortiGate, it will trigger a graceful restart. During this period, there is a topology change.

Before graceful restart:
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# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:34 portl 0

All routes before graceful restart:

# get router info6 routing-table ospf
Routing table for VRFEF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:08:01
0 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:26:03

0 2003:100:21:1::/64 [110/200] via fe80::209:fff:fe09:2, portl, 00:08:01

0 2003:172:16:200::/64 [110/100] via ::, portl, 00:26:03

During graceful restart:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:35%* portl 0

All routes during graceful restart:

# get router info6 routing-table ospf
Routing table for VRF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:09:01
O 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:27:03

O 2003:100:21:1::/64 [110/200] via fe80::209:fff:fe09:2, portl, 00:09:01

0] 2003:172:16:200::/64 [110/100] via ::, portl, 00:27:03

During graceful restart:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:33~* portl 0

All routes during graceful restart:

# get router info6 routing-table ospf
Routing table for VRFEF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:09:07
0 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:27:09

0 2003:100:21:1::/64 [110/300] via fe80::209:fff:fe09:2, portl, 00:00:03

0 2003:172:16:200::/64 [110/100] via ::, portl, 00:27:09

After graceful restart:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:39 portl 0

No routes lost after graceful restart:

# get router info6 routing-table ospf
Routing table for VRF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:09:19
O 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:27:21

O 2003:100:21:1::/64 [110/300] via fe80::209:fff:fe09:2, portl, 00:00:09

0] 2003:172:16:200::/64 [110/100] via ::, portl, 00:27:21
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Graceful restart mode enabled and continuing graceful restart disabled:

When graceful restart is enabled and restart-on-topology-change disabled, when HA encounters a failover or
restarts the primary FortiGate, it will trigger a graceful restart. During this period, there is a topology change.

Before HA failover:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:37 portl 0

Before HA failover:

# get router info6 routing-table ospf
Routing table for VRF=0

0 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:32
O 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:01:31

0 2003:100:21:1::/64 [110/300] via fe80::209:fff:fe09:2, portl, 00:00:31

0 2003:172:16:200::/64 [110/100] via ::, portl, 00:01:31

During graceful restart:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:33% portl 0

At first, no routes are lost:

# get router info6 routing-table ospf
Routing table for VRF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:02:17
O 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:03:16

0 2003:100:21:1::/64 [110/300] via fe80::209:fff:fe09:2, portl, 00:02:16

O 2003:172:16:200::/64 [110/100] via ::, portl, 00:03:16

When the topology changes, routes are lost:

# get router info6 routing-table ospf
No route available

The routes are now recovered:

# get router info6 routing-table ospf
Routing table for VRF=0

0 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:02:28
O 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:00:01
O 2003:100:21:1::/64 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:01
0 2003:172:16:200::/64 [110/110] via fe80::209:fff:fe09:2, portl, 00:00:01

Graceful restart mode disabled:

When graceful restart is not enabled, when HA encounters a failover or restarts the primary FortiGate, it will not trigger a
graceful restart. The neighbor needs to re-establish and routes on the neighbor will be lost.

Before HA failover:

# get router info6 ospf neighbor
OSPFv3 Process (root)
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Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:37 portl 0

Before HA failover:

# get router info6 routing-table ospf
Routing table for VRF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:50
0] 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:01:00

0] 2003:100:21:1::/64 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:50

0 2003:172:16:200::/64 [110/100] via ::, portl, 00:00:50

During HA failover:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Init/DROther 00:00:32 portl 0

During HA failover:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 ExStart/DR 00:00:38 portl 0

During HA failover, all are routes lost:

# get router info6 routing-table ospf
No route available

After HA failover:

# get router info6 ospf neighbor

OSPFv3 Process (root)

Neighbor ID Pri State Dead Time Interface Instance ID
31.1.1.1 1 Full/DR 00:00:34 portl 0

After HA failover, it gets a route update from the neighbor:

# get router info6 routing-table ospf

Routing table for VRF=0

0 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:00:07
O 2003:172:16:200::/64 [110/110] via ::, portl, 00:00:06

After HA failover, it gets a route update from more neighbors:

# get router info6 routing-table ospf
Routing table for VRF=0

0] 2003:21:21:21::21/128 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:23
0 2003:31:1:1::1/128 [110/100] via fe80::209:fff:fe09:2, portl, 00:00:33

O 2003:100:21:1::/64 [110/200] via fe80::209:fff:fe09:2, portl, 00:00:23

0] 2003:172:16:200::/64 [110/100] via ::, portl, 00:00:23

BFD for multihop path for BGP

In BFD, a FortiGate can support neighbors connected over multiple hops. When BFD is down, BGP sessions are reset
and will try to immediately re-establish neighbor connections. Previously, BFD was only supported when two routers or
FortiGates were directly connected on the same network.
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config router {bfd | bfdé6}
config multihop-template
edit <ID>
set src <class_IP/netmask>
set dst <class_ IP/netmask>
set bfd-desired-min-tx <integer>
set bfd-required-min-rx <integer>
set bfd-detect-mult <integer>
set auth-mode {none | md5}
set mdS5-key <password>

next
end
end
src <class_IP/netmask> Enter the source prefix.
dst <class_IP/netmask> Enter the destination prefix.
bfd-desired-min-tx Set the BFD desired minimal transmit interval, in milliseconds (100 - 30000,
<integer> default = 250).
bfd—reguired—min-rx Set the BFD required minimal transmit interval, in milliseconds (100 - 30000,
<integer> default = 250).

bfd-detect-mult <integer>  Setthe BFD detection multiplier (3 - 50, default = 3).

auth-mode {none | md5} Set the authentication mode (none or meticulous MD5).
md5-key <password> Enter the password.
Example

This example includes IPv4 and IPv6 BFD neighbor configurations. The BFD neighbor is also a BGP neighbor thatis in a
different AS.

ort1
7 172.16.200.1/24 172.16.201.2/24

¢

FortiGate Router BFD neighbor
BFD neighbor (or multiple routers) router

To configure BFD with multihop BGP paths:

1. Enable BFD on all interfaces:

config system settings
set bfd enable
end

2. Enable BFD on port1 and ignore the global configuration:

config system interface
edit "portl"
set bfd enable
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next
end

3. Configure the BGP neighbors:

config router bgp
set as 65412
set router-id 1.1.1.1
config neighbor
edit "172.16.201.2"

set
set
set
set
next

bfd enable
ebgp-enforce-multihop enable
soft-reconfiguration enable
remote-as 65050

edit "2000:172:16:201::2"

set
set
set
set
next
end
end

bfd enable
ebgp-enforce-multihop enable
soft-reconfiguration enable
remote-as 65050

4. Configure the IPv4 BFD:

config router bfd
config multihop-template

edit 1
set
set
set
set

src 172.16.200.0 255.255.255.0
dst 172.16.201.0 255.255.255.0
auth-mode mdb5

md5_key * ok ok ok ok ok ok k ok k

next
end
end

5. Configure the IPv6 BFD:

config router bfd6
config multihop-template
edit 1
set src 2000:172:16:200::/64
set dst 2000:172:16:201::/64
next
end
end

Testing the connection

1. Verify the BFD status for IPv4 and IPv6:

# get router info bfd requests
BFD Peer Requests:
client types(ct in 0x): Ol=external 02=static
04=0ospf 08=bgp 10=pim-sm

src=172.16.200.1 dst=172.16.201.2 ct=08 ifi=9 type=SM
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# get router info bfd neighbor
OurAddress NeighAddress State Interface LDesc/RDesc
172.16.200.1 172.16.201.2 UP portl 5/3/M

# get router info6 bfd requests
BFD Peer Requests:
client types(ct in 0x): Ol=external 02=static
04=0ospf 08=bgp 10=pim-sm
src=2000:172:16:200::1
dst=2000:172:16:201::2
ct=08 ifi=9 type=SM

# get router info6 bfd neighbor

OurAddress: 2000:172:16:200::1

NeighAddress: 2000:172:16:201::2

State: UP Interface: portl Desc: 6/4 Multi-hop

2. Verify the BGP status and the BGP routing table:

# get router info bgp summary

VRF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 11

3 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.201.2 4 65050 185 187 10 0 0 00:54:20 4
2000:172:16:201::2 4 65050 159 160 10 0 0 00:54:24 4

Total number of neighbors 2

# get router info routing-table bgp
Routing table for VRF=0

B 172.28.1.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.2.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.5.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32
B 172.28.6.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.200.4, portl),
00:54:32

# get router info6 bgp summary

VRF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 8

3 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.201.2 4 65050 185 187 7 0 0 00:54:24 3
2000:172:16:201::2 4 65050 159 160 7 0 0 00:54:28 3

Total number of neighbors 2

# get router info6 routing-table bgp
Routing table for VREF=0

B 2000:172:28:1::/64 [20/0] via 2000:172:16:201::2 (recursive via
2000:172:16:200::4, portl), 00:54:40
B 2000:172:28:2::/64 [20/0] via 2000:172:16:201::2 (recursive via
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2000:172:16:200::4, portl), 00:54:40

B 2000:172:28:3::/64 [20/0] via 2000:172:16:201::2 (recursive via
2000:172:16:200::4, portl), 00:54:40
3. Simulate a disruption to the BFD connection. The BFD neighbor is lost:
# get router info bfd neighbor
OurAddress NeighAddress State Interface LDesc/RDesc

# get router info6 bfd neighbor

4. The BGP neighbor is reset, and the FortiGate attempts to re-establish a connection with the neighbor. The timers

are reset once the neighbor connection is re-established:

# get router info bgp summary

VRF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 12

4 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
172.16.201.2 4 65050 189 192 11 0 0 00:00:11
2000:172:16:201::2 4 65050 165 167 12 0 0 00:00:08

Total number of neighbors 2

# get router info6 bgp summary

VREF 0 BGP router identifier 1.1.1.1, local AS number 65412
BGP table version is 10

4 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
172.16.201.2 4 65050 189 192 8 0 0 00:00:15
2000:172:16:201::2 4 65050 165 167 9 0 0 00:00:12

Total number of neighbors 2
5. The BGP routes are learned again, and there are new timers in the route tables:

# get router info routing-table bgp
Routing table for VRF=0

B 172.28.1.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.
00:00:15
B 172.28.2.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.
00:00:15
B 172.28.5.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.
00:00:15
B 172.28.6.0/24 [20/0] via 172.16.201.2 (recursive via 172.16.
00:00:15

# get router info6 routing-table bgp
Routing table for VRF=0

B 2000:172:28:1::/64 [20/0] via 2000:172:16:201::2 (recursive
2000:172:16:200::4, portl), 00:00:13
B 2000:172:28:2::/64 [20/0] via 2000:172:16:201::2 (recursive

2000:172:16:200::4, portl), 00:00:13
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B 2000:172:28:3::/64 [20/0] via 2000:172:16:201::2 (recursive via
2000:172:16:200::4, portl), 00:00:13

Configuring the FortiGate to act as an 802.1X supplicant

The FortiGate can be configured to act as a 802.1X supplicant. The settings can be enabled on the network interface in
the CLI. The EAP authentication method can be either PEAP or TLS using a user certificate.

config system interface
edit <interface>
set eap-supplicant {enable | disable}
set eap-method {peap | tls}
set eap-identity <identity>
set eap-password <password>
set eap-ca-cert <CA cert>
set eap-user-cert <user cert>
next
end

Example

In this example, the FortiGate connects to an L3 switch that is not physically secured. All devices that connect to the
internet must be authenticated with 802.1X by either a username and password (PEAP), or a user certificate (TLS).
Configuration examples for both EAP authentication methods on port33 are shown.

FortiGate

To configure EAP authentication with PEAP:

1. Configure the interface:

config system interface
edit "port33"
set vdom "vdoml"
set ip 7.7.7.2 255.255.255.0
set allowaccess ping https ssh snmp http telnet fgfm radius-acct probe-response

fabric
set stpforward enable
set type physical
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set snmp-index 42
set eap-supplicant enable
set eap-method peap
set eap-identity "testl"
set eap-password *****xxxxxk
next
end

Verify the interface's PEAP authentication details:

# diagnose test app eap supp 2
Interface: port33
status:Authorized

method: PEAP

identity: testl

ca cert:

client cert:

private key:

last eapol src =70:4c:a5:3b:0b:c6

Traffic is able to pass because the status is authorized.

To configure EAP authentication with TLS:

1.

Configure the interface:

config system interface
edit "port33"
set vdom "vdoml"
set ip 7.7.7.2 255.255.255.0

set allowaccess ping https ssh snmp http telnet fgfm radius-acct probe-response

fabric
set stpforward enable
set type physical
set snmp-index 42
set eap-supplicant enable
set eap-method tls
set eap-identity "test2@fortiga.net"
set eap-ca-cert "root G CA Cert l.cer"
set eap-user-cert "root eap client global.cer"
next
end

Verify the interface's TLS authentication details:

# diagnose test application eap supp 2

Interface: port33

status:Authorized

method: TLS

identity: test2@fortiga.net

ca_cert: /etc/cert/ca/root_G CA Cert l.cer

client cert: /etc/cert/local/root_eap client global.cer
private_key: /etc/cert/local/root_eap client global.key
last eapol src =70:4c:a5:3b:0b:c6

Traffic is able to pass because the status is authorized.
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Support 802.1X on virtual switch for certain NP6 platforms

802.1X is supported under the hardware switch interface on the following NP6 platforms: FG-30xE, FG-40xE, and FG-
110xE.

Example

In this example, port3 and port4 are part of a hardware switch interface. The hardware switch acts as a virtual switch so
that devices can connect directly to these ports and perform 802.1X authentication on the port.

FortiGate

RADIUS server

Prerequisites:

-—

Configure a RADIUS server (see RADIUS servers).

2. Define a user group named test to use the remote RADIUS server and for 802.1X authentication (see User
definition and groups).

Configure a hardware switch (named 18188) with port3 and port4 as the members (see Hardware switch).
Configure a firewall policy that allows traffic from the 18188 hardware switch to go to the internet.

5. Enable 802.1X authentication on the client devices.

Lol

To configure 802.1X authentication on a hardware switch in the GUI:

1. Go to Network > Interfaces and edit the hardware switch.
2. Inthe Network section, enable Security mode and select 802.1X.
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3. Click the +to add the User group.

Edit Interface

Name 7 18188

Alias

Type =2 Hardware Switch
VRFID @ o]

Virtual domain & vdoml

Interface members

Role @ LAN

Address

Addressing mode
IP/Netmask

IPvé addressing mode

IPvé Address/Prefix /0

Auto configure IPvé address >

DHCPvé prefix delegation >

Create address object matching subnet C

Secondary IP address >

Administrative Access

1Pva HTTPS PING FMG-Access
SSH SNMP FTM
() RADIUS Accounting O ?:eocnur:;t;izzbrok

1Pvé (O HTTPS [J PING [ FMG-Access
0O ssH ) SNMP O Security Fabric

20 oHce | Auto-managed by IPAM

1.1.1.1/255.255.255.0

B2 oHce | Delegated

Connection €

Receive LLDP @ (V=AY el DRl Enable | Disable

Transmit LLDP @ | Use VDOM Setting Disable

® DHCP Server

(D Stateless Address Auto-configuration (SLAAC)

® DHCPv6 Server

Network

Device detection @ @

[ Speed Test

STP >
Security mode © 802.1X -
User groups & test x

SPAN (Port Mirroring)

4, Click OK.

Additional Information
@ API Preview
% References

> EditinCLI

() Documentation
& OnlineHelp &
W Video Tutorials '

To configure 802.1X authentication on a hardware switch in the CLI:

1. Configure the virtual hardware switch interfaces:

config system virtual-switch

edit "18188"

set physical-switch "swO"
config port

edit
next
edit
next

"port3 "

"port4 "
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end
next
end

2. Configure 802.1X authentication:

config system interface
edit "18188"
set vdom "vdoml"
set ip 1.1.1.1 255.255.255.0
set allowaccess ping https ssh snmp fgfm ftm
set type hard-switch
set security-mode 802.1X
set security-groups '"test"
set dev